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BBeneHue

OTa KOHUrypaumnsa oeMoHCTpMpyeT ucnonb3oBaHne kaHana ViHtepgeinca (BRI) ISDN gnsa
BbINOSIHEHNSA pe3epBHOE KOMMPOBaHWME BblAENEHHON NUHUK, rnobanbHon cetn (WAN) unu
nocnefoBaTeNbHOro NOAKIMHOYEHNS.

Mepen Hayanom paboTbl

YcnoBHble 0003HaYeHUs

JononHutensHble cBeaeHnsa 06 YCIoBHbIX 0003HaYEeHUAX CM. B JIOKYMEHTE YCIOBHbIE
0bo3Ha4vyeHnsa TexHndyeckux tTepmuHoB Cisco.

MNpeaBapuTenbHbIEe YCoBUs
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[ns gaHHoro OOKYMEHTa OTCYTCTBYHIOT NnpeaBapuTesibHble YCIToOBUA.

Ncnonb3yemblie KOMNOHEHTDI

HacToswmii OKYMEHT HE MMEET XXECTKOM NPUBA3KM K KAKUM-ITMOO KOHKPETHbLIM BEPCUAM
nporpamMmmHoro obecneyennsa n o6opyaoBaHus.

CeefeHus, cogepXalumecsa B AaHHOM AOKYMeHTe, Bbinn nonyYeHbl C YCTPOUCTB B CneumnansHOM
nabopaTopHo cpefe. Bce ycTpolicTBa, onncaHHble B JaHHOM LOKYMeEHTe, Obinn 3anyLeHbl ¢
KOH(purypaumen no ymonyanuto. Npu paboTte ¢ peanbHOM CETbIO HEOOXOAMMO NOMHOCTLIO
OCO3HaBaTb BO3MOXHble pe3ynbTaTbl UCMOIb30BaHMSA BCEX KOMaHA.

TeopeTnyeckue ceeaeHus

KomaHaa backup interface nepesogut nHtepgenc B pexxmm oxmaaHusa 0o Tex nop, noka
nepBUYHbIA MHTEpPdEec He nepecTaHeT paboTaTtb. [ns nony4yeHns ONONHUTENBHOM
NMHpopMaLnn 0 xapaKTepuCcTnke pe3epBHOro nHTepdgenca obpatutecb K AHann3am pe3epBHOro
nHTepdeiica, Floating Static Routes n dyHkuum Dialer Watch ana Pesepsuposarna DDR.

OTOT Nnpumep ncnonb3dyeTt npocdunun nporpammel Habopa Homepa ¢ PyHKUMEN PE3EPBHOIO
UHTepenca. Micnonb3oBaHne KOMaHObl pe3epBHOro MHTepgeca BbiHY)X4aeT HaCTPOEHHbIN
MeLOCMOTP WU NOrMYeCKNin MHTepdenc BbiTb B pexnme oxnganund. Ecnv ncnonbaytores
npocunm yctponcTts ans Habopa Homepa (DDR),To B pexunm oxugaHus nepexoguT TONbKO
nornyecknin nHTepdenc (MHTepdenc yctponctaa ans Habopa Homepa), B TO BpEMS Kak
dusnveckmii nutepgenc (BRI) moxeT Bce ewe ncnonb3oBaTbCs ANs APYTUX NOLKNHOYEHUN,
CTaHOBSACb YNeHOM Apyroro nyna. JononHuTenbHble cBeaeHns 0 Npodunax HomepoHabuparens
cM. B pasgene «Hactporka ISDN DDR (mMapLipyTu3aums BbI30OBOB MO 3anpocy) ¢ npodunamm
HomepoHabupaTensa».

HacTtpoiika

B aTom pasgene cogepxatcs cBeeHUS 0 HacTPonMKe OYHKLUK, ONMMCAHHbBIX B 3TOM LOKYMEHTE.
HacTtpoiika pesepsuposaHus Dial-on-Demand Routing (DDR) BkrtoyaeT B cebsa Tpu npoueaypsi:

1. HactponTte DDR. MoxHO ncnonb3oBaTtb unmn yHacnegoBaHHble npocunun DDR, nnn
nporpammbl Ans Habopa Homepa. ATa KoHurypauyusa ncnonbsyet npodpunu DDR. MNepepq
BBOAOM B AENCTBUE pe3epBHOM KOHGUrypaumm Heobxoanma npoBepKka yCneLHoro
dyHKUMOHNpoBaHNA nogknioyeHns DDR. 3T1o no3songaeTt nepen KoHUrypmposaHnem
pe3epBMpOBaHNA yOOCTOBEPUTLCSH, YTO cnocob A03BOHA, cornacoBaHue npoTtokona Point-to-
Point Protocol (PPP) n npoBepka nognnMHHOCT NpoLunn ycnewHo. MNMockonbky cxema Habopa
HomMmepoB 6a3npoBana pe3epBHOE KONMPOBaHME KoHdUrypaumm, obpatutech K JOKYMEHTY
PesepsuposaHue DDR ¢ nomouibio BRIs 1 KomaHabl pe3epBHOro nHtepdetica.

2. HactponTe ogvH n3 mappytmsatopoB Ha Hadano DDR-noakntoveHnsa npyu c6oe 0OCHOBHOWN
nHUKN. B 9TON KOHUrypauumn ons 3anycka ucxoasiiero MoaeMHoOro coeauHeHus
ucnonb3yercs komaHaa "backup interface”.

3. Onpegenute cogepXaTenbHbl Tpaduk, KOTOPbLIN 3anyCTUT pe3epBHOE NOLKIOYEHME NPU
cboe OCHOBHOro KaHana.

Mbl pekomeHayem obpaTnTbCs K HACTPOWKE AOKYMEHTa U ycTpaHeHre npobnem npu
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pesepsupoBaHun DDR ans nonyyeHus OMOAHUTENBLHOW MHAOpMaL.

MpumeyaHue: [Nonck 4ONONHUTENBHOW MHPOPMAaLIMK O KOMaHA4ax B JAHHOM JOKYMEHTE MOXHO
BbINOMAHUTL ¢ nomMoLlbio cpeactea "Command Lookup" (IMouck komaHa) (TofIbko Ans
3aperncTpupoBaHHbIX KIUMEHTOB).

Cxema cetu

B naHHOM [OKYMeEHTe MCnonb3yeTcsl ceTeBas YCTaHOBKA, NoKa3aHHas Ha criefytoLLen cxeme.

KoHdurypauum

B aTon KoHurypauum ana pesepBrMpoBaHnNs NocneaoBaTenbHOro KaHana ucnonb3yeTcs NMHUS
BRI. OHa Takke ncnonbdyet npotokon mapwpytmnsauun OSPF mexay aymsi
MapLupyTusatopamu. Kak Tonbko pesepBHoe NoAKMioYeHne akTMBMPOBaHoO, Heo6xoaMmo
rapaHTMpoBaTb, YTO Tabnuua MapLpyTmsaumm obHoBNEHa ANa NCNonb30BaHNSA HOBOrO
pe3epBHOro coeanHeHus. Tonbko ogHa ctopoHa (maui-soho-01) HacTpoeHa anga Habopa Homepa.
Apyras ctopoHa (maui-nas-05) HacTpoeHa TonbLKO Ha Npuem BbI30Ba.

B aTomn koHurypaumm Ham nogknoumnu mapwpytmnsatop Cisco 1604 ¢ MapwpyTtusatopom Cisco
3640 c nomoLbto nocnegoBaTenbHOro nogkntoveHms. Oba mapLupyTMsaTopa OCHaLEHbl Takke
nHTepdgericamu BRI, koTopble ncnonbaytotca ans pesepsHoun ceasn. Mapuwpytusatop Cisco 1604
paboTaeTt noa ynpaeneHmem Cisco IOS® Software Release 12.1(5)T, a Cisco 3640 — nog,
ynpasneHuem Cisco 10S Bepcumn 12.1(2).

MpumeyaHue: Hactponte nogkntovyeHme DDR (HomepoHabupaTens 1 ¢ BRIO) n nposepbTe, 4TO
370 paboTaeT AoMKHbIM 06pa3oM nepen HaCTPONKON pe3epBHOro uHTepenca 1 komaHg backup
delay. 310 no3BoNUT ahPEKTUBHO YyNpaBnsaTb YCTPaAaHEHNEM HeNoNagoK Npodunen NnporpaMmmel
A03BoHa, npobrnem c ISDN, PPP n ayTeHTUdUKaumnern nepe HacCTpOMKOM pe3epBHOro
KONMMpoBaHuA.

maui-soho-01 (1600)

maui-soho-0l#show running-config Building

configuration... Current configuration : 1687 bytes !
version 12.1 no service single-slot-reload-enable
service timestamps debug datetime msec service
timestamps log datetime msec no service password-
encryption ! hostname maui-soho-01 ! logging rate-limit
console 10 except errors aaa new-model aaa
authentication login default local aaa authentication
login NO_AUTHEN none aaa authentication ppp default
local !--- Basic AAA configuration for ppp calls. enable
secret 5 <deleted> ! username maui-nas-05 password 0
cisco !--- Username for remote router (maui-nas-05) and
shared secret (used for !--- CHAP authentication). !---
Shared secret must be the same on both sides. ip subnet-
zero no ip finger ! isdn switch-type basic-ni !
interface Loopback(O ip address 172.17.1.1 255.255.255.0
!-—-— The loopback address will be used by OSPF for the
router ID. ! interface Ethernet0 ip address 172.16.1.1
255.255.255.0 ! interface Seriall !--- Primary Interface
backup delay 10 30 !--- Backup link will be activated 10
seconds after primary link goes down. !--- Backup link
will be deactivated 30 seconds after primary link is
restored. backup interface Dialerl !--- Interface Dialer

1 will provide backup. Dialer 1 will be placed in
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Standby !--- until the primary link goes down. ip
address 192.168.10.2 255.255.255.252 encapsulation ppp
no fair-queue clockrate 64000 ppp authentication chap !
interface BRIO no ip address encapsulation ppp dialer
pool-member 10 !--- Assign BRI(0 as member of dialer pool
10. !--- Dialer pool 10 is specified in interface Dialer
1. isdn switch-type basic-ni isdn spidl 51255511110101
5551111 isdn spid2 51255511120101 5551112 ppp
authentication chap !--- Use PPP CHAP authentication.
ppp multilink ! interface Dialerl !--- Dialer 1 provides
backup for the serial link. !--- This interface will be
in standby until the primary link is down. ip address
172.20.10.2 255.255.255.0 !/--- Address for the dialer
interface. !--- The remote side dialer interface is in
the same subnet. encapsulation ppp dialer pool 10 ![---

Defines Dialer pool 10. !--- BRI 0 is a member of this
pool. dialer remote-name maui-nas-05 !--- Specifies
remote router name. !--- This name must match that used

by the remote router to authenticate itself. dialer
idle-timeout 900 !--- Idle timeout is set to 900 seconds
(15 minutes). !--- The link will be disconnected if
there is no interesting traffic for 900 secs. !--- Since
OSPF hellos are interesting traffic, this will reset the
idle timeout !--- and cause the link to stay up until
the primary link is restored and the dialer !--- returns
to standby mode. dialer string 5552222 !--- Defines the
destination routers phone number. dialer load-threshold
80 outbound !/--- This sets the outbound load level for
traffic at which !--- additional connections will be
added to the MP bundle load level. !--- Values range
from 1 (unloaded) to 255 (fully loaded). The threshold
!--- 1in this case is 80/255=32%. dialer-group 1 !---
Apply interesting traffic definition from dialer-list 1.
ppp authentication chap !/--- Use PPP CHAP
authentication. ppp multilink ! router ospf 5 !/--- OSPF
configuration. You can use any routing protocol here
without any other !--- changes to the configuration.
log-adjacency-changes network 172.16.1.0 0.0.0.255 area
0 network 172.17.1.0 0.0.0.255 area 0 network
172.20.10.0 0.0.0.255 area 0 network 192.168.10.0
0.0.0.3 area 0 ! ip classless no ip http server !
dialer-1list 1 protocol ip permit !/--- All IP traffic is
designated as interesting. !--- This is applied to
Interface Dialer 1 using dialer-group 1. !--- OSPF hello
packets will trigger the dial. ! line con 0 exec-timeout
0 0 login authentication NO_AUTHEN transport input none

line vty 0 4 ! end

O6paTuTe BHUMaHME Ha crneaylowme MOMEHTbI B KOHGUrypayum maui-soho-01:

- Pe3epBHas ccbinika ncnonb3yeT npodounm Jo3BOHA. OTO NO3BONAET pe3epBHOMY UHTepdency
(HomepoHabupaTtenb 1) HaXo4UTbLCA B PEXUME OXNOaHMS BO BPEMS aKTUBHOCTU PU3NYECKOrO
nHTepdgerica (BRI 0). 3To nossonseT ncnonb3oBatb U3M4ECKNin MHTEpPdEnC (NyTem
CO3[aHu1s ero y4aCcTHMKOM ApYyroro nyna nporpamm anga Habopa Homepa), B TO BpeMsi Kak
OCHOBHOE COeMHEHNEe akTMBHO. [1NA nonyyYeHus AononHUTENbHOW MHopMaunm o npodunax
DDR obpaTtutech k Hactpovike aokymeHTta u NMpodunam DDR YcTpaHeHunsa npobnem.

- MapwpyTtunsatop ucnonssdyet OSPF B kauecTBe npoTtokona mappytmusauun. MoxHo
ncnonb3oBaTb NOOM apyron NpoTokon MmappyTtnsayum (Hanpumep, RIP, EIGRP) 3aecb
Takke. CM. COOTBETCTBYIOLLYIO KOH(UIypaLmo NpoTokona mapwpytnsauyum segyT IPC: YacTb
2: MNpoTokonbl MapuwpyTtudauuu IP. Y6eguTtech, YTO CETU OCHOBHOIO U PE3EPBHOIO
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NHTepderica BKNIYEHbI B KOHUIypaLmio NpoToKona MapLipyTnsaumm, 4tobbl cBegeHus
MOrfM NnepenaBaTbCs MPOTOKOSIOM. €CIM Bbl XOTUTE UCMNONb30BaTb CTAaTUYECKME MapLLPYThbI
BMECTO NPOTOKOMa MapLupyTM3auumn, co3gatb CTaTUYECKNIA MapPLLPYT CO CeayoLwmnm
nepexoaom, sSBnawmMmMcsa yaaneHHsiM nHtepdgencom BRI (Bam, BeposaTHO, npuaeTtcs
caenartb ero nnaBarwLmMM CTaTUYECKMM MapLUPYTOM B 3aBMCUMOCTM OT CLeHapus).

- Mobon IP-Tpadunk 3anyctut Habop (Ha OCHOBaHWM cnncka-HoMepoHabupatens 1 v rpynnbl-
HomepoHabupaTens 1). 310 paboTtaeT xopowo B cpeae PesepsupoBaHus DDR pesepBHoOro
nHTepdelica, Tak Kak pe3epBHOe coeauHeHne byaeT B pexxume oXxuaaHusi U HecrnocobHo
HabpaTb, Korga OCHOBHOW ByaeT NOAKMHYEH Tak Unn nHadve. MocKonbKy Ans pe3epBHOro
coevHeHMs HeobxoamM cofepaTenbHbl Tpaduk, NOATBEPAUTE HaNMYne NCTOYHNKA Takoro
Tpaduka. B aTom npumepe nakeTbl npueTcTBUs OSPF nHMumMmnpytoT 4o3BOH. Ecnn npoTokon
MapLUpyTU3aummn He NCNONb3YeTCH, ANA Nnepexoaa Ha pe3epBHbI KaHan MOXHO MPUMEHSTb
axo-3anpocbl ICMP. CkoppekTupynTe cogepxaTtenbHbiid Tpaumk B 3aBUCUMOCTM OT BaLLMX
notpebHocTen.

maui-nas-05 (3640)

maui-nas-05#show running-config Building
configuration... Current configuration: ! version 12.1
service timestamps debug datetime msec service
timestamps log datetime msec no service password-
encryption ! hostname maui-nas-05 ! aaa new-model aaa
authentication login default local aaa authentication
login NO_AUTHEN none aaa authentication ppp default
local !--- Basic AAA configuration for ppp calls. enable
secret 5 <deleted> ! username maui-soho-01 password 0
cisco !--- Username for remote router (maui-soho-01) and
shared secret !---(used for CHAP authentication). !---
Shared secret must be the same on both sides. ip subnet-
zero ! isdn switch-type basic-ni ! interface Loopback0
ip address 172.22.1.1 255.255.255.0 !--- The loopback
address will be used by OSPF for the router ID. !
interface Ethernet0/0 ip address 172.22.53.105
255.255.255.0 ! interface Ethernet0/1 no ip address
shutdown ! interface BRI1/0 ip unnumbered Loopback0 /---
Unnumbered to the Loopback 0 address. encapsulation ppp
dialer pool-member 20 !/--- Assign BRI0O as member of
dialer pool 20. !--- Dialer pool 20 is specified in
interface Dialer 1. isdn switch-type basic-ni isdn spidl
51255522220101 5552222 isdn spid2 51255522230101 5552223

ppp authentication chap !--- Use ppp chap
authentication. ppp multilink ! ! <<-- Unused interface
configurations have been removed. ! interface Serial2/0

!--- Primary interface. ip address 192.168.10.1
255.255.255.252 encapsulation ppp no fair-queue ppp
authentication chap ! ! <<--Unused interface
configurations have been removed. ! interface Dialerl !-
-- Dialer 1 provides backup for the serial link. !---
Notice that there is no dialer string on this router.
This prevents the NAS !--- from attempting to dialout
using the backup circuit when the primary is up. 1ip
address 172.20.10.1 255.255.255.0 !--- Address for the
dialer interface. !--- The remote side dialer interface
is in the same subnet. encapsulation ppp dialer remote-
name maui-soho-01 !/--- Specifies remote router name. !--
- This name must match that used by the remote router to

authenticate itself. dialer pool 20 !--- Defines dialer
pool 20. dialer idle-timeout 900 !/--- Idle timeout 1is
set to 900 seconds (15 minutes). !--- This is equal to

the idle timeout set on maui-soho-01. dialer max-call




4096 dialer-group 1 !--- Apply interesting traffic
definition from dialer-1ist 1. ppp authentication chap
!--- Use ppp chap authentication. ppp multilink ! router
ospf 5 network 172.20.10.0 0.0.0.255 area 0 network
172.22.1.0 0.0.0.255 area 0 network 172.22.53.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area 0
default-information originate !--- Transmit ospf default
information. !--- This may be required for remote router
to use the BRI DDR link. ! ip classless ip route 0.0.0.0
0.0.0.0 Ethernet0/0 no ip http server ! dialer-list 1
protocol ip permit !--- All IP traffic is designated as
interesting. !--- This is applied to Interface Dialer 1
using dialer-group 1. ! line con 0 login authentication
NO_AUTHEN transport input none line 97 102 line aux 0

line vty 0 4 ! end

[MpoBepka

B aTom pasgene cogepxatcsa cBe4eHUs, KoTopble MOMOoratoT yoeauTbcs B Haanexatlen paborte
KOHpurypaumm.

lMpoBepbTe cnepyowme NyHKTbI B KOHUrypauumn cepsepa maui-nas-05 (3640):

- KoHdurypauma nogobHa nobon KoHurypauum BHyTPEHHEro nogkntoyeHms. Hackoneko NAS
00€eCMNOKOEH, YTO pe3epBHOE COeANHEHNE ABNSETCS NPOCTO APYTMM BXOLALMM BbI3OBOM.

- B uHTepdeice HomepoHabupaTensa oTCyTCTBYET CTpoka Habopa, U NO3TOMY OH HE MOXET
yCTaHaBnMBaTb BHELLHee TenedoHHOe COegMHEHME.

- Becb Tpaduk cogepxatenbHblin. [10CKOSbKY pe3epBHbIA KaHar He UMeeT BO3MOXHOCTU
NOAKMOYEHUS K BHELWHUM criykbam (CM. npeablayLmii NyHKT), 3T0 BO3MOXHO. [pu co3gaHmum
npeacraBnAwLLEro MHTEpecC Tpaduka bonee cTpornm (Hanpumep, NPOTOKON MapLIPyTM3aLnn
ABMSAETCH HEUHTEPECHBLIM), TO CyLLECTBYEeT BO3MOXHOCTb, 4TO NAS Mor pasbegHuUTb BbI30B
€eCnn HUKaKon NpeacTaBnAnLWLNN MHTepecC Tpaduk Yepes CCblfky. B pesepBHbIX cLueHapusx
nydule BCEro no3BonmTb OAHON CTOPOHE (MCXOAALLEN UNN BXOASALLEN) yNPaBnATb PE3EPBHbLIM
KaHanom, 4tobbl n3bexatb HeCcTabunbHOCTM KaHana.

TecTupoBaHve BCNOMOraTenbHOro kaHana

PesepBHbIn MHTEpdeNc TpebyeT, YTOObl MPOTOKO OCHOBHOrO MHTEphenca He paboTan, npexae
YyeM pe3epBHbI MHTEP(ENC Aaxe NPUHECEH N3 pexnma oxuaaHus. NModTomMmy HEBO3MOXHO
TecTupoBaTb pe3epBHbI kaHan 6e3 n3nyeckoro OTKMNIYEHNA OCHOBHOrO kaHana. Mvetotca
cneayoLne BapuaHThbl:

- Vicnonb3ynte komaHay shutdown gns BbIKIOYEHNA OCHOBHOIO MHTepdeinca. OgHako He
ncnonb3ynte komaHay shutdown Ha mapLupyTnsaTope ¢ HaCTPOEHHOM KOMaHAOW pe3epBHOro
WHTepdeiica. 1o He 3acTaBuT nporpammHoe obecneveHme Cisco |I0OS HabupaTb pesepBHOE
coeavHeHve. Ha MmaplupyTtusatopax, He noaaepxusarowmx komaHay backup interface, ans
aKTUBM3aLM1 pe3epBUpOBaHUSA OOCTAaTOYHO 3aBeplunTb paboTy oCHOBHOro UHTepdeiica. B
HalleM cLueHapum KomaHaa pesepBHOro uHTepdgeiica backup interface ckoHdurypmposaHa Ha
maui-soho-01 (1600). NoaTtomy BbinonHeHne komaHabl shutdown Ha ocHoBHOM MHTepdeiice
maui-nas-05 (3640) akTuBnpyeT pe3epBHOE COeNHEHNE.

- dusnyeckn nepeseamTe NepBNUYHOE CoeanHeHE B Hepaboyee COCTOSHME MYyTEM OTKIOYEHUSA
kabenen nnmnm HEKOTOPOro aHanormM4YHOro MeToda AN BHEAPEHUSA pe3epBHOro nHTepdenca.



KomaHgpb! "show"

HeKOTopre KomaHgbl show nogaep>XXmearoTcAd MHTepﬂpeTaTODOM BbIXOAHbIX AAaHHbIX; 3TO
NO3BOJIAET BbIMOSHATL aHanu3 BbIXOAHbIX AAaHHbIX KOMaHAbl Show.

- show isdn status — nossonsiet yoeautbCsi B TOM, YTO MapLUPYTU3aTOP NPaBuUibHO
B3aumopencTeyeT ¢ ISDN-koMMyTaTOpoM. B BbIXOOHbBIX aHHBIX KOMaHAbl POBEpPbTE
Hanuyue coobuweHunii: Layer 1 Status is ACTIVE (YposeHb 1 aktuBeH) n Layer 2 Status state
= MULTIPLE_FRAME_ESTABLISHED (CocTosiHue ypoBHSA 2 =
MULTIPLE_FRAME_ESTABLISHED). Ota komaHga nokasbiBaeT TakKe YMCNO aKTUBHbIX
BbI30BOB.

- show ip interface brief- 3toT 6yget show dialer 1 (Ha maui-soho-01) B pexume oxuaaHus.
Mcnonb3oBaHne HomepoHabupaTtens 1 B kauecTBe nHTepdenca pe3epBHOro KONMpoBaHNA
O3HayvaerT, YTo namyeckmn nutepdenc (BRIO) He npegHasHa4eH Ans pe3epBHOro
KonnpoBaHu4. B To Bpemsi kak OCHOBHOe coeiHeHWe nogkntoyeHo, Noatomy BRI 0 moxeT
ncnonb3oBaTtbca Ansa oobivHoro DDR.

O6paseu komaHabl show output

CnepytoLyme pesynbTaThbl NokasbiBaoT Tabnvuy MapLupyTU3aumnm Ha KIMEHTCKOM CTOPOHE.
BbixoaHble AaHHbIe Hbke Noka3oB Tabnvua mapLlpyTmM3aumm ¢ akTMBHbIM OCHOBHbLIM
coeanHeHneM.

maui-soho-0l#show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B -
BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area N1 - OSPF NSSA external type
1, N2 - OSPF NSSA external type 2 El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area * - candidate default,
U - per-user static route, o - ODR P - periodic downloaded static route Gateway of last resort
is 192.168.10.1 to network 0.0.0.0 192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks C
192.168.10.0/30 is directly connected, Seriall C 192.168.10.1/32 is directly connected, Seriall
172.17.0.0/24 is subnetted, 1 subnets C 172.17.1.0 is directly connected, Loopback0
172.16.0.0/24 is subnetted, 1 subnets C 172.16.1.0 is directly connected, EthernetO
172.20.0.0/24 is subnetted, 1 subnets O 172.20.10.0 [110/1849] via 192.168.10.1, 00:00:10,
Serial0 172.22.0.0/16 is variably subnetted, 2 subnets, 2 masks O 172.22.53.0/24 [110/74] via
192.168.10.1, 00:00:11, Serial0 O 172.22.1.1/32 [110/65] via 192.168.10.1, 00:00:11, SerialO
O*E2 0.0.0.0/0 [110/1] via 192.168.10.1, 00:00:11, SerialO

BbixogHble aaHHble show ip route (nokasaHHbIN Bbiwe) oTobpaxarT mappyTel OSPF,
N3y4YeHHbIE 13 y3Nna C NOMOLLbI0 OCHOBHOro coeamHeHusa (Serial 0). Tenepb gaBanTe nepeBenem
OCHOBHOE coenHeHne B Hepaboyee COCTOAHME U JaBalTe akTUBMPYEM PE3EPBHOE COEANHEHME.

lMocne Toro, Kak pe3epBHOE coeaNHEHNE akTUBMpoBaHo, Tabnuuen ospf oOMeHnBaloTCs, 1 HOBbIE
MapLUPYTbl C MOMOLLbIO PE3EePBHOr0 COEANHEHNSA YCTAHOBNEH. Tpaduk Tenepb TeyeT Yepes
pe3epBHOE COeAMHEHME.

maui-soho-0l#show ip route Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B -
BGP D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area N1 - OSPF NSSA external type
1, N2 - OSPF NSSA external type 2 El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area * - candidate default,
U - per-user static route, o - ODR P - periodic downloaded static route Gateway of last resort
is 172.20.10.1 to network 0.0.0.0 172.17.0.0/24 is subnetted, 1 subnets C 172.17.1.0 is directly
connected, Loopback0 172.16.0.0/24 is subnetted, 1 subnets C 172.16.1.0 is directly connected,
Ethernet0 172.20.0.0/16 is variably subnetted, 2 subnets, 2 masks C 172.20.10.0/24 is directly
connected, Dialerl C 172.20.10.1/32 is directly connected, Dialerl 172.22.0.0/16 is variably
subnetted, 2 subnets, 2 masks O 172.22.53.0/24 [110/1572] via 172.20.10.1, 00:00:01, Dialerl O
172.22.1.1/32 [110/1563] wvia 172.20.10.1, 00:00:02, Dialerl O*E2 0.0.0.0/0 [110/1] via



172.20.10.1, 00:00:02, Dialerl

YcTpaHeHne Henonaaok

B aTom pasgene onucbiBaeTcs NpPoLECC YyCTpaHEHMS HeMnonagok KoHdurypauum.

Komangpb! "debuq”

[Mpexae Yem NPUMEHATb KOMaHAb! OTNadKkM, 03HaKOMbTECH ¢ pasaeniom "Ba)Hble cBegeHnsa o
KoOMaHgax otnagku".

- debug dialer - BbiBog cBeaeHuii DDR o nakeTax, nony4YeHHbIX B UHTEpdeice
HoMepoHabuparens.

- debug isdn events — aTa komaHaa ncnonbsyetcs, 4To6bl yBuaeTb aencteus ISDN,
npoucxogsiLiue Ha CTopoHe nonb3oBaTtens uHTepdgerica ISDN.

- debug isdn q931 — NokasbiBaeT ycraHoBneHue u paspbls coeauHeHuii cetu ISDN (3-i
YPOBEHb) MeXay MapLupyTusatopomMm u kommytatopom ISDN.

- komaHaa debug ppp negotiation otobpaxkaeT cBefeHusa 06 o6beme Tpaduka 1 obMeHe no
npotokony PPP B npouyecce cornacosaHusa komnoHeHToB PPP, Bknto4vasi npoTokon
ynpasneHus kaHanom (LCP), ayteHTudpukaymio n npotokon NCP. B ycnelwHbIx neperosopax
PPP cHauvana BbiicHsieTcst coctosiHne LCP, 3aTemM npoBOoANTCA ayTEHTUMUKALNA U HAKOHeL,
BbiNnosniHsieTcs cornacosaHne NCP.

- debug ppp authentication — oto6paxaeT coobLueHns npoTokona ayTeHTudukayum PPP,
BKIoYasi OOMEeH naketaMmu NpoToKona ayTeHTUudukauum ¢ npeasapuTenibHbIM CorflacoBaHMeEM
BbidoBa (CHAP) n obmeHa npoTtokonamu ayteHtudukauum no naponto (PAP). Ecnu
npou3soLuen coon, NpoBepbTe NPaBUILHOCTb HACTPOWKN MMEHM NONb30BATENSA U Napons
CHAP.

- debug ppp error —ucnonb3yeTcs Ans oTobpaeHUss oLUMBOK NPOTOKONAa U CTaTUCTUKK
OWMBOK, CBSI3aHHbLIX C CorfacoBaHneM U pyHKUMOHUpoBaHUeM coeauHeHusi PPP.

Henonapku npu pe3sepsHoM konupoBaHun DDR

HacTtpovite n npoBepbTe, 4To noakntoyeHne DDR (HomepoHabupatens 1 n BRIO) paGoTtaet
AOIMKHBIM 06pa3om nepen HacTponkon pesepBHOro uHTepdgerica n komaHg backup delay. 3to
no3BonsieT NPOBEPUTL NPaBUNbHOCTb PYHKLMOHNMPOBaHMS Npoduna nporpaMmmbel Habopa Homepa,
ISDN, PPP 1 ayteHTMduKaumm 4o HaCTPOnKn pesepBupoBaHus. [ins ycTtpaHeHust npobnem
coeanHeHnst DDR obpatuTechk Kk Dialup-texHonoruun: Metoamnka novcka n yCTpaHeHus
HEeNCcrnpaBHOCTEN.

Tenepb, Korga Bbl npoBepunu, 4to nogkntoveHne DDR paboTaeT fomkHbIM 06pa3om, MOXHO
NPOAOIPKUTBLCA K CnefyowmmM pe3epBHbIM eNCTBUAM MO yCTpaHeHuo npobnem, BblaeneHHbIM
HUXe:

- CHMMUTE OCHOBHYIO cBA3b. He ucnonb3yinte komaHay shutdown Ha MapLupyTusarope ¢
HacCTPOEHHOW KOMaHAOW pe3epBHOro MHTepdenca. 3To0 He NPUBOAMUT K BbI3OBY pe3epBHOro
kaHana nporpammHbiM o6ecneveHmem Cisco |I0S. Ha mapwpyTtusaTopax, He
noanepXxusaroLmMx komaHay backup interface, ana akrueusauum pesepBMpoBaHnUsA
AOCTaTO4HO 3aBepLnTb paboTy OCHOBHOro UHTepdeiica. B Hawem cueHapum komaHga
pe3epBHOro uHTepdenca backup interface ckoHdurypmposaHa Ha maui-soho-01 (1600).
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[MoaTtomy BbiNonHeHMe KoMaHabl shutdown Ha ocHOBHOM MHTepdence maui-nas-05 (3640)
aKTUBMPYET pe3epBHOE coeanHeHne. Kpome Toro, MOXXHO oM3nNYecKkn nepeBecty NepBnyHoe
coeavHeHue B Hepaboyee COCTOAHME NyTEM OTKMOYEeHUS kKabenen nnm HEKOTOPOro
aHanorn4yHoro MmeToga Ansa BHeApeHUs: pe3epBHOro UHTepgenca.

- [pn 3TOM Ha KOHCOMNKM LOMKHO NOABUTLCS COOBLLIEHME O NOAKNIOYEHNN PE3EPBHOO
nHTepdelica (MHTepdenc go3soHa 1). 3To coobLyeHne NosBNSETCA TONbKO NOCe Toro, Kak
UcTeveT UHTepBas BpeMeHU, 3aAaHHbIA KOMaHOO0M OTCPOYKMU pe3epBHOro KonMpoeaHus. B
3TOWN KOHUrypauumn 3agepxka 3anycka pesepBHoro konmposaHmsa — 10 cekyHa. Ecnu Ha
KOHCONM He 0TobpaXkaeTcs aTO coobLieHne, NpoBepbTe Taumep 3aaepXKKu

pe3epBUPOBaHUA.*Mar 1 03:37:31.788: $LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0, changed state to down *Mar 1 03:37:42.719: 3LINK-3-UPDOWN: Interface Dialerl,
changed state to up

- Ins npocmoTpa Tabnuubl MapLUpyTU3aLumM ¢ HepaboToCnoCOGHBIM OCHOBHBIM KaHaNIoOM
ucnonb3ynte kKomaHay show ip route. Heobxogumo oTcnexunsaTtb NPAMON NyTb K
HomepoHabupaTtento 1. MNMponuHryrite IP-agpec nHtepdeinca HomepoHabuparensa yaaneHHoro
MapLupyTusaTopa (KOTopbli HAXOAUTCSA B TOW e noaceTu kak interface dialer 1). Bbl AOMKHbI
YyBMAETb NOAKMNIOYEHME YAANeHHOro AocTyna n nogkniounTbcs.Ecnu cebinka He Habupaer,
NpoOBEpPSAET, YTO BaLLE OnpeaeneHne cogepxarenoHoro Tpaduka paspewaet ICMP (axo-
3anpocsbl).l1py BKNOYEHUM KaHana MOXHO caenaTtb BblIBOA, YTO npobnema Obina Bbi3aBaHa
OTCyTCTBMEM Tpadmka, NpeaHasHavyeHHoro ansa ator nogcetn. OgHako, HepeanbHO AobuTbCA
NPUHYANTENBHOIO COEAUHEHMWST PE3EPBHOrO KaHana Ha OCHOBE MPOBEPKM AOCTYMHOCTU
onpeaeneHHoro xocta. Ytobbl pasobpaTtbes ¢ aTOM NPOBIEMON, HYXKHO HAaCTPOUTb
nnasatwLnn CTaTUYECKUN MapLLPyT Ans Tpadurka no YMONYaHUI0.maui-soho-01 (config) #ip
route 0.0.0.0 0.0.0.0 172.20.10.1 200 BbILLIEYNOMSAHYTbLIA MapLUPYT MO YMOAYaAHUIO UMEET
aZpec cneyoLlero MmapLipyTusaTtopa nHtepdenca HomepoHabupartens yaaneHHoro
MapLpyTmnsaTopa u agMmuHucTpaTnueHoe pacctosHue 200. Ecnu nyywmin mappyT rno
YMOMYaHuio (T.€. C MEHbLUNM aaMUHUCTPATUBHBIM PAaCCTOSIHUEM) HE CYLLLECTBYET, 3TOT
nnasarLuni MapLLIpyT NO3BONSET MapLLPYTU3aTOP MapLUPYyTU3MPOBaHHbLIM NakeTaMm K
nHTepdelricy HomepoHabupaTens. NoMHUTE, YTO Mbl paHee NPOBEPUNN, YTO NakeThl,
MapLUpyTU3NpoBaBLLME K MHTepdency HomepoHabupaTens, 3acTaBndalT CCbIfIKy HabupaThb.

- Ecnu mapuwpyTtusatop HabupaeT CCbIfKy, HO HE B COCTOSIHUM COEAMHSATLCS, TO 3TO DonbLUe He
npobnema Pe3epsupoBaHms DDR, n Heobxogmmo obpatutbesa k Dialup-TexHonoruu:
MeToamku noncka 1 ycTpaHeHnsa npobnem npu nocnenyouem obcnyxmsaHum.

Cwm. PesepBHbIn MHTEpPenc YcTpaHeHns Npobnem pasgena B HaCTPOMKE JOKYMEHTA U

yCcTpaHeHue npobnem npu pesepsmpoBaHnn DDR ans 6onbliero konn4yectesa ceseaeHuii od
ycTpaHeHun npobnem.

NMpumep pesynbTara oTnagku

Cnen,yrou.l,we BbIXO4HblE AAaHHbIE OTIAadKN (OT KJ'II/IeHTa) nokasbiBatoT c60 OCHOBHOIO coegnHeHuns
M akKtnBauyuio pe3epBHOro coegnHeHus:

MpumeyaHue: HekoTopble NMHUN BbIXOOHbLIX AAaHHbIX OTNaAKn pasneneHbl Ha COCTaBHbIE CTPOKN
ana nevyaren.

maui-soho-01#show debug maui-soho-0l#debug dialer Dial on demand events debugging is on maui-
soho-01#debug isdn @931 ISDN Q931 packets debugging is on maui-soho-0l#debug ppp negotiation PPP
protocol negotiation debugging is on maui-soho-0l#debug ppp authentication PPP authentication
debugging is on maui-soho-01# *Mar 1 01:09:24.872: %LINK-3-UPDOWN: Interface Serial0, changed
state to down /--- Primary link is unplugged. !--- Refer to the section Testing the Backup Link
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for the appropriate procedure. *Mar 1 01:09:24.880: Se0 IPCP: State is Closed *Mar 1
01:09:24.884: Se0 CDPCP: State is Closed *Mar 1 01:09:24.888: Se0 PPP: Phase is TERMINATING [0
sess, 0 load] *Mar 1 01:09:24.892: Se0 LCP: State is Closed *Mar 1 01:09:24.892: Se0 PPP: Phase
is DOWN [0 sess, 0 load] *Mar 1 01:09:24.908: Se0 IPCP: Remove route to 192.168.10.1 *Mar 1
01:09:24.916: %$OSPF-5-ADJCHG: Process 5, Nbr 172.22.1.1 on Serial0 from FULL to DOWN, Neighbor
Down: Interface down or detached *Mar 1 01:09:25.864: $LINEPROTO-5-UPDOWN: Line protocol on
Interface Seriall, changed state to down !/--- Primary interface line protocol is down. This must
happen before the backup !--- interface 1is brought out of standby. *Mar 1 01:09:34.824: Dil DDR
is shutdown, could not clear interface. *Mar 1 01:09:34.840: BRO DDR: rotor dialout [priority]
!--- Note: The backup interface was activated 10 seconds after the primary !--- link went down.
This interval was defined with the backup delay command !--- in maui-soho-01 (1600). *Mar 1
01:09:34.848: BRO DDR: Dialing cause ip (s=172.20.10.2, d=224.0.0.5) !--- OSPF hellos cause the
router to dial. *Mar 1 01:09:34.852: BRO DDR: Attempting to dial 5552222 !--- Phone number of
the remote router that is dialed. *Mar 1 01:09:34.876: ISDN BRO: TX -> SETUP pd = 8 callref =
0x0A *Mar 1 01:09:34.888: Bearer Capability i = 0x8890 *Mar 1 01:09:34.895: Channel ID i = 0x83

*Mar 1 01:09:34.903: Keypad Facility i = '5552222' *Mar 1 01:09:35.169: ISDN BR0O: RX <-
CALL_PROC pd = 8 callref = 0x8A *Mar 1 01:09:35.177: Channel ID i = 0x89 *Mar 1 01:09:35.415:
ISDN BRO: RX <- CONNECT pd = 8 callref = 0x8A !--- Call is connected. *Mar 1 01:09:35.439:

$LINK-3-UPDOWN: Interface BRIO:1, changed state to up *Mar 1 01:09:35.447: $DIALER-6-BIND:
Interface BR0O:1 bound to profile Dil *Mar 1 01:09:35.463: BRO:1 PPP: Treating connection as a
callout !--- PPP negotiation begins. *Mar 1 01:09:35.467: BRO:1 PPP: Phase is ESTABLISHING,
Active Open [0 sess, 0 load] *Mar 1 01:09:35.479: BRO:1 LCP: O CONFREQ [Closed] id 14 len 34
*Mar 1 01:09:35.483: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 01:09:35.487: BRO:1 LCP:
MagicNumber 0x10BC0680 (0x050610BC0680) *Mar 1 01:09:35.491: BRO:1 LCP: MRRU 1524 (0x110405F4)
*Mar 1 01:09:35.495: BRO:1 LCP: EndpointDisc 1 Local (0x130F016D6175692D736F686F2D3031) *Mar 1
01:09:35.511: ISDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x0A *Mar 1 01:09:35.566: BRO:1 LCP:
I CONFREQ [REQsent] id 6 Len 33 *Mar 1 01:09:35.570: BRO:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 1 01:09:35.574: BRO:1 LCP: MagicNumber 0x30D37ABB (0x050630D37ABB) *Mar 1 01:09:35.578:
BRO:1 LCP: MRRU 1524 (0x110405F4) *Mar 1 01:09:35.582: BRO:1 LCP: EndpointDisc 1 Local
(0x130E016D6175692D6E61732D3035) *Mar 1 01:09:35.590: BRO:1 LCP: O CONFACK [REQsent] id 6 Len 33
*Mar 1 01:09:35.598: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 01:09:35.602: BRO:1 LCP:
MagicNumber 0x30D37ABB (0x050630D37ABB) *Mar 1 01:09:35.606: BRO:1 LCP: MRRU 1524 (0x110405F4)
*Mar 1 01:09:35.610: BRO:1 LCP: EndpointDisc 1 Local (0x130E016D6175692D6E61732D3035) *Mar 1
01:09:35.618: BRO:1 LCP: I CONFACK [ACKsent] id 14 Len 34 *Mar 1 01:09:35.622: BRO:1 LCP:
AuthProto CHAP (0x0305C22305) *Mar 1 01:09:35.626: BR0:1 LCP: MagicNumber 0x10BC0680
(0x050610BC0680) *Mar 1 01:09:35.630: BRO:1 LCP: MRRU 1524 (0x110405F4) *Mar 1 01:09:35.637:
BRO:1 LCP: EndpointDisc 1 Local (0x130F016D6175692D736F686F2D3031) *Mar 1 01:09:35.641: BRO:1
LCP: State is Open *Mar 1 01:09:35.645: BR0:1 PPP: Phase is AUTHENTICATING, by both [0 sess, 1
load] !--- PPP authentication begins. *Mar 1 01:09:35.649: BRO:1 CHAP: O CHALLENGE id 6 Len 33
from "maui-soho-01" !--- This is the username used for outgoing CHAP challenge. The remote
router !--- must have this username configured along with shared secret. *Mar 1 01:09:35.657:
BRO:1 CHAP: I CHALLENGE id 6 Len 32 from "maui-nas-05" !--- This is the username for incoming
CHAP challenge. !--- This username must be locally configured. *Mar 1 01:09:35.760: BRO:1 CHAP:
O RESPONSE id 6 Len 33 from "maui-soho-01" *Mar 1 01:09:35.804: BRO:1 CHAP: I SUCCESS id 6 Len 4
*Mar 1 01:09:35.808: BRO:1 CHAP: I RESPONSE id 6 Len 32 from "maui-nas-05" *Mar 1 01:09:35.820:
BRO:1 CHAP: O SUCCESS id 6 Len 4 !--- CHAP authentication is successful. *Mar 1 01:09:35.828:
BRO:1 PPP: Phase is VIRTUALIZED [0 sess, 1 load] *Mar 1 01:09:35.844: Dil DDR: Authenticated
host maui-nas-05 with no matching dialer map *Mar 1 01:09:35.848: Dil PPP: Phase is UP [0 sess,
1 load] *Mar 1 01:09:35.856: Dil IPCP: O CONFREQ [Closed] id 6 Len 10 *Mar 1 01:09:35.860: Dil
IPCP: Address 172.20.10.2 (0x0306AC140A02) *Mar 1 01:09:35.872: Dil CDPCP: O CONFREQ [Closed] id
6 Len 4 *Mar 1 01:09:35.876: BRO:1 MLP: maui-nas-05, multilink up, first link *Mar 1
01:09:35.884: BR0O:1 IPCP: MLP bundle interface is built, process packets now *Mar 1
01:09:35.887: BR0O:1 IPCP: Redirect packet to Dil *Mar 1 01:09:35.891: Dil IPCP: I CONFREQ
[REQsent] id 6 Len 10 *Mar 1 01:09:35.895: Dil IPCP: Address 172.20.10.1 (0x0306AC140A01) *Mar 1
01:09:35.903: Dil IPCP: O CONFACK [REQsent] id 6 Len 10 *Mar 1 01:09:35.907: Dil IPCP: Address
172.20.10.1 (0x0306AC140A01) *Mar 1 01:09:35.911: BRO:1 CDPCP: MLP bundle interface is built,
process packets now *Mar 1 01:09:35.915: BRO:1 CDPCP: Redirect packet to Dil *Mar 1
01:09:35.919: Dil CDPCP: I CONFREQ [REQsent] id 6 Len 4 *Mar 1 01:09:35.927: Dil CDPCP: O
CONFACK [REQsent] id 6 Len 4 *Mar 1 01:09:35.931: Dil IPCP: I CONFACK [ACKsent] id 6 Len 10 *Mar
1 01:09:35.935: Dil IPCP: Address 172.20.10.2 (0x0306AC140A02) *Mar 1 01:09:35.939: Dil IPCP:
State is Open !--- IPCP state is open and route will be installed. *Mar 1 01:09:35.951: Dil
CDPCP: I CONFACK [ACKsent] id 6 Len 4 *Mar 1 01:09:35.955: Dil CDPCP: State is Open *Mar 1
01:09:35.959: Dil DDR: dialer protocol up *Mar 1 01:09:35.971: Dil IPCP: Install route to
172.20.10.1 !--- Route to remote side is installed. *Mar 1 01:09:36.840: $LINK-3-UPDOWN:



Interface Dialerl, changed state to up *Mar 1 01:09:36.844: Dil LCP: Not allowed on a Dialer
Profile *Mar 1 01:09:36.848: %LINEPROTO-5-UPDOWN: Line protocol on Interface BRI0O:1, changed
state to up *Mar 1 01:09:41.411: $ISDN-6-CONNECT: Interface BRIO:1 is now connected to 5552222

maui-nas-05 !--- Connection is up. *Mar 1 01:09:44.931: %0OSPF-5-ADJCHG: Process 5, Nbr
172.22.1.1 on Dialerl from LOADING to FULL, Loading Done !--- OSPF database exchange 1is
complete.

[NononHuTenbHble cBeaAeHus

. CTpaHu1ubl NoANEpXKU TEXHONOrMM AocTyna

- MporpammHbIe cpencTea v cnyxebHble nporpammel - Cisco Systems

- Ucnonb3oBaHue komaHabl show isdn status npu yctpaHenun Henonagok BRI (uHTepdeiica
6a30B0Oro ypoBHs)

- Apxuauust DDR ¢ nomoulbio BRI v komaHabl backup interface

- OueHka pe3epBHbIX UHTEPGENCOB, MI1aBaloLWMX CTAaTUYECKMX MapLIPYTOB U yHKLUuK Dialer
Watch ans pesepsuposaHusi DDR.

- BbinonHeHve HaCcTpoeK U YCTpaHeHWe Henonaaok npy pesepsupoBaHMK ¢ COEAUHEHUEM NO
Tpe6oBaHuio (DDR)

. Cisco Systems — TexHM4Yeckasa noanepxka u JOKyMeHTaLus
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