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[ononHutenbHble cBeaeHns

BBeneHue

OTOT AOKYMEHT NpeaocTaBnsieT npumMep KoHdUurypaumm ans peanvsaumm pesepsHoro ISDN ¢
nnaBaloLLMMM CTAaTUYECKUMMN MapLUPyTamMn U NPEAOCTaBMSAET OCHOBHbIE CBEAEHUS MO
yCTpaHeHuto npobnem ans AaHHOro Tuna KoHdurypawumu.

[na nonyveHna nHpopmaumm o Hanbonee pacnpoCTPaHEHHbIX peanu3ayuax pe3epBHOro
konmpoBaHuna ISDN 1 cpaBHeHNAX Mexay HUMK, obpallatoTcs K cnegyowemy okyMeHTy: OueHka
pe3epBHbIX UHTEPMENCOB, NNaBaLMX CTAaTUYECKMX MapLupyToB U dyHKunmn Dialer Watch ans
pesepBupoBanma DDR.

MpenBaputenbHbie YCNoBUS

TpeboBaHusa

[nsa aToro 4OKymMeHTa OTCYyTCTBYIOT ocobble TpeboBaHus.

Ncnonb3yemblie KOMNOHEHTDI

CBefeHust B 3TOM JOKYMEHTE OCHOBaHbl Ha Bepcusix 060pyaoBaHMs 1 NPOrpamMmmMHOro
obecneyeHnsi, ykazaHHbIX HIKE.

- [Ba MapwpyTusatopa Cisco 2500 paboume penusbl 12.2 nporpammHoro obecneyeHms Cisco
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I0S (3) 1 12.2 (5)
CBepgeHus, cogepXalimecsa B AaHHOM AOKYMeHTe, Obinv nony4YeHbl C yCTPONCTB B CreumnansHOM
nabopaTopHou cpefe. Bce ycTponcTBa, onncaHHble B JaHHOM LOKYMeHTe, Obinn 3anyLeHsbl ¢
KOH(purypaumen no ymonyanuio. lNpu paboTte ¢ peanbHOM CETbIO HEOOXOAMMO NOMTHOCTLIO
OCO3HaBaTb BO3MOXHblE pe3yNnbTaTbl UCMOMb30BaHMSA BCEX KOMaHA,.

YcnoBHble 0603Ha4YeHus

JononHuTenbHble cBeaeHud 06 YCNOBHbLIX 0003HAYEHUAX CM. B JOKYMeHTe TexHu4eckmne
pekomeHaaumun Cisco. YcnoBHble 0003Ha4YeHus.

Hactpoika

B aTom pa3sgene cogepxaTtca cBefeHUs O HacTpourke PYHKLMIA, ONMNCaHHbIX B 3TOM AOKYMEHTE.

MpumeyaHue: [Nonck 4ONONHUTENBHOW MH(POPMAaLIMK O KOMaHA4ax B JAHHOM JOKYMEHTE MOXHO
BbINONHUTL ¢ NomMoLlbio cpeactsa "Command Lookup" (IMounck komaHa) (Tofibko Ans
3aperncTpmpoBaHHbIX KIUEHTOB).

Cxema cetu

B naHHOM OOKYMEHTE UCMNOJIb3YyETCA CETEBAA yCTAaHOBKA, NOKa3aHHaA Ha CJ'Ie,ElleLLI,eIZ cxeme.

KoHdurypaumm

B naHHOM OOKYyMEHTE UCNOJb3YyKTCA crnegywwine KOHq)I/IpraLI,I/II/I.

. krimson (maplpyTtusatop Cisco 2500)
. kevin (mapwpyTtusatop Cisco 2500)

krimson (MapwpyTtusatop Cisco 2500)

kri mson#show runni ng-config Building configuration... !
version 12.2 service timestanps debug datetime nsec
service tinestanps |og datetinme nsec ! hostname krinson
I username kevin password 0 <password> ! isdn swtch-
type basic-net3 ! ! interface LoopbackO ip address
10.7.7.1 255.255.255.0 ! interface Serial O i p address
10.1.2.1 255.255.255.0 ! interface BRIO no ip address
encapsul ation ppp no ip route-cache no ip nroute-cache
| oad-interval 30 dialer pool-nmenber 1 isdn switch-type
basi c-net3 no fair-queue no cdp enabl e ppp
authentication chap ! interface Dialer0O ip address
10.9.9.1 255. 255.255.0 encapsul ation ppp no ip route-
cache no ip nroute-cache dialer pool 1 dialer renote-
nane kevin dialer string 8114 dialer-group 1 no cdp
enabl e ppp authentication chap ! ip classless ip route
10.8.8.0 255.255.255.0 10.1.2.2 ip route 10.8.8.0
255.255.255.0 10.9.9.2 180 no ip http server ! dialer-
list 1 protocol ip permit ! ! line con O exec-tineout O
O line aux O line vty 0 4 exec-tineout 0O O password
<password> login ! end

kevin (mapwpyTtusatop Cisco 2500)



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

kevi n#show runni ng- confi g Buil ding configuration...
Current configuration : 1205 bytes ! version 12.2
service tinmestanps debug datetinme nsec service
timestanps | og datetime nsec no service password-
encryption ! hostnane kevin ! username krimson password
0 <password> ! isdn switch-type basic-net3 ! ! |

i nterface LoopbackO ip address 10.8.8.1 255.255.255.0 !
interface Serial 0 ip address 10.1.2.2 255.255.255.0

cl ockrate 2000000 ! interface Seriall no ip address
shutdown ! interface BRIO no ip address encapsul ation
ppp di al er pool -nmenber 1 isdn switch-type basic-net3 no
cdp enabl e ppp authentication chap ! interface Dialer0
i p address 10.9.9.2 255. 255. 255. 0 encapsul ati on ppp
dialer pool 1 dialer renote-name krinmson dialer string
8113 dialer-group 1 no cdp enabl e ppp authentication
chap ! | dialer-list 1 protocol ip pernmit ! ! line con O
exec-timeout 0 O line aux O line vty O 4 exec-tineout 0O
0 password <password> login ! end

[MpoBepka

B aTom pasgene cogepxatcsa cBeAeHUs, KoTopble MOMOoratoT ybeauTbcs B Haanexatlen paborte
KOHpurypaumm.

HeKOTopre KomMaHAabl show nogaepXxmearoTcd CpeﬂCTBOM UHTEepnpeTaunn BbIXOAHbIX
I,E],aHHI:IX(TOﬂbKO 3apermcrpuposaHHbie KﬂI/IeHTbI), KOTOpOe Nno3BordeT npocMaTpmnBaTb aHalIUTUKY
BbIXOAHbIX AaHHbIX KOMaHAbl Show.

- show ip route — oTo6paxaroTcs anemMeHTbl Tabnuubl IP-MapLpyTusauuu.
- show interfaces - oTo6paxaeT CTaTUCTUKY ANs BCEX MHTep(EncoB, CKOH(PUIypUpoOBaHHbIX Ha
MapLUpyTM3aTope Uin cepeepe [OoCTyna.

YcTpaHeHue Henonagok

B aTom pasgene onucbiBaeTcs NPOLLECC YCTpaHEHMS HeMnonaaok KoHurypauum.

KomaHab! Ansa yctpaHeHus Henosaaok

HeKOTopre KoMaHfbl show nogaep>XXmearoTcad CpeﬂCTBOM UHTEepnpeTaunn BbIXOAHbIX
,anHbIX(TOHbKO 3apermcrpuposaHHbie KﬂI/IeHTbI), KOTOpOe Nno3BosdeT npocMaTpmuBaTb aHaIlIUTUKY
BbIXOAHbIX AaHHbIX KOMaHAbl show.

MpumeyaHue: MNpexae YeM NPUMEHATbL KOMaHAbl OTNaaKu, 03HAKOMbTECH C pa3fgernom "BaxHbie
cBefeHns 0 komaHaax oTnagku”.

- debug isdn q931 - oTo6paxeHune ceeaeHuit 06 ycTaHOBNEHUN COeaUHEHUS U OCBODOXKAEHUM
kaHana B cetu ISDN (TpeTuii yposeHb mogenu OSI|) mexay noKanbHbIM MapLLpyTU3aTOPOM
(Ha cTopoHe nonb3oBarersisl) U CeTbIO.

- debug isdn events — [NokasbiBaeT cobbiTs ISDN, npoucxoasiyme Ha nonb3oBaTebCKOM
cTtopoHe (Ha mapLpyTtusarope) uHrepdgetrica ISDN. CobbiTns ISDN, KoTopblie MoryT 6bITb
oTobpakeHbl aBnaTCA cobbiTuamu Q.931 (ycTaHOBNEHUN coeanHEHUS U OCBOBOXAEHNM
kaHana B cetn ISDN).



- debug dialer - BbIBOA 0TNaao4HbIX AaHHBIX O NakeTax unu cobbiTUAX B UHTEpence
HoMepoHabuparens.

- "debug ppp negotiation" - BbizoB KoMaHAb! "debug ppp" Ans oTo6pakeHus nepeaaBaeMbix
naketoB PPP npu cornacoBaHuu napameTpoB BO BpeMs 3anycka npotokona PPP.

- komaHga "debug ppp authentication" o6ecneunBaet otobpaxeHue coobLeHuit npoTokona
ayTeHTMdUKaLmMM ¢ NOMOLLbIO KoMaHAab! "debug ppp", Bkntoyas nHgpopmauuio o6 obmeHe
naketamm CHAP 1 obmeHe no npotokony ayteHTudukalmu no naponto (PAP).

MprmepHble BbiXOAHbIE AaHHbIe ANS YCTPaHEeHUs Henonaaok

3aecb, Mbl MOXEM MPOTECTMPOBAaTL (QYHKLMOHAaNbHbIE BO3MOXHOCTM Pe3epBNpPOBaHMS Npw
NMOMOLLM 3aBepLUEHMs 1 KOMaHA, no shutdown Ha nocnegoBaTenbHOM UHTepdberice Ha yaaneHHowm
CTopoHe. OTO U NPUBOAMNT K MCYE3HOBEHUIO OCHOBHOTO ip-MapLupyTa K JaHHOW CEeTU HasHauyeHus:.

[aBainTe cHa4yana NOCMOTPUM Ha rnepBoHaYanbHOE COCTOsIHME OCHOBHOMO MHTepderca u
Tabnuupbl mappytTmnsaguu IP:

Bbi3biBaloLLlasg CTOpOHA:

kri mson#show interface serial 0 SerialO is up, line protocol is up Hardware is HD64570
Internet address is 10.1.2.1/24 MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, reliability
255/ 255, txload 1/255, rxload 1/255 Encapsul ati on HDLC, | oopback not set Keepalive set (10 sec)
Last input 00:00:07, output 00:00:07, output hang never Last clearing of "show interface"
counters never |nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: 0 Queueing
strategy: weighted fair Qutput queue: 0/1000/64/0 (size/max total/threshol d/drops) Conversations
0/ 1/ 256 (active/max active/max total) Reserved Conversations 0/0 (allocated/ max all ocat ed)
Avai |l abl e Bandwi dth 1158 kil obits/sec 5 minute input rate 1000 bits/sec, 0 packets/sec 5 mnute
output rate 0 bits/sec, 0 packets/sec 92 packets input, 7599 bytes, 0 no buffer Received 62
broadcasts, 0 runts, 0 giants, O throttles O input errors, 0 CRC, O frame, 0 overrun, O ignored
0 abort 99 packets output, 8991 bytes, 0 underruns O output errors, O collisions, 12 interface
resets 0 output buffer failures, 0 output buffers swapped out 4 carrier transitions DCD=up
DSR=up DTR=up RTS=up CTS=up krinmson#show ip route Codes: C - connected, S - static, | - IGRP, R
- RRP, M- nobile, B- BGP D- EIGP, EX - EIGRP external, O- OSPF, IA - OSPF inter area Nl -
OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2 - OSPF
external type 2, E- EGPi - IS IS L1 - IS ISlevel-1, L2 - IS IS level-2, ia- ISISinter
area * - candidate default, U - per-user static route, o - ODR P - periodic downl oaded static
route Gateway of last resort is 10.48.74.1 to network 0.0.0.0 10.0.0.0/8 is variably subnetted
5 subnets, 2 nasks C 10.1.2.0/24 is directly connected, Serial0 S 10.8.8.0/24 [1/0] via 10.1.2.2
l--- The IP route for the destination network points to the primary link. C 10.9.9.0/24 is
directly connected, Dialer0 C 10.7.7.0/24 is directly connected, LoopbackO C 10.48.74.0/23 is
directly connected, EthernetO S* 0.0.0.0/0 [254/0] via 10.48.74.1

Bbi3biBaemMas cTopoHa:

kevi n#show i nterface serial 0 Serial0 is up, line protocol is up Hardware i s HD64570 | nternet
address is 10.1.2.2/24 MU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, reliability 255/255, txload
1/ 255, rxload 1/255 Encapsul ati on HDLC, |oopback not set Keepalive set (10 sec) Last input
00: 00: 00, output 00:00: 08, output hang never Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O Queueing strategy:
wei ghted fair Qutput queue: 0/1000/64/0 (size/max total/threshol d/drops) Conversations 0/ 1/ 256
(active/max active/ max total) Reserved Conversations 0/0 (allocated/ nmax allocated) Avail able
Bandwi dth 1158 kilobits/sec 5 mnute input rate O bits/sec, 0 packets/sec 5 mnute output rate 0
bits/sec, 0 packets/sec 106 packets input, 9432 bytes, 0 no buffer Received 71 broadcasts, 0
runts, 0 giants, O throttles O input errors, 0 CRC, O frame, O overrun, O ignored, 0O abort 98
packets output, 8016 bytes, 0 underruns O output errors, O collisions, 4 interface resets 0
output buffer failures, 0 output buffers swapped out 1 carrier transitions DCD=up DSR=up DTR=up
RTS=up CTS=up kevi n#show i p route Codes: C - connected, S - static, | - IGRP, R- RP, M-



mobile, B- BG D - EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area N1 - OSPF NSSA
external type 1, N2 - OSPF NSSA external type 2 El - OSPF external type 1, E2 - OSPF external
type 2, E- EGPi - ISI1S, L1 - IS-ISlevel-1, L2 - IS IS level-2, ia - IS ISinter area * -
candi date default, U - per-user static route, o - ODR P - periodic downl oaded static route
Gateway of last resort is 10.48.74.1 to network 0.0.0.0 10.0.0.0/8 is variably subnetted, 4
subnets, 2 masks C 10.1.2.0/24 is directly connected, Serial0 C 10.9.9.0/24 is directly
connected, DialerO C 10.8.8.0/24 is directly connected, LoopbackO C 10.48.74.0/23 is directly
connected, EthernetO S* 0.0.0.0/0 [254/0] via 10.48.74.1 kevin#

Tenepb Mbl MOXEM MOAENMPOBaTb OTKa3 COeQMHEHUSA Npy noMoLM KoMaHabl shutdown Ha
yOaneHHoOM nocrnegosaTenbHOM NHTepdence:

kri nson#

*Mar 4 15:25:18.302: % .1 NK-3-UPDOWN: I nterface Serial O, changed state to
down

*Mar 4 15:25:19.302: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface
Serial 0, changed state to down

Mbl BUAMM 34€Cb, YTO BbIKNHOYMIIOCH OCHOBHOE COEAMHEHME.

kri mson#show i nterface serial 0 Serial0O is down, line protocol is down Hardware is HD64570
Internet address is 10.1.2.1/24 MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, reliability
255/ 255, txload 1/255, rxload 1/255 Encapsul ati on HDLC, | oopback not set Keepalive set (10 sec)
Last input 00:00: 22, output 00:00: 32, output hang never Last clearing of "show interface"
counters never |nput queue: 0/75/0/0 (size/ max/drops/flushes); Total output drops: 0 Queueing
strategy: weighted fair Qutput queue: 0/1000/64/0 (size/max total/threshol d/drops) Conversations
0/ 1/ 256 (active/max active/max total) Reserved Conversations 0/0 (allocated/ max al |l ocated)
Avai | abl e Bandwi dth 1158 kil obits/sec 5 minute input rate O bits/sec, 0 packets/sec 5 minute
output rate O bits/sec, 0 packets/sec 108 packets input, 8526 bytes, 0 no buffer Received 78
broadcasts, O runts, O giants, O throttles O input errors, O CRC, O frame, O overrun, O ignored,
0 abort 114 packets output, 9895 bytes, O underruns O output errors, O collisions, 12 interface
resets 0 output buffer failures, 0 output buffers swapped out 5 carrier transitions DCD=down
DSR=down DTR=up RTS=up CTS=down kri nson#

Tenepb cBeageHMs Tabnuubl MapLIpyTM3aLMmM NoKasbiBakoT, YTO NiaBaoLLniA CTaTUYECKUIA
MapLUpyT YCTaHOBMNEH B Tabnuue MapLupyTmusaumm:

kri mson#show i p route Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B -
BGP D - EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area N1 - OSPF NSSA external type
1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area * - candi date default,
U - per-user static route, o - ODR P - periodic downl oaded static route Gateway of |ast resort
is 10.48.74.1 to network 0.0.0.0 10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks S
10.8.8.0/24 [180/0] via 10.9.9.2 C 10.9.9.0/24 is directly connected, Dialer0 C 10.7.7.0/24 is
directly connected, LoopbackO C 10.48.74.0/23 is directly connected, EthernetO S* 0.0.0.0/0
[254/0] via 10.48.74.1 krinmson#

Ha BbI3BaHHOM MapLUpyTH3aToOpe MOXHO cMofAenupoBsaTtb c60i OCHOBHOIO KaHana,
UMUTUPOBAHHOIO C NOMOLLLIO UCMONb30BaHUA KOMaHabl shutdown Ha fnokasibHOM
nocnegosartesibHOM nHtepdence 0:

kevi n#configure term nal Enter configuration commands, one per line. End with CNTL/Z.
kevi n(confi g)#i nterface serial 0 kevin(config-if)#shutdown *Mar 4 15:32:00. 250: 9%.1 NK- 5- CHANGED:
Interface Serial 0, changed state to administratively down *Mar 4 15:32:01.250: %. NEPROTO 5-
UPDOMN: Line protocol on Interface Serial 0, changed state to down *Mar 4 15:32:03.742: %SYS- 5-
CONFI G_|: Configured fromconsol e by consol e

Tenepb Mbl BUOWM, YTO BbIKIlO4aeTCcd OCHOBHOE COeaUHEHUE!

kevi n#show i nterface serial O Serial0 is adnministratively down, |ine protocol is down
Hardware is HD64570 Internet address is 10.1.2.2/24 MU 1500 bytes, BW 1544 Kbit, DLY 20000
usec, reliability 255/255, txload 1/255, rxload 1/255 Encapsul ati on HDLC, | oopback not set
Keepal i ve set (10 sec) Last input 00:01:28, output 00:01:18, output hang never Last clearing of
"show i nterface" counters never |nput queue: 0/75/0/0 (size/max/drops/flushes); Total output
drops: 0 Queueing strategy: weighted fair Qutput queue: 0/1000/64/0 (sizel/max



total /threshol d/ drops) Conversations 0/1/256 (active/ max active/ max total) Reserved
Conversations 0/0 (allocated/ max allocated) Avail able Bandwi dth 1158 kil obits/sec 5 mnute input
rate O bits/sec, 0 packets/sec 5 minute output rate O bits/sec, 0 packets/sec 114 packets input,
9895 bytes, 0 no buffer Received 79 broadcasts, O runts, 0 giants, O throttles O input errors, O
CRC, 0 franme, O overrun, O ignored, O abort 108 packets output, 8526 bytes, 0 underruns O output
errors, O collisions, 4 interface resets 0 output buffer failures, 0 output buffers swapped out
1 carrier transitions DCD=down DSR=down DTR=up RTS=up CTS=down

Tpaduk 9X0-TeCTMPOBaHUS, KOTOPLIW OnpeaeneH Kak NnpeacTaBnalLwWmnin HTepec Tpadumk,
MHULMMPYET NCXOAALLMIA BbI3OB Yepes pe3epBHOro HomepoHabupaTtensa 0 nHTepdgencos.

kri nmson#pi ng 10.8.8.1 Type escape sequence to abort. Sending 5, 100-byte |CWMP Echos to
10.8.8.1, tinmeout is 2 seconds: *Mar 4 15:27:39.618: BRO DDR rotor dialout [priority] *Mar 4
15:27:39.622: BRO DDR: Dialing cause ip (s=10.9.9.1, d=10.8.8.1) *Mar 4 15:27:39.626: BRO DDR:
Attenpting to dial 8114 *Mar 4 15:27:39.642: |ISDN BRO: TX -> SETUP pd = 8 callref = 0x09 *Mar 4
15: 27:39. 646: Bearer Capability i = 0x8890 *Mar 4 15:27:39.654: Channel IDi = 0x83 *Mar 4
15:27:39.658: Called Party Nunmber i = 0x80, '8114', Pl an: Unknown, Type: Unknown *Mar 4
15:27:39.718: | SDN BRO: RX <- CALL_PROC pd = 8 callref = 0x89 *Mar 4 15:27:39.722: Channel ID i
= 0x89 *Mar 4 15:27:39.974: |SDN BRO: RX <- CONNECT pd 8 callref = 0x89 *Mar 4 15:27:39.990:
%.| NK- 3- UPDOMWN: I nterface BRI0:1, changed state to up *Mar 4 15:27:39.998: %Dl ALER- 6- Bl ND:
Interface BRO: 1 bound to profile DIO *Mar 4 15:27:40.010: BRO:1 PPP: Treating connection as a
callout *Mar 4 15:27:40.010: BRO:1 PPP: Phase is ESTABLI SH NG Active Open [0 sess, 0 |load] *Mar
4 15:27:40.014: BRO:1 LCP: O .!!'!CONFREQ [Closed] id 19 len 15 *Mar 4 15:27:40.018: BRO:1 LCP:
Aut hProt o CHAP (0x0305C22305) *Mar 4 15:27:40.022: BRO:1 LCP: Magi cNunber 0x12D0A490
(0x050612D0A490) *Mar 4 15:27:40.030: |SDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x09 *Mar 4
15:27:40.054: BRO:1 LCP: | CONFREQ [ REQsent] id 9 len 15 *Mar 4 15:27:40.058: BRO:1 LCP:
Aut hProt o CHAP (0x0305C22305) *Mar 4 15:27:40.062: BRO:1 LCP: Magi cNunber 0x12D6B638
(0x050612D6B638) *Mar 4 15:27:40.066: BRO:1 LCP: O CONFACK [REQsent] id 9 len 15 *Mar 4
15:27: 40. 066: BRO: 1 LCP: AuthProto CHAP (0x0305C22305) *Mar 4 15:27:40.070: BRO:1 LCP:
Magi cNunber 0x12D6B638 (0x050612D6B638) *Mar 4 15:27:40.074: BRO:1 LCP: | CONFACK [ ACKsent] id
19 len 15 *Mar 4 15:27:40.078: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 4 15:27:40.082:
BRO: 1 LCP: Magi cNunmber 0x12DOA490 (0x050612D0A490) *Mar 4 15:27:40.082: BRO:1 LCP: State is Open
*Mar 4 15:27:40.086: BRO:1 PPP: Phase is AUTHENTI CATING by both [0 sess, 0 load] *Mar 4 !
Suc15:27:40. 090: BRO: 1 CHAP: O CHALLENGE id 7 len 28 from"krimson" *Mar 4 15:27:40.106: BRO:1
CHAP: | CHALLENGE id 7 len 26 from"kevin" *Mar 4 15:27:40.110: BRO:1 CHAP: O RESPONSE id 7 |en
28 from"krimson" *Mar 4 15:27:40.138: BRO:1 CHAP: | SUCCESS id 7 len 4 *Mar 4 15:27:40. 150:
BRO: 1 CHAP: | RESPONSE id 7 len 26 from"kevin" *Mar 4 15:27:40.158: BR0:1 CHAP: O SUCCESS id 7
len 4 *Mar 4 15:27:40.162: BRO:1 PPP: Phase is UP [0 sess, O |load] *Mar 4 15:27:40.166: BRO:1
| PCP: O CONFREQ [ Not negotiated] id 2 len 10 *Mar 4 15:27:40.170: BRO:1 I PCP: Address 10.9.9.1
(0x03060A090901) *Mar 4 15:27:40.186: BRO:1 | PCP: | CONFREQ [REQsent] id 2 len 10 *Mar 4
15:27:40.190: BRO:1 | PCP: Address 10.9.9.2 (0x03060A090902) *Mar 4 15:27:40.190: BRO:1 I PCP: O
CONFACK [REQsent] id 2 len 10 *Mar 4 15:27:40.194: BRO:1 | PCP: Address 10.9.9.2 (0x03060A090902)
*Mar 4 15:27:40.202: BRO:1 IPCP: | CONFACK [ACKsent] id 2 len 10 *Mar 4 15:27:40.206: BRO:1
| PCP: Address 10.9.9.1 (0x03060A090901) *Mar 4 15:27:40.206: BRO:1 IPCP: State is Open *Mar 4
15:27:40.214: BRO:1 DDR dialer protocol up *Mar 4 15:27:40.218: DiO IPCP: Install route to
10.9.9.2 *Mar 4 15:27:41.162: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface BRI0:1, changed
state to upcess rate is 80 percent (4/5), round-trip mn/avg/ max = 36/47/76 nms kri nson#

B T0 e BpeMsa oTnagku, paboTatoLime Ha Bbi3BaHHOW CTOPOHE, MOKa3biBaloT CreayoLLmi
pesynbTaT Ans 3TOro TOro X CaMoro Bbl30B:

kevi n#

*Mar 4 15:34:21.698: | SDN BRO: RX <- SETUP pd = 8 cal lref = 0x07
*Mar 4 15:34:21.706: Bearer Capability i = 0x8890

*Mar 4 15:34:21.714: Channel IDi = 0x89

*Mar 4 15:34:21.718: Calling Party Nunmber i = OxAl, '8113',

Pl an: | SDN, Type: Nati onal

*Mar 4 15:34:21.734: Called Party Nunber i = OxCl, '8114',

Pl an: | SDN, Type: Subscri ber (1 ocal)

*Mar 4 15:34:21.762: |SDN BRO: Event: Received a DATA call from 8113 on Bl
at 64 Kb/s

*Mar 4 15:34:21.762: |SDN BRO: Event: Accepting the call id 0xC

*Mar 4 15:34:21.766: BRO:1: interface must be fifo queue, force fifo

*Mar 4 15:34:21.774: 9% ALER-6-BIND: Interface BRO:1 bound to profile DO



*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
0 I oad]
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
| oad]

*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:
*Mar 4 15:

34.
34.
34.

34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:

34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:

changed state to up

*Mar 4 15:34:27.794:

8113 krinson

CocTosiHMe nocne pe3epBMpoBaHms — "up

21.786:
21.798:
21.802:

21. 806:
21.818:
21. 826:
21. 854:
21.918:
21.926:
21.978:
21.982:
21. 986:
21.990:
21.994:
21.994:
21.998:
22.002:
22.006:
22.030:
22.034:
22.034:
22.038:
22.042:

22. 046:
22.050:
22.054:
22.070:
22.078:
22.082:
22.090:
22.114:
22.118:
22.122:
22.126:
22.130:
22.134:
22.138:
22.142:
22.226:
22.230:
22.230:
22.242:
22. 250:
23.114:

% .1 NK- 3- UPDOMN: I nterface BRI 0:1, changed state to up

BRO: 1 PPP: Treating connection as a callin

BRO: 1 PPP: Phase is ESTABLI SHI NG Passive Open [0 sess,

BRO: 1 LCP: State is Listen

I SDN BRO: TX -> CALL_PRCC pd = 8 callref = 0x87
Channel IDi = 0x89

I SDN BRO: TX -> CONNECT pd = 8 callref = 0x87

I SDN BRO: RX <- CONNECT_ACK pd = 8 callref = 0x07
Channel IDi = 0x89

BRO: 1 LCP: | CONFREQ [Listen] id 19 len 15

BRO: 1 LCP: Aut hProto CHAP (0x0305C22305)

BRO: 1 LCP: Magi cNunber 0x12D0A490 (0x050612D0A490)
BRO: 1 LCP: O CONFREQ [Listen] id 9 len 15

BRO: 1 LCP: Aut hProto CHAP (0x0305C22305)

BRO: 1 LCP: Magi cNunber 0x12D6B638 (0x050612D6B638)
BRO: 1 LCP: O CONFACK [Listen] id 19 len 15

BRO: 1 LCP: Aut hProto CHAP (0x0305C22305)

BRO: 1 LCP: Magi cNunber 0x12D0A490 (0x050612D0A490)
BRO: 1 LCP: | CONFACK [ACKsent] id 9 len 15

BRO: 1 LCP: Aut hProto CHAP (0x0305C22305)

BRO: 1 LCP: Magi cNunber 0x12D6B638 (0x050612D6B638)
BRO: 1 LCP: State is Open

BRO: 1 PPP: Phase is AUTHENTI CATING by both [0 sess,
BRO: 1 CHAP: O CHALLENGE id 7 len 26 from "kevin"
BRO:1 CHAP: | CHALLENGE id 7 len 28 from "kri nmson"
BRO: 1 CHAP: Waiting for peer to authenticate first
BRO:1 CHAP: | RESPONSE id 7 len 28 from "krinson"
BRO: 1 CHAP: O SUCCESS id 7 len 4

BRO: 1 CHAP: Processing saved Challenge, id 7

BRO: 1 CHAP: O RESPONSE id 7 len 26 from "kevin"
BRO: 1 CHAP: | SUCCESS id 7 len 4

BRO: 1 PPP: Phase is UP [0 sess, 0 |oad]

BRO: 1 | PCP: O CONFREQ [Not negotiated] id 2 len 10
BRO: 1 | PCP: Address 10.9.9.2 (0x03060A090902)

BRO: 1 I PCP: | CONFREQ [ REQsent] id 2 len 10

BRO: 1 | PCP: Address 10.9.9.1 (0x03060A090901)

BRO: 1 |1 PCP: O CONFACK [ REQsent] id 2 len 10

BRO: 1 | PCP: Address 10.9.9.1 (0x03060A090901)
BRO: 1 I PCP: | CONFACK [ACKsent] id 2 len 10

BRO: 1 | PCP: Address 10.9.9.2 (0x03060A090902)
BRO: 1 I PCP: State is Open

BRO: 1 DDR: dial er protocol up
Di0O IPCP: Install route to 10.9.9.1

0

%_1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface BRIO: 1,

9% SDN- 6- CONNECT: Interface BRIO:1 is now connected to

kri nson#show interface dialer O DialerO is up, line protocol is up (spoofing) Hardware is

Unknown | nternet address is 10.9.9.1/24 MU 1500 bytes, BW56 Kbit, DLY 20000 usec,

255/ 255,

seconds on reset
Last clearing of

t x|l oad 1/ 255,

rxl oad 1/255 Encapsul ati on PPP, | oopback not set DITR is pulsed for 1

Interface is bound to BRO:1 Last input never, output never,
"show i nterface" counters 00:13:26 | nput queue: 0/75/0/0

out put hang never

(size/ max/ drops/flushes); Total output drops: 0 Queueing strategy: weighted fair Qutput queue:
0/ 1000/ 64/ 0 (sizel/max total/threshol d/drops) Conversations 0/1/16 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocated) Available Bandwi dth 42 kilobits/sec 5

m nut e input
packets input,

up Hardware is BRI

1/ 255,

rate O bits/sec, 0 packets/sec 5 minute output rate 0 bits/sec,

0 packets/sec 36

2160 bytes 36 packets output, 2160 bytes Bound to: BRIO:1 is up, line protocol

MIU 1500 bytes, BW64 Kbit, DLY 20000 usec, reliability 255/255, txload

reliability

is

rxl oad 1/255 Encapsul ati on PPP, | oopback not set Keepalive set (10 sec) Tine to interface



di sconnect: idle 00:01:33 Interface is bound to Di0 (Encapsul ati on PPP) LCP Open Open: | PCP Last
i nput 00: 00: 26, output 00:00:01, output hang never Last clearing of "show interface" counters
never Queueing strategy: fifo Qutput queue 0/40, O drops; input queue 0/75, O drops 30 second
input rate O bits/sec, 0 packets/sec 30 second output rate O bits/sec, 0 packets/sec 126 packets
input, 3664 bytes, 0 no buffer Received 0 broadcasts, 0 runts, O giants, O throttles O input
errors, 0 CRC, O frane, O overrun, O ignored, O abort 131 packets output, 3777 bytes, O
underruns O output errors, O collisions, 15 interface resets 0 output buffer failures, 0 output
buf fers swapped out 28 carrier transitions krinson#show ip route Codes: C - connected, S -

static, | - IGRP, R- RP, M- nmobile, B- BGP D- EIGP, EX - EIGP external, O- OSPF, |A -
OSPF inter area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF

external type 1, E2 - OSPF external type 2, E- EGPi - IS IS, L1 - IS IS level-1, L2 - IS-IS
level -2, ia - IS ISinter area * - candidate default, U - per-user static route, o - CDR P -

peri odi c downl oaded static route Gateway of last resort is 10.48.74.1 to network 0.0.0.0
10.0.0.0/8 is variably subnetted, 5 subnets, 3 masks C 10.9.9.2/32 is directly connected,
DialerO S 10.8.8.0/24 [180/0] via 10.9.9.2 C 10.9.9.0/24 is directly connected, Dialer0 C
10.7.7.0/24 is directly connected, LoopbackO C 10.48.74.0/23 is directly connected, Ethernet0 S*
0.0.0.0/0 [254/0] via 10.48.74.1

Ha Bbi3BaHHOW CTOPOHE:

CocTtosiHme nocne pesepBupoBaHus — "up".

kevi n#show i nterface dialer O DialerO is up, line protocol is up (spoofing) Hardware is
Unknown | nternet address is 10.9.9.2/24 MIU 1500 bytes, BW56 Kbit, DLY 20000 usec, reliability
255/ 255, txload 1/255, rxload 1/255 Encapsul ati on PPP, | oopback not set DTRis pul sed for 1
seconds on reset Interface is bound to BRO:1 Last input never, output never, output hang never
Last clearing of "show interface" counters 00:16:18 | nput queue: 0/75/0/0
(size/ max/ drops/flushes); Total output drops: 0 Queueing strategy: weighted fair Qutput queue:
0/ 1000/ 64/ 0 (sizel/max total/threshol d/drops) Conversations 0/1/16 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocated) Avail able Bandw dth 42 kilobits/sec 5
mnute input rate O bits/sec, 0 packets/sec 5 minute output rate O bits/sec, 0 packets/sec 40
packets input, 2224 bytes 40 packets output, 2224 bytes Bound to: BRIO:1 is up, line protocol is
up Hardware is BRI MIU 1500 bytes, BW64 Kbit, DLY 20000 usec, reliability 255/255, txload
1/ 255, rxload 1/255 Encapsul ati on PPP, | oopback not set Keepalive set (10 sec) Time to interface
di sconnect: idle 00:01:11 Interface is bound to Di 0 (Encapsul ati on PPP) LCP Open Open: |PCP Last
i nput 00: 00: 48, output 00:00:00, output hang never Last clearing of "show interface" counters
never Queueing strategy: fifo Qutput queue 0/40, O drops; input queue 0/75, O drops 5 minute
input rate O bits/sec, 0 packets/sec 5 mnute output rate 0 bits/sec, 0 packets/sec 136 packets
input, 3857 bytes, 0 no buffer Received 0 broadcasts, 0 runts, O giants, O throttles O input
errors, 0 CRC, O frane, O overrun, O ignored, O abort 131 packets output, 3744 bytes, O
underruns O output errors, O collisions, 12 interface resets 0 output buffer failures, 0 output
buf fers swapped out 35 carrier transitions kevin#show ip route Codes: C - connected, S - static,
I - IGRP, R- RP, M- nobile, B- BGP D- EIGRP, EX - EICRP external, O- OSPF, IA - OSPF inter
area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1,
E2 - OSPF external type 2, E- EGPi - IS IS, L1 - IS I1Slevel-1, L2 - IS-ISlevel-2, ia- ISIS
inter area * - candidate default, U - per-user static route, o - CDR P - periodi c dowl oaded
static route Gateway of last resort is 10.48.74.1 to network 0.0.0.0 10.0.0.0/8 is variably
subnetted, 4 subnets, 3 masks C 10.9.9.0/24 is directly connected, DialerO C 10.8.8.0/24 is
directly connected, LoopbackO C 10.9.9.1/32 is directly connected, Dialer0 C 10.48.74.0/23 is
directly connected, EthernetO S* 0.0.0.0/0 [254/0] via 10.48.74.1

34€ecCb, Mbl MOAENMPYEM BOCCTAHOBMEHME OCHOBHOIO COEANHEHWS NPU NOMOLLIM KOMaHAbl No
shutdown Ha yaaneHHOM nocnegoBaTenbHOM MHTEpdence:

kri nson#

*Mar 4 15:28:58.726: %1 NK-3-UPDOWN: | nterface Serial O, changed state to up
*Mar 4 15:28:59. 730: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface

Serial 0, changed state to up

PGSGpBHOG yCTpOVICTBO OTKJTHOYEHO NO nNpowecTBnUnN BpEMEHU OXNOaHUA NMPOCTOA.

krinmson#show i sdn active ----------mmmmmm oo
------------ I SDN ACTIVE CALLS == - - == - o s e e e e e e e e e oo e oo e e e eeeceeccecececeeaae
--------------- Call Calling Called Rembte Seconds Seconds Seconds Charges Type Nunmber Nunber



Name Used Left ldle Units/ CUrrenCY ------ - - m oo oo o e oo
------------------- Qut 8114 kevin 120 1 118 0 --------mmmmmm oo
------------------------------- krimson# *Mar 4 15:29:41.738: BRO:1 DDR idle tineout *Mar 4
15:29:41.742: BRO DDR has total 0 call(s), dial_out 0O, dial_in O *Mar 4 15:29:41.746: BRO:1
PPP: Treating connection as a callout *Mar 4 15:29:41.750: %Dl ALER-6- UNBI ND: Interface BRO:1
unbound fromprofile DiO *Mar 4 15:29:41.754: BRO:1 DDR: disconnecting call *Mar 4 15:29:41.758
9% SDN- 6- DI SCONNECT: Interface BRI O0:1 di sconnected from 8114 kevin, call |asted 121 seconds *Mar
4 15:29:41.774: 1SDN BRO: TX -> DI SCONNECT pd = 8 callref = 0x09 *Mar 4 15:29:41.782: Cause i =
0x8090 - Nornmml call clearing *Mar 4 15:29:41.790: DiO | PCP: Renpve route to 10.9.9.2 *Mar 4
15:29:41.862: |1 SDN BRO: RX <- RELEASE pd = 8 callref = 0x89 *Mar 4 15:29:41.886: % NK- 3- UPDOMN
Interface BRI 0:1, changed state to down *Mar 4 15:29:41.894: BRO:1 IPCP: State is C osed *Mar 4
15:29:41.894: BRO:1 PPP: Phase is TERM NATING [0 sess, 0 load] *Mar 4 15:29:41.898: BRO:1 LCP
State is Cosed *Mar 4 15:29:41.898: BR0:1 PPP: Phase is DOM [0 sess, 0 |oad] *Mar 4
15:29:41.902: BRO:1 DDR disconnecting call *Mar 4 15:29:41.910: |SDN BRO: TX -> RELEASE _COW pd
= 8 callref = 0x09 *Mar 4 15:29:42.886: % NEPROTO 5- UPDOMN: Li ne protocol on Interface BRIO:1,
changed state to down

nepBOHaqaﬂbHoe(XKWOHHMGTeHepbBOCCTaHOBﬂeHO.

kri mson#show i p route Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B -
BGP D - EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area Nl - OSPF NSSA external type
1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS ISlevel-1, L2 - IS-ISlevel-2, ia- IS ISinter area * - candidate default,
U - per-user static route, o - ODR P - periodic dowl oaded static route Gateway of |ast resort
is 10.48.74.1 to network 0.0.0.0 10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks C
10.1.2.0/24 is directly connected, Serial0 S 10.8.8.0/24 [1/0] via 10.1.2.2 C 10.9.9.0/24 is
directly connected, Dialer0 C 10.7.7.0/24 is directly connected, LoopbackO C 10.48.74.0/23 is
directly connected, EthernetO S* 0.0.0.0/0 [254/0] via 10.48.74.1
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