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Dit document beschrijft hoe u toepassingen die op endpoints zijn geinstalleerd kunt configureren



en oplossen. Toepassingszichtbaarheid op Identity Services Engine (ISE) 2.2.
Toepassingszichtbaarheid geeft u de mogelijkheid om toepassingen te controleren die op
endpoints zijn geinstalleerd, beleid te maken op basis van die informatie en toepassingen tijdens
postcontroles te doden of te verwijderen als ze aan bepaalde voorwaarden voldoen. AnyConnect
stuurt regelmatig informatie naar ISE met een lijst van geinstalleerde/actieve toepassingen en
processen. AnyConnect kan informatie over alle toepassingen en toepassingen van bepaalde
categorieén verzamelen (browsers, encryptie, enz.).

Voorwaarden

Vereisten
Cisco raadt u aan basiskennis van deze onderwerpen te hebben:
- Cisco Identity Services Engine

- Clientprovisioning
- ISE Posture

Gebruikte componenten
De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:

- Cisco Identity Services Engine versie 2.2.0.470
- Cisco AnyConnect 4.4.00243

- AnyConnect-nalevingsmodule 4.2.468.0

- Windows 7 Service Pack 1

Configureren

Configuraties

Sectie 1: Clientprovisie configureren
Stap 1. Upload AnyConnect

1. Navigeer naar Beleidselementen > Resultaten > Clientprovisioning > Resultaten op ISE. Klik op
Add > Agent resources van lokale disk:



¢ Authentication Resources

¥ Authorization 7 Edit :I':,'zt.-’-kdd d |:D:-h|:li:3:e Delete
Agent resources from Cisco site

. []| Nam.

¢ Profiling 0] wins Agent resources from local disk i
N Native Supplicant Profile zar
» Posture [] Cisc AnyConnect Configuration uppl
[] Mact NAC Agent or AnyConnect Posture Profile  |SPW
~ Client Provisioning [] cisc| AMP Enabler Profile uppl
[] AnyConneciDesktopWindows 44.20... AnyConnectl
Resources [] AnyConnectComplianceModuleWin...  AnyConnectt

2. Selecteer Category als Cisco Provided Packets en Kies Bestand (AnyConnect-pakket):

Agent Resources From Local Disk

Category Cisco Provided Packages v

Choose File | anyconnect-w_._ploy-k8 pkg

v AnyConnect Uploaded Resources

Name «  Type Version Description

AnyConnectDesktopWindows 4.4.24...  AnyConnectDesktopWindows — 4.4.243.0 AnyConnect Secure Mobility Clie...

Klik op Inzenden om wijzigingen op te slaan.

U dient te worden gevraagd de bedragen van het getploade pakket te controleren. Vergelijk
ze met controlemiddelen die op een website van Cisco worden verstrekt om te verzekeren
dat het pakket niet gecorrumpeerd is.

Stap 2. Download AnyConnect-nalevingsmodule

Op een Resultaten-pagina van Client Provisioning klikt u op Add > Agent resources van Cisco-
site, zodat een venster met beschikbare modules wordt geopend. Selecteer de gewenste
AnyConnect-nalevingsmodule voor Windows en klik op Opslaan.

Als u geen internetverbinding hebt op uw ISE, kunt u de nieuwste nalevingsmodule van
cisco.com downloaden en op dezelfde manier naar uw ISE uploaden als AnyConnect-
pakket.

Als u een proxy in uw netwerk hebt, moet u deze configureren op Beheer > Systeem >


http://cisco.com

Instellingen > proxy-pagina.

Stap 3. Postprofiel maken

Op het Resultaten op de pagina Clientprovisioning klik op Add > NAC Agent of AnyConnect
Posture Profile en selecteer AnyConnect vanuit Posture Agent Profile-instellingen:

Posture Agent Profile Settings
Select a Category ~

Select a Category
AnyConnect
MNAC Agent

Geef het profiel een naam en vul de vereiste velden in. Klik op Inzenden om profiel op te slaan.

Stap 4. Maak AnyConnect-configuratie

Klik op een Resultaten-pagina van Client Provisioning op Add > AnyConnect Configuration en
selecteer het pakket dat in Stap 1 is geupload:

* Select AnyConnect Package: r
AnyConnectDesktopWindows 4.4.243.0

Extra opties moeten worden geladen. Vul alle vereiste velden in en klik op Indienen om
wijzigingen op te slaan:



AnyConnect Configuration = New AnyConnect Configuration

* Select AnyConnect Fackage!| AnyConnectDesktopWindows 4.4.243.0 v|
* Configuration Name| AnyConnect Configuration | |

Description:

DescriptionValue
* Compliance Module| AnyConnectComplianceModuleWindows 4.2.468.0 | I

AnyConnect Module Selection
ISE Fosture +
VPN
Metwork Access Managerl]
Web Security[_]
AMP Enabler_]
ASA Posture[]
Netwark Visibility_]
Umbrella Roaming Security{_]
Start Before LDgDnD
Diagnostic and Reporting Tool[_]

Profile Selection

* ISE Posture| anyConnect Posturs v I
WPM -
Metwork Access Managen -
Web Security r
AMP Enabler -
Metwark Visibility -
Umbrella Roaming Security r
Customer Feedback -
Customization Bundile| v|
Localization Bundlg| v|

Configuratienaam - naam van de configuratie. Dit wordt gebruikt in het beleid voor
clientprovisioning (volgende stap).

Nalevingsmodule - selecte nalevingsmodule die in stap 2 is gedownload.

ISE Posture - selecteer AnyConnect Posture Profile dat in Stap 3 is gemaakt.
Stap 5. Het beleid voor clientprovisioning configureren

Navigeer naar beleid > Clientprovisioning. Maakt nieuw beleid of bewerk een bestaand beleid voor
Windows. Selecteer hiermee de optie AnyConnect Configuration:



& Windows Any Windows All Conditionis) AnyConnect
Configuration

Stap 6. Maak een vergunningsprofiel voor CP

Navigeer in Beleidselementen > Resultaten > Resultaten > Vergunningsprofielen >
autorisatieprofielen en klik op Toevoegen om een nieuw profiel te maken. Configureer het voor
omleiding naar clientprovisioningportal:

Authonzation Profiles » Mew Authorization Profile
Authorization Profile

" Name [ CPP_REDIRECT |

Description I -
"Access Type |ACCESS ACCEPT - |
Network Device Profile s CiSCO | »

Service Template
Track Movement

Passive Identity Tracking i

+ Common Tasks

# 'Web Redirection (CWA, MOM, NSP, CPP)

Client Provisioning (Posture) | »| ACL | ISE-REDIRECT \“EIIUEIcIient Provisioning Portal id-:f-r|

Static IPMHost name/FODN

Apkn Smart Port

+ Advanced Attributes Settings

Salect an item |

» Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ur-redirect-acl=1SE-REDIRECT
cisco-av-pair = url-radirect=https://ip:port/ portalfgateway?session]ld =SessionldValusiportal =4cb 1f740-2371-1126-92c2-0050 5687 3bd0&action=cpp

Cancel
Klik op Inzenden om het profiel op te slaan.

Houd in gedachten dat redirect-ACL (in dit voorbeeld wordt genoemd ISE-REDIRECT) op



NAD (Network Access Devices) moet worden gemaakt om juiste omleiding te hebben. Basis
omgekeerde ACL moet geen verkeer van en naar ISE PSN-knooppunten, DNS en DHCP
onderscheppen. En moet HTTP- en HTTPS-verkeer omleiden. In deze documenten zijn
voorbeelden van ACL’s te vinden: Central-webverificatie op het WLC- en ISE-
configuratievoorbeeld en Central-webverificatie met een Configuratievoorbeeld van Switch-
en Identity Services Engine

Stap 7. Instellen van het vergunningsbeleid

Navigeren in Policy > Authorization, creéer 2 beleid met check of Posture status:

POSTURED Session:PostureStatus EQUALS Compliant PermitAccess

CPP_REDIRECT Session:PostureStatus NOT_EQUALS Compliant CPF_REDIRECT

Als op een dergelijke configuratie geen AnyConnect is geinstalleerd of nog niet is voltooid, wordt
de configuratie opnieuw gericht op Client Provisioning Portal. De eindgebruiker kan AnyConnect
van ISE installeren en AnyConnect kan ISE detecteren en de houding controleren.

Klik op Opslaan.
Sectie 2: Postvorm instellen
Stap 1: Postgegevens bijwerken

Navigeer naar Administratie > Instellingen > Posture > Uploads en klik op Nu bijwerken om Post
bij te werken. Het bevat OPSWAT-kaarten en definities voor toepassingen en is vereist voor het
maken van beleid.

L <
Client Provisioning Posture Updates
FIPS Mode ® Web O offiine
Alarm Seftings * Update Feed URL | hitps://www.Cisco.com/web/secure/pmbu/ posture-update.xml Set to Default
T Proxy Address
General Settings Proxy Port FH MM 55
Reassessments [ Automatically check for updates starting from initial delay 22 + | |47 + |12 ~ every|2 hours i

Updates
Update Now
Acceptable Use Policy

Memfilime

Als u geen internetverbinding hebt op uw ISE, kunt u ook de nieuwste postupdates
downloaden via https://www.cisco.com/web/secure/pmbu/posture-offline.html en vervolgens
naar Administratie > Systeem > Instellingen > Posture > Update navigeren, Offline
selecteren en naar gedownload bestand met postupdates selecteren. Klik op Nu bijwerken
om het bestand te uploaden en postupdates te installeren.

Stap 2. Maak een toepassingsvoorwaarde

AnyConnect verzamelt informatie over geinstalleerde toepassingen uitsluitend met 4.x (of hoger)


/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html#anc11
/content/en/us/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html#anc11
https://www.cisco.com/web/secure/pmbu/posture-offline.html

nalevingsmodule.

Met de versie van 3.x van de nalevingsmodule kunnen alleen procescontroles worden uitgevoerd
(dit betekent dat AnyConnect-controles kunnen worden uitgevoerd als het gespecificeerde proces
al dan niet wordt uitgevoerd).

In de toepassingsfase kunnen deze combinaties worden geconfigureerd:

- Geinstalleerd + actief - AnyConnect verzamelt informatie over de momenteel actieve
processen om informatie over de installatie te verzamelen
- Geinstalleerd + niet actief - AnyConnect verzamelt alleen installatieinformatie
Met deze bepaling kunnen worden gekozen: Alles, naam en categorie:

- Als Alles is geselecteerd, probeert AnyConnect informatie te verzamelen over alle
geinstalleerde toepassingen

- Als de naam is geselecteerd, kan de specifieke toepassing voor het beleid worden
geselecteerd. Bijvoorbeeld:

Frovision by Mame v

At least one category must be selected *

Unclassified Data Loss Frevention Data Storage
Browser Backup Fatch Management
Encryption #| Antiphishing WPMN Client
Anti-Malware Virtual Machine Firewall
Messenger Fublic File Sharing Health Agent
Vendor® | anvisoft Inc. v

At least one product must be selected *

Selected Fows/Page | 3 v 1 11 Go | 3Total Rows
= Refresh Y Filter~ k-
Product Name Version

Z1  Anvi Smart Defender
Anvi Smart Defender 2

Anvi Smart Defender ANY

- Als Category is geselecteerd, verzamelt AnyConnect informatie over alle toepassingen van
een bepaalde categorie. Bijvoorbeeld:



Provision by | Category v

At least one category must be selected *

Unclassified Data Loss Prevention Data Storage
Browser Backup Fatch Management
Encryption Antiphishing VPN Client

¥ Anti-Malware Virtual Machine Firewall
Messenger Public File Sharing Health Agent

Als u informatie wilt verzamelen over geinstalleerde en toepassingen die actief zijn op Policy >
Policy Elementen > Voorwaarden > Posture > Application Condition, klikt u op Add om nieuwe
conditie te creéren en de vereiste velden zoals getoond te vullen:

Application Condition = New

Mame * Apps_Caollection

Description Condition for all applications

Operating System * Windows All <%
Compliance module 4 x or later v
Check By * | Application v

Application State * ) |nsta11ed - @ Running
Pravision by Everything v

Stap 3. Vereiste vertraging maken

In Policy > Policy Elementen > Resultaten > Posture > Requirements creéren u nieuwe vereisten
met gedefinieerde toepassingsvoorwaarden:



Requirements

Name Operating Systems Compliance Module Stealth Mode Conditions Remediation Actions
USB_Block Windows Al 4.xor later Disabled USB_Check USB_Block
# Apps_collection Windows All 4.x or later Digabled Apps_Collection Message Text Only

Any_av_Installation_Mac Mac OSX 3.x or earlier Disabled ANY_av_mac_inst Message Text Only

Any_AY_Definition_Mac Mac OSX 3. 0or earlier Disabled ANY_av_mac_def AnyAvDefRemediationM
ac

Any_AS_Installation_mac Mac OSX 3.x or earlier Disabled ANY_as_mac_inst Message Text Only

Any_AS_Definition_Mac Mac OSX 3.xor earlier Disabled ANY_as_mac_def AnyAsDefRemediationh
ac

Stap 4. Postbeleid maken

Om ISE en AnyConnect in staat te stellen informatie over toepassingen te verzamelen, moet in het
Postbeleid een vereiste met een toepassingsvoorwaarde worden opgenomen. Postbeleid kan
worden gecreéerd bij Policy > Posture. De vereiste kan worden ingesteld als Audit, indien u
informatie wenst te verzamelen voor verder gebruik.

Posture Policy
Define the Pasture Policy by configuring rules based on operating system and/or other conditions.
-
Status  Rule Name Kentity Groups Operating Systems Compliance Module Stealth mode Other Conditions Requirements
= [ Apps [ any | windo.. ] 3o later ~ Disabled -] [[(Onsonan Dictona_ Apps_cell
@ |Apps_collection
Mandatory
@ optional
— | ® Audit

Stap 5 (optioneel). Verandering van continue bewaking

Met ISE kunt u configureren hoe vaak AnyConnect updates over toepassingen naar ISE moet
doorsturen. De standaardinstelling is dat het interval wordt ingesteld op 5 minuten en kan worden
gewijzigd bij Administratie > Instellingen > Post > Algemene instellingen:

Posture General Settings ;

Remediation Timer | 4 Minutes i
MNetwork Transition Delay | 3 Seconds (i
Default PFosture Status Compliant |

Automatically Close Login Success
u / . 0 Seconds (j

Scresn After

Continuous Monitoring Interval Minutes i

Acceptable Use Palicy in Stealth Mode

Posture Lease
(®) Perform posture assessment every time a user connects to the network

() Perform posture assessment every 1 Days (i

-
C = 1o E-t
=l | L ot



Stap 6 (optioneel). Toepassingsnaleving maken

Nadat gegevens vanuit het Endpoint zijn verzameld, kan de naleving van de app worden
gecreéerd bij Context Visibility > Endpoints > [ENDPOINT]:

1.Se|e_cte§rlleca_n toepasﬂsing: N o N

wi Filedilla 3810 FileZilla Project FileShare C:\Program Files (x86

2. Klik op Beleidsacties > Naleving van app maken

— Refresh Paolicy Actions -
piwellle  Create App Compliance  HE
Sornritic | lrdata finr KMicrrnenft Kl 1

3. Vul de velden in een pop-upvenster op:

Create Posture Application Compliance

Posture Policy
Posture Policy will be defined by configuring rules based on operating system and/or

Application Names * other conditions

Identity Groups * Any

Compliance Name * FileZilla-Installed

Description

Operating System * MacOSX Windows

Compliance module 4. or later

Condition

Application State* ¥ Installed Running
Remediation
Remediation Type Automatic
Interval *
Retry Count*

temediation Oplion * = | jnineta)) Kill Process

4. Klik op Opslaan beleid. Deze items moeten worden aangemaakt: Toepassingsvoorwaarden
voor uitstelHandeling voor uitstel van toepassingPostvereistenPostbeleid



Verifiéren

Gebruik dit gedeelte om te bevestigen dat de configuratie correct werkt.

LiveLogs

In RADIUS LiveLogs ziet de stroom eruit als een normale postuur: Verificatie + omleiding naar
provisioningportal > Wijzigen van autorisatie (CoA) > Overeenkomstige houding van conforme
posterijen.

Time Status Details Repeat ... Identity Endpoint ID Posture St... Endpoint P... Authenticat... Authorizati... Authorizati... IP Address

B e
b' b’ b’ b

< <

Endpoint

Na clientprovisioning (als AnyConnect niet eerder was voorzien) en voortdurende bewaking van
de configuratie van interfaces, kan het proces van gegevensverzameling worden geverifieerd bij
Context Visibility and > Endpoints. Klik op het adres van MAC van het eindpunt, zou de pagina
van het eindpunt moeten openen. Deze informatie bevat informatie over toepassingen die op het
eindpunt zelf zijn geinstalleerd:



COu 18 o= H

MAC Address: Clee -1
Username: cisco
I Endpoint Frofie: Microsoll-Workstation
62

‘];L CurrentIP Addeess: 10
i Locasan: Location =+ All Locaticns

o Refresh

Application Name

Security Updale for Micresoft ...

Security Updaie for Microsaf N
Mirosoft NET Framework £.6.1
Google Updale Helped
Windows Update Ageani
Cisco AnyConnedlISE Complia

DAEMON Tools Lite

TRpad32 Standalone Edion (e

Security Lipdate far Microgat N
Viware Tools

BitLockor Diivik Encryption

Cisco AnyConnect Diagnashics ..

Cisto AnyConngt] Securg Mobi

Java Auto Updater

KbazZilla Firgax

Microsof Visual G+ 2008 Redi .

Java B Updae 91

Google Chrome

Cisco AnyConnettProfile Egior
Java

Intarnat Exploser

Wireshark

Windows Backup and Restore
Windows Media Player

FaaZila

Security Updaie for Microsalt N

Java T Update TH

wversdon

4.5 OIS
132415
THT601.19181
424580
44910356
00
9.4.152627462
8.1.7600.16395
4.4.00209
4.4.00209
289115
47.02
8.0.30720.4148
80.910.15
55.0.2863.67
4.1.08005
80.910.15
11.0.9600.18524
1.10.7

6.1.7600.16385

TO.TH

Wendor Running process

Microso® Conporation
Miciaso® Corparabion
Microso® Conparation
Googhe ke

Microso® Conparation
Cisco Sysiems, Inc

Disc SoftiLed

Microsod Comparation
Viwase, Inc
MiEfo%0% Conparation
Cisco Sysiems, Inc
Cistn Systems, Ine
Oracle Corporation
MoZilla Corparason
Microsodt Comporation
Oratle Cofporaton
Google inc

Cisco Sysiems, Ine
Cracle Corporation
Mictosod Corporation
Tha Wireshark developer comm
Microsod Comporation
Microsod Conporation
FileZilla Projest
Microsod Comporation

Oracle

Category
Unclassified
Unclagsified
Unclassifled
Untiassified
PatkhManagament
Untiassified
Unclassified
Untiassified
Unclagsified
Unclassified
DiskEncryplion
Unclassifies
Untiassified
Unclassified
AntiPhishing, Browser
Unciassified
Untlassified
AntiFhishing Browser
Untlassified
Unclassified
AntiFnishing, Browser
Untlassified
BackupClient
Unciassified
Filehara
Unclassified

Wnclassified

¥ Fitter ~

Install Path

Cwindows'MicrosofL...

CAWIndows\System 3y
CAPrOgram Files (x88)...

C\Program Files (x65)

CAFrogram Filesiibe
ClnndowsS s maL
CAProgram Files (x86). .

CAProgram Files (x88)

CIProgram Files (x68)

CAPrOQram Files (x85)
CProgram Files (x85)
CAProgram Files (x88)..
CAProgram Files (<85)
CAProgram Filesinter
CAProgram Files (<85
CuMndows\System3
C:\Program Filesiivind

CAProgram Files (x85)...

CAProgram Files (x84)

Vanwege CSCve82743 moet u het eindpunt twee keer benaderen en op Vernieuwen klikken
om de tabel van toepassingen weer te geven.

Elementen van het postbeleid

Deze elementen moeten met de optie App-naleving maken worden gemaakt:

- Toepassingsvoorwaarden voor uitstel
- Handeling voor uitstel van toepassing

Postvereisten
. Postbeleid

Elk van deze kan worden geverifieerd door ISE GUI. De voorwaarden bevinden zich op Policy >

Policy Elementen > Voorwaarden > Posture > Application Condition:


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve82743/?reffering_site=dumpcr

Application Condition

Rows/Page 25 v 1 1 Go | 11Total Rows
< Refresh & Add & Trashy © T Fitervy v
Name Description Application State Compliance module Categories Check

Herschikkingen zijn te vinden op Policy > Policy Elementen > Resultaten > Posture > Remediation
actions > Application Remediations:

Application Remediation

Rows/Page | 2 A 1 i1 Go | 2Total Rows
= Refresh =+ Add Duplicate @ Trash~ & Edit Y Filter » = 24
Name Description Application State Compliance module Categories
MNotepadplus_Remediation 4 or later
FileZilla-Uninstall_Remediation 4 or later

Vereisten zijn te vinden op Policy > Policy Elementen > Resultaten > Posture > Requirements:

FileZilla-Uninstall_Requirement Windows All 4.3 of |ater Standard FileZilla-Uninstall FileZilla-
Uninstall_Remediation

Piicshian 18R Chark 1ISR Rinrk

Het beleid wordt gevoerd op Policy > Posture:

Posture Policy

B FileZila Uninstal_Falicy Ay Windows A 4xorlater Disabled Filezilla-
Uninstad_Reguirement
= 5

Rapporten

Elk Postrapport van elk EndPoint wordt opgeslagen op ISE en kan worden gecontroleerd bij
Operations > Rapporten. Er zijn te verschillende Postrapporten:

- Beoordeling van de positie door Endpoint - het bevat details over de overeenstemming van de
positie voor een bepaald eindpunt.

- Postbeoordeling door middel van conditionering - het bevat details over posteringspolitieke
voorwaarden. Hieruit blijkt welke voorwaarden zijn mislukt en welke voorwaarden zijn vervuld.
Alleen de verplichte en facultatieve voorwaarden zijn vermeld.

Postbeoordeling per conditionering

Postbeoordeling door middel van conditiontie ziet er uit zoals aangegeven. In dit voorbeeld faalt
een van de verplichte voorwaarden, zodat de status van postuur naar niet-conforme voorwaarden
gaat:



Posture Assessment by Condition & + MyReports | A

E DO D00 Q09900000

< ]

B8

Postbeoordeling door eindpunt

Postbeoordeling per eindpunt:

Posture Assessment by Endpoint @ 4 MyReports | ZExportTow | @ Schedule
From 2017-01-23 00:00:00.0 to 2017-01-30 10:27:40.60

br b/ b/ br b/ B BF B/ B/ BF b BF b B/ BF bF B/ D

E 0D 00D OO0 09000000 O0O0

RowsPage| 100 v

Details van elke postcontrole kunnen worden gecontroleerd door op het pictogram Details Report
te klikken - -0

Problemen oplossen

Deze sectie verschaft informatie die u kunt gebruiken om problemen met uw configuratie op te
lossen.

Van ISE

ise-psc.log bevat alle informatie over houding, inclusief debugs. Pas de uitwerpselen kunnen
worden ingeschakeld bij Beheer > Systeem > Vastlegging > Logconfiguratie van het bug-
logbestand. componentnaam is postuur:



Local Log Settings Mode List > ise22-pri.example.com
- - Debug Level Configuration
Remote Logging Targets

Logging Categaries Edit  [£]) Reset to Default
IMessage Catalog Componant Name «  Log Level Description
e T = R T e
Debug Log Configuration O PassivelD INFO PassivelD events and messages
Collection Filters O policy-engine INFO Palicy Engine 2.0 related messages
O poral INFO Portal (Guest, Hotspot, BYOD, CP) debug messages
O portal-session-manager INFO Portal Session Manager debug messages
O portal-web-action INFO Base Portal debug messages
O Ipasture DEBUG Postura debug messages
O previewportal INFO Preview Portal debug messages

Zodra een eindpunt op het netwerk is aangesloten en AnyConnect bereik op de ISE, controleert
ISE of EP moet worden gecontroleerd aan de hand van de ingestelde posteringcontroles en
detecteert zij de versie van de nalevingsmodule die op het EP is geinstalleerd. Op basis van
verzamelde informatie genereert ISE een vraagstelling voor de EP - NAC agent xml en versleutel
het. Later stuurt ISE deze zoekopdracht naar AnyConnect.

2017-01-04 19:19: 13,686 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture. runtine. PostureHandl erl npl -:cisco:::- About to query posture policy for user
cisco with endpoi nt mac C0-4A- 00-15-75-C8

2017-01-04 19:19: 13,687 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture. runtine. PostureManager -:cCisSCO:::- agentCMVersion=4.2.468.0

agent Type=AnyConnect Posture Agent, groupNanme=OESI S V4 Agents -> found agent group with
di spl ayNane=4.x or |ater

2017-01-04 19:19: 13,687 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.runtine. PosturePolicyUil -:cisco:::- User cisco belongs to groups NAC
Group: NAC: I dent it yGroups: Endpoi nt Identity G oups: Profil ed: Wrkstation, NAC

Group: NAC: I denti t yGroups: Any

2017-01-04 19:19: 13,687 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.runtinme. PosturePolicyUil -:cisco:::- About to retrieve posture policy
resources for os 7 Enterprise, agent group 4.x or later and identity groups [ NAC

Group: NAC: I dentityGroups: Endpoi nt Identity G oups:Profil ed: Wrkstation, NAC

Group: NAC: I denti t yGroups: Any]

2017-01-04 19:19: 13,687 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.runtine. PosturePolicyUil -:cisco:::- Evaluate resourceld NAC

Group: NAC: Post ure: PosturePol i ci es: Apps by agent group with FQN NAC

G oup: NAC. Agent G- oupRoot : ALL: OESI S_V4_Agent s

2017-01-04 19:19: 13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.runtine. PosturePolicyUil -:cisco:::- The evaluation result by agent group for
resourcel d NAC Group: NAC: Post ure: PosturePolicies: Apps is Permt

2017-01-04 19:19: 13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture.runtine. PosturePolicyUil -:cisco:::- Evaluate resourceld NAC

G oup: NAC: Post ure: PosturePol i ci es: Apps by OS group with FQN NAC

G oup: NAC: OsGr oupRoot : ALL: W NDOWS_ALL: W NDOWS_7_ALL: W NDOAS_7 _ENTERPRI SE_ALL

2017-01-04 19:19: 13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.runtine. PosturePolicyUil -:cisco:::- stealth node is O
2017-01-04 19:19: 13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]
ci sco.cpmposture.runtine. PosturePolicyUil -:cisco:::- The evaluation result by os group for

resourcel d NAC Group: NAC: Post ure: PosturePolicies: Apps is Permt

2017-01-04 19:19: 13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture.runtine. PosturePolicyUil -:cisco:::- Evaluate resourceld NAC

Group: NAC: Post ure: PosturePol i ci es: Apps by Stealth node NSF group with FQN NAC

G oup: NAC: St eal t hMbdeSt andar d

2017-01-04 19:19: 13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.runtine. PosturePolicyUil -:cisco:::- Procesing obligation with posture policy
resource with i d NAC G oup: NAC: Post ur e: Post urePol i ci es: Apps

2017-01-04 19:19: 13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture.runtine. PosturePolicyUil -:cisco:::- Found obligation id



urn: ci sco: cepm 3. 3: xacrl : response-qual ifier for posture policy resource with id NAC

Group: NAC: Post ur e: Post ur ePol i ci es: Apps

2017-01-04 19:19:13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture.runtime. PosturePolicyUil -:cisco:::- Found obligation id PostureReqs for
posture policy resource with id NAC Group: NAC: Post ur e: Post ur ePol i ci es: Apps

2017-01-04 19:19:13,688 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture.runtine. PosturePolicyUil -:cisco:::- Posture policy resource id Apps has
foll ow ng associated requirenments []

2017-01-04 19:19:13,720 DEBUG [http-bio-10.48. 26.60-8443-exec-9][]

cpm posture. runti nme. agent . Agent Xm Generator -:cisco:::- policy enforcemmt is 2

2017-01-04 19:19:13,720 DEBUG [http-bio-10.48. 26.60-8443-exec-9][]

cpm posture. runtine. agent. Agent Xm Generator -:cisco:::- sinple condition: [Nane=Apps_Coll ection,
Description=null, Application State =installed, runnning, Provision By =Everything, nonitory

Categories = []]
2017-01-04 19:19:13,720 DEBUG [http-bio-10.48. 26.60-8443-exec-9][]

cpm posture. runtinme. agent. Agent Xm Generator -:cisco:::- check type is ApplicationVisibility
2017-01-04 19:19:13,800 DEBUG [http-bio-10.48.26.60-8443-exec-9][]
ci sco.cpm posture.runtime. PostureHandl erlnpl -:cisco:::- NAC agent xml <?xm version="1.0"

encodi ng="UTF- 8" ?><cl eannmachi nes>
<version>| SE: 2.2.0.423</version>
<encrypti on>0</encrypti on>
<package>
<id>12</id>
<name>Apps_col | ecti on</ name>
<descri pti on>Apps Check</descri pti on>
<version/ >
<t ype>3</type>
<opti onal >2</ opti onal >
<action>3</action>
<check>
<i d>Apps_Col | ecti on</i d>
<cat egor y>12</ cat egory>
<type>1202</type>
<moni t or >ALL</ noni t or >
<eval uati on>peri odi c</ eval uati on>
</ check>
<criteria>(Apps_Collection)</criteria>
</ package>
</ cl eanmachi nes>

2017-01-04 19:19:13,800 INFO [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.util.StatusWil -:cisco:::- StatusUtil - getPosturePolicyHTM

[ <cl eanmachi nes><ver si on>l SE

2.2.0.423</versi on><encrypti on>0</ encrypti on><package><i d>12</i d><name>Apps_col | ecti on</ nanme><de
scripti on>Apps

Check</ descri pti on><ver si on/ ><t ype>3</t ype><opti onal >2</ opti onal ><acti on>3</ acti on><check><i d>Ap
ps_Col | ecti on</i d><cat egory>12</ cat egor y><t ype>1202</t ype><noni t or >ALL</ noni t or ><eval uat i on>peri
odi c</ eval uati on></ check><criteri a>(Apps_Col |l ection)</criteria></package></cl eanmachi nes>]
2017-01-04 19:19:13,800 INFO [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.util.StatusUil -:cisco:::- StatusUtil -getPosturePolicyHTM. - do encrypt
2017-01-04 19:19:13,800 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.util.StatusWil -:cisco:::- Encrypting policy using AES key.

2017-01-04 19:19:13,800 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.util.C pherWil -:cisco:::- Encrypting message using AES.

2017-01-04 19:19:13,800 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.util.StatusWil -:cisco:::- |1V Base 64: AeUQChj 6CP/j MB+cTl A GQ==

2017-01-04 19:19:13,801 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpmposture.util.StatusUil -:cisco:::- StatusUtil.getPosturePolicyHTM () returns <!--X-

Per fi go- User Key=--><!--X-Perfigo-Provi der=Device Filter--><!--X-Perfigo-UserNanme=ci sco--><!--
error=1010--><!-- X-Perfi go- DM Error =1010- - ><! - -user rol e=--><!--X-Perfigo-Oi gRol e=--><!--X-

Per fi go- DM Scan- Req=0- - ><! - - X- | SE- | V=AeUQChj 6CP/ j MB+cTl G GQ==- - ><! - - X- Per f i go- DM Sof t war e-

Li st =f 5aGg8r Uswx 7hFS9WhugNhy/ 6HaSxNt KesoqAj YkecEk56t +I / J93Pt AYUOXLg451NXGhReuFkt | myEPEnVWOs 1bV50
OTuTsY3kEbcuR4p5Sp0cf z/ j 98 YEubNt SKDCUG 5U8dhpQJgMYTV4UcaSP/ DOFXYNLOgFE] PxpPghyWpl zYwepehl X+2vOY
OSzPTEvM2KkDdHTk of +/ UYVBf Gv8Y7YKKI9P61upf Sedl gdynyxUbegknXkoCaW Uawd LVW XAJs2at sOndj Xi t wWNHYz CuH/ nB



z/ YOAUWDLCB/ cut CeyVd 7i j 8wt XUAt 2NpKgeEj 0COOxnp5B35JTBf OSXHf Vj L29E5JALaun6RR8yJI kd4apk7qf | nj su451
CHY/ SbKTMhqj V5bNwXf uCBf ++X6X/ mhOnwk+r 2i WWJJFy qnmiNx B2 BvcJAI XOKOV7xHI hgmLj +et F4Sss/ zwnFT4+WIzKlI +Bp
br Vdnzj UP7+uvbQbl Pt RFqJVI 5St j ZI | PAvLz F\WKbWKI +i t TX6hj qvNhi T2zwkt vl boUZXaBV6y S5/ +5¢ YMU3+EhWI x/ UVo
007sX--><!--X-Perfigo- DM Sessi on- Ti me=240- - >

2017-01-04 19:19:13,801 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture.runtinme. PosturePolicyUil -:cisco:::- User cisco belongs to groups NAC

Group: NAC: I dent it yGroups: Endpoi nt Identity G oups: Profil ed: Wr kst ati on, NAC

Group: NAC: I denti t yGroups: Any

2017-01-04 19:19:13,801 DEBUG [http-bio-10.48.26.60-8443-exec-9][]

ci sco.cpm posture.runtime. PostureHandl erlnpl -:cisco:::- Sending response to endpoint C0-4A- 00-
15-75-C8 http response [[ <!--X-Perfigo-UserKey=--><!--X-Perfigo-Provider=Device Filter--><!--X-
Per f i go- User Nane=ci sco- - ><! --error=1010- - ><! - - X- Per f i go- DM Err or =1010- - ><! - -user rol e=--><!--X-
Perfi go- Ori gRol e=--><! - - X- Perfi go- DM Scan- Req=0- - ><! - - X- | SE- | V=AeUQGhj 6CP/ j MB+cTI G GQ==- - ><! - - X-
Per f i go- DM Sof t war e-

Li st =f 5aGg8r Uswx 7hFS9WhugNhy/ 6HaSxNt KesoqAj YkecEk56t +I / J93Pt AYUOXLg451NXGhReuFkt | mYEPEnVWOs 1bV50
OTuTsY3kEbcuR4p5Sp0cf z/ j 98 YEubNt SKDCUG 5U8dhpOQJgMYTV4UcaSP/ DOFXYNLOgFE] PxpPghyWpl zYwepehl X+2vOY
OSzPTEvM2KDdHTk of +/ UYVBf Gv8Y7YKKIP61upf Sedl gdynyxUbegknXkoCaW Uawd LVW XAJs2at sOndj Xi t wWNHYzCuH/ nB
z/ YOAUWDLCB/ cut CeyVd 7i j 8wt XUAt 2NpKgeEj 0COOxnp5B35JTBf OSXHf Vj L29E5JALaun6RR8yJI kd4apk7qf | nj su451
CHY/ SbKTMhqj V5bNwXf uCBf ++X6X/ mhOnwk+r 2i VWWJJFy qnmiNx B2 BvcJAIXOKOV7xHI hgLj +et FA4Sss/ zwnFT4+WrzKlI +Bp
br Vdnzj UP7+uvbQbl Pt RFqJVI 5St j ZI | PAvLz FWKbWKI +i t TX6hj qvNhi T2zwkt vl boUZXaBV6y S5/ +5¢ YMU3+EhWI x/ UVo
007sX- - ><I --X-Perfigo- DM Sessi on- Ti mne=240--> ]]

2017-01-04 19:19:13,959 DEBUG [http-bio-10.48.26.60-8443-exec-5][]

ci sco.cpm posture.runtime. PostureHandl erlnpl -::::- receiving request fromclient

Q0: 4A: 00: 15: 75: C8 10. 62. 148. 162 bcu5kswo

2017-01-04 19:19:13,966 DEBUG [http-bio-10.48.26.60-8443-exec-5][]

ci sco.cpm posture.runtine. PostureHandl erlnpl -::::- Found the ipAddress that matched the http
request renote address 10.62.148.162 and correspondi ng client mac address C0-4A-00-15-75-C8
2017-01-04 19:19:13,966 DEBUG [http-bio-10.48.26.60-8443-exec-5][]

ci sco.cpm posture.runtine. PostureRunti neFactory -::::- |ooking for Radius session with input

val ues : sessionld: 0a3e946500000066586d3c42, MacAddr: CO-4A-00-15-75-C8, ipAddr: 10.62.148.162
2017-01-04 19:19:13,966 DEBUG [http-bio-10.48.26.60-8443-exec-5][]

ci sco.cpm posture. runtime. PostureRunti neFactory -::::- | ooking for session using session |ID:
0a3e946500000066586d3c42, |P addrs: [10.62.148.162], mac Addrs [ CO-4A- 00- 15- 75- C8]

2017-01-04 19:19:13,966 DEBUG [http-bio-10.48.26.60-8443-exec-5][]

ci sco.cpm posture.runtinme. PostureRunti neFactory -::::- Found session using sessionld
0a3e946500000066586d3c42

Het volledige rapport van AnyConnect. Dit rapport bevat informatie over alle gevonden
toepassingen die overeenkomen met de geconfigureerde toepassingsvoorwaarden.

2017-01-04 19:19: 37,358 DEBUG [ http-bio-10.48.26.60-8443-exec-3][]

ci sco.cpm posture.runtine. PostureHandl erlnpl -::::- UDIDis
766bb955e51e4ab063f d478c63acee81260cab592 for end poi nt CO-4A-00-15-75-C8
2017-01-04 19:19: 37,358 DEBUG [ http-bio-10.48.26.60-8443-exec-3][]

ci sco.cpm posture.runtine. PostureHandl erlnpl -::::- os version fromuser agent is 1.2.1.6.1.4
2017-01-04 19:19: 37,358 DEBUG [ http-bio-10.48.26.60-8443-exec-3][]
ci sco.cpm posture. runtine. PostureHandl erlnpl -::::- Received posture request [paraneters:

reqtype=, userip=10.62.148.162, clientnac=00-4A-00-15-75-C8, os=, osVerison=1.2.1.6.1.4,
architecture=, provider=, state=, userAgent=Mozilla/4.0 (conpatible; WNDON5; 1.2.1.6.1.4,;
AnyConnect Posture Agent v.4.4.00209), session_id=

2017-01-04 19:19: 37,358 DEBUG [ http-bio-10.48.26.60-8443-exec-3][]

ci sco.cpm posture.runtime. PostureHandl erlnpl -::::- Found a session info for endpoint C0-4A-00-
15-75-C8 ci sco

2017-01-04 19:19: 37,358 DEBUG [ http-bio-10.48.26.60-8443-exec-3][]

ci sco.cpm posture.runtime. PostureHandl erlnpl -::::- Got userid cisco fromcache for endpoint CO-
4A- 00- 15- 75- C8/

2017-01-04 19:19: 37,358 DEBUG [ http-bio-10.48.26.60-8443-exec-3][]

ci sco.cpm posture.runtime. PostureHandl erlnpl -::::- Report |V in Base64:

Jj neG&gZcJbnj qMKQy8kJg==

2017-01-04 19:19: 37,359 DEBUG [ http-bio-10.48.26.60-8443-exec-3][]

ci sco.cpm posture. runtine. PostureHandl erlnpl -::::- Using AES shared secret to decrypt report.
2017-01-04 19:19: 37,359 DEBUG [ http-bio-10.48.26.60-8443-exec-3][]

ci sco.cpmposture.util.C pherWil -::::- Decrypting nessage using AES.



2017-01-04 19:19: 37,359 DEBUG [http-bio-10.48.26.60-8443-exec-3][]

ci sco.cpm posture.runtinme. PostureHandl erlnpl -::::- Decrypted report [[

<report ><ver si on>1000</ ver si on><package><i d>12</i d><st at us>1</ st at us><check><chk_i d>Apps_Col | ect
i on</ chk_i d><di ff >0</ di f f ><appl i cati on><di f f >0</ di f f ><i d></ i d><nane>Adobe Fl ash Pl ayer 23

NPAPI </ name><vendor >Adobe Syst ens

I ncor por at ed</ vendor ><ver si on>23. 0. 0. 207</ ver si on><cat egor y>Uncl assi f i ed</ cat egory></ appl i cati on
><appl i cati on><di f f >0</ di f f ><i d>104</ i d><nanme>Adobe Fl ash Pl ayer </ nane><vendor >Adobe Systens

I nc. </ vendor ><ver si on>23. 0. 0. 207</ ver si on><pat h>C: \ W ndows\ SysWWOA64\ Macr onmed\ Fl ash\ </ pat h><cat eg
ory>Uncl assi fi ed</ cat egory></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d>873</i d><nanme>Bi t Locker
Drive Encryption</nanme><vendor>M crosoft

Cor por at i on</ vendor ><ver si on>6. 1. 7600. 16385</ ver si on><pat h>C: \ W ndows\ Syst enB2\ </ pat h><cat egor y>
Di skEncrypti on</ cat egory></ appl i cati on><appl i cati on><di ff>0</di f f ><i d></i d><nane>Ci sco
AnyConnect Di agnostics and Reporting Tool </ nhame><vendor >Ci sco Syst ens,

I nc. </ vendor ><ver si on>4. 4. 00209</ ver si on><pat h>C: \ Program Fi | es (x86)\ G sco\ C sco AnyConnect
Secure Mobility

Cl i ent\ DART\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cati on><di ff >0</di ff><i d
></i d><nane>Ci sco AnyConnect | SE Conpliance Mdul e</ name><vendor >Ci sco Syst ens,

I nc</ vendor ><ver si on>4. 2. 468. 0</ ver si on><pat h>C: \ Program Fil es (x86)\ C sco\ C sco AnyConnect
Secure Mobility

Cl i ent\opswat\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cati on><di f f >0</ di f f ><
i d></i d><name>C sco AnyConnect | SE Posture Mdul e</ nanme><vendor>C sco Systens,

I nc. </ vendor ><ver si on>4. 4. 00209</ ver si on><pat h>C: \ Program Fi | es (x86)\ C sco\ C sco AnyConnect
Secure Mobility

Cl i ent\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y><pr ocess><di f f >0</ di f f ><pi d>704</ pi d><pat h>c:\ pro
gramfiles (x86)\cisco\cisco anyconnect secure mobility

cli ent\vpnagent. exe</ pat h><hash>7D7502DE53F0282A7 AFCO8BE89F54D39FDEC3FAC2A1F32674C76967ADC695E09
</ hash></ pr ocess><pr ocess><di f f >0</ di f f ><pi d>1296</ pi d><pat h>c:\program files (x86)\ci sco\cisco
anyconnect secure mobility

client\aci seagent . exe</ pat h><hash>7E156520C184334D473506FFE8A482997581ACF6ABD34231FDEDC2B9A3A120
66</ hash></ process><pr ocess><di f f >0</ di f f ><pi d>3076</ pi d><pat h>c:\programfil es
(x86)\ ci sco\cisco anyconnect secure nobility

client\vpnui.exe</ pat h><hash>0131258625A16B78125EB2081E8D5678671B6DE52DDA9E0813D4674618177DC3</ h
ash></ process><process><di f f >0</ di f f ><pi d>3384</ pi d><pat h>c:\program files (x86)\cisco\cisco
anyconnect secure mobility

client\aci se. exe</ pat h><hash>8636F5761663A0EB9EDE263609B6 AEFOEA52292E5B093AD4C453097583F365DD</ h
ash></ process><process><di f f >0</ di f f ><pi d>15924</ pi d><pat h>c:\program files (x86)\cisco\cisco
anyconnect secure mobility

client\aci sepost ure. exe</ pat h><hash>7FA4B3B6F688642E800AD53B865DBDCC163FBCA92D83482248DB068BA421
92EA</ hash></ process></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d></i d><nane>Ci sco AnyConnect
Profile Editor</name><vendor>Ci sco Systens,

I nc. </ vendor ><ver si on>4. 1. 08005</ ver si on><pat h>C: \ Program Fi | es (x86)\ C sco\ C sco AnyConnect
Profile

Edi t or\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d></i d
><nane>Ci sco AnyConnect Secure Mbility Cient </ name><vendor>Ci sco Systens,

I nc. </ vendor ><ver si on>4. 4. 00209</ ver si on><cat egor y>Uncl assi fi ed</ cat egory></ appl i cati on><appl i ca
tion><di f f >0</ di ff ><i d></i d><name>Ci sco AnyConnect Secure Mbility Cient</name><vendor>C sco
Systens, Inc.</vendor><versi on>4.4.00209</versi on><pat h>C:\ Program Fil es (x86)\ Ci sco\C sco
AnyConnect Secure Mbility

Cl i ent\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y><pr ocess><di f f >0</ di f f ><pi d>704</ pi d><pat h>c:\ pro
gramfiles (x86)\cisco\cisco anyconnect secure mobility

cli ent\vpnagent. exe</ pat h><hash>7D7502DE53F0282A7 AFCO8BE89F54D39FDEC3FAC2A1F32674C76967ADC695E09
</ hash></ pr ocess><pr ocess><di f f >0</ di f f ><pi d>1296</ pi d><pat h>c:\program files (x86)\ci sco\cisco
anyconnect secure mobility

client\aci seagent. exe</ pat h><hash>7E156520C184334D473506FFE8A482997581ACF6ABD34231FDEDC2B9A3A120
66</ hash></ process><pr ocess><di f f >0</ di f f ><pi d>3076</ pi d><pat h>c:\programfil es
(x86)\ ci sco\cisco anyconnect secure nobility

client\vpnui.exe</ pat h><hash>0131258625A16B78125EB2081E8D5678671B6DE52DDA9E0813D4674618177DC3</ h
ash></ process><pr ocess><di f f >0</ di f f ><pi d>3384</ pi d><pat h>c:\program files (x86)\cisco\cisco
anyconnect secure mobility

client\aci se. exe</ pat h><hash>8636F5761663A0EB9EDE263609B6 AEFOEA52292E5B093AD4C453097583F365DD</ h
ash></ process><process><di f f >0</ di f f ><pi d>15924</ pi d><pat h>c:\program files (x86)\cisco\cisco
anyconnect secure mobility

client\aci sepost ure. exe</ pat h><hash>7FA4B3B6F688642E800AD53B865DBDCC163FBCA92D83482248DB068BA421
92EA</ hash></ pr ocess></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d></i d><nane>C sco NAC Agent



</ name><vendor >Ci sco Systems, |nc.</vendor><version>4.9.5.10</versi on><pat h>C:\ Program Fil es
(x86)\ Ci sco\Cisco NAC

Agent \ </ pat h><cat egor y>Uncl assi f i ed</ cat egor y><pr ocess><di f f >0</ di f f ><pi d>1444</ pi d><pat h>c:\pro
gramfiles (x86)\cisco\cisco nac

agent \ nacagent . exe</ pat h><hash>502EF2A864254A2DF555E029BE2C39E94B111E8B01534D7161826650DE4CEB4D<
/ hash></ process><process><di f f >0</ di f f ><pi d>2320</ pi d><pat h>c:\program fil es (x86)\ci sco\cisco
nac

agent \ nacagent ui . exe</ pat h><hash>DC617419F082BEAF26521E48CB410282631F93F1359E604A4D3D181A04FEELF
B</ hash></ process></ appl i cat i on><appl i cat i on><di f f >0</ di f f ><i d>293</i d><nane>DAEMON Tool s

Li t e</ nane><vendor >Di sc Soft Lt d</vendor ><versi on>4.49. 1. 0356</ ver si on><pat h>C: \ Program Fi | es
(x86)\ DAEMON Tool s

Li t e\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cati on><di ff >0</ di f f ><i d></i d><
name>Di gi tal Operatives PAINT

Bet a</ name><vendor ></ vendor ><ver si on>0. 0</ ver si on><cat egor y>Uncl assi f i ed</ cat egory></ appl i cati on
><appl i cati on><di f f >0</ di f f ><i d></i d><nane>Fi | eZi || a Server </ nanme><vendor>FileZilla

Proj ect </ vendor ><ver si on>beta 0. 9. 44</versi on><path>C:\Program Files (x86)\FileZilla

Ser ver\ </ pat h><cat egor y>Uncl assi f i ed</ cat egor y><pr ocess><di f f >0</ di f f ><pi d>1408</ pi d><pat h>c: \ pr
ogramfiles (x86)\filezilla server\filezilla

server. exe</ pat h><hash>E8DB1409DB694A90C759F418346AE5D71014AE3513A8B865B50923AD0ODFEE395</ hash></
process><process><di f f >0</ di f f ><pi d>2348</ pi d><pat h>c:\program files (x86)\filezilla
server\filezilla server

i nterface. exe</ pat h><hash>F57B0A7F4A9EBAACCLA67323EBB93D96FA910524FAE842953551DBA103EF71C5</ hash
></ process></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d>180</i d><nane>Fi | ezZi | | a</ nhame><vendor >Fi
leZilla Project</vendor><version>3.8. 1. 0</versi on><path>C:\Program Fil es (x86)\FilezZilla FTP

Cl i ent\ </ pat h><cat egor y>Fi | eShar e</ cat egor y></ appl i cati on><appl i cati on><di ff >0</ di f f ><i d>39</i d>
<nanme>Googl e Chr one</ nane><vendor >Googl e

I nc. </ vendor ><ver si on>55. 0. 2883. 87</ ver si on><pat h>C:\ Program Fi | es

(x86)\ Googl e\ Chr orre\ Appl i cat i on\ </ pat h><cat egor y>Ant i Phi shi ng, Browser </ cat egor y></ appl i cati on><a
pplicati on><di f f >0</ di f f ><i d></i d><name>Coogl e Updat e Hel per </ name><vendor >Googl e

I nc. </ vendor ><ver si on>1. 3. 24. 15</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i ca
tion><di f f>0</di ff><i d>100</i d><nane>| nt er net Expl or er </ nane><vendor >M cr osoft

Cor por at i on</ vendor ><ver si on>11. 0. 9600. 18524</ ver si on><pat h>C: \ Program Fi | es\ | nt er net

Expl or er\ </ pat h><cat egor y>Ant i Phi shi ng, Browser </ cat egor y></ appl i cati on><appl i cati on><di f f >0</ di f
f ><i d></i d><nane>Java 7 Update

79</ nane><vendor >O acl e</ vendor ><ver si on>7. 0. 790</ ver si on><pat h>C: \ Program Fi | es

(x86)\ Java\jre7\ </ pat h><cat egor y>Uncl assi fi ed</ cat egory></ appl i cati on><appl i cati on><di f f >0</ di f f
><j d></i d><nane>Java 8 Update 91</name><vendor >Cracl e

Cor por at i on</ vendor ><ver si on>8. 0. 910. 15</ ver si on><pat h>C: \ Program Fi | es

(x86)\Java\jrel. 8. 0_91\ </ pat h><cat egor y>Uncl assi f i ed</ cat egor y></ appl i cati on><appl i cati on><di ff>
0</ di f f ><i d></ i d><name>Java Aut o Updat er </ name><vendor >Or acl e

Cor por at i on</ vendor ><ver si on>2. 8. 91. 15</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><
appl i cation><di f f>0</di f f ><i d>111</i d><nane>Java</ nane><vendor >Or acl e

Cor por at i on</ vendor ><ver si on>7. 0. 790. 15</ ver si on><pat h>C: \ Program Fi | es

(x86)\ Java\jre7\ bi n\ </ pat h><cat egor y>Uncl assi f i ed</ cat egor y></ appl i cati on><appl i cati on><di f f >0</
di f f ><i d>111</i d><nane>Java</ nane><vendor >Or acl e

Cor por at i on</ vendor ><ver si on>8. 0. 910. 15</ ver si on><pat h>C: \ Program Fi | es

(x86)\Java\jrel. 8. 0_91\ bi n\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cati on><d
i ff>0</diff><id></id><name>M crosoft .NET Framework 4.6.1</name><vendor>M crosoft

Cor por at i on</ vendor ><ver si on>4. 6. 01055</ ver si on><pat h>C: \ W ndows\ M cr osof t . NET\ Fr anewor k64\ v4. 0.
30319\ Set upCache\ v4. 6. 01055\ </ pat h><cat egor y>Uncl assi f i ed</ cat egor y></ appl i cati on><appl i cati on><
di ff>0</di f f><i d></i d><name>M crosoft Network Monitor 3.4</name><vendor>M crosoft

Cor por at i on</ vendor ><ver si on>3. 4. 2350. 0</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on>
<appl i cati on><di f f >0</ di f f ><i d></ i d><name>M crosoft Network Monitor: NetworkMonitor Parsers

3. 4</ name><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>3. 4. 2350. 0</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on>
<appl i cati on><di f f >0</ di f f ><i d></i d><name>M crosoft Visual C++ 2008 Redistributable - x64

9. 0. 30729. 4148</ name><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>9. 0. 30729. 4148</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cat
i on><appl i cati on><di f f >0</ di f f ><i d></i d><name>M crosoft Vi sual C++ 2008 Redi stributable - x86

9. 0. 30729. 4148</ name><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>9. 0. 30729. 4148</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cat
i on><appl i cati on><di ff>0</di ff><i d>44</i d><name>Mozi |l a Firef ox</ name><vendor>Mbzill a

Cor por at i on</ vendor ><ver si on>47. 0. 2</ ver si on><pat h>C: \ Program Fil es (x86)\ Mzilla

Fi r ef ox\ </ pat h><cat egor y>Ant i Phi shi ng, Br owser </ cat egor y><pr ocess><di f f >0</ di f f ><pi d>8292</ pi d><p



ath>c:\programfiles (x86)\nozilla
firefox\firefox.exe</path><hash>47F80E4FCACA3FAF468D94F5D51AAC78A125CC720FCBEAOB88B5F29D06719CE9
</ hash></ process></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d></i d><nane>Mozi | | a Mai nt enance

Ser vi ce</ name><vendor >Mbzi | | a</ vendor ><ver si on>47. 0. 2. 6148</ ver si on><cat egor y>Uncl assi fi ed</cat e
gory></ appl i cati on><appli cation><di ff>0</diff><i d>298</i d><name>Not epad++</ nane><vendor >Not epad+
+ Teanx/vendor ><ver si on>6. 63</ ver si on><pat h>C: \ Program Fi | es

(x86) \ Not epad++\ </ pat h><cat egor y>Uncl assi fi ed</ cat egory></ appl i cati on><appl i cati on><di f f >0</ di f f
><i d></i d><nane>Security Update for Mcrosoft .NET Framework 4.6.1

(KB3122661) </ nane><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>1</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cat
i on><di f f >0</ di f f ><i d></i d><nane>Security Update for Mcrosoft .NET Framework 4.6.1

(KB3127233) </ nane><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>1</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cat
i on><di f f >0</ di f f ><i d></i d><nane>Security Update for Mcrosoft .NET Framework 4.6.1
(KB3136000v2) </ name><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>2</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cat
i on><di f f >0</ di f f ><i d></i d><nane>Security Update for Mcrosoft .NET Framework 4.6.1

(KB3142037) </ nanme><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>1</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cat
i on><di f f >0</ di f f ><i d></i d><nane>Security Update for Mcrosoft .NET Framework 4.6.1

(KB3143693) </ nane><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>1</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cat
i on><di f f >0</ di f f ><i d></i d><nane>Security Update for Mcrosoft .NET Framework 4.6.1

(KB3164025) </ nanme><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>1</ ver si on><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cat
i on><di f f >0</ di f f ><i d></i d><nanme>TP- LI NK TL- WDN3200 Dri ver </ name><vendor >TP-

LI NK</ vendor ><ver si on>1. 1. 0</ ver si on><pat h>C: \ Program Fil es (x86)\ TP-LI NK\ TP- LI NK W r el ess
Configuration Uility and

Dri ver\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d></i d
><nanme>Tft pd32 Standal one Edition (renove

onl y) </ name><vendor ></ vendor ><ver si on>0. 0</ ver si on><cat egor y>Uncl assi fi ed</ cat egory></applicatio
n><appl i cat i on><di f f >0</ di f f ><i d></ i d><nanme>VMnar e Tool s</ nane><vendor >VMnar e,

I nc. </ vendor ><ver si on>9. 4. 15. 2827462</ ver si on><pat h>C: \ Progr am Fi | es\ VMnrar e\ VMnar e

Tool s\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y><pr ocess><di f f >0</ di f f ><pi d>952</ pi d><pat h>c: \ pr og
ram fil es\vimar e\ vimar e

t ool s\ vt ool sd. exe</ pat h><hash>5C642EF7F4EF65A0445B2C2CD227F9431835712EE7F1BD4D01D1F7472199DE47<
/ hash></ process><process><di f f >0</ di f f ><pi d>1516</ pi d><pat h>c:\ program fi | es\ vhwar e\ vhmar e

t ool s\ vt ool sd. exe</ pat h><hash>5C642EF7F4EF65A0445B2C2CD227F9431835712EE7F1BD4D01D1F7472199DE47<
/ hash></ process></ appl i cati on><appl i cati on><di ff >0</di f f ><i d></ i d><name>W nPcap

4. 1. 3</ nane><vendor >Ri ver bed Technol ogy,

I nc. </ vendor ><ver si on>4. 1. 0. 2980</ ver si on><cat egor y>Uncl assi f i ed</ cat egor y></ appl i cati on><applic
ati on><di f f >0</ di f f ><i d>300</ i d><nane>W nPcap</ nane><vendor >Ri ver bed Technol ogy,

I nc. </ vendor ><ver si on>4. 1. 0. 2980</ ver si on><pat h>C: \ Program Fi | es

(x86)\ W nPcap\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on><appl i cati on><di f f >0</ di ff ><
i d>923</i d><name>W ndows Backup and Rest or e</ name><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>6. 1. 7600. 16385</ ver si on><pat h>C: \ W ndows\ Syst enB2\ </ pat h><cat egor y>
Backupd i ent </ cat egor y></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d>362</ i d><name>W ndows

Def ender </ nane><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>6. 1. 7600. 16385</ ver si on><pat h>C: \ Progr am Fi | es\ W ndows

Def ender\ </ pat h><cat egor y>Ant i Mal war e</ cat egor y></ appl i cat i on><appl i cat i on><di f f >0</ di f f ><i d>283
</ i d><name>W ndows Firewal | </ nane><vendor >M cr osoft

Cor por at i on</ vendor ><ver si on>6. 1. 7600. 16385</ ver si on><pat h>C: \ W ndows\ Syst enB2\ </ pat h><cat egor y>
Fi reval | </ cat egor y></ appl i cat i on><appl i cati on><di f f >0</ di f f ><i d>1612</i d><name>W ndows Medi a

Pl ayer </ nanme><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>12. 0. 7601. 23517</ ver si on><pat h>C: \ Program Fi | es\ W ndows Medi a

Pl ayer\ </ pat h><cat egor y>Uncl assi f i ed</ cat egor y><pr ocess><di f f >0</ di f f ><pi d>1596</ pi d><pat h>c: \ pr
ogram fil es\wi ndows nedi a

pl ayer \ wnpnet wk. exe</ pat h><hash>306467D280E99D0616E839278A4DB5BED684F002AE284C3678CABB5251459CB3
</ hash></ process></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d>1587</i d><nane>W ndows Security
Heal t h Agent </ nane><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>6. 1. 7600. 16385</ ver si on><pat h>C: \ W ndows\ Syst enB2\ </ pat h><cat egor y>
Heal t hAgent </ cat egor y></ appl i cat i on><appl i cati on><di ff >0</di ff ><i d>1090</ i d><nanme>W ndows Updat e
Agent </ nane><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>7. 6. 7601. 19161</ ver si on><pat h>C: \ W ndows\ Syst enB2\ </ pat h><cat egor y>



Pat chManagenent </ cat egor y></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d>1106</ i d><nanme>W ndows
VPN d i ent </ nane><vendor >M cr osof t

Cor por at i on</ vendor ><ver si on>6. 1. 7600. 16385</ ver si on><pat h>C: \ W ndows\ Syst enB2\ </ pat h><cat egor y>
VPNCl i ent </ cat egor y></ appl i cati on><appl i cati on><di f f >0</ di f f ><i d>207</i d><nane>W r eshar k</ name><
vendor >The W reshark devel oper conmmunity</vendor ><versi on>1. 10. 7</ ver si on><pat h>C: \ Program Fi | es
(x86)\ W r eshar k\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y></ appl i cati on></ check></ package></r eport

> 11

Alle rapporten zijn XML strings. Rapport voorbeeldopmaak:

<report>

<ver si on>1000</ ver si on>

<package>

<id>12</id>

<st at us>1</ st at us>

<check>

<chk_i d>Apps_Col | ecti on</ chk_i d>
<di ff>0</diff>

<appl i cation>

<di ff>0</diff>

<i d>104</i d>

<name>Adobe Fl ash Pl ayer </ name>
<vendor >Adobe Systens |nc.</vendor>
<ver si on>23. 0. 0. 207</ ver si on>

<pat h>C: \ W ndows\ SysWOW64\ Macr oned\ Fl ash\ </ pat h>
<cat egor y>Uncl assi fi ed</ cat egory>
</ application>

<appl i cation>

<di ff>0</di ff>

<id></id>

<name>Ci sco AnyConnect | SE Posture Mdul e</ name>

<vendor >Ci sco Systens, |nc.</vendor>

<ver si on>4. 4. 00209</ ver si on>

<pat h>C:\ Program Fi |l es (x86)\Ci sco\Ci sco AnyConnect Secure Mbility Cient\</path>

<cat egor y>Uncl assi fi ed</ cat egory>

<process>

<di ff>0</di ff>

<pi d>704</ pi d>

<path>c:\program files (x86)\cisco\ci sco anyconnect secure nobility client\vpnagent.exe</path>
<hash>7D7502DE53F0282A7 AFC98BE89F54D39FDEC3FAC2A1F32674C76967ADC695E09</ hash>

</ process>

<process>

<di ff>0</diff>

<pi d>1296</ pi d>

<path>c:\program files (x86)\cisco\cisco anyconnect secure nobility client\aci seagent. exe</path>
<hash>7E156520C184334D473506FFE8A482997581 ACF6ABD34231FDEDC2B9A3A12066</ hash>

</ process>

<process>

<di ff>0</diff>

<pi d>3076</ pi d>

<path>c:\program files (x86)\cisco\cisco anyconnect secure nobility client\vpnui.exe</path>
<hash>0131258625A16B78125EB2081E8D5678671B6DES52DDA9E0813D4674618177DC3</ hash>

</ process>

<process>

<di ff>0</di ff>

<pi d>3384</ pi d>

<path>c:\program files (x86)\cisco\cisco anyconnect secure nobility client\acise.exe</path>
<hash>8636F5761663A0EBI9EDE263609B6 AEFOEAS52292E5B093AD4C453097583F365DD</ hash>

</ process>

<process>

<di ff>0</diff>



<pi d>15924</ pi d>

<pat h>c:\program files (x86)\cisco\cisco anyconnect secure mobility

client\aci seposture. exe</ pat h>

<hash>7FA4B3B6F688642E800AD53B865DBDCC163FBCA92D83482248DB068BA42192EA</ hash>

</ process>
</ application>
</ check> </ package> </report>

AnyConnect stuurt alleen volledige rapporten over de eerste verbinding. Verder worden er alleen
maar veranderingen aangebracht. Zo werd bijvoorbeeld Kladblok++ na een tijdje gestart:

2017-01- 04 19: 24: 37,929 DEBUG [htt p- bi o- 10. 48. 26. 60- 8443- exec- 7] []

ci sco.cpm posture. runtine. PostureHandl erlnpl -::::

- Received posture request [paraneters:

reqtype=, userip=10.62.148.162, clientnac=00-4A-00-15-75-C8, os=, osVerison=1.2.1.6.1.4,
architecture=, provider=, state=, userAgent=Mzilla/4.0 (conpatible; WNDOA5;, 1.2.1.6.1.4,

AnyConnect Posture Agent v.4.4.00209), session_id=

2017-01- 04 19: 24: 37, 929 DEBUG [htt p- bi o- 10. 48. 26. 60- 8443- exec- 7] []

ci sco.cpm posture. runtine. PostureHandl erlnpl -::::

15-75-C8 ci sco

- Found a session info for endpoint CO-4A-00-

2017-01- 04 19: 24: 37,929 DEBUG [htt p- bi o- 10. 48. 26. 60- 8443- exec- 7] []

ci sco.cpm posture. runtine. PostureHandl erlnpl -::::

4A- 00- 15- 75- C8/

- Got userid cisco fromcache for endpoint CO-

2017- 01-04 19: 24: 37,929 DEBUG [htt p- bi o- 10. 48. 26. 60- 8443- exec- 7] [ ]

ci sco.cpm posture. runtine. PostureHandl erlnpl -::::

Jj neG&ZcJbnj qMKQy8kJg==

- Report IV in Base64:

2017-01- 04 19: 24: 37,929 DEBUG [htt p- bi o- 10. 48. 26. 60- 8443- exec- 7] []

ci sco.cpm posture. runtine. PostureHandl erlnpl -::::

- Using AES shared secret to decrypt report.

2017-01-04 19:24:37,929 DEBUG [http-bi o-10. 48. 26. 60- 8443-exec-7][]
ci sco.cpmposture.util.C pherUil -::::- Decrypting nessage using AES
2017-01- 04 19:24: 37,930 DEBUG [http-bi o-10. 48. 26. 60- 8443- exec- 7] []

ci sco.cpm posture. runtine. PostureHandl erlnpl -::::

- Decrypted report [|[

<report ><versi on>1000</ ver si on><package><i d>12</i d><st at us>1</ st at us><check><chk_i d>Apps_Col | ect
i on</chk_i d><di ff>1</di ff ><appl i cati on><di f f >2</ di f f ><i d>298</i d>

<vendor >Not epad++ Teanx/vendor ><ver si on>6. 63</ ver si on><pat h>C: \ Program Fi | es
(x86) \ Not epad++\ </ pat h><cat egor y>Uncl assi fi ed</ cat egor y><pr ocess><di f f >0</ di ff >

<path>c:\programfiles

(x86) \ not epad++\ not epad++. exe</ pat h><hash>43E9F528CD2405E6DD117857D440A634769C6E11CAD986605354C2
605B6E7D84</ hash></ process></ appl i cati on></ check></ package></report> ]]

Opgemaakt:

<report>

<ver si on>1000</ ver si on>
<package>

<id>12</id>

<st at us>1</ st at us>
<check>

<chk_i d>Apps_Col | ecti on</chk_i d>
<di ff>1</diff>
<appl i cati on>

<di ff>2</diff>

<i d>298</i d>



<vendor >Not epad++ Teanx/ vendor >

<versi on>6. 63</ ver si on>

<pat h>C:\ Program Fi | es (x86)\ Not epad++\ </ pat h>
<cat egor y>Uncl assi fi ed</ cat egory>

<process>

<di ff>0</diff>

<pat h>c:\programfiles (x86)\notepad++\ not epad++. exe</ pat h>
<hash>43E9F528CD2405E6DD117857D440A634769C6E11C4D986605354C2605B6E7D84</ hash>
</ process>

</ application>

</ check>

</ package>

</report>

Van AnyConnect

Bestand AnyConnect_ISEPosture.txt bevat alle bijpehorende stammen en uiteinden. Dit bestand
is te vinden in DART-bundel op een eindpunt. Hier is een voorbeeld van een periodiek rapport, dat
met AES256 is versleuteld:

Rk R b O R O R Rk O bk S

Dat e . 01/ 04/ 2017
Ti me : 19:34: 38
Type : Unknown
Sour ce . acise

Description : Function: Authenticator::bl dvbnitorReport
Thread Id: 0xD3C

File: Authenticator.cpp

Li ne: 724

Level: info

Moni t or Report:

&user _key=dunmykey&cmr10&ops=1&mac_| i st =C0%8a4A%Ba00%3al5%38a75%3aC3& p_| i st =109%2e62%R2e148%R2e162&
host name=TSOPREK%2dW N7%2d1&udi d=766bb955e51e4ab063f d478c63acee81260ca592&dm report _client | V=Jj

neGgZcJbnm qMKQcy8kJg¥B3d¥3d&dm r epor t =2y VWWY7Qz HACY%2f DVEESSAabEZt YLt xNE7Qgy O0a85Dg02Ts40k8s1 r BMB7
S292f e2Hs OURCP4KkT Y4Ap8%2bh¥2f qS¥2bi wo0CZej KG¥2bVbF7RTRqZyr g2veWAw EDs Sb%2bgWRRdz v Zf Sj S3G4ApQ 07
gnf ExwN1l vCqr VOpl j 17TAcVXEht 8NkDgOOT9j M2f TNHY2f MKl | c006Ha5j uJo4Yt WDWY92bnCancwy/8d¥3d.

Rk I R b O R O R I O bk S

Dat e . 01/ 04/ 2017
Ti me : 19:34: 38
Type : Unknown
Sour ce . acise

Description : Function: Authenticator::buil dAndSendHtt pMsg
Thread Id: 0xD3C

File: Authenticator.cpp

Li ne: 196

Level : debug



MSG_SN HTTP_REQUEST, {{url="https://ise22-pri.exanple.com 8443/ auth/perfigo_validate.jsp"},
{server="ise22-pri.exanple.com}, {method="post"}, {object_path=""}, {reuse_existing=1},

{cl ose_when_done=0},

{pkt =" &user _key=dumykey&cnr10&ops=1&nmac_|I i st =C0¥%3a4A%3a00%8al15%8a75%8aC8& p_| i st =10%2e62%2e148%
2e162&host name=TSOPREK%2dW N7%2d1&udi d=766bb955e51e4ab063f d478c63acee81260ca592&dm report _cli ent
_1'V=Jj neGgZcJbnj qVKQcy8kJg¥3d¥8d&dm r epor t =2y WwW7Qz HWCY%2f DVEESSAabEZt YLt xNE7Qgy O0a85Dg02Ts40k8s
I r BMB7S292f e2Hs OURCP4AKkf Y4AAp892bh92f qS¥2bi wo0CZej K&2bVbF7RTRqZyr g2veWAw EDs Sh%2bgWRRdzv Zf Sj S3G4
ApQ 07gnf ExwN1I vCqr VOpl j 17TAcVXEht 8NkDg0OT9j M2 TNHYRZf MKl | c006Ha5j uJo4dYt WOWy92bnOCancw/8d93d" },

{path=""}, {type=1}}.

Rk S O O O O

Dat e . 01/ 04/ 2017
Ti me : 19:34: 39
Type : Unknown
Sour ce . aci se

Description : Function: HttpHandl er::createQutgoi ngHTTPSMessage
Thread Id: 0xD3C

File: HttpHandler.cpp

Li ne: 295

Level : debug

MSG_NS_HTTP_RESPONSE, {{success=1}, {pkt="<!--error=0--><!--X-Perfigo-DM Error=0--><!--X-
Perfigo-Mnitoring-Interval =5-->"}, {type=1}}.
Gemeenschappelijke kwesties

AnyConnect kan ISE niet bereiken

In dit geval bevat AnyConnect_ISEPosture.txt fouten:

Rk I R b O R O R R O bk S S

Dat e . 01/ 04/ 2017
Ti me : 20:04: 40
Type : Unknown
Sour ce . acise

Description : Function: Authenticator::buil dAndSendHtt pMsg
Thread Id: 0xD3C

File: Authenticator.cpp

Li ne: 196

Level : debug

MSG_SN HTTP_REQUEST, {{url="https://ise22-pri.exanple.com 8443/ auth/perfigo_validate.jsp"},
{server="ise22-pri.exanple.com}, {method="post"}, {object_path=""}, {reuse_existing=1},

{cl ose_when_done=0},

{ pkt =" &user _key=dumykey&cnr10&ops=1&mac_|I i st =C0%3a4A%3a00%8al15%8a75%8aC8& p_| i st =10%2e62%2e148%
2e162&host name=TSOPREK%2dW N7%2d1&udi d=766bb955e51e4ab063f d478c63acee81260ca592&dm report _cli ent
_1'V=Jj neGgZcJbnj qVKQcy8kJg¥3d¥8d&dm r epor t =2y WW7Qz HWCY%2f DVEESSAabEZt YLt xNE7(Qgy O0a85Dg02Ts40k8s
I r BMB7S292f e2Hs OURCP4AKkf YAAp892bh92f qS¥2bi wo0CZej K&2bVbF7RTRqZyr g2veWAw EDs Sh%2bgWRRdzv Zf Sj S3G4
ApQ 07gnf EXwN1Pdu7Azt Tn9%2f 3VYphOWNF1j G j XSuTFnr 38e%2bvDXQnx7avYHs9nmeVIl t YqA6 Mec AJK3WIKBNSr K1bYj mi
vzkAPgR2Luof | nA91 cNOTZQAi N92f knG | Lgsi V5eV6j | MSUeCakKs Twy 1gbPsFz99eKdt aCW 1F¥%2f s AmvLApj pkeOl MKor
XXkvpJURt At OVK75I t XdykC85i hgHcl 10JWr'm pvIl ppk5MuCZj i hQbXI dr 5%2f QvdpB8eRgMHF1i CK1gx 961 wwdz BSf r %2bg
r cF4072f YYNGa9c YnTFShgW/2bxr nBDcJ1GUo YE9KSNTF GQO1p4Nr cblLj pM79el4v14Ygf Ghnsf kt wxf ABpY7A6j mL3BI p30
9gnVnoTgaaccqgkW6uTY¥2bPkj VOyr Ogd OCYwUWMUMVgpct GKor xx 1C31 wxhBWInvRY9p2LRdePRgNCN8hpi esyk%@2bzTny X
0CaNdHD6%2bGEME09Q Qvwr L9dcvr UxxHt | QcIPekXaj XPf n98FpC8z%2b966t cz4Df MN6gi Sl Ef K6y5%2bMok 00ALY2f V4 X
My296PDoc Gae TKLOUR7 QkI 92b7S2f vy@f Cf Zdi QaTndZ6zHWIi ng5JBREl nuKl 9hWRN2c PERcDn641 SZZSi z9yPoJPl PPpFs
f ggkc2PdSOCEEt M M2bBj NKcFx2Tcsq76eYf Dt vDg9t Gzj ST8opl nl | i XdAzdbeWsj CAer CvS73xg2vd2DHf pFl r d51 Va3q



wo3Vov3nFi Az4| 31 r | 1f OHj AE7r CZTy2dWU455i cG mO¥2bCVAS3SzWCea4f Zu3f Ahm hAVQKELcFZ4CyyBv89340vwW62Bxu
5i j OwbHOSt A8TSbxJXyu@GBw8cqgTPf ulUt gPLX6nW cRZ6p13MuQTq¥%@2bKZLZ7hwy2Ur f 101G 90PGy05zuJZAuQ nW2bkJIKU
6ycXHZol17Ut i 3Dl TCy0%2f @2bQ2gi xzBl pnict ekKIO243r Zi UlwbOUPW.z GunBydRu3i n2Li Di sXquAu7i pY5POD475AZN
3Cd6énl | PP5SMOr a493ChX41 | 39q%2bi r T19%2f 5F7t | %2f KLv20f WFCX2f j Kbf u%2bFe4Q bdt i SCvLkyZ%2bWDWBMASXHGEL 1
CoEr bj 4LJP3h4oqLt 017ri GCYMYR2bRHZXNIA2bw cf gY4w2FE4hr LOcC6D3YgZx HHpUe T4gMXoXj OEIWODX QWEl c9yf oed2
bDgJ4Fy69%2f XcOymDFYU70CQouAcONWPKZWhZn4@BmVEZI GoaeOFcx91 M6MA7I cMvboOr 78aUk8MB4h5f 4sK6JxHz 75B6Jy Tx 3
HV2bxFDJI3j 5Ut UYj 1oi r 4CLQIgRSABhMDGXghAN4ACc4wA4y 790bh2F5PxkVXMGYb4ghFNt 3j | HGXRVENPT Ykel nDOf alnivirhd
UXEY2f VAshJ8azwe GCUY2f NhSk CATRXb5UDAneaSkwe3mdbc Rt f BbNZ11 5CNQVH8ZPZsKI GCNpD6dOYk Sxa%2f f Er Ygl mnEzm
9i t wSzUuj QXI %2f 8%2f %2f Kewc9j eBuj wHqgnj ul Yg5sJbj k9%2bqgc%2f w5hKHTbxFacnFJI gvJhH 3nmht 80RCOEbbs ULoAKL
f vLe492f E92bqgFj Ce02bw4sQuulssMKxLsNQVCTI ZFzhl 0K6BZdf 01RonKGOMEGLKY2f t SDNC4ey QM@ewYhgpoz DVHWLY pr p
VY9Ugc TvFVShOVy%2bWie4b0dt mPdhbChvvsQoSgnx | X6a8GN4AAWXEOE7 CoP6%2f FZi TAJTuxUKM C1nBi Asr Aur JugnEgaK
KugSNkl 9y 7bgSi YB6zkt hDcl EyBFW 1r AEcf HGoMIs59aJod XnPSAA9Fuy gLCVWBY2f 3WFZ03ef hTvi z2101GB%2f s WKk ROW6
2f R560NH2wz Unkmh9oczFaYLpJPzg6k47oh1zmDIr aqyvWyzzf Pl i pa7EKK8YvsuO4BCFgM DZt YZnCO6B9 CFoKDCNJ EQVi|
%2bhTdzFCA4GpelLEANT7y1j 113i TVOR2f aWl nNLaRMU2Zi wuKy %2bd20H55LgnLBCxr UUI MH7 Ku4vhd%2f YvWLNVpcZZ0L %2
bWOk Moephk 2 XXE4OQAY7Rk92f ¥2f RnCbbH FOVQTEVCoxNneBEl | eaj K¥2f xX6COBZBaebAVY!l uwdGkkkt vgQegWzM ygbs
vzy UMz q%2f hgKY7vVMAUey CsBnybuGPSI LJI kMydgj i z%2baUZs Oy Zs UEY2b7PPyi gphgXNRf Q6t j 8wTzq7a2Z5XgCYI 10Pi
gj 1mg6hY1Ti RYuPanyBgh61LFKxbl kpQIX2339pqB4RBOz F4%2f 3Csvf j U302NSU9f ypX5dBYubAZt 80DOBe84FSnQ X3pf X
292f VOLgcl yWhxC2QSOf Hoe6TgkCi Cal | 92f gUHW e CogbgL O6s5f f BONMUCXhIJW/R2 HLEqKcsFz A%2ba%2f 2Q0%2bs2n9R
gl xdd55bg67LXVPE Kh2dbVHj ghXj G0nLEt VWCf s8oMJI g%2bmi p%2f dA7wDz 4Nsma2WugEhQ pf FbL2TxHLhEOr %2bwy
3t %2bosvt aXNJZg84LJIKpt 3J%2bnt0pnl BH5S5H7zr NDKUNI YXY8BD5n1cl Zi 4wwkRI p62avIw7l N22zNHsj p7NUj TYwWI X2
fllti1TKXj PZui t WY2bl TeCRRHzeoaeGhz E1E%2bGSSqenw? F1wx4wdJ XHDaj H/2bY4i X7z2Y4Or Y1IQQ eeSOKWwWSHdi Cp
uHThM LMSpz%2f Gagw7KealLEe9Fxwr OYI LSY2f XuBSt Z1XQpbQHI | HOZdQov 2l 92bAY2f 3] 3Gval Sul %2f 0YVW PPPI C2Ogk
SSbd4Hy XXh9TEB8dhDnf ucy5VEZ5MsuOTgyt kK ALNSKOt 9cyvs AcWIQX OuVAVhy BeaMPJ AvdE9f XUi H628e MDOPHvt 3cLOGYd
RROVBUcszI Ft JNI ASAX] 7abdbc6VZ8DgX4Yf J1xgTqg2gKSJIgXvt bi 5BJU49BGaxu01Ta6eBo2ABLt gBxKzb8DYNYqy qRBY2
bYkgr 5YdU6z6val5j QI YGUIYWWZ8XxDsKvYHz 1f UFAH dzxkqg44ny NAj D1HODoYhQaXU 20UxXkgOOwskBgTf nKj 9DQJhs5@Q88
i1 ebAbHHXNBGTZSIpP51j @ sPSUi 3doX3Mz8E7WBpYpt xt WL XPwe SHhkxuhW bVKKQRTgMbuSXCPQOPDAqcc6NybV2t 1BK3G
h@SPzs Bk 3wkl dK7CYuUWWpKTMNLZDVF8i 25DoGpAOKSnbs 3VMAUKLA9CGob5y s W2 su2TVBr JZDOsa3L%2bNoF2b01f 8BC3
2e.

Rk I O O O O

Dat e . 01/ 04/ 2017
Ti me : 20:04: 41
Type : Unknown
Sour ce . aci se

Description : Function: hs_transport_w nhttp_post
Thread |d: 0xD3C

File: hs_transport_w nhttp.c

Li ne: 5776

Level : debug

unable to send request: 12029.

Rk S O O O

Dat e . 01/ 04/ 2017
Ti me : 20:04: 41
Type : Unknown
Sour ce . aci se

Description : Function: HttpHandl er::createQutgoi ngHTTPSMessage
Thread Id: 0xD3C

File: HttpHandler.cpp

Li ne: 295

Level : debug

MSG_NS_HTTP_RESPONSE, {{success=0}, {pkt=""}, {type=1}}.

Rk I S O

Dat e : 01/ 04/ 2017
Ti ne 1 20:04: 41
Type : Error



Sour ce . aci se

Description : Function: Authenticator::parsePostureData
Thread |d: 0xD3C

File: Authenticator.cpp

Li ne: 257

Level : error

Failed to communicate with CAS..

Rk S O O O O

Dat e : 01/04/ 2017
Ti me : 20:04: 41
Type : Error

Sour ce . aci se

Description : Function: SMNavPosture:: SMP_handl eMoni t or Resp
Thread Id: 0xD3C

Fil e: SWMNavPosture. cpp

Li ne: 495

Level : error

Failed to parse monitor response.

Rk I S

ISE werpt "ongeldige" fout af bij het maken van App-naleving vanuit EP-weergave

De meest voorkomende reden om tijdens de creatie van App-conformiteit vanuit EP-oogpunt "nul"
te hebben, is het ontbreken van vereiste OPSWAT-kaarten. Los dit probleem op in de meest
recente versie.
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