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Z10loj| &3t o|o|X|oll EAIE! CHZ Analysis > Custom > Custom WorkflowsZ O[S gtL|C}.

Overview EUELTEEN Policies Devices Objects | AMP Intelligence System Help v admin v

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities » Correlation » Custom » Custom Workflows Lookup Search

i) Create Custom Workflow

Custom Workflow Table

Events by Impact, Priority, and Host Criticality

Summary of Critical Events to Destination Criticality Intrusion Events with Destination Criticality =T
Events with Destination, Impact, and Host Criticality : —

petiodicilde Lot R bbbt Intrusion Events with Destination Criticality [F- W
Hosts with Servers Default Workflow Hosts with Servers BSE
Intrusion Events with Destination Criticality Default Intrusion Events with Destination Criticality B
Intrusion Events with Source Criticality Default Workflow Intrusion Events with Source Criticality B s
Server and Host Details

Network Server Information with Server OS Hogia with'SErverm = e O

2E+A|. Create Custom Workflow(X &8 I EZ MM)E 225t o|0|X[ofl ZAIE CHZ Oi7HH
=& MEHFLICH

Overview [CUETWEEN Policies Devices Objects | AMP Intelligence System Help v admin v

Context Explorer Connections » Intrusions v Flles v Hosts » Users » Vulnerabilities » Correlation v Custom » Custom Workflows Lookup v Search
) Add Page | ) Add Table View

Creating Workflow

Name Hit-Counts

Description

Table «f Active Sessions ;
Application Details r
Applications

Audit Log Events
Captured Files

Correlation Evenis

Discovery Events

File Events

Health Events

Host Attributes

Host Indications of Compromise
Hosts

Hosts with Servers

Intrusion Events

Intrusion Events with Destination Criticality
Intrusion Events with Source Criticality
Malware Events

Remediation Status

Rule Update Impart Log

Scan Results

Security intelligence Events
Servers

Third-Party Vulnerabilities

Usar Activity

User Indications of Compromise
Usars

VPN Troubleshooting
Vulnerabilities

White List Events

White List Violations

3CHA|. E|0|E Z/=E Connection EventsZ MEHSI T QI3 Z 2 0|2 Q2dst CI=2
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Creating Workflow

Name Hi  Access Control Palicy
o 4 Access Control Rule

Description Action

Table cd Application Protocol

Application Protocol Business Relevance

Application Protocol Category

Application Protocol Risk %
Application Protocol Tag

Application Risk

Buginess Relevance

Page 1

Page Name Hi

Sort Type | i
| Client Business Relevance

Column 1 g:‘a": ga‘kew”y l Column 3 Column 4 Column 5
ient {4

Sort Priority |  Client Tag t Sort Priority  Field Sort Priority  Field Sort Priority  Field
— Client Version
1: v Count cess Control & T v : ¥ s v
DNS Query |

DNS Record Type
DNS Response
DNS Sinkhole Name
DNS TTL

Save Cancel

1 3 H| Y2 Countod0f 5tH, F7F LolME ESCIR0M AFE 7Hs8F ZHE SofAM M
EHSE £~ QI&LICH O] B & | Y CountO|T 5 B 22 Access Control RulelL|C}.

ME 34+ E 2 a2l 20| Analysis > Connections > Events2 0|& 3t 11 Switch Workflows 2
EEE e
= T1-d .

Overview E-UEWEN Policies Devices Objects = AMP Intelligence

Context Explorer Connections » Events Intrusions v Files v Hosts v Users v Vulnerabilities Correlation v

Connection Events x

Connection Events Is » Table View of Connection Events

Connections by Application
Connections by Initiator
Connections by Port

Connections by Responder

ast Action Reason Initiator Initiator R nder IP R nder Ingress
Connections over Time ‘acket 1P Country Country Security Zone

Hit-Counts

Allow 10.1.1.5 52.39.210.199 =5 USA

Traffic by Application
Allow 10.1.1.5 10.76.77.50

Traffic by Initiator
Traffic by Port Allow 10.1.1.5 10.76.77.50
Traffic by Responder

Allow 10.1.1.5 52.39.210.199 & USA
Traffic over Time «
Unigue Initiators by Responder Allow 10.1.1.5 10.106.38.75
Unigue Responders by Initiator Allow 10.1.1.5 10.106.38.75
2017-07-19 08:47:13 Allow 10.1.1.5 10.76.77.50
| 2017-07-19 08:47:08 Allow 10.1.1.5 10.76.77.50
; 2017-07-19 08:47:08 Allow 10.1.1.5 172.217.7.238 &5 USA
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Expanding

Hit-Counts tsvitch workfion)
Hit-Counts Based on Access Control
Mo Search Constraints (Edit Search)
Jumpto... ¥
- Count Access Control Rule
! 66 Default-Allow
Displaying row 1 of 1 rows Page| 1 |of1
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