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Messages in Quarantine: "Policy™

Haazsgas b Juesrsntinas: "Policy®

Search Huaranting... I
Sohedued Exit In Other Quersntitfes Quarantined “zr Roason
Corkart Fikar: '_policy_ g in_'
Cortart Fiker: '_policy g in '

| Actaan on sl dems o8 page |0 shele || lore Aclions.

Serder Ezcipient Suzjmct Amceived
i nzsher FuM=Y businmes OF Mar 3014 03-1 [GHT +00:00] | LS Ma- 2004 0333 (GHT +00:00] -

het - niteher Tz waeri't fusy 05 Mar 7014 03 [GHT =00:00] | L5 Mar 2004 03038 (5T +00:00] -
05 Mar 3014 0306 [GHT 00000 | L6 Mar 2004 0236 (5HT +00:00] = Cartans Fker: ' policy g in !

_  reherans clgen@yehen mapahereoineg oamn FUKRY thireg b pipe rasdl
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SMAO0{| A Management Appliance(Z 2| 0{Z2}0|21A) > Centralized Services(5 Y &S 4| AMH|A)

> Policy, Virus and Outbreak Quarantines(=%H, Ht0|2{4& & Outbreak ZA2[)E O|S & LIC}. OF &
M3l E|X| &t 2 AR Enable(&243hg 2t}

Policy, Virus and Outbreak Quarantines

Palicy; Virus and Outbreak Quarantines Setting

The Polfcy, Virus and Outhreak Quarantines are not enahied.

ESA0IM SMAZ 0| EBiEHE ®E|st7| fI8t QEHHO|AGHE Bl E9)E MEELICH

£ 1 Quarantine Port(ZE| ZE)E WHAE = UX|LH Y3/ EL|T ACLO| U= E= 0|
EE gofof gLt

Policy, Virus and Outbreak Quarantines

Configura Cantralized Quarantines Servics
E Enable Centralized Quarantines service [for Policy, Virus and Outbreak Quarantines)

Quarantine 1P [Interface: - o (NERAGEMERT]  +

Quarantine Port: | [7025 Specify any avaiable port

Configuring Centralized Policy, Virus, and Outbreak Quarantines requires the following additicnal steps:

1. Enable Centralized Palicy, Virus, and Outbreak Quarantines Tor each ESA by selecting Centralized Services > Security Appliances.
2. Configure migration of local quarantines to centralized quarantines by selecting Centralized Services > Policy, Virus, and Outbreak Quarantines.
3. [nitiate migration w centralized quarantings by going to each ESA and selecting Sacurity Services > Policy, Virus, and Dutbreak Quarantnes.

Submit(XM|E)2 S=IFLICH 2HO| MZ TRK ool EAIE ?MH[A #4832 HAIX|7H EAIE
LICH.



Policy, Virus and Outbreak Quarantines

Artention — i Servics enabled. You may proceed with next steps to enable the functionality cornpletely, as showr
below.

Palley, Virua and Outbraak (PVO) Quarant/na Settinga
Centralized Quarantines Service: | Enabled
Quarantine [P Intedaca:

Quarantine Port:

o __.-. « (Management)
7025

| Edit Glabal E‘-l:i'hngi!

Multiple steps are required to completely configure the Centralized Quarantine service and to migrake existing quarantines messages from the Email
appliances.

Sarvics Migration Steps and Status

Migraticn Sbeps Status
Seep 1. On this 5MA, select ESA applinnces to use the centralized 0 Email Appliances (ESAS) have the Centralized Quarantines service
Palicy, Wirus, and Dutbreak Quarantines selacted on tha SMA,

To sefect additional ES4 appliances, go to Management Appliance >
Centraiized Servces > Securty Appliances.

Step 2. Configure migration of any messages currently guarantined | Migration is not configured for any appliances.
an the ESAs
| Launch Migration Wizard... |

Step 3. Lo into each ESA to start migration and begin using Mo ESAs selected.
centralized quarantines.

Email Applisnce Stwtus

| Selected Emai Appliances (ESAs) | status ]

| Mo ERAS salactad,

Management Appliance(# 2| 0{Z2}0|21A) > Centralized Services(5Y Z& 4] MH|A) >
Security Appliances(=2 2t 0{Z 20| A)2 0|53t SMAX| ESA S418 F7I&FL|CH

Security Appliances

Cantralized Service Status

Spam Quarantine: | Service desabled

Palicy, Wirus and Dutbreak Quarantines: | Enabled, wusing 0 licenses

Migrabion configuration need to be compieted befare enabling Centralzed Quarantings servica from
respechve ESAS,

Centralized Email Reporting: | Service disabled
Centralizced Email Message Tracking:  Service disabled
Centralized Web Configuration Manager:  Service disabled

Cantralized Web Reparting: | Service disabled

| Add Email Apgliance...

R agaiiances Rave Becn added.

o centralized services are currently svailatde.

Add Email ApplianceE 2 2!&rL|C}.
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Add Email Security Appliance

Email Becurity &pplisncs Sstlings
Applance Mo EGA

® dddress: (7

EEA Centraiized Farvicas Soam Quaranting: sersice Ssabied

H Pobiy, ¥irug and Cutbrsak Quaranbioegs
Ceniraliped leporting: sersice dsaboed
Canbradeed Message |racking: service Sisabled
Coenecien Sts: | Mot enalehed.

Esipbiteh an S5H commcctian for spnchvpndzaied of Me Spam Quarasime s SafeiseBiockist, Palcy, Vrus and Cuilvreak Quardaines,
Cenfrakired Repartng, Sod Hessepe Traoking

Fstabiish Connsctsn, .. Tl Loncaschic

5 | dEE|™H 2EIXF AFS
ICh F7txl= ESAS| #rE|AH AAE AL & HIZH S QlLICH o|0] Ed
222 E|AE ZAntE OHE & UKIBF CHS 2 HIRsH{ok g LICE.

Add Email Security Appliance

Wamming — MNot all services are correctly configured on the remote appliance:

+ Policy, Virus and Qutbreak Quarantines capability check: Ok

= Policy, Virus and Outbreak Quarantines service check: Warning: Go to Centralized Services >
Polfcy, Virus and Outhreak Quarantine to configure migration once you submit/commit the
changes.

SMAQ| O Aol A Arer g ME L 7St o gLict
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T oo 2 &L

J



s Cisco X1070

CISCO Email Security Appliance

Manitor

Mail Policies Security Services Network

Anti-Spam
IronPort Anti-Spam
IP Interfaces Anti-Virus
Sophos
Metwork Interfaces and IP Addresses McAfee I
Add IP Interface... Data Loss Prevention
Maims RSA Email DLP
Management Cisco IronPort Email Encryption

IronPort Image Analysis
Dutbreak Filters

SenderBase

Copyright © 2003-2013 Cisco Systems, Inc. Al fl  centralized Services
Reporting

Message Tracking

Policy, Virus and Outbreak Quarantines

Spam Quarantine

Service Updates

Policy, Virus and Outbreak Quarantines

Policy; ¥irus and Outhreak Quarantines Setting

The Policy, Virus and Quibreak (PWO) Quarantines serace is not enabied.

There are muitiple steps io centralizing Policy, Virus and Owuthreak (PY0) Quarantines, before youw can enable service on this ESA. ..
= To configure migraton of PO Quarantines, go to SMA = Management Appliance = Cenfralized Services > Policy, Virus and Outbreak
Quaraniings ),
= Afer you enabie service and confligure migration on the SMA, return here o enable Centraized Policy, Virus and Quibveak (PV0)
GQuarantines for this ES4.

Enable...

oto|1ei|ol M B A= SMAOIM 2tz sHok B LICH SMAZ Sot7t CHE MM E A& ELICH



Policy, Virus and Outbreak Quarantines

Warning — Appliance ESA has been added. Not all services are correctly configured on the remote appliance:

« Policy, Virus and Outbreak Quarantines capability check: 0K

= Policy, Virus and Qutbreak Quarantines service check: Waming: Go to Cenfralined Servioes =
Bolicy, Wrus and Outbreak Quarantine to configure migration once you submit/commit the
chamges,

Policy, Virue and Outbreak (PVO) Quarantine Settings
Centralized Quarantines Service: | Enabled

Quarantine IP Interface: l Joemm s [ Managemant)
25

Quarantine Part:

| Edit Global Settings...

Miiltipla sbaps are required o complately configure the Centralized Quasanting service and Do migrate existing quarantines messages Trom the Email
appliancas.

Sarvica Migretion Staps and Status

Migration Steps Status
Swep 1. On this SMA, select ESA appliances to use the centralized 1 Email Appliances (ESAL) have the Centralized Quarantines service
Palicy, Wirus, and Outbreak Quarantines selected on the SMA.

Ta salgct additional ESA appliances, go o Managemant Appllance >
Centralized Sarvces » Security Appliances.

Step 2. E:”;::“E;H";'ﬂ'm" af any messages currenty quarantingd | g Migration i not configured for 1 out of 1 selected ESAs,
Citck on the Commil Changes o proceed wilh Lawnch Migration Wizard” for
recently added applisnces.
: Launch Migration Wizard... |
Step 3. Log inta each ESA to start migration and begin using ‘. Service is not active on 1 out of 1 selected ESAs.

centralized quarantines.

| Log into each ESA as required to enabie the service (see satus balow),
Email Applisnca Status

Selected Email Appliances [ESAs) Status
ESA A Action Reguired: Use Migration Wizard to define migration mapping.

Commit Changes(f44 Ata 7{8))7} gt 2 | 2EHAH| 2| Launch Migration Wizard(OFO| 12044 A|
ZF Ot Ab) 7t B st ELICE

A8 Migration is not configured for 1 out of 1 selected ESAs.

Use the Migration Wizard to configure how quarantined messages will be
migrated.

Launch Migration Wizard...

Launch Migration Wizard(0FO|Z2{|0|M ORHAL A|ZHE MERSH T CHZ 1 20| A& ELCt.




Configure Migration

Configure migration of ESA Policy Quarantines to Centralized Policy Quarsntines

Please Note:

Migration of messages will start when you will enahle centralization of Policy Quarantines from respective ESAs. At the same tme, following things
= "Wirus" and "Outbreak® Quarantines from selected ESAs, will be avtomatically migrated o respective Centralized Quarantines

will happen:
= After completion of migration, all the local Palicy Quarantines from ESA'S (along with "Virus® and "Outbreak™) will be deleted

& MNew messages will begin using new destination Centralized Guarantine on SHA&

Canfigure migration of Policy Quarantines from ESAS associated with this SMA.
{*) Automatic

« All (1) local Policy Quarantines and their messages will be migrated from all (1) ESAs.
» Centralized Policy Quaranting names will be created from existing local Policy Quaranting names,

() Custem

#« You can select local Policy Quarantines from individual ESAs to migrate.
= You can specify a Centralized Policy Quarantine name far each local ESA Policy Quarantines to migrate

Ex4 742|0t oto|2ylo|ME AR Custom(AF2 R X|&)2 MEASHLICH O] ool ME ESACIA
M2 2|2 oro|a 0|3 Automatic(AHS)2 2 A ELICH A 15t

SMAZ ANY/ALL &2 7
ESA F7t BrEol M MEE X|ZE o|F 2t SLlof AL E IP =47 EAIELICH

Configure Migration

Centralized Quarantines
Quarantae names & be automatically created on the SMA by replicating local Policy Quarantae names from EShs,
IF tha same Palicy Quasanting namse exists on muliple ESAs, a single Cantralizad Palicy Quaranting with that name will be created on the SMAa,
Caniraizod Pobcy Duafantng Nama Migrating from ESA

EBA (" m =) 1.54K

(01} Local Virus Quarartines (from selected 1 ESAs) will be automatically migrated to Centralized "Virus® Quarantine
(01} Local Qutbreak Quarantines (fram salectad 1 ESAG) will b autormatically migrated ta Captralized "Dutbreak® Quaranting

All (1) local Palicy Quarantines ard their messages will be migrated from all selected (1] ESAs (tokal DG )
Awadable free spade at Centralized Policy Quarantings is 366




Configure Migration

Configure migration of ESA Policy Quarantines to Centralized Policy Quarantines

Migration is configured

Please Note:
Migration of messages will start when you will enable centralization of Palicy Quarantines from respective ESAS. AL the same Lime, fallowing things
will happen:

= "Wirgs® and "Outbreak” Quarantnes from selected ESAs, will be avtomatically migrated to respective Centralized Quarantings

= After cormmpletion of migraton, all the lecal Policy Quarantines from ESA'S (along with "Virus® and "Outbreak™) will bae delated

& PMew messages will begin using new destination Centralized Quarantine on SM&

Orx|2f2 2 Submit(ME)S S =I5H "Success(&3)" L 20| EAIELICH

Policy, Virus and Outbreak Quarantines

Success — Settings have been saved.

Palicy, Virus and Outbresk (PVD) Quarsntine Settings
Centralized Quarantings Service: | Enabled
Quarantne IF [nterface: | "o we o« (Management)

Quarantine Part: | 7025

| Edit Glonal Settings. ..

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing gquarantines messages from the Email
appliances.

Sarvica Migration Staps snd Status

Migration Steps Status
Step 1. On this SMA, select ESA appliances o use the centralized 1 Email Appliances (ESAs) have the Centralized Quarantines service
Palicy, Virus, and Qutbreak Quarantines salected on the SMA.

To sefect addibonal ES4 applances, go to Management Appliiance =
Ceonraized Sorvicos > Securlty Appiignces.

Step 2. Configure migration of any messages currently quarantined  Migration is configured for all appliances.
Yo tse the Migration Wizard to configure how quarantined messages will be
migrated,
Launch Migration Wizard...
Step 3. Leg inta each ESA to start migration and begin using A service is not actve on 1 out of 1 selected ESAS,

centralized quarantings.
Log into each ESA ag required lo enable the service (see stalus balow).

Email Applisnce Status
Selectad Email Appliances (ESAs) Status
ESA Ay Action Reguined: Log into ESA to enable Centralized Quaranting, |

SMAOIA 843 At S 7SUELICH

ESAZ =0}7tM Security Services(2 2t AH|A) > Policy, Virus and Outbreak Quarantines(%3%H,
HFO|24A 2! Outbreak ZA2|)E O|SELICH O|X| SMAL| T THAH|7t QIAIELICE

Policy, Virus and Outbreak Quarantines

Policy, ¥Virus and Dutbreak Quarantines Setting

' The prereguisite far enabling Centralized Paficy, Wirus, and Outhreak Quarantines service and canfiguring migration an the 5M4 ane campiete,

Y¥ou can enabie this E54 to use Centralized PUD Quarantines. This wil! begin migration of messages and guarantines to the Cantralired Poiicy,
Virus, and Qutbreak Quarantines an the SMA. All messages and gquarantines wil be delehed from this ESA,
Enable...




Enable(& 832 &5t CtS2 HSgLICH
Policy, Virus and Outbreak Quarantines
Configura Cantrallzed Quarmntines Servica

E Enable Centralized Quarantines (for Policy, Virus and Outbreak Quarantines)
EHA |n use: (7025

:IP Imner'race 111 au:ept Messages releaﬁed Trnm

S : Management = |

Note: Please make sure sefecied interface is reachable from SMA 14.2.30.118. Use ping from the SM4
to check for a wonking connection.

Porg: |?l:|25

You may use any avaiable free port.

Send Notification When Migration is Complate
{Cptional) Separate multipie email addresses with commas.

s Migration Do centralized quarantines will st a5 S000 a5 wou submit and commit this page.
» Plegse confirm that the migration conliguration shown below is correct. Make any changes needed on the SMA belfore proceeding.
« Any Policy Quarantines not selected for migration will not be migrated and will be deleted fram the ESA.

Migration Configuration for Policy Quarantines (a8 Saved ot e bl )i (7

|_|J:|I:ﬂ| (E5A) Quarantine Target Centralized Quarantine at SMa

Policy Folicy {Default Policy Quarantine)

Filtars and Actions to be Updated: (7]

Filtzrs and Actions ! Original Policy Quarankine Mew Centralized Policy
Requiring Updates Type | (ESA) Quaranting

Ko updates are required,
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Policy, Virus and Outbreak Quarantines
Info —  Migration of Policy, Vinus and Outbreak Quarantines finished
| Migration of Palicy, Virus and Outbreak Quarantines is in progress: 100 % Complete
Paolicy, ¥Virus and Outbreak Quarantines Batting
Status: | Enabled
SMA in use: = =025
Managerment
Edit Settings

1P interface w0 accept messages released from
SMA:
TOE5

Fort:

I-II

Cantralized Policy Quarantines baing used by this ESA (s configured at SMA ™
=

Centralized Quarantines
2! Outbreak ZE))E O|S

Palicy
SMAE C}A| & E3+04 Management Appliance(2 2| 01Z2+0|21A) > Centralized Services(&
X{& HEO|BA

o T,

& Al MH|A) > Policy, Virus and Outbreak Quarantines(
gfLict. o|~| oro|2zilo|M EtAH[7t 2t = ELICEH

2 :
Policy, Virus and Outbreak Quarantines

| Edit Global Setiings #

Policy; Virus and Outbreak {PVO) Quarantine Settings
Centralized Quarantines Service:  Enabled
wos vmom (Management)

-
" 0 " 2
H
t =
'
'
'
.

Quarantine TP Interface
Quarantine Porti | 7025

Status
salected on the SMA
To sefect additional 54 applances, ga o Management Appliance >
Confratzod Sendces = Socurty Applancoes,

Migration is configured foar all appliances.
Use the Migratfon Wizard o configure how guarantined messages will be

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing quarantines messages from the Email

1 Email Appliances (ESas) have the Centralized Quarantines service

appliances.
Barvica Migration Steps and Status

Migration Steps
0n this SMA, select ESS appliancas o use the centralized
Palicy, Wirug, and Outbréak Quarantines

Step 1

Launch Migration Wizard J

Canfigure migration of any messages currently guarantined
rrugira led

Step 2. : ;
on e ESAS X
Step 3. Log inte each ESA bo starl migration and begin using - Service i sctive on all selected ESAs.
centralized guarantines.
_S|:||:|:-h-:|:| Ermail A.pp—nh;r;ﬂ:: (ESAs) Status
ESA Centralized quarantines are active.
50|
— L=
ol ESAOIAM SMAZ M2 Z42|o| oto|zei|o|Mo] etz ElLICH %|E & elg s SMAL| Policy
S &0I5tH|C}.
= "1 L-H-

Quarantine(&& Z2|)



a]rae Cisco M160

CISCO Content Security Management Appliance

Management Appliance
Reporting Message Tracking Message Quarantine

Spam Quarantine

Policy, Virus and Outbreak Quarantines

- e S W . _ &

st]isr]is Cisco M160

CIS5CO Content Security Managamant Appliance

Management Appliance

Repaorting Message Tracking Message Quarantine

Policy, Virus and Outbreak Quarantines

| Add Pelicy Quarantine... | Search Acrass Quarantines |
. — - —— =———
Quarantne Mamea Type Mazsages | Default Acton Last Message Quarantned On Siza Dalate
DOuthreak Retention Varias
Duthraak 1] == o
[Manage by Rule Summary] Action: Release
Policy Centralized Policy 3 | Retain 10 days then Delebe == L. 54K ﬁ
Unclassified Unclassified 0 | Retain 30 days then Release - o
Virus Antivirus 0 | Retain 30 days then Dalebe == o
Avaiable space for Policy, Wrus & Qutbreak quarantines is I5G.

42§ ESAOH LIQJIEl 2T SUBH HIAIXIZH EAIEILICH HAIX| QoM # st0|HZ 28 Metstm of
g2 =olsht.

Messages in Quarantine: "Policy™

Lﬂ‘-‘n"mq?“"__““;.,*ﬁ‘__ff_,_‘,';ﬂﬂ‘ 2 || Retops § Dol Il Mo Sovoss = W ) Meiages | Search Guventng... |
1| Sarder ! | Racipiset Babart R ke - Bnadulad Fuit Giza | In Othar Qearsatines | Dngiravng P5A 4 Tor Bassan
_-.rnbll- Y [ cam | Painf businass 05 Har 2204 02:38 EGH1'_|. 15 Mar 3014 3230 {GMT] 5i0 [ | s [L4.2.30.113} ICnrhnt Fier: '_paley_g in '
)| sobaerms gmal.c [ o wm | e wann't funmy 0% Har 2004 02:38 |:v:|n'rr:|. 15 Mer 1014 02:30 {GMT] |- N [L4.230.113} [ES— *_pabey_g_n_’
.-l.rmil.\#—_:ﬁm.y\ai‘nu- "rmsn-t--i:uq'.;a.;um | FUANY Dhiag Repgesed.. . -i:ri .h.;u 2514 dz:sen:ah'r:.' 18 mar IJ:I:I.I- G258 (5T -Sli-ﬁ = 1!5# um.m.ua:_:mrmu FI;.:r: '_p-ui:;-_q_-f;_'

ESA2| mail_logs& 2™ & HIA|X[2| oto|zzEf|olMHo] & AIELICE.

B ZE 70258 S5 ESAXX XXX XXX)2F SMA(YY.Y.YY.YYY) 72| 412 AFSELICH.

Wed Mar 5 02:48:40 2014 Info: New SMTP DCID 2 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:48:40 2014 Info: DCID 2 TLS success protocol TLSvl cipher RC4-SHA
the.cpqg.host

Wed Mar 5 02:49:52 2014 Info: New SMTP DCID 3 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:49:52 2014 Info: DCID 3 TLS success protocol TLSvl cipher RC4-SHA



the.cpq
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
"Policy
Wed Mar
Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar

.host

5 02:50:
.YYY port

5 02:50:
.host

5 02:50:
.YYY port

5 02:50:
.host

5 02:50:
.YYY port

5 02:50:
.host

5 02:50:
.YYY port

5 02:50:
.host

5 02:50:
.YYY port

5 02:50:
.host

5 02:51:
.YYY port

5 02:51:
.host

5 02:51:

5 02:51:
.YYY port

5 02:51:
.host

5 02:51:
.YYY port

5 02:51:
.host

5 02:51:

22 2014
7025
22 2014

23 2014
7025
23 2014

40 2014
7025
40 2014

41 2014
7025
41 2014

42 2014
7025
42 2014

01 2014
7025
01 2014

01 2014
01 2014
7025

01 2014

02 2014
7025
02 2014

02 2014

" (content filter

5 02:51:02 2014

5 02:51:02 2014
.YYY port 7025

5 02:51:02 2014
.host

5 02:51:02 2014

Policy Quarantine

Wed Mar
"Policy
Wed Mar
Wed Mar
"Policy
Wed Mar
Wed Mar

5 02:51:02 2014

" (content filter

5 02:51:02 2014
5 02:51:02 2014

" (content filter

5 02:51:02
5 02:51:02

2014
2014

policy quarantine)

Wed Mar
Wed Mar
Wed Mar
Wed Mar

5 02:51:02
5 02:51:02
5 02:51:02
5 02:51:02

2014
2014
2014
2014

Policy Quarantine

Wed Mar
YY.Y.YY
Wed Mar
the.cpq
Wed Mar
YY.Y.YY

5 02:51:02 2014
.YYY port 7025

5 02:51:02 2014
.host

5 02:51:02 2014
.YYY port 7025

Info: New SMTP DCID 4 interface XX.X.XX.XXX address

Info: DCID 4 TLS success protocol TLSvl cipher RC4-SHA

Info: New SMTP DCID 5 interface XX.X.XX.XXX address

Info: DCID 5 TLS success protocol TLSvl cipher RC4-SHA

Info: New SMTP DCID 6 interface XX.X.XX.XXX address

Info: DCID 6 TLS success protocol TLSvl cipher RC4-SHA

Info: New SMTP DCID 7 interface XX.X.XX.XXX address

Info: DCID 7 TLS success protocol TLSvl cipher RC4-SHA

Info: New SMTP DCID 8 interface XX.X.XX.XXX address

Info: DCID 8 TLS success protocol TLSvl cipher RC4-SHA

Info: New SMTP DCID 9 interface XX.X.XX.XXX address

Info: DCID 9 TLS success protocol TLSvl cipher RC4-SHA
Info:

Info:

CPQ 1istener cpg_listener starting
New SMTP DCID 10 interface XX.X.XX.XXX address

Info: DCID 10 TLS success protocol TLSvl cipher RC4-SHA

Info: New SMTP DCID 11 interface XX.X.XX.XXX address

Info: DCID 11 TLS success protocol TLSvl cipher RC4-SHA
Info: MID 1 enqueued for transfer to centralized quarantine
_policy_g_in_)

Info: MID 1 queued for delivery

Info: New SMTP DCID 12 interface XX.X.XX.XXX address

Info: DCID 12 TLS success protocol TLSvl cipher RC4-SHA
Info: Delivery start DCID 12 MID 1 to RID [0] to Centralized

Info: MID 2 enqueued for transfer to centralized quarantine
_policy_g_in_)

Info: MID 2 queued for delivery

Info: MID 3 enqueued for transfer to centralized quarantine
_policy_g_in_)

Info: MID 3 queued for delivery

Info: Message done DCID 12 MID 1 to RID [0] (centralized

Info:
Info:
Info:
Info:

MID 1 RID [0] Response 'ok:
Message finished MID 1 done
MID 1 migrated from all quarantines

Delivery start DCID 12 MID 2 to RID [0] to Centralized

Message 1 accepted'

Info: New SMTP DCID 13 1interface XX.X.XX.XXX address

Info: DCID 13 TLS success protocol TLSvl cipher RC4-SHA

Info: New SMTP DCID 14 1interface XX.X.XX.XXX address



Wed Mar 5 02:51:02 2014 Info: DCID 14 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MID 2 to RID [0] (centralized
policy quarantine)

Wed Mar 5 02:51:02 2014 Info: MID 2 RID [0] Response 'ok: Message 2 accepted'’
Wed Mar 5 02:51:02 2014 Info: Message finished MID 2 done

Wed Mar 5 02:51:02 2014 Info: MID 2 migrated from all quarantines

Wed Mar 5 02:51:02 2014 Info: Delivery start DCID 12 MID 3 to RID [0] to Centralized
PoTlicy Quarantine

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MID 3 to RID [0] (centralized
policy quarantine)

Wed Mar 5 02:51:02 2014 Info: MID 3 RID [0] Response 'ok: Message 3 accepted’
Wed Mar 5 02:51:02 2014 Info: Message finished MID 3 done

Wed Mar 5 02:51:02 2014 Info: MID 3 migrated from all quarantines

Wed Mar 5 02:51:02 2014 Info: New SMTP DCID 15 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 15 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:07 2014 Info: DCID 12 close

ESAE CHA| &E35tH Policy("8#), Virus(HEO|2{24), Outbreak Quarantines(Outbreak ZA2))& =
[ CtS 50| EAIELICH

atfiafis Cisco X1070

CISCO Emall Security Appliance

Monitor Mail Policies Security Services Network System Administration

Policy, Virus and Outbreak Quarantines

Policy, Virus and Outbreak Quarantines

Policy, Wirus and Duthreak Quarantines are not visible as Centralized Quarantne service (for Policy, Virus and Outbreak Quarantnes) is enabled.
Pleaze see details at Security Services = Centralized Services = Paolicy, Virus and Qutbreak Quarantines.
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Wed Mar 5 02:57:47 2014 Info: Start MID 4 ICID 6

Wed Mar 5 02:57:47 2014 Info: MID 4 ICID 6 From: <robsherw.cisco@gmail.com>
Wed Mar 5 02:57:47 2014 Info: MID 4 ICID 6 RID 0 To: <robsherw@cisco.com>
Wed Mar 5 02:57:47 2014 Info: MID 4 Message-ID
'<7642E61C-4BA2-432E-A524-E163EAOB9753@gmail. com>"

Wed Mar 5 02:57:47 2014 Info: MID 4 Subject "NEW FUNNY'

Wed Mar 5 02:57:47 2014 Info: MID 4 ready 525 bytes from
<robsherw.cisco@gmail.com>

Wed Mar 5 02:57:47 2014 Info: MID 4 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Mar 5 02:57:47 2014 Info: MID 4 enqueued for transfer to centralized
quarantine "Policy" (content filter _policy_g_in_)

Wed Mar 5 02:57:47 2014 Info: MID 4 queued for delivery

Wed Mar 5 02:57:47 2014 Info: New SMTP DCID 16 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:57:47 2014 Info: DCID 16 TLS success protocol TLSvl cipher RC4-SHA



the.cpg.host

Wed Mar 5 02:57:47 2014 Info: Delivery start DCID 16 MID 4 to RID [0] to Centralized
PoTlicy Quarantine

Wed Mar 5 02:57:47 2014 Info: Message done DCID 16 MID 4 to RID [0] (centralized
policy quarantine)

Wed Mar 5 02:57:47 2014 Info: MID 4 RID [0] Response 'ok: Message 4 accepted'’

Wed Mar 5 02:57:47 2014 Info: Message finished MID 4 done

Wed Mar 5 02:57:52 2014 Info: DCID 16 close

O|Hof A= SMAL| YA HE|E CHA| Y E st
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Messages in Quarantine: "Policy™

| Action on slecied Fems on pags Moy A ¥ Al K Search Juararkirs...

|| Sender Heagen S Heozresd w Sehmgunsd Eni in Orres Guaranines | Ongenabng B8 {uaranme o Reason
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