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Edit Group Policy ? X
Name:* Anyconnect_GroupPolicy
Description:

(L1 AnyConnect  Advanced

VPN Protocols IPv4 Split Tunneling: Tunnel networks specified balow v
IP Address Pools _ _

IPw& Split Tunneling: Tunnel networks specified below bt
Banner
DNEIWINS Sﬂllt Tunnel Network List T»’-p.c o Standard Access List Extended Access List
Split Tunneling Standard Access List: Split-tunnel-ACL vl &)

DMS Request Split Tunneling

DNS Requests: Send DNS requests as per split tunnel policy v

Domain List:

Savie Cancel



. ofgoll X|HE B HERZZ FHE 732 ACL(Access Control List) Z4I|22|0|M S &1t
L|CF.

Objects(7HA) > Object Management(ZH=| #2|) > Access List(HM|A 5 5) > Edit the Access List
for Split tunneling(A & 3! E{'g 0] CHEt YA A 58/ HE)o =2 o|SELCH

. 0|0|X|of| EAIE! CHE AnyConnect VPN Z22I0|HEM A2 E UEXI T ST HMA
SE0f Lt E[o] JUe=X| =elFtict

Edit Standard Access List Object ? X

Name Split-tunnel-ACL
a | Entries (1)

&d Add
Sequence No Action Metwork
1 o Allow = InternalNetworkl B
= IntermnalNetwork2
- IntermalNetwork3
Allow Overrides
Save Cancel
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Edit Group Policy ? X
MName:* Anyconnect_GroupPolicy
Description:
m AnyConnect  Advanced
VPN Protocols IPv4 Split Tunneling: Tunnel networks specified balow v
1P Address Pools _
IPwE Split Tunneling: Tunnel networks specified below b
Banner
DNS/WINS Split Tunnel Network List Type: @ Standard Access List ) Extended Access List
Spiit Tunneling Standard Access List: Split-tunnel-ACL v @

DNS Request Split Tunneling
DNS Requests: Send DNS requests as per split tunnel policy v

Domain List:
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Edit Group Policy ElE
Name:*® Anyconnect_GroupPolicy_TunnelAll

Description:
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VPN Protocols IPv4 Split Tunneling: Allow all traffic over tunnel o
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IPvE Split Tunneling: Allow all traffic over tunnel bl
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DNS/WINS Split Tunnel Network List Type:

Split Tunneling

andard Access List:

DMNS Request Split Tunneling

DNS Requests: Send DNS requests as per split tunnel policy

Domain List:

Save Cancel
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show service-policy &2 AISE & J&LICt

firepower#show service-policy
Global policy:

Service-policy: global_policy
Class-map: inspection_default

Inspect: sip , packet 792114, lock fail 0, drop 10670, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0



HIg g%t st2{™ CHE B AE 2= st ok gfLiCt

1B H. & #E EXEC REE AFELICEH

M
ok
P
9'|_|
>
Rl
to

ol B ofl HM|ASHE WHof ChE RFMIE LIS S TS B

& CLI(Command Line Interface) A2

2BHA|. T EH Y Helgfuc.

CHS B-EE st o SIP AAH E -3 ERIEX] & lgfL

firepower#show running-config policy-map

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios

inspect tftp
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inspect ip-options
inspect icmp
inspect icmp error

inspect esmtp

3EA. sIP HAHE HI& g3t grLct.

SIP AAL7 &3l El B9 & ZEZE0i|M of2e| Al HHS sixgf

> configure inspection sip disable
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firepower#show running-config policy-map

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options

inspect icmp
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inspect icmp error

inspect esmtp
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Edit Group Policy
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Name:* Anyconnect_GroupPolicy
Description:
AnyConnect  Advanced
VPN Protocols IPv4 Split Tunneling: Tunnel networks specified balow v
IP Address Pools _ _
IPw& Split Tunneling: Tunnel networks specified below N
Banner
DNS.IIIWINS SFI“T. Tunnel Network List T»’-p.c o Standard Access List Extended Access List
Split Tunneling Standard Access List: Split-tunnel-ACL v 1O

DMS Request Split Tunneling
DNS Requests: Send DNS requests as per split tunnel pelicy v

Domain List:
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Name Split-tunnel-ACL
i | Entries (2)

) Add
Sequence No Action Metwork
1 o Allow = InternalNetwork3 & B
i InternalNetwork2
- InternalMetworkl
2 o Allow == VoiceServers > & B
== Anyconnect_Pool
Allow Overrides
Save Cancel
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