MRA &k

« MRA MR OBEE (1 =—2)
e MRAREHX A7 71— (1 4—=Y)
s B X TBEOHK (28 X—Y)

MRA fER DI E

ORI, BEEMEOH LT RIRA V MZEAASAABIWNY £— b7 7 B A 28T 5 AR
W ZTE T T2 HEEZAT 2R A7 BNEENTHET, ZROOFIEF, B—7 T &
AT TAL, BN AL v, BXOEENAAL O F U FEHTEET,

T
MRAEZEZ RV 70—
WDE A EFT L, EAAABEOY = N7 7 B AOMAREL T LET,

1R BHHIIZ
« MRA Z 1T 2 R1I2, MRA D EZ MR L T &0,

« MRA ZJET 57 DICMLERIFAEN S AT AMIH L L 2R LT W, M
DOWTIE, REAEOEEZSR LT E S,

k=111

FIE
ARV RFEREFTIVaY E]:g]

ATV 1 |Expressway —/3—7 RLZ2DOFE (35—) |Expressway-C 8L OE H— =412, AT A
DIRA M, FAAL %, BEUNTP Y —AZ &
ELET,

ATwFT2 |SIPOAME 3 2—) Expressway-E & Expressway-C D] 57 C SIP 23 F %)
IZR-oTWAHZ L AR LET,
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ARV FFEREETIVa Yy

S

ATvT3 | HEMRAREORER 4 2—) HELE, Expressway-C CHENZ ALRFEZ HENIC L,
Expressway-E THZIZ L E T,
ATV T4 | ERAANVBLENYE— R T 7 EAZHMTT S (4| Unified Communications & — R & E /31 /LB LY
) ETE—hT 7 ERACHRELET,
ATFYTE | AL OB (55—) Expressway-C C, WHIUC RAA &, v ¥ R A
A RT VLB A RAL 72 EOMOBTE KA A
ML ET,
ATYT6 |NEUC 7 ZAZDEN £ Expressway-C 7 7 AKX v, WEUC 7 T A%
« Unified CM 2 5 % & D il OBREAFRLET
» IM and Presence Service 77 7 A % DB
» Cisco Unity Connection 27 7 A % DB/
AT9FT |MRA T 7 2 AHIHOHE (10 ~—) OAuth FES SAML SSO % E 72 £, MRA T 7 & %
HIHE DR E AR L E 7,
ATYy7T8 |UCT 7V /r— a2 COAuth ZAT 2 (20  |[#E2E, A7 2ARHAR— b LTWDH5EE, OAuth
~N—=) PR AR L E T,
ATv7T9 [SAMLSSO OFE (22 <—) A7 a v, SAMLSSO % iE LT, ST Jabber
7747 v hEa—%—0 UnifiedCM 7127 7 A
NHTCIBT AT T 4T 4 ZFFAT LET,
ATYTN0 | BX=2T b T AP = DRk (26 ~2—7) | Expressway-C & Expressway-E O[] 5k S 7=

UC FIR—P L) — o B ELET,

RDBERY

HEARMEMRA Y T v 7 &25ETLEL, ROEBEEZZEL TN,

¢ ICE AT 4 7 /R A D& #{L—ICEIZ. MRA Z— /)LD AF 4 TN ZAZEWMLT A4S a v
KERET9, ICEICL Y., MRA ICEEEENT-Z RARA » MI, AT 4 TN WAN B LW
Expressway $—/S—Z A N2 FTH LI, AT 4 T EMHAICEHBEEEFE TS ET,

o HEHE & BN RL— MRA HRE L A7 a ORI OWTIE, ZOEEASRL TLEE

A

* MRA 7734 ZADENHEjfi— S AT DEMK LI, THAAAT I T 4 _"—vara—FR
(%, U E— bk MRA 7/ ZADB ARG Z D Te > DR/ IR E TR L S,
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| MRA#AL
Expressway 4 —/3\—7 KL ADEEE .

Expressway ¥ —/\—7 KL ADHTE

ZOFNEZAEH LT, Cisco Expressway-C 33 X U Expressway-E $—/S— D Z #1142 FQDN &
NTP H——ZREL £,

)

() oV RAALUDEEDDIEHATYH, 120 Expressway — 3%, 1 DDEA M E KA A
CAERFFCEET,

AT v F1 Cisco Expressway-C T, +—/—7 FLAEREZHZEL T,
a) [YATL (System) |>[FAA U Rr—LIRATL (DNS) (DNS) [DNEIZER L £,
b) TV —nR—=Z, VATLRALRE FALVZEED Y TET,
c) RFAA U ZBHT DB Expressway 737 U35 Ik K5 BD FAA U R—LT AT 5 (DNS) #—
NR—=IZIPT RLAZANLET, TNHDT 4 —/L FIZIZFQDN TiZ72< . IPT7 RLAZEHAT 54
R ET,

GE) DEIRAAL =5 AT 2 (DNS) ZEBAT 555513, Expressway-C [ZWNHEI— N —%
8 L. Expressway-ElL, /N7 U v 7 RAAL R —LT AT A (DNS) H—"—%FELET,

AT w T2 [NTP#&EDHK (Configure NTP Settings) ] :
a) [YRTL (Sysem) |>[BZl (Time) | A ==2—DJIEIEIR L, [ZETEX HNIP Y ——%F L E£1,
b) NTPFBaE X% A4 5 5k

o M) — REREMEH STV ER A

s Symmetric ¥ ——Z DA Vv REFEHTHEEIT, F—ID, "y aAXA Yy FREX W Pass 7 L—X
EIRETHLENDHY £7,

cWEXF——BHEER SN WET -2 LT,

AT T3 Expressway-C 7 7 AXZHHEV—"—IZZOFIEEFEVIKLET,
AT 74 Expressway-C Za%E L7256, Expressway-E 7 7 A X NOE S —NZxt L CZORIEEBEY KL 7,

SIP DFEM1E

Expressway-C 33 . U8 Expressway-E 27 7 A % T SIP # 2 LE T,

)

GE)  SIPBXIUH323 v haiid, X892 LIEDNR—=Ta D LWA VA M=V T, T 7 4V
N CHENZ 72> TWET,
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AT F1 Expressway-C 774 ~ U 7 ¢, [#m (Configuration) ]>[Z8 k3L (Protocols) |>[SIP]DJEIZEIR
L\i‘a_(]

ATv 72 [SIPE—F (SIPmode) | Z4 i LET,
ATv T3 [fRAF (Save) 127 Vw7 LET,
AT v T4 Expressway-E 77 A~V BT CZOFIEEEV KL ET,

BEIRAREDER

Expressway-C T H 82 ARi# 2 M40Z L, Expressway-E TH—E A2 AT 5 2 L 2BEID
L/i j‘o

N

(GE)  Expressway-C 28 X8.9 LIBETH L < A v A h— A EN725E. BERAREY — X137 7+
JV kT Expressway-C & Expressway-E Ol CETINET (ZhaxF=v 7 LET) .

AT F1 Expressway-C T, HEMZAR#EL DL ET,
a) [YATL (System) 1> [EE (Administration) (DNAIZER L £,
b) [BEENREEY —E X (Automated protection service) ] Z [A 7 (Off) 11 L%,
c) [FR1F (Save) 127 Vw7 LET,
AT w72 Expressway-E C, HEMRAMR#EZACLET (P—EREIT 74V FTHUIZRSTHNET) |
a) [RTL (System) |>[EHE (Administration) [ONEIZER L E 9,
b) [EHEIREY—E X (Automated protection service) | & [# > (On) JIZREL £,
) [RTF (Save) 1227V v 7 LET,
GE) FLCIPY RLAZEEHTHEEHD MRA 2 —F =B 554 (e X, U7 Uy 27 1P7T
R LR % FFO NAT DEHZITHEED MRA = —HF =R 555) | [FILIP T RLANHDFT
TORT 7 4y 7 BNERKRT, AEMRARENS N T—Sn DA eERSH 0 £3, Z0HA, 1P
7 RLURICHBAEZRE L ET, IO VWTIX, IS ORE] 2BBLTLIESND,

ENAILEBELUVYE—F 7O ERZEHIZT S

RAAL & BT R=Y Y — R ET DA, Expressway TEANA VB IO E— T
JEAE—RFEANITDRLERDY £,

AT 71 Expressway-C T, [#m (Configuration) ]>[Unified Communications] > [# R (onfiguration) ] DJIEIZER
L9,
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| MRA#AL
MR 126100 1Pve DE M [

AT w72 [Unified CommunicationsE— F (Unified Communicationsmode) | % [E/N\/ILEXVVE—FT7IER
(Mobile and Remote Access) | IZa% & L £,

RATY T3 [fRF Save) 127V w7 LET,
AT 74 Expressway-E CZOPJAZMEY KL 9,

MRA {ZH D IPv6 D F 1L

Expressway-E M LAN Zg%ELC, 7 a7 A7 KLy v 7% R—hLET, ZOHREIC
X U | Expressway 7% MRA #£H D IPv6 Z VAR — FTEH X 51270 £,

Expressway X14.2 U U —Z X, IPv6 #RH D MRA 27 74 7 > & IERITH AR — T 25 K512k
DELE, ZOYR—MI, BENFFATEEEATLE, 2L, 2o R— &Rt 5
21X, Expressway, CUCM, BLOZEDOMDOFK Y NV —27 2 R—FR h T DO EE
HRMETT,

e Wil ELTOTaT NV Fy 8T —2 473 3 TExpressway-Edge = A0 L7,

e /B — L =F Y A RIPV6 T FLAZFEH LT, MRAZ ZA4 7 b &DOANEBIEITEE
HAENdA 2 —T A AERKLET,

* DNS (2%, Exp-E D IPv6 7 R U AZfRIRT 572D DA/ AAAA L 2 — RPN EETT,
MRA 7 A4 7> i, [lcollab-edge tls| dnssrv 7 = U HIZZ &KL ET,

e T 2T )Xy FU—7 HIZ CUCM/IMP r— R_R—%2FRELET, ZnbDH—3—|(Z IPv6
T RUVRERETALETIHY THA,

KA A DB

Expressway-C T, MRA EBNZEHT 2D FAAL U ZBIMLET, AT LOEHEIITIE LT,
ZHIFH—DEERERD KA ZRDGEE LT, RO X D FAAL NI D56
b ET,

c BERAAL
cHNESUC RAAL v (BERAAL U ERRDLGE)
eV RAAL Y (D KA A ERRDEER)

c LU ARALY (D FAA &R DEE)

AT w71 Expressway-C T, [#m (Configuration) |>[F* 4 > (Domains) |DNEIZIER L %9,
ARTYv T2 RALBEANLET,

ATV T3 WOKY—ERAOEE, $—EREZDRAA AT 0 EINIEL T, MET 2 ey 7H o
Z[A U] [FT]ICLET,
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* Expressway TOD SIP E#kH LUV TAE D 3 =25 —Expressway I%, SIP LA FT & LTHREL ., 1T
HODSIP AL O 7 22 M AR LET,

« Unified CM TO SIP &S LUV TOE 2 3 =24 Unified CM 235 #& T &% & FEFIE 2 WFE L £ 97,
Expressway (£, UC ' —EADSF—hy A & L THEEL 77,

« IM and Presence Service—2 7 A 7 >~ ;73 IIM and Presence Service 75— E XA 2B L £97,
*XMPP 7z TL—23>—ZDORAALEN—F ] —RAL T, XMPP 7 =7 L— 3 VA%
{LLE1,

ATy 74 HHOBREHER LGS, CORAA U E2HEATLIRMEZEIV S CTES, 207 01—/ NiE, B R
A R LT O LE R IND Z EICEE L TL N,

ATw TS5 [R1F (Save) 1227V w27 LET,
ATY 76 BINEZEBNTIEAEZOFIEEZREY KL 9,

B1:RALY

Domains You are here: Configuration * Domains * Edit

| Configuration

Domain name * example.com i

Supported services for this domain

SIP registrations and provisioning on Expressway-C off v i

SIP regisfrations and provisioning on Unified CM On v g

IM and Presence Service On v |(d

XMPP federation off ¥ | (1
Save| Delete| Cancel

Unified CM 7 5 X 2 MD3ENN

Expressway-C 7> 5 4% Cisco Unified Communications Manager 7 7 A Z ([ZHEft & fESL 3 H121%, 2
DFMEAZAMEH L EJ, 45 Expressway-C 7 7 A &%, 45 Unified CM 7 7 2% /) — RIZE[ETE
LMENDH Y ET,

B vRA#ER



| MRA R
unified cM 2 5 2 2 iam

\)

¢:3) * Expressway-C |%, TLSHRAEE— R34 DOHE . ICMP 2 L T CUCM IZ#2kt L £ 77,
CUCM & Expressway-C DiO R~ hU—27 TICMP BWFFr SN TW5 Z & 2R L ET,

Bokry RARA v MI—T 4 U7 1E#R%Z RTES. Unified CM23AM OB A B L £,

AL, U Y — ADFE IR %Ob\f/u RARIZ ’\jﬁﬁéiﬂi’f T2 RARA Y ME
Cisco Unified Communications Manager (ZZ2IZET B 7= DIk b AR DD 72\ ) — K& % TEY
WET, a—LDOE— RT3 T if£< AN DBERD B DB S VE S, Bk
AR END 20, B/ — R TOa—/L oA O rREMES D LE 9,

« JIfE, MRA THAR— b &N TV 35 Cisco Unified CM/IM and Presence/Cisco Unity Connection
Y= T 2L DI KHIBREIIAB STV EH A, BH—0 Expressway / — FiL, 400
ZHZ 5 UCM /— REUBITX £H A, CUCM 1%, H—OHHIE OVA Expressway T 20
DU FAZEYR—FLET, ZHUTE, SEIERERVA XTEENEEA,

AT F1 Expressway-C 774 ~ U 7 T, [#A (Configuration) ]>[Unified Communications] > [Unified CMH—
/83— (Unified CM servers) | DIEIZER L £9,

ATy T2 [FH New) 1227V v 7L, A7V vy /— BT 2ROFMEZEML £,
*Unified CM /8T Y v % 7 FLR— 7Y vy ) — ROH—"—T KL 2
cA—HY—RLNRT—F —H—N— TV EATELHT AV hDa—HF—ID L/X2T— K,

GE) Inbonr s A AFRIL, Expressway 7 — X N— R ZEAMICRE ShET, T b
Unified CM == —¥%—|Z1%, Standard AXL API Access 2 — /L3 LEE T4,

*TLSH#REEE—F
« AEM GCM * T 4 7HEEMN—AEM GCM ¥ R— F 2 FbT5101L. haxd s LEd,

« BBE—EBORERMZER LG E1E, U TORMAZERLES, 207 —0 Fid, BFAZMKL
TWRWRD RS EEA,
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Unified CM servers “fou are here: Configuration * Unified Communications * Unified O servers » Mew

_{ Unified CM server lookup

Unified Ch publizher address % cucml example com i
=zername # admin i
Pazzword + mmewmmmw f
TLS werify mode on - L

Add addrezzs | Cancel |

ATvT3 [7RLAZEM (AddAddress) | 227 U v 7 LT, BfixdT A M LET,

AT Y T8 EED Unified CM 7 7 A X BNbH5A1F, FIE2 &3 28011 T, iBI1O Unified CM 7 7 A% (O/R7
Vv v /) — R%& Z O EBxpressway-C 7 7 A X BN LET,

RT9 T8 TXTO Unified CM X7 U vy /— REBMLIES, [H—N\—%F#H (Refresh Servers) [ %27 U v 7
L/iﬁ‘o
Expressway-C |L, %27 FAZ DY T AT T A4 ) — R LTBEINLET,

AT v T 6 Expressway-C 7 7 A X DNEEIGAIL. T XTD Expressway-C 7 7 A X 739 TP Unified CM 7 7 A X $3
KO — RIZERTE D X 91272 D £ T, Lo Expressway-C 7 7 AX TZOFNEA MY KL F9,

BEERINT=Y—2ERFIL—IL

Expressway-C |%, Expressway-C & it & 41724 Unified CM / — R THERK T & 7200 R A /3 —
Y—rEHBAERLET, TCPY = 3FI/E S Ed, TLS Y — 1, UnifiedCM / — I
W TAZEX2 VT 4EF—F ([PRATL (System) | >[1£F /T A—4 (Enterprise
Parameters) |>[t¥ 2T 4/85 4 —% (Security Parameters) 1) 7281 (BRA) THKEH
TWBHAICERESNET (ZhCkY, EFaTh7err(LrTrrEY s =7 &0
TONA APMYHR— S ET) . TLS ¥ —0d, Unified CM 2% TLS RAEE— REZF 7o
TWB A, [TLSKREEE— K (TLSverifymode) ] 28 [ > (On) | DIRFEETHER SN E T,
Z X, Expressway-C 23 #5¢ @ SIP i#{5 F @ CallManager sEBH E 2 MR T 5 L 2B LT,
%> — 1% TCEtcp-<node name>] F7-1% [CEtls-<node name>| DR TIERK IV E T,

X12.5/3— 5 )25, Unified CM _E T SIP OAuth & — R FE T 72 > TV D554, Expressway
X, BE &M &7z Unified CM / — REIZ TCEOAuth <Unified CM name>| & U 9 44 B D %
AN— V=B HBMICAER L ET, FEHIC OV T, SIPOAuthE— FOFHE (213—)

EHRBLTLL I,

F7o, FIUMAHANCHES T, MR ATRRMBE L — A NE Y — ICHBEIER S IVE T, L—
T 45 OBSENEM TIER SN E T, BBV — L O%E L 725 Unified CM / — R4 EVWE
H. MBL— VT EREEEZFESTT RLADNRNE — < FE2TWVET,

B VRA i
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IM and Presence Service 7 5 X 2 03BN .

IM and Presence Service 7 5 X 4 M3EMN

ZOFNEEMFH LT, Expressway-C 2> 545 IM and Presence Service 27 7 A # ~D ki & 1Bk L
F£7, 4% Expressway-C 7 7 A&, 4 IM and Presence Service 7 7 A% / — RN|ZEZETE D44
ERndH Y £,

AT 71 Expressway-C C, [#m (Configuration) ] > [Unified Communications] > [IM and Presenceb—E X/ — F
(IM and Presence Service nodes) | DJEIZEIR L £,

AT T2 [FHHR (New) 1227V v 7 L, T—FR=ZANRT UV vy J—RIETIIROFEMEZEML T,
«IMand Presence T—AR—ZA/NTY Y% Z—FT —H_X—ZA TV vy J— ROV —n_"—7 KL
z
e A—H—ZLIRRAT—K — Y —NR—ZT IV EATELT AT FOa2—HF—1D LA T— R,

GE) b0 Z A FRIL, Expressway 7 — & X— AEAICSEE SN E T, XIGST5HIM
and Presence Service == —%— |2/, Standard AXL API Access 7 — /L&t 53T A NENH D
i—a‘o

+ TLSHREEE—F
cBER—EERORHAZER LI-GEIL. U THIEEE®RINLET,
GE) TDOT7 44—V R, BEEERL TOHRWVRYFRENEE A,

ATY 73 [7FLAZEM (AddAddress) | 227 Vv 7 LT, #fiik7T A FLET,

AT v T4 HH0 IMand Presence 7 7 A X 3 HE1E, FIE2 L3 ZMVIKL T, ZNHOBMI TAXDOT—H
R—=RZ TV vy J— K% Expressway-C 7 7 A X |ZIBIML £9°,

ATYTE T_TOIMandPresence 7 — X X—Z T U vy J—REBIMLEL, [—/N\—%2E#H (Refresh
Servers) |27V v 7 LET,
Expressway-C I£, % IM and Presence 7 7 A X DY T AT T AR ) — REMBH L TGEMLET,

AT w76 #ED Expressway-C 7 7 A X BN D4 1%, 4 Expressway-C 7 7 A X 5345 IM and Presence 7 7 A ¥ / —
RIZHERt S5 T, ftho Expressway-C 7 7 AKX CZ DO FRIAZMED KL F7,

Cisco Unity Connection 7 5 X X M3E /N

ZOFNEEFEH LT, Expressway-C 2> 545 Cisco Unity Connection 7 7 A X ~D &5t & VERL L
9, 4 Expressway-C 27 7 A% |%, 4 Cisco Unity Connection 27 7 A% /— NIZEETEX H 45
N ET,

AT w71 Expressway-C T, [#8mk (Configuration) ]>[Unified Communications] > [Unity Connection ¥-—/s3— (Unity

Connection servers) (DJEIZER L £,
ATV T2 [#FR (New) 1227V v 7 L, "7V vy /) — ROROFEMAZBINL £,
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« Unity Connection /AT ) w v & — X7 U vy ) — ROH—nN"—7 KL A
e A—HY—FHENRT—FK —H—R—ZT7 7 EATEET IV hOZ—HF—ID L/RAT— K,

GE) Inoor s A U ERIE, Expressway T E_X= 2 NEAIRE SNET, T D
Cisco Unity Connection — % —{Z1%, v AT AEHFE O — /LML ETT,

* TLSHREEE—F
c BRA—EERORMEMK LIS, ZYTHEMEBRINLE7,
G DT 44—V R, EHEERL TOWARVRY FREINET A,

ATYyT3 [7FLR%ZEM (AddAddress) |22 U v 27 LT, a7 A PLET,

AT v T4 #%$D Unity Connection 7 7 A X N DA%, FIE2 L 3 2#VIEL T, TNHLDBEMY T AXD/NRT
Uy vy /— N%& Z O Expressway-C 7 71 2B L ET,

AT w5 D Expressway-C {27 XC? Unity Connection 7 7 A ¥ ZiBM L7= 5, [H—/\—%E# (Refresh Servers) |
Vv LET,
Expressway-C |L, %27 ZAZ DY T AT T A4 — R L TEINLET,

AT 76 #HED Expressway-C 7 7 A X B3 HGA X, 4 Expressway-C 7 7 A # 734 Unity Connection 27 7 A X J —
NICHEE S L5 £ T, fthd Expressway-C 7 7 AX CZ O FIAZ#EV KL £,

MRA 7 & & R &HIE D FE R

IIAT VIR EAAANBEIR)E—F7 7R (MRA) U 27 =X b ZfdiEd 2 HEEE
LET,

A

R XSOLHINDT v I/ L—FTBHAIE. 7y 7/ L— FRICEA SN ERZ 2 T-HE
NTNDHDO LT EF, b VI, [Expressway J J—R/ — k| OF v 77 L— Rif
TEZRLTIZEN,

AT 7F1 Expressway-C T, [FR%E (Configuration) ]>[Unified Communications] > [E%7E (Configuration)] >[MRA7 2
+Xar kAa—J)L (MRA AccessControl) JIZBEIL £7,
AT 72 3 AORIERY R E DFERK
« [EBSE/XX (Authentication Path) | 7 +—/L K G, SAML, SSO, LDAP £72iX v —H /LT —FX—2R
%‘f'fﬁﬁﬁ LT\ uuuﬂil_qjﬁ_‘my/]) /rﬁi&%uunﬁﬁ—éﬁ)& 975 %@*ﬁbiﬁ‘
[OAUth I“_b J—Cnn.. nIE (Authorlze by OAuth tOken) ] %%*ﬁﬁ‘é & EXpI'CSSWEly < OAuth i HEZ) ﬁ)‘j]
fbEhEd, ZOF 7> 3 0%, SAMLSSO TORYFR— K ENTHNET,

B vRA#ER I
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ATV T3 BT 4 — L REHERLE
fEOHE (11 =) |

Expressway (Expressway-C) 7% t R HI#HDEE .

T, 74—V REEIZOWTOFEMMIE,  [Expressway (Expressway-C) 7 7 & A
EZRLTESN,

Expressway (Expressway-C) 7 7 t X HlfEHIDEETE

RDFIZ MRA

7 7 Al ([#R (Configuration) ]> [Unified Communications] > [#8/

(Configuration) ]>[MRA 7% X #lffl (MRA Access Control) 1) T%féhé?ﬁﬁ%%%b
FT, ZOEEX—TVEHEAL T, TS ABIONY E— FT 7 RAD OAuth FEFERE &
SAML SSO X E &K TE £,

R 1:MRAT £ R GIHDERE

J4—ILF

B

RIS A
(Authentication
path)

MRA AN 2D £ TIHELRD 7 4 —/L K, MRA ZRIEDOHIE T15E%ZE
EJc AN

«SAML SSOZR5F—7 7 A4 7> M, AEIdP IZ L - CEREES N E T,

« UCM/LDAP Basic E85F—Unified CM 73, LDAP & 7' 1 U IEHIZXT LT
74’7/]\%1:'—%/1/“(%.{&1/&“3“

* SAML SSO £ & W UCM/LDAP— D A Y v R&EFFA LET,

«[# L (None) |—RiENHH STV EF A, MRANREINZENZ S
ETIE, IR T 74V T, HIZMRA A 72T 250 TiEARLS T
[72L (Nome) JJ A7 v arBHEINTWLOIER, EBHIZL-TX

FEFRITIZIMRA TIERVEBEZ TR AT T 5 72 DI MRA & 4 12T 2 BN
H257-HTT, (MeetingServer O Web 7’23 XMPP 7 =7 L' —/ =
72¥) o [72L (None) 1 T 1E, 20X RGHEICOAMEAL T
SV, ENLUSNDGEEFEEHLEE A,

T 7 AV FERIE : MRA 3A 72 21X [A L (None) ]. MRA &4 12
L e, T 74V MEX, UCM/LDAP 2720 £,

mrA R I}
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s

X E

J4—IJLF ERBA
OAuth h—7 |ZDOA 7> 3 Tlid, REOHOHLKE® h—7 U NETY, HR—F
NCKDHERE | HOA T TARNT I F v R OT X TORMATHIESN D ARA T a v
(EHHV) | TT,
Oﬁlﬁlhforli;by OAuth %, Cisco Jabber 3 X8 CiscoWebex 7 74 7 > FEB LTXMRA E— K
with refresh) TTFNRART VT 4 _X—Y g ra— e L CGEAYEF %242 Cisco IP
Phones IZ X > CHHR—Fr I TWET,
BE : X8.10.1 5, Expressway [ H LGtk h—27 > (h—27 VB, @K
B T EARY =Y R— b EET) OFEEZEIZYAR—FLTWVET,
7L, EBRICIZT R TORENEE Y Y a—Ta v 2ETRIATE 5D
TTIEH D XA, FEHATHMOHE (Unified CM. IM and Presence Service,
Cisco Unity Connection) 3L OED/N—T 3 ANZH- T, TRTORELPHEC
Fok b= LV OFT R TOREEZRIZTR—F L TWDEDITTIESH Y A,
Expressway CZ DA 7' a V2T 25613, UnifiedCM 8L UERE R
T 515A & Cisco Unity Connection T OAuth ZEH L TEMIZT 2 EL
HYUET, 2O 2OMEIIRD LB TT,
T 7 AV NRE A
OAuth h—7 |[EREE/NR (Authentication path) ] 23SAML SSO & 72/% SAML SSO £ LW}
N X BIEFE |[UCM/LDAP O34, il A AlHE,
(LLATE SSO | Z A7 v a iid, 1dP i U7-583ER B T9, HIfE, Cisco Jabber 3
£—F) LN CiscoWebex 7 A4 T > "B, ZOFWHHFREFEHALTEY, 21
13RI MRA =2 RARA > F T R— SN TWERA,
T 7 FIVIERE AT
2—H 7 L7 |[EREE/V R (Authentication path) ] 2% UCM/LDAP &% 7213 SAML SSO B LW}
¥ UIZ L |UCM/LDAP D54 . Rl AlHE,
7 o }
65“";1 b =Y I LT UV ML DABREEFAT L LD & T5627 747 FiX. MRA
user“t OZEOY s ko T S ET, ZHICIE, Jabber, 7R — kXT3 IP Ealklds
) J O TelePresence 7 /3 ARG FILET,
credential)
T 7 HIVIERE AT
ID 7'm/ 31 |[EREE/NR (Authentication path) ] 7% SAML SSO # 7-(% SAML SSO 35 L O
H— : 1dP O | UCM/LDAP D55 FIH TEE,
‘ N
RETEER | semic oV T, TAF 27 474 T 0L S DR (195—2) %%
(Identity BB LC < 7 S
providers: o - °
Create or
modify IdPs)
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Expressway (Expressway-C) 7% t R HI#HDEE .

J4—ILFK EL:L

SAML A % [EREE/N R (Authentication path) ] 7% SAML SSO & 7= 1% SAML SSO 5 L °

T —H UCM/LDAP O34 . FIFAHE,

I\ﬁ“‘fd}) SAML 54900 A 5 F— 5 7 7 A N A Ao 5 i 2 e L4, i mTaer

ctacata —FNiE, KO LBY T,
SRR H—D I TAZBKRDSAML A ZF—2 7 7 A )VEERKRLE
9, SAML ZH)D7=Dlz, ZDOT7 7 A NDIHE AP IZA VAR — T 54
ERHY ET,
BT VT AFINDEETICRH L TAEZT—F 77 A VAR L E T,
SAML ZHID7ZDIC, HEAXZT—H 77 A )VE AP ITA ViR— T 50
ERH Y F9,

ID 7 u/ 31  |[FBEE/VR (Authentication path) ] 23SAML SSO F 72/% SAML SSO £ L ¥

A — 1 SAML |UCM/LDAP 04 . FIF ATHEE,

F—H DTy e o P

TR T SAML 5 — % OFEDOFEMIZHOWTIX, T v VB O SAML SSO &G (15

o M) ] BEBBLTLEEN,

(Identity

providers:

Export SAML

data)

Jabber iOS 7
47 M
L DHLFIA T
@ Safari Off
M OFF ]
(Allow Jabber

108 clients to
use embedded

Safari)

i0S 734 204, 1dP £ 7-1% Unified CM #BFE2— 1%, 5 7 #+/1 b TH
FiAHWeb 7 Z 7 (Safari 7T U TlE7RW) TEREINET, ZOT 7%
N EDOT T UFIFI0S DIFFEA N TIZT 7B ATERVWD T, T3 A|2H
ASNTGEAEAFHT 2 LIXTEEEA,

_@ﬁﬁi\*4?473mm7?¢$%@%#5i5Km?ﬂ4x®m%a
AT a TR LET, Safari 7T YT, TN ADEEA S TIT

Y ATE D720, OAuth AR RAT — KL AFRFEE 7213 g$@£%
AMETEL LI F LTz,

ZOF Ty a NFEEN X2 ) T o OFENTFELE T, BIENE T
L7-% ., Safari 7>5 Jabber (27 7 U Vil 2 K IHEREIZ, W AX A 71 b
)Ny R EMOHT AL A URL FEFH L FE T, Jabber IADRID
TV = aryNIOFREHEL, iI0S MOHilElzRETxET, 20
Ba&, 7YV r—3a T URL @ OAuth h—27 o~ 7 78 A T& 7,

TRTDOENANT NA ANEHINTWSH7R EOBH T, i0S 734 A
Jabber D /1 A % A URL G A B ERT HMOT 7V r— a U720 EHEET
LG, AT a v EAMICL TR RETT, BT TV r—a B A
% I\ Jabber URL % #5753 % AlfEE S DR /2856, FAGA A Safari 77 7 ¥ &
AT LW TL EE0,

T T FIVIRE 1 WDWR
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=1l

X E

J4—ILF

B

PEBRRRED AT
FHPED R
(Check for
internal
authentication

availability)

[OAuth h—27 N2 X578 (HHidH V)  (Authorize by OAuth token with
refresh) ] £721% [OAuth b — 7 12X 57&FE (Authorize by OAuth token) ] 73
HIMZ 725 T DIGA TR AT RE,

HEREX 2T 4Ry NU—T T T 4 v 7 DOEIBOIZS, T 7 40 b
X[z (No) 1T,

Expressway-C WA —2A /— REF v 7 TH0EINERBIRTHZ LITL
V. Expressway-E 3 U E— h7 T4 7 2 MNBGEERIZED X 9T T 50
Z L E T,

VI xZANE, 7747 bR OAuth h—7 UNZ X > Ta—HFEFRIEL L 5
ETDHBEMN DD E I Emi, DY 7 =X MIIE Expressway-C 73
2—YFDOR—L I TAZERDOTHI20D2—FIDBREENTNET,

o[\ : get edge sso U 7/ = A ME, OAuth h—7 R HHR—FETHD
NE D Ik 2—P—D R — 2 Unified CM I[ZFEFR L £ 4, 7 — A Unified
CM (%, Jabber 7 74 7 b get_ edge sso U 7/ T A MIREETHT AT
YT 4T 4 THIET L ET

: Expressway 2NN ZZ M LW X D I S TW 5

REIIE LT, $_XTH7 T4 7 MR UIRE R %

« 1\ (No)
&1Z, Edge DiB:

=

FEnEd,

-
=~

BIRTHAL T v aid, BEBIOCEXF2 VT4 R —IZh-oTERRD F
T, T XTD Unified CM / — K723 OAuth h—727 > & W R — T 5845, [V
Wz (No) | Z238IRT D LIRERE F Y NT—T BIKDO T 7 4 v 7 %
WTExEd, FE, v— AT U NI TAT Y Ry DR ETSET
LE—REHEHT L LT HHE. T3TD/ — R T OAuth ZfRIET =
WA, [T (Yes) ] ZBINL £,

AR INFT[IEL (Yes) [ITERET S E., BESATLWEWIE—R IS
AT DODREGA VNI RERNFASNSAIREENAHY F£T, =
DOEEIZ Wz (No) 1ZHEET D & Expressway IR EZRY 7 =X K& [5

A,J:[/iﬁ—o

T 7 A RRE VDR

TIT A=
vagra—Fk
DI ANE &
7l (Allow
activation code
onboarding)

[CAuth k=2 VI &k 5% (E#HHY) (Authorize by OAuth token with
refresh) ] £7-21% [OAuth k—% >IZ& %5 %&E2 (Authorize by OAuth token) ]
DA I2 > TODIGEOHRITHIHFTRE, ZOKEIZ LY Expressway D7
7T 4= ara— RICEDEARERNAIRY £5, 7740 MER
[WWE (NO) [ TF, Z0OAF > a v 24T 3I0idfiEs [IE (Yes) |
ICRRE L E T,

T 7 F IV RERIE 1 WD Z
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Ty oemon samLsso 23 [

Z4—ILE  |ERBH
SIP h—7 > |[OAuth F—7 12X 574G (Authorize by OAuth token) ]3[4 (On) ] D
DRGNS | EEITRI A ATRE,

7 b4 k ﬁﬁw H%“
i) (SIP token
extra time to

live)

VBTG UC, fliHi72 OAuth h—727 » OffferTagef] (B) #ER L ET,

7 VT VORBIRPYIN &, 2 — 2 ANLD T2 ORI
e 2 —PICREL L £, 7220, BENREX=2U T 0 URZ BN %
—a‘o

T 7 FI/VIERE 0

Webex 7 71 |SSO U Z A L7 k URI % %{59 5 Jabber 38 X TN Webex 7 7 1 7 > NI
T MDA | ENET,
ﬁ7ivﬁﬁ ?7%»%1 VW ER IOV a CERENCT HITIHMEE X (Yes) ]
NP _ L I/
(WebEx SHELET
Client Z OBEREIZ X 0 | Jabber & Webex 7 7 A 7 ¥ MAAIART T 7 FH R — KD
Embedded XU T amfbanEd, Tk, 77472 M. Unified
Browser Communications Manager (3 X OXMRA) OAuth 7 & —[i](J O HIALT T 7
Support) PEMBHTES LAY, a—P -2/ AU T ARYESNET,
N
() Expressway T, Unified CM ¥ — =23 7R— M 2385E kR T 4, AP O N—

VarFEENFERINET,

Expressway C. [#AC (Configuration) ]> [Unified Communications] > [Unified CM Y —/\—
(Unified CM servers) [DNRIZEIN L E 5,

T v #EH0 SAML SS0 25

SAML ~X— A SSO X, Unified Communications ' —E A ) 7 =X N ZFEFET H720D 47 v 3
VCY, ERIE, ¥Ry FU—IN, 00T (ZZTHEASATND L9 SN D MRA
#% H T Unified Communications —E A ZHRT BT T4 7 b OREESINET,

Ty UHEH O SAML SSO FBREIZIL, NERT A T T 4T 4 T ung Z— (1dP) BNHLETT,
ZDFRFAEIL, = v P TD Expressway X7 DB F 2T 72 b T AA—HLEREL . NEIOY—E R
T aNA = ENR IR AR T A T T 4T 4 T aA F— (1dP) & DO OEFHBRIC
KIFELET,

Ty A L M VPN RRE CEEET A LB S D E /A, ZABIE. B Unified
Communications ¥ — t“X&’7’7‘IZ7\TZ> 2O, 1 DODTAT T 4T 4 & 1 DOFFEA T =
ALEMEHLET, FBAEE AP IZ X > T &4u,  Expressway O FSaE $H P Unified CM H—
AL HY EHE A,

Expressway (3. SAML SSO Z i/l L7z 2 fH®D OAuth b —727 @GEA AR — F LE T,
T (B R b—2 v, THBIEHIC SAML SSORBREASE L LET,

mrA R I}



MRA #5 |
B =500 —soirconT

E*ﬁ%’f#5 E EDEL }\ 7 /0 \_2/[/6 j: Unlfied CM /\“Aza)m_‘pjﬁ_EVC %)*}2& Li—g—o

\}

G¥) * Jabber = R7RA o M3 H72 LT SSO ZfiH L. H&#IZ Expressway/MRA %41 LTV
F— h T Unified CM ZFRFAEL THH R —HLFy NU—ZICRDLEA. =2 RRA 2k
(2o UNBA TV IRA) ICHRGEHINEDL D A,

s Jabber = R A ¥ RBRANZ T —H /L2~ B U —2 T Unified CM IZEEEGERE L, KIC
Expressway/MRA Z{# ] L C Unified CMIZ U E— hTT7 7 B AT HHE, =2 FRA >k
(A TV IANPLT YY) ICHEHENSLETT,

FE%-% OAuth I‘_b /nrunl—Hs 2L\ T

AR H

« CiscoJabber 10.6 LL[%, JabberZ 54 7 2 I, EAAABLIRYE— 77 &2 (MRA)
N4 5 OAuth h—727 VERGEA Y R— F 4 AM—Dx > RRA > F T,

» Cisco Unified Communications Manager 10.5 (2) AR
» Cisco Unity Connection 10.5 (2) LA

« Cisco Unified Communications Manager IM and Presence Service 10.5(2) L&

fTHEH

Cisco Jabber |3, ==7 7 A N aIa=r—ar H—EX %gik'?“éﬁﬁ Z fﬁﬂ%ﬁﬁd)? v k
T—T7WNIZHD0E I EHE LET, Jabber 287 > F T — 7 OFMANC A, *v b
TJ—7 DTy lIldhb Expressway—Eb>%‘U‘*— EAZERLET, uLuEﬁ‘I v /Tﬁ;}]f@iﬁ/\

Expressway-E | X — W —ZFGET 272 OICEL LT ERZ M LT Jabber 2 1dP 1TV ¥ A L
]\ Liﬁ‘o

IdP 1L, 7947 v bEEEHBINT L2027 T4 T MZTF v Lo PuEITWET, 20T A
FTUT AT ADRIEEND L, IdP I, Jabber DY —VE RV VA M2, TATUT 4T 4D
K ThHDENIBHFERT VT — 2 % T T, Expressway-E (ZU A L7 FLET,

Unified Communications #— & A3, IdP & Expressway-E Z{5489 % &, #—E X% Jabber 7
TA4T v ML ET,
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EH £ S Bodoath —2 oEBzoLT [

2:F VTV RUCH—ERIZHT B U TILE OAuth b—9 U R—XDEFR

Unified CM Expressway-C Expressway-E Cisco Jabber

6.User
Authorized

A

Sync

Active directory Identity provider

B 45 B2l 0Auth b—2 VEERIZDULNT

Expressway %, X8.10.1 HD MRAKRA 7 a vt LTOHERER h—27 V&R LTY

“—hLET, ([CAuth k=2 UIC&B%ER (EHFHY) (Authorizeby OAuth token with
refresh) ] Z [1FLy (Yes) JIZRELE T, ) BRI F—27 i2iE, RO L D ITKRE72F]A
N0 ET,

o b= UREHEREIC LY . 22— =T D IR UFRERET D LENRH Y EH A,
T 72 KGR

e TV EAKRY —DHAR— b, Expressway (%, Unified CM O —%— |25 ] S 172 MRA
T RARY —REZMRH TE T,

=V ITDOYR—F, h=FUFA VT LIATHLYE—FTHLHERROT, B—I
Ta—HP—@FA T VIRLAT TV IAOMEBEHT L5 EICHGET 2 LERH Y %
RENVR

Expressway (X, FFlZ Cisco Jabber = —H —Z [IFICHED 5720, AR h—7 U2 H L £
T EAALNVERITEY F— bDJabber 1 —HF—E, m—HNLHKy FT—F (FTTLIA)
w%%mfwf%mﬁféiﬁ =P x AT U IATRHRIAEL TWEHZE, % T4
TUIAIIRE LT HRET D BEIIH D FHA, ARk, 2=V —RAF 77 L IRXT
ﬁu?ﬁbtfﬁﬂ’ﬂ‘yj’T/ AN E LT E,. 2— P IEHERRET 20 EEH Y A, EHLO

Bb. MRESNTET 78 A M= UETITEH b —2 VHIROM G & 720 | FREREDEH S
EPLEJT EMERH Y £7,

Jabber i0S 7 /3 A& 52—V =06, Bl h—27 T R—-bsh T o msl
FE73, Apple Push Notifications (APN) ¢ Expressway 7~ — h & i L £ 97,

HORR =2 VKRB ET R — N 21 DICMERA VT TANT I F BN DH 2 L ahifg s
LT, X TOREMIZH L THDRIR h—7 VKRB ZHESRE U £9, )72 Expressway H#5(C
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B oA r—5 o ommizsn

TEVN, Jabber 7 74 7 v kv, HORIR h—7 VAR L1284, Expressway [ HHIZ h—72
VEMERLET, NAT— FEZITREAE—ZADOFRG i%x%f%@iﬁ/uo R S T FRREN
xﬁ%%MP’ié%®# F 7213 Unified CMIZ K 2 & DT 2 54, b —2 /13 Unified

MIZE S THITESNET, 2= 7 —NOTXTOT A ARHCFE h—27 VAR
%Jﬂzéh“(b\ %6, BOil h—7 VKRS BEICER S E T,

Expressway-C |&, h—7 VRREZEITLET, THIC XD FBRELEREREN Expressway-E
TAMIND D %R L £7,

AR M

* Expressway |&, 9 TIZ CiscoJabber IZX L TENA VMBI R) E—FT7 78 A2 LT
b\iﬁdo

e =)L 7B —NOMOTXTOT A 2L RERICAENME S ET,

c ROF/ NG A= g 0 (FT2IFXENLE) A A R—LENTWD
« Expressway X8.10.1
+ Cisco Jabber i0S 11.9

£ K Jabber TNA AR L TWT, FO—NEWVWY 7 h =T =2 9 DI
By HWY T R =T =T g 0%, B/ OAuth h— 7 VERREAMEA L E4 (SSO
EIdP MERE SN TWD Z LRI

* Cisco Unified Communications Manager 11.5(SU3)
* Cisco Unified Communications Manager IM and Presence Service 11.5(SU3)
* Cisco Unity Connection 11.5(SU3)
o [ CRLIRFRREAS Cisco Expressway-C ([OAuth k—% > (B##&HY) (OAuth token with

refresh) | 5% & CTadalk) 38 & O Unified CM 35 X OV & 7213 IM and Presence Service (OAuth
with Refresh Login Flow /2337 A —%) TH ThHZ L 2R LET,

* Expressway C/iEFe L7z Unified CM / — RZEHTHMERH Y £9°, ZHITLD
Expressway 78 b —7 > &1 595 Unified CM 2% —% 7 = v FTEXET,

OAuth k—7 > DRIHREH
ZO MYy 7 TiE, OAuth b—7 B L TR - T HED H L RHERIMIC OV THB L
\i ﬁqo
Expressway Pair £

* Expressway-E & an Expressway-C (31~ U —27 = v U CEfET 5 L o [Tk ST E
j‘o

» Unified Communications k7 73— /1> — (%, Expressway-C & Expressway-E O[] CHEAK
SHTVET,
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oauth ~—% voriess [

« OAuth & T7 72 A9 2% SIP K A A %, Expressway-C CTHERRL S 41TV ET,

* Expressway-C CIXIMRA DAL SN THY | £ 72 Unified CM U Y — A3 & T
£

o WLBE7 Unified CM Y ¥V — A%, Expressway-C @ HTTP #F Al U X MZH Y £77,

BB OER T 2854, OAuth 37 7 & A9 % UnifiedCM U Y — A%, Jabber 7 7 A
Ty b a—nEZnbd RAAL L ERICERIZHY 97,

Cisco Jabber Y 547> ~ L

c I TAT LV ME. ELWRAAL ASIPURYF v v b =Ag UT ZAZHH L THEY—E R
EHERTDH L OITHEREINTWD,

« 7 7 4 /v 877 UL Expressway-E 3 L OV IdP #fiFik CTx £,

Unified CM TDFE

JEOAuthMRA 7 74 7 v bRz KR4 ¥ MIBEM T 5N TV 52— —%, Unified CM
e 7 A A NEREREEFEL TOET, E721F. Unified CM 1. LDAP FEEAICHER S CuvvE
ﬁ‘o

FATUoTA4T4 FANAE5—E

IdPGEHED FA AL T, 7T AT PR IP 2R TE D L5, FAASL U R—LT AT A
(DNS) TRABT2HERH Y £,

FATUTAT 14 TANA T —DEIR
VAaagRlb—yvary VY a—Tarid, SAML20 (¥ %2V T 4 TH—var ~v—7
Ty T EWE) EEALT, 2=y A N ala=r—vary v RERHTLI T4 T
NHDSSO (v 7N HA vty ) ZEDNLET,

fiE 9 2 EREEIZ SAML ~N— & SSO %R L7234 13, WOAIZEE LT EEW,

* SAML 2.0 /%, SAML 1.1 & O HEHMEN2 =, SAML 2.0 BEHEZff 45 1dP Z 3R
HVENRH D F9,

e SAMLRX—ADT AT T 4T 4T, 2o Ea—TFT 40 7%y NU—F% 0 TERD
R Lo TERAFETEEINLTOET, L -> T, SAMLAZ#E | #EHLT 5 7~
WDOMRIELS ZIF AN LN TWARENIH Y FH A,

R L72 IdP OFRESCEHLAR Y > —1%, CiscoTAC (77 =WV T IV AX LA L H—)
DY R— hxtGs T3, IdP XU X — L DR &R — N ZFH LT, 1dP Z#1EL <
WETDHT VA NEZITTLIEEV, Cisco (X IdP IZRT 2 =T — HIfR, /I3 ED
REICEHT 2 EEETANVEE A,

mrA R I}



MRA #5% |
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VA aTRL—var A7 TARNT I T v, SAML2.0 ~OHERE FEIET Ao IdP &
HHUER S HAREMELHV EIN, Y RAa aFR8 L —var Y Va—varTTFARERT
WA DIZRO IdP 721 T,

« OpenAM 10.0.1

« Active Directory Federation Services 2.0 (AD FS 2.0)
* PingFederate® 6.10.0.4

UC 77— 3> T O0Auth 1T 5

Expressway C MRA Z ] L T OAuth #8GiE 2 ]9 % 121%, Cisco Unified Communications Manager
%> Cisco Unity Connection (HASNTWDLHE) REOHE UCT 7 U r— 3 Th OAuth
ptuuﬁ%ﬁfj @ﬁéd\égﬁ%@@ ijﬂo

AT v F1 Expressway-C T, MRA 7 7 & Al & CTOAuth h— 727 » OFEHNANNI > TNDZ L 2R LET,
a) Expressway-C T, [#m (Configuration) ]>[Unified Communications] > [## (Configuration) ]>
[IMRA7 Yt X &l (MRA Access Control) ] DJEIZER L £,

b) [OAuth b—o UIZ&kB&E (BEFHHY) (Authorizeby OAuth token withrefresh) | F= v 7R 7
AEFATLET,

c) [fR1F (Save) 127 Vw7 LET,

AT w72 Cisco Unified Communications Manager /X 7'V v /% / — K¢, OAuth Refresh Login Flow {2337 X — % %
AWM LET,
a) Cisco Unified CM Administration 7> 5, [ AT L (System) 1>[18%/N5 A —% (EnterpriseParameters) ]
IR E7,
b) OAuth with Refresh Login Flow /X7 2 — % % [H%h (Enabled) ] IZa%&E L £,
c) [FR1F (Save) 127 Vv Z LET,

GE) Expressway 7 Cisco Unified Communications Manager & |72 % R A A TEE IV TV DA
Cisco Unified Communications Manager & BE#7 1%, Exp-C DBHET 2 AT A KA A &2BINT 5
ZliZkY, ExpCHA MG R ZFHTFQDN ICHEHTHLERH D £97,

AT 73 Cisco Unity Connection T, OAuth FHr 71 L ZHN L, Authz — "—Z 4k L E 7,

a) Cisco Unity Connection Administration 75, [ R T LFKTE (System Settings) 1> [T 2 —T 54 AN
SA—R]EERLET,

b) [SSO & & U OAuth ERFE] O T CTRRIEZE L7,

c) [B#HOY A I7O0—%EMALT=0Auth (OAuthwithRRefreshLoginFlow) | =2 % —7F A X /87 A —
% % [A%) (Enabled) 1I1Ze%E LET,

d) [FR1F (Save) 127 Vv 7 LET,

e) [VATLERTE (System Setting) ] > [AuthzH—/3— (Authz Server) (DJNEIZERIN L £,

) BEfFOWRAERET 200, LV Authz h——ZBIML£7,

g) Authz —/3—F&JE|Z Cisco Unified Communications Manager /N7 wi v ZBEIMLET,
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sipomuth =— FoiE ]

h) [fRfF (Save) 1Z27 U7 LET,

RDBERY

VAT APE IR EAE A T2 LT D356 1E, Cisco Unified Communications Manager C SIP
OAuth E— RZHhLET,

SIP OAuth E— FDEXTE

ZDOFEZMFEH LT, Cisco Unified Communications Manager C SIP OAuth &— K&ZHZhZ L E
3, SIPOAuthE— R, ZRZSIPEFL 7T Y LV IRRETHY | VAT LRENE TR —
FLTWAGAIZEBEID LET,

)

GE) X140V U—=22 5, SIP OAuth E— % 7800 35 L 188800 2 U — XD Cisco IP Phone TH AR —
& FEF, SIPOAuth E— FOFEMIEHRICEI L CiZ. [CiscoUnified Communications Manager
DOREFERERE W A K] @ TSIP OAuth &— RO HEAZRL T Z &,

48O SRS

Cisco Unified Communications Manager T, OAuth 50 7 A VA HNZT HMENH Y 7,
ZiuE, OAuth with Refresh Login Flow {236/37 A —% % [B%) (Enabled) ]I12¢ 52 & T
ETEET,

AT w71 SIPOAuth ZfEH 5% — =L, SIP OAuth A— M &R E L ET,
a) Cisco Unified CM Administration T, [ AT L (System) ] > [Cisco Unified CM] DJIHIZIERIN L F 7,
b) [TCP/R— RERTE (TCP Port Settings) | ##% & L £,
c) [fRfF (Save) 127 U7 LET,
AT w72 Expressway-C ~® OAuth #f5t DA 715
a) Cisco Unified CM Administration T, [T/\4 X (Device) ]>[Expressway-C]DJEIZER L F 7,
b) [FHEM (AddNew) |27V v 7 LET,
c) Expressway-C 7 KL A DB
d) [f&fF (Save) 1227 U v 27 LET,
AT F3 SIPOAuth E— RZH T 5 Kk
a) /—FRT, a~V RIS A =Tz R Zul A LET,
b) wutils sipOAuth-mode enable @ CLI =t~ R&FATLET,
AT w74 CiscoCallManager ¥— & A & fiLdh4 2 ik

a) Cisco Unified Serviceability T, [*Y—JL (Tools) |>[a > rA—/LE 42— -#EEH—E X (Control
Center - Feature Services) [DIRIZEIN L £ 7,
b) [Y—/\ (Server) | Rey 7 X0 UZX RN — @R L ET,
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B savssoom:

c) CiscoCallManager — ' X ZfifEad L, [FHEdE) (Restart) 1227V v 7 LE T,
d) = RAKA 2 R SIP OAuth E— R CEET 54/ — REHEB L ET,

ATY TS EiEEEX 2T 4707 7 AL T OAuth BREEZ A ML L £,

a) Cisco Unified CM Administration T[> RXT L (System) |>[tFa )T« TAT774JL (Security
Profile) 1> Bt ¥ 1) T« 7B 774 JL (Phone Security Profile) (DJIEIZEIR L £9,

b) [#F (Find) 1227V v 27 LT, MRA=ZY RARA v MIBEEIT O TNDE T a7 7 A VERIR L E
j‘o

c) [OAuth FBFED A% (Enable OAuth Authentication) | F = v 7Ry 7 A% A LET,

d) ICE Media Path Optimization Z /i L TW2EE1E, [T/AM XE2F2 ) T4 E— K (Device Security
Mode) ] % [iEE1t (Encrypted) ] IZFXEL. [ErER 4 7 (Transport Type) | % [TLS] IZa%E L E
j‘o

e) [fRTF (Save) 127V w7 LET,

SAML SSO D% TE
ENANVBLONY £— 7 7 & AT Cisco Expressway € SAML SSO # % E T 2L E 1%, KD
BAT & FATLET,
1R BRI
« WEBUC 77U &r—3 3 U HIZ SAML SSO ZAfpk L £ 9, sl Tix, 2= =
=774 Rala=r—rarV)a—ra HAMLSOEAN A F] 2B LT
él/\o
* Expressway-C @ MRA 7 7 & AHIHIFRE Cix, [EREE/NR (Authentication path) | 7 « —
U K% [SAML SSOZREE (SAML SSOauthentlcatlon) ] £721X[SAML SSO$ &K F'UCM/LDAP
(SAML SSO and UCM/LDAP) | IZERET 2 LERH Y £7°,
AN

AR ROEFETIL, SAML A X T —X 2 WHTHMLERH Y £4,

* Expressway DZ 5 : Expressway-C aEE, FQDN, 7 7 A X DB (A X T — X ZEE L
THEA VR—1)

«IDP ®ZF : FQDN, iEHE., 72137 9470 b EDEHEBRICEEL 52500 (K
HDOART — R e A LR —])

cll

F&E
ARV RFEREET7TIVa Y BHY
R T 71| Expressway-C 7> 5 SAML A % 57— 4 % = 7 A7R— b | Expressway-C 5 A X T —H 7 7 A )L T AR—
(23 X—) FLET,

B vRA#ER I
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Expressway-C m 5 SAML A 2 T—4 % LY RR— b .

ARV RFERFTIVaY =)

RTVT2TATUT 4T 4 TN, LORE Expressway A X T —H =T AT T 4T 4 T aA
Z— (IdP) IZA > AR —hL, IAPZHEL TN D,
P DHA BT —H T 7 ANy AR—hLET,

ATV T3|IdP /5 SAML A X T —X %A iR— bk (24 ~2— |Idp A ¥ T —# % Expressway-C (A >R — kL, 1

V) RasE T LET,
ATy FT4|1dP & R A A L OBERMIT (25 2—) Expressway-C C. RAA L ETAT T 47471
A B —IZBET £
Z 7w 75 |SAML SSO (= ADFS #Hiik (25 ~<—) ADFS ®2, Active Directory 7 = 7 L—3 = 2 #—
ERAZMH LTV L 5E1E, IdP TIh b By
27 58T LT EET LET,

Expressway-C /5 SAML * 2 T—A2 %I ) AR— k

X12.5 7> Cisco Expressway (., IdP & @ SAML 2%t L CTH—D 7 T A X BIRO X ¥ 57—
277 ANEMRT L2 LAY AR — ML TWET, LI, Expressway-C 27 7 XA Z 0T Tk
WCABT =BT 7 ANEERTIVEROD E L (T2 2, 6 DDAXT—XT 7 A )L
o 7 TAEZBIROF T v a O Expressway-C 77 A4~V 7 TIOFIAEFETLE
T

N

() SAML SSO &R TR DWW T HH D Expressway X Ex L LT HHAIL, AXT— X &7 T7(4~
VETMNOHTI AR—RL, AT —Z%&1dPIZHA A — T H0LERHY £,

cTIA=IET

o P NG
* SSO XI& KA A >

 Expressway-E 7 O IP 7 KL AE LA A MM

\}

() Expressway-C ® SAML A ¥ 5 —# %7 A7R— N T 5 HIIZ, Expressway-C T, Expressway-E
E DB IR AN T D VERDH Y 9,

AT w1 [#m (Configuration) ]>[Unified Communications] > [#&/ (Configuration) ] DJEIZER L £,

ATw 72 [MRA7 Y A (MRA AccessControl) ]| 27 2 a D SAML A X5 —4 1 2 hTE— RZ@IR L £
R
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B oprosamxs7—5% 0 —t

ATvT3

RTv74

ATy T5

ATvT6

SR H—DI TAFERODSAML A X T —X 7 7 A NVEEKRLET, ZO7 7 A LDIH% SAML
IO AP 1A V' R— b T HHERH Y £,

CET VT AFIHNDOEZEETICHR L TAZT =277 A VEAERLET, SAML BRIz LT, &A%
T—HT7ANEIPICA VAR — b T HR0ERH Y £7, Expressway 23LLRTD SAML SSO %fiix UV —
AN 12527 v 77— REhb e, [T (Peer) | A7V a BT 74/ FT&EIRENET,

HLWEBOHA. [SAMLA ¥ 5 —4% (SAMLMetadata) |&— RIZ#IZT 7 4/ F CT[U 5 R4 (Cluger) ]
ICRESIET,
BEF D RBI DA, LLRTOD Expressway U U — AT SAML SSO NENZ 72 > TV B A, T— RiXT 7+

VT[T XA (Cluster) 12720, SAML SSO BEAHNZA /2> TV AL AIX[ET (Peer) 11720
i—a‘o

[SAMLT—4 %I % XR— b (ExportSAML data) |22 V v 27 L £,

T DOR—UNTIE, B STz Expressway-E, 72137 7 A X OE 13T TO Expressway-E 7 23— S
nNEI, i, ZnbDT —H 0, Expressway-C @O SMAL A ¥ 57— X L& EN D720 TT,

SAML A %5 —#Z[95AR%A (Cluster) | Z 3R L7=85A0%, [FEBAZDER (Generate Certificate) | %
707 LET,
ROFIMAEFEITLET,

« I TALBERDE—RT, B—DI TAZBIROALZT =R T 7 A VR ra—RT51I20%, [F7
>A—F (Download) 1 %7V v 7 L%,

BT TEDE—RT, HXDOET DAL T =277 AN EX T ra— KT 5I2E, E7OMICHD [F
w>BA—F (Download) 1427 Vv 7 LET, T zip 7 7 A MIT 7 AR — T 5HIT1E, [T
TH9>rO—F (DownloadAll) 1227 U v LET,

a7 74 n%&2at =1L, IdPIZSAML A X5 —X %A ViR— T HNENHDHBEIZT 78 ATE
BERIRBEANICAN—Z N LET,

IdP 25 SAML X 2 T—% %A ViR— b

ATy T

ATy T2
ATvT3

ATv74

Expressway-C C. [#H (Configuration) ]> [Unified Communications] > [7 A4 T T4 T4 FO/NA & —
(IdP)  (Identity providers (IdP)) ] DIEIZEIR L £,

INEETTLOUENDLDIL, 7 ITAZDTITA~) ETDHTT,

[SAMLA S E LUWLMAPEA > 7R— k (Import new IdP from SAML) 1227V v 7 LE7,

[SAMLZ 7 J)LEA R— b (Import SAML file) ] = ha— L& LT, IdP 75 SMAL A ¥ 57 —%
T ANERBELET,

[#4 A+ (Digest) | ZM48R SHA Ny 2T L3 ZATHEHELET,
Expressway (X7 74 7 M IdP IZ#R T 5 SAML RAEERDBAIZZ DX A V= A M LET, &

£ T ALE, SAML FBREER DB ZMHFET 57O IdP THESNLTWDAHDE—H L TWDH %
EHRHY F£9,

B vRA#ER
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P & k2 1 vt ]

ATy 75 [7y7r—NK (Upload) 1547 Vw7 LET,
Expressway-C |%, IdP OiffE Z#785E L, IdP IZ%f7 % SAML #fg K 5{b T £ 7,

GE) ARF =R A R— bk L7=%I1Z. [ (Configuration) ]>[Unified Communications]>[7 4 T >
T4 T4 70O/NA4% (IdP) (Identity providers(IdP)) ] DIEIZRIR L, IdP1TA MR L., 77
valHIT[EA DT R FDOER (ConfigureDigest) (%27 Vw735 LBAT LY R LEE
BCTEET,

IdP & R A A D DREER T

KA A D MRA 22— —% IdP 2/ L CRIAET 25A1%. IdPIZF D KA A U ZEEEfHT 5
VBERHDET, Dl b 120 RAAL U HZREMTAETIAP IMEEZEMLETA,

M% L IdP CIEE st | OBUERH D E4., 1 DD AP 28D A A AFHTEFF
3K RAL CBEMST B35 IdP X 1 2720 T,

AT 71 Expressway-C C, IdP U A h B & ([#AL (Configuration) ]> [Unified Communications] >[7 4 T > T«
T4 7AN4 F— (IdP) (Identity providers(1dP)) ]) . IdP 3V A MZH D Z L 2R L 7,

IdP X D=7 47 4 IDANIFRRSNE T, TNENEEMT O FAAL D ID ORICEREINE
K

RTw T2 1dP DITT[RFAA D DOEESR T (Associatedomains) | #7 VU » 7 LET,

ZHIT XD Expressway-C DF_XTD FAA 3—FHINES, WP (T TIZEEMST b THD RAA
YORIZIX, Frxy v —rRFoRINET, £ol URX RO RA A AAZEEMST B TW D HO
IdP 38 285613, 1dP =27 17 4 ID bF/RSNET,

ATYT3 ZOWPICEENMNIT A RAL L ORICHEDTF v 7Ry 7 At LET,

F v 7Ry 7 ADORIT, (H5ik) EERINTWDIEE. AL COBEFOREMT ARSI, 20
IdP |2 R A A U NEHEATT B IvET,

ATy T4 [fR7F (Save) |27 U w27 LET,
BIRLT7Z RAAL D20 P ICEEMN T DN ET,

SAML SSO (= ADFS # &5k

TAT VT 4T 4 70,34 X —|Z Active Directory 7 =7 L —3 3 % —E X (ADFS) %f{#H
LCWAEAIL, ADFS TIh D OBIMERZE T LET,

Expressway-E DF Y SEGEA 2 ERR, £ 7 4 7 4128 DT 137 4 ZFE L, Active
Directory 7 =7 L—3 3 % —E X (ADFS) 3 Expressway-E O HIf#i# ¥ |2 SAML J&H& % 1ER%
THZ xR LET, Fo, FEELYFETEHIC L—2 L — L ZBNT 208N H D F
R
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B ts27 5 —v1v—ommn

AT YT ISERRITELT D LD ADFS MR L £ ¥, (S FHFE A ADFS TIERL S 4172 5, Windows PowerShell®
T, 4 Expressway-E <Name> (Z%f L CIROD <> REFETLET,
Set-ADFSRelyingPartyTrust -TargetName "<Name>" -SAMLResponseSignature
MessageAndAssertion, <Name>|d, ADFS Ti%/E S 41TV 5 Expressway-E O {5 #H Y4 HHFEH DA AIIC
BEEHZ TIEEN,

RATw T2 HEEYFEETINCY L—L2— VBN 5,
a) [0 L—LL—ILO%E (Edit ClamsRule) | A 7027 %%, AD BHICZ L—24 & LTRIESH
AP L— A — NV EER L ET,
b) WEET AT A%t LT OAuth = —H — %57 5 & 0 (EFIXE T A —/LF 721X SAMAccountName)
IZ—8+ 5 AD BHE @R L £7,
¢) [EITHDHY L—LA AT (OutgoingClaimType) ] & L Cuid AL ET,

X2 T ESN—YILT—2DRERKR

Expressway-C & Expressway-E O lij /5 C, % A 7 [Unified Communications traversal | DHf/5{t.
V' — R L E 7, Expressway-C & Expressway-E Offi ) CRIEZE T LET,

\}

GE)  Z ORI, TLSHGEE— RIZA VICRE S, AT 1 TR AT — RIL[F 5k % 5] (Force
encrypted) JIZF%E SAUIIRAETSIPTLS 23 288172 k7 /X—H /1> —> (Expressway-C
TEIRLEZGAIE, NI =Y T T 47 b —2 Expressway-E CiR L7285 61%, b7
NP — "=y —) ZHEBKELET,

1a s BRI

* Expressway-C & Expressway-E 28 VO GEHEZEHHL TWD Z L 2R L TS0,
%% Expressway 237 7 A T k&Y — D )i & L THEEET 5 & [RIRFIZ4S Expressway Dk
BHENR FA T hEY—NELTAHBDTHD Z L E2ERTIVNENRS Y T3, FEHER
BEMOFHC OV, [REAFOEM] 22 LT3,

* Expressway (3. CN Tid7e <. SANBMEZMH L CME LA ELZMEET 5 2 L ITHER
LTL7EE,

« H323 23R S L SN TW R WEER b MR GE MO b I R—=H Y — o X7 2 RE
THULENDY ET,

AT v F1 Expressway-C 77 4~V 77 C, [#mk (Configuration) ]>[V—> (Zones) 1>[Y—2 (Zones) |DJEIZ
BRI FET,
ATy T2 [HH (New) 1227V v 7 LET,

B vRA#ER I
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ATV T3 UTFTOEDT 4 —/L REHERLET,

£R2:UC 5 \—YILI—UDEE

)7 Expressway $—/3— (C £72ILE) DF

w27 r3n—srV— o [

RE & LET,

J4—ILFK

Expressway-C D% &

Expressway-E D% &

gl

[Traversal zone] 72 &

[Traversal zone] 72 &

% A 7 (Type)

Unified Communications traversal

Unified Communications traversal

[#EH2Y LT >+ JL (Connection credentials) | &2 v 3

E——

(Username)

lexampleauth| 7 &

lexampleauth| 7 &

INAT — K

lex4mpl3.cOm] 72 &

[A—HNLEBET—F2 N—RADEBNHE
(Add/Edit local authentication database) ]
ERRLET, Ry d Ty HA47ur
T, [#H (New) 1227V w7 L, &HI
(5] : Texampleauth] ) /S8R —F
(5] : Tex4mpl3.cOm] ) Z AL, [H
G4 UiE#EER (Createcredential) ]
7 Vv LET,

SIP&7var

A— bk (Port) Expressway-E O EIZ—ET HME 3% | 7001 (7 744 ) [Cisco Expressway
DET, V=T A R _R=T o TR O
N— =3 D [CiscoExpressway IP 48— b

AT A F] 22 L T 7Za0,

TLSH 7Y =2 14 N/A NIN—=H VT T47 0 FORERFT,

DO (TLS verify
subject name)

RFET D401 AT)LET (Subject
Alternative Name B THOMERH Y F
T) o RIN—Y N TIFAT L NDT T
AENHLGEX. T T TRAE L%
FBEL, 27747 FOREHEICE E
N5z LR LET,

[EREE (Authentication) | &7 > a >

[FREER ) o —
(Authentication
policy) ]

[7 LT vy L aHER L7 (Do not

check credentials) ]

[Z7 LT vy L aEHER L7 (Do not
check credentials) ]

[(AT—>3>

(Location) |27 v =

mrA R I}
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J4—ILF

Expressway-C D EX Expressway-E D% 5

717 RL2A Expressway-E @ FQDN % A7) L $7, N/A
(Peer 1 addI'CSS) /EE IP7 }\ Lz %{ifﬁj—é (?E'I_j- [/

Twiﬁh)‘%®7FVXﬂ
Expressway-E #— /NGEBEICEH a0 TW
HLENRDHY £T,

MRA OF 27 /VNIC A ¥ —7 = A A
T Expressway-E Z R L TV 25613
Expressway-E DNEA > ¥ —7 = A A 0)
FQDN # A/ LEd (IP7 FLATiEdH
D FEHA) , Expressway-C (Z1%,
Expressway-E O WN#E LAN @ FQDN % #5
TER=DIVRAL U R— LT AT b
(DNS) L a— RRBETT,

v'7 2~67 RL A |Expressway-E D7 7 AKX ToHGE1X N/A
(Peer2...6 address) |iBINE T @ FQDN = A1 LE T,

ATy T4 [V —2DfERL (Createzone) 157 VU v 7 LT,
AT w5 Expressway-E 77 A~V T CINOLOFNEZMVIK L, Expressway-E FI O EL @A L £,

X217 RIEDER

Z OREBAIZIX. Expressway-C & Expressway-E. 33 & O Expressway-E & B3 HH = RR
A2 MEOEX 2 7BENLETT, ZHUZIE, HTTP, SIP. XU XMPP DSk
TLS (5 DFH L. BL LU T L BITREHEFEOLZHRE F = v 7 BNEENE T, Jabber =
RARA > M, UnifiedCM THREESNTWD B 7 A UERIZK L THRIES N D B8 g2 —F—
X ERAT — FOMBEDLE 2 RMET 20BN H Y £9, TXTDO AT 4 7 7% SRTP T S
WET,

Expressway-C [, Expressway-C & fiiH & 41724 Unified CM / — R CTHERK T E 72UV R A 23—
V= HBAERLEY, TCP Y — 3 IcfEk s Ed, TLS ¥ —13, Unified CM / —
KRR S5RAA2X2)T4E—F ([PRTL (System) | >[12%/N5 A —4 (Enterprise
Par ameters) ]>[t$:LUT/r/\7>‘ A (Security Parameters) 1) 7281 (JRA) THK S
TWAEGEITERSNET (ZHUTEY, EFaT7RTe 7y AL TrlrEYa =7 Ei
TR AR R— b ENET) Hsf >1%. Unified CM 7% TLS BiEEE — R &2 F T/ -
TWA A, [TLSEEEE— K (TLSverify mode) | 23 [4 > (On) | ODIRETHER SV ET,
Z X, Expressway-C 23%#5c @ SIP i#{5 H @ CallManager it E 2 BT 5 2 L 2 BB L £,
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e N |

A\

GE)  Unified CM NESE— RTRWES., EX27 727 7 A VL TCP Z2fEHTH Loy v
J1r—FRanFEd,

Unified CM /X7 U » ¥ % 73 Expressway (ZiB1 (E7213HEH) 47284, Unified CM ~D
Expressway 1A 73— — (%, Unified CM 239" Unified CM / — ROLRIEFEH L £7,
Expressway (%, ZALH DR SN/ FTZ M LT Unified CM / — RIZHEE LE T, L O4HT
AR A NI OGE

c ZDOAMEMA L TV —T 4 VTR THLILERDH Y £

« ZAUX. Expressway 7% Unified CM O — N—ZEBEIZA SN D Z L 2 ET H4F1T
@—

X7 Tu T A NVEMHL TG, Expressway-C OREBHEICE A LIZRGE R DO L —
I CA 73 CallManager DfF#ERERAE (Cisco UnifiedOS DEHLT 7' U r— a > O [€Fa ) T4
(Security) ]>[GEBAZNEIE (CertificateManagement) ]) & LTA VA b—LENTWVHZ
LR LET,

AT 4 7SIt

AT 4 7B E{bi Expressway-C & Expressway-E i, 3 X OMEZESMZ H D Expressway-E & =
RBRA > PO a—L Ly FCEITSNET,

M55{blX. AT 4 7 2% Expressway-C @ B2BUA (/XA A)L—F 5 & X (ZYBRICEH S v
j—O
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



