kS0 — T A DSIPEXY)
TA

s T IEF—FTADSIPEX 2T 0 OBE (1 3—)
s T = T A DSIP X2 YT A REHX AY 7 B —, onpage 6

cSUOET—FDITADSIPEXL) T4 DEE

ZOv 7 varTiE, SIP T O, U A O SLOBE, BXOtXa Y
FA4TRTFANBEDOE Y MZOWTHALET,

SIP 5 > DEES1E

SIP N7 21%, 7 F VT EAT 4 TOEF TR aT ga—LaEYR— s T&ET, TLS
WX 7TV o TEB LA IRAE L. SRTP IZ AT 4 TG B A2 U F 4,

N oD 7T TR AL ERET DX, SIP AT v eXa VT Tu T AN (Y
ZTA>t#:L'JT»f 70774 JL>(sip trunk security profile)] 7« > R C) ZRET D &
X, ROF T a v BRIRLET,

[TINA R EFX21)T 4 E—F (DeviceSecurity Mode) | Kz v 7 &7 U X ki,
(K E1b# (Encrypted) ]J ZEINL 9,
« [BIEEESZ A4 7 (Incoming Transport Type) | Kue v 7% 7 U A2 kv [[TLS]) %
RLET,
« [B{EERESZ 4 7 (Outgoing Transport Type) | K v 7 & 7 U & ki [[TLS]) %3
RLFEF,
SIP hT7 278X a 074707y ANVERELTLL, Z2O7 077 A)VE N7 72 L
%9 ([ Device> trunk > sip trunk configuration] 7 1 > R 7)),

RN TIZRLTAT 4 THE S L ERET D121, [SRTPZEFA (SRTPAllowed) | F = v 7
Ny I A% AN LET ([T/A1 R (Device) ][I~5‘/7][SIP k524 (SIPTrunk) | &E
U4y RUTHEEKTT) .

FSUOET— D TADSIPEF) T4 .



PSSO E— P9 zADSIPEX2 )T 1 |

B ciscotosmece 5— kv z 1 DEES I

B 0Tz IRy I R4 T A5, F—20Mmotx = V7 ¢ BEEEFEHRS =2 — L%
Tz —Ta VHRIZASNARNE I, B SN TLS e 7 v AV EEAT 2 8%
HRLET, FExFa7 w77 AV EHHT 556 TH SRTP IFHERE L £33, F—133 7
TV ITBIORMN—ATARINET, ZDA. Unified Communications Manager & k7 &

7 DM TRy NU—7 DX 2 VT 4 ZfRT HDHLERH Y £,

CiscolOSMGCP ¥ — +U = 14 DEE=F 1t

Unified Communications Manager (£, MGCP SRTP /X 7 — V2 FEH$T 57— N = A 2K —

FLTWET, MGCPSRTP Ny 7r—U%, F— U= A RNEFa7 RTPHEH LT X7y &
BE{LB I OEE LT X IFHINET, a—ty M7 v 7HICRBRINAIERIC L -
T, = b =AN2—)LIZSRTP 2T 2008 203 ikE 0 3, T /31 A3 SRTP &
AR—=FLTWDEEGHE, VAT AEISRTPHkiaEH L ET, D72 & H1DDFT /31 A3 SRTP
EYAR—FLTORWEA, VAT LIRTP #2 /M LE 3, SRTP 75 RTP ~D 7 4 —
NNy 7 (FTFE D) X, BRRT A ADLREETIIRWNT N A~DER%E, S, b
FoARA—F 40 ARREE R EOBAITRET L RN H Y £,

VAT AN 2 BOT S, A TR S/ SRTP =2 — /L &2 #ET 5354 . Unified Communications
Manager |3t F 27 a— VDO~ 2 Z —iZ bF%— & salt Z4&p L, SRTP 2 h U — L&D
7 — U = A28 L ¥, Unified Communications Manager (% SRTCP A h U —AHDF— L&
salt ZEE LERADR, VY= bz 3206 YA FLES, ZhHDOF—E MGCP ¥~
TFV T RAEN LTI = b= IZERESNET, O/ SR (LIPSec M L THRH#ES 2
VEEMNEH Y £9, Unified Communications Manager |3 IPSec #55i B FAET D E 9 D idik L £
HAD, IPSec BRESNTWRWES, VAT A — b aAfilEyvarF—%22U7
TEAPTEELET, By var F—D0NtXa 7 RERENM L THEEND X9, IPSec ##
WEDFIET HZ & iR LET,

Je

Evk

SRTP IZERE STV D MGCP 7 — b 7 = A A3, FBIEFE AT /31 A (T2 & z21E, SCCP % 5
ITL TV DA B & oa— 5 L TCWA 4. Unified Communications Manager
INA—)VERRREF A & LT D720, EifICIRET A 2 P FoR SN E T, Unified
Communications Managerl%, 7/ A A® SRTP #§RENS 2 — /L DR T = — M) L1255,
TNz bE LTHELET, MGCP 7 — U =AW, ¥F=2UT 4 7A 2 2RRT
EDEREIHER SN TWNDIGE, a— ARSI TVD & STEFICET A 2 0 BFERRS
ET,

WIZ, MGCPEI PRI 7 — F 7 = A [IZOWTOMHEZ R LET,

* SRTP 554D MGCP 7' — F U = A ZRETHMLEIHV T, 2~ F

mgcppackage-capabilitysrtp-package i L T — b v = A 5 E L £,

*« MGCP 7' — F 7 = A TlX, [EE/R P —t 2 (Advanced IP Services) ] £ 721 [ 721

¥+4%—E A (Advanced Enterprise Services) | 4 A —VEIEETHHLERH Y £,

. SO ET—FITADSIPEFRLY T o
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H323 7 — b4 &KV h323/h323Lh 5 2 EES1E (h323) .

7= & ZI1X. c3745-adventer prisek9-mz.124-6.T.bin 72 &,

o fRF#EAR T — & A%, COCP PRI Setup, Alert, 55T Connect D A v —CTHED
FacilitylE Z £ L C. ZZ#H D CPEIPRI 7 — b7 = A LS ET,

« Unified Communications Manager |Z, Cisco Unified IP & TOH AL X o 7l b — 2 &
ELET, Xy FU—HNOPBXIE, a—ADF— by oA IZ b= E2FELET,

» Cisco Unified IP FEi#f & MGCPE1 PRI 77— F U = A OREID AT 4 7 BEF AL STV RN
L, a—ireyrEnET,

)

GE)  MGCP 77— hU =A DIFSALDOFERIZOWTIE, HLTWD
CiscoIOS V7 F U =7 D/3— g @ [Mediaand Sgnaling
Authentication and Encryption Feature for Cisco |OSMGCP Gateways]
LTS TEEN,

H323 77—+ x4 5 & Uh323/h.323/h +5 > EEE1E (h.323)

X2 VT4 A2 Y R— T HH32 T — Mo A BT — bd—"— F3IEFr— Fx—
N—iill##l > H.225/H.323/H.245 ~ 7 > 7 (&, Cisco Unified Communications Operating System T
IPSec 7/ v =— = U &2EE LA, Unified Communications Manager (2% L CRBRET X £
9", Unified Communications Manager & Z 415 DT /34 ZADTOH IPSec 7/ > =—3 3 UERK
\Z2oW X, [Cisco Unified CommunicationsManager 7 KX =& kL —y 3 > HA Rl 25
LTL7EENY,

H.323, H.225, BELUH.245 731 AT SF—0N AR ESNET, ZhbD0Fx—iE, IPSec
TSN 7TV 7 /82 %4 LT Unified Communications Manager (2355 SV E T,
Unified Communications Manager (% IPSec #5t3F1ET D00 E 9 I addilk L £ AN, IPSec 73
RESNTWRWGS, By vary =3 {bEnTICHEINET, By gy F—N7
TR 2T AN L TERE SND &9 IPSec ERDMA(ET 2 2 L A MERR L £

IPSec 7V v —3 a VDR EIZI AT, Unified Communications Manager Administration 7 /N
A ARED 4 R 7285 [SRTP # A (SRTP Allowed) | F = v 7R v 7 A Z~—7 %45
VENHY T, ZAUTH323 S — v =A, H225 T2 (F—Fx—"—Hl#) . 77
ZEM N7 (K= hx—"—flf#l) | BLXOZ F2AZM 77 FE7— FF—3—if
) OREY 4 FURECFELET, ZOF=v 7Ry 7 A4 T LRV EE, Unified
Communications Manager (XRTP Z# i L CTT A A LBELET, ZOF v IRy 7 AEkA
N DA, Unified Communications Manager [ SRTP 287 /34 A% L CE I TV 5D
EOMITELT, BFaT a—nEdEteXa7 a—LE3FrLET,

FSUOET— D TADSIPEF) T4 .
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B vsss— Yz sEUn3BMIN RS2 o RESIE (h323)

A

IR

Unified Communications Manager Administration C [SRTP Allowed] = > 7 7R v 7 A% 4 27
L%aiE, X2 U T o BEEERSE S SN TICEEIND 2 L2 <TedIT, IPSec Ak
ETDHI &M HERL LT,

Unified Communications Manager /%, IPSec #7725 1E L < BRE SN2 E ) AR LEE A
i ELSRELRWE, BEX 2 VT 4 BEOEFEWRN 7 V7 TF A N TREINDIZE0H
D iﬁ‘o

TXaT AT 4T NRAENTEX 2T VT F Y T NRESLTE, T34 A SRTP =
R—= b 25A. VAT LI SRIP#RAHALES, ¥X27 A7 47 N2EiTEda
T TT YT RABFESLTE RO, 12D EOF A AN SRTP V-3 — F L2 WA,
VAT AIRTPEG 2 LE3, SRTP/ 5 RTP ~D 7 4 — A3y 7 (L2132 0) 1%,
BRINT INA AN RETITIRNT N, A~DlR%E, Rif, T RAa—F 407 RS,
EDGAITRET DR H Y £77,

Je

i

A= APNZZ—EMIP 2 L, V=2 a sy T4 NZ Y o T DB TT A ADE R
BN L, EOT /A AZOWTH [MTPRequired] = v 7 R v 7 ANA N2> TR
%4, Unified Communications Manager |37 D 2 — /L& tX 27 & L CHELET, [MIP
Required] = v 7 7R v 7 A A OH4A . Unified Communications Manager (& = —/L (D% 75 /3
AAN—ZWNZ L, 2—NEHF X2 T L LTHELET, MTP 32— LZBfR L2V
4. Unified Communications Manager |7 /XA A @ SRTP #4BEIZ)IG U TZ D 23— L & K 5L F~
WCRHETL2Z2E0HD ET,

Unified Communications Manager X, & D7 /31 A D [SRTP Allowed] = v 7 R v 7 AiRA
T, £DT A AD SRTP BEREDS 27—/ /LK L TIEFIC R T v — b iU, a— a5
{EEHRTHFELET, T ZREEEEAE LTHELET, RIROSRGZHTZ S 0WiGE,
Unified Communications Manager (32— /LA X a7 & LTHELET, 754 AP, EF¥=
VT4 TA A ERRTEDLEFCHHILSINTODHE, a—ABREELESN TN D L X ITE
REREICHEY A a2 U RRIRSNET,

Unified Communications Manager (%, k7> 7 £72137— 7 = A £ H DO¥(E FastStart 72— /L %
FtFX=2T & L THIELET, Unified Communications Manager Administration C [SRTP Allowed]
F v IRy I A N2 LicH4 . Unified Communications Manager (3 [Enable Outbound
FastStart] 5= v 7 R v 7 A% A4 712 LET,

Unified Communications Manager D —#OFEFED 7 — b 7 = A BL WM 7 > 7 Tld, HGWE
*— (Diffie-Hellman ¥ —) LZ D> H235 7 — % % 2 5D H235 = KA A KM TiEi
HIZ/RAA N —SBHZENTEET, 20D, ZNH2o0Ty RiRA > hTldktxaT
AT AT FXx RNVEMLTEET,

[H. 235 data] DEIBEZ AT HITIE, RO ST 7 BLOF— b T oA OREREEOZRE T [
h. 285 NRARIWN—%HFATH]| T = IRy I AEF NI LET,

[-225 Trunk|

. SO ET—FITADSIPEFRLY T o
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SIP 52y t%ay74 7774 008E>0T [

«ICT 77— bk F— 33—l
< ICT FE7 — b F— S—Hil
*H323 75— =A

N7 L — T oA OFEOFEMIZ OV TIX,  [Cisco Unified Communications Manager 7
RI=Abhb—var A4 K] 283LTIEIN,

SP S0 X274 AT 7AILDEREIZDONT

Unified Communications Manager Administration TlX, H—D& %= V7T 1 717 7 A V2B
DSIP F 7 Z7IZEDETLHIERNTEDLLD, SIP F T 708 Fa )T 4 BEOREHH
I N—TILTVWET, BX 27 4 BHEOREHEBAICIL, 71 A EX2 VT 40—,
HA Y x A NRGE, BEREEESIATORENHY £T, [FT7 27 Of%E (Trunk
Configuration) |V 4 > RUTEX 2 VT 4707 7 A )V ERIRT DB, BB HADORE %
SIP N7 v 7 IZ#M LET,

Unified Communications Manager % A > A h—/L 95 & HEVEEH O ERF H#IEE X =27 SIP
o7 eXa )T 4 a7 7 AAPRESNES, SIPF T 708Xl T A HEEEZAR
T A2, FIlLinveXx=a Ty Pa 7y A VEREL, ZNESIP T 7 A LET,
N7 REF2 VT 42 R—FLRWGAIE, X7 e 77 A L EBRL TLES
AN

X2 lT 4 TR T ANDORET 4 R, SIP T B R— b T5%205 4
HERETZ I RFR R ENE T,

SP S Xa)T4 JAT7AILDEBEEDE Y +

[Unified Communications Manager Administration] CSIP h 7> 7 €% =2 U7 4 a7 7 A V%
RETHEITITU T OB REBEL T ZS0,

«SIP N7 U 7 BRETDHHAIE. [T 7 OFRE (Trunk Configuration)] 7 ¢ > K7 Ttk
X2 VT 47077 ANERIRTOZMERHY T, T ANEX2 VT &2V H—F
LTWRWESIE, kEXaT Ta7ry A LEERLET,

CHIET AL ZZE DB TOENTVDEF2UT 4 Ta7 7 A /WTHIBRTE 8 A,

e TTIZSIP T 7B Y THNTWE X2V T4 777 A NVDORELZEET S
L. FOTR T ANNREY B THLATHNDETRTOSIP T V7 ICHFREINZREN
WHENET,

e TNRARZEIN B THENTWDEEXF2 T 4 77 A NVDLAREEETEET, HW\WI e

T 7 AN ERENEID L TENTWESIP T 71%, il a7 7 ANV LRES
iR E LTWET,

« Unified Communications Manager 5.0 AR DT » 77 L— RENZT NA A ¥ 2V T 4 E—
KNZ&EE L CW a4, Unified Communications Manager (X SIP N7 7 D7 ma 7 7 A V%
B L, ZOT 07 7 A NaT /3 R LET,

FSUOET— D TADSIPEF) T4 .



PSSO E— P9 zADSIPEX2 )T 1 |
B rsover—rozqosPexausmEs2s 70—

S O0ET— RO ZTADSIPEXFLTAERERARD
JA—
WDOBATHFATL T, = b=z L SIPOEX=2 VT 1 ZHEKRLET,

Procedure

Command or Action Purpose

ATFYTN| X7 F— b bT70 708y F T v | X2V T 40EDICEFaT Y — T2 b T
VI ERIZLET,

ATFYT2|ISIP hTF7 7 X2 VT4 777 A ILOHRE SIP o7 v 7%x=a)T47ur7r A VE2BN, &
H. Foldar—LUFE9,

ATYTISIP b T 7xa VT 4707 7 A LD KT ~DSIP hTF oo vXa )T 4 a7 7 A
NEAHZL, TARALACEF2 )T TuTrA
WAL ET,
ATy T8(Sip hT7 x0T 47077 A)LESIP ET |SIP hT7o 7 ®8Fa T 47077 A0ESIP bT
> 7 DR Y EREEILET,
R v 75 | Cisco Unified Communications Manager Administration | {323 ' — F 7 = A4 B L7 — FF— S—HilfHI £ 7=
& L7z SRTP OFF A e — b — S— i H.323/H.245/H.225 kF
> 7 £721%SIP +F > 7 @ [SRTP Allowed] 7+ =
VERELET,

XA TS — I ERSOODEYNT YT

ZOFNEX, CiscolOSD AT 4 TR IV 7 U v 7 OFRIER L O 5LEEEE L AE b
THEALET, 2Tk, EX 2T 4 D=9 CiscolOSMGCP ¥ — b7 = A ZRET D
FIECET B ERMB RSN E T,

ATYT1 csctl a2 REFITLTY FAXEZRAGE—RICRE LTI L 2R LET,
AT T2 EEHEPRESLAICRES N TS Z L AR LET,
AT T3 IPSec #iXE L ET
Ev b Xy NI—=I AT TAT 7 F % TIPSec X ET % Z &b, Unified Communications Manager

= T2 A FIE N T LDOMTIPSec ZRETHZEHTEET, IPSec ZRET HT-
DIZ 1 SO REFEETHIHE, MoiRE2FEETLI0HEITIH Y £H A,

ATv T4 H32310S = b U= A BLONY T AZM b7 v 7 O4, Unified Communications Manager C [SRTP % #F
A9 % (SRTP Allowed) | F = v 7Ry 7 A& F A LET,

. SO ET—FITADSIPEFRLY T o
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ATy TH

ATvT6

SP k5> £xay5s Tn77 1 LoRE |

[SRTP%FFA[9 % (SRTP Allowed) | F = v 27 Ry 7 AX, [F7 27 OF%E (Trunk Configuration) |7 4 >
R EIE[7— F 7 =1 OFZE (Gateway Configuration) |V 1 > RUIZFERINET, b0 4 R
U & FRT B HIEIZOWTIL, Cisco Unified Communications Manager 7 KX = A hb—3 3 > HA KO k
T BIOT— MU AT LEEZZRLTIIESN,

SIPRNT 7 DA, SIPR 77 X2 )T 47077 AVEREL, b7 U 27ICEALET (ZOHE
BT TWRWER) o £72. [T/AM R (Device) [>[FZ 2% (Trunk) 1>[SIP k5 >% (SIPTrunk) ]
DEREY 4> FUT[SRTP 2735 (SRTPalowed) | F = v 7Ry 7 ZA&NTA I LET,

FE [SRTP #&A[ 9 % (SRTPAllowed) | F = v /Ry 7 A4 NT 556, 23—/ xITo—
Va Pl ER—REOMOEF 2 U T o EHEE RS A INRNE D ICT L7720, b E
NETLS 7 m 7 7 ANEMERATHZ LR LET, X7 oy r A VEHHT L &
SRTPIFHEREL 908, F—1F> 7/ F V7 BLO ML —2ATARENET, ZDOHA. Unified
Communications Manager & 7 > 7 O#ESGREH TR Yy NT—7 DEF 2 VT 4 ZfERT D 0EN
HoET,

T=bU=2ATexa )T ABEORES A7 ZFITLET,

FEAMIZ OV TCiE,  [Media and Sgnaling Authentication and Encryption Feature for Cisco |OSMGCP Gateways]
EHBELTIEEIN,

SIP cS >0 EXa)T4 AT 7A4ILDEETE

ATy I

ATvT2

SIPhNF> 7 2FX2UT 407077 0VEBN, BH, a8 —3212F, ROFEESHE
TLET,

Cisco Unified Communications Manager Administration/> 5, [ X T L (System) |>[€F21U T4 7077
4 )L (Security Profile) 1>[SIP bS5 > 9% T4 787 74)L (SIPTrunk Security Profile) ] % %R
LET,

WOWNTNDOEMEEITVET,
) LT 07y A VEBINTBIIE, [Find] 7 > K7 T[AddNew] &7 U v 7 LET
(a7 7 A NVEFERLTHDL, [AddNew] 227V v 7 +5Z b TEET) ,
KT 4=V RICT 74V FREPTVIAENTHEY 4 NURKRRINET,
b) BEFOEX2 )T Tr7 7y A VEa—F 22, @bk r 77 A& RD21F, [Copy] FINIZH
H5Z0OLa— KA [Copyl TA 2> %7 v LET
(77 ANVERRLTHL, [Copyl 2 Vw7 FT5H5ZEHTEET) o
WRETV A4V FUNFRIN, RESNCHAPRINET,

) BEDOTu 7y A NEFHFTHIZE, SIP h T 78Fa T 407077 A VOMFE] OBBHIZHE
W, WUt X2 )T T s AN EROITTCERRLET,

RIET 4 ¥ FUBRRRSN, BHEOREINRSNLET,

FSUOET— D TADSIPEF) T4 .
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B srr5 022050 FnorqromE

AT T3 [SIP T 7 ¥Fa2UT 4 Tu7rAVORE] OFBIHE- T, @R EEZ AT LET,

ATy T4 [f£1F (Save) 1227V v LET,
X2 VT 47T ANVEER LIS, EE b T Uo7 IEALET, SIP h T 7124 A4 A MR
REERRE LIS AIEL, SIP T U 7 2N LTHER SN TWA T U r— 2 O [ Sip LJLL (Sip Realm)
D42 RIDTHAV AN LT Uy VERETDHMLERNH D T (FZHEL TWHRWES), SIP b
T EN L TERRENTWAT 7Y =2 a i LT AU r—a VLUV DRI 2/ L%
HBix. [TFUr—23>a—4 (ApplicationUser )] 7 4 ' KU TT 7 U r—v 3 VRIS TN D A
Yy RERETDHMLEND D 9 (EEFETLTWRVES),

SIP 529 vXa)T4 TOT77/4ILDETE

WOFRTIEL, [SIP FT7 27 X =27 4 71757 A/ (SIP Trunk Security Profile) | D% EH
HIZDOWTEA L ET,

R1:SIPLSVUY X274 TRI7A4ILDOHREER

RIE B

40 il X2 VT4 T ANOLARTEANTILET, LW r T 7 A
NERAFT D E [T 7 OFGE (Trunk Configuration) ] 4 > R'T
DSIP T 7 ®¥F=2UT 4 7077 AVORE (SIP Trunk Security
Profile) ] Ky 7 X7 U R MIZDARINRRSINET,

[t (Description) |1 |EFX =2V T 1 7m 77 A VOB EZ AN LET, S, EED
S TCRARSOFEAfECEETN, —HIIH/F () . —t b
s (%) . TP R (&) RNy I ATy () iy =
(<) IIMEHTEERA,

. SO ET—FITADSIPEFRLY T o
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SP k5> £xay5s Tn77 1 LoRE |

RIE

B

[TRA A X2
7 4 E— F (Device
Security Mode) ]

FayFZ o VRN, IROFT T a O T A RIRLE
To

«[FFEF* =7 (NonSecure) ]: A A—TFRGELSNOEF 2 T o
PEREILIE ] SV EH A, TCP %7213 UDP #2f5i C Unified
Communications Manager 23F] ] C& £7,

o [FBFE#H A~ (Authenticated) ] : Unified Communications Manager |3
L7 OBEAMELFEREZ R L £, NULL/SHA 2+ %
TLS #5503 & £ 7

o [f551t (Encrypted) ] : Unified Communications Manager (% k 7 >/
7 DEESME, FRRE. BL O 7Y v R b ERIt L £ 7,
AES128/SHA Z i1 % TLS #kis > 77 U > 7RI & £,

GE) [FREEEA (Authenticated) ] & L TIEIREALTWD [T
AZXkEF 2T 47177 AL (Device Security Profile) ]
ZHEALTHT 7 2808 L84, Unified
Communications Manager (%, NULL SHA K5 =& ffiH L 7=
TLS #&f5t (7 — & Wofb7z L) ZBR L £

INHODNT UL, BT NA AHNULL_SHA 5
YR — R L TWRWEAIX, £OT A R 2Kk LT-
D, I—LEREFELEZY LERA,

NULL_SHA B§ 5% 3 — b L CWRWERIET S 2T
X, M7 7 % [lEE1E (Encrypted) 1 & L CERL
[TAADEX 2T 4717571/ (Device Security
Profile) | A7 a U CHRETHLENHV £3, ZOT
WA AR 2 VT 4T T ANVEERTLE, FT
7V, T — % Olf b E AR T 5B TLS K= % 2
L E9,

[Incoming Transport
Type]

[T/3 2 EX = U7 FE—F (Device Security Mode) ] 73 [FEEF =
7 (Non Secure) | DHE, #55% A 71X TCP+UDP (272 V) £7,

[T/34 AF 2 YT F— K (Device Security Mode) | 2% [RRFEH
(Authenticated) | £721% [H5{t (Encrypted) ] @54, TLS THiik
A THRRRESNET,
GE) Transport Layer Security (TLS) 7'® k2L k- T,
Unified Communications Manager & & 7 > 77 (] O 23 %
HEINET,

FSUOET— D TADSIPEF) T4 .
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BRE EHEA

[FlEHREZ A 7 Fay 720 JARNPLETRBEIRET— 2@ L £,

T(Ou)tg;nng Transport [T/8 28X = U T F—F (Device Security Mode) ] 23 [FEEF =
ype

7 (Non Secure) ] D&%, [TCP] %721 [UDP] #3&R L £,

[T/3 AEF 2 YT F— K (Device Security Mode) |73 [FBAEH
(Authenticated) | £ 7213 [K§51t (Encrypted) ] ®¥54 . TLS THiik

ZATHRRESNET,

GH) TLSIZL Y | SIP R 7> 7 DT T Y v 7 5ekdk, T34
AFGE, BEO T TV T EALDRGESILE T,

GE) Unified Communications Manager 2 27 A D SIP 7 >

7w L, o7 7Y r—2a VR TCP YR — kL
TWRWEARIZOR, FIENT U AR— R ZA4 7L LT
UDP 2320 E R H Y £7, TNLUSNOHET, T
TN hDOF T a e LT TCP &1 Li@“o

[FA V=R PRAED | FA V= A MRIEEZANT DL, ZOF =y IRy 7 A%F Ui
£t (Enable Digest | LET, ZOF = v 7Ry 7 A% 41295 &, Unified Communications
Authentication) ] Manager 1, FT7 27 MNHEDFTXTOSIP ERICH L TTF ¥ Lo Tk
ITVWET,

5/]) DS N RFE T, T/\/r ARG, bﬂil‘i %J:U*g%%ﬂl\i jﬁ/‘%f
SNFEFA, INOOWEZENTHIZIX, EX=2UT7 0 E—F[ER
AEY (Authenticated) ] £7213 [HE Bt (Encrypted) 1 ZZIRLCTL 72
éb\o

Bk TCP £7/2I1X UDPait L TWD T 7 TDSIP k
?:/7 3*%’%%&?6 i 5/( /IX qunﬁ%{fﬂ%

LTLEE,
[ AR ] T AMERE LR (BHAL) 2 A LET, 77 40 ME 600
(Nonce Validity (1043) TF, ZOWRRINEET 5 &, Unified Communications Manager
Time) ] I LVWMEAR AR L £,
GE) FUAEIR, FA T2 A PRAEE TR — T LEETH

0., XA VxR NRISAT— ROMDS /N ¥ = & 3
THEXIEREET,

. SO ET—FITADSIPEFRLY T o
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SP k5> £xay5s Tn77 1 LoRE |

RIE

B

[Secure Certificate
Subject or Subject
Alternate Name (%4

T FDN
%) ]

IFEAZEOM4 £

’®74~w X, BEEmEY A TR IOREEmEY A I TLS &
RELESAICEBENET,

TN ARBFETIE, SIP T 7 T, ADEF 2T RFEHEDO 7
Vxl NERRY TV MBS EZ AT L E T, Unified
Communications Manager 7 7 2 # Z I L TW 586, E£ITTLS ©
TIWZSRVIL v 77 v T a2 L TWAEHAIE, 1250 kT 7 M E%k
DA NMIEREINDZ ENRH Y T, 2O LI IS NTZHA.
N IBEOEF T RAAEDOY TV 2 VERIFT T V2
MU DRRESNET, X509 OV 7P =7 N NEEIFET D5
L. AR, Hrw, BIany, anronTiuE AN LT
A& XE0 £97,

DT 44—V FIZiL, 4096 XFE TASITE LT,

Bk YTV =7 MAIE, FMEITCEHE TLSAEFITKS L E
YTl NEER—- T T2 AR —EIT
RHE DL TLZE, #7225 SIP M7 7 ZR U
TVl " EEER— NOMAEDOEEEY LB TH D
LixTcEEHAL, Bl ARA— k5061 @ SIP TLS trunkl (X, &
X2 VT A IREINIEAEOHA ETY 727 B
R4 my eml, my cm2 ZFfo> TWE9, A— K 5071 ©
SIPTLS trunk2 |21, E¥ =2 U F ¢ CEESN-EHED
Y7ol NERIEIY T V27 MUEE4S my cm2, my cm3
N0 F9, H— bk 5061 @ SIP TLS trunk3 IL, ¥ =V
T4 CHRESNTGEAEOHEA 71T 7V = 7 MU
Zmy cemdZE EZIe T ENTEETN, Be/earEDY
TVl NEREY TV 27 MBS my ecml 250D
ZliFTEEHA,

FSUOET— D TADSIPEF) T4 .
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RIE
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[EfEA— bk (Incoming
Port) ]

ERER—FZBRLET, 0~ 65535 DHFPHDO —FEDOR— MEEH%E
1 >AHLET, HETCPEBIWRUDPSIP X vE&—YDF 7 4 /b b
A—MEE LTS5060 BMEESNET, FETLS A vkt —TDFT 7 %
b kO SLT- SIP AR — RMTIE 5061 BFEESNET, ZTZTAD
L7fllZ, 2o7m 77 ANVEMEHT 5T XTOSIP M7 > 7 i
EhnET,

Evk TLS Z A4 54 _TDH SIP b7 > 7 1%[F CEER— b
A TEFES, TCP+UDP 23253 ToD SIP k
TZUVERICEGBAR— e AETEET, RUA— KT,
TLSSIP #rik k7> 7 & TLS LIAAD SIP#Rik v 7 v 7 4
AT HRRAESEDLZ LIFTEERA,

Bk WEDONT 7 4> ZEHZ, SIP 7> 27 UDPR— KT 1
DDIPT FRUANLDEFE/N v b b— R, REFEH»
[SIP AT > 27 UDP AR—hD A1y hLLEVMHE (SIP
Trunk UDP Port Throttle Threshold) ] % #8 % % ¥4 121%.
LEVWEZZFELELTLZEV, SIP k77 & SIP A
T—va rMRREUEEUDP A— F&H LT 554,
Unified Communications Manager |32 DD #—E AT X —
ZEDENTFIZHESN TRy heAr Yy N U7 LE
To ZONRTA—=FDOEREZHNTT HIZIE, Cisco
CallManager % —E 2 2 FEET 5 0E N H D £5,

[TV r—var b

~LRRGEE A ML
(Enable Application

Level Authorization) ]

TV r— 3y LAULOREEEDS, SIP kT 7 B4 LT Sz
T r— g AEAEINE T,

IOF 2w IRy I AeF T DHER, [F A4V A MNREEEBAR)
{t. (Enable Digest Authentication) | &= v 7Ry 7 AH A4 N2 LT,
NI DIA Y2 A NBREZRE T D6 E DY £, Unified
Communications Manager |%, FFAl SN TWLT 7Y r—3a ViR %E
MBI HANC, SIP 77U r—vavra—Ha@it L7,

TFY = a Y LSV DR RISER A, b T v LSV ORE
PIRANZFEEL CTInBT TV r—va U LV ORFRIDEET 572
¥, Unified Communications Manager |& [T 7 U 7r—3 = 2 —HF D%
& (Application User Configuration) ] 7 4 > R TSIP 7 7 U 7r— 3
YAa—PIH LTI ShZAY v FEVEIL, (ZoeFaT 4
TaT7 7 ANVAD) R UTIIK L THFAISNIZAY v KeTF =y
LET,

Bk TN =g VEEEEEERNTE WG, £20F
BED NI TT ) r—a UBMEHE SR WES
(DFED, FHILELDOLEIIERD T 76T 7Y
r—a VERNEET HEE) KX, T S —v s
Y LAOLEEREOE M 2B L TL 72 E0Y,

. SO ET—FITADSIPEFRLY T o
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[FLVEBAD
SUBSCRIBE DFFFA]
(Accept Presence

Subscription) ]

Unified Communications Manager 73 SIP b 7 > 7 RH CHEETH 7 1L
VAT A VT a YEREZINTLEIICTHHEIE. 20
Frxv IRy I At A LET,

(77U r—ar LoULRGEZ A4t (Enable Application level
authorization) | T =Y 7 Rw 7 A% A NI LIEEEIE. [TV 77—
vary a—HoR E (Application User Configuration) ] 77 1 > K7 |Z
Bi#L, ZOBRICEL RSN, 7 7 r—var a—¥o 7
L8 2™ SUBSCRIBE @75 7] (Accept Presence Subscription) |5~ =
TRy I A EF AT LET,

TN r—va v LRAVORGEREN RGE, [ EBEAD
SUBSCRIBE ®FF#] (Accept Presence Subscription) |5 = v 7 /K v 7 A
NT TV lr—ay a—FICHLTHCHESN, T U7 ICH
LTEAVCRESNRWGE. T 728D SIP 22—V
TV MI4B3 =T — AvE—UREEINET,

[Out-of-Dialog REFER
DFFA] (Accept
Out-of-dialog REFER) ]

Unified Communications Manager 73 SIP k7 > 7 R H CHET HIEA ~
734~ @ Out-of-Dialog REFER Z:R %52 (71T 5 X 5127 245814,
IDF 2w IRy I AeA AT LET,

(77U r—3ar LULERGEAZ A 4{E (Enable Application level
authorization) | F = v 7Ry 7 A2 AN LIEGEIX, [TV r—
va v a—HOEE (Application User Configuration) ] 7 4 > R
BEIL, ZoLFRICELTHFISNLT 7V r—vay a—%o
[Out-of-Dialog REFER M FF ] (Accept Out-of-dialog REFER) | = » 7
RNy 7 A A AT LET,

[Unsolicited NOTIFY @
A (Accept
Unsolicited
Notification) ]

Unified Communications Manager 7% SIP b7 > 7 #XH CHET HIE
INVITE, Unsolicited NOTIFY * v t—Y %% AL D K 51§51
. SOF =2y IRy 7 A% A AT LET,

(77U r—3ar LULRGEZ A 4{E (Enable Application level
authorization) | F = v 7Ry 7 A2 AN LIEGEIX, [TV r—
vay 2a—HFOFKE (Application User Configuration) ] 7 1 > R I
BEIL, ZOLFXCEL TSN T 7V r—vay a—Fo
[Unsolicited NOTIFY ®FF 7] (Accept Unsolicited Notification) ] F = v
TRy I A A N LET,

FSUOET— D TADSIPEF) T4 .
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[~y X —EEHZ D
FFA (Accept Replaces
Header) ]

Unified Communications Manager 23EEfF D SIP X4 7 J & X HL 2 5
HLWSIPYZ AT 07225892 T 55613, ZoF=v”
RNy 7 A%A N LET,

[T 7V r—vay LoULEBiE & A%l (Enable Application level
authorization) | = v 7 Rw 7 A% A NI LIEEEIE. [TV 7r—
va v a—HOERE (Application User Conﬁguratlon) 174> RUic
BEIL, ZOHFXCBELTRHFIESND [~y ¥ —ES I OFF]
(Accept Header Replacement) | F = v 7 ARy 7 A% AT LET,

[(Ex=2V7 4 AT —
# 2 % x5 (Transmit
Security Status) ]

Unified Communications Manager 75, BEff T L7 SIP h 7 7 b
SPETIZa—NDEXa VT4 T A AT —F ALK ETLHLD
T 258, ZOF =y IRy 7 A% F I LET,

TITFINVETIE, TOR Y7 AIA 7> TWET,

[SIP V.1507 & ~/\17
v RSDPA 7 7 —D
74 NE Y T (SIP
V.150 Outbound SDP
Offer Filtering) ]

RryZH ) A RpD, ROT 4 VERIAT ¥ 3 o DOWFhd

2N L £,

[TT7HN DT 4B %M (Use Default Filter) ]: SIP 7 &
J0%, [SIPVIS0T 7 b RSDP A7 7 —DT7 4 VZ VT
(SIP V.150 Outbound SDP Offer Filtering) ] ¥—E & /XF X —X
THESNEZT 74V 74V ZEEHLET, 2O —E X
INT A—H & [T HITiE,  Cisco Unified Communications Manager
Administration C, [ AT L (System) |>[H—ER/NSA—4%
(ServiceParameters) 1>[7 SR A 2ED/INTA—F (TINA R
-SIP) (Clusterwide Parameters (Device-SIP)) | DJIEICKEE) L £
R

«[7 4/v%Z72L (NoFiltering) 1:SIP hZ7 > 27X, 77U kA
K477 —=HNDOV.I50SDPITD T 4 VZ U v T aEITLUER A,

« [MER V.150 % HF% (Remove MER V.150) ]:SIP 7 > 7%, 7
7 RN R A7 7 —NO V.IS50 MER SDP 172 HIR L %9, b
Z > 7 73 MER V.150 £ ¥ $ ([ Unified Communications Manager
(ZHEHR T DBEDODNENWS BT HITIE, ZoF T o aiE
RLUET,

¢ [Remove Pre-MER V.150] : SIP cZ 7%, TV MU R F

7 7 — T MER %} V.150 FI# &2 T _XCHIBR L ET, 7 7 A
237 L MER [BI#THA 7 7 — Z4LEE T X 720 MER LT /A 2
DFy NI =T IZEENDIEOHLNENSEEIHT DT, 0
AT a vEBRBRLET,

. SO ET—FITADSIPEFRLY T o
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sP 5 oexayseTnarsroEn i

RIE B

[SIPV.IS0OT & "Ny | Ry X TR ING IROT 4 )V HBRA T2 g o DOWT I
v RSDPA 7 7 —® | &#EIRLE,

T4 NHE Y T (SIP
V.150 Outbound SDP
Offer Filtering) ]

[TT7AN DT 4 NEEEH (Use Default Filter) ]: SIP k7 >
1%, [SIPV.IS0T7 U XU RSDP A7 7 —DT7 4 WX U T
(SIP V.150 Outbound SDP Offer Filtering) | #—E A /87 X —X
THRESNET 74V 74 VZEFERLES, 20— X
INT A =L %[O AI21E,  Cisco Unified Communications Manager
Administration ¢, [ X T L (System) |>[H—ER/ITA—4
(ServiceParameters) |>[7 R EARDINT A =5 (TNA R
-SIP) (Clusterwide Parameters (Device-SIP)) | DIEICEE) L E
R

s [Z74NZ72 L (NoFiltering) ]:SIP hZ7 27X, 77 kv
K477 —WNDOV.I50SDPITDO T 4 V& ) TR EITLEH A,

« [MER V.150 Z #% (Remove MER V.150) ]:SIP F T > 271%, 7
U R R AT 7 —NO VIS0 MER SDP {7 HIBR L £F, bk
Z > 7 5 MER V.150 X ¥ & [ Unified Communications Manager
BT DR NE NS RS DITIE, ZoF T g o aE
RLET,

* [Remove Pre-MER V.150] : SIP N Z 7%, 77U MU R A
7 7 —THE MER xt)is V.150 [Bl#R 2 < THIBR L £ 7, MER £V
HIOATEE T 24 7 7 — Z WU C & 720 MER LT /3 A A7)
BB F Y T =TI TAZREENTHDHEHE, HFENE
ZROTICIE, 2oL F v a s ERIRLET,

GE) X 2T o e A NI DI, V.50 FHIZ SIP T
108 ZRRET 28N & Y £9, 10S % Unified
Communications Manager Cix &9 5 BEDOFEHIIZ DU T,
http://www.cisco.com/c/en/us/td/docs/ios/12_4t/12_4t4/mer cg
15 1 4M.html% &L 7230,

SIP crS 20X )T470774ILDER

[Trunk Configuration] 7 4 > R CRZ U ZIZSIP 727 X2 UT 4 a7 7 A V%A
LET, 7 MRCEF2DT 4 Tu 77 ALzl 2123, ROFIEEZETLET,

AT w71 [Cisco Unified Communications Manager 7 KX = A f L— 3 > HA Nl OFBHIZHE-T, T 7 &K
[/_;"f? l—/\ij—O
AT w72 [Trunk Configuration] 7 + > KU RFE RS 725, [ SIPtrunk Security Profile] O E%E Ao £,

FSUOET— D TADSIPEF) T4 .
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PSSO E— P9 zADSIPEX2 )T 1 |
B osirsovexau5T007088P FSLOORM

AT9FT3 X2V TATAIT7ANDO Ry THET YR NG, TAALACHEAT X2V T 4707741
BERLET,

ATy T4 -1 (Save) 1227 U w7 LET,

ATFY TS T 7% Uky A2, [Apply Configl 227 YV v 27 LE1,
A2 ANBREEAIC LT 07 7 A V% SIP T U7 IC#EA LSS, 7227 O [SIP LV A

(SIPRealm) |V 4 > RUTHA T 2 A Ml A4 U MEREFRET HLERDYET, TV r—var b

SUVOBFEEANCT D707 7 A NVEGEH LTESEE. [7 77— 3 > 21— (Application User )]
T4 RYTHEAT AR LT Uy L EFRSNTZBA TR ERETHIMERD Y ET(EZFETLT
WRWEER),

Sip kS 5 EX2yF4TATFAILESIP FS 25 DR

SIP N7 V7 ARELFEHITo72SIP T 78X T 7u7 7 AT HI20E. K
DFIEAFETLET., LY., BLEEODRWHFIECRIEORENEH SET,

(T2 20E, BEERZTDHT AL AO—FTlE, Vey NERITHERSPARERGENH Y F
7T, )

AT w71 [System] > [Security Profile] > [SIP Trunk Security Profile] DJEIZEN L F 9,
RATY T2 T HMBEEZRRL T,
ATY 73 H#E Find) 1227V 7 LET,
U4y RUICRBSREE 8T 5SIP T2 7 X2 0T 4 Tu7ry A DU A MRERENET,
ATV T4 AT HSIP F T EEAMTLSIP AT eXa VT4 TR T s ANE Y v LET,
ATy TS5 BMORELEEEZMZET,
ATy 76 [R%E (Save) 127V v 7 LET,
ATy 71 [REDEA (Apply Config) |27V v 7 LE9,
[BXEFHOEA (Apply Configuration Information) | 4 A 71 7 BERSINET,

ATvT8 [OK] &7V 7 LET,

Cisco Unified Communications Manager Administration Z {8 L 7= SRTP
DF
[SRTP #FF A3 % (SRTP Allowed) ] ¥ = v 7 7R v 7 AL, Unified Communications Manager®
ROBFEY 4 FUICRRSNET,
*H323 7= bV = A DEEV AV FY

* [H.225 Trunk (Gatekeeper Controlled) Configuration] ™/ 1 > K/

. SO ET—FITADSIPEFRLY T o



ATy T
ATy T2

ATvT3
ATy T4
ATy Th

FSVOET— RO TADSIPEFAY T4

Cisco Unified Communications Manager Administration % & A L 7= SRTP (& ] .

* [Inter-Cluster Trunk (Gatekeeper Controlled) Configuration] 7 « > K/
* [Inter-Cluster Trunk (Non-Gatekeeper Controlled) Configuration] ™7 f > KT/

« [SIP k7> 7 ®F%FE (SIP Trunk Configuration)] 7 4 > K7

H323 %7 —hFU A, 7— FF— —Hlii E 721337 — b F—/S—Hil{# 0 H.323/H.245/H.225
Z 7 SIP b7 7 @ [SRTP Allowed] F = v 7 7R v 7 A% ET DIZIE, ROFNEEZFATL
£,

Unified Communications Manager®#tBIZE> T, 7 — MU oA ETIX N T 7 BB LET,

F—=R U2 AEIE N T I OEREY 4> R ZEBWZ%, [SRTP Z7FFA 325 (SRTPAllowed) | F = v 7
Ry 7 AeA A LFET,

IE

SIP 7> 27 ®[SRTP %289 % (SRTPAllowed) | F = v 7R v 7 ZA%A4 T H85A1E.
F—MOEFX 2 U7 4 BEEOEFERP R A== 5 URIZAB SRV E DI TLS K5k
By ANOBRAEHELET, FeXaT T T A NVEEHT DL, SRTP ITHEL £
D, T TV B N—ATARINET, ZOH4E. Unified Communications
Manager& b7 > 7 OB TRy NUV—0 OvXa V7 4 ZHETH2MLERDH D 77,

[fR1E (Save) 1272 Vv 7 LET,
FNRA A& Yy bT5I121E, [Reset] 27 U w7 LET,

IPSec N H323 I L CELLKFEESIN TS Z L A2MHRLET, (SIPDOLEIL. TLSNELLHFEEINT
WBHZ EEMERLTLTEEW),

FSUOET— D TADSIPEF) T4 .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



