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* CiscoSSL - 1.1.1t.7.2.500 with FIPS Module CiscoSSL FOM 7.2a
* CiscoSSH - 1.10.32
* BCFIPS -1.0.2.3 jar
* BCTLS FIPS - 1.0.12.3 jar
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a7 ALEFEH L CGGEHEEZ LT 0ERH Y, SHAL 2B T EHA,

FIPS 140-2 E— FOE®1E

Unified Communications Manager C FIPS 140-2 &— RZ A2 T DRI, KOS EHREHT L TL 72
I,

. FIPS E— FOERE


https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-installation-guides-list.html

| APs E—Fo®E
rps 1402 =— koMt [

« JEFIPS = — K5 FIPS £— RIZWI D B2 7235-A1X. MD5S BLXOYDES 7' 2 b /L idikne
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[TCLIkEy a0t | EZ73ar2B3B LTI EE N,
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14 SCFREONRAT— REANTHE, ROT a7 FRFRINET,
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FOEITIZHRI L £ L7z (Executed command unsuccessfully)

14 L FHBADHNAT = Re AT 58, ROT 07 FRFRSNET,

X2 VT 25 ZOEMEICK Y, 1)callManager 2) Tomcat 3) IPsec 4)TVS 5)CAPF 6)SSH 7) ITLRecovery
DFERENRHERINES, ELOarF—x MNHEZT vy 7r— RSzt — =7 1+ D ca B4 EFERE
P77 u— R0 ENRHY ET, (The operation will regenerate certificates for 1)CallManager
2) Tomcat 3)IPsec 4)TVS 5)CAPF 6)SSH 7)ITLRecovery Any third party CA signed certificates
that have been uploaded for the above components will need to be re-uploaded.) AT AN
RAEE—RTEHELTWDEAIE, ctl 77 AVEEHTHEDIC CTL 7 74TV NABETTHILERD Y F
o 7 TAZRNMDY — B3 HE5EEIE. D/ — KD FIPS BENRET LTV AT AR Ny 7T v 78 L OFET
SNDHETHEL T, o/ — KD FIPs REZLEHELRNWTL IV, =¥ —TF T X)XFA—HXD [TFTP
77 ANELTVTY XA (TFTP File Signature Algorithm) ] | Unified Communications Manager
DHAT/N—T 2 O FIPS WL TIEARVME [SHA-1] D EIN TV DHEEIE, 5BRIC FIPS KT 570, /3
T A—HflH% SHA-512 WCAETLZ L&2MRLET, sHA-512 ZBAT AL ITY XL LTRETDITIE,. 7T A
ZIZT7abEYa = 7SN TNDS TR TOEMEN SHA-512 BAMNERET 7 A VEMRIETE 20N H H5ED0
HYFET, £ TRWIGE, BibOBEN LT 2 rRERSH D £, MOV TiE, [Cisco Unified
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(Once you continue do not press Ctrl+C. Canceling this operation after it starts will
leave the system in an inconsistent state; rebooting the system and running "utils fips

status" will be required to recover.)
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want to continue (yes/no)?

Yes E AJTLET,
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SFRAEZ AR L CWET. . . AL —FT 4 VAT AT FIPS F— RZHEELTWEJ, FIPS mode enabled
successfully. VAT ADNRy I T v TNETINDE. VAT LAEZFHEH L%, e BEIO LET,
VAT NI CRIEEN L E T,
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TS % & CiscoSSH IZHERIC A2 4, BIMBEEITIAETT,
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» DiffieeHellman-Group-Exchange-SHA 256
» Diffie-Hellman-Group-Exchange-SHA1
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* AES-128-CTR

* AES192-CTR

* AES-256-CTR

+ AES-128-GCM @openssh.com

» AES-256-GCM @openssh.com

« AES-128-CBC (U U —2 12.0(1) LAREZ AR — 1)

« AES-192-CBC (U U — % 12.0(1) LAFE % AR — F)

« AES-256-CBC (VU U —2Z 12.0(1) LAFgEZ R —b)

CiscoSSH E, 7 747~ hOWRDOKEFH A& Y R—FLET,
* AES128-CTR
* AES192-CTR
* AES-256-CTR
» AES-128-GCM @openssh.com
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* AES-128-CBC
* AES-192-CBC
* AES-256-CBC
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L7216, FEITITL 7 7 A VEHIRT A2LERH Y £,
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AT 1 CLltyvaryzRHGLET,

FEMZ oW T, [Cisco Unified CommunicationsSolutions 2~ > R 9 A v A VX —T = A A V77 LA
A R] @ ICLItyYarzBaT 5] ok arasLTIEIN,

RAFwF2 CLI T, utilsfipsdisable & A7 L £,
Unified Communications Manager 73 Y 77— k &1, FE FIPS £— RIZEY £7°,
GH) AEAE & SSH F— X HBIICHER S E T,

FIPS140-2 E— KD R T—4X RFER

FIPS 140-2 E— NRENI /2o TWEMNE I D EIERT H1I21F, CLINSLET— RAT—H A%
e LET,

FIPS 140-2 E— RO AT — X A Z MR T 512X, WOTFIEEZFEITLET,

ATy T CLItyvarzRHBLET,

Mz oW T,  [Command Line Interface Reference Guide for Cisco Unified Communications Solutions] @
[Starting a CLI Session] DIEZ B L T 72 &0,
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FIPS 140-2 EE— R E DT> TND T EEMERTHZDIT, MDA vE—UNERINET,

admin:utils fips status The system is operating in FIPS mode. Self test status: - S T A
R T oecomomosossssssmommms Executing FIPS selftests runlevel is graphical.target Start
time: Wed Aug 2 18:28:56 IST 2023 NSS self tests passed. Kernel Crypto tests passed.

Operating System OpenSSL self tests passed. Strongswan self tests passed. OpenSSL self
tests passed. Cryptod self tests passed. BCFIPS self tests passed. KFOM self tests passed.
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LET,
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Managerh— 2N HENWICHEES SN ET, V7 — b 2BBTo2 b TEET,

FE IR T ko TREZ— T v AT T R MIER LI=8A 1%, Unified Communications
Managerh — /SO FEBNIC L > CTHEMEIESNE T, 7272 L, BE#BRFOELT7T AR =T —
MRS SRV A, FIPSE Y 2 — /WICERRMEN D 5720, U /30 CD O 23—
DOFRL 720 £,

FIPS E— FD#I#EI1E
BE HEREHIPR

SNMP v3 FIPS &— K ClX. MD5 ¥ 721X DES %8 L 7= SNMP v3 |Z¥H— k
SNTWER A, FIPS T— RBAMIT/2 > T 5 & ZIZ SNMP v3 73
HESNTVWAEAIF, #BIE7 1 haL s LTSHAZREL, 794
Ny—7nr hajnt UCAESI28ARET DM ENH Y £7,
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7 7 4V hTlE, JSCH 74 7 7 U % SFIPS #%#¢(Z ssh-rsa Z i L C
WE L72A, FIPS B— Ridssh-rsa Z 94—k LEH A, CentOS D
WOFHZLY, JISCH 7477 Vix, BEHZD FIPS EIZISE LT,

ssh-rsa (SHA1withRSA) 7213 rsa-sha2-256 (SHA256withRSA) D
FEYAR—bLET, BEMIIE, ROBRZITNET,

GE) « FIPS & — KX rsa-sha2-256 DA% ¥R — k LE1,

« JEFIPS & — KX, ssh-rsa & rsa-sha2-256 O 5 % 4
A—rLET,

rsa-sha2-256 (SHA256WithRSA) ¥ 7K— k(X OpenSSH 6.8 /13— =7
VLB CORFIHATFE TS, FIPS E— R TlX, OpenSSH6.8/3— =
VUM TIAT ST D SFIPS H—/ 372 1) 73 rsa-sha2-256
(SHA256WithRSA) Z#HA— kL ET,

SSHAR A hF—7 /12
JIBZUA

FEHEOT AL TY XA
« ssh-rsa (SHA 1withRSA)

B K= P SNBT AT XA

* rsa-sha2-256
* rsa-sha2-512
GE) USU2LIED ) ) — 2T v 77 L— R3 5002,  [Cisco

Unified Communications Manager 33 JX T8 IM and Presence

Service 7 v 77 L — FB X UBATHA F] @ TCopP 7 7
AATHE—FENTNDT v 77 L— KB L OB
AL v arEBRTLILEBEIDLET,
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[PSec RV 2 — a7 547V 7T (CC) T— RTIL, FEHER—ZD IPSec RV
V=@ IPSec R Y U —%FRET AN, T 7 TAXEBIO/ — i
TREAERBEERIT O Z L2 L £ 7,

ZEBHEAN— 2D IPSec R U > —IZ, #Hmﬁ%ﬂwsxi@:%y&
SATUTE— R, FFRITFOHIIBITTH EHIELER A,

FEFIPS E— R 5 FIPS BLNCC E— R, FHITF0OWICBITT

HRENRD DG, WOFIEEEITLET, FAEAE—XD IPSec

R —BHV ., ZORY —NEREDGS

1. FIPS BLO'CC E— RIZBATT DRIIC IPSec R Y v — &M L
F9,

2. FEAEZHFEL. FIPSKB L OCCE— RIZBITLHE., £201T
ZOWITH UOGEHEZ 2 L F9,

3. IPSec RV > —ZHMILET,

G¥) IPSec 1% Z £ FIPS CC &— R ¥ — " — &2 A 2h/HELh |2
jﬂé L. %’Eiﬁ(UD Pluto 377)’2@%5“?? (utils core

active list) ° f:fll/\ :Z"Wi*ﬂ%’ﬁgi %;girg i&)@i“@f
VR

mitashtk-E¥xa)54 E—F

b St x 2V 7 4 F— FIZFIPS XSV AT A THRB L 7, Mfbsniztx=V 7+
E— N CTEIWET 57212, Unified Communications Manager & IM and Presence Service O i 7 %
AT 2H2ET, ROEF2 VT 4 L VA7 EREIHEMA D VAT L2HMT 22 LR
TEET,

¢ —HPDNAT— FLNRAT— FOEFICEH L THE LS LT oy LR Y —3
MHINET,

« 77 AV b CHL, SRR R O RBIEMRE N A R T,

V- EFo SHOT 0 a3/ TCP £721X UDP IR E SN TWAHEAIEL, T 7 4L
rO7e ha BN TCPIZEEINET, VE—MNEAn 7O 1 b o/l TLS IZHRE S
NTWBLEE, T740 070 ha/ VI TLSDEE T, 2T 77347V 7 £— R

T, BiE R ARA MARGERNER S E T, 207D, GElE L —KT 258 2EM KA A
4 (FQDN) TH—NRN—ZRETLHLERNH Y 7,

Unified Communications Manager 7% FIPS E— RDGE, Ny 77 v 7T NA 2L UTHET D

T AXFIPSHEIL CTH D LENH Y 97, F—4H7 /L= U X A diffie-hellman-groupl-shal
L FIPS E— FTIEHAR— S TWEH A, FFIPS £— F®Unified Communications Manager
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T diffiehellman-groupl-shal 7 /v = U X A% ET H &, FIPS E— REAMICTLHE, 20D
TR Y X ALESSH F— A b AEIICHIFR S L E T,

HLToYRILRYO—DFEH

bt X=2 70 E—REANNCTDHE, HiLna—H RAT—RERRT— REH
WL TEYERZRZ LT oy VR Y =AY £9, fbshiztda T4 £—
REAMMC L% T, EHEIT D CLI =~ > K set password *** Z{fffl L C, ROEMED
W EEETEET,

e RAUY— ROEEIT 14 ~ 127 XF T,

e RAT— RIZFD < & 1 DO/NIFE, 1 DORILE, 1 2OBFBIO 1 DORHKIC
FEREENTWAXLERH Y 3,

CBE24RILNICHER LI SA T — REFMFEHT A2 13T A,

« RAU— ROKREAZDIENZ 1 B, KREAZMIEIZ 60 H T,

s TR EIND RAT — ROXFHITIE, W AR T — ROLFH LD L 4aF
DRI DVERNH Y F7,

)

(3¥)  Unified Communications Manager & Cisco Instant and Messaging 3Lk % = U 7 & — N CEIE
LTWa5a, BfFfor—Uhxy Fa—PF—F 7238 L e —Ubx > Fa2—3—T Jabber
a7 A U3 HENS, 22—V —ITROFNEIHE S LERH Y £7,

s F T RN THIT I R=Fiza AL, JabberiZa 7' A ¢ BEIICZ— —D /XA T — K
Uy FLET, KRIC, e—H )by Ra—H—d Jabber ica 7 A > LET,

BT T AR—4/L® URL : https://<| Paddress>/ucmuser
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(3¥)  Unified Communications Manager 23ML5EE — R TEHETE % L 5 127> TV D HEIT,
IPMASysUser 35 & ' IPMASecureSysUser D —H—n 7 A UfFREZZH L T 7ZSW, £9H L
ZpuvE | IPMA BEREIZENEIRREICZ2 577, TIPMANotStarted] 77— A0 MU H— S E T,
CLI & v 3 %, KEID Cisco Tomeat H— B2 O F LB F 7213 IPMA ¥ — &R O FfELEH R
7Ty T4y rEanET,

['Cisco Unified Communications Manager 7 KX = A hL—y g HA R o 77V r—v 3
v a— e SAT = Fu A OB £/ v a VICRIESR TS T T Y r—va v
=P = RNAT— a7 NEREERTE LT,

Cisco Unified CM Administration D2—Y—A > H —7 = A A5, [A—HF—DEE (User
Management) 1>[7 74— 3 >a1—4H— (Application User) IZBEI L, [BT 41 &R
DOi#ms& (Edit Credential) 1227 U v 7 L£7, [@aE/b—/v (AuthenticationRule) ] K v 74
DU ARDLEREESNfzEX Y T4 051 VIEHRARY 2 — (Enhanced Security Credential
Policy) |Z&IR L, [A—H—IEZREIQT A VEHICERT H2HLEAHY FF (User Must Change
atNextLogin) = v 7Ry 7 AN 71T TWNAH I EafERLET, a4 U AFRAY
—OFH B var I TS LS, BbkEnetx 2V T4 E—RRY —%
FKRTEET,

mitEnf-tx*xa1)T4 E—FDEKE
bzt X2 U7 4 T— READTTDHHENT, FIPS ZAHNZL T 7ZEW,

4T D Unified Communications Manager % 72 {3 IM and Presence Service 7 7 A% / — R TZ D
FlEZFEH LT, #wibEhizetd=2 74 E—RERELET,

N

GE)  JEEX= VT 4E— NE2HT L% T, Unified Communications Manager /X7 U » o ¥ DX
AT — REEFT H84A X, IM and Presence Service /X7 U v ¥ v O — 2 [STARTED|
tK#& ( TCisco IM and Presence Data Monitor| —E 235 XU SyncAgent) Th 5 Z & A fEsdd
LRGN ET,

RTFYF1 avr R4 v A v F—T oA Rl A LET,
AT w72 utilsEnhancedSecurityModestatus =~ > A& FATL, b EN/ct X2 U 7 4 E— RBAHTHLN0E D
MEMERLET,
AT 73 Unified Communications Manager 7 7 A% / — R CROWTNND A~ REFEITLET,
cfbENctx =2 VT 4 B— REZADTT HITIE, utilsEnhancedSecurityMode enable =~ > K& 5
fTLET,
cfbENEX 2 VT 4 B— FEEHITT SI2iE, utils EnhancedSecurityM ode disable =2~ > K& %
TLET,
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