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IR HEIIZ
FIE
aAv U RFEEET7TIYaY B
ATv T 1 |CiscolOS DREHESMD5E T (32— |Cisco [0S ORISR Z07- L £,
) Cisco I0S VPN # X ET DT, 2D
T arEFITLET,
AFv 2 |IPPhone VAR — 157D Cisco |IP Phone TVPN 7 A 7 > ~® Cisco
IOS SSL VPN O E (4 _X—) I0S ##% € L £ 9, CiscolOS VPN % %
ET AT, 20T 7> ar2ETL
3
AT w73 |AnyConnect 11D ASA Hif25efF~D%f | AnyConnect ? ASA RiT#Z5AF 2 i 7= L
i (5 —=Y) F9, ASAVPNEZHRETHIZIE, ZD
T varEFERITLET,
AFv 74 |IPPhone TD VPN 7 A 7> hf®D |IP Phone T VPN 27 T A 7 @ ASA
ASA OFFRE (6 —) FRELET, ASAVPNZEET DI
. ZOT7 7 arEFETLET,
ATFYTE5 |[VPNAF—F YA TLICVPNavtE | UE— NEHEO T 7 — AT = 7 ORE
Y hL—HEERELET, Bz 2—TNT v 77— N5
DFEVEBIEZ RS H120F, 2y b
7 — 27 WC TFTP #— "% 7= % Unified
Communications Manager % — /3Dt <
TVPNa E® o hL—H%2®y T v
FLET, INBRFy FT—FINTAR
AIREZR SR A . VR TFTP — " E 721X
g— R H$—R_"EZVPNa kL —
XORICEYy NT v 7T A ELTE
F7,
AFvF6 |VPNarvtvr FL—ZDFFHAEDT v |[VPNa Y b L—Z DFFREL T v
Ta—K (9—=) Zu— KL%,
ATy Tl |VPNZF— b OFE (10 2— VPN 7 — U =4 #RELET,
V)
AFv T8 |VPN ZL—T70FHEE (11 2—) VPN 7 b —T7 AR LTc e, BRE LT
VPNZ— F T = A ODWTNEFD S
L—TIZBIMTE 4,
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cisco 108 DTz #0xT [

ARV FFEREETIVa Yy

E:)

ATvT9

ROWTNDOBIEZITVET,

* VPN 7’12 7 7 A VOEE (12
)

« VPN BSRED T XA —Z DikE  (
13 _—3)

VPNT 1 7 7 A )V R ET DMENR D
DO, HEDO VPN 7 V—T%EH L
TWAHEAETT T, [VPN Profle]

7 4 —/)V NiX, [VPN Feature
Configuration] 7 4 —/L KX W H X
nET,

ATy 710

WO EFET 0 7 7 A L~D VPN D
Mo (15 2—)

WO EEET 0 7 7 A JVIT VPN 7 )L—
TBIXRVPN a7 7 A )LZBILE
TO

ATvIN

Cisco Unified IP Phone D 7 7 — A7 =
7%, VPN ZH% AR — K L TWBH/N—
Va Ty IS — RLET,

Cisco VPN 7 74 7 M & F4T9 51T
%, AR — kST 5% Cisco Unified
IP Phone CT7 77— =7 U U—2RA
9.0(2) AR EEY L TV D LB H Y
F, 7LV TOT T T L—
RIFEDOFEMIZOW T, TfEHO
Cisco Unified IP Phone €7 /L@ [Cisco
Unified IP Phone Administration Guide for
Unified Communications Manager] % %
LT EEN,

ATvT12

VPN %7 — bk LT\ % Cisco Unified
IP Phone Z i L, VPN $5#t & ffE . L
\i—é—o

Cisco Unified IP Phone % VPN (28268 L
e

Cisco I0S DHIREHEHDTET

IP Phone C VPN 77 7 A4 7 > h® Cisco I0S &

Wy,

FIE

St (BDawaraY-ilha

I, ROFIEZETLTLES

ATFYF1 CiscolOS Y7 b7 =T 83— 3 151Q2)T Lia A v A F— LET,

HEEYE v R/Z A & A : Universal (Data & Security & UC) for 10S ISR-G2

BEREE » N/Z A & A : Advanced Security for IOS ISR

AFw T2 SSLVPN FA BV RET7F 4 _—KFLET,
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B 1prhone £47k— 3 51200 Cisco 108 SSLVPN D2

IP Phone ZH 71— 3 571D Cisco 10S SSLVPN D& E

FIE

XT9F1 CiscolOS #r—H /L TERELET,

ATy T2
ATvT3

a)

b)

Xy NI —T A B =T AEFELET,
i

router (config) # interface GigabitEthernet0/0

router (config-if) # description "outside interface"
router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if) # duplex auto

router (config-if) # speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)

DA<y REFHLTAEZT 4 v 7 — R EeF 740 b — FERELET,
router(config)# ip route <dest ip> < mask> < gateway_ip>

1]

router (config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1

CAPF FFFAE A AR L O L T LSC A -7~ IP Phone #283F L £,
Unified Communications Manager 7> & CAPF iERAEZ 1 AR — M L% T,

a)

b)

d)

[Cisco Unified OS Administration] 2>5, [£F a2 1) T« (Security) |> [EERAZENEE
(Certificate Management) | 3R L £7,

GE) Z O&FTIE. Unified Communications Manager D/N—3 3 K> TEDY £,

Cisco_Manufacturing CA 35 X' CAPF iEI&EH A RO £ 7, pem 77 A L& X 7 m— R
L, txt 77 A LE LTIRIELET,
CiscolOS Y7 F U =7 EIZ R T A FRA v FEAERR L £,

hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint)# enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base 64 T 5t &7z CAGEEZ RO LA E, ¥V or— RL7 pem 7 7 A /L
DT XA F& BEGINTTBXWEND T E & bica—L., BE0 fHFF9, oOFEREICS
WT, ZOFIEZBEVIELET,

R ® Cisco 10S H LA GiEE % A2k L T Unified Communications Manager (2% §% 95 7>,
FIIECANDA VAR— M HFEETEES]RZ ET,

s HEZEAREA EZ AR L £7,

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 1024 1024
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AnyConnect FA ASA BTIREHAD RIS .

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint)# crypto pki enroll <name>
Router (ca-trustpoint) # end

Unified Communications Manager ® VPN 7’12 7 7 A L CRA N ID F = v 7 ZHN L
THOBAEAEL AR L ET,

1]

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint)# enrollment selfsigned

Router (config-ca-trustpoint)# f£gdn <full domain

name>Router (config-ca-trustpoint) # subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint)#authorization username
subjectname commonname

Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

AR S 72 R # % Unified Communications Manager (2 88% L £77,
B

Router (config) # crypto pki export <name> pem terminal

SARNDTFA MEabt— L T.pem 7 7 A /L& LTERIEL, Z4L% [Cisco Unified OS
Administration] % i -5 T Cisco Unified Communications Manager |27 v 7’1 — R L £,

AT 74 AnyConnect % CiscoIOS 1241 > A h—/L LE T,
AnyConnect /3 77— % cisco.com P H X o —RL, 77 vy allf A M=/ LET,
B

router (config) #webvpn install svc
flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg

ATy 5 VPNHREZRTE L £,

GE)  EETHEE L ANRY — NRGEOW G 2T 25613, Ba0 MAC T R LA &{f
MLTa—¥2ERLEd, 2—FROMETIE, KILFLNLFREFISET,
WK 2R L ET,

username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted

AnyConnect FH D ASA BREH~D Xt

IP Phone T VPN 7 7 A4 7 h®D ASA BKEZIERRT DRIIZ, IROFIEEZFZITL T Z IV,
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B PPhone TOVPN S S 4 7 RO ASA DEE

ATy

ATy T2
ATvT3

ATvT4

FIE

ASA Y 7 b7 (NRN—=Va 8040 BLXOHEHMDOH D ASDM A A h—L L%
b@‘o

H#aVED & % AnyConnect /X 77—V % A VA M —/L LET,

FAR L AET VT 4= LET,

a) WOavry REHEHLT, BIIEOT7 A B AOBERELZHERL T EE0,

show activation-key detail

b) MEIIG LT, BIOSSLVPN £ v g > & LINKSYS BN AN > TWAH LT
A AZRSLET,

F 74N RSO URL A LT R FL ZA—TREESNTND Z E 2RO K ITHER
LTLEEYY,
tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute
address-pool vpnpool

tunnel-group phonevpn webvpn-attributes
group-url https://172.18.254.172/phonevpn enable

T 74V RSO URL 3% ET D & X1, RO EEZBE LTI EEN,
cASADIPT RLAIZ/NRT Y v 7 DNSZ U MU REENTWDHEHE, IEmeEfi K A
A4 (FQDN) IZEE#R 5 &M TEET,
* Unified Communications Manager Tid VPN 77— h 7 = 1 |Zx} L CH.— URL (FQDN ¥ 72i%
IPT RLR) OHZrEMHATEET,
cFEEDO CN £72i3 7V =7 NMaORE4 %, 7 /V—7 URL ® FQDN £721X1P 7 b
AL —HIEDLEEHRLET,
« ASA FEBH#ED CN X° SAN 78 FQDN X° IP 7 K L A & —F L 72\ A1, Cisco Unified
Communications Manager @ [ A h ID (HostID) | F= v 7Ry 7 AEA7IZLET,

IP Phone TO VPN 2 54 7> FF®D ASA DERTE

)

G¥)

ATy T

ASA FEEZE ZH# 2 5 & Unified Communications Manager I3 T& 72 <720 £,

IP Phone T VPN 7 T4 7 > FHIZ ASA ZRKETBIT1E. ROFIEEZFEITLET,

FIE

0 —H LERE
a) Py RI—T A FZ =T AERELET,
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ATy T2

IP Phone TO VPN & 54 7>+ AsA 0 ]

il

ciscoasa(config)# interface Ethernet0/0
ciscoasa(config-if)# nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
ciscoasa(config-if) # duplex auto

ciscoasa(config-if)# speed auto

ciscoasa(config-if)# no shutdown

ciscoasa#show interface ip brief (shows interfaces summary)

b) AT 4T —b LT TR L— R ERELET,
ciscoasa(config)# route <interface name> <ip address> <netmask> <gateway ip>
i
ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89.79.129
c) DNSZHRELET,
i

ciscoasa (config)# dns domain-lookup inside
ciscoasa(config)# dns server-group DefaultDNS
ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6

Unified Communications Manager & ASA (2B 72 EH]E 2 A pk L TR L £ 97,
Unified Communications Manager 7> SR DREEZ A AR — K LET,

« CallManager : TLS /~> K/ = A 7 l§® Cisco UCM OFBGFE (RAE— RD 7 T A X TOH
%‘%) o

» Cisco Manufacturing CA : &2 TA A b —/L SN HFEHE (MIC) %f£ M L 7= IP Phone
DFIFIE,

» CAPF : LSC % f{#i /] L 7= IP Phone D&,

Unified Communications Manager @ Z 3L 6 OFEHELZ A AR— M4 5121%, ROFIEEZFATLE
7
a) [Cisco Unified OS Administration] 705, [£F 2 ') T« (Security) |> [FEFAZDEIE
(Certificate Management) | %3 L £7,
b) FERAE Cisco Manufacturing CA & CAPF # RO ¥, .pem 77 ANV E XU a— K
L., .txt 77 A VELTHRIELET,
¢) ASATKRIANKA Y FEERLET,

]

ciscoasa (config) # crypto ca trustpoint trustpoint name
ciscoasa(ca-trustpoint)# enrollment terminal
ciscoasa (config) # crypto ca authenticate trustpoint name

Base 64 T a2 — RENTZ CAFEAEZRD ON-HEIE, ¥ v— KLz .pem 7 7
ANVHNDOTF A F%& BEGINITBXOENDfTE E bz —L<C, BioftirE+, ZoF
JIE Z D FERH L DWW TR D IR L E 9,
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B PPhone TOVPN S S 4 7 RO ASA DEE

d) &D ASA B B4 FEAE % 4 L T Unified Communications Manager (28 &7 52>, £72
X CAMBA A= M LFEHEFETES L I T,

2T v 73 VPN A

SET
G
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BB EEZ AR LET,
i

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>

ciscoasa (ca-trustpoint)# enrollment self

ciscoasa(ca-trustpoint)# keypair <name>

ciscoasa(config) # crypto ca enroll <name>

ciscoasa(config) # end

Unified Communications Manager ® VPN 7’2 7 7 f LV CHRA N ID T = v 7 ZH I L
THOEAMRAEZ AR L £,

il

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config) # crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>

ciscoasa (ca-trustpoint)# enrollment self

ciscoasa (ca-trustpoint)# fgdn <full domain name>
ciscoasa(config-ca-trustpoint) # subject-name CN=<full domain name>,CN=<IP>
ciscoasa(config) # crypto ca enroll <name>

ciscoasa (config) # end

HERR S 7= FEBAE % Unified Communications Manager |28k L 97,
i

ciscoasa(config) # crypto ca export <name> identity-certificate

RN BTFA M2 —1L T .pem 7 7 A /L& LTS L, Cisco Unified
Communications Manager (27 v 72— N L7,

EZRELET, UTIORT I 7L ASAREOHE L, BEDPTA F& LTHMT

Bl CAEMAH & N AT — RRRGEOW T 21T 25613, Bl D MAC T R L A zffl
MLTa—Y2ERKLET, 2—FHROMETIL, KXFLNLFREHISET,
RICHZ 7= L £

ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9
encrypted

ciscoasa (config) # username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa (config-username) # vpn-group-policy GroupPhoneWebvpn

ciscoasa (config-username) #service-type remote-access
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VPNt >

ATy T

ATy T2

ATvT3

ATvT4
ATvT5
ATvT6

WNavty hL—soisEn7v7o—F [

ASA GEEAZ DR E

ASA FEBEDRBIE DFEMIZ DUV T,
httpz/www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration example09186a0080bef910.shtml
AL TLZEN

FL—42DFEAED 7y TJA—F

VPN EEZ VA — b5 X912y b7 v 7T HEKIC, ASA TREHFZER L £7, AEkS
NIEFEHEEZ PC EIXV—7 AT =y a LZF v rr— RLTnb, ZOHETHHIATH
% FNAIZAE Unified Communications Manager (27~ 72— R L'£7", Unified Communications
Manager |%, #Eih& VPN IOEHFH Y A M Z OFEAEEZRAF L £,

ASATXSSL /N> Ry = A 7 2 Z OFEAZER{E L. Cisco Unified IP Phone 78 Z MDFFEHE % &
G VPN OEHHY A MBS TV AIEE i LET,

Cisco Unified IP Phone 13, BETTTA v A b—/LENDFEHE MIC) 25 7 4/L h TEEL
¥4, CAPFY—E X% ET S & . CiscoUnified IP Phone |3 =2 — B /L THB R GEHE (LSC)
FIEELET,

FNA A LUV DFEHEZRFE AT 5121, ASA I[Z/b— b MIC 721X CAPF iFHE% 1
A h—/L LT, Cisco Unified IP Phone 2MEE SN 5 L 51 LET,

Unified Communications Manager |ZFEfE % 7~ 7' — K95 (21X, Cisco Unified OS Administration
2L £,

FIE

[Cisco Unified OS Administration] 705 [£F 2 1) 7« (Security) | > [EEBAZDEIE (Certificate
Management) | Zi&R L E 7,

[FEFAE Y A b (Certificate List) 1V« v RUBRFERINET,
[REED T » 7 v — R (Upload Certificate) | %27 UV v 7 LET,
[REHEDT » 71— R (Upload Certificate) | ¥ A 7 07 HR v 7 AMFRINET,

[REBAED B (Certificate Purpose) | K2 w74 7 J A kT, [Phone-VPN-trust] % #&R L &
D

[77 DX (Browse) |#27 Vw7 LT, 7v7ua—RT577 A VERIRLET,
[Z77ANVDT v 7ra—1FK (UploadFile) |27V v27 LET,
Ty T —RTLRDT 7y ANEEIRT 50 [FALD (Close) 127U v 27 LET,

FEEOEBLOFEMIZ OV TIX,  [Administration Guide for Cisco Unified Communications
Manager]  (https://www.cisco.com/c/en/us/support/unified-communications/

VPNV SA47 2k .
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VWNYSAT7U k|
B vwns—ryzsomE

unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html)
EHML TN,

VPN 7— b0 1 DERTE

VPN 77— MU = A ZB, BHELITa—79 25123 KOFIEZFATLET,

4R SRS

VPN7— Dz ZEICVPN Ay P L= RRESNTWNDL Z LR LET, VPN =
BV NL—ZDOBEH., VPN B ML —ZOFFHELZ 7 v 7o — R LET, FEMIcHON
TiX, VPN B FUL—HDFHEOT v 7u— K (92—) ZBRLTLEEN,

FIE

AT 71 [Cisco Unified Communications Manager Administration] C, [F£#Z%%E (Advanced Features) |>
[VPN] > [VPN Gateway] % #R L £,

ATV T2 WOWTNNOIEEEZFEITLET,
a) FHLW\WTa 7y A NVEFRETHICIE, [FHEM (AddNew) |27V v 7 LET,
b) 2E—FTLHVPNF— o= Ag mﬁ _&;é [AE— (Copy) 1227V v7 LET,
o) BEFo7 a7 7 A VERHTHITIE, @Y7 VPN 7S — U = A Z A2 T, REZARE
LET,
AT w73 [VPN Gateway Configuration] 7 4 > RV CT7 4 —/V REZRE L E T, sHMIC OV TIE, VPN 7
FATYFOVPN T —FT=A 74—/ K (10_—2) 2L TLIEE0,
ATy T4 [RTEGave) 227V v LET,

WNISAT72DVPN Y —FhoxA T4—ILF

TJ4—ILF Bz

[VPN Gateway Name] | VPN 7' — b v = A OA4FIZ AT LET,

[VPN Gateway VPN 7 — b7 = A OFAE A LET,

Description]
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ven s —Jozz |

T4—ILF B

[VPN Gateway URL] |/~ 72/ DA A VPN FL—XDURLEZANLET,
GE) VPNarty hL—Z |27V —7URLEZ#HEL, ZDOURL
%E—bvrfm&&LT@%Té%%#%biﬁo
EEIZLOWTOFERIE, LFOL IR VPNar L FL—HD R¥a

AU NEZRL TSN,
 [SSL VPN Client (SVC) on ASA with ASDM Configuration Example]

[VPN Certificates in this | - 2eF1%— & FRAF—2MHA LT, #— ¥ = A ICAHEEZE Y Y
Gateway] TET, = MY oA IHEHELZE D Y TRWE, VPN ST
MIzZoartvry bbb —2~OEEFIZKRLET,

GE)  VPNIT— b =AZIFRKRI10DFEHEEZEID B THZ &N
TEET, &7 — b2 1 DOFEHEZE
DY THMLENH Y £, Phone-VPN-trust HEFRIZ BAFAAT 1T
DAVCREEZ TS, A ATREZR VPN GEED Y A MR
RENET,

VPN 5 )L— T DEKRTE

ATy T

ATy T2

ATvT3

ATy T4

VPN Z A — %8, B, Foidz—15123. WOFELFATLET,

FIE

[Unified Communications Manager @4 B (Unified Communications Manager Administration) ] C,

[#55R%HE (Advanced Features) | > [VPN]>[VPN %' )L—7 (VPN Group) | Z&#iR L £7°,

RONTNINOEEZFITLET,

a) LT uT 7 A VERIET DT, HHEM (AddNew) |27 U v 7 LET,

b) BEFDO VPN Z—T7 % a2 —9 521k, 2t —795 VPN 7 L—7DRCH 5 [aE—
(Copy) 127V w7 LT,

o) BFEOT a7y A NERHFT HIIE, W VPN 7 L—T % BT, TOREEET
LET,

[VPN Group Configuration] 7 .t > RTNDE 7 4 —/L REFRELET, FMICONTIE, VPN
AT MDOVPNST— R T xA 74—/ K (105—2) | OF ¢ —)L FFHBHGEMZ S
LTL7EEN,

[fR7E (Save)]| 7 VU v 7 LET,

VPNV SA47 2k .
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B vnosqc7orovens—T 70—k

VNI SAT72RDVPN I IL—T J4—IL K

J4—ILFK E&E

[VPN Group Name] VPN 7 —7 D41 AT LET,

[VPN Group VPN 7 V—T7 O Z AJLET,
Description]

[All Available VPN | 227 m—L LT, F_COMM AR VPN 7 — k7 = f R T &
Gateways] F4,

[561§CtedVPN Gateways | [RFI&F— & FTRAIS—Z2MH L T, #HHMEE VPN 7 — 7 = A
in this VPN Group] % Z D VPN ZL—7ORNIMBE L E7,

VPN 7 747 N CTEKRTZT—NREL, FFED VPN 77— U

ANHERFTE WAL, U A FDORD VPN 7 — 7 = A ~DOBE)

R ET,

GE) 1 2DOVPN 7 NA—FIZHRK3 DD VPN 7 — T = A ZiB
TExET, £7-. VPN AL —7RNOGEHEDSFHEIL 10 0L
TIZT 20 ERH D 7,

VPN 7O 714 ILDKRTE

ATy T

ATy T2

ATvT3

ATvT4

VPN 7 L—7% B0, EH. £23=—325120F, ROFEZETLET,

FIE

[Unified Communications Manager Administration] C. [¥3E#8E (Advanced Features) |>[VPN]>

[VPN 707 74 JL (VPN Profile) | Z#iR L £,

RONTIINDOIEELFEITLET,

a) HLnWrm 7y A NVEHRET DI, [FREM (AddNew) 127V v 7 LET,

b) MEFOVPNT a7 7 A VEa—3 52X, a—FTAHVPNT a7 7 A LORIZH S [T
E— (Copy) |27V v7 LET,

o) BEEOT a7y A NEEHT DI, %24 T D 7 4 /L4 % [Find VPN Profile Where] THE/E
L. % (Find) 1227V 7 LTREEZLTLET,

[VPN Profile Configuration] 7 4 > R T 7 ¢ —/L R&FRE L £7, MOV TIEL, VPN

JIAT Y ROVPN T a7 7 A 74—/ K (13X—=2) | OF —)L RFBHZEMZ S

LTLEEWN,

[fRTE (Save)]| #7 V v 7 LET,
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VPN SATF72RDVPN 7O 7A4I)L 740—I)LK

J4—ILEK EE
[Name] VPN 7’00 7 7 A VD& AT LET,
[Description] VPN 77 7 A VOFHEATILET,

[Enable Auto Network | ZDF = v 7R 7 A& 42T 5HE, VPN 7 T4 72 M, W
Detect] Xy N =7 DININD T E a2 L2 EICREEL £7,

FIHNRT, T4 =T NI TWET,

[MTU] B REREL=y k (MTU) O A X% 14 METAHLET,
T 7 4V ME 1290 /31 b

[Fail to Connect] ZDT 4=V NI, YAT LB VPN b VOB TIC 0 A
VEE T I3BSR B EDR 52 T2 £ TRORMAIEE LE T,

T7FNN 300

[Enable Host ID Check] | = 0F = v 7 R 7 Z& AN LIEHAIL, 7 — b7 = A OFEHED
subjectAltName £ 721X CN 73, VPN 7 74 7 s OFEfee® URL &
—HLTWLIRERDHY £7,

A N E )

[Client Authentication | N o 7272 U 2 kit 7 54 7 o MBI L% L £,

Method]

* [User and Password]

* [Password only]

¢ [Certificate (LSC or MIC)]
[Enable Password ZOF v IRy I A% F AT HE, v A U ATORK, 2—H
Persistence] ICE B8R T = ROFBTOL V7| EFEHEHRO ) £y MBI

B AR AT 5 £ T, LV S AT — RREEEIC R S L E T

VPN H#BED/NT A —F DERTE
FIB

AT 71 [Unified Communications Manager Administration] C., [#:3E#%#E (Advanced Features) |>[VPN]>
[VPN ##E5%E (VPN Feature Configuration) | 23R L 9,

AT w 72 [VPN Feature Configuration] 7 4 > KU D7 —/)L REFHE L ET, sFMIZ OV TiX, VPN #
RED/RT A —4 (14 5—V) ZBRLTIIES0,

VPNV SA47 2k .
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ATY T3 [RT%E (Save) |27V v 7 LET,

RDEZRY
ROEXEZATVET,

» Cisco Unified IPPhone 7 7 — AU =7 %, VPN ZHR— ML TWHE =V 3 42T v/
JL—RLET, 77 —LU=T DT v 77— RHEDFEME, MM O Cisco Unified
IP Phone D &7 /L@ [Cisco Unified IP Phone Administration Guide ]| %2R L T 72 &0,

« VPN ZH 78— k LT\ % Cisco Unified IP Phone Zf ] L. VPN 52 e~z L E T,

VPN #BED /NS A — 4

J4—ILF

T4

[Enable Auto Network
Detect]

True DA, VPN 7 T4 T2 M, #RAR Yy hU—7 DM DE 2
EERE LG AICRYEEL £,

57 %)V I : False

[MTU]

ZDT7 4= NidKRInEL=y FEEEELET,
7 7 4 /V MEIE 1290 /34 R TT,

/M 2 256 /34 1

e RAE : 1406 /34 R

[Keep Alive]

DT A=V RIE, VAT ANXF—TTIAT Ay —VEBEET

HL—hEEELET,

GE) THELEEIL G/AEWE (Baeldh) 2EELESE.
TOMEIZ VPN 2ty NL—F DX —F T T4 TEHIEIC
LoThEEXEINET,

F7 4 b 60 R

B/IME : 0

e KAl 120 #b

[Fail to Connect]

DT 4=V R, Y AT AW VPN R R VOERRHIC R 7 A
TEE T ITRERHRIED 72 T4 % £ TROHF 2 5 L £

F7FILN 30
/M 2 0

B KAE 600 7
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| vWNYSAT7UR

#£ENEETO 774 L~0 VN o@nen [

J4—ILF

T4k

[Client Authentication
Method]

Ky 77X YR NNGT A7 0 MNRBGEFIEZBIR L 7,
* [User and Password]
* [Password only]

* [Certificate (LSC or MIC)]

5 7 # /v bk : User And Password

[Enable Password

[True] DHA . [Reset] R X o F£721F [**#*% ] NU v MIEHIN

Persistence] DL, =P NRY— RIEFRAESNLET, EIEO BRI
SN0, LGHAEEOREICV By hENZVT5 L, NATU—F
MR ESNTEBENLL I LT Y LOANTIBRD N E T,
57 %)V I : False

[Enable Host ID Check] | [True] D35E. 7 — k7 = A OFEHED subjectAltName F 721X CN 73,

VPN 7 A4 7 > " T 5 URL I T HHLERNH Y £,
7 4L bk : True

HBOEZFZTAOT 74 I)LAD VPN OFHDENM

ATy I

ATy T2
ATvT3

ATvT4
ATy T5

FIE

[Unified Communications Manager Administration] C, [T/%4 X (Device) | > [T/\1 RDEKE
(Device Settings) |> [FBENDEZE SO 7 7 4 /L (Common Phone Profile) | 3R L £,

[#% (Find) |27 VU v 27 LT, VPNEEMZBINT 2 H@OEFRE T 0 7 7 4 V23R L £77,

[VPNI&# (VPN Information) ]2 < = T, #)72 [VPNZ/L—7" (VPN Group) ] &6 LT}
[VPN7' 12 7 7 A /L (VPN Profile) ] R L £,

(17 (Save) ]. [XEDiMH (Apply Config) |DIEIZZ U v 7 LET,
[XEZEM (Apply Configuration) ] 7«4 > R T, [OK] %7 U v 7 LET,

VPNV SA47 2k .
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