ATy FNDEE

* set account enable, on page 3

* set account name, on page 4

* set account ssorecoveryurlaccess, on page 5
* set account ssouidvalue, on page 6

« set cert bulk consolidate, on page 7

« set cert bulk export, on page 8

« set cert bulk import, on page 8

« set cert bulk sftp, on page 9

« set cert default-ca-list disable, on page 10
« set cert default-ca-list enable, on page 11

* set cert delete, on page 13

* set cert import, on page 13

* set cert regen, on page 14

* REM # regen ITLRecovery D% 5, on page 15
* set cli pagination, on page 16

« set cli session timeout, on page 16

* set commandcount, on page 17

* set csr gen, on page 18

* set cuc jetty stderrlog, on page 18

* set cuc jetty stdoutlog, on page 19

* set cuc jetty requestlog, on page 20

* set cuc speechview registration certificate size, on page 21
* set cuc srsv timeout, on page 22

* set cuc trace, on page 22

« set date, on page 23

* set dscp defaults, on page 24

* set dscp, on page 25

* set dscp marking, on page 25

* set ipsec policy group, on page 26

* set ipsec policy name, on page 27

« set key regen authz encryption, on page 27
« set key regen authz signing , on page 28

* set logging, on page 28

avrro#zE I



« set Login Grace Timeout, on page 29

* set network cluster publisher, on page 29

* set network cluster subscriber details, on page 30

« set network cluster subscriber dynamic-cluster-configuration, on page 31
« set network dhcp eth0, on page 31

* set network dns, on page 32

* set network dns options, on page 33

* set network domain, on page 33

* set network failover, on page 34

* set network gateway, on page 35

* set network hostname, on page 35

« set network ip eth0, on page 37

* set network ipv6 dhcp, on page 38

* set network ipv6 gateway, on page 39

* set network ipv6 service, on page 40

* set network ipv6 static_address, on page 40

* set network max_ip_conntrack, on page 41

* set network mtu, on page 42

* set network name-service hosts cache-enable, on page 43

* set network name-service hosts max-db-size, on page 43

* set network name-service hosts negative-time-to-live, on page 44
« set network name-service hosts persistent, on page 44

* set network name-service hosts positive-time-to-live, on page 45
* set network name-service hosts suggested-size, on page 45

* set network name-service services cache-enable, on page 46

* set network name-service services max-db-size, on page 46

* set network name-service services negative-time-to-live, on page 47
* set network name-service services persistent, on page 47

* set network name-service services positive-time-to-live, on page 48
* set network name-service services suggested-size, on page 48

* set network nic eth0, on page 49

* set network ntp option, on page 50

* set network pmtud state, on page 50

* set network restore , on page 51

* set network status eth0, on page 52

* set network name-service, on page 53

* set password complexity minimum-length, on page 53

* set password age, on page 54

* set password change-at-login, on page 55

* set password complexity character, on page 55

* set password complexity character difference, on page 57

* set password complexity character max-repeat, on page 57

* set password expiry maximum-age, on page 58

* set password expiry user maximum-age configure, on page 59

* set password expiry minimum-age, on page 60

* set password expiry user maximum-age, on page 61




| a~>ro#x

set account enable .

* set password expiry user minimum-age, on page 62
* set password history, on page 62

* set password inactivity, on page 63

* set password system bootloader encryptHash , on page 64
* set password user admin, on page 64

* set password user security, on page 65

* set replication-sync monitor, on page 66

* set samltrace level, on page 66

* set session maxlimit, on page 67

* set smtp, on page 68

* set strace enable, on page 68

* set strace disable, on page 69

* set timezone, on page 69

* set tls min-version, on page 70

* set trace disable, on page 71

* set trace enable, on page 72

* set tlsresumptiontimeout, on page 72

* set tlstrace®, on page 73

* set web-security, on page 74

* set webapp session timeout, on page 75

eweb 77U r—3 3 kv g O maxlimit Z#%0E L £, on page 76
* set workingdir, on page 80

set account enable

TDavwyRiE, NRAU—=RKRNET I T 4 T THDHEDICT 4 B—T W25 Tz 08 2 —
T "N F—T M LET,

set account enable user-id

Syntax Description

Command Modes

INTS A—  EiER
A

user-id Fa4—T N ENTET AT FOa—FIDEIEELE T,

FIE (admin))

EH

avr REfEL~UL: 4

T T — FIFOER: ]

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#—E A Cisco Unity Connection

avrro#zE I



. set account name

avr RoEE |

set account name

ZDavwy FiE, AXRV—=TFT 4 T VAT A LIIHRT AT PR E LET,

set account name name

Syntax Description

INTA—  FREA
3

name BT hDa—Y L ERLET,

Command Modes

Usage Guidelines

I (admin:)
A—YFRENNTDHE, ZOFHT I FORHEL L (0F721E1) BLUVIAT—FRDOAY]
ZROONET, FitEL~VLOERITIRO LB TT,
HELAILO
T ORE L~V Z2RE LET, WHOMELFF>2—VE, ML~ 0 TOACLI 2+
v RERITCTEET,
HBELAILL

LR LV ARE LR, MR A o — R, RV UL T LR T CLL =+
YREFATEET,

Note

Unified Communications Manager DA A h— /LI AT AL > THERSNDEHET o v
MZIZ4 OFHELSARHY 3, HHEIL, CLIOTRTOa~vy REFI[TTEET,

Set account name= < > RiZi%, ROF LW a7 MR EEnTWET,

e ZDI—HYHAY AN URL ZNLTSAML SSO MGV AT LICATA U TESRLSIZLE
T M?(YesNo): L~UL4E B 1L, CLICYesE/ZIINoE AT 52 Lk > T, HiLwnwr oy
N7 —2EHEDY WXV URLYA A AT ar~DT7 7 v REFMELITENT
LI ENTEET, 2R BINY URLEZHHLCHA A T2 L E2ERLTEGE
IE. ZOMEE[IEL (Y ITRE TE £,

«SSONTSy b IA—LOT A U%ERBET BIZIF. ZD1—H % LDAP (SAMAccountName
F1=IL UPN 4 &) IR T 2 —=D&# 7 F (UID) #iEET 2L ENHYET, COI—HD
#H]7% LDAP BB AIF (UID) ZA N L TLEZE LN [uid]: LW RIE X, 2o e 7 b
WZOWNWTHKET Ty 74— LFHEO-EOidliE AN)]TXET,

A\

Note | ~ L4 RIE DI, TTD CLI =< REFITT HHERZ R -
‘(I/\\gz‘é—o
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set account ssorecoveryurlaccess [

\}

Note ‘5 Rif (X, IRDHX AT HMERICEATT HMBERH Y £,
« ZO2—HNRY BN URL 4 LT SAML SSO X AT Alcu /A4 v Tcab kit s
WZIEL [[FWD (Ye)l £ 721 WA (No)] DWW F Iz A LET . (YesNo)7 1 7 b &2 3KoR
LET, 2077 MARTHAOEEIX, =7 —A v b=V RERINET,

« ISSOMT S5y b I+—LBTA VERBIET HICIE. ZDOI—FELDAP (sAMAccountName
FIFUPNZ E) (123 L THRBIT 5#51F (UID) Z2EET SLELHYFET., (To

authenticate a platform login for SSO, a Unique | dentifier (UID) must be provided that identifies
thisuser to LDAP (such assAMAccountNameor UPN).) Z @ user: [UID] 7’1 > 7 h O] 72
LDAP [EA 37T (uid) ZF A L TLEE, a7 hOMPEE L TW DG, =T —
Ay E—UNEREINET, Enter ¥ —ZHF L, T 74NV N T2—HFT I MRS
NWET, TAVY FRIEFIHERSND &, HHEITKDA vy =V NERRENET,

TH7 Y FBIEWICEREIE L7z, OS Administration (22 7' A T 5 RIC., CLIIZa 7o >
LTCRAT—REHEFLET,

=24
a< L REFEL L. 4
Ty 77 b— RO AT]

T# %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E" X Cisco Unity Connection

set account SSOTECOVBTVUI"HCCESS

Zoavwr NI, Iy 74— LEHEDSSO U I NNY URL 7 7B A HNWEITMEIL
F7,

\}

Note =74 hTiE, 7Ty b7+ —LEHEL~4F) XY URLICT 7 ®ATEET, I v
7 4 —LEFHE L ~IANRHACDY IR URL 77 BRAEZHH L LI E+5HE, =5 —NER
IhET,

set account ssorecoveryurlaccess {enable| disable}userid

Syntax Description ;35 x—4 &7 AB

enable Ty N7 —LbEHEDO) ANV AL A F T a
Hc LET,

avrro#zE I



avr RoEE |
. set account ssouidvalue

NS A—4H ik
disable T N7 F—LEHEOY IRV A A K TS a K
iz LET,

userid i %€ O Cisco Unified XL —F 1 7 VAT AOEHET
By hEfRELET,

Command Modes FME (admin)

Usage Guidelines
S

Note s T TICHEZIZMINT R o TND Y IRV A A v F T g B HEITENCT D
L TR ERRENET,

« Unified Communications Manager D > A h—/LEHIZ Y AT DM L o> TR SN D EHET 5
Uy MIIF4 DR EL LS D £, FHEEIE, CLIOT R TOa~vy R TEET,

Z %
avy FRHEL~L: 4
T T L— RO ]

1 F %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X

set account ssouidvalue
o=y RiE. BHEOTTy N7 —AEHEO—ZO idHEES LE T,

set account ssouidvalue userid

Syntax Description INSA—4 AR
userid [ 53 DA % BT 2 B & HFFE D Cisco =7 7
A RERL—F 4 VTV RT LOERET I N afeE
l./ \i —g_‘o

Command Modes EHE (admin:)
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Usage Guidelines

N

set cert bulk consolidate .

Note

« Set account ssouidvalueuserid=~ > R&R T35 &, UIDMEEZANT L7207 07 k)3
FRENFE T, UIDENTH DS, samaccountname 135 7 # /L b+ T ssouidvalue & L CTHRAF

SNET,
« BT UID ERFAET 25813, =7 = ashEd,

Z H%
avy FREL~L: 4

T T L— REEOAE . AN

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence

B

set cert bulk consolidate

Zoawy RiE, 2=y NCHHRET X TOEHEEZHRE LET,

set cert bulk consolidate unit

Syntax Description

Command Modes

Usage Guidelines

INT A — FRER
3

unit =y MEERLE
‘d‘o

FHE (admin:)

CERT O—H5#AF AL 32 SFTP h— R EWREFRET 2V EIH Y F7,
=

g REFMEL~L: 1

Ty 77— RO TEE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H— A ¥ L Cisco Unity Connection,

Related Topics
set cert bulk sftp, on page 9

avrro#zE I



avr RoEE |
. set cert bulk export

set cert bulk export
Zoawr NI 2=y FCHHATRRT X TON#HE LT 7 AR —FLET,

set cert bulk export unit

Syntax Description INT A—  EHBH
>

export DY TAXAOZ D=y MAFRAW 2T X COREEEL, FEaTIcake L7z SFTP
ahr—3 g Nl AR— K LFET,

unit =y bRERLET,

Command Modes EHE (admin)

Usage Guidelines ~ CERT O J5#fEIfli 9% SFTP H— MR A RE T 2B ENH Y £,
z #
o< REFEL~OL: 1
T T L— RO ARE

1%} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— A, ¥ L Cisco Unity Connection,

4l

admin:set cert bulk export all
Successfully exported tomcat certificate(s) to sftp server.
Successfully exported tftp certificate(s) to sftp server.

Related Topics
set cert bulk sftp, on page 9

set cert bulk import

ZDa<y RiL, SFTPOGNCS HatllEE I E SN2 =y FOEFHA R TIZA VAR — M LE
j‘o

set cert bulk import unit

| BEESANE T
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set cert bulk sftp .

Syntax Description INS A—  EHEB

unit o=y MAERLE
j«o

Command Modes FIE (admin:)

Usage Guidelines CERT O—Fi#8AE(2flifl3 % SFTP — MER AR ET HBERH Y 9,

E
a2 REFEL L ]
T w7 T L— REEOER . Al

1 x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

51

admin:set cert bulk import all
Successfully imported tomcat certificates.
Successfully imported tftp certificates.

Related Topics
set cert bulk sftp, on page 9

set cert bulk sftp
Zoawy NiE, —FEEEICHT S SFTP — A \ERO S e v 7 2R R LET,

set cert bulk sftp

Command Modes FHE (admin)

Usage Guidelines CERT O— A I3 % SFTP — MR AR ET AL ERH Y £,
Z #H
A~ NRifEL L ]
T 7T L— REEOMH: Afg

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

avrro#zE I
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. set cert default-ca-list disable

set cert default-ca-list disable

ZoawrRIE, FTAFRADTRTOY =T, §_XTELIIFEDT 741~ CAGLHIEL
N LET,

CToavwr REEITLEY ETHE, ZOBETTRTERIIFEDT 7 4V b D Cisco CA FEH]
EREN IR TND I LR TELE L v —UNEKRINET,

set cert default-ca-list disable {all |common-name}

\}

Note s ZDavw NI, 2=V 7 Fala=r—arvx—Vxy—_"T Vv v /) —FKhbH3HE
ITLTWADZ EZMERL TS EEN,

« 77 4/)L D CAFFWE41T. show cert default-caliss~ > F&2FEITT 52 LI k> THE

TEET,
Syntax Description INSA—#H B
all I TAZNOTXRTOY—"INDT 7 4L RO
CAGEWE Z T~ THIBR L 97,
common-name 7 FGARZANDOTRTOYF— 00 Feos

74V N CAREHFHEHIBRLE T,

Command Modes FHE (admin)

Usage Guidelines X TOT 74 /b~ CAGEIEZ MM LI2E, ROWIHREFZR L TIIZEW,

* “Cisco tomcat”, “Cisco CallManager”, “Cisco Tftp”, I3 J UFcisco Certificate Authority Proxy
Function”— &' 2 Z fiZ#) L 4,

FEDT 7 40 b CAGEIIE Z N LI, RO EeHE R LTI ZS0,

* “Cisco CallManager”, “cisco Tftp”, I & U¥Cisco Certificate Authority Proxy Function” % — "%
ZFREE) L £

* “VeriSign Class 3 Secure SERVER CA-G37iE Bl & % #3hI2 L T\ 5354 1X.  “Cisco tomcat” ¥ —
EAD KA FEET 57210 T T,

EZ #H
av s R L~L: ]

1 H %1% : Unified Communications Manager

| BEESANE T



| a~>ro#x

set cert default-ca-list enable .

11

admin:set cert default-ca-list disable all

WARNING: This operation will disable all Cisco CA certificates that have been installed
by default. You can use the "show cert default-ca-list" to view the list of default
Cisco CA certificates.

You must restart the "Cisco Tomcat", "Cisco CallManager", "Cisco Tftp" and

"Cisco Certificate Authority Proxy Function" services after running this command.

This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled the default Cisco CA certificates.

Please wait for a few min to UI to reflect the correct status.

admin:set cert default-ca-list disable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-001

WARNING: This operation will disable the "CAP-RTP-001" Cisco CA certificate.

You must restart the "Cisco CallManager", "Cisco Certificate Authority Proxy Function" and
"Cisco Tftp" services after running this command. This command should be run from the
Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled default "CAP-RTP-001" certificate.

admin:set cert default-ca-list disable common-name

Enter the Common Name of Default CA Certificate : VeriSign Class 3 Secure Server CA - G3
WARNING: This operation will disable the "VeriSign Class 3 Secure Server CA - G3" Cisco CA
certificate. You must restart the "Cisco Tomcat" services after running this command.

This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled default "VeriSign Class 3 Secure Server CA - G3" certificate.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : capf

The capf certificate is not in the list of default Cisco CA certificates.
admin:

set cert default-ca-list enable

\}

ZDavwy RiE, 7T AFZNOTRTOY—T, CAPEF AR TR TCERITNFEDT 7 4
VR CAREHFEEZHCLET, CAPFFRFAIHEIX, 7 7 AX L TIIR, 2=7 74 K=
Ra=l—varvRx—Ux =TV vy ) — RTORAMIRY 7,

Coavwr REFATLEI LT0&. ZOHEIZL T, TN TELIIFFEDT 7 4/ b D Cisco
CAFEENEH CTEDANE L LTHMMIRD Z L2 RTEE R v E—URNRRINET,

set cert default-ca-list enable {all |common-name}

Note

e ZDavw U RN, =TV A RaSa=hr—y a3 —U %y =T vy ) — Kb HE
ITLTWAZ EEMRL T IEEN,

e T 7 4L D CAGFEL 1T, show cert default-caliss~ > FA2FETT5H 2 LI k- THIS
TEFET,




. set cert default-ca-list enable

Syntax Description

Command Modes

Usage Guidelines

NS A—4H &5t BA

all 25 AR HOFTRTOF— DT 7 4L FDCA
SEHE AT XTEHEMCLET,

common-name I TAZNDTRCOY—NTEHFEDT 7 1)L
~ CAGREWIEZ AL ET,

EH4 (admin:)

TRCOT 74/ b CAREMHEEZT N LTI-E, ROEREHZEL T EE0,

* “Cisco Tomcat”, “Cisco CallManager”, “Cisco Tftp”. “Cisco Certificate Authority Proxy Function”

-2 f{EE) LT,

FHEDT 7 40 b CAREFEAINC L7218, ROBMEHZE L TIEEW,

» “Cisco CallManager”, “Cisco Tftp”, “Cisco Certificate Authority Proxy Function” — & 2 % fj i
LES,

« “VeriSign Class 3 Secure SERVER CA-G3 il & 2 G L TV 541X, “Cisco tomeat” ¥ —
EAD Bz fRET 5720 TH T,

=z 4
gy RERHEL~UL: ]

1%} % : Unified Communications Manager

51

admin:set cert default-ca-list enable all

WARNING: This operation will enable all default Cisco CA certificates

as trusted certificates for all nodes in this cluster.

You can use the "show cert default-ca-list" to view the list of default

Cisco CA certificates. You must restart the "Cisco Tomcat", "Cisco CallManager",
"Cisco Tftp" and "Cisco Certificate Authority Proxy Function" services after
running this command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled the default Cisco CA certificates.

Please wait for a few minutes for the UI to reflect the correct status.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-002

WARNING: This operation will install the "CAP-RTP-002" certificate as a trusted certificate
for all nodes in this cluster. You must restart the "Cisco CallManager",

"Cisco Certificate Authority Proxy Function" and "Cisco Tftp" services after running this
command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled default "CAP-RTP-002" certificate.

admin:set cert default-ca-list enable common-name
Enter the Common Name of Default CA Certificate : VeriSign Class 3 Secure Server CA - G3




| a~>ro#x

set cert delete .

WARNING: This operation will install the "VeriSign Class 3 Secure Server CA - G3" certificate
as a trusted certificate for all nodes in this cluster. You must restart the "Cisco Tomcat"
services after running this command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled default "VeriSign Class 3 Secure Server CA - G3" certificate.

admin:set cert default-ca-list enable common-name
Enter the Common Name of Default CA Certificate : CAP-RTP-003
The CAP-RTP-003 certificate is not in the list of default Cisco CA certificates.

admin:

set cert delete

Zoawy NI, Fla=y b OREDREM &7 7 A Lz IR L £,

set cert delete unit name

Syntax Description

Command Modes

INTA— FRFA

3

unit fE5HED 7 2 U DA% “own” F 721E “trust” [IZFRE L £,
name AEHED T 7 A VL TY,

FIE (admin))

Z &

a2 NRifEL L ]

Ty 77 L— RO AR

1 *}%:: Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

4l

admin:set cert delete cucm siptest.pem

set cert import

Zoa~y NiE, fRESNIEEHED X A TOfRE ShcatEZ A v aR—F LET,

set cert import type name [caCert]




avr RoEE |
[l setcertregen

Syntax Description INS A— AR

type SFE D Z A 7 “own” E71E “trust” 1235 E LET,

name = h4EELET,

[caCert] CAGIMETZ 7 A NLDOL4HT L LET,

Command Modes FE (admin:)

E H
o<y REHEL UL |
T w7 L— RO WhE

1 *%:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

51

admin:set cert import trust tomcat

Successfully imported certificate for tomcat.

Please restart services related to tomcat for the new certificate to
become active.

set cert regen
Zoavy R, BEIhlca=y NORGEE AR L ET,

set cert regen name

Syntax Description INT A—  EHBH
>

name =y MR LE
R

Command Modes FME (admin:)

S
Ty REEL UL
Ty 77— RO AR

1 *4:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

| BEESANE T
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EFAZE regen ITLRecovery M:5E .

1l

admin:set cert regen tomcat
Successfully regenerated certificate for tomcat.

:F BAZE regen ITLRecovery D :% E

Zoawy RiE, {BE SN2 =y h® ITLRecovery il # HAE MK L £,

Zoavwry REANNTLE, b—27 2 L ACTL Z4FH LTV, CallManager aif B & & f4E {9
L4502, CTL 7 7 A JVICHE T &7z CallManager sEWERH Y . ZOREENEH SN TV D
ZLERTEEAyE—UNEIRSINET, A GEWELZ AT DI12E, yesb AJJLET,
Z 9 TRWEGEIER. noE A LET,

set cert regen ITLRecovery

Syntax Description

Command Modes

A

INTA—A FHER
ITLRecovery ITLRecovery afHEZ# £ L £7,

FHE (admin:)

=4

Caution

TIT 4 TN % KO AER S NUZREWIE O ITLRecovery (2 BT 5 — B2 2 fHEEI T 50
EWRH D £,

o=y REfEL L 1
7y T — RO An]

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:set cert regen ITLRecovery

WARNING: If you are using a tokenless CTL and if the CallManager certificate is recently

generated, please ensure that the CTL File already has the new CallManager certificate and
is

updated to the endpoints, before generating the ITL Recovery certificate. Are you sure want
to proceed?

Proceed with regeneration (yes|no)? yes

Successfully Regenerated Certificate for ITLRecovery.

avrro#zE I
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. set cli pagination

You must restart the services related to ITLRecovery for the regenerated certificates to

become active.

set cli pagination

Zoawy RNE, HEDOCLIEy v a r CHEIR -V 24 Fhid4 7 LET,

set cli pagination {on | off}

Syntax Description INS A—  EREB

on (B Ca e AV el DR=<
—g—O

off M_R—=v A 7ICLE
T,

Command Modes FHE (admin)
E H
A~ NRifEL L ]
T w77 L— RIEOER: A

1 F %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

admin:set cli pagination off
Automatic pagination is turned off

set cli session timeout
TOawy NI, T T 4T RCLLEy Y arynEA LT LIRS LA E TORR A4 Bpr
HOE LET

set cli session timeout minutes

| BEESANE T
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set commandcount .

Syntax Description

INS A—  EHBR

mnutes 725 (772 CLLE Yy a U REZA LT T LYW SN D E TORM A HAL TR
%L\ij_ﬂo

 fHOHEIFH: 5 ~ 99999 /3

o« F 7 )L Mh: 304

Command Modes

Usage Guidelines

\}

FHE (admin:)

Lty a4 L87 7 MiE, BrLWCLIE Yy v a v CREBICHMNIRD Z EICHEREL
TLIEEWN, 2L, TI2T7 47 vy a i & A L7 7 Mz LES, F72. showcli
sessiontimeout 2~ > R CiE, BHEDE Yy a VBN LVWEZFH L TWWRWESTH, FOMEN
RS IET,

Note

TOREF., VI NI 2T Ty — RNk o TR SR, T4V MEICY By FENER
/\/o

EH
a< REFEL L ]
T ST L— REEOAE . A

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set commandcount

Zoa<wry NI, CLlavy R 7ar 7 hEEHE LT, FITHEADCLL a~y ROFENRERRIN
HEIICLET,

set commandcount {enable| disable}

Syntax Description

Command Modes

NS A— FiA
3

enable a<w L KOOI et AT LET,

disable a<vw KOOI vt 7 LET,

FHE (admin))

avrro#zE I



avr RoEE |

. set csrgen

Z 4

g REEL UL, 1

7y 77— RO An]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— & ¥ X Cisco Unity Connection,

set csr gen
ZDavwy NI, 2=y MO cesr EMLET,

Set csr gen name

Syntax Description INS A—  EHER
3
name At 2N D=y FEfRE LET,

Command Modes I (admin:)

24
1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A I IO Cisco Unity Connection,

i

admin:set csr gen tomcat
Successfully Generated CSR for tomcat.

Z H%
o< REREL~L: 1

T 77— RO AW

set cuc jetty stderrlog

Zoa~vy R, Jetty h— e DEBETICHRET 25 G50 HEHETT —OT T — 0 7 OERE
AX—TNVELETT 4 8—T7MILET, TOZT— a IR ERIND L, RR
/var/log/active/Jjetty/ MHANFA[HEIZ72 D £9°,

set cuc jetty stderrlog {enable| disable}
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set cuc jetty stdoutlog .

Syntax Description NS A—4 £ B

enable Jetty f— O — v 7% A
F—TMIZ L ET, enable T
WL, RICTF &N &
DT LITERLTLIEEN,

disable Jetty =D T — w7 ET 4
T—7 Iz LET, disable T
. RCF LB RIS
HZEICHERELTIEEN,

Command Modes FHE (admin))

Usage Guidelines
A\
Caution  jetty h— DT T— 1 V%A F—TNETITT 4 B—T M LIEBIL, Jetty — B A % F )9
LWMENRDH D T,

ZEi

o= REFEL~UL: 0

T w77 L— REEOM: ]

W% %:: Cisco Unity Connection 7,

Jetty Y— /XD I 5— O %A X—TILIZT B

admin:set cuc jetty stderrlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.

Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc jetty stdoutlog

Zoawy RNiE, Jetty — L OIS TITERENDEEDO AN B IO e V&2 4 x—7 L%
T a8—7 M LET, ZOEEOANNBINH ha ZRNEgEhd &, A
/var/log/active/jetty/ DO ANFHREIZ/R YD £,

set cucjetty stdoutlog {enable| disable}
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. set cuc jetty requestlog

Syntax Description INSA—4 Bl
enable Jetty b — SOIEEDAN N B LT
RN A= 74 (e StV Nl D=

4, enable Ti%, KXF &P
FRRMEND Z L IZEELT
<TZEW,

disable Jetty — SOFEED AN S B LT
Hhwe 727 o v—7 Iz LE
F, disable TlE, KLF-& /ML
FRXAEND Z EITHERLT
TEEW,

Command Modes I (admin:)

Usage Guidelines

A

Caution  jetty 4 — ROIERED N IR L O v 7% A4 F—T IV E11ET 4 £ —T7 M LIERIE, Jetty ¥ —
A xR LLENDH Y 7,

=

v RV~ 0

7T L— RO R

%} %: Cisco Unity Connection O &,

Jetty U —/\DBREDANE L VCHABRT E A R—TILIZT B

admin:set cuc jetty stdoutlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.
Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc jetty requestiog

Zoawy RiE, T XRTOIERPEHINDGEIT, Jetty F— "0 BAER SN2 ER e 7% A 10—
TNERET =7 M LET, ZOZERe IREgIhd &, SR
/usr/local/jetty/logs/ DHANFHEEIZR YD £,

| BEESANE T



| a~>ro#x
set cuc speechview registration certificate size .

set cuc jetty requestiog {enable| disable}

Syntax Description NS A—4 4 B

enable Jetty ' —"ODER 1 7% A X —
TZLET, “enable” T,
KICF LN BRI S5 Z
EICEFERELTLEEN,

disable Jetty r—"DER v 7% T 4
=72 LE9, “disable” T
. RSO &N E HU
HZEICHERLTIIEEZN,

Command Modes HHH (admin:)

Usage Guidelines

A

Caution  jetty 4 — RDER 1 V& A F—TIVEILT 4 £ — T/ LIEEIR, Jetty ¥ — B X 2 FREIT 5
DERHY E3,

24
gy REFEL~L: 0
Ty 7T b= RO AR

1 x4 . Cisco Unity Connection 0 7,

Jetty Y —/\DEXROST E A 2—TILIZT 541

admin:set cuc jetty requestlog enable

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.

Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc speechview registration certificate size

IR RTE, AC=FOFHLVGEEIEE Y b A X2 LET, L —e 28 E
R — BT LT AR A 2 A — VISR E SIVE T,

set cuc speechview registration certificate size bit_size

avrro#zE I
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. set cuc srsv timeout

Syntax Description INSA—4 £ B

bit_size SEWIE O bit_size Z48E L E
T, A SN TV BB,
1000, 2000, 4000 T,

Command Modes I (admin:)

Usage Guidelines DEEZRFEHEO E Y M A XE&RET HI21E. set cuc speechview registration certificate size (Cisco
Unity Connection Only) =~ > RE{FH L ET, ZDOCLIIE, TV v v TEITTLILERS D
F9, ZHIT LY., Connection SpeechView Processor — B AN FiLE) S v E 5,

=4

g~ REFEL L 4

set cuc srsv timeout
Toa<wy RNiE. SRSVt ary FA LT Y NOHEHRELET,

set cuc srsv timeout timeout_value

Syntax Description INTG A—%A ERER

timeout value = > 5 a0 /7 ORI A EE LET,

Command Modes FH4 (admin:)

Z %

A~ RRifEL L ]

Ty 77 b— RO ]
1 %% : Cisco Unity Connection

set cuc trace

Zoavwy REMHTLE, IBESNE ML —2ABLO L —Z LULE A R2—TIVEZITT 4
=TT BN TEET,

set cuctrace {enable|disable} trace name L ~/L
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set date .

Syntax Description

INS A—  EHBR
A

enable Connection b L —R%&Z A 2 —T7 M LET,

disable Connection h L —RZA%&F 4 Z—7 NMIZLET,

trace name | R—7 NV E7IT 4 =TT D P L—RADOHHTZIRELET, PL—RAHZT
T, RCFEADLTFRXFESND Z LITHERLTIES N,

level AF—TNENTT 48— VIZT 5 trace name DL~V EI/RELET, K% hL—
AL, RT3 OLUnBEEEN, 000530 DB SBRAHToNET, FESH
TR =R LT, F LM U TR D XA 7oERM S E 3, WH D
LSV EAR—TNELFT =T MIT 25803, hr~EH LT X
P, "7 AL TLVO#EHERTZENTEEST, AN—RIMHTE
FHEA,

Command Modes

Usage Guidelines

set date

FHE (admin:)

REAM /2> TWVWA L —RZRE FL—Z LULD U X NFERRT AI21E. show cuctrace levels
Z1~ > R (Cisco Unity Connection D &) Z{HH L £,

=z #

av RV~ L ]

Ty 77— RO An]

1# &% . Cisco Unity Connection 0 7,

VUl fL—X 1, 13, BLUTM1T~20%F A4 r—TI)LIZT B4l

admin:set cuc trace enable VUI 1,13,17-20
VUI trace levels are now set to: 1,13,17-20

VUl FL—RX LRILAT BEVBICERESNATLSRETVUI FL—X 1T ~20%T «
T—TNIZT B H

admin:set cuc trace disable VUI 17-20
VUI trace levels are now set to: 1,13

Related Topics
show cuc trace levels

Toawy NI, —oZl A EEE LET,

avrro#zE I
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avr RoEE |
. set dscp defaults

set date HH:mm:ss:MM/DD/YY

Syntax Description INT A— 5B
3

HH:mmiss pEfEA (24 BB 2 £ L £,
MMDDYY HAPER 2R L £,

Note HAHER MM/DD/YYYY & 15E
TEFET,

Command Modes EHE (admin))

Usage Guidelines = XPIMENTP P — N E AT 2 L5 IR E SN TWAIEgE, Zoa~wy RE{IHT 521,
ZHHDNTP =2 T XTHIRTH2LERH Y £7,

gis
TE %} %: Unified Communications Manager 3 & U Cisco Unity Connection,

W

AFFZ 2012 4 13 HFE 2F510 9 3B RYISERET S5

admin:set date 14:10:33:04/13/12

E
g REfEL~L:

T T L— RO AR

set dscp defaults
Zoawy Rk, $RTOR— b ¥ 7% T AR O DSCP i IZikE LET,

set dscp defaults

Command Modes % (admin:)

Usage Guidelines IDa<wy REFEITTHE, T 74/ FUADOTXTO DSCP iRk TNHIEnET,

show dscp defaults =~ > RZAH LT, THHARFD DSCP % e A s T& £,

Z H%
o<y REHEL~UL: 1

T w77 b— RO AW
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set dscp

set dscp .

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

Zoa<xy RiX, FETCP£/-1XUDP Yy hDODSCP~—F v 7% A X —TNVFEITT 4 &B—
TNMZLET, B—DR—F &7, T TITOR— K X T DODSCP % —HIZA x—TNVF =
54— TEET,

set dscp {enable| disable} {allport_tag}

Syntax Description

Command Modes

INT A — FRER

all FTRTHODSCPR—h # T %F 4 =T M LET,

port tag DSCPHR—h #Z7%FLET, DSCPHR—h Z 7 L%, N— &2+ 57 7V r—
Va Ly EMT A0 TCP £721X UDP R— MI~= vy B 7 ENTWA YT
J. ZAuE, show dscp defaults =~ o K& 3 2 BRICER IR 45 [portTag] 7 1 —
VRO HOMETY, R— bk Z 7O EITFHIMCERESNET,

EHE (admin:)

E H
avy REFEL~L: ]
T ST L— REEOAE . AN

1 % %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set dscp marking

Zoa<wy NI, MO DSCP 7 7 ABLOHEAFH LT, F—F X7 DDSCP~—F 7 %
HRELET,

set dscp marking port_tag i

Syntax Description

INS A—  EREA

A

port tag DSCPAR—h Z 7 %KL ET, DSCPR—h ¥ 7 L%, K= &2{fHT27 7V r—
a v EMANT A0 TCP £721Z UDP AR— MM~ v B 7 SN TV A XLFH|T
7T, ZAUE. show dscp defaults =~ & &3 2 BRI KR &5 [portTag] 7 1 —
VDT DOE T, RN—b 7 OFEFTHEMICEBRSNET,

avrro#zE I
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. set ipsec policy_group

INS A—  EHBR

value DSCP OfETY, BE%E1D DSCP 7 7 ADZFZ AT D0, FI3HEE 10 R
FIT 16 ERFLTANTEET, 16 ERILOFMEOFNIZ 0x 721X 0X 41T £,

Command Modes FIE (admin:)

Usage Guidelines DSCP TEHRINDIHMR T 7 A41T. kDO EBY T,
« VT AL XDfE: CSO., CS1., CS2, CS3. CS5., CS6, CS7

7T AL I H (CS) Ol IP Precedence DAEIZ %I L. IP Precedence & 58431 B E2N &
V) \i—éﬂo

PAlLIL DA EF

EF PHB (%, AR, RAERIRIE, DBt b7pnwy v X 2B L3425 VoIP 72 XD T
T hr— g L TWET,

NRA N 74— bDfi: BE
ZOMEIZT 7 4V FPHB & b FFIEL, FEAKIZ0x00 & ~—2 ESNbH 87y FERELET,
Flo, Ay PT—7 = NEDOHKDONRA N =7 34— MO —ECRAEZIFLET,

MR- OfE: AF11. AF12. AF13. AF21. AF22. AF23. AF41. AF42, AF43
VRN 7 7 AT 4 LY, ZNREFN3 50 oy FELEN DD £,
B OELINEN OfEIL. Xy bR X Yy N ORI > TRy 7SN BN %

EFLET (MERIGE) . 72& 21, AF13 27 72037 > M AFI2 D87 > FORNIC R
oy 7ENET,

EH
a=y REfEL L 1
Ty L— RO ATl

%% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set ipsec policy_group
Zoawy R, RESNERY v— Z—T4 D ipsec R ¥ —% A F—TWMIZLET,

set ipsec policy_group {ALLgroup}
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set ipsec policy_name .

Syntax Description INSA—4 S ER
ALL T_RTDipsec RN v— T )—T %A F—TIZL
£,
group AR—=T VAT DHFED ipsec R o— Z—TD
P ETRE LET,

Command Modes FME (admin)

= #

o< REREL~L: 1

77— KRR : A

%} %: Unified Communications Manager %3 & U" Cisco Unity Connection,

set ipsec policy_name
Zoa<r RiE, Ko ipsee KU —% A X—T M LET,

set ipsec policy_name {ALL policy name}

Syntax Description INS A—4 4 BF

ALL TR TD ipsec AV > —%& A
F—T M LET,

policy_name A R —T AT T DHRFED ipsec
RY —DXAERE L ET,

Command Modes ¥ (admin:)
Z H%
A RRifEL UL ]
Ty 77— RO AA]
%1% : Unified Communications Manager 33 & T" Cisco Unity Connection,

set key regen authz encryption

Unified Communications Manager D X7 U v % /— R TZ O a~v R&3Ff779 5 &, CiscoJabber
WRE TR &N D OAuth 7 7 & 2 b—2 B RO b—2 &2 W53 206 FRIg 5 % — &2 1k
MTEET,

avrro#zE I
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. set key regen authz signing

Command Modes FIE (admin:)

E H
a~ Y REFEL L 4
T T L— RO AN

%% : Unified Communications Manager, IM and Presence #—E X,

set key regen authz signing

Unified Communications Manager D37 U » ¢ /— R TZ O a~v R&3f779 5 &, CiscoJabber
ABHRE T &% OAuth 7 7 & A b =27 B LU b —27 ZEFLT D720 DARFRRSA F—
T ERTEET,

Command Modes FHE (admin))

Usage Guidelines = 4
o<y REFEL~L: 4
Ty L— RO An]

1%} %.: Unified Communications Manager, IM and Presence H— & %,

set logging

Ia<wy REMiHTSHE, CLIAdmn B 7% A 32— NVE 23T 4 =TT B ENTE
\iﬁqo

set logging {enable| disable}

Syntax Description INS A—  EHER
3
enable nX S EF AT LET,

disable XS EA I LET,

Command Modes EHE (admin)

E &
g~ REFHEL~L: 0

Ty 77— RO AT]
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set Login Grace Timeout .

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set Login Grace Timeout

Zoavwy REHT 5 & FiE L7 MEIC LoginGraceTimeout fi 2 i & T £,

set Login Grace Timeout LoginGraceTimeout value

Syntax Description

Command Modes

INT A=A At AA
LoginGraceTimeoutvalue = 7' A L ¥ % A 17 7 b ® LoginGraceTimeout i Z % & L £,

EHE (admin:)

E
o~ REFEL L ]
T 77— RO wlfE

1 *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network cluster publisher

Zoaxry R, Xy hI—=2 72T AZ RNT Y vy DRAMBIORIP 7 FLAZRELE
B

set network cluster publisher {hostname|ip} name

Syntax Description

Command Modes

N A—4 ait AR

hostname Xy NT—=0 7 TALDEA
MERELET,

ip Fy bT—=T ITAZDIPT

FLAZIRELET,

name Fy NU—7 7T RE RT
Uy xIiZE#DH{THRA N
FAEIP T FLATT,

¥ (admin:)

avrro#zE I



. set network cluster subscriber details

=4
g REFEL~L:

7y 77— RO THE

avr RoEE |

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H— & ¥ X Cisco Unity Connection,

set network cluster subscriber details

Tomcat Web ¥ — "3 % 7 LT GUIICT 7 B ATERWHIZ, Zoa~wr Refl LT 7=
7 F A /3% processnode F 7213 appserver 7 — 7 /LIZIBIN L F 7,

set network cluster subscriber details #—/3% 77" hostname ip domainname

Syntax Description NS A—4

At AR

servertype

Z DT A—H 21X, Unified Communications
Manager, IM and Presence #— " A, Cisco Unity
Connection DWW NDH G 2N L F 4, 2D
74—V RIZWHETT,

hostname

I I ARIBMT S ) — ROBRA N, A NZIZR
URAAL U THR—FENET, ZO7 4 —L Nidd
AT,

7 AZIZIBINT D/ — RO IPv4 7 R A, IMand
Presence /X7 U v ¥ % 5 JL (X Cisco Unity Connection
it THUIWHT 4 —/ R T,

domainname

IMandPresence " —E A /X7 U v ¥ D KA A 4,
IM and Presence /X7 U v o v OIG4E . ZHUTNAA
74—V R TT,

Command Modes B4 (admin:)

=z 4
g~y RERHEL~UL: ]

Ty 77— RO WEE

22Ty Ralazh—tarvi—

Connection (Zi# H S E 9,

| BEESANE T
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set network cluster subscriber dynamic-cluster-configuration .

set network cluster subscriber dynamic-cluster-configuration

NIV THAFTI T JTREREEA F—TMIT B, Zoa<wr REHLE
T, Z0avwr REFHLT, 2—FRPT 2RI T4 )—REaXT ) vy h—F—T)
WZiBMCTE AWM AERE LET, T AT TAN )= ROBINTIEEBICRE SN 2D, Zh
5D =K, YT RIZ T4 ) —=KDA A M=1AWHZ, N7V vy DM E T A 0E
TbHH EHA,

set network cluster subscriber dynamic-cluster-configuration {default | no. of hours}

Syntax Description

Command Modes

NS A— iR
3

default QWA A F I v 7 7 T AR EERAX—T NI LET,

no. of 1 ~ 24 ofExIEE L ET,
hours

B (admin)

=
1%} %: Unified Communications Manager, IM and Presence —t" A 3 & O Cisco Unity
Connection,

set network dhcp eth0

ZoawyRiE, A=Y Ry A F—T =2 A ZA0DDHCP A F— 7 INE21TTF 4 B—T LI
LET, f—FFy b AU F =Tz A ITRETETEEA,

set network dhcp ethO {enable| disable} {node ipnet_maskgateway ip}

Syntax Description

INTG A—5 At A

eth0 A =Py hAf v HZ—T A Z0%HRELET,

enable DHCP % A X —7 /LI L ET,

disable DHCP %27 4 —7 Mz LT,

node ip P—ROlE P T RLAZRLET,

net_mask P—=NOY TRy N v A7 ERLET,

gateway _ip TIHNVNT = T 2ADIPT RLAZRLE
B

avrro#zE I



avr RoEE |
. set network dns

Command Modes FIE (admin:)

Usage Guidelines

A

Caution 484747 L S RTFANEHSNET, WTFRNAOIPT FLAEZEE LEGEE, B35~ T
D) — REFRTAIZEEBHDLET,

E H
g REFEL~L:
7y 7T L— RO ANa]

1 F %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— R ¥ X Cisco Unity Connection,

set network dns
TIA~VEFITEI LAY DNSH—DIPT RLAZHEELET,

set network dns {primary | secondary} addr

Syntax Description NS A—4 2 BR
primary
secondary
addr T4 =V FEize o FY
DNS #— "D P 7 L A& %
LET,

Command Modes FIE (admin:)

EZ H
av I\t%:‘;r&[/’\/]/ 1
T ST L— RO AN

1 *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

Note DNSH— DIPT FLAZEBEFT IG5, A—F 4 T4 ATLBREICLI 2~ Fa{f
LCH—REFEETLIUNERNH Y £,

| BEESANE T



| a~>ro#x
set network dns options .

set network dns options
DNS 47"V a aifE LET,

set network dnsoptions [{timeoutseconds}] [{attemptsnumber}] [{rotate}]

Syntax Description INT A—  EHBH
>

timeout DNS %A A7 7 REHELET,

attempts  DNS Zk O AT E e L E 9,

rotate HESNTWAHDNS Y —R"Du—F5—3 3 U&7V, AfME s SEET,

seconds  DNS # A &7 v M 2B BAT TR E L £,

number  ATIHIE A TRRE LET

Usage Guidelines ZDavwy REFITTLHE, VAT ARABINICHEE L ET,

Command Modes R (admin:)

=24

g~ REFEL~UL: 0

Ty 7T L— RGO AR

1 *%:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network domain
VATFADRAA U EHRTELET,

N

Note |2/ BAELZHTHE ToyTu—REINETRTOV— R =7 ¢ "WOFLAEFEWEZ S
T4~ "C ® Unified Communications Manager A B & 23 HEIFNC AR S v E T, H— B HEIRIC
HEH L, X277 GBS E— FTEMET 25T, CTL 7 747 & MZ K S HEa o
BLOCTL 7 7 A V~DOHEFER T T HETH— TG TE T A,

| avrro#zE I
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. set network failover

S

Note HRBMAIELL BiREND LI, V=2 1 GTOHEHLET, NAA CHOEFHEOR
Az>WWTiL,  [Changing the IP Address and Hostname for Cisco Unified Communications Manager
EZBLTIEEN,

set network domain [domain-name]

Syntax Description ;{5 X —4 Hpg
domein_name |0 TH Y AT A RAL &R LET,

Command Modes FHE (admin:)

Usage Guidelines ZDawy ROFITEGTHNE I PRFRLNET,

A

Caution %:f7 92 & v bU—7 8L BN DI S E T,

ZH4

g REEL UL, 1

Ty 77— RO An)

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— & ¥ L Cisco Unity Connection,

set network failover

Z @3~ RiE, MediaConvergence Server > k7 —727 A % —7 = A A J3— RO Network Fault
Tolerance & A X — 7 /VE 121X T 4 B—7VITLET,

set network failover {ena|dis}

Syntax Description ;{5 4 — AR

ena Network Fault Tolerance % A *— 7 /W IZ L£9,

dis Network Fault Tolerance %25 4 & —7 /LIZ L £7,

Command Modes FHE (admin)
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set network gateway .

Z 4

g REFEL~L:

Ty T b— RO AT

1 H %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ X Cisco Unity Connection,

set network gateway
Xy hI—2 F—=b U= ADIPT FLAZFELET,

set network gateway addr

Syntax Description INT A— 5B
3
addr HOETHRy hU—2 = U =A DIPT RLAZRLET,

Command Modes I (admin:)

Usage Guidelines ZDavwy ROFITEEGTH0E S hRsnbivET,

A

Caution 424742 L S 27 ANFEEINET,

Zz &
o< REREL~L: 1
Ty 77— RO An]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A I IO Cisco Unity Connection,

set network hostname
Zoawy Rk, BHERRY NU—I KRAMEEZEREL, /J—RKOIPT RLRAZEFHL, VA
TAhAGHEFHTESLLYICLET,

Zoavy RERLAHFNIC, BHEIZHAWSRDREFAAY 7 7 v P2 TWALENRHY F4, F
7o RA NG (FFRIFARARLLEIPT FLR) OFFLRALDENC., EHEBIZRE ETTHUE

B FET,
« show hescluster verify detailed #3217 L, 7 7 A X & EICHREE FORBEN W2 & 2R L E
.a—

avrro#zE I
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. set network hostname

« set hescluster config #5247 L, 7 7 AX B B LET
« show hescluster verify detailed #5617 L, 7 7 AZ e R L ET

set network hostname hostname

Syntax Description ;{5 4 — %A
3
hostname 25 LDH LRy NU—27 RA MERLET,
Note ZDRA M4IE., ARPANET 58 A N ZDOIRANCHE > BERH Y £, Sl
ERBIITNVT 7Ry FUFETRITINE R 5T, FR AP OFTIEIE
Fo AT UEFHTEET, RAMEOEIIL63 LFETTT,

Command Modes EHE (admin)

Usage Guidelines ZDawy ROEFTEGHTHNEI hRFRLNET,

A

Caution wof747 L 27 ANFREISNET,

Z H%
o< REREL~L: 1
Ty T U— RO An]

18 %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
AP —E X ¥ L Cisco Unity Connection,

1

admin:set network hostname

WARNING: Changing this setting will invalidate software license
on this server. The license will have to be re-hosted.

Continue (y/n) :

Continue (y/n)?y

ctrl-c: To quit the input.

*x% [ A RN I NG *x*
Do not close this window without first canceling the command.

This command will automatically restart system services.
The command should not be issued during normal operating
hours.

| BEESANE T
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\}

set network ip eth0 .

Note: Please verify that the new hostname is a unique
name across the cluster and, if DNS services are
utilized, any DNS configuration is completed

before proceeding.

Security Warning : This operation will regenerate
all CUCM Certificates including any third party
signed Certificates that have been uploaded.

Enter the hostname:: app-lfwelty5

Would you like to change the network ip address at this time [yes]::

Warning: Do not close this window until command finishes.

ctrl-c: To quit the input.

**%* WARNTING ***

Note: Please verify that the new ip address is unique
across the cluster.

Enter the ip address:: 106.1.34.154

Enter the ip subnet mask:: 255.0.0.0

Enter the ip address of the gateway:: 106.1.1.1
Hostname: app-lfwelty5

IP Address: 106.1.34.154

IP Subnet Mask: 255.0.0.0

Gateway: 106.1.1.1

Do you want to continue [yes/no]? yes

Note

EHE L yes] BT DI EICE T, RAMLLIPT RLADOW FEEH CTEET,
RA NG T EEET HIZIE, [no] ZELET,

set network ip eth0

A=Y Xy A H =T A ZA0DIPT RLAZRELET, A~V b A F—Tx MR
LITRETEEEA,
Zoawy RERBDLENC, EHEITHNRDREA Y 7T v T oo TV ARBENHY £4, F
oo IP7 RV ADABEZRAADHNT, HHEIIREFITTL2DERH Y £,
» show hescluster verify detailed #3247 L, 7 7 A X @0 LORMBN 22 L 2R L E
j—
« set hescluster config 24T L, 7 7 AX R EH L ET




. set network ipv6 dhcp

avr RoEE |

« show hescluster verify detailed #9247 L, 7 7 A X RELHER L £

set network ip ethO addr

Syntax Description NS A—4

At AR

ethO

A =YXy b A F =T =R
0 ZfE LET.

addr

EFVYTHIPT FLAEZRL

\435—?—0
#Y

MTHIPVARIERLE

el

o

HOBTHIPT 7Lk F—
YA BRLET,

Command Modes B4 (admin:)

Usage Guidelines ZOawy ROFITEGTHNE I hRFRALIET,

A

Caution %:/79- % L 27 ANEEHINET,

=4

o<y REHEL~UL: 1

Ty L— RO A

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, I Cisco Unity Connection,

set network ipv6 dhcp

Zoavwr RNiE, Y—_"EODHCPV6 7 94T haRE L, IPve Y R— a2 A4 32— NIZLE

T EEERWT S0, F— E RIT 2 BESH Y T

set network ipve dhep {enable| disable} [reboot]

| BEESANE T



| a~>ro#x

set network ipv6 gateway .

Syntax Description

INS A—  EHER

A

dhcp P — X D DHCPvV6 7 7 A4 7> b &i%ELET, 77 4/L b Tlx, DHCPv6 7 7 A
Ty e X =TV LB T —NEHES SN EYtA, B A2 RBT 5120,
reboot X T XA — X AR ET AN T T — RN HEHTAHZ LIt T, F—1%2H
RETI2DERHD F5,

enable IPv6 rii— h & A 2 —T M LFET,

disable IPv6 b R— rEF 4 E—T NI LET,

reboot UEE) <2 ROANNBICH— "B HBICHLETS L2 LET,

Command Modes

FHE (admin))

24

av s REEL~L: ]
Ty 7T L= RO AnH]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network ipv6 gateway

Zoa<wy RiE, Y—OIPv6 S — U = A ZRELET, BEZXNT B2, — & FHiL
o 0ERHD £3,

set network ipv6 gateway addr [reboot]

Syntax Description

Command Modes

INS A—  EREA

A

gateway % — O IPv6 ¥ — F U =2A ZRELET, T 74 FTIE, B—3D IPv6 7 — b
VA e LI BITHRE SN EYA, BEEZRMT 5I21E, reboot/XNT A —X %
BETANTFH T —A"ZHEHTHZLITLo T, V—A"Z2HEHTHLHENH
D i‘a‘o

addr IPV6 7 — RV = A 7 RLATT,

reboot LR a~y ROADBIZY— P HIIMICHEET Lo LET,

FHE (admin:)

avrro#zE I



avr RoEE |
. set network ipv6 service

=4
vy REFEL~UL: ]
Ty 77— RO AA]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— & ¥ X Cisco Unity Connection,

set network ipv6 service

Zoa<wy RiE, =R LEDIPve S —EREA X —TNETEIT 42— M LET, BEHEK
M3 BI12i%, = N"EHEHTIDERIHY 7,

set network ipv6 service {enable| disable} [reboot]

Syntax Description INSA—H AR

service =R EDPPv6h—EREZFELET, 774/ FTIE, —DIPv6 I —E A
BAFR—TNELFT 4 B—TWIHEE LTERIIHET S EtA, BH A2 K
T 5HIZIE, reboot /XT A —F EIRET HNFETH—"EHEEHTLZ LIk
T, Y—RZHEHTLILENS Y 7,

A FZ—=T N =D IPv6 b —ERE A X —T W LET,

1k,
disable P — RO IPv6 b —E2XEF 4 E—T I LET,
reboot (TE) <Y FOANBICH— PR AFICHEH T L2012 LET,

Command Modes FHE (admin)
EH
avy REEL~L: 1
Ty T T L— RO Aa]

T %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— A ¥ X Cisco Unity Connection,

set network ipv6 static_address

Zoavwy NI, —ANZHEEIPve 7T L AZE Y Y TES, BEEZRBTHITIE, —%FH
RETI2HERHD F7,

set network ipv6 static address addr mask [reboot]

| BEESANE T



| a~>ro#x
set network max_ip_conntrack .

Syntax Description INS A—%A EREB
static_address 4 — S|Z[EIPV6 T KL AZEID M TET, 7740 F T, BEIPV6T RLA

ZEID M TEBETYH—NEHER S NETA, BEEZ KW 5121, reboot /3T
A =B EIRETHNFIHTH—NEHEEHTHZ EICL - T, —_"E T4

HVENRH Y ET,
addr P—NZE D M TAEEIPV6 7 RLAZIEE LET,
~ AT IPv6 %y NU—27 <= A7 (0~ 128) ZI/ELET,
reboot FE) a~r ROANNBIZH—"PHBIICHREI¢T5 Lo LE 9,
Command Modes M (admin:)

2%
av s RRfEL~L: ]
Ty T T = RO AE]

T %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
P — R ¥ L Cisco Unity Connection,

set network max_ip_conntrack

Z?d=a~ RiXip conntrack max fHZ X E L ET,

set network max_ip_conntrack ip_conntrack_max value

Syntax Description INSA—4H 57 BA

ip_conntrack_maxvalue ip conntrack max OfE % f5E L £7,

Note ip_conntrack max DA% 65536 LI CTd 2 NE )N
HYET,

Command Modes FHE (admin))
EH
o< NEEL~UL: 0
T 77— RO AT

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— & ¥ L Cisco Unity Connection,

av Y FORE
I



. set network mtu

1l

admin:set network max ip conntrack 65536

set network mtu

BAKMTUHZRELET,

set network mtu mtu_max

avr RoEE |

Syntax Description

Command Modes

Usage Guidelines

A

INTA—  FREA
3

mu_max ik MTUEZFRE L E 9., VAT ALDT 7 4/ b MTU fiEd i 1500 T3,

Caution UDP/R— K 8500 FODF vy k &y h&EFO/ Uy b ) — R TR #H
ENBEE. WANIL—ZIZDFE Yy 227 U7 LTREWVWSry b 275
TA L METHRY =N ST & dbreplication DS AT

LAREMEDRH D £,

FHE (admin:)

DAy ROFETEGTHNE I PBRFRLILET,

Caution

HATTD L. VAT LADOXy MU =TGSR RDILE T,

Zz &
o< REFEL~L: 1
Ty 77— RO An]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X L Cisco Unity Connection,

i

admin:set network mtu 576 WARNTING

This will cause the system to temporarily lose network connectivity
Do you want to continue ?

Enter "yes" to continue or any other key to abort

yes

executing...

| BEESANE T



| a~>ro#x

set network name-service hosts cache-enable .

set network name-service hosts cache-enable

Zoa<wy KX, nsed iHOF v v FHHLET,

set networ k name-service hosts cache-enable value

Syntax Description

Command Modes

INT A—  EHEA
A
value T— UL, yesE 72 IZnoD W TINI T HLERH Y 3,

FHHE (admin:)

=z 4

o<y REEL~UL: |

Ty 77— RO WHE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— X, ¥ I Cisco Unity Connection,

set network name-service hosts max-db-size

Zoa<y NE, ¥Y—ERORKFEYA XA 2dE LET,

set network name-service hosts max-db-size value

Syntax Description

Command Modes

INT A—  EREA
3
value F =B N_XR—= 2P XD " ENSILET,

FHE (admin:)

Z %

o<y REMEL~L: |

Ty 7T L— RGO AR

1 *4:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

avrro#zE I



ATV RDRE |

. set network name-service hosts negative-time-to-live

set network name-service hosts negative-time-to-live

ZoawrRiE, P—EROIRESHEF v v Va2 HOADT Y MY £RRW LT =) OFfF
GenlRERERT (TTL) 2% E LET, LER-> T, Zoa<wy REEHT5E, 2—F1dUid) 12 L -
TSN, VAT AT —EZ_X—ZA T TERWVWSEIERT 7 ANDBD LG ED/NNT +—~
VANMA ELES, 7-& 2I1E, Linux A —V Y — A THHATRER 7 7 A M1E, v— k& LTER
ShET, Fr v a0 HEOMEZBRT LI, 20X 7 7 A4 VO & i/ MEICHEFRF
THBENRDY 9,

set networ k name-service hosts negative-time-to-live value

Syntax Description

Command Modes

IR A—  EHE
A
value WE =N LET,

FHE (admin)

=z 4

o<y REfEL L 1

Ty 77— RO TR

%% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— 1 2 ¥ L Cisco Unity Connection,

set network name-service hosts persistent

Zoaxy R, Y—"OREFHRICY - ADF Yy vy V2 ONFEZRIFLES, ZOa~v R
I NT AT E— FBRRESN TV L GFITRLLET,

set networ k name-service hosts persistent value

Syntax Description

INT A—  FRER
A
value HP—EADEEANSLET,

Command Modes

FHE (admin:)
EZH%
av s FRfEL~L: ]

Ty 77 b— RiOEH: WHE

| BEESANE T



| a~>ro#x
set network name-service hosts positive-time-to-live .

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service hosts positive-time-to-live

Zoavy RiE, P—EADEEINTEF Y vy a2 NOIEOT Y N FFRI Lz = ) OFfF
Lol AR (TTL) 23 E L7, HaMEf CRELET, K&z fETHE, Frvia
Dt v FRABINL, FRISERR A ESA S E T, 2L, 2ok fliadiHT oL, vy
YaO—HEORERREINL E9,

set networ k name-service hosts positive-time-to-live value

Syntax Description INS A—  EHEH

3
value W E AN LET,

Command Modes FHE (admin)

ZH4

o<y REREL~L: |

Ty 77— RO WHE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X, L Cisco Unity Connection,

set network name-service hosts suggested-size
Zoavr R, Wiy a7 —7NhOY A XEEHLET,

set networ k name-service hosts suggested-size value

Syntax Description INS A—  EHER
3
value B2 RBT D200 T T4 b5 NI LET,

Command Modes ¥4 (admin:)

E H
2wy REEL~UL: |

Ty 77— FEOMHA]: WhE

avrro#zE I



. set network name-service services cache-enable

ATV RDRE |

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, I Cisco Unity Connection,

set network name-service services cache-enable

Zoa<wy KX, nsed iEOF ¥ v a2 FHLET,

set networ k name-service services cache-enable value

Syntax Description

Command Modes

INTA—  FRER
3

value TV, yesE 72IInoD WIS T D ERH D T,

FHE (admin:)

E
a2 REFEL L ]

T w77 L— RO WRE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, I Cisco Unity Connection,

set network name-service services max-dbh-size

Zoawy NI, Y RDOEREKIEYA A= ELET,

set networ k name-service services max-db-size value

Syntax Description

Command Modes

INS A—  EHER
A

value NA METEENTILET,

FHE (admin:)
EZH%
g RERMEL~L: |

Ty 77 b— RiOEH: WHE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H— & ¥ L Cisco Unity Connection,

| BEESANE T



| a~>ro#x

set network name-service services negative-time-to-live .

set network name-service services negative-time-to-live

ZoawrRiE, P—EROIRESHEF v v Va2 HOADT Y MY ERRW LT =) OFfF
Gl RERER (TTL) 2% E LET, LER-> T, Zoa<wy REEHT5E, 2—F1dUid) 12 L -
TSN, VAT AT —EZ_X—ZA T TERWVWSEIERT 7 ANDBD LG ED/NNT +—~
VANMA ELES, 7-& 2I1E, Linux A —RV Y — A THHATRER 7 7 A M1E, v— k& LTER
ShET, Fr v a0 HEOMEZBERTHIZIE, 20X 7 7 A4 VO % i/ MEICHEFRF
THBENRDY £,

set networ k name-ser vice services negative-time-to-live value

Syntax Description

Command Modes

INS A— 5t
A
value Bl REERT 00T T4 LA E SR A LET,

FHE (admin)

=z 4

a<y REEL L 1

Ty 77— RO TR

x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— 1 2 I L Cisco Unity Connection,

set network name-service services persistent

Zoaxy R, Y—"OREFHRICY - ADF Yy vy V2 ONREZRIFLES, ZOa~v
I NT AT E- FBRRESN TV L GFITRLLET,

set networ k name-service services persistent value

Syntax Description

Command Modes

INT A—  FRER
A
value P—EADEEANSLET,

FHE (admin:)

ZH
avy REEL~L: 1

Ty 77 b— RiOEH: WHE

avrro#zE I



. set network name-service services positive-time-to-live

ATV RDRE |

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, I Cisco Unity Connection,

set network name-service services positive-time-to-live

Toa=wy KNI, P—ERAOEEINTZF Y v a2 NOIEOT Y Y F3IT Lz =) O
GinRERER] (TTL) 2K E L E 9, Zoa~r RICKERMEEANNTDE, Sy v aDb v b
DML, PSSR N EgG S NET, 270, KEARliziieT s, Fvvian—HME

DOREDEML £,

set networ k name-ser vice services positive-time-to-live value

Syntax Description

Command Modes

IR A— A
2
value BHE AT LET

FHHE (admin:)

Z &
o<y REHEL~UL: 1
Ty L— RO mIhE

T %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X L Cisco Unity Connection,

set network name-service services suggested-size

Zoavwry NI Ay a7 —7 OV A4 XEHELET,

set networ k name-service services suggested-size value

Syntax Description

Command Modes

INS A—  EiEA
A
value W72 R HBET 720074 2 FTENLET,

¥4 (admin:)

Z 4
gy REREL~L: ]

T 77— FEOMHA]: WRE

| BEESANE T



| a~>ro#x
set network nic eth0 .

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network nic eth0

TOavy PRI A=Y XY A E—T A A0DT T 4 R ELET, A —F Ry b A
VEA—T A A VIIHRETE EH A,

set network nicethO {auto | {en|dis}} {speed|{10|100}} {duplex half| {half|full}}

Syntax Description ;35 x —#4 £ B
eth0 A =YXy b B—T AR
0 &fiE LET,
auto HER ST — g LA A R
TMTT LT 4 B—=TMT
DhESRELET,
speed A=Y Ry MEGOEKEE 10

Mb/#PE 721% 100 Mb/FP DN
nmicisE LE9,

duplex FoEFELITE EAFELE
ﬁ—o

Command Modes B4 (admin:)

Usage Guidelines ZOavwy ROFETEGTLHME I RFRLNET,

\}

Note —Jiri=7 75 ¢ 712 T& 5 NIC 1L 1 2723 T,

A

Caution  Lif7 4% & NIC 23U &y hENDHMF Y MU —7 g —Rfic kbt E T,

EH®
av REFEL UL ]
T T L— REEOAE . A

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

avrro#zE I



av Y FORE
. set network ntp option

set network ntp option
Zoa~wy R, noqueryd v a % /etc/config? 7 A MIZIBINL £77,

set network ntp option

Command Modes FHE (admin)

Z #H
o< REMEL~UL: 1
Ty L— RO mIRE

1 FH %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network pmtud state
NRAMTU T 4 AANRNY A X—TNVEIEZT =TI LET,

set network pmtud state {enable| disable}

Syntax Description INS A—  EHEA
3

enable NRAMTU T 4 ABNY A F—T ML ET,

disable IRAMIUT 4 AANY &5 42— M LET,

Command Modes HHH (admin:)

Usage Guidelines ZOavy ROFTEGTHME I D RFRLIET,

A

Caution 454747 L L RTFT ADFR Y N U—Z LN I KbRET,

E H
avy REFEL~L: ]
T ST L— RO AN

1 *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

| BEESANE T



| a~>ro#x
set network restore .

1l

admin:set network pmtud state enable WARNTING

This will cause the system to temporarily lose network connectivity
Do you want to continue ?

Enter "yes" to continue or any other key to abort

yes

executing...

set network restore
WBELIEA =X bPAR—=FCHRELIEAZT 4 vV IPT FLAZHHT AL OICHRELE T,

set network restore ethO ip-address network-mask gateway

Syntax Description INT A—%A ERER

eth0 A=Yy b AL X —T A X0 &IFELET,

ip-address | M CTAHTI A~V EiZEH L F U DNS H—, F-ldxy hU—27 F— |
TxADIPT RLVAZRLET, G132 E. Xy MU= ELRn—RRIDIN
ENEJT, 7T7A4~UDNSH—1DIPT RLAZZEHETSHE41%. Cisco Tomeat
=R HRE)TL2DENH Y EF, FAICOVTIE, utilsservicea~v > %
Z LTSI, £/, IPT RLRAZ 1 DTHAEHE L& X, BT79FX3TD
J— REMEETLZ 2R LET,

nework-mask #— NOH 7 xw N v AT ERLET,

gateway FIFIVENF—=b T =2ADIPT FLAZIEELET,

ip-address |V M THF T4~V E7-ldEH XU DNS —, /3%y hU—2 #F—Fh
TxADIPT RLRAEZRLET, GfrT5&, Ry MU — 27 8GN —RI Uk
ENFET, 774 ~YUDNSY—DIPT FLRAEZEHEI 55415, Cisco Tomeat
RGBT H2UENH Y T, IOV T, utilsservice 2~ R%&
ZRLTLIEEN, £, IPT FLAZ 1 ODTHLEHELIZE &L, BT CTo
J— REFEHTILIZ EafERLET,

Command Modes I (admin:)

Usage Guidelines

A

Caution - Do~ AT g0, Mo setnetwork =~ RE{FH L TH v MU — 27 i 280 TE 72
WEEICOMEMLET, Z0a~xry FTE, fRESNERy NI —27 A 2 —T = A AT
HE5FETOFR Y b U — 7 EMN., Network Fault Tolerance H 5O CT_CHIfr SN Ezd, Zoa~
¥ RERITLTEGEE, BODURTOFR Yy N =7 R FHICHEITT2LERH Y 7,

| avrro#zE I



. set network status eth0

A

avr RoEE |

Caution

ZoARY REFTTLHE, —"Oxy MU =7 LGN R R ET,

2
avy REFEL~UL: 0
Ty 77— RO WThE

18 %1% Unified Communications Manager, Unified Communications Manager ® IM 58 X O 7' L&
VAP —E A ¥ K W Cisco Unity Connection,

1l

admin:set network restore ethO 10.94.150.108 255.255.255.0 10.94.150.1

set network status eth(

oAy RNEHE A=Y Ry FNODAT—H AT v EREFIF T LET, A —F Xy M A
VE—T 2 A AT IEIHRETEER A,

set network statusethO {up | down}

Syntax Description

Command Modes

Usage Guidelines

A

RS A—  HAR

3
eth0 A —HVXy b A X —T =2 X0 &IFELET,
up A= Ry ALV F—=T 2 A0DAT—F A%ET v FITRELET,

down A=V FYy AL H—T2f AODAT—H AEE T ATRKELET,

FIE (admin))

Zoa~y FOFETELGT D0 E I PRFRONET,

Caution

GATTHE, VAT ADR Y N — 7 EEN IR bIVE T,

=z 4
g~y RERHEL UL, 1

T 7T L— RO AW

| BEESANE T



| a~>ro#x
set network name-service .

18 %1% : Unified Communications Manager, Unified Communications Manager @ IM 35 X OV L&
v AP —E X ¥ LW Cisco Unity Connection,

set network name-service
Zoav NI, F—bP—tRA0X v 2 @BEERRLET,

set network name-service [attribute] [value]

Syntax Description Bt &

Paranoia Bool iZ. Yes £721Z No ODWTHNNTH LV ENHY £3, T /A TE— %
AT DL, r—s Y —vE eI HES L ET,

debug-level LALA0L Y KX WGEIE., X—A P —ERIZES>TTERNy ZH IIMER S 1
FT, LoULREWIEE, MBS BTS2 0 £,

reload-count ¥y v L aNHTN—= U VT SRDHHIC, Fr v vadhtla—REYr—F
FTHRAERTCLET, KX v viala—RNIZA LTI RV EF, =
DEA LT MRAYIND L, F—2 P —E R TV B—FLET (F—ZN%E
HINTOWRWGEIEINSS P —ERICHEZ = Z2FIT) 20, FryZLET,

retart-interval X7 ) 47— FEARIC L TEMRRFREIDH N> TV BIE5EIE. FHild
FHIRE 2 R AN E LE T, 7 7 4 /v MEIE 3600 TT,

Command Modes FME (admin:)

EH
o<y REMEL~UL: 1

Ty 77— FEOMH]: An]

set password complexity minimum-length
Zoavwy RN OSEHET Y FORNIAT = FROEEZEZEELET,
A\

Note 2T — RO FOWMSEHENMLEETHEHLET,

set password complexity minimum-length max-repeat

avrro#zE I



avr RoEE |
. set password age

Syntax Description INS A—  EHER
3

value 6LLEDEENTILET,

Command Modes FE (admin:)
E H
av REFEL L ]
T w7 L— REOfEH: A

1 *4:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set password age

Z O o< KL, CiscoCollaboration Communication OS (C30S) DT A7 bD/RAT— KOHZ)
A %2 H AL CEE L ET,

set password age {maximum | minimum} H (days)

Syntax Description  ,{5 41 —#4 A AR
maximum KA 23R L E T,
minimum NI 23R E LT,
days XA — RO KA % 45

ELET, ZofiE, 90HLE
THLVENDHY £,

Command Modes I (admin:)

ZH
o=y REfEL L 1
77— RO An]

1 H %} % : Unified Communications Manager, Unified Communications Manager @ IM 38 X O/ L&
v AP —E X ¥ LW Cisco Unity Connection,

| BEESANE T



| a~>ro#x
set password change-at-login .

set password change-at-login

W ETZIIBRFEO =N AT LIRS A A T D L N RAY = FEZETET 5 X925
sk, 2oa~vr REHLET,

set password change-at-login  {disable | enable} userid

Syntax Description INT A— 5B
3

disable I —PNZ XA T — ROZFZondl U EH A

enable Z—PR AT DR A A T HE XD, NAT— ROZEHEZEH L ET,

userid WBLEZ T HA—Y T MEfRELET,

Command Modes R (admin:)

Usage Guidelines TN ETIE, ZOa~vy NI —FIZd LT =7z si b e, 2—F I A7
Lz ?‘ﬂ%“(‘ﬁ‘/l’/%/bf_}:% INAYU— REBEFTLRENRD Y 7,

=z %

g~ REEL~L: 4

Ty 77— RO Anf

1 %4 : Unified Communications Manager @ IM and Presence #— " 2 D,

set password complexity character

RATD — RO F OIS T 5 AT — RSNV — Va2 A R—T NV ETIZT 4 B —T T
LEJ,

)

Note 2D —ROWHSE A FX—T I LTE, Z0avy R, SAT— ROBBENELA 11—
JNZ72 5 TV WG EIZA F—T7 M LET GEANIZ DWW T, set password history 2~ > K%
ZHLTLIEIV) , QiC/SA T — REREEZ A R2—T I L T W&, AT — REED
number /N7 A —ZfEHA 10 (ZF%E S ET, A 10 KIfOEAH L T2 T — NEREZ A % —
T LTEGG, Z0avy REFAT L&, @R 1012 By hahvEd, #iic 10 ML Loz
FHL TR = REREZA X—7 M LTEGEIL, 20a~vy REFT LERIEOZE T ILH
DEH A,

set passwor d complexity character {disable| enable} num-char

avrro#zE I



avr RoEE |
. set password complexity character

Syntax Description INS A— EHER

disable Tt UFEXA A L TRRAT— ROBEMES 4712 L ET,

enable ST, UFEA TR L TRRAT — FOBME A A I LET,

Note IRAT— ROEMES 2T 58418, password character difference,
password character max-repeat, ¥ & Utpassword historyz 4712925 Z &
HTEET,

numkchar 45D Y b ONCF, RICE, A R O REN D DBER T
HasmE LET,

o fEHDMPH: 0~ 8

o« 77 /L Mh: 1

Command Modes B (admin))

Usage Guidelines /\OX U— ROBMHEZ A X —T M LIGaEid, NAT—= FOE D B TRIZUTFOTA FTA
ZHE D BB H D ET7,

« num-chars O BAEDFEME U LD D /N FREENTWDLLEPDH Y £,

« num-chars DIILED R EBE L EOMEBO KL FENETENTWDLLERH Y 7,

e num-chars OBIED B EMELL EOHBOBENTENTWHLLERSH Y 7,

« num-chars DBFEDFGEMHE L EDOME DR L F R EEN TN D BERH Y £,
X —AR—FLETHV B> TV L FEMHT 22 LT TEEEA (2L 21T qwerty)

« NAY— NP REFT 22T = RE T HUAONRRAT — R i 425 2 13T
FHA,

e T 7N NTIR, BHEL—F N2AT— NI, 4RI LIEETXEE A,

24
gy REFEL~L: ]
Ty 77— RO An)

x4 Unified Communications Manager, Unified Communications Manager ® IM 3 X OV L £
VAP —E R ¥ L W Cisco Unity Connection,
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set password complexity character difference .

set password complexity character difference

ZoOa=wy R HLWARRT— RO FEY—F U ARHENWRR T — RFE—F ARG
TR bW R e LET,

set password complexity character difference num-char

Syntax Description

INS A—  EiBR
A

HLWART — RO P —T VAN HVRAT — RYHE— T AR 57T
X2 ERERE LET,
 fHOHEFH: 0~ 31

num-char

Command Modes

Usage Guidelines

\)

FHE (admin:)

BEWRRNWZ EERTITIZ0EA N LET,

Note

NAT— RO KRIEL 31 3CFTT,

= #

o<y REREL~L: |

T w77 b— RO A

1M %}%.: Unified Communications Manager, Unified Communications Manager ® IM 35 X U7 L€
v AP —E R F IO Cisco Unity Connection,

set password complexity character max-repeat

Zoa<y NE, Bl AT— FORTHE-ICP2MEGHNITHRY IR Z L8 TE DMz fE
L/\i‘a_O

set password complexity character max-repeat max-repeat
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. set password expiry maximum-age

Syntax Description INS A— EHER

max-repeat Hr LU NA Y — ROPCH--SCF 2 MG HICE VIR Z LR TE B afrE LE
j«o

« HOHF: 0~ 10

F7 4L ME: 0

Command Modes B4 (admin:)

Z #H
avy RRfEL~L: 1
T ST L— REEOAE] . AN

18 %% : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
v AP —E R IO Cisco Unity Connection,

set password expiry maximum-age

Z O a< KX, Cisco Collaboration Communication OS (C30S) OEHET H 7 h /RAT— R
ORI O KA O e E A F—TNVEIETT 4 B—T7 M LET,

set password expiry maximum-age {enable| disable}

Syntax Description  ,{5 4 —#4 A AR

enable Cisco Unified 4L —7F 1 > 7
VAT LAOEEFET T kX
AT — FOWRYIN O KA
WM OB EE A AT LET, set
password expiry enable =~ >
Tl&. Cisco Unified A ~1L—
TA T VAT LOEMET T
U b NRAT— RORKB M
113 3650 H (10 4F) (Tifse &
IET,
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set password expiry user maximum-age configure .

NS A—4H &5t BA

disable Cisco Unified AL —7F ( > 7
VAT LOEHET I R
AT — FOMRYIN O KA
WM OB EZAZ7ICTLUET, set
password expiry disable =~ > R
%4795 &, Cisco Unified 4
NU—T 4 T VAT ADOEH
BT H Y hT/RAT— R
RUINIC72 B2 <720 £,

Command Modes

FHE (admin:)

Z H%
o< RERMEL~L: 1
Ty T U— RO An]

18 %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
AP —E X ¥ L Cisco Unity Connection,

1

admin:set password expiry maximum-age disable
Operation Successful.

set password expiry user maximum-age configure

Zoavwry NI BEDV A TRL—T g VilEOSEHT Y OB/ AY — REEE
e O %2 H A TEE LET,

set password expiry user maximum-age configure == — 1D /X2 U — K D f KA 53 ]

Syntax Description

Command Modes

INS A—4H Bl
userid A aaZRL— g ViEfE OS (C308)
THU BN LET,

maxi mum password age AN AY — FEGER T (HED 2N LET,
ZOfEix, 10HLA 3650 H (104F) KiiTh b
WERHY £797,

FIE (admin))
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. set password expiry minimum-age

=4

o< REFMEL ~UL: 1

7y 77— RO THE

avr RoEE |

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H— & ¥ X Cisco Unity Connection,

set password expiry minimum-age

ZPOa< KX, CiscoUnified XV —TF 4 7 VAT LAOEIET o b XA T— KOR
IO/ R O ez A 2 —TNVETZITT 42— Mz LET,

set password expiry minimum-age {enable| disable}

Syntax Description INS A—4

At AR

enable

Cisco Unified 4L —7F ¢ >
VAT LOEWET T RN
2T — ORI O/ M)
WM OB &2 A AT LET, set
password expiry enable =~ > N
TlX. Cisco Collaboration
Communication OS (C30S) @
EHET T B RAT— KD
BANARHEIZ T H (24 R
(ZROE SNET,

disable

Cisco Collaboration
Communication OS (C30S) @
BHET T NIRRT — KD
IR B D d5 N I H] D s e
EAZICLET, iUk, HH
BT H T ROISAT — RiEn
DTHEHETELHZ LEERL
ESc AN

Command Modes FME (admin))

=4

g REFHEL~L:

T 77— RO AW

18 %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&

AP —E X ¥ L Cisco Unity Connection,
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set password expiry user maximum-age .

1l

admin:set password expiry minimum-age disable
Operation Successful.

set password expiry user maximum-age

Zoa~y RiL, FiE D CiscoUnified AL —F 4 v 7 S AT LAOEMET H I h NAT— R
OWIRYIN OB KGN A2 A 2—T VEIZT 4 E—7 I LET,

set password expiry user maximum-age {enable| disable}userid

Syntax Description INS A—  EHER
>
enable #45:5E @D Cisco Collaboration Communication OS (C30S) OEMET 7 b /RA T —
RO HBR Y1 D e KA A O 2 A 12 L E T, set password expiry user enable
o< RTClX. CiscoUnified 4L —F 4 T VAT LADOEEET H U b RRA T —
RO KA RRIE 3650 H (10 ) 1T3%E SIVET,

disable %€ D Cisco Collaboration Communication OS (C30S) OEMHET I 7 Kk /NAT —
R ORI D B KA M O 2 A 12 LE T, set password expiry user enable
2~ RTIL, CiscoUnified 4 _L—F 4 V7 VAT AOEFEET H v kXA T —
R OB KA I 3650 H (10 ) (IZikE ShE T,

userid $5: % @ Cisco Collaboration Communication OS (C30S) OEME T h 7 M EIRE L
i ‘a‘o

Command Modes FHE (admin)
EH
avy REEL~UL: 1
T T T L— RO Aa]

T %} %: Unified Communications Manager, Unified Communications Manager ® IM 33 X U7 L€
v AP —E R F IO Cisco Unity Connection,

4l

admin:set password expiry user maximum-age enable
Operation Successful.

avrro#zE I



avr RoEE |
. set password expiry user minimum-age

set password expiry user minimum-age

Zoa~y RiL, FiE D CiscoUnified XL —F 4 v 7 S AT LOEMET H v h NAT— R
DO KA 2 A F—TNVEITT 4 B—T I LET,

set password expiry user minimum-age {enable| disable} userid

Syntax Description NS A—4 £ B

enable 5 € D Cisco Unified AL —
TAYT VAT DOEEHET
7 NAT — RO/
MoOREEA T LET,

disable 558 D Cisco Unified XL —
F VT AT AT H
7 b XA T — RO E/NMIRH
WO EE A7 LET,

userid %€ D Cisco Unified XL —
TAYT VAT LOEHET T
v MNeiRELET,

Command Modes EHE (admin:)
EH
av s FREL~L: ]
T ST L— REEOAE ] A

18 %% : Unified Communications Manager, Unified Communications Manager @ IM 38 L O L&
AP —E X ¥ L Cisco Unity Connection,

4l

admin:set password expiry user minimum-age disable
Operation Successful.

set password history

ZOavr NI OSEHT WU NOBEICRFF SN SAY— ROKEAZT L ET, §TITHR
EENTVWEHENRAT — RIZ—HT 5 HB AT — RIER I ET,

set password history number
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set password inactivity .

Syntax Description

INS A—  EHBR
A
number  JERRICARFET B LD S AT — R AR E L E T,

Command Modes

Usage Guidelines

FHE (admin:)

T 4 E—=TMITBHITIFE, 0 AN LET,

e 74V ME 10 TY,
o BFRIZ 20 T,

24

v ML~V ]
Ty 77 b— RO TTRE

x4 Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L £
VAP —E A ¥ K Cisco Unity Connection,

set password inactivity

set password inactivity {enable|disable|period} H (days)

Syntax Description

Command Modes

Usage Guidelines

INT A—  ERER

]

enable NRAT—ROET VT4 BT 4 70— A F—T I L, FOHREIHE- T
il x> OS 2—H&EFHLET,

dissble  SX2RU—KNDOET I/ T 4T 4270 —rVUIT 4 B—T ML, ZOREIH -
Tl %D 0OS = —HEEH L ET,

period NRAT—=ROIET 7T 4 ©F 4 Wil E 70— W TERE L, T OBGEIHE > T %
DOS 22—V EFHLFET,

days IRAT — KBRWIRYINIZ 2o TOBT AT BT 4 =T MR B ETOIT 7

TAET A OHEERE LET, AR72EHIX1 ~99 TT,

B (admin))

e NAU—KROIET 7T 4 BT 4 &7 a—rUIA X —T7 /W HIZIE, set password inactivity
enable 2~ FZFEITLET, ZDa<wr Rit, XRRAU—KRKDOET I/ T4 ET 4 &7 1 —
A Z—=T NI L, FOREIH> Tl 2D OS =2 —HFEHH L E 7,
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. set password system bootloader encryptHash

c NAT—=ROIET VT 4 BT 4 &7 a—rVUIT 4 B—T/MZT HITIL, setpassword inactivity
disable =~ FZFEITLET, ZOavwr R, "RATV—ROET I T4 ET 27—
CT 4 =TT L, ZOREH > T X D OS 2—FZHH L £,

THT Y MR TF L E—T IR s TWAL—FRNHE S AT ARMHHT 30T, VAT L
BEICHWEDEZVENRHY £,

e NAU—ROAET 77 4 €7 ¢ WM AT T DITIE. set password inactivity period days =~ &/
REFATLET, Z0avy RiE, mRAT—FROET I/ T4 BT 4 &7 m— UTHRIEL,
ZDHRFENNE> THEH & D OS = —HFZFH L £,

Z %
avy REEL L 0
Ty 7T L— RO A

18 %% : Unified Communications Manager, Unified Communications Manager @ IM 38 X O L&
AP —E X ¥ L Cisco Unity Connection,

set password system bootloader encryptHash

Zoavwy REMHLT, VAT AT — e —FDdl, 53z "AY— K&grub” 7
ANVITHRE L ET,

set password system bootloader encryptHash

Command Modes FHE (admin)

=%
vy FRHEL L 4
Ty 77 b— RO AT]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— & ¥ L Cisco Unity Connection,

set password user admin
ZOavwy REMHTH L, WHEDONRAT— REAHTXET,

set password user admin

Command Modes EHE (admin:)

Usage Guidelines LIRS AT — REFH LWWARAT— FOALERD LN E T,
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\}

set password user security .

Note

e S A LEEHET T FNDONRAT— RO ZEFTTCEXET,
e NAT— R 6 LTULETRINERSL T, AT AN SAT— FOEZHERLET,

2 #
av s NREL~L: ]
Ty 77— RO AF]

T# %} %: Unified Communications Manager, Unified Communications Manager ® IM 35 XUV L€
AP —E X I X Cisco Unity Connection,

set password user security

Command Modes

Usage Guidelines

)

ZOavwy REMHTAE, X2 VT 4 NRAU— RESHTXET,
set password user security
FHE (admin:)

DRTONRAT — REH LUVWWRAT— ROA N ERDENET,

Note

NAY = RE 6 LT U ETRINIRST, VAT LPNAT— FOBEZ MR L ET,

7 FAZHNOY—_EOHEEIZ, X2V T 0 XRATU—RFEFHLCRIESNET, X2V

T4 RRAT— REBHELIEBIC, 792 F 2V ty hTARERHY £7°,

L X274 XRT—=FEXTV ooy =N (1 /—F) TEHEL, 0B, —N
(/—F) 2V 7—FrLET,

2. DT RTOYF—NBIO/ — T, ¥F2UT 4 RAV—FE2H 1 /) — FTERLEZAZ
U—REFLUHDIZEELTHE, NATY—ROEEEZRMT D701, 77V r—va
P—REHZHOTINLD /) — REHEE L £,

Note

FP—=N"THRRATV—=R2RBH LR, TOV—"2HE#HTo5 2@ LET,

avrro#zE I
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. set replication-sync monitor

\}

Note

=N (V=) VT —=FLpnE, VAT LAY —EROMBENREETDI1E, YT A7 T4
2\ H—3 | [Cisco Collaboration Communication OS (C30S) D F ! (Cisco Collaboration
Communication OS (C30S) Administration) ] &7 ¢ > Ko CTRIENFEAE L 7,

Z #%
A<y FRHEL UL ]
Ty 77 b— RO An]

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set replication-sync monitor

Z®» =z~ RiL, Cisco Replication Watcher h—E R | X 2 -DOE=F ) o T A F—TIVE T
X7 4 E—7 M2 LE T, Cisco Replication Watcher h—E A Tix, 7 — ¥ X—2ADE N E &
NTHHE ER VRS2 ThoOY —EADMHBA T 1y 7 SNET,

set replication-sync monitor {enable | disable}

Syntax Description

Command Modes

NS A— GiEA
3
enable BHOE=F) T —ERAEA AT LET,

dissble WHOE=FY L VY —L A% 4+ 7IC LET,

FIE (admin))

Z %

vy MEHEL L ]

Ty 7T L— RO ART

18 FH %} % : Unified Communications Manager @ IM and Presence — & A (D

set samltrace level

o<y NiE, SAML FL—Z LUL e LET,

set samltrace level tracelevel
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set session maxlimit .

Syntax Description INS A—  EHER
3

tracelevel KL —Z L ~NALEIGELET, ROA T a v EHTEET,
* DEBUG

* INFO

2oy
'%—gm

. i?*—

« [FATAL]

Note F 7N RO L —A L~ULE INFO T7,

Command Modes B4 (admin:)
=4
av s REfEL~L: 0
T w7 T L— REEOER . T

%% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X, I LW Cisco Unity Connection,

set session maxlimit
Toawy NI, Aty a oo EREZRELET,

set session maxlimit [value]

Syntax Description INS A—  EHEH

3

maxlimit  Zoa<r RiE, Bz Yy g DB EREZZRE LET, AETHZRMEIZ 1 ~ 100
<7,
EWRENT LZ2WGEIE. T 7 44 MED 1073 sshd_config /3T A — X (2| Y 4TS5
nET,

value FPATTRE L 1 ~ 100 T,

Command Modes B (admin)

=4

aw s REFHEL~L:

avrro#zE I



B osetsmp

set smtp

avr RoEE |

T w77 b— RO wRE

18 H %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
v AP —E X ¥ L W Cisco Unity Connection,

Zoa<wy R, SMTP —"OKR A &2 RELET,

set smtp hostname

Syntax Description

Command Modes

INT A — FRER
3

hostname SMTPH— 4 %£ L £,

EHE (admin:)

EZH

avy RREHEL~UL: 0

T 7T L— FREOER: ]

1# %} %: Unified Communications Manager, Unified Communications Manager ® IM 33 X OV L€
v AP —E R F IO Cisco Unity Connection,

set strace enable

Zoa<wy N, Y—ERA PL—REAX—T/WZL, PL—RA L LEHRELET,

set strace enable [all]tracevalue servicename

Syntax Description

INT A—  ERBR

all F g DNRTA—=E T, P—EAD N L—AREDEE L2 TTD ) — RNk
SHFET,

tracevalue a7z b L—AEEFRLET, #Fal Shiz b L— A {EIX [InfolDebug|Warn|ErroriFatal]
Tﬁ‘o

svicename | L— AN, p— T ENE - AR K LET,

Command Modes

¥4 (admin:)
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set strace disable .

=

avy RREHEL~UL: 0

Ty T b— RO AT

x4 : Unified Communications Manager @ IM and Presence — &2

set strace disable
Toa<wy RiE, Y—FER FL—R2EF 4 E—T NI LET,

set strace disable [all] servicename

Syntax Description INS A—  ERHBA
2
all AT LAY DRTA—F T P EAD b L= AREOEEETRTO ) — RIS
SHFET,

sEvcename | L — AN, X —7 M ENTEY—E R EZ R LET,

Command Modes % (admin:)

=24

v RV~ 0

7o TS L— RE O AA]

T x4 : Unified Communications Manager @ IM and Presence #— " A

set timezone
Zoa~wr REffiHTSEE, VAT LD AEE TE £,

set timezone zone

Syntax Description ;<5 X — AR
2
zone LW 2dee LET, Fbim 2 RIS 327200, W7 crs i
= AT I AIDEANNLET, BRI ALYS DY A NERRTDHIC
IZ. CLI show timezonelistz~ > F&FH L E9,

Command Modes EHE (admin)

avrro#zE I



. set tls min-version

Usage Guidelines

A

avr RoEE |

B LW 2 — RIS CTE D20 0T 2 AN LES, R O4HTiT, KT & /T
DX ENDZ LITERLTIZIN,

Caution

Wil 2220 LG, AT L2 HREIT 2 BERH Y £,

2 #
g~ R~V ]
Ty 77— RO AF]

T# %} %: Unified Communications Manager, Unified Communications Manager ® IM 35 X U7 L€
AP —E X I X Cisco Unity Connection,

el & KRS RET 561

admin:set timezone Pac

set tls min-version

N

Z @3~ RiX, Transport Layer Security (TLS) 7’1 h 2 /L Dig/h3—Va U EFE LET,

Note

cHPNTLS N—=Va U ERGET D E, VAT LR L ET,

%) —FOHB/NTLS N—V g VA RELET,

set tlIsmin-version tlsminversion

Syntax Description

Command Modes

Usage Guidelines

INS A—A FiHER

tls B/ANTLS AN—T g v b LCEHRET DT, MOWThro+ 7T a v w A LE
minVersion +.

* 1.0
« 1.1
1.2

FHHE (admin:)

=4

avy REffEL~L: 1
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set trace disable .

T w77 b— RO WRE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
-2

1

admin: set tls min-version 1.1

This command will result in setting minimum TLS version to 1.1 on all the secure interfaces.
If you have custom applications that makes secure connection to the system, please ensure
they support the TLS version you have chosen to configure.

Also, please refer to the Cisco Unified Reporting Administration Guide to ensure the
endpoints in your deployment supports this feature.

KA KKK KA A A AR A A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A Ak Kk

Warning: This will set the minimum TLS to 1.1 and the server will reboot.

KKK KKK AR A A A A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A ARk k Kk
Do you want to continue (yes/no) ? yes

Successfully set minimum TLS version to 1.1

The system will reboot in few minutes.

set trace disable

TOawy NI, BEESNEXATIDRNL—RATIT 4T 4 OREEMBELET,

set trace disable tname

Syntax Description

Command Modes

INS A—  EHER
A

disable B2 NL—ADHEEMRELET,

tname MN—RET 4 2—TWITEH AT ERLET,

¥ (admin:)

E#®
av s N~ ]
Ty 77— RO AF]

T# %} %: Unified Communications Manager, Unified Communications Manager ® IM 35 X U7 L€
v AP —E X B X Cisco Unity Connection,




av Y RORE
. set trace enable

set trace enable
Zoawy Rt BEENT-FAATIZ NV —ATI7T 4T 4 2R ELET,

set traceenable {Arbitrary | Detailed | Entry_exit | Error | Significant | Special | State Transition}
tname

Syntax Description INS A—4 Bkl

Arbitrary K AT b L—ABGE % arbitrary L-UUZREGE L E T,

Detailed B AT K L—ZABE % detailed LoIVZEEE LET,

Entry_exit AT N L—ABEE entry exit L-IUUTHGE L E T,

Error B A b L —ARKE % error L-UVITERE L FE T,

Significant KA b L—ABGE % significant LUUIZE LET,

Special B ATk L— A5E % special LoUIZEEE LET,

State trangtion % 2 7k L— A3 5E % state transition L~/ E LE T,

tname F—2%2F 42— N THEAIERLFET,

Command Modes I (admin:)

A
2V R L~ ]
Ty 77— RO AF]

1 H %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
AP —E A IO Cisco Unity Connection,

set tisresumptiontimeout
Zoawr Rid, TLSHBAEWHICEMELRWE, By a VBN B SN A EERE LET,

set tlsresumptiontimeout  seconds

Syntax Description INTS A—  EHBB
3

seconds 3600 UL FOMEAEAN LET, TLS By g i, RESNT-HEOBIZEIT/Y
F9,
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Command Modes

set tistrace* .

A (admin:)

E H
avy REFEL~L: ]
T v ST L— RO wfg

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set tistrace*

2= 57 Rala=br—rar~vrx—Tv VU —X110UETIE, H—ERADTLS hL—RA%
HNEITHINCT 52N TEET, BiIfE, tomeat /T AR— F SN TNDHME D —E AT,

CLIL a2~y REFHLT, 2=774 Faia=r—ra 3 —T v ~O TLS &N KK LT-
HHAERRLET,

Tls M L—R {21, RO TLS X—AD CLI 2~ FAEBMI L TWET,

set tistrace disable

ZOCLI 2=y KX, Y—ERADTLS b L —AZEEhC L ET,

set tistrace disable service

Syntax Description

Command Modes

INS A—  EHER
2
service TLS F L —Z &N T D7Dl HT 2 — 2 &235E LET,

FHE (admin:)

4l

admin:set tlstrace disable tomcat
TLS tracing is disabled for: tomcat

=4
gy FERHEL UL, ]

Ty 77— RO An]

set tistrace enable

ZOCLI =2~y RiZ, Y—E 2D TLS hL—RAEZH ML E T,

avrro#zE I




. set weh-security

set tistrace enable service

Syntax Description

Command Modes

INTA—  FREA
3

service TLS F L—RAZHMT H7-OIMHT 2 —EREfRELET,

FHE (admin:)

4l

admin:set tlstrace enable tomcat
TLS tracing is enabled for: tomcat

E
g REfEL~L:

T w77 b— RO AW

set web-security

Toawy RiE, AR —F 47 VAT AT Web BX 2 VT A EE R A

set web-security orgunit orgname locality state [country] [alternatehostname]

avr RoEE |

e LETS,

Syntax Description

INTG A=A #t AR

orgunit M= b (OU) HERLET,

Zoawry Fefiil+s e, HBOMAMN~=y FEANTE £, BEHOHALM
A=y MREANNTHICE, = M) E B~ TRYUIDET, hor~vadtex
YU = P VAOT ORISR S 2 A LET, M=y Moy
LCEBDEEANTHI21E, Zoa<y ROFITRT X 2 ICfE % 5] HEF CH

HET,

Note T TR T AT v vaPBDEERLTND OUDIGEIE, A A M—Jb
RFIZ SLM 5 8g & CSR ZEDNRIT 5720, 912Dy 7 AT v

Vak AN LT EEN,

orgname s rRLET,

locality MDY 2L LET,
state Mo L L ET,
country EED #EoEz2ER L ET,
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\}

set webapp session timeout .

NS A—4H Bl
alternatehostname  ({1-3%) Web #—/3 (Tomcat) sFWEZ KT 2 & XTS5, FA D
REBERELET,

alternatehostname Zfff i L T, ACEXLAMMHFOY 7 =7 MUEFR A M %%
ETEET, CSROV T V=7 MUERA M, REWFOEEL (Certificate
Management) | N— Y CEEINET, ZOa~w> RZH L TCSR DLER
ARNSGEBRETDE, CSRERT O EAZL ST, FESNEREBARA MAIC
BEMZONET,

Note

Command Modes

RBEKRA FZIZBINT 5 & & D setwebsecurity 2~ > FIZ#EH &, SBAER SN ST THCSR
(tomcat, CallManager, CAPF, TV, IPsec 72 &) IZIBIIS L E T,

FHE (admin:)

=4
a~ Y REFEL~UL: 0
T 77— RO Aaf

18 H %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
v AP —E X ¥ LW Cisco Unity Connection,

51

Wz, o~ XP0 7 EMH L CEEOMGSE~= > N %E$RE T 5 web-security =~ >
RoHlZ R LUET, sEHEIZIZ3Z 2O0U 74— /L RBH Y F3,

* OU=accounting
* OU=personnel, CA
» OU=personnel, MA

admin:set web-security “accounting, personnel\,CA,personnel\,MA” Cisco Milpitas
CA
set web-security "Voice\Video" "Cisco" "RTP" NC

set webapp session timeout

Z®» =z~ RiL, Unified Communications Manager Administration 72 & Web 77U 77—/ = 73
A LT NLa—VE2n s F 7T 5FE TORMZSEANTRELET,

Bl webapp >y v a v XA LT U MEAIITT HITIX, Cisco Tomcat — B A & F L #)7~5 b
B3 d Y £7, Cisco Tomeat ¥ — &2 & FjiLd) 9 % % Ti&. show webapp session timeout =~ > R

avrro#zE I



avr RoEE |

. web 7 T r—a vty a0 maxlimit Z:XELET

T LVER RS IVET A, AT DI WEEZ B L ORI LAITES, Zoa~v s R
TiE, Y—ERZH/EHT L0 LI nEfnEbEL 7T rn 7 F R RESNET,

A

Caution  (Cisco Tomcat ' —E A X HEENTH L, TRTOT V7T 47 By arN&T L, VAT LR
T —~ A EE S 25BN HY £, Zoavr REEITT 20— 7 K720

e

T2 & aHERLET,

A\

Note -z, Y7 Y7 7o 77 L—RiZko TSN, T74 MIICY By S Ew
/\/O

set webapp session timeout minutes

Syntax Description ;<5 X — HpR
3
minutes  Web 7 U r—a Y REAA LT T KL, 2—FEn S F T+ 5 E TORRE 5
frcHRE LET,
< fEDHH: 5~ 99999 7}

o« F 7 )L Mh: 304

Command Modes HMH (admin:)

Z #H

Ay FRHEL UL ]

Ty 77— RO AA]

%1% : Unified Communications Manager, Unified Communications Manager ® IM 38 X OV L€
VAP —E A ¥ L Cisco Unity Connection,

webh 7 ) 5— 30ty a0 maxlimit 55 ELE
-a—

Zoa<xy R, 2a—F1IAHEY ODH web 7 7V r—TartyiarORANEIRERELE
T, ZHUT, DA o F—T oA AZEH I NET,
* Cisco Unified CM Administration
* Cisco Unified Serviceability

* Cisco Unified Reporting
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| a~>ro#x

A

web 7Y r—Lavtyi a0 maxlimit £RELET .

* Cisco Unified Communications Z/V' 7 77 R—& )L
» Cisco Unified CM IM and Presence O % B

» Cisco Unified IM and Presence —E X7 E U 7 ¢

+ Cisco Unified IM and Presence @ L' 78— k

Yo va ORKHIBRERENH /2 DI12iE, EFHHE N Cisco tomeat Vr— B R & FiLH) 3 25 S
NHO FET,

Caution

N

Cisco Tomcat ' —EAZiEEI¢ 5 L., T _XTCOT 7747 By arn&T L, VAT LN
TA = VAL EE LS 2 5BFNRHVET, Z0Oa~vy REFTTLHOFIEY— 27 R 72T
\——g_%) — k %%&J\‘Li—g_o

Note

ZORREIR, YT MU =T Ty T 7L —RiCko TR S, TV MEICY By FShEYE
Ao

set webapp session maxlimit  number

avrro#zE I



avr RoEE |

. web 7 T r—a vty a0 maxlimit Z:XELET

Syntax Description INS A—

3

At AR

number

FFiweb 77U —avtyiar2HE+ARS2Ee LET,
EOFPFHIL 1 ~ 10 TY,
7 7 /L ML 10 TY,

utils EnhancedSecurityMode?3 3272 > TV 554, v o a IR HIR &4
FT, wbSnct X2 VT 0 = P 20>V TIE, [Cisco
Unified CommunicationsManager % = V7 ¢ 5/ K, U U —21151)U1] ® [“FIPS
140-2 E— RORE”] OEZZH L T 7ZE W (hitps://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/
products-maintenance-guides-list.html)

Note CERINTWVOIVA Ay va ORRBEZBEAD L, A 57—
T2 A ADYA A v RX=VIFIRD LR TF L DAT—H A Xy
T URERENFET: 1t usernamesgt; . Ok v a OHIRIC
T CIZIELFE L7z, (The Session limit has already been
reached for &lt;usernamesgt;.) ZNHDEy T arnbas
TURNTLN T T4 TRy a URABNMICH TS E T3040
FEo T &,

e ESNTZE X 2 U T 4 B— RBAEMR-> T DA, By va Uil
BRUZBICHIBR S k9, 7272 L., BHEIL. set webapp session maxlimit
awy REFHLTEy v a VR Z 1~10 DN OTEOMEICEE
TEET,

Command Modes FHE (admin)

=4

axy FRHEL UL 4

T ST L— REEOAE . AN

T HI R -

Unified Communications Manager, Unified Communications Manager IM, Presence #— &

A Cisco Unity Connection,

4l

WO TIE, set webapp session maxlimit 4 D L DN TRl L E 9,

admin:set webapp session maxlimit 4

Fhhkhkdrhkhkhdrhdhdrdrhdhkrdxhdkrkxxx*xi[y A R N I N G**************************************

The Cisco Tomcat service needs to be restarted for the changes to take effect.This will
disconnect active web sessions and all web applications on this node will be unavailable
until the service restarts.This service restart will take several minutes to complete.
Do you want to continue (yes/no) ? yes

| BEESANE T
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| a~>ro#x

web 7Y r—Lavtyi a0 maxlimit £RELET .

*************Restarting Tomcat***************
Service Manager is running

Cisco Tomcat [STOPPING]

Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTED]

The webapp session limit has been successfully set to 4.

ROFITIiL, % utils EnhancedSecurityModefi i3 5 HiEIC DWW TRt L 9,

admin:utils EnhancedSecurityMode enable
The system is operating in NON-FIPS and NOT operating in Enhanced Security Mode.

Enhanced Security Mode can be enabled only when the system is operating in FIPS mode
Do you wish to enable FIPS mode as well (yes/no) ? yes

Warning : This operation will modify the password policies

1) Password Length should be between 14 to 127 characters.

2)Password should have at least 1 lowercase, 1 uppercase, 1 digit and 1 special character.
3)Any of the previous 24 passwords cannot be reused.

4)Minimum age of the password is 1 day and Maximum age of the password is 60 days.

5)Any newly generated password's character sequence will need to differ by at least 4
characters from the old password's character sequence.

Warning : This mode will limit the total number of concurrent web application sessions to
3.

KKK K KR AR A AR A AR A A A AR A A AR A A A A A A A AR A A A AR A A A A A A A A A A AR AR AR AR AR AR AR KK KK

This will change the system to Enhanced Security Mode and will reboot
KKK K KR AR AR A A AR A AR A A A A AR AR A AR A A AR A A A A A A A A A A A AR A A A A AR AR AR AR AR AR KK KK

Do you want to continue (yes/no) ? yes
The protocol for communication with remote syslog server is already set to tcp. No changes
required.

The system is already operating in contact search authentication enable mode; no change
required. Exiting.
The concurrent web application session limit has been successfully set to 3.
Setting password restrictions as part of Enhanced Security Mode enable
Calling fips enable
Security Warning : The operation will regenerate certificates for
CallManager

Tomcat
IPsec

ITLRecovery

Any third party CA signed certificates that have been uploaded for the above
components will need to be re-uploaded.

If the system is operating in mixed mode, then the CTL client needs to be run
again to update the CTL file.

If there are other servers in the cluster, please wait and do not change the

FIPS settings on any other node until the FIPS operation on this node is complete

O3
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avr RoEE |
. set workingdir

and the system is back up and running.
LR SRS RS E SRS RS SRS ER SRS SR EESE SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S

This will change the system to FIPS mode and will reboot.
LR SRS RS S S RS ES RS S E SRR E SRS SRS E SRS EE SRR EEEEEEEEEEEEEEEEEEEEEEEEE S

set workingdir

oA RE TI2T 47, kT T 4T BEXOA A=A DZa TOEET LT Y
ERGELET,

set workingdir {activelog | inactivelog | tftp} =« L 27 KU

Syntax Description INSA—H FHER

activelog TIT 47 alOfEET L7 NI ERELET, 77277407 a7 0OHMRYT
F4L7 N EBEIRLET,

inactivelog 47 2 7 4 7 m S OMEET 4 Ly MY ERELET, TV T 47 n O
YT7FALT WY ERIRLET,

tftp TFTP 7 7 A VOMEET 4 L7 R Y Z2RELET,

Ta4Lv7 b BIEOEET V7 MV ERLET,
D)

Command Modes EHE (admin))

EH
o<y REFEL~UL: |
Ty L— REOER: TR

1%} %.: Unified Communications Manager, Unified Communications Manager ® IM 35 X UV L€
v AP —E X ¥ L W Cisco Unity Connection,
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