utils a <> K

« utils auditd, on page 6

e .—7 ¢ U 7 ¢ BE6000Mode enable, on page 7

e —7 ¢ U 7 ¢ BE6000Mode disable, on page 7

e —7 ¢ U7 4 BE6000Mode A7 — 4 A, onpage 7

=T A4 UT 4T T T 4 T DA, on page 8

s =T 4 VT 4T T T 47 DEIL, on page 8

s =T 4 UT 4T TT 4T AT —H A, onpage 8

e =.—7 ¢ U 7 1 contactsearchauthentication disable, on page 8
e« =.—7 ¢ U 7 1 contactsearchauthentication enable, on page 9

e =.—7 ¢ U 7 ¢ contactsearchauthentication status, on page 9

« utils core analyze, on page 10

« utils core list, on page 10

« utils capf cert import, on page 11

e 2—7 4 U7 1 capf £ N keep alive, on page 11

e —7 41 U7 1 capfstale-lsc, on page 11

« utils create report, on page 12

« utils create report database, on page 13

« utils ctl, on page 13

« utils cuc activate CUSRSV (15 ~~—3)

e—7 4 U7 ¢ cuc HPITL XV m— K (153—)

« utils cuc cluster activate, on page 16

« utils cuc cluster deactivate, on page 17

« utils cuc cluster makeprimary, on page 17

« utils cuc cluster overwritedb, on page 18

« utils cuc cluster renegotiate, on page 18

« utils cuc create report, on page 19

e 22— ¢ U7 ¢ cuc dbreplication 01 _tear down (19 ~X—17)
« 2—7 ¢ U7 ¢ cuc dbreplication 02 define servers (20 ~X—17)
e —7 ¢ U7 1 cuc dbreplication 03_define db template (21 ~~—37)
e —7 ¢ U 7 1 cuc dbreplication 04 sync_database (22 ~X—3)
e —7 ¢ U7 4 cuc dbreplication reset_all (23 ~—37)
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o

o 2—7 4 U7 o cuc K551b (23 =)

e —7 ¢ U7 ¢ cuc jetty ssl disable (25 ~—3)

« utils cuc jetty ssl enable (25 ~—37)

» utils cuc networking clear replication, on page 26

« utils cuc networking dscp, on page 27

« utils cuc reset password, on page 27

« utils cuc set PinExpiry PromptTime “Authentication Rule Name”, on page 28
» utils dbreplication dropadmindb, on page 28

« utils dbreplication forcedatasyncsub, on page 29

« utils dbreplication quickaudit, on page 30

« utils dbreplication rebuild, on page 30

» utils dbreplication repair, on page 31

« utils dbreplication repairreplicate, on page 32

« utils dbreplication repairtable, on page 33

« utils dbreplication reset, on page 33

» utils dbreplication runtimestate, on page 34

« utils dbreplication setprocess, on page 35

« utils dbreplication setrepltimeout, on page 35

« utils dbreplication status, on page 36

» utils dbreplication stop, on page 37

e 1—7 ¢ U7 ¢ imdb_replication L' 'V 7 —3 3 A7 —& A on page 38
« utils diagnose, on page 38

« utils disaster _recovery backup network, on page 39

» utils disaster _recovery cancel backup, on page 40

« utils disaster recovery device add network, on page 40

« utils disaster recovery device delete, on page 41

« utils disaster_recovery device list, on page 41

» utils disaster recovery estimate tar size, on page 42

« utils disaster recovery history, on page 42

« utils disaster_recovery jschLogs operation, on page 43

e —7 ¢ U7 ¢ disaster recovery D& LD #EHF pub from sub, on page 43
« utils disaster_recovery restore network, on page 44

» utils disaster_recovery schedule add, on page 45

« utils disaster_recovery schedule, on page 45

« utils disaster_recovery schedule delete, on page 46

« utils disaster_recovery schedule disable, on page 46

» utils disaster_recovery schedule list, on page 47

« utils disaster_recovery show_backupfiles, on page 47

« utils disaster_recovery show_registration, on page 48

« utils disaster_recovery status, on page 48

« =.—7 ¢ U 7 ¢ EnhancedSecurityMode disable, on page 49
e =—7 ¢ U 7 1 EnhancedSecurityMode enable, on page 49
e =.—7 ¢ U 7 ¢ EnhancedSecurityMode A 7 — % A, on page 50
o —7 4 VT 47 7 A/LE— FKE, on page 50
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o —7 ¢ U T 1 filebeat O flE51k, on page 51
ea2—F 4 UF 477 AL E— %), on page 51

e 2—7 4 VT 477 AI)LE— KAT—H A, on page 51
e —7 4 U7 477 A/)LE— ] tls, on page 52

« utils fior, on page 52

« utils fior disable, on page 53

« utils fior enable, on page 53

» utils fior list, on page 54

« utils fior start, on page 54

« utils fior status, on page 55

« utils fior stop, on page 55

» utils fior top, on page 55

« utils fips, on page 56

e —7 1 U 7 4 fips_common_criteria, on page 57

« utils firewall ipv4 debug, on page 58

« utils firewall ipv4, on page 59

» utils firewall ipv4 list, on page 60

« utils firewall ipv4 status, on page 60

« utils firewall ipv6 debug, on page 60

« utils firewall ipv6, on page 61

» utils firewall ipv6 list, on page 62

« utils firewall ipv6 status, on page 62

« utils ha failover, on page 63

« utils ha fallback, on page 63

« =.—7 ¢ U 7 ¢ haproxy set {required | optional | disable} 77 < 4 7 > h 3L, on page 64
e =—7 ¢ U 7 4 haproxy set num-threads, on page 66

« utils ha recover, on page 67

« utils ha status, on page 68

» utils ils showpeerinfo, on page 69

« utils import config, on page 70

« utils iostat, on page 71

« utils iothrottle, on page 71

» utils itl reset, on page 72

« utils 1dap config, on page 73

* utils managementAgent alarms minpushLevel, on page 74
« utils managementAgent alarms pushfrequency, on page 75
* utils managementAgent alarms pushnow, on page 75

« utils network arp delete, on page 75

« utils network arp set, on page 76

« utils network arp list, on page 77

» utils network capture, on page 77

ca2—T 4 U T 4 Xy NU—I F ¥ Fy-n—7—3 =3, onpage 78
« utils network connectivity, on page 79

« utils network host, on page 81

« utils network ipv6 host, on page 81
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« utils network ipv6 traceroute, on page 82

« utils network ipv6 ping, on page 82

» utils network ping, on page 83

« utils network traceroute, on page 83

o —F 4 UT 4 3w hU—7 % service {hosts | services} ¥ v v ¥ = O EF)L, on page 84
« utils ntp auth symmetric-key, on page 84

« utils ntp auth auto-key, on page 87

« utils ntp server add, on page 90

« utils ntp server delete, on page 91

« utils ntp config, on page 93

« utils ntp restart, on page 93

« utils ntp server list, on page 94

« utils ntp start, on page 94

« utils ntp status, on page 95

« utils os kerneldump , on page 95

« utils os kerneldump ssh, on page 96

o —7 4 UT (08 X2 T AT —H A, onpage 97

« utils os secure , on page 97

ca2—T 4 VT fosEXaTRHAFI v I ARY T —Da /31 )L, on page 98
ca2—7T 4 UT 408X 2T HAF Iy I ARY T —U A, onpage 98
ca2—7 4 UT 408X 2T HAF Iy I ARY T —r—N, onpage 99

e 2—T 4 UT 4 osEXaT X AT v I ARY T —0DOHIEER, on page 99
ca2—T 4 UT 4 osEXaTHAFT Iy I ARY T —DKIR, onpage 100
ca2—T 4 UT 4 osEXaTREATFT Iy I ARY —DRUH-ER7, on page 100
ca2—T 4 UT fosEXaT X AT I v IR Y —IFEIEERE, on page 101
e —7 4 UT 477 v N7 4 — 2 Webaccess disable, on page 102

e a2—FT 4 UT 4T T N7 x—2Lh Web T 7 ADH ML, on page 102

e —7 4 UT 4Ty N T+ —2L Web TV EAAT—H A, on page 103
e =—7 4 U 7 1 processCoreDumps disable, on page 103

e =—7 ¢ U 7 1 processCoreDumps enable, on page 104

e —7 4 U7 1 processCoreDumps A7 —# A, on page 104

» utils remote_account create, on page 104

« utils remote_account disable, on page 105

« utils remote account enable, on page 105

« utils remote_account status, on page 105

e —7 ¢ U 7 4 remotesyslog set protocol tcp, on page 106

o« —7 ¢ U T 4 remotesyslog set protocol udp, on page 106

e —7 1 U7 1 remotesyslog set protocol tls, on page 107

e« .—7 ¢ U 7 1 remotesyslog show protocol, on page 107

« utils reset_application_ui_administrator name, on page 108

« utils reset_application_ui_administrator password, on page 108

e 1—7 ¢ U T 1 restore_application ui_administrator_account, on page 109
« utils rosters list limited, on page 109

. utils A< K



| wilsaw>r

« utils rosters list full, on page 109

« utils rosters list watchers, on page 110

» utils rosters list contacts, on page 110

« utils rosters delete, on page 111

s =T 4 UT 4 ATV a—)LFHH AT DRI, on page 111
e 2—TFT 4 UT 4 ATV a—WFHrF AT DR, on page 111
e =T 4 UT ATV a—)LiFIHHF AT ) A L, onpage 112
=T 4 UT 4 %0E url 3% — 2 D HEE, on page 112
o 2= 4 U T 38 url 23— DA 54k, on page 113
« utils service, on page 113

« utils service list, on page 114

« utils service auto-restart, on page 115

» utils service start, on page 116

« utils service stop, on page 116

« utils snmp config 1/2c community-string, on page 117

« utils snmp config 1/2¢ inform, on page 117

» utils snmp config 1/2c trap, on page 118

« utils snmp config 3 inform, on page 119

« utils snmp config mib2, on page 119

« utils snmp config 3 trap, on page 120

» utils snmp config 3 user, on page 121

« utils snmp get, on page 121

« utils snmp get 1, on page 122

e —7 ¢ U7 4 snmp get 2¢, on page 123

» utils snmp get 3, on page 124

« utils snmp hardware-agents, on page 124

* utils snmp test, on page 125

« utils snmp walk, on page 126

» utils snmp walk 1, on page 127

« utils snmp walk 2c, on page 128

« utils snmp walk 3, on page 129

« utils soap realtimeservice test, on page 129

» utils sso, on page 130

« utils sso recovery-url, on page 131

« utils system restart, on page 131

« utils system shutdown, on page 132

» utils system switch-version, on page 132

« utils system boot, on page 132

« utils system upgrade, on page 133

e —7 4 U 7 1 system upgrade cluster, on page 136

» utils system enableAdministration, on page 139

« utils update dst, on page 140

« utils users validate, on page 141

« utils vmtools refresh, on page 141

» utils vmtools status, on page 142
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B utils auditd

e —7 ¢ U T 4 vmtools AA v F DA —7"> onpage 143

e —7 4 VT 4 AL v F XA T 47, onpage 143

» utils system boot status, on page 143

=T 4 VT Y VRAT LT v T — RF—Z 7 ZR— s DORA, on page 144

=T A4 VT A VATLDT v T T L— RDOF —H T AKR— K AT —4H A on page 145
=T Y VT A VAT LT v T T L— RF—H 7 AR — b F ¥ /L, onpage 145

» utils ucmgmt, on page 145

utils auditd

Zoawr Rt VAT LABEY—CREHIBBIOEIELEY, £, VAT LAEE Y- R
DATF—HARRRLET,

utilsauditd {enable| disable| status}

Syntax Description INS A— AR
3
enable  Eifo S OWSEE A X—TNMILET, A X =TT DHE, VAT AE2—FD
T varEBRBIORSLET, £, 2 —FOERPHIFRZ & O Linux A X
VR, T A NOFER LOHIBR S Bl LT ONEER L 9,

dissble  Eifro ZoOWEEF +t—7 Mz LET,

status BEa 7 OWED AT =2 2R LET, Bfr 7 OHAFIZIE Real-Time Monitoring
Tool DffHZBEIO LET, 7272L, CLIZMFHL THRER 720 T562 L6 T
TET,

Command Modes I (admin:)

Usage Guidelines P —E AN, X =T NI TCNDE, VAT AT IT 4T E=X L, v 7IZELE
T, VAT LB AL, ZLOERER IR T I EICHERLTLLEZY, T4 A7
DRI BRIV ITER LTSN
EZH%
vy REHEL~UL: 1
T T L— RO ARE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— R ¥ L Cisco Unity Connection,

. utils A< K
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1—7 4 ') T « BE6000Mode enable .

21—« ') T« BE6000Mode enable

TDavr REFEITLT, 227574 Rala=br—3 g rv3%— % TBE6000 E— REHZ)
ICLET,

Command Modes FME (admin:)
EH
a~ Y REFEL~L: 4
Ty T — RO An]

18 %% : Unified Communications Manager.

11—« ') T « BE6000Mode disable

TDavwry REEITLT, 2= 7 Rala=b—3 3<% — % CBE6000 E— K% %)
Wz LET,

Command Modes FHE (admin)

ZH4
oy REFEL~UL: 4
T 77— RO AW

1 x4 : Unified Communications Manager,

dA—F 4 ') T « BE6000Mode X T+—4& X

CUCM @ BE6000 E— RDOAT —H AR /RTDHIZIE, ZO0Oa<wr REFEITLET,

Command Modes FIE (admin:)

=4

v RREL -~V 0

T T L— RO AW

W FH*%: Unified Communications Manager,

utils A< K .
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B 2775 7 voam1

A—T4)T4TZ2oT14020TDBMKL

Command Modes

D) —RTT I T4 TEAMITHIZE, Z0a~vy REFITLET,
B (admin:)

E H

A~ ML ~L: 4

18 F %} 4¢: Cisco Un, Communications Manager, IM 383 X7 LB A% —E A F721% Cisco Unity

Connection,

A—T4)T4TZ20T14 2T DEML

Command Modes

D) —=RTT I T 4T HENITHITE, ZDa~vy REFEITLET,
B (admin:)

E H

g REFHEL~L: 4

1t %} % Cisco Un, Communications Manager, IM 3 X OV LB A% —E X F72IZ Cisco Unity

Connection,

A—TFAYYTFTA4TISoTAVITART—E X

Command Modes

TDavw Ly REFEITTHE, 2D/ —RTTITUF 4 IREINI 5 TS INEFNT 72> T
BINDAT— X ARRRINET,

FHE (admin:)

Z %
Sy R L~L: 4
it %} %: Cisco Un, Communications Manager, IM 8 X O ¥ A% —E A F 721 Cisco Unity

Connection,

11— « ') 7 « contactsearchauthentication disable

Zoa=r N, a7 REEMREAEE— P2 B LES, ZOF—F2ET 5L,
BRZHITHOICE Y £y b ORERH Y 9,
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d—7 4 ') T « contactsearchauthentication enable .

utils contactsear chauthentication disable

Command Modes B4 (admin:)
EH
A~ NRifEL~L: 4
T ST L— REEOAE . A

Unified Communications Manager, Unified Communications Manager @ IM and Presence H— & & |
Cisco Unity Connection

d—7 «4 ') 7T « contactsearchauthentication enable

Zoawy RiE, BXR a7 REKEMREIIT— REARNCLET, 20— REHWIC LA,
EREHICTHOICEmEEZ ) By P LET,

utils contactsear chauthentication enable

Command Modes FHE (admin:)

E H
a2 REfEL~UL: 4
Ty 7T L— REEOFR: AT

Unified Communications Manager, Unified Communications Manager @ IM and Presence ¥ —E X |
Cisco Unity Connection

11— 4 ') 7T « contactsearchauthentication status

Zoa<r Rk, A7 A contact search authentication enable <& — R F 7= 1 contact search
authentication disable ©— K TEI{EL TWAMNE I ME KRR LET,

utils contactsear chauthentication status

Command Modes FME (admin)
=4
a~v s NRfEL~L: 0
T T L— FREOER: AT

Unified Communications Manager, Unified Communications Manager @ IM and Presence ¥ — E X |
Cisco Unity Connection
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. utils core analyze

utils core analyze

Toa<wyRiE, arv ZrANADNAY T RL—ZA ALy RUZA K, T_XTHOCPU LI AKX D
O E B L £,

utilscore {active|inactive} analyze [core filename]

Syntax Description INSA—4 B

active TIT 4 TIRN—T a3 VR
L\ij—‘o

inactive k72774770 —Ta ViR
ELET,

core_filename ARH 7 ML= AR END
a7 77 A NDOLRZRE LE
R

Command Modes FME (admin:)

Usage Guidelines ZoavwrRZEY, a7 T ANV ERIUCARNT, IIRTP tDOT7 7 A0, a7 77 ALk
FILTF 4 L7 FUICHERENET, cimserveriZ L » TERENT-aT 774 /L TCZDavw %
FITTHE, THMLROWA yE—URERINET, 20X vE—VIFEBIMOMHECT,

Z #H
a<y REfEL L 1
7y — RO nlhE

1 x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—1 2 I LU Cisco Unity Connection,

utils core list
TOa<wr NI, IRXCOT I T4 T7FERIRAET I T 4 T haT Ty AN ER R LET,

utilscore {active|inactive} list

Command Modes FHE (admin))

Z %
Ay FRHEL UL ]

Ty 77— RO THE

. utils A< K
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utils capf cert import .

18 %1% : Unified Communications Manager, Unified Communications Manager @ IM 35 X OV L&
v AP —E X ¥ LW Cisco Unity Connection,

utils capf cert import

utils capf cert import

Zoa<wry R LT, B ESNTCEFRONEZ I AT LT v 7T u—RFLET,

Usage Guidelines ~ FTP £72(X TFTP DWW L TEUAT ERENEZ A o AR— b5 2 L 2R TE £,
= #
a< L REFMEL~L: 1
Ty T L— RO An]

%% : Unified Communications Manager

A—T 4 ') T« capf 2w  keep_alive

WRREJR 7 1 X UHERE (CAPF) h—E X L= RARA o MH O TR TOESLT T LT keep_alive Z A
v —HERET DI, Z0avr REFEITLET, VATLADOT 740 ML 155 TT

Command Modes I (admin:)

2
A~ RV -~V 0
Ty 77— RO AR

1 H %1% : Unified Communications Manager

d—7 «4 ') 7« capfstale-Isc

utils capf stale-lsc {delete| list}
ZOawy RiX, YAT LD LSC REWE & FH T 5 OIER T,

Syntax Description ;{5 X — A
3

delete T_XTOHWLSCHEEEZ S AT AN HHIR LET,

list AT A LEOTRTOHNWLSCEFHEL —BR R LET,
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. utils create report

Command Modes FIE (admin:)

=24

a~ REffEL L 0

Ty 7T L— RGO AA]

1@ F %1% : Unified Communications Manager

utils create report
Zoawy RiE, = NZBT 5 LA — & platform/log 7 ¢ L7 R U WIZPER L £,

utilscreatereport {hardware| platform | security}

Syntax Description INS A—  EHEA
3
hardware 5 ¢ 27 714, UE—h ary— Bl BLXOBEEOT—Z &5V AT A
VA= R R L £

platform 7Z o k73— ar 74 Xal—ar T A ANTAR 7 7 A MZWESHE
R

security L AR— FZUUEL, TAR 7 7 A LV EERLET, TAR 77 A WE, hT 70
Va—T 4 T EAIGEICA T e —RTEET, ZOT7 7 AL, fileget =~
v REMH L TIETE 7,

Command Modes EHE (admin)

Usage Guidelines av U REANNTDE, GilTEROLTr T NRFRRINET,
LUAR— M &1ERL L7218, fileget activelog platform/log/ffilename ==~ > R &{fi ] L C LR — bk 2 U
LET, filenameiX, =~ RRET LIEBTRREINDHILEA—NOT7 7 A VL ETRELET,
Z #H
Ay FRHEL UL ]
T 7T b— REEOM A An]

18 &4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,
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| wilsaw>r

utils create report database .

utils create report database

Command Modes

utils ctl

Zoaw Rt T—ER—AD N T TV a—T 4 U TNWER T 7 A VBT _RTa 7| CYUE
L/i—a—o

utilscreatereport {hardware| platform | security}

FHE (admin:)

Z #H
av s REEL L ]
T T T L— RO AAT

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utilsctl {set-cluster mixed-mode | set-cluster non-secure-mode | update CTLFile}

IDa<wy NI, JTARF X2 VT 4 T REEBFET LN, £/ —RFTCTIL 7 7 A VEFH
L/iﬁ‘o

Syntax Description

INTG A=A #it AR

set-cluster CTL 77 A VETH L, 77 A% &iREE— FIZUELET (DB %27
mixed-mode F— R LIZHEEINET) |

7 T ALTTTICRAET— RO > T D5E, Zoa~y Nid
Unified Communlcatlons Manager RGE— RTH Y | E FGERNT 7T 47
ThoHZeanRLEd, BETHRTOIDLENDH Y £,

Note BEE— NI Zi%. Communications Manager 7° Cisco Smart
Software Manager ¥ 7‘_ i CISCO Smart Software Manager %7 7 1 hZ
FirsnTns b, BIRAY—F T AU FELEFIA—F v b
THT Y NINDRAE LT BER b — 7 Ty AR — Ml OFF
WBHIN 2> TEY, O M—=2 Y PNIDY T AZIGFRSNT
WD ZEEMERRLET,

set-cluster CTL7 7 ANVEEHL, 77 AX&EXaT T— NIZRELET,

non-secure-mode
7T AZTT TITHAEET— RBAMTR>T0WDLEGE, Zoa~vr N
Unified Communications Manager 23k ¥ =27 £— R TdHDL T L &R L i R
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. d—T 4 UT 4 ctl )t k localkey

INT A—A A BA
updateCTLFile 27524 pD& /) —RT, CTL 7 7 A LV &EFHH L ET,

Note WA E— KT CTLFile % ¥ #r9 % 1Z1%, Unified Communications
Manager 75 Cisco Smart Software Manager & 72 1% Cisco Smart Software
Manager 7 7 A MIBEFEINTWVWBEZE, BLOA—F TV
VINELEIANA=TF AT AT IRORE LSRN — Ty
AR — MR DA A NE RS> TRY, TDO =2 U NZD
I AL ENTND I L AR L E T

Command Modes I (admin:)

Usage Guidelines ZOCLLE, N7V vy TERITTHUERHY £3, OTRXTH/—RTIE, ZOCLI =+
YRR T A4 E—=TMZENTVET,

\}

Note CTL 7 7 A LOFARMIE. 7 T A X 44K T CallManager 38 & ONTFTP ¥ — & 2 & Fl B4~ 5 LB
bV FET,

24
gy REFEL~L: ]
Ty 77 b— RO "R

1 &4 : Unified Communications Manager,

A—T 4 ') T« ctl ')ty I localkey

ZDa<wy RiE, CTL 7 7 A V& AR L, BH 4 U SAST 2 —/L (CallManager) TEX T 572
DI EET, J6D CTL 7 7 A /WITE X/ T D T2 O S 4172 ITLRecovery Ak I #2328 8 X
N, T RFRA v vlday 77U RhEngaic, Zoavry ReffLET,

utilsctl reset {localkey}

Syntax Description  localkey ¥ L\\CTL 77 A A Z&/EK L, STV v ¥ D CTL 77 A VEHEHF LES, avr
R13 CallManager & —Z i {] L T CTLfile (&4 L £,

Command Modes FME (admin)
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utils cuc activate CUSRSV .

Usage Guidelines
N
Note « Z Mz~ KL, Unified Communications Manager /X7 V) v > % /— R CHEITTIHLENH Y
£

« T2 RiRA > b A3 CallManager % —(Z & » TEA S 41, H LW ITLRecovery sl HHE 23 £ C
VBB LWCTL Y 7 A L& 545 Lz b, CTLupdate =< > I (CTLFile) & & 5 EHAT LT,
ITLRecovery sE HE A L TEX LET, CTL 7 7 A MEIFER S IVE T, HFriw
ITLRecovery AL #IC L o> THASNET, THFTY FREA Y Mok o TSR TV E

—a’_‘O

=%

a2 REFEL ~UL: 4

Ty 7T b— RO AT

18 x4 : Unified Communications Manager

utils cuc activate CUSRSV

ZOa<wy N, AF 2 N7\ Cisco Unity Connection #—~3% Cisco Unity Connection SRSV H—
NIZZEBRLET,

utils cuc activate CUSRSV

aAvY R E—FR I (admin)

EH
gy REREL~L: ]
T ST L— REEOA . A

it *}% . Cisco Unity Connection

A—T4)T4cuc HEIML A O—F
Zoa<r R&EMMH9 % L, Unity Connection {3 Cisco Unity Connection @ CallManager 7l ¥ % [
ey e — R T O R 2 BN T 52 N TEET,

utilscuc auto ITL download { enable | disable | status}

utils A< K .
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. utils cuc cluster activate

Syntex &t FA

INTG A— At AR
3

A =7 |AR— 7 N—71VU -+t FFIZ CallManager s FHZ ABEIFNICE 7 v — KT 55 %
Ak A X—=T M LET,

ZOMREILT 7 L B TIEEIC A o TWET,

disable | CallManager it i & & A X v o m— T HHREEZ BT LET, MR- T
WHGEIE, AEEZ TEITY v 70— T 50EBHY £,

status BReD AT —H A% FR L ET,

GE

AR E—F

752D, CLLa~<y Rign7 U vy B —_"TORFEITENET,

FME (admin)

C: g

o<y FERMEL L. 4

T w77 L— REEOM: ]
W%} %:: Cisco Unity Connection

1

admin:utils cuc auto ITL download enable

After successful execution,Unity Connection will download trust list from the TFTP server
automatically.

For this, you must do the following:

1.Configure TFTP server for Next Generation enabled port groups through Cisco Unity Connection
Administration

2. Restart the Connection Conversation Manager on all nodes in the cluster

Auto downloading of ITL enabled successfully

utils cuc cluster activate

Command Modes

Zoawr R, Z®OH—s3% Cisco Unity Connection 7 7 AX N TT 77 4 71T LET,
utilscuc cluster activate

FE (admin:)

. utils A< K
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utils cuc cluster deactivate .

=z %

av s RRfEL~L: ]

Ty 7T L— RO wEE
T *%: Cisco Unity Connection

utils cuc cluster deactivate
Zoa<y R, ZOH—,3% Cisco Unity Connection 7 7 AX N TIET 7T 4 712 LET,

utils cuc cluster deactivate

Command Modes FHE (admin))

E %
a2 NRifE L~ ]
TS L — RO WRE

1 xt% : Cisco Unity Connection

utils cuc cluster makeprimary

Zoawy RERITT S E, FRE Sz — 3T Cisco Unity Connection 7 7 AX N TT T A~
PN AT —=Z2PWITHE IR T,

utils cuc cluster makeprimary

Syntax Description INS A—  EHER

server Cisco Unity Connection 7 7 AZ W TT T A~ U H— 27 —F A2 [+ 25—
DEHZIRE LET,

Command Modes FHE (admin))

Z &

A~ RRifEL L ]

Ty 77 b— RO ATRE
x4 Cisco Unity Connection

utils A< K .



utils 372 F |

. utils cuc cluster overwritedb

utils cuc cluster overwritedb

Command Modes

Usage Guidelines

Zoawy RiL, = LEoF—# % Cisco Unity Connection 27 7 A X N DALDH— 12 5T —
ZThEHEXLET,

utils cuc cluster overwritedb
EFHE (admin:)

ZoavwrRiE, Zoavry ReERITT59— LT —#~X—R%_ Connection 7 7 A X HD
O —NZH DT —F_X—ATEEXLES, T—F_X—2ApnLEIIND &, HRNPHET)
SNFET, ZOHEF. NI T v T b L —R"EHIL L, FOEIL LT —F 2o —
NZabv—F50ERDL EXITMHHINET,

= %

g REFHEL~L:

T 7T L— RGO wlhE
T *%: Cisco Unity Connection

utils cuc cluster renegotiate

Command Modes

Usage Guidelines

Z @A~ RiL, Connection 7 7 AXHNO/RT Y vy = NEFRLTBETITI T v x
H— 02 Connection % ffA V' A h—/V LT2fg, T U v vy =L ORI T A X PR ZREE
LET, Z0a~vr Rk, X7V vy —RNEOTRXTOT—E NS T AT T A3 —
OF—FTLEZIN, T—HOE-EIYIN SN ET,

utils cuc cluster renegotiate
I (admin:)

ZPa<y KL, Connection 7 T AXNDYV T AT Z AN P — NTERITLT, R|LFEAATY v
¥y B—s3F 213 Connection & A > A b — L L7287 U » % B— 3 L ORNCGFEBR 2 5% E
Li‘é—c

= %

o=y REfEL UL 1

Ty 7T L— RREOAEH]: W RE
1 x4 : Cisco Unity Connection

. utils A< K
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utils cuc create report .

utils cuc create report

Command Modes

Usage Guidelines

oA=L R TSNV R = DAREZ TNV AT AR N T TN a—T 4 T THDIT
WAL ST —HEWELET, WEINDZT—XIZiF, X—Ta ER, 7 TAY AT —HF X
= 2AER, T X—=AHR, FL—AT AN vl TrAN T4 ATER, AEVIE
W, BLOHEIERPTENET,

utilscuc create report
B (admin:)

Oy RRETT 5 & BAERMN zip 7 7 A MIBAE S, Z 0D zip 7 7 A LOBFInFR &
nET, fileget a~> FEMHH LT, 77 A NVEJEHMER L THEER R TEDLa v Ea—HFIC
BEILET,

= %

o=y REfEL -~ 1

Ty T L— RO A RE
%} %: Cisco Unity Connection ¢ %

1

admin: utils cuc create report

Getting unity connection version. Please wait...Done
Getting cluster status. Please wait...Done

Getting service information. Please wait...Done

Getting installed locales. Please wait...Done

Getting database schema version. Please wait...Done
Getting database integrity. Please wait...Done

Getting database diagnostic log. Please wait...Done
Getting database message log. Please wait...Done
Getting trace files. Please wait...Done

Getting log files. Please wait...Done

Getting platform status. Please wait...Done

Compressing 75 files. Please wait...Done

Output is in file: cuc/cli/systeminfo 080318-140843.zip
To free disk space, delete the file after copying it to another computer

d—7F «4 ') T « cuc dbreplication 01_tear_down

Zoa<y RiE, 7T AXHND2O® Unity Connection V— D L7V &r—3 3 > &% & Pk
LET, MFOY—N"TZDavr REFETTHE, b—"BOEY R LT r— g v &fEr
THHNC, Fide s )V —o T v IARRE S E T,

d—7F 4 ') T« cucdbreplication 01_tear_down

aAvU R E—F

utils A< K .
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. 1—7 1 ') 7 « cuc dbreplication 02_define_servers

\)

A (admin:)
FERLEOHA KSq4 Y

Unity Connection 7 —# X—ZAD CDR F = — WG EIL, Z0avwr RZLoTr7 Y —riey —
AMEAT S, 7 T AZAD2EDT—NHOI— gl L7 r—a VR SNET,

GH

RDOZ LR T,
A REEITT DS, VAT LRI T v T E2FITLET,
e v RKRELL, CiscoTACIZZ AN L— M L&, a~r R4 vn b b2
e 7R EWE L ET,
*CiscoTAC7Z M a~y REEITLTWNWDHZ L EMERLET,
s AT RERZL ST, WO —_"OEREGET 2T —2BHIBRINL 720, HnT—4
NhHAHY—_"Tavr NERITLET,

=24

vy REFEL UL ]
77— KRR : AT
T *%: Cisco Unity Connection

d—T 14 ') 7T 4 cuc dbreplication 02_define_servers

Zoa=wy Kk, 77 AXKNO220 Unity Connection % —/[H] D% v b U — 7 ek & fifir LE 7,
d—7 4 ') 7« cucdbreplication 02_define_servers

avU R E—F

B (admin:)

FHRLEDAHS KA

Zoa~<y R&E{EH LT, Unity Connection 7 7 A X N D1-DODH— 305 FIDH—,3~D CDR k
T4 FBHL, LR—FTHIENTEET, ZOa~vwr NiE, SBRZYakRxpiz, 77
ABND2EDH—"Oa— )V EEHERT DHOITHKITHET,

. utils A< K
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d—7F 4 ') T 4 cuc dbreplication 03_define_db_template .

\}

GE) oz rzfERLET,
c AT REFEITTLOMIC, VAT ANy I T v T 2RITLET,
e v KM L, CiscoTACIZZAH L —hLEEGHIZ, 2~ RoA4rnr e e biam
v 7R Z2NEL 7,
*CiscoTAC 72 a~y REEITLTNWDHZ L EMRLET,
AT RERZL ST, hOF—"DOEREGET LT —FBHIBRINL T2, HnT—4
MbBY—NTavy REFTLET,

GE)  Zo=z~ RiX, Unity Connection 7 7 A X HWT —#RNH D5 — NTHEITTHLERH Y F
7

=24

v RV~ ]
77— RREOAE R : A
T *%: Cisco Unity Connection

A—7F 1 ') 7 4 cuc dbreplication 03_define_db_template

Zoawy R, V7Y =g VAIOZ®IZ, Unity Connection 7 — & ~X— A N D — DT —
TNDOVLT V) r—varba—RefflLEY, £/, Zoavr Ni, VI r—va 2% —
L WENL T HWbEEDS & 5 Unity Connection 7 — X X—ADT—T)NVT 7 L— herdo— kL
5

d—7F 4 YT« cucdbreplication 03_define db_template

OV R E—F

B (admin:)

FEREDHARFSA Y

Zoawr RiE, $XTOT7T—7 V% —8%ER/R L, Unity Connection 7 7 A X ND2DODH— /i
TTF—4#mxadvz— FBIWAMHINENIESNTT L — FE2ERLET,

utils A< K .
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. 1 —7 1 ') 7 « cuc dbreplication 04_sync_database

\}

GE

WROZ EHHMERLET,
AL RERITTDHHINC, VAT LRI T v T B2FITLET,
e <V RVRIL, CiscoTACIZZ AN L— hLTEGEIE, a~r RoAvrn /L s b
e 7 RENELET,
*Cisco TAC 72N a~ L REFATLTWDH Z L MR L E7,
AT RERIZL ST, hOF—_"OEREGET LT —2BHIBRINL 720, HnT—4
NHAHY—N_RTavwr NEEITLET,

=24

av s REfEL~L: ]

T w77 b— RO A
X% Cisco Unity Connection

aA—7 4 ') T « cuc dbreplication 04_sync_database

\}

Zoawy RiE, VE—Mr—\hbavy RRFITENT—NCT —F X=X &2 LET,
d—7 4 ') 7« cucdbreplication 04_sync_database

avUkFE—F

EH¥E (admin:)

FRALEDAHS FS4A4 >

WEDOY— "DV F— M — "L OT —% % 2 ¥ —73 %5I21%, Unity Connection 77 7 A # |
HNF— ¥ AR B — AT D vy KR ST B BER D ) E T,

GE

ROZ L EHTLET,
Ay REFRITT DI, VAT LN I T v T E2FITLET,
o a2 KR L, CiscoTACIZTZ AN L— R LEGAIF, a~r RoA4ru e s bim
e 7 ERENELET,
*Cisco TAC 721 R~ REFTLTWDH Z L 2R L E7,
[T RERIZL ST, hOF—"DOEREGET 2T —2BHIRINL T2, HnTF—4
NHHF—R_CTawy REFEITLET,

ZH
o< REREL~L: 1
Ty L— RO An]

. utils A< K
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1—7 1 ') T 4 cuc dbreplication reset_all .

18 x4 : Cisco Unity Connection

d1—7T 4 ') T « cuc dbreplication reset_all

\}

Z M3~ KX, Unity Connection 77 7 A X ND2EDH—R[ETTF—F X=X LT r—3 v
Uy MO DICBER Y= NOYIWRER R E, TRTOX R ZFATLET,

d1—7 4 ') 7« cucdbreplication reset_all
AU R E—F

FHE (admin:)

FRALEDASA KZ4M4>

Zoawy NI, ROz~ REIEFIZEIT LT, Unity Connection 7 7 A X P D2-DDH— ]
DT —HX—=AL TV r—rarwERHIC) ey hLET,

o s.—7 «( U 7 1 cuc dbreplication01_tear down

« —7 4 U 7 ¢ cuc dbreplication 02_define_servers

e —7 ( U7 4 cuc dbreplication 03_define db_template

e —7 ( U7 1 cuc dbreplication 04_sync_ database

GE

WO LaHRLET,
AV U REFITT DN, VAT LNy I T v T HFITLET,
e A< RVRILL, CiscoTACIZZ AN L— hL7EGAIE, a~> RIA4 a7 L d i
e 7 iERkEIE L E7,
*Cisco TAC 721 R a~ v REFTLTWDH Z L 2R L ET,
AT RERZL ST, hOF—"OBEREGET 2T — 2RI IND 720, HnTF—4
NHLY—N_"Ta~vw o FEFEITLET,

=24

vy NEHEL L ]

Ty 7T L— RO AA]
i *% . Cisco Unity Connection

A—T 4 ') T« cuc BBES1{k

Z @3~ R, Cisco Unity Connection THE 5D AT — X 22432 L, Eaho LT L E
j‘o

utils cuc encryption { enable| disable | status}

utils A< K .
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. A—T 4T 4 cuc lES1L

\)

Syntex &5 FA

INTG A— At AR
3

A $—7 | Unity Connection CIE*5HZHZLET, AT 5 &, Unity connection TEF =
Ak VT Bzl cE ok oicz £,

disable Unity Connection T 562 )2 LE9, MH)TF 5 L. Unity Connection Dt & =
U7 el TR0 £,

status Unity Connection D54 AT — % A% KR L ET,

FEREDHA K1Y
Unity Connection THi S 2GRN T DE51%, RO Z EEMER LTI EI W,

« Cisco Unity Connection 7%, Cisco Smart Software Manager (CSSM) ¥ 72 1d Cisco Smart Software
Manager %7 7 1 MIBZEIN TV D,
« WSO 7 2R — MEEERENAT RN I o TV ET,

Cisco Unity Connection D=7 A 7R — MEfHIHERE 2 8% L CHNCT 2 O MIc Wi, [
Install, Upgrade And Maintenance Guide for Cisco Unity Connection Release 12.X ] @

Thttps:/www.cisco.com/c/en/us/td/docs/voice ip_comm/connection/12x/install upgrade/guide/b 12xcuciumg.htmi]
DED [Unity Connection T AT AR —hY 7 MU =T 748 T ORKE] OIEESHL
TLTEENY,

GH

AU R E—FR

7T AE DG, CLIEART Y v e b —"NTOHRETEINET,

FHE (admin))

Z %

A~ NRHEL~L: 4

Ty 77— RO A
x5 Cisco Unity Connection

i

admin:utils cuc encryption enable
After successful execution, restart the following services on all nodes in the cluster

1.Connection Conversation Manager
2.Connection IMAP Server

Do you want to proceed (yes/no)? yes
Encryption enabled successfully

. utils A< K
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3—7F 4 ') T « cuc jetty ssl disable .

d—T 4 ') T 4 cuc jetty ssl disable

aAvU R E—F

Zoa<wy REfHATH L, BHOT-OIT Jetty —/3T SSL (%) DA T —H AR ETEE
—g—o

utilscuc jetty sd disable

FHE (admin:)

E H
o<y REEL UL |
T 7T L— RO : WhHE

1 %% : Cisco Unity Connection

1!

admin: utils cuc jetty ssl disable

After successful execution of this command restart of Jetty server is required, which will
result in loss of current event subscriptions. Are you sure?
Enter (yes/no)? yes

Command completed successfully.
Please restart Connection Jetty Service.
In case of cluster, run this command on the other node also.

utils cuc jetty ssl enable

Zoavy REMHT L L Jetty br— NTOMANIK L TSSLEZANZT HI ENTEET,

utils cuc jetty sd enable

FRLEDAHS KA
Jetty — ST SSL 22T 285613, RO Z L 2R LTI ZE W,

* Cisco Unity Connection DH|[Rff X _X—T g &AM H LT\ ET,
554k 2% Cisco Unity Connection TH ZIZ 72> TV 5,

G

FHiE— R CIE, CLI a2~y REFETTLHZLITTEEE A,

FEAZ DWW T,
https://www.cisco.com/c/en/us/td/docs/voice ip comm/connection/12x/security/b_12xcucsecx.html AT

utils A< K .
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. utils cuc networking clear_replication

A[fE72 [ Security Guide For Cisco Unity Connection Release 12.x J| @ [Cisco Unity Connection-Restricted
and BHIRDO/NS—T 3] OBEEZHLTILZE N,

avY kK E—FK EHE (admin:)

Z %

g~y FERMEL~UL: ]

T v 77 L— RO TTRE
W Hx}%:: Cisco Unity Connection

1

admin: utils cuc jetty ssl enable

After successful execution of this command restart of Jetty server is required, which will
result in loss of current event subscriptions. Are you sure?

Enter (yes/no)? yes

Command completed successfully.

Please restart Connection Jetty Service.
In case of cluster, run this command on the other node also.

utils cuc networking clear_replication
Zoa<y RiE, = LOF T Digital Networking 7 7 7 + ©F ¢ Z{FILLET,

utils cuc networking clear_replication

Command Modes FIE (admin)

Usage Guidelines Z® =~ i, Connection Digital Networking Replication Agent 33 X U Connection SMTP H— £ X
ZA5 ik L724%. drop. queue. 35 & OF pickup replication 7 4 /L& ZHIBR L, Z OV — NZxf LTl
THOTF 47 NIDOT vy aFZ T VDOAT—4 A% 27 YT LTHhE, Connection Digital
Networking Replication Agent 33 & U8 Connection SMTP — B 2 Z Fjiddh L £7°, W7 4+ 14 DY
A R & 2T, ZOBIEIITHG DD ZEnH Y £T,

=z H

g REEL~UL: 1

T w77 b— RO AW
x5 Cisco Unity Connection

. utils A< K
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utils cuc networking dscp .

utils cuc networking dscp

ooy RTE, 7 7 AX KO Connection H— i TG S 5737 v D DSCP % 18 1Z5%
ET DI EBIGE 7135 TEET, 207, DSCPEIZIE SN T 7w - OB ER & ik
ETBHNL—HZ TliE, Connection T—HBLUVRA A XA v =% BEEERZ N TEET,

utils cuc networking dscp {on | off}

Syntax Description

Command Modes

Usage Guidelines

o —

INS A—  EHER

on Fy N — 7 TEESND 37 O DSCP iz 18 123 ET AU AZHIE L F 1,
off oy NU— 7 TS SN 587> FD DSCP % 18 ICHRET AN A5 L ET,

181%XF 7 4V METT,

FHHE (admin:)

Zoa<wy Rk, 7T AZ RO Connection V— A [H THEINS5%4 v N TDSCPEAZHfHTE %
LI LFET, EBUTDSCPEAEMIHTHICIE, V—FERETIHLENDYET, ZDa~vy
R, #E37 v MTDSCPEZ SO 2008 9 T HIfcx £ 23, DSCPEiEKIIEH T
FH A,

Z %

o<y REHEL~UL: |

Ty 7T L— RGO AR

1@ %1% : Cisco Unity Connection ¢ %

utils cuc reset password

Command Modes

Zoavwr NiE, BESha—Y T AT hORRAT—REYVEy hLET, 104 &R
AT TR LN L T X 5729 Connection N7 AT haen vy LIzgEIE, 2o~y
R&ETHh o homy 7 ZEBRLET,

utils cuc reset password

EH#HE (admin:)

Z &

g REFMEL UL 4

7y 77— RO TR

utils A< K .
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. utils cuc set PinExpiry_PromptTime “Authentication Rule Name”

18 &% : Cisco Unity Connection 0 7

1

admin: utils cuc reset password jdoe

Enter password:

Re-enter password:

jdoe

07/29/2008 12:41:14.704 : Update SUCCESSED

utilscucsetPinExpiry_PromptTime “AuthenticationRuleName”

Z M3~ RiE, Cisco Unity Connection fafit—Y f LV H—T =2 A (X T b=V T\ E—
T3 ) PINMEREZ A R—T7 T L, KA EHRYINOES 7 e 7 R STV 5 [,
eI 2B cE 5L 21 LET,
E H
IROMEIZERE SN TWD 6

*0: 5§4'1Z“iflb

ol: £ X—T )V

 IRpHHBR 2 AN L E

utilscuc set PinExpiry PromptTime "Authentication Rule Name" CLI =~ > K DFEAHIZ DUV Tl
[Release Notes for Cisco Unity Connection 10.0(1)J] @ T[Cisco Unity Connection telephone user interface
(touchtone conversation) PIN| DJHZ S L T 72 &0,

utils dbreplication dropadmindb

ZOavwy Rt 7 I7AZHNOTRTOY—NZH 5 Informix D sysedr 77— F X—R% Rz v
LET,

utils dbreplication dropadmindb

Command Modes EHE (admin)

Usage Guidelines ZOa<wr PR, TAR—RA LT =y arD Uy hERIZZTAXDY By FHBKK
L. HHAZBEH TERWGEIZORMEH L £,

=2
oy REFEL~L: ]

T 77— RO AW

. utils A< K
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utils dbreplication forcedatasyncsub .

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils dbreplication forcedatasyncsub

Tpavwy REFEITTLHE, Y TR FTANRYP—N"OF—ZNRT Y vy b= EOFT—H
SIETLESNET,

utils dbreplication forcedatasyncsub [] [offloadpub]

Syntax Description

Command Modes

Usage Guidelines

\}

INSA—B ERE

nodename 4552 DY 7 R Y 5 A NHF—RDF—F % 8T Yy Ly S EOF— 2 BTG
BLHHEELET, T_TOHT RS I A —ATF— 2 25T 51, all
EAHLET,

offloadpub  forcedatasyncsub 7’12 & A DT Y v v P RO R Z /MR 2 T,
Note ZOF Ty a rEIBINT S L. forcedatasyncsub 235¢ T35 £ TORGH A Y
meET,

timeoutvalue & 7 — N2 LT BANY ZA LT 7 RO ESBENTIRELET (F7 4L D
HALT T RELYDRELSTHDLERHD 9,

F 7 b MM 40 43 T,

FHE (admin:)

Z®»=a~ 2 RiL, utilsdbreplication repair =~ > K& #0947 L T»>5 utils dbreplication status =
<~ REFEITLTH, FBRT—7 AR EY LA WIGEICORMEH LET,

Note

FIT — T NREI L7222 OGEIIIHH Laan T 723, @7 —7/1d, iy DT A
TLAEEFCTHRI LN ERNH D F5,

Zoa<wy NI, A7V vy $="DoDORFETTEET, 7 TAINOTXTOFT AT Z
A N Y= L TR ARITT DI, al AN LET. 12O T A7 T4 N = I A
WL 720 5401%, nodename /3T A — X A L £,

Note

ZDa<wy RTIE, YT RIZFGANRN YR EZHIMEOT —XITT_XTHEHEIN, X7
Uy YR EOTF=HICBEEHRZONET, FOED, VYT RT T AR —ROT—T )L E
L7 oo BRI ZFIRD Z LT TE <720 9,

utils A< K .
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[l utils dbreplication quickaudit

Z 4

g REEL UL, 1

7y 77— RO An]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

utils dbreplication quickaudit

Zoawy NE, BT =7V EOBIRENTZAFICH LT, B OT = X=2 F = v 7 %
FITLET

utils dbreplication quickaudit {nodename| all}

Syntax Description INS A—  EHER
3
nodename R DB A A FKATT D/ — RafhrE LET,

a“ ﬁ&f@/_}g“?%%?ﬁ§%?jéﬂi—a‘0

Command Modes FME (admin)
EH
av s FEREL~L: ]
T 7T L— RGO AT

1%} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

utils dbreplication rebuild
ZToavy RiE, VIIRBBERTCT A R_R—A LS r— g v EREL, BESRE/— T
KDa~<y REFATTHEDITFHLET,
- utilsdbreplication stop

« utilsdbreplication dropadmindb or dropadmindbforce

« utilsdbreplication reset

utilsdbreplication rebuild  {[nodename] | all}

. utils A< K
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utils dbreplication repair .

Syntax Description

Command Modes

Usage Guidelines

A

INS A—  EiEA

nodename F—XX—XA LY Hr— g EFMETE ) — NERRELET,

all TSRAEHNDTRTD ) — RTCTF—FR—ZAL T Y r— g URFRHRINA T &
ZIELET,

A (admin:)

Caution

ZDavwy NI, VITAZNOMD ) — RONRT p—< o RATHELEZ 52 DA HEMERH D £,
VATFAAVTFUA T 4 RYTIDavy REETTHI EEERLET,

E H
o<y REHEL UL |
Ty 77— RO Al

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils dbreplication repair

Fe B R— A LT Y r— g v EBELET,

utilsdbreplication repair {nodename| all}

Syntax Description

Command Modes

Usage Guidelines

INTA—  FRER
3

nodename ' — X B EATHFFE DI T AT T A NP — g LET

all FTRTCOYT AT TA N Y —=NTTF—=HBIEMTONET,

EH4 (admin:)

P — DL STV D 2 & A8 utilsdbreplication status =2~ > RiZ X » TR E TSI H 20
DT, 1 OFERITEEOT —T VDT — 2 BEM L eWEI2, utilsdbreplication repair =~
YREV T AT TGANY =R EDOT—E BT Y v =R DT LT L0 IR
LET,

JITGAZNDTRCD ) — REBETIHIICE, al 3T AXA—=F%IELET, 1 2OV T AT T4
IR — R RFE L TR WS, nodename 8T A —F HIRE L £,

utils A< K .
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. utils dbreplication repairreplicate

2%
av s FREL~L: ]
Ty 77— RRE O WHE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

utils dbreplication repairreplicate

ZOavwry NI, VIR ) —KRET—HLTWAWTF—FE2BEL, T vy T b —
HIDE51C /) —FRF—FE2EBHLET,

utils dbreplication repairreplicate replicatename [{nodename| all}]

Syntax Description INS A—4A EHEA

replicatename {5453 2 MM A frE L £,

nodename WA BEET D ) — REdRE LET,

all FTARTO/ = N THRPEZBRT DL 2ELET,

Command Modes FHE (admin))

Usage Guidelines RT A—Xnodenamel., X7V v ¥ HIBETDHEIFRY EFXA, YT RITTAND ) —FE L
fRETEET,

Note -—po< Rix, 7V vy y ETHEITTEET,

Note -p=< M, HBOREIBELEEA,

Z #H
a~v 2 REpfEL~L: 1
T w77 L— REEOMH: TRE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

. utils A< K
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utils dbreplication repairtable .

utils dbreplication repairtable

Zoavy RiE, 7 T7AX )= FHT—H LT RWT—2&2BHEL, XTVvvyT—FL—
HITDEIIC /) —FEEHLET,

utilsdbreplication repairtable tablename [{nodename|all}]

Syntax Description

Command Modes

Usage Guidelines

N

INS A—  EHER
]
tablename &+ AT —T A EIEE LT,

nodename WA BT S ) — FEfRELET,

all FTRTO/ — FTHRE-ZBET D L2MELET,

EHE (admin:)

Note

Zoawr NE, HHEOBGEIFBERLEEA,

E H
g REEL~UL: 1
T 7T L— FREOFER: AT

%% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E" A Cisco Unity Connection

utils dbreplication reset

T—=HR=A LTV r—v a2ty PLTHE LET, VAT A TEHENBINIGKRE S
TWRWEXX, Zoa~vr RefH L CE-EHME T ET,

utilsdbreplication reset {nodename| all}

Syntax Description

NG A—4 At AR

nodename FEDY T AT T AP —230D
HRPEHESND L O ITHhRE
LET,

utils A< K .
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. utils dbreplication runtimestate

185 A—4 oL

all 7 TGAENDTRTCOYT AT
T A NP — OB FRER S
naxoicke LET,

Command Modes

Usage Guidelines

2
Tip

FHE (admin:)

Zoawr R, =/ STRIMTRE4 RSNz & 2T 2047 a > TF,
1 OOV T AT T AN H—3721F 28 RIMTAIRFE 4 278 L T 535414, hostname /X T A — X % g
ETHZELIZEY, 20V —n"E2VtEy hTEET, 7 T7AXE2KEV Y FT5HIT1L, al/¥7
A—=F A LET,

ZOavwy REFATTLHHIC, VEy h 5T XTOH T A7 T A /34 —,3C utilsdbreplication
stop A~v > REEITL, Z20FE, X7V vy B—"THLEITLET,

EH
gy RERMEL~UL: ]
T T L— REEOAE . A

%% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A Cisco Unity Connection

utils dbreplication runtimestate

Zoavwr N, TN AR T e 20 AR L, 7 7 AZAOERREEZH L E
R

utilsdbreplication runtimestate nodename

Syntax Description

Command Modes

Usage Guidelines

INTS A—  EiER
3
nodename E—=x45%/— K& LET,

FHHE (admin:)
J—R&%EI|ETHE, BIREINEZ /) —FOoarTx A Mo ERMRERNR hEnE T,

=2

gy REFEL~L: 0

. utils A< K
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utils dbreplication setprocess .

T w77 b— RO WRE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils dbreplication setprocess

Zoawr RiE, WANIZE > Tt SN TEEEZED / — REF>7 7 A% (WAN TDZ 7 A
HEFE) OEMRT y—< A% H EXHFET,

utilsdbreplication setprocess [ & & A]

Syntax Description INT A—  EHEA
3

process  HFHOT —F N—AWW, ZOfEIE, 19540 £ TTT,

F 7 4L Mi: 1

Command Modes FHE (admin)

Usage Guidelines
AN
Caution  process 47> g VAR ANMEICIEVMEICHEET D&, VAT A Y Y —AOHEBEESHEINLET,

Ty 7T L= RORE, Frlnw—ya AU B DENCAT o 122, TR CHEN 42 0n%E
NV ET,

Z #H
av s REEL L ]

Ty 77— REOMH]: A

utils dbreplication setrepltimeout
ZDavwr NI, RERTTAZTT—=FRX=2AFHOLZA LT U NeidE LET,

utils dbreplication setrepltimeout timeout

utils A< K .
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. utils dbreplication status

Syntax Description

INS A—  EiEA
A

timeout FLWT = R_R—=2EDZ A 77 MR (B . 2O, 300 225 3600 £ T
‘/C“—é—o

T 7 4V Mi: 300 (543D

Command Modes

Usage Guidelines

7 v

\}

FHE (admin:)

YDV T AT FTANRY—=NPRT Y oy b= NTEB-EZERTDE, ZOXAv—DRES
NET, ¥A~—DWRNBIND L, POV T A7 T AN —R BILOZOMHNICEI %
FOR LMD TR TOY T AT T A4 RXY =3 RT U vy B—=NEDM TRy FIZL DT —
AEMERELE T, ROV T AT T4 RN —RNb55EE, RO —EHE {8y
FHBNEN T, KEAR7ITAETIE, Z0avwry REfHLTT 74 DX A LT 7 |k
HEVHBRELTDHIET, X"yTFREEDDIV T AT TAN Y —RNOFEHOT I ENTEE
7T

JIGRARBRDT v F T L—RRET L, BT AT T AR — ORISR E SN 5,
COMEET 7N D300 (553 ICRTIEEBEIOLET,

Note

NIV ooy $—=REeT v F T L—R L, 7Ty 77 L— R EDON—FT 4 a o THEDT 554
X, BHIOY T AT FGA NP —REH LY V=YV B DT, ZDXA ~—lERET
HRERHDET, MHOTT AT TANRY—N"PEREERTDE, TV v v =32
DO LMEIZESNWTHEH A A ~— 2R ELET,

E H
avy REFEL~L: ]
T v T — RO AAf

1 *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#— ¥t A Cisco Unity Connection

utils dbreplication status

SOV R, F S S ABO AT — S AEFR L, I T A RO SIS T —
IRFAPILTNDNE I ERLET,

utilsdbreplication status {all | node| replicate}

. utils A< K
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utils dbreplication stop .

Syntax Description ;<5 X — zHpR

all FTARTCOP—NDAT —H A% FR T DX IITHRELET,

node AT —HABRRNTDH /) —RefgELET,

replicate 27— 2 & LR T M AT RE L ET,

Command Modes FE (admin:)

Usage Guidelines
“

Note —pa~vr KX, ZF7RAXOEND /) —FK TV vy =) TOLRITLTIIZEN,

=4
a<w REFHEL~L: 0
T 7T L— FREOER: AA]

x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E" X Cisco Unity Connection

utils dbreplication stop

Zoa~wy RiE, T2 X2/ A8 E 2451 LEJ, CLI =+ Rutilsdbreplication reset
F7-iZutilsdbreblication clusterreset # 4T3 2 [, VT A7 T A NP — L RXTY vy H—
NTZDa<wry FEFITLET, Zoa<wr Rid, X7V vy = _"THRITTIHEIEH O
TAY GA R Y= S TRBICRTTE ET,

utilsdbreplication stop {nodename| all}

Syntax Description INT A—  EREAR
3

nodename 57— & X— 2O HEREE 2 1FEIET D ) — ROATI2IEE LET,

all TRTCD /) — R TTF—F_X—=2EHEIFIELET,

Command Modes EHE (admin:)

24

a2 RRifEL~L: ]

utils A< K .
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. 1—7F 1 ') T« imdb_replication L V) 7r— 3 VX TF—4 R

Ty 7T L— RO A

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

a1—F 4 ') T «imdb_replicationL 7)) 5 —> 3 VR T —
2R

Zoavwy NI, BACBITAZY T IS5 AEZD ) — R XTROA v AFY F—H_X—2
(IMDB) LU —a rNIELLEET A Z &2 LET,

ZOa<y KX, IMand Presence F—E A J — ROREMNLD2—T 4 VT 4 2fFH LT, =i
FHOMEEST LT —Z A N7 OIMDB 57— 7 /LTt BLIOEZXALEZEITLET,

utils imdb replication status

Command Modes B (admin))

Usage Guidelines  =—7 ¢ U7 1 ZIEWIZHEATT 5121%, IMand Presence h—E 2 7 7 A2 D/ — R THRE S 4L
T2 _TOT7 7 AT U4 —/LTH—= b 6603, 6604, 6605 3TN MERHY £,

Z X IMDB O E % 72 B E I AT,

=%

A~ NREL~L: 0

Ty 77— RO WRE

1 Fxt% : IM and Presence ¥— £ &

utils diagnose
Zoavry REMfHTLE, YAT L AOMEEZZK L, AEBEEZHITTEE T,

utilsdiagnose { fix |list |test |version } [module name]

Syntax Description INS A—4A EHER

fix FTRTOBW v FEFEITL, MEOBEERITLET,
hcs HCS r—E AT REZ2 3 _XCoilia~r F&2 U A MRRLET,
list TR T R ToBMia~y F2 U XA MERLET,

module OB W o~ KEFZa~vy ROZA—7%2FT L, MEOBEREZRTLE
j—O

. utils A< K
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utils disaster_recovery backup network .

INT A—45 EREA

test TRTOBWia~y FEFITLETH, MEOBEITRITLEEA,
version W T L — LT — T D=V g VERRELET,

module name ZHrE Y 2 — L OLFT R TEE LE T,

Command Modes

I (admin:)
E H
< REFE L ~LN—2 3 DO E1F0. FOMOT RTHONRT A= DOE1E1

1% %: Unified Communications Manager, Unified Communications Manager? IM and Presence #—
v A ¥ I T Cisco Unity Connection,

utils disaster_recovery backup network

UE—bF F—=NITHHAESNON I T v 7 77 A WVIZHT D RE LR LET,

utils disaster_recovery backup network [featurelist][path][server name][username]

Syntax Description

Command Modes

Usage Guidelines

RS A—  HA
5
[featurelist] X2 7 » 7+ 5HfED U % F %, B ~KPID THE L £

[path] VE—F P —=REOR I T T 77 A NDOEHEZRLET,

[srvername] R T o T T s A NERKNTE—ROIPT RV AEIFARA M ELELET,

[username] Y £— h P—NiZa J A T B L EIIME RV LZERLET,

FME (admin)

VE—FNHY—NEDT AT FONRRT—REANNTHLHIICERTH 07 MRRREINE
-éAO

EH

o< REREL~L: 1

T T L— REEOA . Al RE

T *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—1 A, I Cisco Unity Connection

utils A< K .
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. utils disaster_recovery cancel_backup

utils disaster_recovery cancel_backup

Command Modes

Usage Guidelines

Zoawy Rt BITHFORy I Ty VaT kxR L LET,
utils disaster_recovery cancel_backup [confirm]
EH¥E (admin:)

avwY ROANNE, NI T v 7T OX vy U ONWTHERT DM ENRSY £5, YEHTE Y
IT T RF Y eI, ERUSOF =T LNy T T TREUT L ET,

24
gy REFEL~L: ]
Ty 77 b— RO "TRE

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

1l

admin: utils disaster recovery cancel backup yes
Cancelling backup...
Backup cancelled successfully.

utils disaster_recovery device add network

oA=Ly R RNy I T T Xy MU= FARAL ZAEFBIMLET,

utilsdisaster_recovery device add network devicename path server_namei/ip_address username
[Number_of backups]

Syntax Description

NS A—4 B3
devicename BINT DR 7T v TN ZADLRTEIGE LET (WE)
path Ny DT o7 FTNRA ZAEPET LA EEELET (WH) |

server_namelip address X 77w T T 7 A AP EN TV DL — ROKR A ML EIZIP TR
L2AZIEELET (ZH) .

username VE— b= NG T DB ERa—FIDEEE LET (WH)

[Number_of backups] . 7 —2 74 L7 bV 230 7 7 v T ORERELES (7
TANME2) . TORTFA—HFAT L5 T,

. utils A< K
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Command Modes

utils disaster_recovery device delete .

A (admin:)

EH
o~ REFEL L ]
T 77— RO Tl

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

51

admin: utils disaster recovery device add network networkDevice /root 10.77.31.116 root 3

utils disaster_recovery device delete

Zoawr RiE, FRESNEZET AL AZHIBLET,

utilsdisaster_recovery device delete
device_name*

Syntax Description

Command Modes

Usage Guidelines

INT A—  ERER
3
device name Y4955 A ZDLHITT,

* A Y 2= AT BN TWAT RS A&, BEDTRTOT /A R &
L £,

EHE (admin:)

Z H#
a< L REFMEL~L: 1
Ty T — RO An]

T x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—1 2 ¥ LU Cisco Unity Connection

utils disaster_recovery device list

FTRCORY YT 9T FALADTF A AH, FAA A XA T BROF AL A A2 EFRL
£

utils disaster_recovery devicelist

utils A< K .
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. utils disaster_recovery estimate_tar_size

Command Modes

A (admin:)

EH
o~ REFEL L ]
T w7 T L— RO AIfE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils disaster_recovery estimate_tar_size

Zoa<y RiE, SFTIPE72En— DT R, ANLRBIZRII LNy 7 T v 7OM#Er A X%
PRAEL £,

utilsdisaster_recovery estimate tar_size utilsdisaster_recovery devicelist

Syntax Description

Command Modes

INS A—  EHER
A

featurelist v 277 o 7D Y A A, B~ XYI0 TIRELET,

FHE (admin:)

EZH%

g RERFMEL~L: |
Ty L— RO AT

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E R ¥ IO Cisco Unity Connection

utils disaster_recovery history

Zoa=r R, Uy 7T v P EEOBRERRLET,

utilsdisaster_recovery history  [#1f]

Syntax Description

Command Modes

RS A— HAR

B Ny 7Ty TR EIRELET,

FHE (admin)

. utils A< K
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utils disaster_recovery jschLogs operation .

e
vy RV~
Ty 77— RO

1 H %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

4l

admin: utils disaster recovery history backup

Tar Filename: Backup Device: Completed On: Result: Backup Type: Features Backed Up:
2009-10-30-14-53-32.tar TAPE Fri Oct 30 14:55:31 CDT 2009 ERROR MANUAL
2009-12-10-10-30-17.tar TAPE Thu Dec 10 10:35:22 CST 2009 SUCCESS MANUAL CDR CAR,CCM

utils disaster_recovery jschLogs operation

oo Rk, SRR ISch v ¥ 7 2 Esh £ - 13 LE9,

utilsdisaster_recovery jschLogsoperation [F){F]

Syntax Description

Command Modes

INS A—  EiER
3
Fh1E EEAE D 44T (enable % 7213 disable) Z 5 & L £,

EHE (admin:)

= #
o< REFMEL~L: 1
Ty 77 L= RO AThg

T *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X I L Cisco Unity Connection

11— 4 ') T 4 disaster_recovery D18 T DEH
pub_from_sub

DAY NI, YTRIFANR) = Rinb ATV vy ) — ROETEEMT D100 X7
AL ET,

utils A< K .
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. utils disaster_recovery restore network

\}

Note

Command Modes

ZoawryRiE, RNTY v )= KRV T RT TA N ) — RF—=Z_R—=2) 5 B L O
LENEGHFICORBMH ENET, FFEOFEL, VE— M I T v T —ANnbLT —H 518
T HMRbvIic, BricEHEsET, X7V v vy — RBRFMEINE, TakRr )/ — K
BEWRAFFANT AR, —0a~y REMHTALERHY £3,

utilsdisaster_recovery preparerestore pub_from_sub

EH4 (admin:)

=%
a2 NRifEL~L: ]
Ty 77— RO AR

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

utils disaster_recovery restore network

Zoawy Rt VE—M—N"EELLET, AL TAXHNOYTR7 T 43— R&E70
THENC, =T 7 A Ra3sa=hr— a3 —y =7V vy ) — REHITTHZ0LER
HVET, MAMd T LB A —E R — F2EIT 25603, ML 7A2NOYT A7 T4
R —=REEILTDHHIC, T—FR_R=ART Y v % /) — REELTIVLERDY £7,

utilsdisaster_recovery restore network restore server tarfilename devicename

Syntax Description

Command Modes

INTA—4 FHER
resore server #5095 U E— b —_"OFR R M EIEELET,

tarfilename 1550425 7 7 A L OLFTEISE L E T,

devicename 7 7 A L EETLT BT AL ADOLFI T E LET,

FHE (admin:)

EH
o<y REMEL~L: 1
T T L— REEOAE . A RE

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A I L Cisco Unity Connection

. utils A< K
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utils disaster_recovery schedule add .

utils disaster_recovery schedule add

ZOavwr RNE BEINTWARS Y a— L EBINLET,

utils disaster_recovery scheduleadd schedulename devicename featurelist datetime freguency

Syntax Description

Command Modes

INT A—%A FHER
shedulename 2 4 22— S OX4FT R LET (AZE) |

devicename 2/ a—U v DTN TWET SA AD LR #R L ET (U

featurelist o 77 v T LX)V EEY A PERLET (R .

H Iy AV a—TFRETHHMNERLET (WHE) . yyyy/mm/dd-hh:mm &V 9 B
T 24 Wy CiRE LET,

frequency No 77 o TEERTALIICATY Y a— N ERETHHEEARLET, Fl: 10,
Hk, Bk, HIk,

B (admin))

E %
A~ NRifEL L ]
T w77 L— REEOAEH: AR

1 %} %.: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

utils disaster_recovery schedule

Zoawr R BESNTEAT Y a— N EA X—TNVERITIT 4 E—T M LET,

utilsdisaster_recovery schedule {enable|disable} [schedulename]

Syntax Description

Command Modes

INTA—4 ERAA
enable FESNTAr P a— VA RX—T M LET,

disable e SNT-AT P a—NE T 4 E—T M LET,

shedllename 2 42— S5 O4Hi 2R LET,

FHE (admin:)

utils A< K .
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. utils disaster_recovery schedule delete

=4
vy REFEL~UL: ]
Ty 77— RO AA]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

4l

admin: utils disaster recovery schedule enable schedulel
Schedule enabled successfully.

utils disaster_recovery schedule delete

ZoawryRiE, RESNTWAHAARTF Y a—LEHIBRLET,

utilsdisaster_recovery schedule delete schedulename

Syntax Description

Command Modes

INT A—4H AR
schedulename W42 27 2 — LD &4HT 2% LE T,

FHE (admin:)

E H
g REEL~UL: 1
T T L— REEOFR: AT

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A I L Cisco Unity Connection

utils disaster_recovery schedule disable

Zoawr RN RESNTWAIRF Y a—LEENCLET,

utilsdisaster_recovery schedule disable schedulename

Syntax Description

Command Modes

INTA—H FREA
schedulename {31245 27 Y 2 — L DL 2R L E7,

FME (admin)

. utils A< K
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utils disaster_recovery schedule list .

2%
av s RRfEL~L: ]
Ty 7T v— REE O AH]

1 H %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils disaster_recovery schedule list
BRESNTWDEATF Y a—VERRLET,

utils disaster_recovery schedulelist

Command Modes FH4 (admin:)

Z %
Ay FRHEL UL ]
Ty 77— RO "k

1 #4:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

51

admin: utils disaster recovery schedule list
schedule name device name Schedule Status

schedulel device 1 enabled
schedule?2 device 2 disabled

utils disaster_recovery show_backupfiles
Zoa~xy N, REEGIT TR ANy 7T v 77 7 A VOB REBAF L ET,

utilsdisaster_recovery show_backupfiles devicename

Syntax Description INT A— 5B
3
devicename 2z | L— P DBFHI Ny 7T v T T 7 A NEFRT DT A ADLRTERLET,

Command Modes I (admin:)

utils A< K .
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. utils disaster_recovery show_registration

2
a~v s FRfEL~L: 0
Ty 77— RRE O WHE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils disaster_recovery show_registration

Zoawry NI, EBEESNEY—ARNIBEINTWSE 7 —F v BLRar R f—x o FE2ERL
\i—g«()

utilsdisaster_recovery show_registration hostname

Syntax Description

Command Modes

Usage Guidelines

INS A—  EiER
A
hostname & ipth iz £nd 59— I E LET,

FHE (admin:)

B2 M
A~ RRifEL L ]
Ty 77— RO An]

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

utils disaster_recovery status

Zoavwr Rt BEONRy 77 o7 FERIIEICY a TOART—F A KRN LET,

utilsdisaster_recovery status &

Syntax Description

Command Modes

INS A—  EHER
3

B AT OEVED LR (backup F 7= 1L restore) ZFFE L ET,

FHE (admin:)

. utils A< K



| wilsaw>r

d—7 « ') T « EnhancedSecurityMode disable .

2%
av s RRfEL~L: ]
Ty 7T v— REE O AH]

1 H %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

A—7 4 ') 7T « EnhancedSecurityMode disable

Command Modes

a2~ RiL, ¥ A7 LD EnhancedSecurityMode & — RZ MR L £, ZOT— FEEHICT D
L. VAT ANRFRELET,

utils EnhancedSecurityM ode disable

FHE (admin:)

Zz &

av s REEL~UL: 4

Ty 7T L— RO AR]

1 *%:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

A—7 « ') T « EnhancedSecurityMode enable

Command Modes

o~ RiE, A7 AT EnhancedSecurityMode £— RZHMC L £d, ZOT—REH#ITD
Ly VAT ARHEHLET,

utils EnhancedSecurityM ode enable

FIE (admin:)

=4

av s NEffEL~L: 4

T T L— RO AR

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

utils A< K .
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. 1—7 « ') T « EnhancedSecurityMode X 7—4 X

21— « ') 7 « EnhancedSecurityMode X 7—43 X

o~ KX, ¥ A7 A% EnhancedSecurityMode € — R & 4E EnhancedSecurityMode E— KD &5 5
TEMELTWAhERRILET,

utils EnhancedSecurityM ode status

Command Modes I (admin:)
EH
a<r REEL~UL: 0
7w I L— RO AlfE

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection

— — > LN
A—T4 VT4 74ILE— FiXE
a<r RiL, HREX U e— KT 57290 Logstash H— SOFEAN &2 #E LE T,

utilsfilebeat configl P addressport numberlog type

Syntax Description INS A—%A G

|P address Logstash “Tj“—/\‘@ IP7 RL XA %f)\jj L/ijﬂo

port Logstash — O R — "B S E2AN L ET,
number

log type Logstash —/ 27 v 7' — R T oM ERNHLu 7 2 A4 T2 NS LET,

F/o, TLSZHMCTHZ LIk -, FileBeatZEFx 2V 7 4 CHRET DL L TEET, T
A—=BERETDHE, ROTa T IRRIRINET,
TLS ZHMZI LT, filebeat V' —ERZLXF=2UT ¢ THRE L ET 0

Enter (yes/no) ?

TLS Z T DI121%. YesE A D LET,

Command Modes EHE (admin)

E H
g REFHEL~L: 4

Ty 77— RO AT]

. utils A< K
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1—5 4 U7 1 fileheat DL ]

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

A—F 4 ') T « filebeat DESH{L
a< 2 R, VAT A filebeat i%E & TN L,

utilsfilebeat disable

Command Modes % (admin:)
EH
ax s FRHEL UL 4
T T L— REEOF . A

%% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—r 2 I Cisco Unity Connection

A—T4 ) T4 T F7AIE—FEM
a<y RiE, VAT AT filebeat DR EEH I L ET,

utilsfilebeat disable

Command Modes HHH (admin:)

B2 M
vy FEFEL L 4
T w77 L— RO AW

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

1—T A4V T4 I77AINVE—FRAT—R2 R
o i, filebeat WEITSINTWHENE I, BLOFOREEEFERLET,

utilsfilebeat status

Command Modes I (admin:)

utils A< K .
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B =7 v7«7710E—tus

ZH
avy RREHEL~L: 4
T 7T L— RREOEH: Anf

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

A—T 4 Y T4 T7AILE— ks

Z®a~ 2 RiL, FileBeat 7 74 7 > k & logstash H— ] O 5 H D~ 2 k=21 L LT Transport
Layer Security (TLS) 1.2 ##& LET, ZHUC LY, —BIRIEEDO T A4 KT A4 NIHERT H720
DEAFTH 5 FileBeat 7 7 A 7 > b & logstash H— ] D& F = 7 7e e v nl Gl 72 0 £,
AEL T TAT VT T RTHE, WERA R MMGEEME SN E T, Z07D, GEYEH L
T DG KA A 4 (FQDN) TH—RERE T 2 0ERH Y 7,

utilsfilebeat tls {enable| disable| status}

Syntax Description

Command Modes

utils fior

INTA—  FiEA
A
enable Filebeat 7 7 1 77 | & Logstash % — 3 D& ¥ = 7 ki 2 A L E T,

disable FileBeat 7 5 A4 7 > h @ TLS Z 3h2 LE 7,

status TLS D AT —F A% FKRLET,

FHE (admin:)

E H
g REEL~UL: 4

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
-2

X o U7 ¢ aEHE % Logstash H—/37> 5 Unified Communications Manager 35 J2 U IM and Presence
P—E R LD tomecat (FFIA N TIZT v 7 — RTH23BERHY £,

Coa<wy REMHTLE, Y—ROUV0EE=F Y I TEET, 77ANIVOLVIR—T 47
P—BER L, TeBATLIZT A NT0 BWET DI —FNV X—2ADT —F R LET,

utilsfior
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Command Modes

utils fior disable [

A (admin:)

E H
avy REFEL~L: ]
T v ST L— RO wfg

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils fior disable

Command Modes

Zoa~y NiE, oSEHEROET=2 U 72 8L, VAT ATHERE SN TN TOE=H
Vo7 7r—=82%0BRLET, =XV TaMicL, E=F2Y) /T2 TSN T 1 A
IR A R 212X, Zoavy REMfHLET,

utilsfior disable

FHHE (admin:)

EZH%

g REFEL~L: 1

T 7T L— FREOER: TR

T %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E R ¥ IO Cisco Unity Connection

utils fior enable

\}

Toa<y RiE, i GEEBROTE=F ) T B A F—T M LET,

Note

Command Modes

Zoawry RiE, T2V U EGT SRS L E T,

utilsfior enable

A (admin:)

E#
av s NEfEL~L: ]

T 77— RO FIRE

utils A< K .
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B utils fior list

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils fior list

Toawy NI, TRTOTeEADOIVO ARy " 2 NRRLET,

utilsfior list

Command Modes I (admin:)

ZH
a< L REFMEL~L: 1
Ty U— RO nlREe

%% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—r 2 I Cisco Unity Connection

utils fior start

Zoa~r Rk, ilostatisticsutility DE =4 U 7 L F—XUWEEIH LT, T=% U 7k
BENB L, EEHT—2NTIFy h7r—auaZiICESRET, ZOF—ZOHIE, 1H
HIZVHEK2SMB T, 77—k, 7—FWEOTHRICr—T —va v ENET, 20T —X
I%. i/o statistics utility DE =% U > 7 Z WA LTZRICHIFR SV E T,

Note £—xU o I PRI NDAIT, Vo&aHERE—T 4 VT 4 DE=F Y L IR END LS
]\/\i‘é—O

utilsfior start

Command Modes FHE (admin)
EH
o< NEEL~UL: |
Ty T L— REEOH: A RE

1 F %} %.: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X L Cisco Unity Connection

. utils A< K
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utils fior status .

utils fior status
Z®O =z~ R, ilo statistics monitoring utility O A7 — X A% LR L FET,

utilsfior status

Command Modes I (admin:)
EH
av s REEL~L: ]
T T L— RO ARE

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
P —E A, I LW Cisco Unity Connection

utils fior stop

Zoawy R, i&EHERoE=2) T — 2 EEEIELET, =L, Zoaw R
WNEESNTT =2 2HIBR L ET A,

)

Note [/o it M ANEIL -2/, 77 b 74 —balnbDE=X ) o IF =2 DT ) —
T T EENLET,

utilsfior stop

Command Modes FME (admin:)

E H
avy REFEL~L: ]
T v ST L— RO wfig

1 *4: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils fior top

Zoawry RiE, avry REFRKO VO XY v R 2D /0 GaHEHRDO Y A &R R LE
7,

utilsfior top

utils A< K .
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. utils fips

Command Modes FIE (admin:)

EH
o~ REFEL L ]
Ty L— RO T

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils fips
A

Caution EIpS & — R|%, FIPS MDY U —Z721F THAR— k &R E7, Unified Communications Manager?
FIPS JEMEH LD /N— 9 2T v 77 L— KT BRI, 3 FIPS T— RE2 I L T Z &0,

FIPS #Efed V J —2 & 2DV V) — 2Dk FH 2 M3 2 121%, https://www.cisco.com/c/en/us/
solutions/industries/government/global-government-certifications/fips-140.html @ FIPS140 ® R % = X~
MZH LTS,

Zoa<y RiX. FIPS140-2 F— Ra A F—TNVEHET 40— M UET, F7-. FIPS 140-2
EF— ROAT—X 2 %K LET, FIPS 140-2 F— NIZF 7 4+ /L N TF 4 &—7 /1L T%, FIPS %
A FZ—T NI TELDITEMEDOHTT,

utilsfips {enable| disable| status}

Syntax Description INT A—  ERER
3

enable FIPS 1402 E— F%& 7 7T 4 712 LE7,

disable  FIPS 140-2 E— NZIET 7T 4 712 LET,

status FIPS 1402 E— RO R TF— X 25 KR LET,

Command Modes FHE (admin)

FREDHA K4

FIPS E— FEEINTT IS, AT LA RN I T v FHFETTLHZ L2 L E4, FIPS D
F o 7 BPEEBIRHCEB LSS, AT A0 R, B80T 51013 Y 3 CD BB
D ET,

FIPS 140-2 E— K& A X —T/WIZT DA, RO EE2HE LT 20,

« 4F FIPS & — K5 FIPS — RIZY 0 B 2 725412, MD5 B3 L OVDES 7’12 b+ = v 3khE
FH A,

. utils A< K


https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html

| wilsaw>r

\}

d1—7 4 ') T 4 fips_common_criteria .

« FIPS ®— R & —_XTA X =T W LB, =300 7 — kL., BEEiES IE# IS
SNAHFETHEL TS, ROV —/RTFIPS A 32— 7ML TLFEW,

« FIPS ®£— K Ci. IM and Presence "— £ A X Racoon (FIPS A#il) DfL4> ¥ IZ Red Hat
Openswan (FIPS MGl #4) ZffiH] L £, Raccoon D& ¥ =V 7 ¢ RV —I|Z, FIPS Tk
AENTOARWEBEN S ENTWBIEE. CLI =< Rid, FIPS TRR SN 7-HEREZ M L
TEX2l 74 RV =2 ERBLHTRORRLTETLET,

Note

REAHE RS OV SSH & — &, FIPS 2 UC, HEIMICHAER S ET,

FIPS140-2E— R&T 4 B—7 /T DN, IROEEFHELET, HE— D7 72X TlX
B —=NIMWMHPNCT 4 B—=T N THDERH Y £9, FIPSET— RV T AL LK TT 4 &—7
LIZTE WD, =B TT =T/ L TLTEE N,

FIPS 140-2 |[ZF— F&A X =7/ LIefR, ROREFHELET, P 7N =~ T2 %Af
AL TWT, FIPSE— F& A X—7 /T HHIT [Prepare Cluster for Rolback to pre 8.0] = % —
TIA ARG A =L O ZIER L2551, TR TOREGEEN T — NCIEEICERI N &
EHERLTHD, TONRTA—R%T =7 LTSN,

IM and Presence #— " A D FIPS 140-2 E— FZ G E XM T DT, RO L ZHFEL T
< 72&Vy, IM and Presence ¥— B A D FIPS 140-2 € — N &R F /=13 M35 &, Tomceat Fif W]
ERFAER S, /— RBHEH) L E 7, Intercluster Sync Agent (X, #7 L V> Tomcat st HEF % 7 7
AL EARTHRIIL 9, ZORANE T2 £ TIZIEEK 30 02000 £9°, # L1 Tomceat flf B
ENT T AR TR E NS F T, IMand Presence —E A 7 27 7 A3 /— KX IM and
Presence ' —E A T —H X=X X7V vy /) —ROEFERIZT 7 BATEERA, EXIX, W
T A7 Z 43 ) — KT Cisco Unified Serviceability GUI |Z & 7' > L7z =—|%, IM and Presence
P—bERAT—=HRX=2ZA TV vy ) — ROV —EREZRRTEETA, FMAPETT5E T,
2—WE, REHEFEBINC LD — DL AL TE W2 L AT 5, Connection
to server cannot be established (certificate exception) W) X vE—UNHE

NENET,

=4
av s REffEL~L: 0
T 77— RO ANa]

x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— 1 2 L Cisco Unity Connection

d—7T «4 ') T « fips_common_criteria

Zoawy NI, VAT LAOHERAEE— NEHELET,

utilsfips_common_criteria {enable| disable| status}

utils A< K .
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[ utils firewall ipva debug

Syntax Description INS A— AR

enable AT AOLEHEE— FEFIITLFET,

disable AT AOIMILHET — N AR LET,

FEEILAEE — RPEINZ R > TV DBIGEIT. BN TLS X—V a U ERETHDD
a7 NNREREINET,

status AT AOLFEREET— FORT —F 252 F R LET,

Command Modes FME (admin)

Usage Guidelines  TLS /3— 2 1.0 2 L7zt = 7 k0%, JUBIEEE— R2 G LRI Sh it
Ao FIPS T— FNid, JUEIEREE— FE AT D L SITAMRD 3, LlREE— F2f9)
FLFEC LT, A EEZHERT 2 BETH Y A, 7272 L, FIPS %) £ 72138300
THIIE, GEHEOTFAER E & IV AT L2 HRETI2LERH D 7,
=z %
gy REHEL~L: |
777 b— R O] TR
T x5 : Unified Communications Manager 35 JX U" IM and Presence — B2

)

Note - o> CLI ==~ Fi& Cisco Unity Connection {Z 13t ] S EH A,

utils firewall ipv4 debug

oAy R IPVA T AT U= NDT NNy T et E3A 712 LET, time /3T A—X
ENTLWIGE, T8y 7135 A icen £,

utilsfirewall ipv4 debug {off[time]}

Syntax Description INS A—  EHEH

off IPvd 77 AT 7 —NDF NNy T E2FTIZLET, time /3T A—FZE AN ) L72\WigG
E. T 7AT UL SHET 4 B—T M £9,

. utils A< K
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utils firewall ipvd [}

INS A—  EiEA

time LR 77 AT T4 —NDT Ny T hA3—T/WZT DM 2RO THoE L
£
« 4%: 0~1440m
« H#fH: 0~23h
o B3 L OV 0~23h 0~60m

Command Modes FIE (admin)

= H

a2 RRifE L~ ]

Ty 77 L— RO WRE

i FHR%: Unified Communications Manager, Unified Communications Manager ® IM 3 X OV L&
VAP —E R ¥ L Cisco Unity Connection,

utils firewall ipv4

TDa<w R, IPVEA 77 AT U —IVEAR—TNV/T 4= NI LET,

utilsfirewall ipv4 {enable| disable[time] }

Syntax Description INT A—  EHEA
3
enable IPv4 77 AT U —NEF NI LET,

disable IPVv4 7 7 A T U4 —N%EFT7ICLET, time /XT A—=FZANJLaWE, 774
T =I5 BT 4 =T ) 9,

time B 774 T I+ —N%&T 4 =TT B MMz RO THE LET,
43 0~1440m
« IKEfH]: 0~23h
e IR 36 L OY: 0~23h 0~60m

Command Modes EE (admin:)

utils A< K .



B utils firewall ipva list

E H
g REFEL~L:

7y 77— RO THE

utils 372 F |

T %} %: Unified Communications Manager, Unified Communications Manager ® IM 33 X U7 L€

v AH—E X ¥ L Cisco Unity Connection,

utils firewall ipv4 list

Command Modes

ZDaw U RIE, IPVE 77 AT U+ —VOBREOREZFRRLET,
utilsfirewall ipv4 list

FIE (admin))

EZH

a~ v NRifEL~UL: 0

T 77— RO WRE

18 x4 : Unified Communications Manager, Unified Communications Manager ® IM 35 X OV L&

VAP —E A ¥ K W Cisco Unity Connection,

utils firewall ipv4 status

Command Modes

Zoavw R IPVA T AT U —IVDOBREDAT —Z 2K R LET,

utilsfirewall ipv4 status

EHE (admin:)

2=
av s REEL~UL: 0

Ty 77— RO WEE

1 H %} %:: Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&

v AP —E R F IO Cisco Unity Connection,

utils firewall ipv6 debug

Zoawr R, BRESNTEHEICHE>TIPV6 7 7 A T U4+ — VDT Ny T F A LET,

R DT 7 3L MEIL S 4> T9,

. utils A< K
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utils firewall ipvé  [JJ}

utilsipvé firewall debug {off[time]}

Syntax Description INT A— 5B

off fLREIPV6 7 7 A T U A — DTNy T I 712 LET, time 73T A—X & NS L7
WiGE, Zoa<r KX, 7740 hORR OIS TT7 747 74—V & 5
WZLET,

time FEE) Z7ATUA—NADT NNy T 3 —TMITHHREZROER TR T L
3

« 7: 0~1440m
o [RgfH]: 0~23h

o FEfH 3 L OV: 0~23h 0~60m

Command Modes FME (admin)

= #

av s REREL~L: ]

T w77 L— RREOAEH]: W E

%} %: Unified Communications Manager %3 & U" Cisco Unity Connection,

utils firewall ipv6

oAy R IPV6 7 AT U=V, RX—T VT 4 =T NI LET,

utilsfirewall ipv6 {enable| disable[time] }

Syntax Description ;<5 X — AR
3
endble  IPv6 77 A T VA —NEAITLET,

disble  [Pv6 77 A 74— AE AT LET, time /8T A— 4 EANS LRVEA. T 7 A
VA R A S 1 1 Il e el 2 N U = S S

time EE) 77 AT U A—NET 4 =TT B M2 ROER THRELET,
* : 0~1440m
« [R[H]: 0~23h
o B[] L OVF: 0~23h 0~60m

utils A< K .



I utils firewall ipv6 list

Command Modes

Usage Guidelines

utils 372 F |

A (admin:)

ZO0av U RE, I7AT VA= N T =T NEAF—TNVELIEIT =7 T B 2D
T&EET, USGv6 7R 7 7 AN Da 7T AT ADTHIZ Unified Communications Manager %
T AT HIGEE. T A MR TARIC23EMICHIZVIPV6 7 7 A T U — T — TN ET 4
=TT HRENRDY ET,

=4

g REFHEL~L: 0

T 7T L— RGO Al hE

T %}%: Unified Communications Manager %3 & T Cisco Unity Connection,

utils firewall ipv6 list

Command Modes

ZDaxy R IPv6 7 7 A7 U4+ —/VOBAEDREZ LR LET,
utilsfirewall ipv6 list

B (admin:)

=

a< REFEL~L: 0

T w77 L— RO TR

1%} %.: Unified Communications Manager %5 & U Cisco Unity Connection,

utils firewall ipv6 status

Command Modes

ZOa<wr R IPV6 T AT U —NVDOBREDAT —H A TR LET,

utilsfirewall ipv6 status

FHE (admin:)

EH

a2 FRifEL~L: 0

Ty 77 L— RO R

1 %4 : Unified Communications Manager 33 X TY Cisco Unity Connection,

. utils A< K
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utils ha failover .

utils ha failover

Zoavwry NI BED ) — FOFE 7 = — LA —_"—Z M LET, D& X, Cisco Server
Recovery Manager [Z XV | BEFHENFE L) — ROZ VT 4 b P—EZARMEILS L, TTO
=PRI T T )= RIIBITENET,

IM and Presence / — RDg4, /Ny 7 7 > 7 7 — RiZH|0 IM and Presence —/NTdh 5 WEN H
DVET, No 7 o7 F—=NERET DI, 2 DO —"R[FH CMAFOIUE 7V —712# 0 4
TOHONTWALENRH Y £, BAEDOILEZ A—FIZE80 {9 Tonod— "2y 77 v 7
P—=NRELET,

utilshafailover {node name}

Syntax Description

Command Modes

NS A—7A Bl
node name FH 7 = —AA— &I
B/ — Fafa LET.

FHE (admin)

=4

18 %} %: Unified Communications Manager 33 J2 U8 Unified Communications Manager ¢ IM and Presence
P—E A

7T — LA —\—Df

admin: ha failover shorty-cups

Initiate Manual Failover for Node > shorty-cups

Request SUCCESSFUL.

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Taking Over Reason: On Admin Request
Node 2 Name : shorty-cups State: Failover Reason: On Admin Request

utils ha fallback

ZOavr RiE, FRED ) — ROTE 7+ — Ny 7 &G LET, ZD& X, Cisco Server
Recovery Manager (Z& 0V 7 77 4 77 ) — RT7 U7 4 1 P—ERABRFEE S, =—FF7
T4 78— RIZRENET,

utilshafallback node name

Syntax Description

INTA— A
3

nodename TF&j 7 4+ —/L Ny 7 AFETTD ) — FEfRE LET,

utils A< K .
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. 1—7 4 ') T « haproxy set{required | optional | disable} ¥ 5 1 7 > +&%:

Command Modes

A (admin:)

Z #%

1 1 %$4:: Unified Communications Manager 3 & U8 Unified Communications Manager @ IM and Presence
P—r

fallback @5l

admin: ha fallback shorty-cups

Initiate Manual fallback for Node >shorty-cups<

Request SUCCESSFUL.

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Falling Back Reason: On Admin Request
Node 2 Name : shorty-cups State: Taking Back Reason: On Admin Request

dA—74 Y 7_' « haproxy set{required | optional | disable} ~

24T

A

RS

ZDhaxy }‘j: jL /Tl'_':éj/bt_j‘ SV AvA aV4 Fnqu@{E% Il'_':l/iT nuuﬂif"j‘j‘*‘}\é
NWTWAEIL, WiE, A7 3 v, £721% Disable T,

WDOEILZ, R—FDF 7+ /)L MiZRLTWET,

Table 1: R— DT 7+ )L ME

H— k T4 ME
6971 FTa v
6972 Fra v
9443 Required

Warning

I TAT Y N ET 7 40 MEUS D b DIZHET D & ERREELHZ D RERH Y £
T, TS DML, Cisco TAC team D7 K SA RTHES TOREF L TLZEN,

utils haproxy set {required | optional | disable}client-auth portnum

Syntax Description

INT A—45 At AR
portnum HAProxy 7 7 A 7 > Mt i€ 7 2 R — M
SEANNLET,

Note PR—FENTNEHR— FESIZ
6971, 6972, 9443 T,

. utils A< K
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Command Modes

Usage Guidelines

1—7 4 ') 7 1 haproxy set{required | optional | disable} 7 5 1 7 > FEBE .

INTGA—4H Biii]

requwed ?H%éﬂf;j— NCoOIZAT R nuanOD{L;E“,Z‘
4:5:” Vﬂ&% Lij—o

optional T‘ﬁ%é:}mtd‘“ NCO T4 T v FRREDAE <A
Tra CERELET,

disable IBEENTZR—NTY T4 T FREEOME Z A
R ELET,

B (admin:)
o = H36971, 6972, FE71L9443M Dportnumfiti iz Ny LT AR — b RS EANT)
TRREDOTT =Ry —UNERINET,

EHHIZhdpA—T 4 U T s Dhaproxyset T3 DI SA T2 FaBiEa~ 2 REFEITL
T«w7®W@%ﬁrf%i¢o

e AR— FEFICHREINTND Y TA T MRGHEIX, 7Ty 77 L— R, BIOT 4 PR %
VI8 27 5 (DRS) M L7c/ Ny 77 v Z7OFEITHICRFES L, HinsivE T,

o[ T A 7> ML (client authentication)] % [“WAZH (required”)] IZFRET D &, —NF 7 T4
T RDLORIHEEZERLET, 7747 M, BEREINFEHEHEZ S — NIRRT D
VERHY T, TOD, BERIFEIHICH—ERARIETEET,

o [7 T4 7 > FiAL (client authentication “)’] & [4 7' @ (optional)] IZFRET D &, H— %
?5/1’7‘/ MO OREHEEZER LET, BREINZEHENRZ T4 72 M Lo TH—N
IR SN WIGETYH, BRIZZENLFEOY —E X ICIZE T ET,

«[7 74 7 > NEZRE (client authentication)] % [“M:%)) (disable”)] IZ5&ET D &, — L7 T A
T D OREEAER L EE A,

ZDa~wry REFITTH L, HAProxy 7' 2B AR FHEH L £ 9,

=4
gy REFEL~L: ]

18 x4 : Unified Communications Manager

1

admin:utils haproxy set required client-auth 6971

This command will result in the HA Proxy service set the client
authentication as per your specification and restart the
HAProxy process. Restarting of the HAProxy process might

result in momentary disconnection of all Phones and Jabber
clients that are accessing this service for secure

utils A< K .
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. 31— 1 ') T « haproxy set num-threads

configuration file downloads. It is recommended this

operation be performed during off-busy hours and ensure

there are no TFTP operations in progress.

Warning: Setting the client authentication to anything other
than default value could have serious implications.

Please change these values only as per Cisco TAC team's advise
Do you want to continue (yes/no) ? yes

Successfully set client authentication to required

HAProxy Process already running .. restarting
admin:

admin:utils haproxy set disable client-auth 6972

HAProxy client authentication is already set to
disable on port 6972 . No action will be taken.

admin:utils haproxy client-auth set 1234 disable
Please enter valid values for the port.
Supported values are 6971, 6972 and 9443

admin:help utils haproxy set required client-auth 6971

utils haproxy set required client-auth

This command updates the value of client authentication
as required on specified port.

Example:

admin:utils haproxy set required client-auth 6971
HAProxy client authentication is already set to
required on port 6971. No action will be taken.

admin:

d—7T 4 ') T 4 haproxy set num-threads

A

ZMa~ Rit, HAProxy —E AL > THEREND ALy RO ERE LET,

Warning

ZDIRTGA—=H%T 73V MELANOEIZHKET D & BRRFENELLWHEERSH Y 7,
B O, Cisco TAC F—ADT RXA RIS TOHREHR L TLIZE,

utils haproxy set num-threads numThreads

Syntax Description

INTG A=A #it AR

numThreads WET D HAProxy AL RO AEANTLET,
Note F 7 v Mk 1 T,

ALy REOYR—FENTWHHHE
. 1, 20 3. BLU4TT,

. utils A< K
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Command Modes

Usage Guidelines

utils ha recover .

A (admin:)

o PR, 2, 3. E72iF4LSFONumthreadsfiti a2 AN ) L7235 513, =7 —A v —URRR
S, haproxy ALy ROFRREEANITHLOIZ70 £T,

T help—F 4 1) T 4 @ haproxy set num-threads=~ > F & 547 L T~V T DO A%
KIRTEET,

o« W€ EAU72 numThreads X, 7 v 77 L— K BLOT 4 B A X U 3Y & 27 L (DRS)
BRI LIy 77 v TOFEITRIREE S, BushvEd,

s ZDavwy REFRITTH E, HAProxy 7R EANFHEH L ET,

Z H
a< L REFMEL~L: |

18 %% : Unified Communications Manager

51

admin:utils haproxy set num-threads 3

This command will result in the HAProxy service spawn as many threads
as you have specified and restart the HAProxy process. Restarting of
the HAProxy process might result in momentary disconnection of all
Phones and Jabber clients that are accessing this service for

secure configuration file downloads and authenticated users data
access. It is recommended this operation be performed during
off-busy hours and ensure there are no TFTP operations in progress.
Warning: Setting this parameter to anything other than default

value could have serious implications. Please change these values
only as per Cisco TAC team's advise

Do you want to continue (yes/no) ? yes

Successfully set number of HAProxy threads to 3

Restarting HAProxy process
admin:

admin:utils haproxy set num-threads 5
Please enter a valid number of HAProxy threads.
Supported values are 1, 2, 3 and 4

utils ha recover

Zoawr R, (= RBREEREOEEID BEOIRIN—TOFH) 230 Z0H L %
T, ZDLE, IMandPresence (Z XV, FDOAFD IR 7 /L— 7" Cisco Server Recovery Manager
F—EANRFEE) SN ET,

utilsharecover presence redundancy group name

utils A< K .



. utils ha status

utils 372 F |

Syntax Description

NS A—4H ik

presence redundancy group name HAARAT — X A%E= AT HMAONRIN—T%
BelEd, MEONRIN—TLZEE L7z
L. TRTOT T AFERNBEMAINET,

Command Modes

EH4 (admin:)

iz

18 x4 Unified Communications Manager 33 J2 U8 Unified Communications Manager ¢ IM and Presence
H—E X

e

recover D {jl

admin: ha recover Defaultcluster

Stopping services... Stopped
Starting services... Started
admin:

utils ha status

Zoavwy NI, BEEINET LU ATEREINV—TOHA AF— X A% E R LET,

utilsha status presence redundancy group name

Syntax Description

Command Modes

NG A—7H an A

presenceredundancy groupname HA 25— X A5 E=X T 5T LB U R NEIN—T 58 LE
T, TLEBURIRIN—TZE2ELRNE, TXTD7 T A
SRS ERSNET,

A (admin:)

i

(i3

18 H %1% Unified Communications Manager 33 J2 U8 Unified Communications Manager ¢ IM and Presence
H—r 2

HADNA R—TILTHIMEED A T—2 AN

admin: ha status

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Unknown Reason: High Availability Not Enabled
Node 2 Name : shorty-cups State: Unknown Reason: High Availability Not Enabled

. utils A< K
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utils ils showpeerinfo .

HA DA R—TILDIZFED R T—43 DY

admin: ha status

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Normal
Node 2 Name : shorty-cups State: Normal

J)TFANLH—ERNEY Y LIIFGEDRAT—2 XD

admin: ha status

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Failed Over with Critical Services not Running Reason:
Critical Service Down

Node 2 Name : shorty-cups State: Running in Backup Mode Reason: Critical Service Down

BEENRE LEIGEDRAT—32 XD

admin: ha status

Subcluster Name: DefaultCluster

Node 1 Name : kal-cupl State: Failed Reason: Critical Service Down
Node 2 Name : shorty-cups State: Failed Reason: Critical Service Down

utils ils showpeerinfo

ZoawrRE IS Ry NTV—2 NI 75 2F F£1-IFILS %y hT—27 NDOFT T
DI TAZDETIHFRARY MVERLET,

utilsils showpeerinfo clustername

Syntax Description

Command Modes

Usage Guidelines

NS A— A
5

dugername [LS % v kU — 2  ® Unified Communications Manager 77 7 AZ D/ w3 % ) —
ROEREM FAL V4 %RELET,

FE (admin)

ETIHHRANZ FciE, ILS Ry hT—2 D7 T A XM AHRA S ENE T, B TE D
WRIZIZ, 7T AL J—=FDITAREY, 7T AZID, IPT FLAREENET, ILS % v b
T — 7 ORFED 7 7 AZ AT HHERPULE R G, dusername/ X T A —Z EZ AN LET, R
NI =2 WOFTRTDOY T AZERPBERGAIE, dutername/NT7 A —X %77 72 LET,

B4
a~ Y REFEL~L: 0

T ST L— REEOAE . AN

utils A< K .
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HEWHx% 7 a7 Z A CMSP (GEE L~L: Master, Advanced, Express) , Unified Communications
Manager

utils import config
Zoza<wry R, 7 ey B — R4 7 Lo platformConfigxml 7 7 A 67 — 2 ZHE L,
WEZ 7 AMI T DIV AT LEZZTLET, a~v FORTHE, AT LB 7 —F
LET,

utilsimport config

Command Modes EHE (admin)

Usage Guidelines Zoawy Rk, 7XTO VMware R THRITTE £,

1. VMware DR Z A NI L ET,

2. Answer File Generator (AFG) Y — /L (http://www.cisco.com/web/cuc_afg/index.html) Z{FH L T,
platformConfig.xml 7 7 A L Z{EA L £ 77,

3 T8y — A AKX AT Configxml 7 7 A VZEFFANLET (FIEICOWTI,
http:/kb.vmware.comy/selfservice/microsites/search.do?language=en_US&amp;cmd=displayKC&amp;externalld=1739
SR

4., LW VMware D7yt — RIAT7IZ flp 77 A NVE~DU Y FLET,

5. (2> Y —/VEILSSH ZEH LT)VM D CLIWCY A > A > L, 2—F 4 )T 4 ® import
configa~> REFITLET,
Zoavy NiExml 77 A VHDOTRTOT—F Z2FAT L, BHED VM Oi%E & #7057 —
ERFEONDE, BILWTF—=ZE—HT 5L VM 2ZHLET,

6. HLWID Z4RE LIZRETY AT A0 77— FLET,

= #

o< REFMEL~L: 1

Ty 77— RO FEE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E" A Cisco Unity Connection

VMware FEFH T utils import config DX 1T

Procedure

. utils A< K
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utils iostat .
utils iostat
ZOawr R, fiE S HE L RS T iostat A KR LE T,
utilsiostat {interval | iterations| filename}
Syntax Description INS A—  EHEA
3
interval iostat s AV G 2 PP TRt LE 7, iteration /X7 A —HX T 251X, 2
DA EE ST DUWERDH D £5,
iterations  jostat &RV IR LIFIE A& LE T, interval /X7 A —& 2T 55513, ZofiE
BET HDLENPDHY FT,

filename W HhAE 7 A NIV E AL FLET,

Command Modes FME (admin)

Z H%
a< L RERMEL~L: 1
Ty T — RO An]

T x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—1 2 I Cisco Unity Connection

utils iothrottle
Zoawy REffiHTAE, —_E1/0OZAR Yy M) U7 HERBIONE=ZY 7 TEET,

utilsiothrottle {enable|disable| status}

Syntax Description INS A—  EHBH
>
Enable  poxwmy hU L TskEA F—T ML, TITA TRV AT LT v T 7 L—FK
NEZ DB LML ET,

Disable 10 z2uvy hU U ZHRkET 4 —7LIC LET,

Status /0 2wy N U Y THHRDO AT —Z A Kox LET,

Command Modes FIE (admin)

utils A< K .
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. utils itl reset

Usage Guidelines VoA y MY U THRET 4 =TT DL, Ty 7T Lb— RIRIZV AT LA EEZT 5]
REtER®H 0 7,

E #
a2 RV~ VB E B OL I, RT =R ADE130

utils itl reset
Zoavwr R, ZURARA Y EPRHOAOWW T 7 A VEMGETE WG L ET,

utilsitl reset {localkey | remotekey}

Syntax Description  |ocalkey X7V v v DWAEDITL 77 A L AWFF LT, HLWITL 7 7 A L EER L E
F. Zoa<wr Rk, FOITL 77 A NVDEL 2 Exz  ITLEICY— %A L
THLWITL 7 7 A M2 EZA LET,

remotekey U E—h nsr—3 g b OEITTHES— T 2T 5 PKCS 12 Ny V& A
VIR— R LB, TLWITL 7 7 A V&2 LET, TOH L AERLEZITL 7 7
AT, HICHES A L TEL LET,

remotekey/X D /X7 A —X 3 1) £7,
cIPT RLAR/FRA N4
o« 21— 1D

* ITLRecovery.p12

Command Modes I (admin:)

Usage Guidelines
S

Note - =~ K%, Unified Communications Manager /X7 V) v ¥ /— RTCHITTHLENRH Y £
D

Z #H
o=y REfEL -~ 4
Ty T — RO An]

1# %1% : Unified Communications Manager

. utils A< K
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1l

admin:utils itl reset

Name is None

Generating the reset ITL file.....
The reset ITL file was generated successfully
Locating active Tftp servers in the cluster.....

Following is the list of Active tftp servers in the cluster

se032c-94-42

Number of Active TFTP servers in the cluster : 1

Transferring new reset ITL file to the TFTP server nodes in the cluster...

Successfully transferred reset ITL to node se032c-94-42

utils Idap config

Toa<wy N, VAT ADLDAP Bt 2% e LET,

utilsldap config {fqdnipaddr}

Syntax Description

Command Modes

Usage Guidelines

INTA—  FREA
3

fodn 2 A5 L0 LDAP #EFIZ FQDN 232 Xk 9 1ci&e L £,

ipaddr VAT ADOLDAPRELCIP T RL AT LIk ELET

FME (admin)

utils Idap config .

« utilsldap config fqdn: LDAP #ZiLiCiZZ Do~y REFEHTEZ 2B LETH, 20
Ay P TEDDIIT AT MTDNS BRE SN TWHIHETZT TY, A7 LADNS
AT 2 L9 IRE STV RWEA T, utilsldap configipaddr ZffH L T< 72 &0,

- utilsldap configipaddr: Z® =~ ROMHIZHEEIO LEEA, AT LA TDNS ZFH LT

WZRW ETIEDNS 245 KO ICRE TE RWGEIZET, Zoa<w 2 REff LT
KTZEWV, AT LB DNS 23 2% X 91238 ST 58413 utilsldap config fqdn %

LT EEN,

utils A< K .
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. utils Idap config status

E H
g REFEL~L:

1%} %: Unified Communications Manager 5 &2 U® Cisco Unity Connection

utils ldap config status
Zoa=y R, utilsldap fREAT —HF AR R LET,

utilsldap config status

Command Modes FHE (admin)

2%
av s RRffEL~L: 0

Ty 7 7 b— RO THE

utils managementAgent alarms minpushLevel

Ty Y a5 TV HEARIT, Z0a~r R&9447 LT, Unified Communications Manager
NIy a7 7 — L&A 770 RCEETL2RNT 7—LBEREEZRE LET,

utils managementAgent alarms minpushL evelseverity

Syntax Description INS A—  ERBA
2

sverity  Zoffild, 2=7 7 A Rala=s—va v XUy Ry Va7 T Ak
A7 T Y RICEFETBRANT 7—ABREERLET, 472 MTROVTh»
<7

«EX

o [ — (Error)] (7T 7 #/V 1)

* Warning

* [Notice]

Command Modes FIE (admin:)

Z #

o< REEL~L: |

. utils A< K
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utils managementAgent alarms pushfrequency .

Ty 7T L— R OE: AA]
1 %4 : Unified Communications Manager 33 J2 UY IM and Presence — B A

utils managementAgent alarms pushfrequency

Ty 2 BN E NI o TV BIGEIR. 20 a~<r R&%EIT LT, Unified Communications Manager
DTy a7 7 —b&k v Aa 7Ty K ETLHEERE LET,

utils managementAgent alar ms pushfrequencyminutes

Syntax Description

Command Modes

INS A—  EHEB

3

minutes 7 o o — N (DHAD) . ZOfEIE. T 7 40 D305 D 5~90 DIEETH B b
ERH D T,

B (admin:)

=2 %

v R~ ]

77— KR : AT

% : Unified Communications Manager 33 J2 T" IM and Presence — B A

utils managementAgent alarms pushnow

Command Modes

Ty V2 BHINEN IR TWDIGEX, ROAFr P a—VENTT v 7 r— REFgEEI,
T alBNT T —2E TSIV AT Y RICEETDHICE, Zoavr REFEITLET,

B (admin:)

Z %

a2 RRifE L~ ]

Ty 7T L— RGO AA]

18 F %4 : Unified Communications Manager 33 X TY IM and Presence — B A

utils network arp delete

Zoa<w R, T RUVARRT e har =70z MY EHIBLET,

utilsnetwork arp delete host

utils A< K .



. utils network arp set

utils 372 F |

Syntax Description

INS A—  EiEA

host EE) T—TNAOHIETHRANDFA N ERIZIPT RLZAEZRLET,

Command Modes

FHE (admin:)

e
g REFEL~L: 0
Ty 77— RO WhE

1 H %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 L OV L&
v AP —E X ¥ LW Cisco Unity Connection,

delete {5

admin:utils network arp delete myhost

utils network arp set

Toa<wy R, T RLUARR T hal F—T ey MY ARELET,

utilsnetwork arp set {4"A ~} {addr}

Syntax Description

Command Modes

IND A—  EiBB

3
host F—T VBT ARA RDRA NGELIZIP 7T RLAZERLET,
addr BINTAEARDNN—=Fu27 7 FLA (MAC) 2R LE9, BUx

XXXXXXXX XX XX T,

FHE (admin:)

2%
av s R L~L: 0
Ty 7T L— RO TR

T# %} %: Unified Communications Manager, Unified Communications Manager ® IM 33 X OV L€
AP —E X ¥ L Cisco Unity Connection,

set DY

admin:utils network arp set myhost 11:22:33:44:55:66

. utils A< K
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utils network arp list

Toa<wy R, T RLARR T e ol F—TLONKEE—BERLET,

utilsnetwork arp list host hostname [options]

Syntax Description

Command Modes

Usage Guidelines

INT A— FRER

+7 T a (fT&) page. numeric

Ve * page: WA —FIZ 1 =T oORRT 05— E L
_éAO
e numeric: RA R%& Ky FXPJY O IP 7 RLUATRRLE
j—o

M (admin:)

Flags | C 1T ¥ v =, MITMFEME, P17V v aDEKRTT,
24

av s REffEL~L: 0

T w7 L— RO WRE

utils network arp list .

18 %1% Unified Communications Manager, Unified Communications Manager @ IM 38 X O L&

AP —E X ¥ L Cisco Unity Connection,

list D5

admin:admin: utils network arp listAddress HWtype HWaddress
Flags Mask Iface

sjc21l-3f-hsrp.cisco.com ether 00:00:0C:07:AC:71 C

ethO

philly.cisco.com ether 00:D0:B7:85:98:8E C

ethO

Entries: 2 Skipped: 0 Found: 2

utils network capture
ZoavwrRE, fRESNIEA =Ry N AU EZ—T A A LDOIP Ty VERFFLET,

utils 3

E#2N .
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B2 v7cxvr7—9%xT5Fv0—5-23>

utils network captureeth0 [=—<°] [#& 5] [{filefname}] [{countnum}] [{sizebytes}] [{srcaddr}]
[{destaddr}] [{portnum}]

Syntax Description

INT A— FER

ethO A—H Ry AL F—T A A0 %FBELET,

N—= ERD W hE I 1 "= FORRLET,

page A7 v a v EITfile A a VEMH LIZGS, 2wy KBS T T HHIIC,
BORENTTRTONT y FOBERF Y 7T Yy DNE T THBERHY £7,

numeric B "AME Ry MIZEIPT7T FL AL LTERLET,

file fname (T3 HRE 77 ANV LET,

file 47> a %, % platform/cli/fname.cap (CRAFLET, 77 A V%
Wi <) XFEEfHTEEE A,

countnum  (fL3) ¥ 7 F v 557 v MERE LET
Efith S OB, ERIE 1000 TF, 7 7 A OB ERUIE 10,000 T

sizebytes (L) Fr¥ 7 Fx T 587y b A MERE LET,

) DIGE DR KA M EUT 128 T, 77 AV ogEORK A MU
IEEOEE13 ALL T,

src addr T Ry FOFEETLT RLAZRA N EFIZIPVAT RLATIRELE T,

destaddr UTRD X7y NOBHT KU AZRANGETITIPVAT RLATIRE LET,

portnum  (fLE) N7 v FORGILEITLELOR— M EiE L £,

Command Modes

EHE (admin:)

=4
a~ REFEL~L: 0
T w7 L— REEOER . AlfE

18 %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
v AP —E X ¥ LW Cisco Unity Connection,

A—TFTA4VT4XY  I—=OF ¥ TFr-0—FT—23 2

ZoawryRE, A—TFANVTFARY R I=0F N TFYD10J7 37 v MR ZB 2 TIP3 v
ey 7XFv LET,

. utils A< K
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utils network connectivity .

utils network capture-rotate {filefname} [{sizebytes}] [{sizePerFilex 7734 k }] {maxFiles
num}[{srcaddr}] [{destaddr}] [{portnum}][{host protocoladdr}]

Syntax Description

Command Modes

NG A—4 A AR
file fname HiRaE 7 7 A VICHTTLET,
Note 7 7 A ML, platform/cli/fname |27 S E T, fnamelZ ]
NFEFODHI LITTEERA,
sizebytes FXTFXToT Y hOAAL ML, HRRIEIZ, 65535F 71T ALL £

TOMBOHE T, 774/ MX ALL T9,

sizePerFile A /34 b

Size Perfile IX, R 77 7 A VDY A XOfEAHE LET, BEALITHH
Ji’XA R T7), SizePerFile ®F 7 # /L Mitil% 25 MB T,

maxFiles num

maxFiles 1%, fE &b 77 7 A VO RKE %7~ L £ 9, maxFiles D
77 4V MEIX 10 TT,

¢ adar ERD A7y ROFEET FUAZRA ML ERILIPVG T KL AL
LTHRELET,

dest addr (ERE) /37y hOSE%T RL A& KRR P EITIPVA T KL AT
ELET,

port num ERE) 77y PORBFEILEITSE DR — FESEIRELET,

hot7’'m b2/ 7 RL-A

FEREDRANEDHD N T 7 4 v 7 ZF ¥ T F ¥ 2R LET,
Protocol 473 a2 X IP, arp, rarp, all, 3 & Qaddrid IPv4 F 72137k
A2 NGO THLUVERHY £7, host T 55613, ssc £/
I dest (TfiFE LN TL7ZE W,

FHE (admin:)

=

o<y REHEL~UL: |

T 77— REOMH]: WRE

1 H %1% : Unified Communications Manager, Unified Communications Manager @ IM 38 L OV L&
v AP —E X ¥ LW Cisco Unity Connection,

utils network connectivity

Zoavwr RiE, FTAZNOENOD ) — K (ZOFEGITELSD /) — R TORAR) & UE—Fh
J—RED /) —FR 32y NU—I LR T,

utils A< K .
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. utils network connectivity

utils network connectivity [{reset}] [hostname/ip address]

utils network connectivity [hostname/ip address] [port-number] [timeout]

Syntax Description  ,{5 % —#4 Bz

connectivity “havy N 75 AA DR
WD) — R+ 25/,—Fxy
NU— 7 B iiE Uk,
FTo. 2O0ODMANT A—X
hostname/ip address 35 L O
port-number 2% % U E— |k
) — R ~D¥HiETF =y 735
eI b S E S,

reset FED BIORY a—KRK&2 Y
TLET,
hostname/ip address s (ATva) RTU

Y ERITERNIO ) — R
Dy NU— 7 ki o Wik
THEHDITAE ) —FR
DRANZETIXIPT R
LA,

e (WZH) UVE— KMV —/T
DF oy b T — 7 ki & TR
T 572012, TCPHELHID
WTT A NTHMERD D
ARA FDRA ML ETILIP
7 RL A,

port-number CINZRD) e T A DS g e aR
A NDOR— S,

timeout (FFay) B—  NEGEA
T —UNREIREIND FE TORH
ZFPHALCRE L9,

Command Modes HHH (admin:)

Usage Guidelines » utilsnetwork connectivity [reset] [hostnamelipaddress] =~ Kid, X7 ) v v 723
WD) — ROy NI =7 845iaF = v 7T 5D ESnES,

- utils network connectivity [hostname/ip address] [port-number] [timeout] = <> KX, U
FT—h =Dy N =7 G AR T SO SN ET,

. utils A< K
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utils network host .

2
av s NRfEL~L: 0
Ty 77— RRE O WHE

T# %} %: Unified Communications Manager, Unified Communications Manager ® IM 33 XUV L€
v AP —E R F IO Cisco Unity Connection,

utils network host

TDawy RiE, A RMGET FLAIZ, £E7 RV RAERA MGICKRMRR L £,

utilsnetwork host name [{serverserv}] [page] [detail] [srv]

Syntax Description

Command Modes

INTA—  FREA
3

name BT DRA NLEILIIP T FLAZERLET,

serv UERD fRBD R AL o R—D Y —_EfRELET,

[page] UERD MhE 2 1 EIF >R LET,

[detail] ERD 7V A MERRLET,

[srv] (f/£%) DNSSRV L =— RZERLE T,

EH4 (admin:)

B4
a<wr REFEL~UL: 0
Ty T L— RO Al

i FHR%: Unified Communications Manager, Unified Communications Manager ® IM £ X OV L&
VAP —E R ¥ X W Cisco Unity Connection,

utils network ipv6 host

Zoawr R, IBEINTEAA ML EILIPV6 T RLRIZESNT, IPV6ERA N Ly 7T v
7 (FERITIPV6e T FL A VY 7T v ) ZFEITLET,

utilsnetwork ipv6 host {host_nameipv6_address}

Syntax Description

INTG A—HB AR

host_name #— o4& uixisELE9,

utils A< K .
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. utils network ipv6 traceroute

INS A—B ERER
ipv6_address #— XD IPv6 7 L 2% ELE T,

Command Modes FHE (admin)

=2

a2 NRifEL~L: 0

T v 7T L— RO WRE

1# %} %: Unified Communications Manager %5 & U" Cisco Unity Connection,

utils network ipv6 traceroute
Zoavwry REFHTLE, IPv6 7T RLAEZIEFARA M E FL—ATEET,

utils network ipv6 traceroute [{ipv6-addresshostname}]

Syntax Description INTG A—%A ERER

ipv6-address K L — 245 IPv6 7 RL 2 &¥5E LET,

hostname ML —RZAFBHRAMNEEIRELET,

Command Modes I (admin:)

=4

v RV~ 0

Ty 7T L— RREOAEH]: W E

1@ %1% : Unified Communications Manager 3 & UY Cisco Unity Connection,

utils network ipv6 ping
Zoa<wy REMHTSHE, IPv6 7 FLAEIEAA M4ICx LT ping 2T TE £,

utils network ipv6 ping destination [count]

Syntax Description INT A—  EREA
3

destination ping 47X % & L THMRIPV6 7 KL AETITARA M EIREL T,

[count] HMER DY — N9 % ping DIIE 2R E L E T, T 7 4/L FOREIL4 TT,

. utils A< K
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utils network ping .

Command Modes FIE (admin:)

B4
a~ Y REFEL~L: 0
T 77— RO Tl

1@ %1% : Unified Communications Manager 3 & UY Cisco Unity Connection,

utils network ping
DY — 302 ping & FAT L ET,

utilsnetwork ping %i%c [] [VA K]

Syntax Description INS A—  GHEAR
3

destination ping 2479 — "D IP 7 RLAE/IIARA ML ERLET,

[count] HMER DY — 24 % ping DFEEZIRE LET, 7740 U3 4 T

[size] ping /37 > hDY A Xz FHEATIRE LET, T 7 4/L ML 56 T7,

Command Modes I (admin:)

=4
g REFHEL~L: 0
Ty 77— RO Al

18 H %} % : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
v AP —E X ¥ LW Cisco Unity Connection,

utils network traceroute
VE— hDOWRITIEGESINDIP Ny FEBHFLET,

utils network traceroute [destination]

Syntax Description INS A—  EHEH
a2

destination | L— 2 DEEHLEOY— NOFRA NG EIZIPT RLAEZRLET,

utils A< K .
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. dA—TF 4 T4y bT—% %:senvice {hosts | services} F v v > 1 DERNL

Command Modes

A (admin:)

=4

Ty FEHEL L 0

777 L— RO : A RE

1 H %} % : Unified Communications Manager, Unified Communications Manager @ IM 38 X OV L&
v AP —E X ¥ LW Cisco Unity Connection,

A—T 4 UT 43y kT—% 4:service {hosts | services}
F vy aDEMKL

Zoavwry NI, R—A Y —EAXAF ¥ v ar 7 U T LET,

utilsnetwork name-service {7x A b\ —E R} [F¥ v = DEI1L]

Syntax Description

Command Modes

INT A—  FRBA
3
Hosts RARY—EZXy v a

Services H—vE2OP—ERFyvia

B (admin))

24
vy NEHEL L ]

T w77 L— RO AW

XY ak T Ty aEzIs VT T HIIE. OB EFEEL T ZE0,

admin:utils network name-service hosts cache invalidate
admin:
Successful

utils ntp auth symmetric-key

utilsntp auth symmetric-key {enable| disable| status}

Zoavy REMFH LT, BIRLIENTP Y — " ORAE A A EITMHICTEET, ABRbITd
F—ID BLPF—TH SN TWET, KFLF—IE, Unified Communications Manager CHz 54k &
NI TIRAE SV E TS

. utils A< K
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A\

utils ntp auth symmetric-key .

Note

ZOavy FEFTTLHENC. NIPY—"0OF—1d L 2RI T2F—RbhoTnd I L&
HER LTS IZE N,

Syntax Description

Usage Guidelines

Y

INT A—  EREB

3

enable I EE/R Y — RD U A R D NTP B — SO WFRnz i8R L, st icasic L
7

disable  @HIATRE/RY— XD U 2 R NTP = "OWF N E IR L, a8z L
iﬁ‘o

status UABRENTNDTRTONTP b —"ORFEARAT — X A% RRLET,

VAT MIE 5T, NTP 4 —R_OZEHDOFT—1d F-130F—2 AT LIk bnE
—g—O

Note

c2=Ty A Rala=r—varvEr—Yx—L, NTP = O AT — X AREF I
7o & X Syslog 77— M A v E—U %5 LET, TLS 2l L T syslog F—/"~DHe4i %
REECEET,

AT A FAala=s—varIRr—I XA A M=V LI, NTP B — SRRE &k E
TEET,

E H

Oy FEEL L LUV TR TOa~vy REEITTE, LYULIEAT —H Aa<wr ROL
FEITTEET,

T w77 L— REOER: An]

W% 7 v 27Z A CMSP (GEE L~L: Master, Advanced, Express) , Unified Communications
Manager

f5l: 2—F 4 ) T 14 @ ntp sRAEDJWFRF—X T —42 X-NTP ZBiEA BN > TLVELMGE
DRAT—RADFER

admin:utils ntp auth symmetric-key status
10.77.32.92 : NTP Authentication is disabled.
10.77.46.203 : NTP Authentication is disabled.

ind assid status conf reach auth condition last event cnt

1 8468
2 8469

963a
9024

yes
yes

yes
yes

none
none

sys.peer
reject

sys_peer 3
reachable 2

utils A< K .
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. utils ntp auth symmetric-key

Bl: 1—F 4 ') T 4 D ntp FBIEFFRF— DB L-NTP ZBEEDFRNL

admin:utils ntp auth symmetric-key enable

The List of NTP servers Configured:

1. 10.77.32.92

2. 10.77.46.203

g. press g to exit

Enter the selection for which to configure NTP authentication: 1
Please enter the Key ID [1-65534]:

2

Please enter the Symmetric Key of the NTP Server (SHAL):
Restarting NTP

please run the utils ntp auth symmetric-key status to check the status of NTP Authentication

Bl: 1—F 4 T 4 tp FBAEDMFRF—RT—5 X-NTP BN B - EDRT—4
ADFRT

admin:utils ntp auth symmetric-key status
10.77.46.203 : NTP Authentication is disabled.
10.77.32.92 : NTP Authentication is enabled.

ind assid status conf reach auth condition last event cnt

1 57733 9044 vyes vyes none reject reachable 4
2 57734 £f014 vyes yes ok reject reachable 1

Bl: 1—TF 4 ') T 4 D ntp FBIEX FRAF— D EL-NTP ZBRED R 1L

admin:utils ntp auth symmetric-key disable

The List of NTP servers Configured:

0. All

1. 10.77.46.203

2. 10.77.32.92

g. press g to exit

Enter the selection for which to disable NTP authentication: 2
NTP authentication has been disabled on the particular server.
Restarting NTP

fBl: 2—T 4 T 4 ntp FREEDMFRF— X T—5 X-NTP FBiENENZ 2 - ED R T—4
ADERR

10.77.46.203 : NTP Authentication is disabled.
10.77.32.92 : NTP Authentication is disabled.

ind assid status conf reach auth condition last event cnt

1 42767 9144 yes yes none falsetick reachable 4
2 42768 912a yes yes none falsetick sys peer 2

. utils A< K
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utils ntp auth auto-key .

Bl:1—F 4T« D ntp :BAEMFRF—RT—F A-NTP:BED R T— R AD KR

admin:utils ntp auth symmetric-key status

10.77.32.92 : NTP authentication is failed. Please check the NTP authentication Key ID
and Symmetric Key entered is correct. To update, disable and reenable authentication for
this NTP server.

10.77.32.78 : NTP Authentication is disabled.

ind assid status conf reach auth condition last event cnt

1 31609 c02c yes no bad reject 2
2 31610 803a yes no none reject sys peer 3

utils ntp auth auto-key

\}

utilsntp auth auto-key {enable|disable| status}

ZOavy REMHALT, BIRLUIENTP Y — ORI G E -3 mhic e 4, Rakxr 7
ATV FF—IZHSNTTONET, £/, np T — ORI AT — X AZMRTHZ L HTEE
T

Note

A

Unified Communication Manager CT2E> 7 747 U7 E— REHHII L TWDLGEIZOIH, NTP
P—/NTIFFID AF — AL 2 PKI N—ADGBRE & TE 7,

Unified Communications Manager C, X} #&%—F 7212 PKI ~X— A D NTP il = H e TE £,
PKIGHEH =N THIEF—2FGICL LD LT L, ROEEA v =V RERENET,

Warning

A

Autokey Z T L 7=NTPREGE N BIEEA DT /e > TEY | MFEF—Z2 AT DN T 2 0E
MAdH Y F£J, (NTP authentication using Autokey is currently enabled and must be disabled before the
symmetric key is enabled.) =~ >~ K [utils ntp auth auto-key disable ] % i ] L TNTPRZAL % H#hiZ L
Thb, ZOa<wy REHHRIT LT 7Z IV, (Use the command 'utils ntp auth auto-key disable' to
disable NTP authentication, then retry this command.)

XPRFE =Y — 3T Autokey Z AN L LD & F DL ROEEA vy E—UNERShET,

Warning

KR — 2] DNTPRRAEAS BITEA T 72 > TH Y . Autokey z A 3N 3 D H I MANIC 3 5 b
&Y F£7, (NTP authentication using symmetric key is currently enabled and must be disabled before
Autokey is enabled.) =~ > R Tlutils ntp auth symmetric-key disable] % {fH L CNTPFEAEZ M) L
Thb, Z0oa~vy FEEHRITL T ZEY,  (Usethe command 'utils ntp auth symmetric-key disable'
to disable NTP authentication, then retry this command.)

utils A< K .



. utils ntp auth auto-key

\}

utils 372 F |

Note

NTP H— | Zidntp X—T 3 > 4 & rpm /3— 3 > ntp-4.2.6p5-1.616.x86_64.rpm LA L3 HE T,

Syntax Description

Usage Guidelines

\}

INTA—  ERFA

A

enable {EHTTRE 22— 3D U 2 R 38 NTP —_DOWF RN Zi#IR L, BaF HICHIIC L
S5

disable  PKIGZIEMAAH N2> TS NTP H— 30D Y Z ki NTP H— DN % 3841
L. bz M LEJ,

status UZRENTWETRTONTP V= "D AT —HF A% FK R LET,

NTP il # T 5 & NTP YV —_ORAADIFF 7 74 T bd—2 AT DL HITRkD 5
NET, 77947V FEX—DIEFIZT vy 7r—Ranbb, 2=77f Ralia=r—rar~
A=V ¥ =TV vy /)= RFCNIP Yy —EARHEHSNET, 2=T 74/ Falia=r—

Va v F—U % & NTP = O TR FE N> TWDH I &% Post LET,

Note

e =Ty A RAI 2= —a IRz EA LA MNNELILT v T T L— R LEEEIZ,
NTP Y — RBRE & e TX £,

o CLI ®FEATHICCtrl + C"F — 2P L TEITEZK T LN TL &N,

Z &

A2 FRE L~ UL LALIET R TOa~ sy FERTTE, LYLIEAT —F A3 < RO
K FATTEET,

Ty 77— RO ]

W *%: : Unified Communications Manager

admin:utils ntp auth auto-key enable: NTP :2:EZ#HICLFET

1: 10.78.83.146
2: 10.77.46.203
3: 10.77.32.92

Select the server for which auto-key based NTP authentication is to be enabled (Enter g to
exit) :2

Enter the IFF client key for the 10.77.46.203:

# ntpkey iffpar ccm203.3705887848
# Thu Jun 8 10:47:28 2017

utils A< K
88
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utils ntp auth auto-key .

MIGzAgEAMIGoBgcghkjOOAQBMIGCAKEA4r3EKDFAP05QSpzVpGHNZN3JgOkWOCh9
erxLB7zSxrwNdnDI1Wg5bUhZZWKZceQd/nyD6FLpZNFrpHnylkBUgQIVAJEjgjZM
r2aaMGSN5x2yUmhT4MgNAkBp2gkONi8sluLre0YKyc+kdICiRkEK2jKwBETXs7Mh
aEd/c4DQnzkd5U9gco4v9zPpsfPOgftvymVyVmRyKXONBAMCAQE=

The Client key does not match the hostname of the selected NTP server. This could be because
a DNS server is not configured or the DNS entry for this host is not present.

Please verify the client key uploaded corresponds to the selected NTP server and that the
DNS configuration is correct.

Do you want to continue with this operation?<yes/no>:

Client key uploaded succesfully

Restarting NTP service.

Please run 'utils ntp auth auto-key status' to check the status of NTP authentication.

Note DNS H— 3728, EIR L7 NTP — DR R NG EMBIRTX A4, Bl eanr-7
TAT LV FHF—DKRA MG E T 254, Litoa—PEE7o 7 NI REnEd
/1/0

admin: 1—7 4 ) T« O ntpRiEHEIF— X T — 2 X-NTPZENBHICE > TLNBIFGED
AT—RADER

1.10.78.83.146 : NTP Authentication is disabled.
2.10.77.46.203 : NTP Authentication is enabled.
3.10.77.32.92 : NTP Authentication is disabled.
Select the server for which auto-key based NTP authentication details is to be displayed
(Enter g to exit):
2
NTP public certificate:
# ntpkey RSA-SHAlcert ccm-90.3708840303
# Wed Jul 12 14:55:03 2017
 643VS1INEUMBE4 Tp+YWpLgbmXDXGalwHlog5fZfnywk161J
n34asWwiWmR4 6 7TWADNPBEfMJIDWzU1GMcehl11XQ/gbYYX3+rpileAZF6x9%/goexhNc
L4WyzBrlR7iueJ1lwYdFZ5THX0at3bxWMWU4 fDzgTWA7GOhpPow==

Client Key:
# ntpkey iffpar ccm203.3705887848
# Thu Jun 8 10:47:28 2017

MIGzAgEAMIGoBgcghkjOOAQBMIGCAKEA4r3EKDFAP05QSpzVpGHNZN3JgOkWOCh9
erxLB7zSxrwNdnDI1Wg5bUhZZWKZceQd/nyD6FLpZNFrpHnylkBUgQIVAJEjgjZM
r2aaMGSN5x2yUmhT4MgNAkBp2gkONi8sluLre0YKyc+kdICiRkEK2jKwBETXs 7Mh
aEd/c4DQnzkd5U9gco4v9zPpsfPOgftvymVyVmRyKXONBAMCAQE=

utils A< K .



. utils ntp server add

utils 372 F |

admin:

admin:utils ntp auth auto-key disable: NTP :R:EZ#EMICLEFT

The List of NTP servers Configured:

1. 10.77.46.203
Enter the NTP server in which the authentication needs to be disabled(Enter g to exit): 1

NTP authentication has been disabled on 10.77.46.203
Restarting NTP
admin:

utils ntp server add

Zoawy N, FBELENTP —R2HASEETEMLET,

utilsntp server add sl [{s1s2s3s4s5}] [norestart]

Syntax Description

Command Modes

Usage Guidelines

INT A—  EHBR
A
sl... NTP — "%fgE LE7,

norestart  H-— NZiEN L7ZBICNTP—EARHEH Lk iz LET,

FME (admin)

norestart Z i/ L7-354 . ZE 24T HITIEINTP 3 — B 2 2 RIS TREIT 2 LB H Y
£,

=4
av s REfEL~L: 0
T T L— REEOAH . A RE

HEHx% 7 v 27 Z A: CMSP (GGEE L~L: Master, Advanced, Express) , Unified Communications
Manager

Bl: R2EARVESA U NSA—EZFERALTH—NEEBMLELS ELEES

admin: admin:utils ntp server add sl s2 s3 s4 s5 s6 s7 s8
Incorrect number of parameters entered for add
usage: utils ntp server add sl [s2 s3 s4 s5] [norestart]

f5l: —I\FBEE T [Tnorestat ZFEH L TH—N\ZFEBML &S E LI5S

admin: utils ntp server add sl s2 s3 s4 s5 s6 s7 s8
Incorrect number of parameters entered for add
usage: utils ntp server add sl [s2 s3 s4 s5] [norestart]

. utils A< K
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utils ntp server delete .

5: norestart Z{EM L4 L H—/ DB AN

admin: utils ntp server add clockl.cisco.com clock2.cisco.com
clockl.cisco.com : added successfully.

clock2.cisco.com : added successfully.

Restarting NTP on the server.

f5: norestart Z{EA LAY, T TICEMEIA TS H—/ DB

admin: utils ntp server add clockl.cisco.com clock2.cisco.com
clockl.cisco.com : [The host has already been added as an NTP server.]
clock2.cisco.com : [The host has already been added as an NTP server.]

f5: norestart Z{ER L4\, BE~DY—/\DIEN

admin: utils ntp server add bglr-ccm26
bglr-ccm26 : [This server cannot be added as an NTP server.]

f5: norestart Z{ER LA, 7Y ERREEE S —/\DEM

admin: utils ntp server add clock3.cisco.com
clock3.cisco.com : [ Inaccessible NTP server. Not added. ]

5. norestart Z{EF L1=H—/ D&

admin: utils ntp server add ntpOl-syd.cisco.com ntp02-syd.cisco.com clock.cisco.com norestart

ntpOl-syd.cisco.com : added successfully.
ntp02-syd.cisco.com : added successfully.
clock.cisco.com : added successfully.

The NTP service will need to be restarted for the changes to take effect.

Bl: $TITH—/1\A5 AREFHDIGZED Y —/ DB

admin:utils ntp server add clock3.cisco.com
The maximum permissible limit of 5 NTP servers is already configured.

utils ntp server delete

Command Modes

Usage Guidelines

Zoawy Rid, BEENTWS NTP B — %Wl L £,
utilsntp server delete
FHE (admin:)

Zoawy REMHT D &, BRERF D Network Time Protocol (NTP) H— /N & 72 134 5D NTP H—
NEHBETcEET, HIBT2V— 28 RTDH L, NTPH—ERZHHT L0 E9 NiEET D X
KDDL T v T IIFRENET, no IR L2 G, = "DHIBR SNTAZBIINTP —
AVETHEE L EH A,

utils A< K .



. utils ntp server delete

\}

utils 372 F |

Note

B EBIDDONTP Y — AR E SN TWNDIRERH Y £3, LR ->T, NTPH— 3031577
FiE SN TWAIGEITHIRTE £ A, TRXTONTP YV — "2+ _TYHIBRTE4 T a a2

ﬁbt%  NTPH— NF B BIEICHIR S 4. U A FOREDONTP — N 3HIGR S EE A,

TOTBRTAL, 2—F4VF 4D ntp BEETZIFT2—F 4 VT 4D ntp 2T 2%, by TH Y
UNEIZAITV™E T,

EH
a~ Y REFEL~L: 0
T v ST L— RO wfg

HEHx% 7 v 27Z A CMSP (GEE L~L: Master, Advanced, Express) , Unified Communications
Manager

Bl: Ro=aAR UK A NS A2 ZFEA LY —/\DHIR

admin: utils ntp server delete clockl.cisco.com clock2.cisco.com
Incorrect number of optional parameters entered for delete
usage: utils ntp server delete

f5l: NTP ZBEFL 15D —/N\ZHIB

admin: utils ntp server delete

1: clockl.cisco.com

2: clock2.cisco.com

3: ntpOl-syd.cisco.com
4: ntp02-syd.cisco.com
5: clock.cisco.com

a: all

g: quit

Choice: 1

Restart NTP (y/n): y

clockl.cisco.com will be deleted from the list of configured NTP servers.
Continue (y/n)?y

clockl.cisco.com : deleted successfully.
Restarting NTP on the server.

fl: NTP ZHEEET. TXTOY—/N\ZHIkR

admin: utils ntp server delete

1: clockl.cisco.com

2: clock2.cisco.com

3: ntpOl-syd.cisco.com
4: ntpO2-syd.cisco.com
5: clock.cisco.com

a: all

g: quit

Choice: a
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utils ntp config .

Restart NTP (y/n): n

This will result in all the configured NTP servers being deleted.
Continue (y/n)?y

clockl.cisco.com : deleted successfully.

clock2.cisco.com : deleted successfully.

ntpOl-syd.cisco.com : deleted successfully.

ntp02-syd.cisco.com : deleted successfully.

clock.cisco.com : [The NTP server was not deleted. At least one NTP server is required.]
The NTP service will need to be restarted for the changes to take effect.

Bl H—N\HAEESNTULEWMEEDTRTOY—/\DHIK

admin: utils ntp server delete
There are no NTP servers configured to delete.

utils ntp config

\}

ZoawyRE NP7 94T hBEOY—"OBAEOHRCEERZRNLET,

Note

Command Modes

FHETH RO H 5 MO, KEOME, BXO%y N —2 Uy ¥ —ORiE % bk
HI2iE. T4 =Y J— RIZIRET AIEENTP 41— 23 NTPvd (R— 3 2 4) ThAHUER
HoET,

utils ntp config

FHE (admin))

B4
awr REEL~UL: 0
Ty L— RO e

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
#—/3_ Cisco Unity Connection

utils ntp restart

Command Modes

NTP — v 2 2 HilR# L £,

utilsntp restart

FME (admin)

utils A< K .
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. utils ntp server list

2
a~v s FRfEL~L: 0
Ty 77— RRE O WHE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils ntp server list
Zoavr NI, TARTONTP =% U XA FRIRLET,

utilsntp server list

Command Modes B (admin:)
=24
o<y REHEL~UL: 0
7y 77— RO TIhE
1 &4 : Unified Communications Manager @ IM and Presence —/3

utils ntp start

ZDa<y R, NTP —E AR ETH TRWEGEIZ, NTP v —E 2 &5 L £,

\}

Note =< RIAf AL H—T 2 AMBIINTP Y —E R EEETEEFA, 2D~ NiE, utils
ntp status =~ > N C stopped 23R SN A IGEITHEH LET,

utilsntp start

Command Modes FIE (admin:)

=4
a2 REMEL~UL: 0
Ty 7T L— REEOFR: AR

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—/3, I L W Cisco Unity Connection
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utils ntp status .

utils ntp status

Command Modes

Zoa<y RiE, NTP OBED AT —X 22 FRLET,
utilsntp status

EHE (admin:)

Z %

o<y RERME L ~L,

Ty T L— RO

18 F %% : Unified Communications Manager @ IM and Presence #—E %,

utils os kerneldump

)

TOawYRIE. H—FN I Ty a BT A= RN RMT A — R E T ERE
LET, V—FiF, =NV I T oiadnfltsre, n—hL T4 A7 F - TEaxdx 7
Fy¥ LET,

Note

Command Modes

Usage Guidelines

netdump =~ XV U—28.6(1) 22 HHIFR S 4, kerneldump =2~ FIZE M bk L,

utilsos kerneldump {enable| disable}
B (admin:)

=N T Ty allBETHE, ¥ T Ty I—FMVI—Ou—IV T 4 A7\ aT
T LET, T4~ —3xME, WHAEVIZI28MBEZ THLET, UL, v 7Ty
H—FNVPT— MM LET, I—RNV T Ty aBlNFEETHIT LI, I—FVE 7T kexee
a<w REFH LTy VT v h—F Lz LET,

=4

av s REffEL~L: 0

Ty T L— RO TR

1# %} %: Unified Communications Manager 3 &2 O® Cisco Unity Connection

1

admin: utils os kerneldump enable
***************WARNING*******************

Enabling kerneldump requires system reboot

utils A< K .
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. utils os kerneldump ssh

Would you like to boot the machine (y/n):y
kerneldump enable operation succeeded
System going for a reboot

utils os kerneldump ssh

Zoa~y Rk, A SSH — & A 2—T NV E71ET =7 iz LET, £/, 4B SSH
P NDRATF—H A5 TR LET,

utilsos kerneldump ssh {enable| disable| status}

Syntax Description INS A—  EHEA
3

enable HNES SSH H— % = NE U THDO I —FNE T H—THEE L ET,

disable H—FNE T HWET D KO NCHEE ST /ME SSH — DR — F &2 Hlk L E

R
status HN—RNH T 2T DT OITHMNE SSH Y — "0850E STV D INE I &R L
£,

Command Modes I (admin:)

Usage Guidelines AN SSH B — R TH—FNH T b —E AN, X =T )75 TWTC, D=V T Ty oM
RAELEGEIE, Sy TF ¥ D= N, X7 H2WET D L OICRE S —Nica T
ELUTLET, W—FNE T oA =T NEIET 4 =TS LG &R, BEEZAHIC
THEDICVAT LEZY 7 — T HBERHY F,

= #

g REEL UL, 1

T w77 L— RO W

1%} %.: Unified Communications Manager %5 & U" Cisco Unity Connection

4l

admin: utils os kerneldump ssh disable 10.77.31.60
Disabling kerneldump requires system reboot

Would you like to continue (y/n): y

kerneldump disable operation succeeded

System going for a reboot
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1-F1uFs0s80727—42 ||

A—F A4 YT 108 FVTRATF—H R

Command Modes

ZDa<y R, kdump H—EADRAT—F A& FRLET,
utils os kerneldump status

FIE (admin))

B4
a<w REEL~UL: 0
T T L— REEOAE . AT

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#—E A, Cisco Unity Connection

utils os secure

ZD=a~<r Fit. SELinux BT 52X 2 VT 4 LUV AIRET A0 H L £,

utilsossecure {enforce| permissive| status}

Syntax Description

Command Modes

Usage Guidelines

KIA—
2 FA
enforce
permissive
status

B (admin:)

SELinux 78 L — MR ZHE L7e\n 2 SR LT &, b— MMEIFRIT ipprefs 38 L VP 77—
T Lo T I NET,

Z %

vy MEHEL L ]

Ty 7T L— RO AA]

it %% : Unified Communications Manager @ IM and Presence ¥-— & &

utils A< K .
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B 27 u5rostfarusgsrsvoRys—nariqn

A—T4)TA40sEX2THEEAFIVIRI)I—DO

IN )L

Zoa=y R, BRIl SN TRl SN 2 R4 5 selinux N Y o —F P 2 —/L
BLOZA TO@E 2 B L ET,

utils os secur e dynamic-policies compile policy name

Syntax Description

INT A—  ERER
2

Command Modes

Usage Guidelines

policy Selinux R Y v —FVa— VXA TOHEAO I RANERITTELA T IR
name Vo—Z5E NN LET,

FHE (admin:)

EH
gy REFEL~L: ]
T T L— REEOAE . A RE

18 *4: Unified Communications Manager, Unified Communications Manager @ IM and Presence
P—r

A—T4)Ta0sFa7HFAFIVIRII—)X

Command Modes

Usage Guidelines

SOy P FTRTDARL—F (VT VAT ADFAF Iy 7K Y e b ZDAT—5 %
& HRRLET

utils os secure dynamic-policies list
EHE (admin:)

=2 %

Ay FREL L ]

Ty T L— RO WRE

T x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
‘H_ - t\\ Z

. utils A< K
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1-F UFsostFarsqrsvorys—n—r |

A—T 4 )T q0stFa2T7EFAFIvIR)—A—F

Zoavwr NI, FAFI v IR —Dselinux R Y o —F Y 2 — L& selinux Iz — KL E9,
ZOavwr NI, FAFT Iy I R) =D R TR INIIERAHERE LRI S IZ, Bl —
IV % selinux (ZI@H L E9,

utils os secure dynamic-policiesload policy name

Syntax Description

Command Modes

Usage Guidelines

INS A—  EHEA

A

policy Selinux |22 — RER TV, Al En7-selinux R o —FL 2 — L aHo% ()
name Sy IR —ZEANTTLET,

FHE (admin:)

E
o~ REFEL L ]
Ty U— RO mlfE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
-2

A—T 4 ) Tq08 X2 T7HEEIAFTIYIHR)—DHI|

B

ZDavy NI, AR —T 4 VTV AT AN EAFT I v IR —DTRTDOT —F ZH%
LET, 5—ZI213, selinux 5 DORY I —FVa— D7 rua— e, AEahzR) o—F%
Va—)b, AT, RIS ENER, BIOT A SORIBRAGTENET,

utils os secure dynamic-policiesremove policy name

Syntax Description

Command Modes

Usage Guidelines

INS A—  EHER
A

policy AN FIAEIC R AFT I v IR =L EANTLET,
name

A (admin:)

=M

o< REREL~L: 1

utils A< K .
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B2 vscostxa781F30v 08y v—0%T

T w77 b— RO wRE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
=R

A—FT 4T a0sEFa2T7EAFTIVIRI)O—DRT

ooy RiE, BIRY —odEREN T selinux R —F Va2 —En—RFT5ZLiIcko
TEAINALV—NLERRLET, IV AARKIILES, 20~y REFETLT, a—FR
THIV—IANGETHDZEEMRLET,

utils os secure dynamic-policies show policy name

Syntax Description INS A—  EHBH
>

policy N—NVERRTDHAATI v IR —KEANTLET,
name

Command Modes EHE (admin)

Usage Guidelines = 4
Ay FREL UL ]
T w77 L— RO FRg

T %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—rx

A—T4 )T A0 EF2TREAFTIVIRI)—DH
ba-2RE

oA NiE, selinux fHHFOFLERZHG L, FrLNZ AT v 7K =D FIZZIS & Hi i
L/i—a—o
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A—FUFqosuFaTA4FzvoRyv—BraE |

\}

Note s ZDAT Y RIE, VAT LEEHRE—RICRELET,
e HAFTIvIRY —iF /) — N THERENET, $IfRELT, ZRHORY v—%2x
AR—FEFIFA A= T HZEIITEEREA, ZOHIRFIHIZIE, LFOR AR H Y F
j—O
et X2 UT 4 ORI EFESELNEMEOH DIMNEB L OREL DR > —F Y 2 —
V% selinux (22— R L7Z2WEHITLET,

B AR =T A Faamh—2 a3 Rk =V I TALBTORY —F
Va—NDfEiEEP Ik LET,

utils os secur e dynamic-policies start-recording policy name

Syntax Description INS A—  EHEH

A
policy Selinux 5B L OEKRDORY o —F —Z 2 Gl D554 F I v 7RI —%E2NT
name LT,

Command Modes FIE (admin))

Usage Guidelines E 4
vy NEHEL L ]
Ty 77 L— RO FRE
18 *4:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
F—E A

1I—F 4 UTqosEF1THEAF T voRY S— IR

=]
ZDavwy PRI, AT I v I RY —Dselinx EEOELFELEILELET, Zoa<wr Rk, &
2T L& ITEOREHTE— N (G E— FEITETE— FoWnWFhmiclv Bz 4, Zoe 273,
B OO T ETORICHEE LT RTO selinnx TEEDOT AV Z o S 2EK L £,

N

Note  =/ho0 2B LWER N ARWGS, oo~y FIZKRBLET, RIS, FA4F I v 7RY —n

HN -

HESHh, Zoa<y FeHEMNT2LERDHY £7,

utils A< K .
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. d1—F 4 T4 75y kT +—L Webaccess disable

utils os secure dynamic-policies stop-recording policy name

Syntax Description INT A— 5B

A
policy T 28T OEKRY > —Z 2N LET,
name

Command Modes FIE (admin)

Usage Guidelines E 4%
av s R L~L: ]
Ty 7T L= RO AThE

i %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—r 2

A—F4Y) T4 75 v k7T +—.L Webaccess disable

SSO BEHMT 2> TWAIGE., Zoa~w Ra{HH LT, Cisco OS Administration 3 & OVF ¢ ¥ &
ZYBNRNY AT AT Y r—3g~Da—FOH A A o E2HIBLET,

utils PlatformWebA ccess disable

Command Modes FME (admin:)

EH
o<y REMEL~L: 4
T w7 L— REEOFR: Al RE

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I Cisco Unity Connection,

A—T4)T4TTv bT+x—LWeb 7O E2ADENK

Zoa~y RaEiH LT, CiscoOS Administration 38 X ONF 4 ' AZ Y R U AT LT 7Y Ir—
var~Oa—FoOh A A U EAMILET,

utils PlatformWebA ccess enable

Command Modes EHE (admin)
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A-F4UF4TS5y kIt —LWeb 7o £RZT—42 [

=4
Ay FREL L 4
Ty 77 L— RO AR

1 H %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ X Cisco Unity Connection,

A—FT4VT4 T3V T+r—LWeb7 IV ERRT—4
A
Zoawy REMHLT, YATLADweb T VB ADAT —Z 2 &K R LET, ZiuE. Cisco

OS Administration 33 & U Disaster Recovery System 7 7'V 77— 3 ' C/ 5 v F 74— web 77
YA IR LET

utils PlatformWebA ccess status

Command Modes FH4 (admin:)

EH
Ty FEEL~L: 4
Ty T L— REEOAI R : T RE

1 #4: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

A—7F 1 ') T « processCoreDumps disable
Zoawy RiE, FrtRrar o T EEHICLET,

utils processCoreDumps disable

Command Modes FME (admin:)

E
o~ REFEL L ]
T 77— RO Aaf

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#— ¥t A Cisco Unity Connection

utils A< K .
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. 1—7 1 ') 7 « processCoreDumps enable

A—F 4 ') T « processCoreDumps enable
Zoawr R, TuakvRrar X EEMICLET,

utils processCoreDumps enable

Command Modes FIE (admin)

E H%
A~ NRifEL L ]
T w77 L— RO AT

18 *%:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#—E A Cisco Unity Connection

d—7F 4 ') T « processCoreDumps X 7—%4 X
Zoa<y R, kdump —EADAT =X A& KR LET,

utils processCoreDumps status

Command Modes FIE (admin:)

B4
a2 REMEL~UL: 0
Ty 7T L— REEOFR: AT

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils remote account create
Zoaw R VE—RNTAUY MEERLET,

utilsremote_account create

Command Modes FHE (admin)

Usage Guidelines UE—RrTHUY NI, mATL—XE4AWLET, YAV R— MIYFETZNEHHTS
Lk, THY Y FOREAMMIHOM, VAT AT 7 EATEET,

. utils A< K
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utils remote_account disable .

=4

vy REFEL L ]

7y 77 b— RO THE

1 H %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X Cisco Unity Connection

utils remote_account disable

Command Modes

ZoavwryRiF, VE—RNTHTY NaT 48— TNMITHIENTEET,
utilsremote_account disable

B (admin:)

Z %

A~ RRifE L~ ]

T 77— RO WRE

1 #4:: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, I Cisco Unity Connection

utils remote_account enable

Command Modes

Usage Guidelines

ZOax R, VE—RNTHU L A R—TNMCTH I ERTEET,
utilsremote_account enable

B (admin:)
FIFICHCCTE D UE—F TA T MI 12T TT,

= f

o< REREL ~UL: 1

T w7 L— RO WRE

T %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X L Cisco Unity Connection

utils remote_account status

TDavryRiE, VE—=RFTHI UV FDAT—Z ABERT D ENTEET,

utils A< K .
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. 1—7 1 ') T « remotesyslog set protocol tcp

utilsremote_account status

Command Modes EHE (admin:)
=
av s REEL~UL: 0
T ST L— REEOAL . A RE

1 F %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

d—7 4 ') T « remotesyslog set protocol tcp

Zoawr N, UE— bsyslog b= EDMfFH O m b=z 27 L LD TCP & LTHRE
LEd, /—RE2HEEHLT, BEZHMMLET,

utils remotesyslog set protocol tcp

Command Modes FHE (admin)
EH
avy REHEL~UL: 4
T L— REEOMH: ATl

T# %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

d—7 14 ') T « remotesyslog set protocol udp

Zoawy R, VAT ALETY E— bsyslogh—EDMfFHO7 w2 2% UDP & LTk
LET, /—FEHEHLT, BEEZAHCLET,

utils remotesyslog set protocol udp

Command Modes FIE (admin))
EH
aw REfEL~UL: 4
Ty 77 L— RO AT

18 x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A Cisco Unity Connection

. utils A< K
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1 —7 « ') T « remotesyslog set protocol tis .

d—7 « ') T « remotesyslog set protocol tls

\}

ZDawy RiE, A7 A _LO Transport Layer Security (TLS) 1.2 & LT, U E— | syslog #—/
EOBEHOT e havERe LET, TLS 1.2 #{fHF 5 &, Unified Communications Manager
5 L OV IM and Presence %—E A3, syslog h— "L DX o 7 G b i  TEH X912 F
T ZHAUCKY, 2=T 7 A Fala=r—yaryvXx—Yy s IMand 7 LB A —E AR
W72 FEEDTTA RT A NTHEWT H L D272 £7,

Note

Command Modes

« B o TG syslog M= N3 TLS 1.2 712 kL& R — b L TV D8I DA &
DT, syslogh—SNTLS12 782 oz R —FLTNDHI EEMERLTIIEEN,

e TIEL I IFTAT YT E— RTIE, MERARA NN SNET, 2070, SFHEL
— BT BB A A 4 (FQDN) TH—REZRETHLERH D 9,

J— REfEE LT, ZHAEHHIILET,
utilsremotesyslog set protocol tls

EHE (admin:)

Z %

a2 REffEL~L: 4

Ty 77— RO An]

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
-2

X2 VT saEE %, syslog ¥—/3) 5 Unified Communications Manager 33 2 U8 IM and Presence
P—E R LD tomecat (FFIA N TIWZT v 7 — RTH53BERHY £,

d—7 « ') T « remotesyslog show protocol

Command Modes

Zoavwr RiE, VAT L ETYE— bsyslogh— LG T 57200071 )L H TCP £ 7213
UDP ODWFNTH D0 EnmLET,

utils remotesyslog show protocol

B (admin))

=2

gy REFEL~UL: 0

utils A< K .
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. utils reset_application_ui_administrator_name

Ty 77— FEOMH]: A

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils reset_application_ui_administrator_name
Zoavr RN TV var a—F A =T oA ADFHELE ) By FLET,

utilsreset_application_ui_administrator_name

Command Modes EHE (admin)

2 #
g~ REfEL L ]
Ty 77— RO WTHE

1 % %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ IO Cisco Unity Connection

utils reset_application_ui_administrator_password

Coa<w R TV A=Y ara—W AU A —T oA ADFEMERRAT—RFE Yy FLE
—g—O

\}

Note MEBLORTLEL A/ —RTONRAT—ROEFIZONTIE, HHEATV—-F2Vty b5
A, X THOIMBLOT LE L R/ — KT Cisco Presence Engine —E A 2 {5 | LE 7, /3A
U— K&ty b L&, 73TH / — KT Cisco Presence Engine ¥— & A & fiLH) L £, PE
PFIL L2 LT LB ADREDR LT DR H D720, AT T U AIRIZZDZ AT
EFEITLTLESN, M/ —RETLEBUVR ) — RONRT — REZETT 5550, HrLvSX
7 — K A3Unified Communication Manager O BIAEDE I HZH /AT — R LA L THDH Z L &R L TL
7ZE0,

utilsreset_application_ui_administrator_password

Command Modes I (admin:)

E H
a2 REfFEL~L:

Ty 77— RO FEE

. utils A< K
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d—7 1 ') T « restore_application_ui_administrator_account .

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

d—7 4 ') Trestore_application_ui_administrator_account

Command Modes

ZoawrRiE, T varva—W A LB =T oA ADFHET H U N EEIGLET,
utilsrestore_application_ui_administrator_account

FE (admin)

Z #H
o<y REEL L 1
Ty T — RO An]

%% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E" A Cisco Unity Connection

utils rosters list limited

Command Modes

Usage Guidelines

T=HRXR=ZANT Yy )= RTZOavy FaFETT5&, B0+ vF ¥ —& Mhpid
HAOHEZRR TE E9, GRlUT CLIIC R REanE T,

FHHE (admin:)

Zoa<y FEACT T AMMPICOARETT LI L2 LES, ZOa~vr FTE, B Y
Y NETIRRIR S, B L a— ROFAMNTER RSN EE A, BRI L a3 — ROFLIZONT
IZ. [rosterslist] [watcher | contacts|full] 25t L T 72 &0y,

= H

o< REEL~UL: 4

T T L— RO ARn]
X% IM and Presence — £ 2

utils rosters list full

Command Modes

FT—HRXR—=2ZART Y ¥ )= RTZOa~vy RERITTDHE, B2 9TO watcher 15 L OV
BB DOHANE 7 7 A MIEHZIAND Z LN TEET, 2~ NI, CLIOAHEbERLE
j‘o

FHHE (admin:)

utils A< K .
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. utils rosters list watchers

Usage Guidelines ZOavy RFA T F U AMBRICORFTTHZ E AR L ET,
E H
av s FREL L 4
Ty 77— RO AT
i FH %% : IM and Presence ¥ — b &

utils rosters list watchers

7 AHNOTTOMR R watcher DFEdllZ 7 7 A MZEZ ALK, T—H_X—2RT ) v
V¥ /= RTCZoavry REFITLET, BHREELOEHED CLLICK RSNET,

Command Modes HHY (admin:)

Usage Guidelines ZOaxy NEAT T ZAHHPICORIATT 2 2 AR L £, 7. EITRIIE. CLI
ERZ 77 ANMTOFRIRENET,
= H
a2 REFEL~UL: 4
T w77 L— RO AW
X% IM and Presence — B A

utils rosters list contacts

7T A NOT X COMYIRBAL O E 7 7 A MIEZIATITIE, T—F =T vy
J—RTZoavwy REFITLET, ERIELLEOAFED CLILICK R REINET,

Command Modes I (admin:)

Usage Guidelines Zoawy REA T T AT OREITTHZ EEHERLET,

C: N

o< REMEL ~UL: 4

T 7T L— REEOMH: ]
#Hx%: IM and Presence #— £ A

. utils A< K
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utils rosters delete .

utils rosters delete

IMand 7' LB A7 T A% NOMESR) 72T ~TOD watcher 3 L ONERN 721848 e 2 HIR T 211X, T —
HAR—=2Z)RT ) vy ) —RTZDavy REEITLET,

Command Modes FME (admin)

Usage Guidelines ZOaxy REACTF o AMRPICORTATT 2 2 EA2HER L £, FATHh. BITRMIE. CLI
a7y ANMCHRRINET,

=4

vy R L~V 4

Ty 77— RO AF]
W x4 IM and Presence #—E' 2

A—TFT A )T ARTD2—ILiEAERT DENL
ZDavwrRIE, ATV a— VENTE AT BT LET,

utils scheduled-task disable scheduled-task

Syntax Description INTDA—H ERER

scheduled-task 323 2 UEN B DX AT DL4RFTHNTT LET,

Command Modes B4 (admin:)

E H
g REfEL~L:
T 77— RO ANA]

x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A Cisco Unity Connection

A—TFT A YT A RTD2a—)LEHRZFRIDBEMKL
Zoavwy RiE, ATV a— LV ENTEZ AT BN LET,

utils scheduled-task enable scheduled-task

utils A< K .
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B = vszrva—ngaszsyzr

Syntax Description INSA—4 EH AR
scheduled-task #5352+ 2 BB 5 X 27 DL4TI AT LET,

Command Modes FHE (admin)

Z #H
A~y NRifEL L ]
Ty T L— RO An]

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
#—E A, Cisco Unity Connection

A—TFT A YT ARTD2a—)LiEHAF AT ) X K
Zoa<wy RiE, ATV a— VENTETRTCOF AT 22— ERRLET,

utils scheduled-task list

Command Modes FME (admin)

EH
avy REFEL~UL: 0
T w7 L— RIEOFR: A

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

— — 2= o N o
A—TFT 4 ) T AZTE url /N3 — 2 DEML
Zoa~vy RiE, URLANY = Z T L, 22220 product profile sh7 7 A /VAZH L
¥4, URL XZ — o NE/0BE, Z0avy FIZL > TROITBENSNET,

export TOMCAT EXCLUDE URLPATTERNS="/ucmuser"

utils set urlpattern disable

Command Modes FHE (admin)

E &
g REFEL~L:

Ty 77— RO Anf

. utils A< K
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a—7syroeumss—rosnt |

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

- - =L = O . s
A—T 1) TaAXEul NI —2DEMK
Zoa~vy RiE, URLANY —ZHMT L, 22220 product profile shZ 7 A /VAZH L
£9. URL XY=V 2T 5L, Zoawy RZL> TROITABIMEET,

export TOMCAT EXCLUDE URLPATTERNS=""

utils set urlpattern enable

Command Modes HHH (admin:)
=z 4
g REFHEL~L:
77T r— KRR : AT
1%} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E" X Cisco Unity Connection

utils service
Zoa<wr Rk, Y= RET 7T 474, AT 7T 0 74k, Bth. S, E£EERE L E9,

utilsservice {activate|deactivate|start | stop | restart} service name

utils A< K .
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. utils service list

Syntax Description INS A—A EHER

srvice name 3 RICF LY —EADZH AR LET, LFIChlEZRLET,
* System NTP

» System SSH

* Service Manager

* Cisco DB

* Cisco Database Layer Monitor

» [Cisco Unified Serviceability]
ZO—BETRTEMREL CWDIDITTELY FHA, /—FOTXTOF—E X
YA RNTHITE, utilsservicelist 2> REATLET,

Note A Z > R7 | Cisco Prime License Manager @ Cisco Tomcat ¥ — &2 %
EH 5 I21%, utilsservicerestart Cisco PrimeLM Server =1~ > R % 5247
L Y= iHEHLET,

Command Modes FME (admin)

E H
g REFHEL~L:
Ty 7 L— REEOAE . ANHE]

T *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—1r 2 ¥ LU Cisco Unity Connection

utils service list
Zoawy KL, T_RTOY—EZ2DY X MEEALET,

utilsservicelist [page]

Syntax Description INS A—  EHER
>

[page] Mz —JEIC I =T ORRLET,

Command Modes FHE (admin))

24

A~ NRifEL~L: 0

. utils A< K
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utils service auto-restart .

Ty 7T L— RO ]

%} %:: Unified Communications Manager @ IM and Presence — & &

utils service auto-restart
Zoa<wry NI, IBRELEY—EREZHBEITEIELET,

utilsserviceauto-restart {enable| disable| show}

service-name
Syntax Description INS A—4 24 B
enable HERHEE 2 B4 L £,
disable HEIf RSz L ES,
show P—ERADAT —H ZAEFRL
7
service-name PG, 151k, FEERT D

P—ERADHHERLET,
* System NTP
* System SSH
* Service Manager
* Cisco DB
* Cisco Tomcat
* Cisco Database Layer Monitor

* [Cisco Unified Serviceability]

Command Modes FME (admin:)

E H
av REFEL~L: ]
Ty 77— RO AT

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I L Cisco Unity Connection

utils A< K .



. utils service start

utils service start

ooy RN, Y—EREZE#HLET,

utils service start

Syntax Description

INTA—  FREA
3

service BEEOBETHR TELAY— AL EANTI LET,

Command Modes

FHE (admin:)

24
oy REFEL~L: ]

T 77— RO AW

utils 372 F |

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, ¥ I Cisco Unity Connection,

utils service stop

Zoa<wy NI, v RxEEERELET,

utils service stop

Syntax Description

Command Modes

INTA— FifA
3
service BHORETHETE L —EADLHZA LET,

EHE (admin:)

=4
o< }\fl’jj‘:/l‘ﬁ L~Ub: 1

T 7T L— RO AW

T *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—r X, B I Cisco Unity Connection,

. utils A< K
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utils snmp config 1/2c community-string .

utils snmp config 1/2c community-string

IDAVETIT 4T avr RiE, ala=7 4 AN U7 EEN, IR, UA NRREZIETE

WLET,

utils snmp config /2c community-string {add |delete |list |update}

Syntax Description

INS A—  EiEA

add FrlLnwala=F1 A ) rZBEMLET,

delete a3a=F 4 AR UTEYEIKBLES,

list TR_RTCHaIa=F4 AT %Y X MERLET,

update a3a=F4 AN EEFLET,

Command Modes

Usage Guidelines

EH#HE (admin:)
VAT ALV NRT A=HEDANIBRRD LN FET,

R DETEHINIT D701, SNMP Master Agent b — EARFH RIS NET, a2~ FOERIT
B, HRENETT5ETHIELAZNnTLZS W, Y= RAOHEHTICa~y Refik Lz
W&, utils service list Zf#H LT [SNMP Master Agent] O —E R A7 — X X &R L F
T, P—EZARET T L TWVWAEEIE, utils service start SNMP Master Agent LT —
EA &ML ET,

Z &
o< REFEL~L: 1
Ty L— RO TR

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

utils snmp config 1/2c inform

IDAETIT 4T awr Rtk A7+ —LBHOEEEM,. I, VA MRRELITE

utilssnmp config /2cinform {add |delete |list |update}

utils A< K .
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. utils snmp config 1/2¢ trap

Syntax Description INS A— AR

add WERDBE S EBIN L E T

delete WA O 2 W L £,

list BHIOEHZTXTY A FERLET,

update BB ZETH LET,

Command Modes FHE (admin)

Z 4
T %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— B X Cisco Unity Connection

utils snmp config 1/2c trap
DA ET T 47 avy N, by THEMICEEESAET,

utilssnmp config L/2ctrap {add | delete| list | update}

Syntax Description INS A—  EHEH

add M2 DA 2 =T 4 AR U ICHEEMTOREH L vl2e T v S
WO EBEMLET,

delete BEAr D v12c b T v THE OGS OBGEH R 2 IR L £ 7,

list RERESNTND vI2e F Ty TilME Y A FERELET,

update BEAED v12e b T v TIBA O OREREETH L £,

Command Modes B4 (admin:)

E &
o=y FEEL L 1
T w7 T L— REEOER . AlfE

T %1% : Unified Communications Manager 3 &2 O" Cisco Unity Connection

. utils A< K
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utils snmp config 3 inform .

utils snmp config 3 inform
IDAVETIT 4T avy Rid, v3A4 74— MBI EL 52X £7,

utilssnmp config 3inform {add |delete |list |update}

Syntax Description INT A—  EiBR

add WO SHUTE v3 =P ZITBHEATT S8 L v3 A & 7 o — DA OS5 A8 N
L/jz—g«o

delete BEAE D v3 A > 7+ — DIHAN DS DO E TR A HIRE LET,

list WERE SN TWD VI A 7+ —Ail5E Y A NRIRLET,

update BEAED v3 A > 7 F— DA DSE S D% B TS A i L7,

Command Modes EHE (admin)

Usage Guidelines VAT B E O RTA=HZDANIBRDHNET,

BOE DA AT D 72012, SNMP Master Agent — E AN REI SN E T, o~ ROFAT
RiE, FREAETT2ETHELRVTIZS Y, = AOFRE)IC 37/%%¢¢Lt
AL, utils service 1ist Z2f#ifH L C rSNMPMasterAgentJ DY —ERRT—F ZAEMRAL

T, P—EZARET T L TWVWAEEIE, utils service start SNMP Master Agent At L/VC‘H_‘—
EAEHELET

C
g~y REfEL -~V ]
Ty 77— RO WHE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

utils shmp config mib2
ZOAUETIT 47 avwr KiE, Mib2 e RICEEES 52 9,

utilssnmp configmib2 {add |delete |list |update}

Syntax Description INS A— AR

add Mib2 Bt zEin L 9,

utils A< K .
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. utils snmp config 3 trap

INS A—  EiEA
A

delete Mib2 #efEREH R L ET,

list Mib2 ik etz U A MR LET,

update Mib2 et mz2 B L E 9,

Command Modes FE (admin:)

Usage Guidelines VAT AL RTGA=ZDANIBRDHIET,

B4
a~ Y REFEL~L: 0
T T L— REEOAE . A RE

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp config 3 trap
IDAET T 47 avy N, My THMICEEESAET,

utilssnmp config3trap {add |delete |list |update}

Syntax Description INT A—  EREA

add B SN v =P LICHEEM I SR LWV N Ty T OmLEEN L E
D

delete BAFD v3 b7y T OREOBGERREHIR L ET,

list BERESNTWD V3 b7y 7ilisnEd ) 2 hERLET,

update  WEAED V3 kT v TIA O OBGENRE FH L E T,

Command Modes EE (admin:)

Usage Guidelines VAT HZEORTGA—EZDANIBRD HIET,

EH
o<y REMEL~UL: 1

T w77 L— RO ARE

. utils A< K
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utils snmp config 3 user .

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp config 3 user

TDAVETIT 4T avr NiE, v3a—VREICEEELS X ET,

utilssnmp config3user {add |delete |list |update}

Syntax Description

Command Modes

Usage Guidelines

INTA—  FRER

add VIRBREE T T AN — RAT— REMFH LTl LWV 2—HF 2L £7,

delete WAr D v3 2=V OFGERfRREHIR L £

list PERETENTNE VI 2—F 5T 2 NFRLET,

update BEAED v3 2 —H O e IR Z2 T L £,

FHE (admin:)

VAT IAILDRTGRA—=HDANIINRD BN FET,

Z %

g~ REEL L. ]

Ty 7T L— RGO AR

18 #%:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t & Cisco Unity Connection

utils snmp get

DA VET T 47 avwy NiE, 18E L7 MIBOID 0152 L1-3—2 3 &2 fdi 1] LT SNMP
T—HERELET,

utilssnmp get version

Syntax Description

NG A—H i

version SNMP N — g &g LE
T, FRETE DML, 1. 2¢ F
72133 T,

utils A< K .



. utils snmp get 1

Command Modes

Usage Guidelines

utils 372 F |

INT A=A & AR

community SNMPa X =2=F 4 AFNY T
e LET,

ip-address P— 3D IPv4d £721L IPv6 7 R

LVAZRELET, n—hLak
A N EfRET D561,

127000 AN LFET, 7T A
ZNDRD /) — KD IPv4/IPv6
7 RLVAEZANSLL, 2D —F
ECavr Fe®irtEsd,

object 342 SNMP A7 ¥ =7 k
ID (OID) #¥gwE LET,

77 AL a<vy N ERET D7 74
NERELET,

EHE (admin:)

MIBWDORFEDOID (V—7) I LT Da~vwy REFETLEEE. £DOMIB ORI E SN E
T, T2 z2E, VAT ABEREAEBRET 5551, 150.3.6.1.2.1.25.1.1.0 = Timeticks:
(19836825) 2 days, 7:06:08.25 & 720 £97,

UE—hHRA FDIPVAIPV6 T RLAZIRET D L, 2~ RV E— KRR M THEITENET,
IPv4/IPv6 7 KU ANMBETE, FAAL VZIIfFHATEEEA,

E H

gy REFEL~L: 1

T w77 L— RIEOER: T

1 F %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#—E A Cisco Unity Connection

utils snmp get 1

Zoawry RNiE, EBELEMIBOID ON—Y a1 2 LT, SNMPF—4% 28 LE T,

utilssnmp get 1 version

Syntax Description

INS A—  EiEA
A

version SNMP N— = UZ2fRE LET, FEETEHMEIE. 1, 2¢ £7201E3 TF,

. utils A< K
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Command Modes

aA—7F 4 ')T 4 snmp get2c .

INS A—  EiEA
A

community SNMP 2 X == ¢ A U F&fEE LET,

ip-address  #—/ 3D [Pv4 7213 IPv6 7 RL A ZIEE L E T, n—HhL KRR NEIRET 558
1, 127.000 AN LET, Z7TAXNORD ) — RO IPv4/IPv6 7 KL A% XN J
L. 20/ —FETawr ReFITTEET,

object 425 SNMP 47 =2 ~ID (OID) #¥gELET,

TrAN avw R NHNERGETH 7 AV ERRELET,

FHHE (admin:)

EH

o< REFEL~L: 1
T T — FREOER: "R

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
Y —E X Cisco Unity Connection

d—7T 4 ') 7T « snmp get2c

Zoa<y RiE, BELIZMIBOID OX— 5 2 2 2L C, SNMP 5 —# 285 L4,

utilssnmp get 2c version

Syntax Description

INS A—  EiEA
A

version SNMP "—v a v &EfRELET, FRETX A, 1. 2¢ £721X3 T,

community SNMP =X =2 =5 ¢ X h U 7 %45 LT,

ip-address 4 — XD [Pv4 771X IPv6 7 FL AZJeE LET, u—h/L KA M EIEET 548
X, 127.000 AN LET, 7T AZNDOHD ) — RO IPV4/IPv6 7 KL 2% N )
L. O/ —FLETavwyr FEFEITTEET,

object W54 2% SNMP A7 =2 K ID (OID) #¥5E L £,

TrAN avr N ERGETH 77 ANV ERELET,

Command Modes

FHE (admin:)

utils A< K .



. utils snmp get 3

utils 372 F |

=4
vy REFEL~UL: ]
Ty 77— RO AR

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

utils snmp get 3

{RE L7Z MIBOID ® SNMP 5 — 4 Z# B8 L £,

utilssnmp get 3 version

Syntax Description

Command Modes

INS A—  EEER
A
version SNMP N— = U &2fRELET, FEETEHMEIT, 1, 2c £741E3 TF,

community SNMP 22X == ¢4 A U L Faf8E LET,

ip-address  #— 3D IPv4 £ 721X IPv6 7 RL AT LET, u—h/L R A MNEisET 554
i, 127.000 A LET, 7 ITAZHDOFHD ) — KO IPv4/IPv6 7 KL A% N )
L. ZDO/)—FLETavwy FEFETTEET,

object B34 2% SNMP 472 =2 ~ID (0OID) Zi5&E LE7,

TrAN avr NHhERGET D77 ANV ERELET,

FHE (admin:)

EH
gy REFEL~L: ]
T T L— REEOA . A

1 *4: Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp hardware-agents

Zoa<wr NI, =N EOSNMP = — v MIEELE 2 F4,

utilssnmp hardware-agents {status |start |stop |restart}
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utils snmp test .

Syntax Description

Command Modes

INS A—  EHER
2
Status N= R 2T RUFL—ICE o TSR TS SNMP ==V = hDRAT— 4 A%
TR LET,
Note ZDavwy RTHE, AT—XARRT 2=V MNETNRERINET,
TRCDON—=KR 27 2=V hPRAT =X AR/ ThHIFTiEdb o £8
/\./0
stop IN=R 27 R =2 Lo TIRE‘EENTHNETXTOSNMP =—V = o &R
LET,
restart IN= R 27 RUF— |2 Lo TREENTWDETRTOSNMP = — = > b & Hile
FHLFET,
start N R 27 RUE— Lo THREENTWDETRTO SNMP = — = > &[G

L/jz‘g—o

EHE (admin:)

Cs

a~ v REffEL~L: 0

Ty 77— RO WEE

1 *%:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp test

Zoawy R, va—HF/Usyslog, UE— b syslogllHh 7N 7o —A%IEGFELET,

Command Modes

utils snmp test

EHHE (admin:)

=4

g REFHEL~L:

T 77— RO WRE

T x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E" A Cisco Unity Connection

utils A< K .



. utils snmp walk

utils 372 F |

11
admin: admin:utils snmp test

Service Manager is running

Test SNMP Trap starts with Local Host Name, Specify a Remote Sever Name to test Remote
Syslog

TestAlarmInformational sent [Returncode=0]

TestAlarmEmergency sent [Returncode=0]

TestAlarmAlert sent [returncode=0]

TestAlarmCritical sent [Returncode=0]

TestAlarmDebug sent [Returncode=0]

TestAlarmNotice sent [Returncode=0]

TestAlarmWarning sent [Returncode=0]

TestAlarmError sent [Returncode=0]

TestAlarmWindows sent [Returncode=0]

Message from syslogd@ipcbu-plat44 at Sat Jul 17 03:56:11 2010

ipcbu-plat44 local7 0 : 1: ipcbu-plat44.blr.eng: Jul 16 2010 22:26:11.53 UTC :
%UC_-0-TestAlarmEmergency: %[AppID=Cisco CallManager] [ClusterID=] [NodeID=ipcbu-plat44]:

Testing EMERGENCY ALARM

utils snmp walk

TDAVET T 4T avy NiE, IBELEA—Y g VAL TSNMPMIBAZ 7 +—27 L., 45
EL7-0ID Tl L £,

utilssnmp walk version

Syntax Description

INS A—  EHER
2
version SNMP N—v a v &EIRELET, FRETX DM, 1. 2¢ £721X3 T,

community SNMP =X = =5 ¢ X h U 7 %35 LT,

ip-address  #— 3D IPv4 F721X IPv6 7 RL A ZE$5E LET, u—h/L R R MNEfsET 5854
X, 127.000 AN LET, 7 ITRAXHOFHD ) — RO IPv4IPv6 7 KL A& N
L. #O/)—FRETavwy RE5TTEx £,

object U+ —27%F%SNMP A7 =2 hID (OID) #f5% LET

TrAN avr N hERGETH 77 ANV ERELET,

Command Modes

EHE (admin:)
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utils snmp walk 1 .

E H
g REFEL~L:
T 77— RO wlfE

1 H %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

15

MIB © ‘—7@7_%] LT snmp walk 75?%1T‘3‘%) & N %ZIKE’:”: lutils snmp get ...|] AV
Rl ENED L AL AEAONET, BT, T 2Ty AT ABMEHH AR LTl
i‘ﬂ‘o

is0.3.6.1.2.1.1.1.0 = STRING: "Hardware:7825H, 1 Intel(R) Pentium(R) 4 CPU 3.40GHz, 2048
MB Memory: Software:UCOS 2.0.1.0-62"

is0.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.9.1.583
is0.3.6.1.2.1.1.3.0 = Timeticks: (15878339) 1 day, 20:06:23.39
iso.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.0 = STRING: "bldr-ccm34.cisco.com"
iso.3.6.1.2.1.1.6.0 = ""

is0.3.6.1.2.1.1.7.0 = INTEGER: 72
is0.3.6.1.2.1.2.1.0 = INTEGER: 3
iso0.3.6.1.2.1.2.2.1.1.1 = INTEGER: 1
iso0.3.6.1.2.1.2.2.1.1.2 = INTEGER: 2
iso0.3.6.1.2.1.2.2.1.1.3 = INTEGER: 3
is0.3.6.1.2.1.2.2.1.2.1 = STRING: "lo"

Press <enter> for 1 line, <space> for one page, or <g> to quit

utils snmp walk 1

Z @ interactive 2~ > RiX, 82 S7= OID TIEE D SNMP N— 3 1 #1§ ] L T SNMP MIB
AU —7 LET,

utilssnmp walk 1 version

Syntax Description

INS A—  ERER
A
version SNMP R"— g v aigE LET, FEETX DT, 1. 2¢ £721X3 TF,

community SNMP 22X == 4 A U L F a8 ELET,

utils A< K .



. utils snmp walk 2¢

Command Modes

utils 372 F |

INS A—  EiEA

ip-address  #— 3D IPv4 £ 721X IPv6 7 KL A& E LET, u—h/L R A MNEfseT 5854
I, 127.000 AN LET, 7 ITAXHOFD ) — KO IPv4IPv6 7 KL A& N )
L. O/ —FLETavwyr FEFEITTEET,

object U+ —27%F%SNMP A7 =2 FID (OID) 4#f5% LET

TrAN avr N ERGETH 77 ANV ERELET,

FHE (admin:)

EH
o<y REHEL~UL: 1
T T L— REEOAE . A RE

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils snmp walk 2c

Z @ interactive =~ > Ri, F8E &47- OID TIEE % SNMP RN—3 5 2 2¢ 4§ ] L T SNMP MIB
U4 —7 LET,

utilssnmp walk 2¢c version

Syntax Description

INTS A—  EHER
2

version SNMP N—V a U AIRELET, FRETE AL, 1. 2¢ £721X3 TT,

community SNMP =X == 41 A Y L 7 &EELET,

ip-address  #— XD IPv4 F721X IPv6 7 RLZAZIEELET, u—HhL AR MR ET 5548
1L, 127.000 AN LET, 7T AXNOHD /) — KO IPv4/IPv6 7 KL A% N )
L. #O /) —RKLETa<vy FEEITTEET,

object 74 —2F5HSNMP A7 =7 FID (OID) #$5E LET

TrAN avr P eRETL7 7 AV EIRELET,

Command Modes

FHE (admin))
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utils snmp walk 3 .

2%
av s RRfEL~L: ]
Ty 77— RRE O WHE

1 H %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

utils snmp walk 3
IDAVETIT 4T a~vr NiE, EELZOID 225, SNMPMIB 27 +—727 LET,

utilssnmp walk 3 version

Syntax Description INT A— 5B
3

version SNMP N— = U&2fRELET, FEETEHMEIE, 1, 2c £741E3 TF,

community SNMP 22X == ¢4 A U L F a8 E LET,

object 74+ —2F5SNMP 47 =2 FID (OID) #45E LET

ip-address  4-— XD [Pv4 £721%XIPv6 7 RL AZJRE LET, u—HhL RA MEIEET D55
X, 127.000 Z AN LET, 7T AFXHNDRID ) — KD IPvAIPv6 7 KL A& N )
L. #O/)—FETa~wy FEFEITTEET,

TrAN avr NHhERGET D77 ANV ERELET,

Command Modes FIE (admin:)

E H
o<y REHEL~UL: |
Ty 77— RO Al

1 *4: Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥t A Cisco Unity Connection

utils soap realtimeservice test
Zoa<wyRiE, VE—K =R ETWLOMNDT AN F—A&FITLET,

utils soap realtimeservice test [VE—Fipl Y E—F UE— | hitps XA T — K

utils A< K .



. utils sso

utils 372 F |

Syntax Description

INT A=A 7 BR

remote-ip FARMEL B —ROIPT RLAZIEELET,

remote-https-user SOAPAPLIZT 7 B AMED B D2 —HH &g LET,

remote-https-password SOAPAPIIZT 7 B AMEDBHAT 7y NONRAT— REFEE LET,

Command Modes

utils sso

FHE (admin))

EH

o< REMEL~UL: 0

T T r— FIEOER: ]

1 %} %: Unified Communications Manager, IM and Presence @ IM and Presence $— & A, Cisco
Unity Connection

ZMa< i, SAML SSO bz B4 B A it UE 4,

utilssso {enable| disable| status}

Syntax Description

Command Modes

INS A—  EHER

2

enable SAML SSO ZH @I T& 5 Cisco =7 7 A K CM Administration D357 Z 2L L &
KR

disable SAML SSO _— 2Dt =T 4 B—7 M LFET,

status SAML SSO D AT — % A& L4,

EHE (admin:)

E H
avy REFEL~L: ]
T ST L— REEOAE . AN

1 %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

1

Admin: utils sso enable
*x% [ A RNTING *x*

. utils A< K
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utils sso recovery-url .

SSO cannot be enabled using CLI command

To enable Cluster wide SAML SSO please access
Cisco Unified CM Administration Page->System->SAML Single Sign On

utils sso recovery-url

ZDa< RiX, SAMLSSOX—ADRFED Y 5373 URLZ A R—T )VETIEZT 4 E—7MiC L
i‘j‘o

utils sso recovery-url {enable| disable}

Syntax Description ;{5 4 — %A
A
enable SAML SSO _X—AZADFF DY #3) URL A F—7 ML £,

disable SAML SSO _X—ZD#FED Y XY URLEZT 4 B—T7 M LET,

Command Modes FIE (admin))

ZE #H
A~ RRifEL L ]
T 7T L— RO A fg

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

utils system restart
Zoawr RiE, AU ARA—=T v a vy TUVAT AEHEHTHIZ ENTEET,

utils system restart

Command Modes I (admin:)

Z H
o=y REfEL UL 1
7y T — RO An]

T *%: Unified Communications Manager, Unified Communications Manager @ IM and Presence
#—1" A Cisco Unity Connection

utils A< K .



. utils system shutdown

utils 372 F |

utils system shutdown

Command Modes

Usage Guidelines

A

DAY RE, VAT LEVY Y MU T HIENTEET,
utils system shutdown
FHE (admin:)

Zoavwry RiE SHTHEALT T MLET, VATLARSHUNICYY v M T LW E
X, By N ERITT AT a VBRI NET,

Caution

A~ o mBY—RDOY ¥ v AU URBIOHEENEH ShD & 77 A0 VAT AR
THAREMENH D £,

Z %

o< FEEL~L: ]

Ty 7T L— RGO AA]

1 F %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
#— ¥ A Cisco Unity Connection

utils system switch-version

Command Modes

Zoavy R, T I T4 TR T 4 a T UAT AEFHREHT AL LN TEET,
utils system switch-version

FHE (admin:)

Z H%
o< REREL~L: 1
Ty T U— RO An]

x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—1 2 ¥ I Cisco Unity Connection

utils system boot

Zoa<wy NI, VAT A T NHHOREGEREV XA LI P LET,

utilssystem boot {console| serial}

. utils A< K
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utils system upgrade .

Syntax Description INS A— AR
3

ayy— VATAT—FHIRI—NIZVEA LT FENET,
JL

UTN VAT AT —MHANCOML (YU TN R—F D IV EA LT FERET,

Command Modes HH¥ (admin:)
=4
v FREHEL~UL: 0
T w77 L— RO TR
T %} %.: Unified Communications Manager %5 & U® Cisco Unity Connection

utils system upgrade

Zoawy REfHT 5L, 7 v 7/ L— RE L Cisco Option Package (COP) 7 7 A /L%, °—
FANEVE=ROWEDT 4 L7 FUNHA A=V TEET,

utilssystem upgrade {initiate| cancel | status}

Syntax Description NS A—4H L)
cancel TITATRT v T T —Rexx oL Ed,
initiate HMLWT v 77— R U= NE[GHT 20, BEOT v

JU—=FR U4 P =KL ET, V4P —F2Lh Y —2p
DT T VL—=R 77 ANDEiaNT 5L oKD NE
—dAO

status T T V—RDAT—H AL RLET,

ATV R E—F
EHE (admin))

FEREODHA FS1Y
VAP —=RICEoT, Ty 77— RICHTLEREANNT DL ITkdohET,

VLT VX IMERT v T T L — RA A=V R RESILTN DT — DT LT Uy AR D
HIELHEMRLET, =Ty A Ralashr—ar~<F—TVy—2TV vy /) — K%
TyT 7 L—=RLTELT, UANCZD/ —FR&7 v 77 L —RLTWaEHHIE, "7V v
VX /= R0 LTy VDX T a— REAfiH]TTE £, [Use download credentials
from /X7 U ¥ OF 7 4V MEIK [yes] T,

utils A< K .



. utils system upgrade

utils 372 F |

N

Note (%D FTAK ) —RET v T I L—RTHEECOR, T Y v ¥
J—RKmbpFyra—R7 LT oy y VETEES, 2ot
vald, VIAXEEROT v L— RIZIZEH I nNEEA,

* [Upgrade file source: 7 v 77 L — R 7 7 A ADBMRAE STV ST — DG &2 AN LET,
0—HNY—Z(CD £721ZDVD) BT v 77 L— R4 52 &, FTP £721% SFTP 248
LCVE— RN v T TV —=RIT 7 ANV EX T m—RTHIEHTEET, E0iE, Fr o
BAVBERICT v 77 L — REFHT55E, =N A A=V Y —2F T v a v EFH
LT, UM A o —RLEET v 77 L —R7 7 A VEFHTE £,

(XU ru— RBIZT v 77 L — R %&%i4T (Continue with upgrade after download)]: 7~ 77 L —
RZ7ANBNE T ra—REnNdE, Ty 77— REABNICEITT D0 E > EiReT
HMBENH Y £9 (T 7 40 MEIZ [TV (yes)] T)e HEINIZT v 77 L— R+ 52 L 2
WUL7G. Ty 7 L FETZIESHA OFFIERR SN ET A, % (130 (yes)] E721H [V
WZ (o) IZERET D &L BIEIXT AT HITHD £,

NR=T gAY TF T T T =R T T 5 e L= g STHBIMICYIY B
ZDMMEIMEIRET DUENDH Y E£T (T 7 4/ MEIX WX (n0)] TT), Yes &EATT
LHEL VAT ATH L=V a ) by, 7y 77 L— ROSE TRICHEIIC i
FHLET, lHE 1TV (ves)] L7201 [V 2 (n0)] ITRGE L7256, iGEIXY AT AT Y £
7T

=4
g REFHEL~L: 0

T %% : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—1" A Cisco Unity Connection,

Note

JIARBEDT 77— RPEATH T, CLIZHEHLTHOT v 77 L— KB snd &, K
DA =V NERENET,

A cluster upgrade is in progress. You can check the status of the cluster upgrade using the
CLI or GUI of the CUCM Publisher.

1

admin:utils system upgrade initiate

Warning: Do not close this window without first canceling the upgrade.

Warning: A cluster upgrade is in progress. You can check the status of the cluster upgrade
using the CLI or GUI of the CUCM Publisher.

Use download credentials from Publisher (yes/no) [yes]:no

Source:

. utils A< K
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utils system upgrade .

1) Remote Filesystem via SFTP

2) Remote Filesystem via FTP

3) Local DVD/CD

4) Local Image<UCSInstall UCOS 12.5.0.98000-889.is0o>
q) quit

Please select an option (1 - 4 or "g" ): 4

Please enter SMTP Host Server (optional):

Checking for valid upgrades.

Please wait...

Available options and upgrades in "upgrade" directory:

1) UCSInstall UCOS 12.5.0.98000-338.1iso0

q) quit

Please select an option (1 - 1 or "g" ): 1

Accessing the file.

Please wait...

Validating the file...

A system reboot is required when the upgrade process completes or is canceled.
This will ensure services affected by the upgrade process are functioning properly.
Downloaded: UCSInstall UCOS 12.5.0.98000-338.iso

File version: 12.5.0.98000-338

File checksum : (MD5): 8f:ce:0b:12:6b:d5:6f:d5:fd:25:d9%:aa:12:d0:d5:30

(SHA512) :

84ac0fd21723173ae89£1c01 9262085246941 1 785ae8e 5500804260942 fdc] ce07e0c9%e3ac o014 7812£239f 38390 2bc44d5161€bf 1361 7c3050
Automatically switch versions if the upgrade is successful (yes/no): yes

Start installation (yes/no): yes

1

admin:utils system upgrade initiate
Warning: Do not close this window without first canceling the upgrade.

Use download credentials from Publisher (yes/no) [yes]:yes

Using publisher setting

Checking for valid upgrades. Please wait...

Available options and upgrades in "10.65.104.39:/var/sftp/uploads":
l.dp-ffr.3-1-7.NL.k3.cop g) quit

Please select an option (1 - 1 or "g" ):

ILE

admin:utils system upgrade initiate

Warning: Do not close this window without first canceling the upgrade.
Use download credentials from Publisher (yes/no) [yes]:no

Source:

1) Remote Filesystem via SFTP

2) Remote Filesystem via FTP

3) Local DVD/CD

4) Local Image<UCSInstall UCOS 12.5.0.98000-889.iso>
q) quit

Please select an option (1 - 4 or "g" ): 4

Please enter SMTP Host Server (optional):

utils A< K .
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. 1—7 « ') 7T « system upgrade cluster

Continue with upgrade after download (yes/no) [yes]:

switch-version server after upgrade (yes/no) [no]

Checking for valid upgrades.

Please wait...

Available options and upgrades in "upgrade" directory:

1) UCSInstall UCOS_12.5.0.98000-338.1iso0

q) quit

Please select an option (1 - 1 or "g" ): 1

Accessing the file.

Please wait...

Validating the file...

A system reboot is required when the upgrade process completes or is canceled.
This will ensure services affected by the upgrade process are functioning properly.
Downloaded: UCSInstall UCOS 12.5.0.98000-338.iso

File version: 12.5.0.98000-338

Automatically switch versions if the upgrade is successful (yes/no): yes

Start installation (yes/no): yes

d—T «4 ') T 4 system upgrade cluster

Zoavwy REMHTLE, a— VT AL 7 NIBLXORVE—N T4 L7 NUDBT TAH
/ — I (Unified Communications Manager 33 & T8 IM and Presence) & Cisco Option Package (COP)
TFANDT v T T =R VA= TEET,

utils system upgrade cluster {initiate| cancel | status}

Syntax Description INSSA—4 Hoi:]
cancel TITATRT v T T —ReXxx L LET,
initiate HMLWT w77 L— R U — RERGET L0, BFED7 T A

DT v T TL—FR 74— REHHELET,
ZOFFvarEflTLE, =77 Rala=Fr—ar
TR =T =T N NS TARAEEERKDT ST L— K&
RITTEXET,
IOFTaiE, =77 A Ralash—varvRr—Uy
VTR TANREFFZIIMBIO T LB A — RTiER, =
=7 Rala=r—ar<v32—%—XT Y v ¥ TOI
fFHCTExET,

status T T T L—RDOAT—H 2% ERLET,

AR E—F
FHHE (admin:)

FEREDHA K542
VAP —=RICE-T, 7o 7 7= RCHTLMHREANT L) ckobnEd,

. utils A< K
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3—7 4 ') T « system upgrade cluster .

VLT UVXNMER:T v T T — R A=V R REENTVDE =D T LT Uy LR H
LT LEMRLET,

* [Upgrade file source: 7 v 77 L — R 7 7 A W PMFAE SN TN D — "Dl N1 LE T,
n—7 )Y —Z(CD £721ZDVD) 267 v 77 L— R$5Z &4, FTP £721% SFTP % ff ]
LCTYVE— "N T T L= R 7N EF T ya—RT5ZLHTEET, £0F, v
YABERIZT v 77 b— REFHHT 551, a—hn A A=V V=24 T2 a3 U EAH
LT, Ui v re—RLizT7 v 77— R7 7 A VB TEET,

[FTru— RIRIZT v 77 L — R %&%i4T (Continue with upgrade after download)]: 7~ 77 L—
RZ7ANBE T a—RENLE, Ty 77— REAICEITT D20 E I D EiiET
LN £ (F 7 40 MEZ [TV (ves)] TF). HEIRIZT v 727 L— 45 Z & &
WU, T= v 7 A EILSHA OFF TR RSN EE A, HZ 1L (yes)] E720F [
WA (o) IZRRET D & BUEILY AT LD 7,

RV g VAL TF T T T T L= RRRETTDHE, HT L= 3 IZHEIICY) D B

ZDMMEIMEIRET HDUENRDY T (T 7 4V MEIX [V 2 (no)] TT), Yes &EA ST
LHE, VAT ATHLWA=U g )0 by, Ty 77 L— RO TRICHBIICHER
FHLET, HE 1TV (ves)] T2 [V 2 (n0)] ITHGE L7236, EIX Y AT AR D %
SR

=2
a< > REFEL L 0

1# %} %: Unified Communications Manager @ Unified Communications Manager,

Note

W) = FOT v 77 L= RBETHT, 7 7RZOT v 77— FBHIAS D L, RDA >
T-UNERRENET,

failed (Local upgrade is in progress.)

CLLE/iFa—HY A =T ZAZMHLT, 22774 Falia=r—varvx—Y ¥R
TV oy T/ = NOT v 77 L— RBREATHOYG, CLLEZILT A2 0T v 77
L= FERBT 2L, KOAyE—URERINET,

A Single-node upgrade is in progress. You can cancel the upgrade to initiate Cluster upgrade.
A=A B =T 2 A AETFCLLZ LT, 2=7 74 Fala=r—varvx—U ¥
TV T IALT v 77— Rty va U RETPOEEE, CLLZH L TR 7 7 2
Fryvarehlihtoe, DAy E—VRERINET,

Another user session is currently configuring a cluster upgrade. Assume control (yes/no):
yes

1

admin:utils system upgrade cluster initiate

Warning: Do not close this window without first canceling the upgrade.
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. 1—7 « ') 7T « system upgrade cluster

Source:

1) Remote Filesystem via SFTP

2) Remote Filesystem via FTP

3) Local DVD/CD

4) Local Image<None>

q) quit

Please select an option (1 - 4 or "g" ): 1Directory [/home/image/BOTH]:

Server [10.65.104.19]:

User Name [image]:

Password [******]:

Please enter SMTP Host Server (optional):

Continue with upgrade after download (yes/no) [no]:

Switch-version cluster after upgrade [valid only for ISO] (yes/no) [no]:

Checking for valid upgrades. Please wait...

Available CUCM options and upgrades in "10.65.104.19:/home/image/BOTH":

1) UCSInstall UCOS 12.5.0.98000-541.1iso0

2) UCSInstall UCOS_UNRST 12.5.0.98000-541.iso
3) ciscocm.free common space vl.l.cop

4) ciscocm.migrate-export-vl.20.cop.sgn

q) quit
Please select an option (1 - 4 or "g" ): 1

Available IMP options and upgrades in "10.65.104.19:/home/image/BOTH":

1) UCSInstall CUP 12.5.0.98000-661.is0

2) UCSInstall CUP UNRST 12.5.0.98000-661.1iso

3) ciscocm.free common space vl.l.cop

4) ciscocm.migrate-export-vl.20.cop.sgn

q) quit

Please select an option (1 - 4 or "g" ): 1

Processing the cluster wide download ...
UCM1-PUB.ciscoctg.com Downloading. .287mb
UCM1-SUB-1B.ciscoctg.com Downloading..115mb
UCM1-SUB-1A.ciscoctg.com Downloading. .347mb
IMP1-SUB-1B.ciscoctg.com failed (Local upgrade is in progress.)
UCM1-SUB-2B.ciscoctg.com Downloading. .490mb
IMP1-PUB.ciscoctg.com Downloading. .55mb
UCM1-SUB-2A.ciscoctg.com failed

Exiting upgrade command. Please wait...

1.

admin:utils system upgrade cluster initiate

Warning: Do not close this window without first canceling the upgrade.
Cluster upgrade is in progress. You may not take over the installation.
Source:

1) Remote Filesystem via SFTP

2) Remote Filesystem via FTP

3) Local DVD/CD

4) Local Image <UCSInstall UCOS 12.5.0.98000-569.is0>
q) quit

Please select an option (1 - 4 or "g" ): 4
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utils system enableAdministration .

Please enter SMTP Host Server (optional):
Continue with upgrade after download (yes/no) [nol: no
Switch-version cluster after upgrade [valid only for ISO] (yes/no) [no]l: no
Checking for valid upgrades. Please wait...
Available CUCM options and upgrades in "upgrade" directory:
1) UCSInstall UCOS 12.5.0.98000-569.1iso0

g) quit

Please select an option (1 - 1 or

gty 1

Available IMP options and upgrades in "upgrade" directory:
1) UCSInstall CUP 12.5.0.98000-695.is0

q) quit

Please select an option (1 - 1 or "g" ): 1

Processing the cluster wide download
UCM1-SUB-1B.ciscoctg.com Download complete
UCM1-SUB-2A.ciscoctg.com Download complete
IMP1-SUB-1B.ciscoctg.com Download complete
UCM1-SUB-1A.ciscoctg.com Download complete
UCM1-PUB.ciscoctg.com Download complete
UCM1-SUB-2B.ciscoctg.com Download complete
IMP1-PUB.ciscoctg.com Download complete

Cluster wide Download complete
A system reboot is required when the upgrade process is complete or cancelled.
This will ensure the services affected by the upgrade process are functioning properly
Downloaded UCM Image: UCSInstall UCOS 12.5.0.98000-569.iso
File version: 12.5.0.98000-569
File checksum : (MD5): 66:93:bc:4d:c5:ae:19:34:72:77:96:5a:be:1a:28:3d
(SHA512) : fdaab4a67072528927a2a6c9600b761e086af4894ac0b

85221e731fea864567674f6ac2c806fb2a8a05d
fe31485ef92ca63£f8£4d37448d30715¢c79b£2738dfd2

Downloaded IMP Image: UCSInstall CUP_12.5.0.98000-695.1iso0

File version: 12.5.0.98000-695

File checksum : (MD5): 9e:f3:4e:e0:49:e3:c5:44:16:a5:f9:0e:8d:d5:a7:36
(SHA512) : 57393dd5e70d43137d5£fb906£d815097f66a5a33elfc

24bf4b6edB86894a6e0794£5f2165bc8395d2217
e24ae0b05b4d168b52ae480e5c9f7a29b7170f2ed92a

The IMP servers in the cluster must be rebooted after Unified CM publisher is switched
to the new version,even IF IMP servers are not being being upgraded
Automatically switch versions if the upgrade is successful (yes/no): no

Start installation

(yes/no): yes

Cluster-wide upgrade has been initiated...

Node Role Step Description Historical time Elapsed
to complete Time

Ucm_Publ CUCM Publisher 1/15 Installing 1:37:13 00:07:14

IM&P Publ IM&P Publisher 0/15 Waiting on Pub 1:20:13

Ucm_Subl CUCM Subscriber 0/15 Waiting on Pub 1:37:13

Cluster None overall Overall upgrade 4:34:26 00:07:14

utils system enableAdministration

T v 7T L— R,

BOEDEHITH W SNE A, L, Z0oaxr Fa{HLT, 7Ty 7

T — R Barmyar FEHENCTH IR TEFET,
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. utils update dst

A

Caution 7 o 7/ L — RN Fuv2&WhT 5L, 777 L—F N5 T L, 7Ty F 7 L—REOTTDH
AT NFITENDE T, REODEFITHTEINEF A, REDEFHNFIZRDO LBV TT,

ca=TJy A Rala=r—rvar~x—VYyxyEiEIMand VB AV —ERADT T T 4D
Na—HFA B —T A A(GUl), 2~ RTA4 (X —7xAA(CLI), F72iL AXL API
OWThEN L TITb AR

* LDAP [Alfl] (Oracle LDAP 252 =7 7 A Raia=r—varyv3x—Y¥ 7 vyashd
ZI RN E 5 T)

cHEfbE Y a7
« T ZDHEPE SR EZ AT LTV ET

Ty T 7= FRIAT o i@ EEILT v 77 L— R TRIZKON DR RH D . — ok
EAFIZESTT v 77 L—RIZRMTHZ b0 F5,

utils system enableAdministration

Command Modes B (admin:)

EH
g~ REEL~UL: 1 BI04

utils update dst
Zoawy Rk, AEORKR (DST) A— a2 HHLET,

utilsupdate dst

Command Modes I (admin:)

Usage Guidelines Zoavy Rix BAFEODST V=N T 7 ANDNRy 7T v T 5P SFEESGE Lizfi L
DST Lv—/v 7 7 A 2RI L £

A

Caution = p o~ RERAT LKL, Erfda i) LEJ, Ela ki Lievne, RoDSTD
PlUnH B KO T HIZAR Y £,

=4
g REFHEL~L: 0

Ty 7 b— RO Anf
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utils users validate .

18 %4 : Unified Communications Manager 33 X TY IM and Presence #—E X,

utils users validate

Zoavy R, BHBEOTXTO /) — N7 24Ta—F La—FsFzy s L, EHL
TV, Mea—HIDT 4 L7 b YU URI Oz L £,

utilsusersvalidate {all |userid|uri}

Syntax Description INT A—  EREAR

all )= FRBIRI FAEZNOTRTOZ—FDO2—HFIDBLOF 4 L2 U URIOH
ZAREE L £,

userid J—FBIORNZ FAEZNDOTRTO—FD2—H ID O &Mk LE T,

uri J—FBLIORZ FRAENDOTRTO—HFDT 4 L7 ) URI DA WEEL £,

Command Modes EHE (admin)

E H
g REFEL~L:
Ty 77— RO Aa]

T x5 : Unified Communications Manager @ IM and Presence #— &2

utils vmtools refresh

Zoavwy R BfEA VA P ENTVSD VMware Y —/L& . O VM @ ESXi & A b
Lo THEIREN TV EH/ =V a VZHEH LET,

\}

Note Jyjif e dhi%. VMware Y —/LIZEITIRAEIC 220 £79°, VMware Y —/LDF LWWA—T 5 2T v
T L—RT DL, selinx WERYINZA VA =T a7 35208300 ET, Z0EATH,
VAT AT VMware YV — /L DA A b — L& LET A, JBIND selinux D7 v v 7 EIT 5
TeOIZHLWEAFT Iy IR =N ERESNET, HILWIA T Iy IR o—ik, 2—T4«
JTFq40stEXa7E8A4F2I v ORI =R ba~vr FEHLTRRTEET, FANICONT
E, [2—=7 4074 ® losEFaT7HEFA4FIvIR)I—] CLla~vr RESLTL
72 X0,
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Note

Command Modes

Usage Guidelines

L, %A T 4 7 vmtools I H SN ET,

utilsvmtoolsrefresh
EFHE (admin:)

VMware Y —/VOBIHEDO/N—2 3 U EEHT HI2IE, [F Rk (Guest) 1>[VMWareV—ILDA >
A b—=ILIT7 v F5L—F (Ingall/lUpgrade VMWareTools) ] > [XzE&XY—ILT v T L—FK
(Interactive Tools Upgrade) ] Z %R L £,

E H%
A~ NRifEL L ]
T w77 L— RO AR

it %} %:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

4l

admin:utils vmtools refresh
VMware Tools match host. Upgrade allowed, though not required.

i WARNTING i

Running this command will update your current version of VMware Tools
to the latest version prescribed by the ESXi host on which this VM is
running. The tools install will cause your system to reboot twice.

utils vmtools status

Command Modes

Zoawr R, BEA VA P—=LENTWAS VMware Y —/VDH A T X—T g 0 HFRRLE
KR

utilsvmtools status

FHE (admin:)

Z #%
Ay FRHEL UL ]
Ty 77 b— RO An]

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection
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dA—F 4 )T« vmtools A Y FDA—T > .

A—F 4 YT 4 vmtools R4 vFDA—T >

Zoawy RiE, BHEA VA M=V INTWDERAT 47 VMware Y — /L& T A A =L L,
F—7> VMware ¥V — /L&A A h—/L LE T,

utils vmtools switch open

Command Modes FE (admin:)

E H
av REFEL~L: ]
Ty 77— RO AT

1 *4:: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, ¥ L Cisco Unity Connection

A—TFTANVTARAYFRAT 472
Zoawy RN HEA A=A ENTWDA—T 2 VMware YV — V%7 A A h—J/L L,
AT 47 VMware YV —V& A A h—L L ET,

utils vmtools switch native

Command Modes FHE (admin)
EH
avy REEL~L: 1
Ty 7T L— RO Aa]

T %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E R ¥ IO Cisco Unity Connection

utils system boot status

Zoawy RNE, VAT AT = A vk —URREEINIGERRILET, 0 — 3 03,
a V= )VEFIT Y T AR — M OWTNTT,

utils system boot status

Command Modes I (admin:)

utils A< K .



utils 372 F |
B 27 RFL7 9T L= RF =5 T o 2K~ L OB

=2
vy FEFEL L 0
Ty 77— RO AR

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X Cisco Unity Connection

A—TFT A VT AVRTLT7YITIL—FT—3ITH RKR—
~ DA

ZoawryRNE, S - FReEta2—YTF—%%2 ) E— K SFIPH—Zo 7 AKR—FLET, =
nNix, BTHHA LV A=V LTT—Z %A VR— T B5EICMHLET,

utils system upgrade dataexport initiate

Syntax Description INSA—#H &t BR

Export Data Directory Remote Directory

Remote Server Nameor IP 1) -=— KSFTP

Remote Server LoginID )y £— f — R —H %,

Remote Server Password 1) £— f — D/ 2 T —

R
New Hostname YESEAR A N4,
New |P Address %65C IP (Destination IP)

Command Modes EHE (admin)
EH
avy REEL~UL: 1
Ty T L— RROEH: AlRE

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—r 2

Note Do~y R, 7 F7RAFHNOK/ — R LTEITTHLERH Y 77,
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1-FAUTAVRFLDT v TIL—EDF—2 o 2k~ r27—42 ||

A—TFT A4 ) T4V ARTLOT7Y T L—KODT—2 LY
AR—FRART—HE R

Command Modes

Zoawry Rk, 207 T AKX ) — RO dataexport BAEFD AT — X 2 KR L ET,
utils system upgrade dataexport status

I (admin:)

= H

A~ RRifEL L ]

T w77 L— RO WIRE

18 F %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
HF—Ee R

A—TFT A VT AVARTLTZ7YITI L—FT—3ITH9 RXKR—
N L )V

Command Modes

Zoa< RiE, EITH O dataexport FHAEE F ¥ AL LET,
utils system upgrade dataexport cancel

FHE (admin:)

Z #H
av s REEL L ]
T w77 L— REEOAMH: WRE

18 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
-2

utils ucmgmt

utils ucmgmt

Matilsuemgmt] @ FiZd 5 CLI 2+ > K&, Cisco Unified Communications Management Cloud Toolkit
(UC Management Cloud Toolkit) ~DF4ia% €I SE 4, koa~> KRH D £,

utils A< K .
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. utils ucmgmt

* utils ucmgmt agent*

* utils uemgmt debug*

* utils ucmgmt organization
* utils ucmgmt proxy*

* utils ucmgmt agent disable
* utils ucmgmt agent enable
* utils ucmgmt agent remove
* utils ucmgmt agent restart

* utils ucmgmt agent status
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