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Configuring a Flow Record Definition

Procedure

Command or Action

Purpose

Step 1 UCS-A# scope eth-flow-mon Enters the ethernet flow monitor mode.

Step 2 UCS-A /eth-flow-mon # enter flow-record Enters flow record mode for the specified flow record.
flow-record-name

Step 3 UCS-A /eth-flow-mon/flow-record # set keytype {ipv4keys| Specifies the key type.
| ipvekeys|12keys}

Step 4 UCS-A /eth-flow-mon/flow-record # set ipv4keys Specifies the attributes for the key type that you selected in
{dest-port | ip-protocol | ip-tos| ipv4-dest-address | Step 3.
Ipv4-src-address| src-port} Note Use this command only if you chose ipv4keys

in step 3.
Step 5 UCS-A /eth-flow-mon/flow-record # set ipvekeys Specifies the attributes for the key type that you selected in

{dest-port | ip-protocol | ipv6-dest-address |
ipv6-src-address| src-port}

Step 3.

Note Use this command only if you chose ipvékeys

in Step 3.
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Command or Action

Purpose

Step 6 UCS-A /eth-flow-mon/flow-record # set [2keys Specifies the attributes for the key type that you chose in
{dest-mac-address | ethertype | src-mac-address} Step 3.
Note Use this command only if you selected [2keys
in step 3.
Step 7 UCS-A /eth-flow-mon/flow-record # set nonkeys Specifies the nonkey attributes.
{counter-bytes-long | counter-packets-long |
sys-uptime-first | sys-uptime-last}
Step 8 UCS-A /eth-flow-mon/flow-record # commit-buffer Commits the transaction to the system configuration.

Example

The following example shows how to create a flow record definition with Layer 2 keys and commit

the transaction:

UCS-A# scope eth-flow-mon

UCS-A /eth-flow-mon # enter flow-record rl

UCS-A /eth-flow-mon/flow-record* # set keytype l2keys

UCS-A /eth-flow-mon/flow-record* #set l2keys dest-mac-address src-mac-address

UCS-A /eth-flow-mon/flow-record* # set nonkeys sys-uptime counter-bytes counter-packets
UCS-A /eth-flow-mon/flow-record* # commit-buffer

UCS-A /eth-flow-mon/flow-record #

Configuring an Exporter Profile

SUMMARY STEPS

UCS-A# scope eth-flow-mon

NoO oA BN

DETAILED STEPS

UCS-A /eth-flow-mon # scope flow-pr ofile profile-name

UCS-A /eth-flow-mon/flow-profile # show config

UCS-A /eth-flow-mon/flow-profile # enter vlian vian-name

UCS-A /eth-flow-mon/flow-profile/vlan # enter fabric {a| b}

UCS-A /eth-flow-mon/flow-profile/vlan/fabric/ # set addr ip-addr subnet ip-addr
UCS-A /eth-flow-mon/flow-profile/vlan/fabric/ # commit-buffer

Command or Action

Purpose

Step 1 UCS-A# scope eth-flow-mon Enters the ethernet flow monitor mode.

Step 2 UCS-A /eth-flow-mon # scope flow-pr ofile profile-name | Enters the flow profile mode for the specified profile.
Step 3 UCS-A /eth-flow-mon/flow-profile # show config Displays the flow profile configuration.

Step 4 UCS-A /eth-flow-mon/flow-profile # enter vlan vian-name | Specifies the VLAN associated with the exporter profile.

. Netflow Monitoring
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Command or Action Purpose
must be public and must be common to both fabric
interconnects.
Step 5 UCS-A /eth-flow-mon/flow-profile/vlan # enter fabric {a | Enters flow profile mode for the specified fabric.
| b}
Step 6 UCS-A /eth-flow-mon/flow-profile/vlan/fabric/ # set addr | Specifies the source IP and subnet mask for the exporter
ip-addr subnet ip-addr profile on the fabric.

Important Make sure the IP address you specify is unique
within the Cisco UCS K A 1 . IP address
conflicts can occur if you specify an IP address
that is already being used by Cisco UCS
Manager.

Step 7 UCS-A /eth-flow-mon/flow-profile/vlan/fabric/ # Commits the transaction to the system configuration.
commit-buffer

Example

The following example shows how to configure the default exporter profile, set the source IP and
subnet mask for the exporter interface on each fabric, and commit the transaction:

UCS-A# scope eth-flow-mon

UCS-A /eth-flow-mon # scope flow-profile default

UCS-A /eth-flow-mon/flow-profile # enter vlan 100

UCS-A /eth-flow-mon/flow-profile/vlan* # enter fabric a

UCS-A /eth-flow-mon/flow-profile/vlan/fabric* # set addr 10.10.10.10 subnet 255.255.255.0
UCS-A /eth-flow-mon/flow-profile/vlan/fabric* # up

UCS-A /eth-flow-mon/flow-profile/vlan* # enter fabric b

UCS-A /eth-flow-mon/flow-profile/vlan/fabric* # set addr 10.10.10.11 subnet 255.255.255.0
UCS-A /eth-flow-mon/flow-profile/vlan/fabric* # commit-buffer

UCS-A /eth-flow-mon/flow-profile/vlan/fabric #

Configuring a Netflow Collector

SUMMARY STEPS

UCS-A# scope eth-flow-mon

UCS-A /eth-flow-mon # enter flow-collector flow-collector-name
UCS-A /eth-flow-mon/flow-collector # set dest-port port_number
UCS-A /eth-flow-mon/flow-collector # set vlan vian_id

UCS-A /eth-flow-mon/flow-collector # enter ip-if

UCS-A /eth-flow-mon/flow-collector/ip-if # set addr ip-address

UCS-A /eth-flow-mon/flow-collector/ip-if # set exporter-gw gw-address
UCS-A /eth-flow-mon/flow-collector/ip-if # commit-buffer

NSO A WN
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DETAILED STEPS
Command or Action Purpose

Step 1 UCS-A# scope eth-flow-mon Enters the ethernet flow monitor mode.

Step 2 UCS-A /eth-flow-mon # enter flow-collector Enters the flow collector mode for the specified flow
flow-collector-name collector.

Step 3 UCS-A /eth-flow-mon/flow-collector # set dest-port Specifies the destination port for the flow collector.
port_number

Step 4 UCS-A /eth-flow-mon/flow-collector # set vlan vian_id | Specifies the VLAN ID for the flow collector.

Step 5 UCS-A /eth-flow-mon/flow-collector # enter ip-if Enters IPv4 configuration mode.

Step 6 UCS-A /eth-flow-mon/flow-collector/ip-if # set addr Specifies the exporter IP address.
ip-address

Step 7 UCS-A /eth-flow-mon/flow-collector/ip-if # set Specifies the exporter gateway address.
exporter-gw gw-address

Step 8 UCS-A /eth-flow-mon/flow-collector/ip-if # commit-buffer | Commits the transaction to the system configuration.

Example

The following example shows how to configure a NetFlow collector, set the exporter IP and gateway
address, and commit the transaction:

UCS-A# scope eth-flow-mon

UCS-A
UCs-A
UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCS-A

/eth-flow-mon # enter flow-collector cl

/eth-flow-mon/flow-collector* # set dest-port 9999

/eth-flow-mon/flow-collector* # set wvlan vlanlO00
/eth-flow-mon/flow-collector* # enter ip-if

/eth-flow-mon/flow-collector/ip-if* # set addr 20.20.20.20
/eth-flow-mon/flow-collector/ip-if* # set exporter-gw 10.10.10.1
/eth-flow-mon/flow-collector/ip-if* # commit-buffer

/eth-flow-mon/flow-collector/ip-if #

Configuring a Flow Exporter

Procedure
Command or Action Purpose
Step 1 UCS-A# scope eth-flow-mon Enters the ethernet flow monitor mode.
Step 2 UCS-A /eth-flow-mon # enter flow-exporter Enters the flow exporter mode for the specified flow
flow-exporter-name exporter.
Step 3 UCS-A /eth-flow-mon/flow-exporter # set dscp Specifies the differentiated services code point.

dscp_number

. Netflow Monitoring
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Command or Action

Purpose

Step 4 UCS-A /eth-flow-mon/flow-exporter # set flow-collector | Specifies the flow collector.
flow-collector_name

Step 5 UCS-A /eth-flow-mon/flow-exporter # Set Specifies the timeout period for resending NetFlow flow
exporter-stats-timeout timeout_number exporter data.

Step 6 UCS-A /eth-flow-mon/flow-exporter # Set Specifies the time period for resending the NetFlow flow
inter face-table-timeout timeout_number exporter interface table.

Step 7 UCS-A /eth-flow-mon/flow-exporter # set Specifies the timeout period for resending NetFlow template
template-data-timeout timeout_number data.

Step 8 UCS-A /eth-flow-mon/flow-exporter # commit-buffer Commits the transaction to the system configuration.

Example

The following example shows how to configure a flow exporter, set the timeout values, and commit

the transaction:

UCS-A# scope eth-flow-mon

UCS-A /eth-flow-mon # enter flow-exporter exl

UCS-A /eth-flow-mon/flow-exporter* # set

UCS-A /eth-flow-mon/flow-exporter* # set
UCS-A /eth-flow-mon/flow-exporter* # set
UCS-A /eth-flow-mon/flow-exporter* # set
UCS-A /eth-flow-mon/flow-exporter* # set
UCS-A /eth-flow-mon/flow-exporter* #

UCS-A /eth-flow-mon/flow-exporter #

Configuring a Flow Monitor

Procedure

dscp 6

flow-collector cl
exporter-stats-timeout 600
interface-table-timeout 600
template-data-timeout 600

commit-buffer

Command or Action

Purpose

Step 1 UCS-A# scope eth-flow-mon Enters the ethernet flow monitor mode.

Step 2 UCS-A /eth-flow-mon # enter flow-monitor Enters the flow monitor mode for the specified flow
flow-monitor-name monitor.

Step 3 UCS-A /eth-flow-mon/flow-monitor # set flow-record Specifies the flow record.
flow-record-name

Step 4 UCS-A /eth-flow-mon/flow-monitor # cr eateflow-exporter | Specifies the first flow exporter.
flow-exporter-name

Step 5 UCS-A /eth-flow-mon/flow-monitor # createflow-exporter | Specifies the second flow exporter.
flow-exporter-name

Step 6 UCS-A /eth-flow-mon/flow-monitor # commit-buffer Commits the transaction to the system configuration.

Netflow Monitoring .
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The following example shows how to create a flow monitor and commit the transaction:

UCS-A# scope eth-flow-mon

UCS-A /eth-flow-mon # enter flow-monitor ml

UCS-A /eth-flow-mon/flow-monitor* # set flow-record rl

UCS-A /eth-flow-mon/flow-monitor* # create flow-exporter exl
UCS-A /eth-flow-mon/flow-monitor* # create flow-exporter ex2
UCS-A /eth-flow-mon/flow-monitor* # commit-buffer

UCS-A /eth-flow-mon/flow-monitor #

Configuring a Flow Monitor Session

SUMMARY STEPS
1. UCS-A# scope eth-flow-mon
2. UCS-A /eth-flow-mon # enter flow-mon-session flow-monitor-session-name
3. UCS-A /eth-flow-mon/flow-mon-session # create flow-monitor flow-monitor-1
4. UCS-A /eth-flow-mon/flow-mon-session # create flow-monitor flow-monitor-2
B. UCS-A /eth-flow-mon/flow-mon-session # commit-buffer

DETAILED STEPS

Command or Action

Purpose

Step 1 UCS-A# scope eth-flow-mon Enters the ethernet flow monitor mode.

Step 2 UCS-A /eth-flow-mon # enter flow-mon-session Enters the flow monitor session mode for the specified flow
flow-monitor-session-name monitor session.

Step 3 UCS-A /eth-flow-mon/flow-mon-session # Create Specifies the first flow monitor.
flow-monitor flow-monitor-1

Step 4 UCS-A /eth-flow-mon/flow-mon-session # create Specifies the second flow monitor.
flow-monitor flow-monitor-2

Step 5 UCS-A /eth-flow-mon/flow-mon-session # commit-buffer | Commits the transaction to the system configuration.

Example

The following example shows how to create a flow monitor session with two flow monitors:

UCS-A# scope eth-flow-mon

UCS-A /eth-flow-mon # enter flow-mon-session sl

UCS-A /eth-flow-mon/flow-mon-session* # create flow-monitor ml
UCS-A /eth-flow-mon/flow-mon-session* # create flow-monitor m2
UCS-A /eth-flow-mon/flow-mon-session* # commit-buffer

UCS-A /eth-flow-mon/flow-mon-session #

. Netflow Monitoring
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Configuring a NetFlow Cache Active and Inactive Timeout .

Configuring a NetFlow Cache Active and Inactive Timeout

Procedure

Command or Action

Purpose

Step 1 UCS-A# scope eth-flow-mon Enters the ethernet flow monitor mode.
Step 2 UCS-A /eth-flow-mon # scope flow-timeout timeout-name | Enters the flow timeout mode for the specified flow timeout.
Step 3 UCS-A /eth-flow-mon/flow-timeout # set Specifies the active timeout value. This value can be
cache-timeout-active timeout-value between 60 and 4092 seconds. The default value is 120
seconds.
Step 4 UCS-A /eth-flow-mon/flow-timeout # Set Specifies the inactive timeout value. This value can be
cache-timeout-inactive timeout-value between 15 and 4092 seconds. The default value is 15
seconds.
Step 5 UCS-A /eth-flow-mon/flow-timeout # commit-buffer Commits the transaction to the system configuration.

Example

The following example shows how to change the NetFlow timeout values and commit the transaction:

UCS-A# scope eth-flow-mon

UCS-A /eth-flow-mon # scope flow-timeout default
UCS-A /eth-flow-mon/flow-timeout # set cache-timeout-active 1800
UCS-A /eth-flow-mon/flow-timeout* # set cache-timeout-inactive 20
UCS-A /eth-flow-mon/flow-timeout* # commit-buffer

UCS-A /eth-flow-mon/flow-timeout #

Associating a Flow Monitor Session to a vNIC

SUMMARY STEPS
1. UCS-A# scope org org-name
2. UCS-A /org # scope service-profile profile-name
3. UCS-A /org/service-profile # scope vnic vnic-name
4. UCS-A /org/service-profile/vnic # enter flow-mon-sr ¢ flow-monitor-session-name
5. UCS-A /org/service-profile/vnic # commit-buffer
DETAILED STEPS

Command or Action

Purpose

Step 1

UCS-A# scope org org-name

fee L7cdlikoie e — RICAY £9°, /L— MALAK
E— R&PEHT DI, org-namell/ Z AL £,
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. Associating a Flow Monitor Session to a vNIC

Command or Action Purpose
Step 2 UCS-A /org # scope service-profile profile-name Enters the organization service profile mode for the
specified service profile.
Step 3 UCS-A /org/service-profile # scope vnic vnic-name Enters the organization service profile mode for the
specified vNIC.
Step 4 UCS-A /org/service-profile/vnic # enter flow-mon-src | Associates the flow monitor session to the vNIC.
flow-monitor-session-name
Step 5 UCS-A /org/service-profile/vnic # commit-buffer Commits the transaction to the system configuration.
Example

The following example shows how to associate the flow monitor session sl to the vNIC eth5:

UCS-A# scope org /

UCS-A /org # scope service-profile spl

UCS-A /org/service-profile # scope vnic eth5

UCS-A /org/service-profile/vnic # enter flow-mon-src sl
UCS-A /org/service-profile/vnic # commit-buffer

. Netflow Monitoring
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