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Configuring Call Home

SUMMARY STEPS

©ONDOHWN
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UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #
UCS-A /monitoring/callhome #

enable

set contact name

set email  email-addr

set phone-contact  phone-num

set street-address  street-addr

set customer-id  id-num

set contract-id  id-num

set site-id  id-num

set from-email  email-addr

set reply-to-email  email-addr

set hosthame  {hostname | ip-addr | ip6-addr}
set port  port-num

set throttling  {off | on}

set urgency {alerts| critical | debugging | emergencies|errors|

information | notifications | war nings}
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17.  UCS-A /monitoring/callhome # commit-buffer

DETAILED STEPS
Command or Action Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.

Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.

Step 3 UCS-A /monitoring/callhome # enable Enables Call Home.

Step 4 UCS-A /monitoring/callhome # set contact name Specifies the name of the main Call Home contact person.

Step 5 UCS-A /monitoring/callhome # set email email-addr | Specifies the email address of the main Call Home contact
person.

Note BTA—ILT RLARICH (Y ¥ 250 5).,
A=A &(T N R E ORI
FRTEATND &, BFA =L — 0
BTIA—NAyE—VEZOT FLAICH
FTERNILNDHY £9, RFC2821 &
FOVRFC2822 (ZHEMLL . 7 £ b ASCII
XFOHBZEFLERT A=V T RLRAEA
HysZlazrEhdLET,

Step 6 UCS-A /monitoring/callhome # set phone-contact Specifies the phone number of the main Call Home contact

phone-num person. The phone number must be in international format,
starting with a + (plus sign) and a country code.

Step 7 UCS-A /monitoring/callhome # set street-address Specifies the street address of the main Call Home contact

street-addr person.

Enter up to 255 ASCII characters.

Step 8 UCS-A /monitoring/callhome # set customer-id id-num| Specifies the CCO identification number that includes the
contract numbers for the support contract in its
entitlements. The number can be up to 255 alphanumeric
characters in free format.

Step 9 UCS-A /monitoring/callhome # set contract-id id-num | Specifies the contract identification number from the
service agreement. The number can be up to 255
alphanumeric characters in free format.

Step 10 UCS-A /monitoring/callhome # set site-id  id-num Specifies the site identification number from the service
agreement. The number can be up to 255 alphanumeric
characters in free format.

Step 11 UCS-A /monitoring/callhome # set from-email Specifies the email address to use for the From field in

email-addr Call Home messages.

Step 12 UCS-A /monitoring/callhome # set reply-to-email Specifies the email address to use for the Reply To field

email-addr

in Call Home messages.
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Command or Action

Purpose

Step 13 UCS-A /monitoring/callhome # set hosthame {hostname | Specifies the hostname, IPv4 or IPv6 address of the SMTP
| ip-addr | ip6-addr } server that Call Home uses to send email messages.
Step 14 UCS-A /monitoring/callhome # set port port-num Specifies the SMTP server port that Call Home uses to
send email messages. Valid port numbers are 1 to 65535.
Step 15 UCS-A /monitoring/callhome # set throttling {off | on} | Enables or disables Call Home throttling. When enabled,
throttling prevents too many Call Home email messages
from being sent for the same event. By default, throttling
is enabled.
Step 16 UCS-A /monitoring/callhome # set urgency {alerts| |Specifies the urgency level for Call Home email messages.
critical | debugging | emergencies| errors|information | In the context of a large UCS deployment with several
| notifications | war nings} pairs of fabric interconnects, the urgency level potentially
allows you to attach significance to Call Home messages
from one particular Cisco UCS K A - > versus another.
In the context of a small UCS deployment involving only
two fabric interconnects, the urgency level holds little
meaning.
Step 17 UCS-A /monitoring/callhome # commit-buffer Commits the transaction to the system configuration.

Example

The following example configures Call Home with and [Pv4 hostname and commits the transaction:

UCS-A# scope monitoring

UCS-A /monitoring* # scope callhome

UCS-A /monitoring/callhome* # enable
UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome*

UCS-A /monitoring/callhome #

H o o o K 3 S o

set contact
set email admin@MyCompany.com

set phone-contact +1-001-408-555-1234

set street-address "123 N. Main Street, Anytown, CA, 99885"
set customer-id 1234567

set contract-id 99887766

set site-id 5432112

set from-email person@MyCompany.com

set reply-to-email person@MyCompany.com

set hostname 192.168.100.12

set port 25

set throttling on

set urgency information

commit-buffer

"Steve Jones"

The following example configures Call Home with and [Pv6 hostname and commits the transaction:

UCS-A# scope monitoring
UCS-A /monitoring* # scope callhome
UCS-A /monitoring/callhome* # enable
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*

HH H = H

set contact
set email admin@MyCompany.com

set phone-contact +1-001-408-555-1234

set street-address "123 N. Main Street, Anytown, CA, 99885"
set customer-id 1234567

"Steve Jones"
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set contract-id 99887766
set site-id 5432112

UCS-A /monitoring/callhome* #
UCS-A /monitoring/callhome* #
UCS-A /monitoring/callhome* # set from-email person@MyCompany.com
UCS-A /monitoring/callhome* # set reply-to-email person@MyCompany.com
UCS-A /monitoring/callhome* # set hostname 2001::25

UCS-A /monitoring/callhome* # set port 25

UCS-A /monitoring/callhome* # set throttling on

UCS-A /monitoring/callhome* # set urgency information

UCS-A /monitoring/callhome* # commit-buffer

UCS-A /monitoring/callhome #

Enabling Call Home

SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome
3. UCS-A /monitoring/callhome # enable
4. UCS-A /monitoring/callhome # commit-buffer
DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # enable Enables Call Home.
Step 4 UCS-A /monitoring/callhome # commit-buffer Commits the transaction to the system configuration.
Example

The following example enables Call Home and commits the transaction:

UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # enable

UCS-A /monitoring/callhome* # commit-buffer
UCS-A /monitoring/callhome #

Disabling Call Home

SUMMARY STEPS

1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome
3. UCS-A /monitoring/callhome # disable
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4. UCS-A /monitoring/callhome # commit-buffer

DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # disable Enables Call Home.
Step 4 UCS-A /monitoring/callhome # commit-buffer Commits the transaction to the system configuration.

Example
The following example disables Call Home and commits the transaction:

UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # disable

UCS-A /monitoring/callhome* # commit-buffer
UCS-A /monitoring/callhome #

Configuring System Inventory Messages

Configuring System Inventory Messages

SUMMARY STEPS

1. UCS-A# scope monitoring

2. UCS-A /monitoring # scope callhome

3. UCS-A /monitoring/callhome # scope inventory

4. UCS-A /monitoring/callhome/inventory # set send-periodically {off | on}

5. UCS-A /monitoring/callhome/inventory # set interval-days interval-num

6. UCS-A /monitoring/callhome/inventory # set timeofday-hour  hour

7. UCS-A /monitoring/callhome/inventory # set timeofday-minute minute

8. UCS-A /monitoring/callhome/inventory # commit-buffer
DETAILED STEPS

Command or Action Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # scope inventory Enters monitoring call home inventory mode.
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Command or Action

Purpose

Step 4 UCS-A /monitoring/callhome/inventory # Set Enables or disables the sending of inventory messages.

send-periodically {off | on} When the on keyword is specified, inventory messages
are automatically sent to the Call Home database.

Step 5 UCS-A /monitoring/callhome/inventory # set interval-days | Specifies the time interval (in days) at which inventory
interval-num messages will be sent.

Step 6 UCS-A /monitoring/callhome/inventory # Set Specifies the hour (using 24-hour format) that inventory
timeofday-hour  hour messages are sent.

Step 7 UCS-A /monitoring/callhome/inventory # Set Specifies the number of minutes after the hour that inventory
timeofday-minute minute messages are sent.

Step 8 UCS-A /monitoring/callhome/inventory # commit-buffer | Commits the transaction to the system configuration.

Example

The following example configures Call Home system inventory messages and commits the transaction:

UCS-A# scope monitoring
UCS-A /monitoring* # scope callhome

UCS-A /monitoring/callhome* # scope inventory

UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory #

Sending a System Inventory Message

Use this procedure if you need to manually send a system inventory message outside of the scheduled messages.

N

set send-periodically on
set interval-days 15

set timeofday-hour 21
set timeofday-minute 30
commit-buffer

Note

The system inventory message is sent only to those recipients defined in CiscoTAC-1 profile.

SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome
3. UCS-A /monitoring/callhome # scope inventory
4. UCS-A /monitoring/callhome/inventory # send
DETAILED STEPS

Command or Action

Purpose

Step 1

UCS-A# scope monitoring

Enters monitoring mode.
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Command or Action Purpose
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # scope inventory Enters monitoring call home inventory mode.
Step 4 UCS-A /monitoring/callhome/inventory # send Sends the system inventory message to the Call Home
database.
Example

The following example sends the system inventory message to the Call Home database:

UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # scope inventory
UCS-A /monitoring/callhome/inventory* # send

Configuring Call Home Profiles
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Configuring a Call Home Profile

By default, you must configure the Cisco TAC-1 profile, However, you can also create additional profiles to
send email alerts to one or more specified groups when events occur at the level that you specify.

SUMMARY STEPS

UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # create profile profile-name

UCS-A /monitoring/callhome/profile # set level {critical | debug | disaster | fatal | major | minor |
normal | notification | warning}

5.  UCS-A /monitoring/callhome/profile # set alertgroups group-name

PN =
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Configuring a Call Home Profile .

(Optional) UCS-A /monitoring/callhome/profile # add alertgroups group-names
UCS-A /monitoring/callhome/profile # set format

UCS-A /monitoring/callhome/profile # set maxsize
UCS-A /monitoring/callhome/profile # create destination

{shorttxt | xml}
id-num
email-addr

10. UCS-A /monitoring/callhome/profile/destination # commit-buffer

DETAILED STEPS

Command or Action

Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.

Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.

Step 3 UCS-A /monitoring/callhome # create profile Enters monitoring call home profile mode.
profile-name

Step 4 UCS-A /monitoring/callhome/profile # set level {critical | Specifies the event level for the profile. Each profile can
| debug | disaster | fatal | major | minor | normal | have its own unique event level.
notification | warning} Cisco UCS faults that are greater than or equal to the event

level will trigger this profile.
Step 5 UCS-A /monitoring/callhome/profile # set alertgroups | Specifies one or more groups that are alerted based on the

group-name

* ciscotac

« diagnostic
* environmental
* inventory
* license

« lifecycle

* linecard

* supervisor
* syslogport
* system

- test

profile. The group-name argument can be one or more
of the following keywords entered on the same command
line:
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Call Home # & U Smart Call Home D38 |

Command or Action

Purpose

Step 6 (Optional) UCS-A /monitoring/callhome/profile # add | Adds one or more groups to the existing list of groups that
alertgroups group-names are alerted based on the Call Home profile.

Note You must use the add alertgroups command
to add more alert groups to the existing alert
group list. Using the set alertgroups command
will replace any pre-existing alert groups with
a new group list.

Step 7 UCS-A /monitoring/callhome/profile # set format Specifies the formatting method to use for the e-mail
{shorttxt | xml} messages.

Step 8 UCS-A /monitoring/callhome/profile # set maxsize Specifies the maximum size (in characters) of the email
id-num message.

Step 9 UCS-A /monitoring/callhome/profile # createdestination | Specifies the email address to which Call Home alerts
email-addr should be sent. This email address receives Callhome

Alerts/Faults. Use multiple createdestination commands

in monitoring call home profile mode to specify multiple

email recipients. Use the delete destination command
in monitoring call home profile mode to delete a specified
email recipient.

Step 10 UCS-A /monitoring/callhome/profile/destination # Commits the transaction to the system configuration.

commit-buffer

Example

The following example configures a Call Home profile and commits the transaction:

UCS-A# scope monitoring
UCS-A /monitoring* # scope callhome

UCS-A /monitoring/callhome* # create profile TestProfile

UCS-A /monitoring/callhome/profile* # set level normal

UCS-A /monitoring/callhome/profile* # set alertgroups test diagnostic

UCS-A /monitoring/callhome/profile* # set format xml

UCS-A /monitoring/callhome/profile* # set maxsize 100000

UCS-A /monitoring/callhome/profile* # create destination admin@MyCompany.com
UCS-A /monitoring/callhome/profile/destination* # commit-buffer

UCS-A /monitoring/callhome/profile/destination #

Deleting a Call Home Profile

SUMMARY STEPS

UCS-A# scope monitoring
UCS-A /monitoring # scope callhome

pPwWN =
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UCS-A /monitoring/callhome # delete profile profile-name
UCS-A /monitoring/callhome # commit-buffer
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DETAILED STEPS

Sending a Test Call Home Alert .

Command or Action

Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # delete profile Deletes the specified profile.
profile-name
Step 4 UCS-A /monitoring/callhome # commit-buffer Commits the transaction to the system configuration.

Example

The following example deletes the Call Home profile named TestProfile and commits the transaction:

UCS-A# scope monitoring
UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # delete profile TestProfile
UCS-A /monitoring/callhome* # commit-buffer

UCS-A /monitoring/callhome #

Sending a Test Call Home Alert

Before you begin

Configure Call Home and a Call Home Profile.

SUMMARY STEPS

1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome

3. UCS-A /monitoring/callhome # send-test-alert {[alert-group {diagnostic|environmental } ] [alert-level
{critical | debug | fatal | major | minor | normal | notify | warning}] [alert-message-type {conf | diag
| env |inventory | syslog | test}] [alert-message-subtype {delta | full | goldmajor | goldminor |
goldnormal | major | minor | nosubtype | test}] [alert-description description]}

DETAILED STEPS

Command or Action

Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # send-test-alert Sends a test Call Home alert. The test Call Home alert must

{[alert-group {diagnostic | environmental } ] [alert-level
{critical | debug | fatal | major | minor | normal | notify
| warning}] [alert-message-type {conf | diag | env |

inventory | syslog | test}] [alert-message-subtype {delta

specify all alert-* parameters or Cisco UCS Manager cannot
generate the test message. The alert-* parameters include
the following:

+ alert-description—Alert description

Call Home # & U* Smart Call Home D= [}
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. Configuring Call Home Policies

Command or Action Purpose

| full | goldmajor | goldminor | goldnormal | major | « alert-group—Alert group
minor | nosubtype|test}] [alert-description description]}

« alert-level—Event severity level
« alert-message-type—Message type
+ alert-message-subtype—Message subtype
When a test Call Home alert is sent, Call Home responds

as it would to any other alert and delivers it to the configured
destination email addresses.

Example

The following example sends a test Call Home alert to the configured destination email address of
the environmental alert group:

UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # send-test-alert alert-group diagnostic
alert-level critical alert-message-type test alert-message-subtype major
alert-description "This is a test alert"

Configuring Call Home Policies

Call Home 7R 1) & —

\}

Call Home R Y > —(F, HEOMBOEIEE-IZT AT L A4 X2 MIxt LT Call Home 77— k
BEETDENEIDEIRELET, T 740 T, BEOHBEOEELLIONY AT L A XU b
It L CT7 77— b2k E1 5 L 9 Call Home 234 X — 7 /L2720 97,

G

T 7 4 NDOFEREST AT L A X MR L7200 X 95 1T Cisco UCS Manager % 7% € CTX 97,

HAHFFEDOREE F/21IA X M LTT 77— b2 MENT D120, FTHEYICFOFMBEII L
T CallHome AR U > —ZAE L, IRIZZEDORY —E2 W LET,

Configuring a Call Home Policy

Je

Tip

By default, email alerts are sent for all critical system events. However, you can optionally configure Call
Home policies to enable or disable sending email alerts for other critical system events.
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Disabling a Call Home Policy .

SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome
3. UCS-A /monitoring/callhome # createpolicy {equipment-inoperable| fru-problem |
identity-unestablishable | ther mal-problem | voltage-problem}
4. UCS-A /monitoring/callhome/policy # {disabled | enabled}
5. UCS-A /monitoring/callhome/policy # commit-buffer
DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # create policy Creates the specified policy and enters monitoring call home
{equipment-inoperable | fru-problem | policy mode.
identity-unestablishable | thermal-problem |
voltage-problem}
Step 4 UCS-A /monitoring/callhome/policy # {disabled | enabled} | Disables or enables the sending of email alerts for the
specified policy.
Step 5 UCS-A /monitoring/callhome/policy # commit-buffer | Commits the transaction to the system configuration.

Example

The following example creates a Call Home policy that disables the sending of email alerts for system
events pertaining to voltage problems and commits the transaction:

UCS-A# scope monitoring
UCS-A /monitoring* # scope callhome

UCS-A /monitoring/callhome* # create policy voltage-problem
UCS-A /monitoring/callhome/policy* # disabled
UCS-A /monitoring/callhome/policy* # commit-buffer

UCS-A /monitoring/callhome/policy #

Disabling a Call Home Policy

SUMMARY STEPS

1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome

3. UCS-A /monitoring/callhome # scope policy {equipment-inoperable| fru-problem |
identity-unestablishable | ther mal-problem | voltage-problem}

4. UCS-A /monitoring/callhome/policy # disable
5. UCS-A /monitoring/callhome/policy # commit-buffer
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DETAILED STEPS

Call Home # & U Smart Call Home D38 |

Command or Action

Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.

Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.

Step 3 UCS-A /monitoring/callhome # scope policy Enters monitoring call home policy mode for the specified
{equipment-inoperable| fru-problem | policy.
identity-unestablishable | thermal-problem |
voltage-problem}

Step 4 UCS-A /monitoring/callhome/policy # disable Disables the specified policy.

Step 5 UCS-A /monitoring/callhome/policy # commit-buffer | Commits the transaction to the system configuration.

Example

The following example disables the Call Home policy named voltage-problem and commits the

transaction:

UCS-A# scope monitoring
UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # scope policy voltage-problem
UCS-A /monitoring/callhome/policy # disable
UCS-A /monitoring/callhome/policy* # commit-buffer

UCS-A /monitoring/callhome/policy #

Enabling a Call Home Policy

SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome
3. UCS-A /monitoring/callhome # scope policy {equipment-inoperable | fru-problem |
identity-unestablishable | ther mal-problem | voltage-problem}
4. UCS-A /monitoring/callhome/policy # enable
5. UCS-A /monitoring/callhome/policy # commit-buffer
DETAILED STEPS

Command or Action

Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # scope policy Enters monitoring call home policy mode for the specified

{equipment-inoperable| fru-problem |
identity-unestablishable | thermal-problem |
voltage-problem}

policy.
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Deleting a Call Home Policy .

Command or Action

Purpose

Step 4

UCS-A /monitoring/callhome/policy # enable

Enables the specified policy.

Step 5

UCS-A /monitoring/callhome/policy # commit-buffer

Commits the transaction to the system configuration.

Example

The following example enables the Call Home policy named voltage-problem and commits the

transaction:

UCS-A# scope monitoring
UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # scope policy voltage-problem
UCS-A /monitoring/callhome/policy # enable
UCS-A /monitoring/callhome/policy* # commit-buffer

UCS-A /monitoring/callhome/policy #

Deleting a Call Home Policy

SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome
3. UCS-A /monitoring/callhome # delete policy {equipment-inoperable | fru-problem |
identity-unestablishable | ther mal-problem | voltage-problem}
4. UCS-A /monitoring/callhome # commit-buffer
DETAILED STEPS

Command or Action

Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.

Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.

Step 3 UCS-A /monitoring/callhome # delete policy Deletes the specified policy
{equipment-inoperable | fru-problem |
identity-unestablishable| thermal-problem |
voltage-problem}

Step 4 UCS-A /monitoring/callhome # commit-buffer Commits the transaction to the system configuration.

Example

The following example deletes the Call Home policy named voltage-problem and commits the

transaction:

UCS-A# scope monitoring
UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # delete policy voltage-problems

Call Home # & U* Smart Call Home D= [}
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Configuring Anonymous Reporting

Call Home 5 & U Smart Call Home O3 |

UCS-A /monitoring/callhome* # commit-buffer

UCS-A /monitoring/callhome #

Enabling Anonymous Reporting

SUMMARY STEPS
1. UCS-A # scope monitoring
2. UCS-A/monitoring # scope callhome
3. (Optional) UCS-A/monitoring/callhome # show anonymous-reporting
4. UCS-A/monitoring/callhome # enable anonymous-reporting
5. UCS-A/monitoring/callhome # commit-buffer
DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A # scope monitoring Enters monitoring mode.
Step 2 UCS-A/monitoring # scope callhome Enters monitoring call home mode.
Step 3 (Optional) UCS-A/monitoring/callhome # show Displays if anonymous reporting is enabled or disabled.
anonymous-reporting
Step 4 UCS-A/monitoring/callhome # enable Enables anonymous reporting on Smart Call Home.
anonymous-reporting
Step 5 UCS-A/monitoring/callhome # commit-buffer Commits the transaction to the system configuration.

Example

The following example shows how to enable anonymous reporting on the Call Home server:

UCS-A # scope monitoring

UCS-A/monitoring #scope callhome

UCS-A/mnitoring/callhome # show anonymous-reporting

Anonymous Reporting:
Admin State

Off

UCS-A/monitoring/callhome* # enable anonymous-reporting
UCS-A/monitoring/callhome # commit-buffer
UCS-A/monitoring/callhome # show anonymous-reporting

Anonymous Reporting:
Admin State

[l call Home & & U Smart Call Home D 3%
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Disabling Anonymous Reporting .

Disabling Anonymous Reporting

SUMMARY STEPS
1. UCS-A # scopemonitoring
2. UCS-A/monitoring # scope callhome
3. (Optional) UCS-A/monitoring/callhome # show anonymous-reporting
4. UCS-A/monitoring/callhome # disable anonymous-reporting
5. UCS-A/monitoring/callhome # commit-buffer
DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A # scope monitoring Enters monitoring mode.
Step 2 UCS-A/monitoring # scope callhome Enters monitoring call home mode.
Step 3 (Optional) UCS-A/monitoring/callhome # show Displays if anonymous reporting is enabled or disabled.
anonymous-reporting
Step 4 UCS-A/monitoring/callhome # disable Disables anonymous reporting on the Smart Call Home
anonymous-reporting server.
Step 5 UCS-A/monitoring/callhome # commit-buffer Commits the transaction to the system configuration.
Example

The following example shows how to disable anonymous reporting on the Call Home server:

UCS-A # scope monitoring
UCS-A/monitoring # scope callhome
UCS-A/mnitoring/callhome # show anonymous-reporting
Anonymous Reporting:

Admin State

On
UCS-A/monitoring/callhome* # disable anonymous-reporting
UCS-A/monitoring/callhome # commit-buffer
UCS-A/monitoring/callhome # show anonymous-reporting
Anonymous Reporting:

Admin State

Viewing Anonymous Reports

SUMMARY STEPS

1. UCS-A # scope monitoring
2. UCS-A/monitoring # scope callhome
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DETAILED STEPS
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UCS-A/monitoring/callhome # scope anonymous-reporting
UCS-A/monitoring/callhome/anonymous-reporting # show detail
UCS-A/monitoring/callhome/anonymous-reporting # show inventory
UCS-A/monitoring/callhome/anonymous-reporting # show content

Command or Action

Purpose

Step 1 UCS-A # scope monitoring Enters monitoring mode.

Step 2 UCS-A/monitoring # scope callhome Enters monitoring call home mode.

Step 3 UCS-A/monitoring/callhome # scope Enters anonymous reporting mode.
anonymous-reporting

Step 4 UCS-A/monitoring/callhome/anonymous-reporting # show | Displays the SMTP server address and server port.
detail

Step 5 UCS-A/monitoring/callhome/anonymous-reporting # show | Displays the anonymous reporting information.
inventory

Step 6 UCS-A/monitoring/callhome/anonymous-reporting # show | Displays the anonymous report sample information.

content

Example

The following example shows how to display anonymous reports from the Call Home server:

UCS-A # scope monitoring
UCS-A/monitoring # scope callhome

UCS-A/monitoring/callhome # scope anonymous-reporting
UCS-A/monitoring/callhome/anonymous-reporting # show detail
UCS-A/monitoring/callhome/anonymous-reporting # show inventory
UCS-A/monitoring/callhome/anonymous-reporting # show content

<anonymousData>

<discreteData
smartCallHomeContract="false"
ethernetMode="EndHost"
fcMode="EndHost"
disjointL2Used="false"
fabricFailoverUsed="false"
numVnicAdaptTempl="3"
numServiceProfiles="7"
updatingSPtemplUsed="false"
initialSPtemplUsed="true"
lanConnPolicyUsed="true"
sanConnPolicyUsed="false"
updatingAdaptTemplUsed="false"
initialAdaptTemplUsed="true"
numMsoftVMnets="10"
numOfVMs="3"
discreteFEX="false"
ucsCentralConnected="false"/>
<bladeUnit

chassisId="1"

slotId="4"
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Configuring Smart Call Home

Configuring Smart Call Home .

Configuring Smart Call Home

SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # scope callhome
3.  UCS-A /monitoring/callhome # enable
4. UCS-A /monitoring/callhome # set contact name
5.  UCS-A /monitoring/callhome # set email email-addr
6. UCS-A /monitoring/callhome # set phone-contact phone-num
7. UCS-A /monitoring/callhome # Set street-address street-addr
8.  UCS-A /monitoring/callhome # set customer-id id-num
9. UCS-A /monitoring/callhome # set contract-id id-num
10. UCS-A /monitoring/callhome # set site-id id-num
11.  UCS-A /monitoring/callhome # set from-email email-addr
12. UCS-A /monitoring/callhome # set reply-to-email email-addr
13. UCS-A /monitoring/callhome # set hostname {hostname | ip-addr }
14. UCS-A /monitoring/callhome # Set port port-num
15. UCS-A /monitoring/callhome # set throttling {off | on}
16. UCS-A /monitoring/callhome # set urgency {alerts| critical | debugging | emergencies| errors|
information | notifications | warnings}
17.  UCS-A /monitoring/callhome # commit-buffer
DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # scope callhome Enters monitoring call home mode.
Step 3 UCS-A /monitoring/callhome # enable Enables Call Home.
Step 4 UCS-A /monitoring/callhome # set contact name Cisco Smart CallHome (2 X > CZDHEFA—IL T R
L AR A — VNG SIVET,
Step 5 UCS-A /monitoring/callhome # set email email-addr | Specifies the email address of the main Call Home contact
person.
Cisco Smart Call Home sends the registration email to this
email address.
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Command or Action

Purpose

Step 6 UCS-A /monitoring/callhome # set phone-contact Specifies the phone number of the main Call Home contact
phone-num person. The phone number must be in international format,
starting with a + (plus sign) and a country code.

Step 7 UCS-A /monitoring/callhome # set street-address Specifies the street address of the main Call Home contact

street-addr person.

Step 8 UCS-A /monitoring/callhome # set customer-id id-num| Specifies the CCO identification number that includes the
contract numbers for the support contract in its
entitlements. The number can be up to 255 alphanumeric
characters in free format.

Step 9 UCS-A /monitoring/callhome # set contract-id id-num | Specifies the contract identification number from the
service agreement. The number can be up to 255
alphanumeric characters in free format.

Step 10 UCS-A /monitoring/callhome # set site-id id-num Specifies the site identification number from the service
agreement. The number can be up to 255 alphanumeric
characters in free format.

Step 11 UCS-A /monitoring/callhome # set from-email Specifies the email address to use for the From field in

email-addr Call Home messages.

Step 12 UCS-A /monitoring/callhome # set reply-to-email Specifies the email address to use for the Reply To field

email-addr in Call Home messages.

Step 13 UCS-A /monitoring/callhome # set hostname {hostname | Specifies the hostname or IP address of the SMTP server

| ip-addr} that Call Home uses to send email messages.

Step 14 UCS-A /monitoring/callhome # set port port-num Specifies the SMTP server port that Call Home uses to
send email messages. Valid port numbers are 1 to 65535.

Step 15 UCS-A /monitoring/callhome # set throttling {off | on} | Enables or disables Call Home throttling. When enabled,
throttling prevents too many Call Home email messages
from being sent for the same event. By default, throttling
is enabled.

Step 16 UCS-A /monitoring/callhome # set urgency {alerts| Specifies the urgency level for Call Home email messages.

critical | debugging | emergencies| errors|information
| notifications | warnings}
Step 17 UCS-A /monitoring/callhome # commit-buffer Commits the transaction to the system configuration.

Example

The following example configures Call Home and commits the transaction:

UCS-A# scope monitoring
UCS-A /monitoring* # scope callhome
UCS-A /monitoring/callhome* # enable

UCS-A /monitoring/callhome* # set contact "Steve Jones"
UCS-A /monitoring/callhome* # set email admin@MyCompany.com

[l call Home & & U Smart Call Home D 3%
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Configuring the Default Cisco TAC-1 Profile .

UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome*
UCS-A /monitoring/callhome #

set phone-contact +1-001-408-555-1234
set street-address "123 N. Main Street, Anytown, CA, 99885"
set customer-id 1234567

set contract-id 99887766

set site-id 5432112

set from-email person@MyCompany.com

set reply-to-email person@MyCompany.com
set hostname 192.168.100.12

set port 25

set throttling on

set urgency information

commit-buffer

H oH FH o o H 3

What to do next

Continue to "Configuring the Default Cisco TAC-1 Profile, on page 27" to configure a Call Home profile for
use with Smart Call Home.

Configuring the Default Cisco TAC-1 Profile

CiscoTAC-1 70 7 7 A L DT 7 F )V FEITIRD &£ BV T,
o LoV IAERECY
* CiscoTAC 3R 7 )L — 772 IR ST E T
o B 0L xml T
s KA v = A ZF 5000000 TI

Before you begin

Complete the "Configuring Smart Call Home, on page 25" section.

SUMMARY STEPS

UCS-A /monitoring/callhome # scope profile CiscoTac-1

UCS-A /monitoring/callhome/profile # set level normal

UCS-A /monitoring/callhome/profile # set alertgroups ciscotac

UCS-A /monitoring/callhome/profile # set format xml

UCS-A /monitoring/callhome/profile # set maxsize 5000000

UCS-A /monitoring/callhome/profile # create destination callhome@cisco.com
UCS-A /monitoring/callhome/profile/destination # exit

UCS-A /monitoring/callhome/profile # exit

®NO O PN

DETAILED STEPS

Command or Action Purpose

Step 1

UCS-A /monitoring/callhome # scope profile CiscoTac-1 | Enters monitoring call home profile mode for the default
Cisco TAC-1 profile.
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Command or Action Purpose

Step 2 UCS-A /monitoring/callhome/profile # set level normal | Specifies the normal event level for the profile.

Step 3 UCS-A /monitoring/callhome/profile # set alertgroups | Specifies the ciscotac alert group for the profile.
ciscotac

Step 4 UCS-A /monitoring/callhome/profile # set format xml | Specifies the e-mail message format to xml .

Step 5 UCS-A /monitoring/callhome/profile # set maxsize Specifies the maximum size of 5000000 for email
5000000 messages.

Step 6 UCS-A /monitoring/callhome/profile # createdestination | Specifies the email recipient to callhome@cisco.com .
callhome@cisco.com

Step 7 UCS-A /monitoring/callhome/profile/destination # exit | Exits to monitoring call home profile mode.

Step 8 UCS-A /monitoring/callhome/profile # exit Exits to monitoring call home mode.

Example

The following example configures the default Cisco TAC-1 profile for use with Smart Call Home:

UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
UCS-A

/monitoring/callhome* # scope profile CiscoTac-1
/monitoring/callhome/profile* set level normal

/monitoring/callhome/profile* set format xml

#
/monitoring/callhome/profile* # set alertgroups ciscotac

#

#

/monitoring/callhome/profile* set maxsize 5000000

/monitoring/callhome/profile* # create destination callhome@cisco.com

/monitoring/callhome/profile/destination* # exit
/monitoring/callhome/profile* # exit
/monitoring/callhome* #

What to do next

Continue to "Configuring a System Inventory Message for Smart Call Home, on page 28" to configure system
inventory messages for use with Smart Call Home.

Configuring a System Inventory Message for Smart Call Home

Before you begin

Complete the "Configuring the Default Cisco TAC-1 Profile, on page 27" section.

SUMMARY STEPS

©0ahswh=2

UCS-A /monitoring/callhome # scope inventory
UCS-A /monitoring/callhome/inventory # set send-periodically {off | on}
UCS-A /monitoring/callhome/inventory # set interval-days

UCS-A /monitoring/callhome/inventory # set timeofday-hour
UCS-A /monitoring/callhome/inventory # set timeofday-minute minute
UCS-A /monitoring/callhome/inventory # commit-buffer

[l call Home & & U Smart Call Home D 3%

interval-num
hour



| cCall Home & & U Smart Call Home (3% %

Registering Smart Call Home .

DETAILED STEPS
Command or Action Purpose

Step 1 UCS-A /monitoring/callhome # scopeinventory Enters monitoring call home inventory mode.

Step 2 UCS-A /monitoring/callhome/inventory # set Enables or disables the sending of inventory messages.
send-periodically {off | on} When the on keyword is specified, inventory messages

are automatically sent to the Call Home database.

Step 3 UCS-A /monitoring/callhome/inventory # Set interval-days | Specifies the the time interval (in days) at which inventory
interval-num messages will be sent.

Step 4 UCS-A /monitoring/callhome/inventory # Set Specifies the hour (using 24-hour format) that inventory
timeofday-hour  hour messages are sent.

Step 5 UCS-A /monitoring/callhome/inventory # set Specifies the number of minutes after the hour that inventory
timeofday-minute minute messages are sent.

Step 6 UCS-A /monitoring/callhome/inventory # commit-buffer | Commits the transaction to the system configuration.

Example

The following example configures Call Home system inventory messages and commits the transaction:

UCS-A /monitoring/callhome* # scope inventory

UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory* #
UCS-A /monitoring/callhome/inventory #

What to do next

set send-periodically on
set interval-days 15

set timeofday-hour 21
set timeofday-minute 30
commit-buffer

Continue to "Registering Smart Call Home, on page 29" to send an inventory message that starts the Smart

Call Home registration process.

Registering Smart Call Home

Before you begin

Complete the "Configuring a System Inventory Message for Smart Call Home, on page 28" section.

SUMMARY STEPS

1. UCS-A /monitoring/callhome/inventory # send

Call Home # & U* Smart Call Home D= [}
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DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A /monitoring/callhome/inventory # send Sends the system inventory message to the Smart Call Home

database.

When Cisco receives the system inventory, a Smart Call
Home registration email is sent to the email address that
you configured as the email address for the main Smart Call
Home contact.

Example

The following example sends the system inventory message to the Smart Call Home database:

UCS-A /monitoring/callhome/inventory # send

What to do next

When you receive the registration email from Cisco, do the following to complete registration for Smart Call
Home:

1. Click the link in the email.
The link opens the Cisco Smart Call Home portal in your web browser.
2. Log into the Cisco Smart Call Home portal.

3. Follow the steps provided by Cisco Smart Call Home.

After you agree to the terms and conditions, the Cisco Smart Call Home registration for the Cisco UCS
KA A > is complete.
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