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SNMP Support

Cisco UCS provides the following support for SNMP:

Support for MIBs
Cisco UCS supports read-only access to MIBs.

For information about the specific MIBs available for Cisco UCS and where you can obtain them, see the
http://www.cisco.com/en/US/docs/unified _computing/ucs/sw/mib/b-series/b UCS_MIBRef.html for B-series
servers, and http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/mib/c-series/b_ UCS_Standalone
C-Series. MIBRef.html C-series servers.

Authentication Protocols for SNMPv3 Users

Cisco UCS supports the following authentication protocols for SNMPv3 users:
* HMAC-MD5-96 (MD5)
* HMAC-SHA-96 (SHA)

AES Privacy Protocol for SNMPv3 Users

Cisco UCS uses Advanced Encryption Standard (AES) as one of the privacy protocols for SNMPv3 message
encryption and conforms with RFC 3826.

The privacy password, or priv option, offers a choice of DES or 128-bit AES encryption for SNMP security
encryption. If you enable AES-128 configuration and include a privacy password for an SNMPv3 user, Cisco
UCS Manager uses the privacy password to generate a 128-bit AES key. The AES privacy password can have
a minimum of eight characters. If the passphrases are specified in clear text, you can specify a maximum of
64 characters.
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Configuring SNMP

Configuring SNMP ]

Enabling SNMP and Configuring SNMP Properties

CiscoUCS RAA B DSNMP A vt —IZid, VAT AL TIIRLS 777V vy X —2
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SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # enable snmp
3. UCS-A /monitoring # set snmp community
4. UCS-A /monitoring # Enter a snmp community: community-name
5. UCS-A /monitoring # Set snmp syscontact system-contact-name
6. UCS-A /monitoring # set snmp syslocation system-location-name
7. UCS-A /monitoring # commit-buffer
DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # enable snmp Enables SNMP.
Step 3 UCS-A /monitoring # set snmp community Enters snmp community mode.
Step 4 UCS-A /monitoring # Enter a snmp community: Specifies SNMP community. Use the community name as
community-name apassword. The community name can be any alphanumeric
string up to 32 characters.
Step 5 UCS-A /monitoring # set snmp Syscontact Specifies the system contact person responsible for the
system-contact-name SNMP. The system contact name can be any alphanumeric
string up to 255 characters, such as an email address or
name and telephone number.
Step 6 UCS-A /monitoring # set snmp syslocation Specifies the location of the host on which the SNMP agent
system-location-name (server) runs. The system location name can be any
alphanumeric string up to 512 characters.
Step 7 UCS-A /monitoring # commit-buffer Commits the transaction to the system configuration.

Example

The following example enables SNMP, configures an SNMP community named SnmpCommSystem?2,
configures a system contact named contactperson, configures a contact location named systemlocation,

and commits the transaction:

SNMP D&% E .



. Creating an SNMP Trap

UCS-A# scope monitoring
UCS-A /monitoring # enable snmp

UCS-A /monitoring* # set snmp community

SNMP Oz |

UCS-A /monitoring* # Enter a snmp community: SnmpCommSystem2
UCS-A /monitoring* # set snmp syscontact contactpersonl
UCS-A /monitoring* # set snmp syslocation systemlocation

UCS-A /monitoring* # commit-buffer
UCS-A /monitoring #

What to do next

Create SNMP traps and users.

Creating an SNMP Trap

SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # enable snmp
3. UCS-A /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}
4. UCS-A /monitoring/snmp-trap # Set community community-name
5. UCS-A /monitoring/snmp-trap # set port port-num
6. UCS-A /monitoring/snmp-trap # set version {v1|v2c|v3}
7. (Optional) UCS-A /monitoring/snmp-trap # Set notificationtype {traps|informs}
8. (Optional) UCS-A /monitoring/snmp-trap # Set v3 privilege {auth | noauth | priv}
9. UCS-A /monitoring/snmp-trap # commit-buffer
DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # enable snmp Enables SNMP.
Step 3 UCS-A /monitoring # create snmp-trap {hostname| Creates an SNMP trap host with the specified host name,
ip-addr | ip6-addr} IPv4 address, or IPv6 address.
The host name can be a fully qualified domain name of an
IPv4 address.
Step 4 UCS-A /monitoring/snmp-trap # set community Specifies the SNMP community name to be used for the
community-name SNMP trap.
Step 5 UCS-A /monitoring/snmp-trap # set port port-num Specifies the port to be used for the SNMP trap.
Step 6 UCS-A /monitoring/snmp-trap # set version {v1|v2c| | Specifies the SNMP version and model used for the trap.
v3}
Step 7 (Optional) UCS-A /monitoring/snmp-trap # Set The type of trap to send. If you select v2c or v3 for the

natificationtype {traps| informs}

. SNMP D&% ZE
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Deleting an SNMP Trap .

Command or Action

Purpose

* informs—SNMP inform notifications

Step 8 (Optional) UCS-A /monitoring/snmp-trap # Set v3 privilege | If you select v3 for the version, the privilege associated

{auth | noauth | priv}

with the trap can be
* auth—Authentication but no encryption
» noauth—No authentication or encryption

* priv—Authentication and encryption

Step 9 UCS-A /monitoring/snmp-trap # commit-buffer Commits the transaction to the system configuration.

Example

The following example enables SNMP, creates an SNMP trap using an IPv4 address, specifies that
the trap will use the SnmpCommSystem2 community on port 2, sets the version to v3, sets the
notification type to traps, sets the v3 privilege to priv, and commits the transaction:

UCS-A# scope monitoring

UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A

/monitoring # enable snmp

/monitoring* # create snmp-trap 100.10.111.112

/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap* #
/monitoring/snmp-trap #

set community SnmpCommSystem2
set port 2

set version v3

set notificationtype traps
set v3 privilege priv
commit-buffer

The following example enables SNMP, creates an SNMP trap using an IPv6 address, specifies that
the trap will use the SnmpCommSystem3 community on port 2, sets the version to v3, sets the
notification type to traps, sets the v3 privilege to priv, and commits the transaction:

UCS-A# scope monitoring

UCs-A
UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCS-A

/monitoring # enable snmp

/monitoring* # create snmp-trap 2001::1

/monitoring/snmp-trap*
/monitoring/snmp-trap*
/monitoring/snmp-trap*
/monitoring/snmp-trap*
/monitoring/snmp-trap*
/monitoring/snmp-trap*
/monitoring/snmp-trap #

HH H H o H

Deleting an SNMP Trap

SUMMARY STEPS

1. UCS-A# scope monitoring
2. UCS-A /monitoring # delete snmp-trap {hostname | ip-addr}
3. UCS-A /monitoring # commit-buffer

set community SnmpCommSystem3
set port 2

set version v3

set notificationtype traps
set v3 privilege priv
commit-buffer

SNMP D&% E .
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. Generating Test SNMP Traps

DETAILED STEPS
Command or Action Purpose
Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # delete snmp-trap {hostname| Deletes the specified SNMP trap host with the specified
ip-addr} hostname or IP address.
Step 3 UCS-A /monitoring # commit-buffer Commits the transaction to the system configuration.

Example

The following example deletes the SNMP trap at IP address 192.168.100.112 and commits the
transaction:

UCS-A# scope monitoring

UCS-A /monitoring # delete snmp-trap 192.168.100.112
UCS-A /monitoring* # commit-buffer

UCS-A /monitoring #

Generating Test SNMP Traps

You can generate a test SNMP trap without making any software or physical configuration change to the

system.
SUMMARY STEPS
1. connect nxos
2. (nxos)# test pfm snmp test-trap ?
3. (nxos)# test pfm snmp test-trap{fan | powersupply | temp_sensor}
DETAILED STEPS
Command or Action Purpose
Step 1 connect nxos Connects to the NX-OS operating system software.
Step 2 (nxos)# test pfm snmp test-trap ? Returns the list of test trap options.
Step 3 (nxos)# test pfm snmp test-trap {fan | powersupply | Generates a test SNMP trap.
temp_sensor} * fan - Generate a test SNMP Trap for fan

» powersupply -Generate a test SNMP Trap for Power
Supply.

» temp_sensor - Generate a test SNMP Trap for
Temperature.
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What to do next

Creating an SNMPv3 User .

While you run the NX-OS command, you can open another SSH session to the fabric interconnect and verify
that SNMP packets are sent out from the fabric interconnect's management interface.

For complete packet:

(nxos) # ethanalyzer local interface mgmt capture-filter "udp port 162" limit-captured-frames

0 detail

To capturejust packet headers

(nxos) # ethanalyzer local interface mgmt capture-filter "udp port 162" limit-captured-frames

0

Creating an SNMPv3 User

SUMMARY STEPS
1. UCS-A# scope monitoring
2. UCS-A /monitoring # enable snmp
3. UCS-A /monitoring # Create snmp-user user-name
4. UCS-A /monitoring/snmp-user # Set aes-128 {no | yes}
5. UCS-A /monitoring/snmp-user # set auth {md5 | sha}
6. UCS-A /monitoring/snmp-user # Set passwor d
7. UCS-A /monitoring/snmp-user # set priv-password
8. UCS-A /monitoring/snmp-user # commit-buffer
DETAILED STEPS
Command or Action Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.

Step 2 UCS-A /monitoring # enable snmp Enables SNMP.

Step 3 UCS-A /monitoring # create snmp-user user-name Creates the specified SNMPv3 user.

An SNMP username cannot be the same as a local
username. Choose an SNMP username that does not match
a local username.

Step 4 UCS-A /monitoring/snmp-user # Set aes-128 {no | yes} |Enables or disables the use of AES-128 encryption.

Step 5 UCS-A /monitoring/snmp-user # set auth {md5|sha} | Specifies the use of MD5 or DHA authentication.

Step 6 UCS-A /monitoring/snmp-user # set password Specifies the user password. After you enter the set
password command, you are prompted to enter and
confirm the password.

Step 7 UCS-A /monitoring/snmp-user # Set priv-password Specifies the user privacy password. After you enter the
set priv-password command, you are prompted to enter
and confirm the privacy password.

Step 8 UCS-A /monitoring/snmp-user # commit-buffer Commits the transaction to the system configuration.
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. Deleting an SNMPv3 User

Example

The following example enables SNMP, creates an SNMPv3 user named snmp-user14, disables
AES-128 encryption, specifies the use of MD5 authentication, sets the password and privacy password,
and commits the transaction:

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # create snmp-user snmp-userl4
UCS-A /monitoring/snmp-user* # set aes-128 no
UCS-A /monitoring/snmp-user* # set auth md5
UCS-A /monitoring/snmp-user* # set password
Enter a password:

Confirm the password:

UCS-A /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

UCS-A /monitoring/snmp-user* # commit-buffer
UCS-A /monitoring/snmp-user #

Deleting an SNMPv3 User

SUMMARY STEPS

1. UCS-A# scope monitoring

2. UCS-A /monitoring # delete snmp-user user-name

3. UCS-A /monitoring # commit-buffer
DETAILED STEPS

Command or Action Purpose

Step 1 UCS-A# scope monitoring Enters monitoring mode.
Step 2 UCS-A /monitoring # delete snmp-user user-name Deletes the specified SNMPv3 user.
Step 3 UCS-A /monitoring # commit-buffer Commits the transaction to the system configuration.

Example
The following example deletes the SNMPv3 user named snmp-user14 and commits the transaction:

UCS-A# scope monitoring

UCS-A /monitoring # delete snmp-user snmp-userld
UCS-A /monitoring* # commit-buffer

UCS-A /monitoring #
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