ﬁ‘p
&

SGACL t=4#t— FEB XU SGACL n ¥ 7

SGACL =% £—F

SGACL E=4#F— FBXU SCGACL ¥
T DERTE

SGACL £=#E— FB LU SGACL = F 7%, Cisco I0S U U — = 15.2(8)E LIFED IE 4000.IE 4010, 3 L ! I[E 5000
U= AL vy FTIR—FSHTWET,

X2 VT4 ITN—TR=ZADT 7/ Aa hra— i Cisco TrustSec ¥ X2V T 4 7 —FT7 7 F v D R— s T
TEDIRY NI FNRALADRAAL VEMESITHZ LI o TEFaT Ry U —7 28 L £9, TrustSec DORITIES
e A RT A 2 & HIREIE, R EFNE L, TrustSec (2 B9 2 B4ERY 22 TR IS\ Tid. [Cisco TrustSec Switch
Configuration Guide]|# &M L T< 72 &, SGT &Z#a~7' 1 k=)L over TCP(SXP) B L 'L A ¥ 3 N T AR— FDORETITD
WTIE.SGT x2# 7 11 k=1L over TCR(SXP) B L UL A ¥ 3 h T U AR — FDORE (285 X—D) S L T &,

SGACL =4 ®— K

Cisco TrustSec DHAPEAEM T E=FE— FEAHFAL T . RY > —NEXLIZ LB VITHEET D Z L 2T 572012,
-12«*\':)?41‘“) WA LRVREETT A T AN TEET . X2V T 4RV —0NERLEZERBY ITHEEEL R
WA E=HE—RTEDOZERFESN. X2V T 4 IN—T T+ RA 2 br—L U R (SGACL) Ol % A
Fo— 7/1/ CTDENCARY =2 EETEET KNI —2@HAT AR =T 7 v a v OfEREHRT D LT, XT%OD
R =X )T BEEZMZ L TWS (2 —IRBIESNRTNITZY V—ZA~DT 7 v A IEREESND) Z & 2R
FE7,

F=& U 7 REBEIZ.SGT-DGT X7 L~ LTI ENE T, SGACL T=F T — FEEEZANIT D EIEET 7 a Ui
FAY HI—KREDACLFHFE LTEEINFET, ZHICLED . SGACL # v 2B L 0Na X 7 Tk B0 SGACL RV

—ZED EINHENTNENEERRCTEET I RTCOE=AINB N T T 4 v I BRHFNENDT2D . SGACL E=F E—
FTIZ.SGACL IZ L B9 —t 2D hniddH v XA,

SGACL =% E— F& AT DI21E.IPServices 7 1 & ANMIETT,

SGACL €E=4F— NOE - CLI

CLI #fH L T SGACL E=#F— REZETDHITI. KROFIEEFATLET,

=SV AN HiY
1. Switch# configure terminal Tu— L ar7 e XL —gy e }\é’ﬁﬁﬁé‘b
E9
2. Switch(config) #cts role-based monitor FEoHE— REHEDCLUET,
enable
3. Switch(config)# cts role-based monitor IPv4 RBACL (SGT-DGT ~37) DE = % E— REHE
permissions from { sgt_num } to { L%
dgt_num } ipv4
Switch(config) # exit a7 4 X al—r a3y ET—REKRTLET,
5. Switch# show cts role-based permissions UTE)SGACL HV v— b R7 =k OF =& & — RHie
;:‘t”:ii:f’:—"“"‘ bto { dgt_mum } ipvd [ | \-pagz sz geom k4, <SGT-DGT> A7 T =
LDE=FET— FREDIR->THWHEE 2~ FH
INFTE= 2R IPRTASINET,
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SGACL E=#%t— FEB XU SGACL 1 ¥ 7 D& E

SGACL =% E&— |

SGACL =% t— FDOXE - Radius (ISE)

Cisco Identity Services Engine (ISE) GUI Zfff L T SGACL £ =4 & — RZHGZNZT HI2IE. KD X 512 [ =% (Monitor)]
EIBIRLET,

Edit Permissions... x
Source Security Group HVAC (18/0012)
Destination Security Group PCI_Servers (14/000E)

e Enabled «
Enabled
& Monitor

Description

Assigned Security Group ACLs

Select an SGACL V) &

&

deny_log

Final Catch All Rule | None *

HOT7 A a3 =4 E— A THDLZ LR LET,

RV —<h ) w7 ZAOERF. ~ M) v 7 ZAO LIS BHEEZHEH L TRy NU—FI TS R T v a &b
ERHY 9, 2T RADIUS CoA 2 H L T EENMTbNI-Z L& T A 2@ L ET,

TN AL v FIZH 7 a— K &= 5, show cts role-based Permissions =~ REZ{HEH L TR ELHERLET . R
V—OHERIZ B =2 55 L VW) HFEEZBNTE 2L C B4 T— FORKFEDORY v —2/RLET,
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SGACL =% F— FB LW SGACL =¥ 7/ DFRIE

SGACL ¥ 7

T DM

& IZ . show cts role-based Permissions =~ > K & show cts role-based counters =~ KO 12 R LET, 21
boa<wy FaALT.SGACL F=FEF— KNDAT—F A2 F R TEET,

Switch#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 18:HVAC to group 14:PCI_Servers (monitored):
deny_ log-10

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

show cts role-based 7 7 > % ® HW-Monitor % 7 AZIE,N— RV =7 TE=F SR TS PEBEIZITEHA S THhzan
WHA N hOBNRERINET,

Switch#show cts role-based counters
Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
* * 0 0 5378613 6291011 0 0
18 14 0 0 0 0 0 84

SGACL v ¥ 7

cts D log 47> = N4 O ACE IZHH S ACEIZ— T2 3 v b e 7k Ed . log ¥—V— R Crigk s
T2 I 734 > M. syslog A v & —V & ER LET,

SGACL 2 ¥ /1. Cisco ACE 7 U 7r—va v ar rra—1 =P logging F—7 — FRHLBEEICOH ) H—
ENFET,

SGACL Tr ¥ VAT > TV DHEE AL v FIXROFERETLHE L ET,
B EETEX=2 VT 7 N—T X7 (SGT) BLU%E: SGT
B SGACL KU —4
B Ny hFubarggr
B Ry RTETENDT V7V ar
Cisco TrustSec m— /L _N—ZX (£ F 2 U T 4 ZN—F)T7 /¥ 2ay ha— L@l aaNIt 5. Za—r~r a7 4
¥ o L—3 3 E— FT ctsrole-based enforcement =~ . RZ i L £79,SGACL ©r ¥ VHRAHRET HITIE K
DEITADLETS,
cts role-based enforcement [logging-interval interval |

interval 513 DA NMEIL 5 ~ 86400 #T¥,F 7 /v Mk 300 B TT,
X2 7 HNTT HI1E. SGACL #51% ACE EZDANC log F— 7 — F&MHH L £3, 72 & 2 1Z. permitiplog 72 £ T,
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SGACL =4 F— FB LW SGACL =¥ 7/ DFRIE

SGACL x> 7

WIZ Gt L5620 D SGT.ACE O— K (HERT 7 v a v) 2R d 5% 7w V% LE 7, logging rate-limit =~ > K
EHALCIABLEVICGRESNDI A vyE—Y DL — FEHIRTEET,

Switch(config)# cts role-based enforcement logging-interval 90
Switch(config)# logging rate-limit

May 27 10:19:21.509: %$RBM-6-SGACLHIT:

ingress interface='GigabitEthernetl/0/2' sgacl name='sgacl2' action='Deny'
protocol='icmp' src-ip='16.16.1.3"' src-port='8' dest-ip='17.17.1.2' dest-port='0"
sgt = '101' dgt = '202' logging interval hits = '5'
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