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Fx R"A VP TEY v FINFET, HEET /LIL, Wireshark DR A > b3, AT
DX VT ABEONL Y I T v 7%, BEXOHWAIOEX2) 7 A HREOL Y 7T v
ANZHAETHZ & T,

ABDTIE, X7y MEIbA ¥ 2H-— bk, VLAN, BLOLA ¥ 3H— F/SVI & L TEE

XnEY, HIITIE. N7y MILb A ¥ 3R —FSVI, VLAN, BXOL A ¥ 2HKR—F%
NLTEEEINTT, A Iy bR Ry 7ENDHRA V FORHIH D5
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. Wireshark |33 v b EX ¥ 7F ¥ LET, TSN OEEIX, Wireshark [£/37 >
EXXY T Ty LERA, 22X ANFHO VA Y 28R A MO S 415 Wireshark
DFYTF ¥ RY —F LA YIHEN—2ADEF 2V T 4 HEICL > TRy F&ahiz
Nry MeXxe7Fx LET, MRS, MAFRO LAY 38R A~ MR T 5
Wireshatk D% v 7F v R Y > —L, LA Y2HHER—ADTX2 U T (HEEICED e v
TENTNT Y XY Ty LET,

=7 v FR=bFBLOAL v FRAEA o F—T = A 2 (SVIs) : SVIOHANBLERFE S
N2y MME CPU TARR S VD 72, Wireshark [ SVIOH 1 &% v 7' F v T FH
o ZNHDNRT y FEXXx 7 FXTHI00%, 2 ba— 7 L—r R4 FeL
TEOET,

¢ VLAN : CiscoIOS V U — 2 16.1 LAF&. VLAN 23 Wireshark O#fi R A > b & LTHHA S
TWAEA, Ny M ¥y 7 Fxid, ADFREREDFROBEFD L2 & L3 THAR— b
EnEd,

s XA VT a UHRE AT, V1% 3 (PBREBEXOWCCPAE) TUX ALY
FENDHERE RN T 7 4 v 7%, LA ¥ 3 D Wireshark DHE5iARA >~ b XV HiwERAYICHE T
9, Wireshark [, B THIDOLA VY3 AL X —T A RV EA LT FENDAREMENH
H5ETH, oDy haXxy 7 F v LET, HEMIC, LA TP3ICEoTU XA
L7 hans e (H7JWCCP 72 &) IXGRERMIIC LA V3R A > FORIICH Y |
Wireshark Tld¥ v 7' ¥ ShEH A,

* SPAN : Wireshark %, SPAN%GEE L CRESINTZA L HX—T =24 ATy " aed v 7
F¥ TEEHA,

» SPAN : Wireshark 1%, AJ7 5@ SPAN 25t E LTCREINTIA » H—T7 = A AT
Ty hexy Ty TEET, HAOSFMTHHEH TS RERH Y £7°,

« ACL Nl STV W gE . K 1000 D VLAN 587w & —EICx ¥ 7 F ¥ TX
£, ACL @A S TWAHA, Wireshark Dl T& 52— R = 7HElIT L 0 A7
K FE, MRELT, Xy b ¥y 7 F I EIHEHTE 5 VLAN O KUK
<7eVWFE9, 1000 LLED VLAN h oz —EICEH LY, ACL 228 HT 5 &7
RSN WEERDAECDAHREMERH D £, & 2E, TV YT o BX U T 5 AHEMEN
HYET,

A\

GB) &R CPUBEMIC S22 Y . FHISH W N — FT = TEIfEDJR
EIRDATREMED B D72 T I DA A >~ b &2 IS
Fy 7Ty LN a2l BEIOLET,

Wireshartk D A4 K54 >
s Wireshark TO/X7 v b Fx FF 2, /N— N = TEREDBRIFFCRAE L ET,

» Wireshark O v 7' F v 7' mv A ZBET HE1IC, CPUMMHAERNZYTHY ., +o2AE
U (B72< &6 200MB) BMEHFIRETH DL Z & 2B LET,
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A RNL— T ANy NIRRT AT EDS . Wireshartk X% 7F v a2 %
BAET DRS00 AR—ANFIHABETH D Z L 2R L T E S,

» Wireshark D ¥ v 7 F v HH D CPU fEHARIL, RTEINTZHEEIZ—FT D7 v O L.
—E L=y NAOT 7 ay (ART, Ta—FRLTHER, HOHWIIZDOM ) (2
Ko THERY £7,

« 5 CPU fili iR 36 K UMD REEZR KM 2T D 72D, AIREZRIR Y & v 7' F ¥ & de/NRITHD
ATLTZEwy Ny by HIRIC KD HIR) .

o Ry MRIEFIN— Ry =7 THEEFETINDZD, Nry MI, Y7 b TUUEDO-
HIZCPUIZ 2B —ENEH A, Wireshark D37 > kv 7F v DAL 47~ MMEICPU
ICav—&h, BEEESN T, 2 CPUEHAROEIMIC SRR Y 97,

CPUMMFRZEm< LRVE IZT2I1T1E, ROFIHZFEITLET,
o B AR — 2T ESE L £

 —H G AERTINII TA o TERMERAL, ZIRIIZT 78 A VA MEHEHLTL
FEV, WL ETARETRWEESIE, R, A v I7A4 Y 74V Z 2L E
‘g—O

o T4 VHHRANCIE LS ER ST FE T, BRI NzoTiEe<#HlB7e ACL T, b
T4 BAThE (IPvd ODH72EZ) HIRL T, AER NI 70 v 7 &5 EHLE
ER

AV N T A A %?Eb‘ﬂéﬁfﬁit NSy FEFICHICHIR L £, capture =
YUY RONRTA=ZIZIY RERETHZLENTEET,

* Capture duration
e X ¥ ST X N Ty NO
« 77 AN A X (File size)
Ty hORT AN HARX
c AT TANGE—HT D R T T 4 v I BIEFITDRNZ LR L TV D561, IR
LTxy 7 Frv bEyiar a3 7LET,
c ROBEEITEWCPU (F72iTAEY) AR D WREMEN SV £,

cFXx T TFx by varEA X7 MILEMBATEOETEIZLT, THLAEWET
7/]' /70)/\_2 ]\Z))E%f;ﬁljo

VT T ANEEZEF YT TF Yy Ny 7R ERHL TRy I F Y By v a U E2ES
LT, RHIFAREDEFILTHE, XT3 =~ RAERIET AT A~V AOREDNF]
TSN ET,

XX T F Xy g I, DORT v ARV AT B A REME D & D Wireshark
WX A2EWCPUBHARBI O AT Y HEN LW HERLET, 29 LiRmAtE L=
P4 Wireshark v v a &2 IfERLET,
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c REWRT7AND peap 7 7 A NINHD/NRT y N7 a— RLUTRRT H I &I3lET T
ZEW, R YIZ, PCIT peap 7 7 A %Ak L PC | C Wireshark & F4T L £ 7,
* Wireshark £ > A% > A TR 8l E TEFRTE LT,

peap 7 7 A NVETITF ¥ T TF ¥
Ny Ty heTa— KL TCERRTDBT 7T 477 show 2= Kid, 1HOA
VAR AL LTHU U NENET, L, T TATICTEDA VAKX AL D
T,

o« EITH DX ¢ FF ¢ [TBHEMT S vz ACL N H SN2 A 1312, ACL BH 2 A3
THEFY 7 F Y 2HEETAMLERNDY £T, ¥ 7 F Y aEEd Lane ., ZHEqj
DIED ACL M ks L THEH S E T,

oy MEKEF I, RO AEBE LET,

cTAT Ny b eFy T F X LTODMIE, CPUICARIODNOBETH LT 2 —
N EFRTIEAR < (BRI detailed E— RDOGE) | R{FOHEMFEH L ET (display 4
TvareEELRWEE)

Xy Ry Ty NIRET 28BOX Yy 7 F ¥ 3b 2 5A. AT aA&#ET5
720, LW 7 TF ¥ BRI DRI NNy 77527 VT LTLEEN,

T THN Ny Ty FAXEEH L, Ty FRKDATWDY
RaEMLTATy FOREZHSZENTEET,

AN
=N

Ny 77 YA
c 7T yva T4 AT ~DEXALITL., CPUICAMDONNLEBETHLT-D, ¥ 7
F v L— bR RS

A N7 7 FxTFXOERAEBEID LT,
* Wireshark % v 7'F v & > 22 L 1000pps D L— F THWIZA U= 7 =T
ELET,

AN =T X T TF ¥ E—RIIH1000pps & AR—FL, Y7 AT v E—
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J L— MR ZOEEBAD L, Ny MERPRAET D AREERH Y £7°,

c AN =T XFx T F ¥ E— KO L— hE 1000 pps TI,
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Wireshartk CLI T7 7 A VA NELIT I TA T2 FEHTAHAVENSAESIE. v
TA4X a2l —vay avly RTCT 78R VANBIWNI ATy T2 ERTOLERD
D iﬁ—o

FEDIEF XX Y 7F v AA v M ERTHAHAICITEA SN ETA, CLITHFAINT
WAEBEDIEFTE Y 7F ¥ R"A Vv b XTI A—H B EFRTEEJ, Wireshark CLI T,
H—ATONRT A =2 FIZHIRIZH Y A, ZHEIXY 7T v RA L bEERT DD
WEipa~ s ROEFIRLET,

Pt AR A v RS T RTONRT A=, B—DEZ]Y £7, #H., 2~ FEHA
NTHZLICED, HEHFLVLDICEESHMZI L ZENTEEST, 2—FOMRRKIZT A
T AR LWEESZ T A, HWVMEE EEXLET, 2+ RO ne B, HLWED
AINIHEEZH Y FHAN, T A =X OHIRRIZITSLETT,

Wireshark Ti3 1 DLLEDEEREARA > FEFEET 2 2 LTS E£T, BEOHERFRA >~ b
ZBINT DL, FTLWERAA v hTa~vr REFBANLET, #HEidhA v N adlbrd
i, awr Rone A LET, A he LTA ¥ —7 = A AFPHEZEET
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GigabitEthernet1/0/1in # AJ) L ¥7, Z Z T, interface gi 3/1GigabitEthernet1/0/1 [T HzHi AR
A FTH,

F 724 ¥ —7 = A A GigabitEthernet1/0/2 |2 b B T D BN H HHE. RO X 912, Bl
DITTHE LT

monitor capture mycap interface GigabitEthernet1/0/2 in

XX T TXYNRT I T4 TREXIL, XY T T XICHTHIEREZITO) ZLIXTEERA,
FATT DT, WD T A—=ZRUATH D% RE L £7, Wireshark CLI Tid,
start 2~ REANTHRNALEDO/NRNT A —Z B BEETRIIETTH ENTEET,
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a7 TANRIHR R T g TR A VAN, £REITA vy SICTEET,
INEDEATDOHFLNWT A VEERETDHE, BEFObOEESHZ 7,

A\

GE) a7 7 4%, CAPWAP ho XV A v 2 —T oA A%Fyv
Fx¥ R AL FOEERARA L FELTHERAL TWAESZRE. 4
ZHTY,

BRI 7 stop =2~ > K& T %7, automore E— KIZ q # AJJ LT, Wireshark & »
arEERTLEY, By i, Iy b Fx IF o OfilRAR & ofF 1k oS
Mz IhizE &I, BEICKTLET,
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WDOFEIX, T 7 4/ kD Wireshark DR EZ R L TWET,

HRE T4 I FRE

Kfd] (Duration) No limit

3wk (Packets) No limit

Ny bR FIRRZZL (7L 37w b)
7 7 ANY A X (File size) No limit
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Ny Z77DARL—Y F—F S
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U—7EHEX, v T Ty R Ty A REX AT FERELIZIV=T) BLOFy T ¥
TEHENT Y NORRAA NMIEERTLIHGEVRHVET, Xy b ¥ 7F ¥ L— NI,
PR EERIEAFEH L CAey MY TEET, HEXE, TR I r— L U R
MR L TxF Y 7Ty Ry N2 T 4 NVEZ VT4 T a e, whkoiry by
TFx L— hELEFY T TRIROIEE EOREMREREITOA S a UBRIITTE E
7T

HARAHINT Y B X TFrDF A

¢« TNARATIPVABIOIPVG X7y "Xy T TE, MAC 7 A VX EFRALEZD.,
MAC 7 FL A&~y F IRV LT, EIP X7y M ¥ ¥ 7 F ¥ AlhE,

e RXT7 N FXXYTF ¥ RA L A R—T NI T HERABERA VT T ATV F v Fy
TFxRA L MEI, Ny R T Ty I, Ny vy EEEMTOND N T T4 v
KoYy hARA v FTT,

Y — NV EER L@ Lz N7 v ¥ ¥ 7 F ¥ 7 7 AV (PCAP) BT/ v
M ¥vY 7 Fv¥rxs AR— NI DHEEBE,

c SESERFHMLANNLTHR Yy I TFy INT—F RNy T a— T34k,
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Nry b T—8 XvTF~v

Nry b T=F X TFxid, Ny 7 IS NLT—Z Ny hOF ¥ T F ¥ T, N
Ty b T2 X T TFxiE, —BOARENTA—ZEANT LI LI TERLET,

COLEXRYTF TR ROT 7 a Ly EFEITTEET,
A LB —T 2 A ATODXY T F DT 77 4 74k,

XY T F Y IRA L b~DT 7 BA 2 br—L AL (ACL) X7 T A~ v 7O A,

A\

(G£)  Network Based Application Recognition (NBAR) & MAC A% A /L
DI TAyE PR—FShTHERA,

« ¥ ¥ IF v ORI,

A RXRH AT IR EDNRy T 7 AN — RTA—=HDIRE, VA XAOFFHIX 1~ 100
MB T¥, 774NV DRy 77 3#ETT, 9 1ODONNy T 7 A7 a AIERT
7,

e bha, IPT RLA, R—b 7 RLRIZETAIEREEGTe—EILMEDIRE,

INTY R XY TFVYDERTE

Wireshark @ %% /5%
Wireshark 25 E T 2 121%, IROEKRMRFIEZFETLET,
. ¥%¥7F v RAAV FEERLET,
2. FXTTF¥ RA L NDONRTA=ZZBIMEITEELET,
3. X¥X¥TFX AA L NEeT I T4 TIREITIET VT 4 THELET,
4. X TF ¥ BA U A REMA LARWIEEITHIRL T,

v TFY RAVFDER

ZOFEOHTIX, FEFIT T NRXTXY T F v KA bE2EELET, LEIUSUT,
monitor capture 2~ KD 1 DDA VAR AEFERLTHF ¥ 7F ¥ RA 2 b EZDT T
DINT A =R EEFRTEET,
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FYyTIFy R4V FDES

G¥)

BHAA v b, Y TFyOHR, BEXORaT 74V EIPEEET A 7 F v RA v FaE
DRI ERTIHILENDY 9,

a7 T4 NEEERTAHMLENRRNDIT, CAPWAP ho RV v A B2 —T x4 ZA&FHL
TUVAXY VA XY T T ¥ RV MNEBERTDOIHETT, ZOHA, 27 74 VZITERLE
A, ZIUIFERHTEERA,

¥ T v RA L MEEETDHITIE, WOTFNEEZEITLET,

Fg
ARV RFERET IV a Y By
AT v 71 enable FEHE EXEC & — % A % —7 M L ¥
f T, T ERERRINTH, NR
U—R&E AN LET,
Device> enable
Z—T_‘yjoz monitorcapture -\*,\,7"3",\7 /—ﬁ’/‘/\/}\%iib\ %¢\77o

{capture-nameinterface-typeinterface-id} {interface | o 5 75%_¢ » K RSEE LTI S TUN BB
| control-plane} {in | out | both} R N EEEL. v ST v OFh
i - ZHRELET,
DZZ;(:::.éir:et::e:iigl;:ei:ycap interface X — U — NOERIIKRDO LBV TT,

* capture-name : FEFT DF ¥ I F ¥
WA bOAHTIEIRELES (BT
IE mycap MEH SN TWET)
F ¥ T TF XY HORSITLFLITIC
LT ZEN, 3T, Tra—A
27 () ORBFFASNES

« ({EE) interface interface-type
interface-id : % X 7T ¥ "A L R
BEEAT T b D8RR A b &R E
L E3 (#ITlX GigabitEthernet1/0/1
DEHESNTVWET) |
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GE) FFar T, Toaw
VRAVAZLAL DT
ZOXY ST ¥ KA b
DEEOBREAR A B
FORFA—=HFT_CH
ERCTEET, ZNHD
INT A =B ZONTIE,
Xx T F¥ARA R
A—ZDOERIZETHF
JIECREA S AV TWET,
#HHOY R — b, B
A > N EBENE L OH
27 dIc b HTX
*7,

interface-type \ZIZIR DUVNT &
MLETS,

* GigabitEthernet : H55iR 1 > K
% GigabitEthernet & L CF&7E L
i‘é‘o

e vlan : B&i N1 > M % VLAN
ELTHRELET,

GE) ZoAfrH¥—T7=A
AEERRARA v N &
LCHERT 256
L. ANF v 7T v
DRHHAHETT,

* capwap : R A M &
CAPWAP k> /L& LTHRE
LET,

GE) DA E—T A
REtERARA v R &
LTRSS L, =
7 7 4 VEIIEHT
TEHE A,

+ ({EFE) control-plane : £%f5iHR A >
felLTaryre—7FL—r%
BELET,



| "oy bk FrTFroi

FYyTIFy R4V FDES

AU RFERETOVa Y

B8

ein | out | both: ¥v 7 F ¥ DJ
mEZHEELET,

ATvT3

monitor capture {capture-name} [match
{any | ipv4 any any | ipv6} any
any} |

1 -

Device# monitor capture mycap interface
GigabitEthernetl/0/1 in match any

AT VAT ADT A NEEEFRLET,

GE) a7 74 EANMEATERL
725728, CAPWAP ® k> %
Vo T A B —T A A%t
WARA L FPELTHERT Y
BIEZOFIEEFEIT LN T
TZ&EW,

F—U— FOERIIRDO LB T,

* capture-name : FEFT HF¥ ¥ I F ¥
A v OAFTETEELE T (BT
IE mycap 2MEH SN TWETS) .

ematch : 74 VX EEELET, &
HINTWDIEHADOTZ 4 NFZTaT
T4 NVETT,

GE) Xy T v RNA L ME
a7 VAT AT 4V HE L
BiRA v b EB B
ERENTORWESIT
TIT 4 7ICTEEY
Ao TV DB AT
LTWanFy 7F v &K
A eT T 407k L
Eoredre, =7—»
RS IVET,

cipvd (I[P NX—T 3 4D T 4NV E K
fBELET,

cipv6 : IPN—T 5 6 DT 4 NV H K
fRELET,

ATvT4

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match any

AT T2 TERELESY I F ¥ A
VhRITA=FEFRRL, T STy
RA VMR LI AR LET,
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ARV KRFERIETI Va3 BHY
AT 75 |show capwap summary TAX VR X% 7T ¥ OfiAA b
il - L LTHATE S CAPWAP oL
e FRLET,
evice# show capwap summary
GE) ZOavwry RN, V4 FL A
X v T TF v BT D201
CAPWAP ko RV & iR A
YRELTHALTWDGES
WZDORERLET, BHloHED
CAPWAP Ofij#Z ML T 72
Sy,
Z 5 7 6 | show running-config AN LET,
{1 -
Device# show running-config
A 7 7 | copy running-config startup-config FEE) a7 4 X2l —vary 7y
Bl - A MTREERAFLE T,
Device# copy running-config
startup-config
15l

CAPWAP #5i ARA v P TR 7 F v A v FEEZRTHITIIREETLET,

Device# show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels =1

Number of Capwap Mobility Tunnels =0

Number of Capwap Multicast Tunnels = 0
Name APName

Type PhyPortIf Mode

McastIf

CaO0 AP442b.03a9.6715

SrcIP

SrcPort DestIP

Ca0 10.10.14.32

Device# monitor capture mycap interface capwap 0 both
Device# monitor capture mycap file location flash:mycap.pcap

Device# monitor capture mycap file buffer-size 1

Device# monitor capture mycap start

*Aug 20 11:02:21.983:
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Device# show monitor capture mycap parameter
monitor capture mycap interface capwap 0 in
monitor capture mycap interface capwap 0 out

FYyTIFy R4V FDES

monitor capture mycap file location flash:mycap.pcap buffer-size 1

Device#
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:

Egress:

Status Active
Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR
File Details:
Associated file name:
Size of buffer(in MB):
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
Device#
Device# show monitor capture file flash:mycap.pcap

(default)

flash:mycap.pcap
1

1 0.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:
FN=0, Flags=........

2 0.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:
FN=0, Flags=........

3 2.000000 00:00:00:00:00:00 -> 3c:ce:73:39:chb:
FN=0, Flags=........

4 2.499974 00:00:00:00:00:00 -> 3c:ce:73:39:chb:
FN=0, Flags=........

5 3.000000 00:00:00:00:00:00 -> 3c:ce:73:39:chb:
FN=0, Flags=........

6 4.000000 00:00:00:00:00:00 -> 3c:ce:73:39:chb:
FN=0, Flags=........

7 4.499974 00:00:00:00:00:00 -> 3c:ce:73:39:chb:
FN=0, Flags=........

8 5.000000 00:00:00:00:00:00 -> 3c:ce:73:39:chb:
FN=0, Flags=........

9 5.499974 00:00:00:00:00:00 -> 3c:ce:73:39:ch6b:
FN=0, Flags=........

10 6.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:
FN=0, Flags=........

11 8.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:
FN=0, Flags=........

12 9.225986 10.10.14.2 -> 10.10.14.32 DTLSvl.
13 9.225986 10.10.14.2 -> 10.10.14.32 DTLSvl.
14 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.
15 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.
16 9.231998 10.10.14.2 -> 10.10.14.32 DTLSvl.
17 9.231998 10.10.14.2 -> 10.10.14.32 DTLSvl.
18 9.236987 10.10.14.2 -> 10.10.14.32 DTLSvl.
19 10.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:
FN=0, Flags=........

20 10.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:
FN=0, Flags=........

60

60

60

60

60

60

60

60

60

60

60

0

60

IEEE 802.11 Probe Request, SN=

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,

IEEE 802.11 Probe Request,
Data
Data
Data
Data

Data

Application
Application
Application
Application
Application
Application Data
Application Data

IEEE 802.11 Probe Request,

SN=0,

IEEE 802.11 Probe Request, SN=0,

"y b xeIdFeoiE )
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B =75 K1k $52x—s0EMELRES

\)

21 12.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

22 12.239993 10.10.14.
23 12.244997 10.10.14.
24 12.244997 10.10.14.
25 12.250994 10.10.14.
26 12.256990 10.10.14.
27 12.262987 10.10.14.2 -> 10.10.14.32 DTLSvl.
28 12.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:
FN=0, Flags=........

29 12.802012 10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>

30 13.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

-> 10.10.14.32 DTLSvl.
-> 10.10.14.32 DTLSvl1.0 Application Data
-> 10.10.14.32 DTLSvl1.0 Application Data

0 Application Data
0
0
-> 10.10.14.32 DTLSv1.0 Application Data
0
0
6

-> 10.10.14.32 DTLSv1.0 Application Data
Application Data
0 IEEE 802.11 Probe Request, SN=0,

RDEZRY

IOLRDBEHGARAL L I EBNMLT, %Y T7F XY RA L IDORTA—HEERT L, 777471k
TEET, FHE, ¥ T FARA U FEFOEEFERLI-WESITTSICT 75 40 7kt %
ZEHLTEES,

GE)

IO TRHAINTWAEAY v REHERALTEF Yy 7F ¥ RA L FDONRT A —H EIEES
HZ LIITEEREA,

2—PPRRSTeF v T TF v 4. ETITEN AR LRV A N EATIT DL AL v T
1Z. [Capture Name should be less than or equal to 8 characters.Only alphanumeric characters and
underscore () is permitted] 33 KT [% Invalid input detected at '"»' marker] D X ) 72T — & FKIR
LET,

FYTFYRAD MRS A—EDEBMEFEE

NI A—=ZOEZIRET 2 FIET, NEFICY X FSNETH, EBEDIEF TEITTEET, 1
1T, 247, EIFEEITTRE TS £9, BEIRER RGN A » hafRE, LA v a
VEBERTLILET, EEOEA L VEOEOEICEESHZ 52 LA TEET, T TIRES
NIEFFEDNT A—=ZPEFINTWDGEIE, A X T 0T 4 TR T 2RERDH Y F
R

XY T RA L NDONRT A =R EERTHIZE, WOTFNEEZEITLET,

1R BRI
PIFOFNEEZEITTHHINCF Y T ¥ RA LV FEEBRTHLERH Y £,

B 7k FrIFroR
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$vTFv KLUk K5 i—anemErEzE [

FIg
AU RFEREET7TIV3 Y B
AT 71 |enable Fi#E EXEC E— K& A X—T7 MZ L E
i - T, IRy ERERINTZH, SRR
U—RE AN LET,
Device> enable
A7y 7 2 | monitor capture BRI, 72T ACLZA LT, £z
{ capture-namemac-match-string} match W75 R~y TEN L CERINED
{any | mac | ipv4 {any | host || . =5 ) - 4 /v% (ipv4anyany) %
protocol} {any | host} | ipv6 {any L ET
| host | protocol} {any | host}} s °
f
Device# monitor capture mycap match
ipv4 any any
A7 7 3 | monitor capture BHALOY v v a UAHlR (60) . Fv 7
{ capture-namesecondssizenum} limit F ¥ SN 8w b £ 7213 Wireshark
{ [duration ] [packet-length ] [packets IC s TR SNBSSy BT AL
1 ME (400) ZHRELET,
1 -
Device# monitor capture mycap limit
duration 60 packet-len 400
R 7 4 | monitor capture {capture-name} file X I Fv BAL By N EER
{location filename} THET TR F Y I F Y TEHLIIC
1 - TL2HBE. 77 ANVDT Y T—T g
Device# monitor capture mycap file >/%E?EEEIJEETrO
location flash:mycap.pcap GE) @—VC“‘K7 v /l/7§§ﬁ{£‘§‘§)i}§'7
B, TN EFEZNFRENE
IMMETERT HVLEND Y F
j‘o
R 775 | monitor capture {capture-namesize} file| ~ 5 7 ¢ v 7 /X— 2 N OULER|IZ
{buffer-size } Wireshark TIERH SN D AEY RNy 77
fi DY A XEIEELET,
Device# monitor capture mycap file
buffer-size 100
R 7 6 | show monitor capture {capture-name} [ |IETIZEZ LT v 7F ¥ BA 2 bk %

parameter ]

1 -

Device# show monitor capture mycap
parameter
monitor capture mycap interface

TA=REFTRLET,

’rykxrIdFvoie I



"y kv IF o |
B =77 v ket isx—s0HK

ARV RFEREET7TOVa Y ]3]
GigabitEthernetl/0/1 in

monitor capture mycap match ipv4
any any

monitor capture mycap limit duration

60 packet-len 400

monitor capture point mycap file
location bootdisk:mycap.pcap

monitor capture mycap file
buffer-size 100

AFw 7 |end HrME EXEC E— FIZEREY 97,
B -

Device (config)# end

1

NG A= DEE
FxTFv 77 AIOBEER T IIBER (R

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

INTY R IN—R RDORIBIZAEY) Ny D7 A XEZHEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPv6 DI AIZ—HT S5 L5112, BARMEZAT7 SATL IJ4IWLEAEERT S

Device# monitor capture mycap match any

RDZRY
Xy T Fx KAV MIRBERNT A—EPNTRTCEENTWDIHEAEIT 77 0 7 LET,

v TFv RA k185 4 —2 DB

JERZFTR SNTWETR, T A=F ZHIBRT 2 FIRIMEREONEF TIITTE £9, 117,
2147, EITEBATTHIBRTE 97, BEDSARELRBHAR A > b 2RV T, EED/RNT A —H
ZHIFRTE 97

XY T T ¥ RA L FONRT A= ZHIERT HI2E, ROFIEZFETLET,

IR HEIIZ
Xyr T X RNA L b RTA=HT, UTOFIEEZMEH L CHIERT 2RNCERT H2LENH Y
F7,

B 7k FrIFroR
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v TFe KA b 55 4—508% |

FIE
ARV FFEREET7TIVa Y =LY
ATy 71 |enable Rt EXEC £ — R& A 1r—7 LIZLE
i - T TRy T IRFIRENTZH, RA
U— Rz AN LET,
Device> enable
Z s 72 | no monitor capture {capture-name} Xx 7 F xR A2 b (mycap) TEFRES
match NTNDETRTOT 4 VZ EHIBRLE
i - R
Device# no monitor capture mycap match|
X 7 3 | nomonitor capture {capture-name} limit| Wireshark |Z > TSN AE v 3
[duration] [packet-length] [ packets ] VAL DERBLEOS Yy BT A
Bl PREEHIRLET, ZOMOEESNE
Device# no monitor capture mycap limit] ﬁ%” Bﬁ@i%@i i c:iﬁ Y i‘a_o
duration packet-len . N
Device# no monitor capture mycap limit E;ilres}lark O)ﬁ”/\'(@ﬂélj BE%‘} 7 U 7 Li
A = 4 | no monitor capture {capture-name} file| 7 » ( )L O HE T EZEIRLET, ¥
[location] [buffer-size] TF R BA L NI e F T Ty
1 LK 70 £, RRETHRFITENE
Device# no monitor capture mycap file 7k°
N ention ToniEer captare myesp £118) 5 o { LML OBGER S & HIG LT,
77 ANMLEITF Y TTF ¥ RA b e
FEEMT b2 9, 2L,
OEFRINTZT 7 A VEEMSTIZZ D
T Yva il ko UL Z T EE
}Vo
A 5 | show monitor capture {capture-name} [ | /X5 2 —% OYIGERIERICEFERIN
parameter] THBF Y 7T v A2 b R"FA—4
Bl - ZFORLET, Zoavr NI v 7
Device# show monitor capture mycap ?:“\7 /—‘KOA/]} ~ b & Eg@ﬁ‘” %hé/\oi)z -
parameter B EERT DT DICFIEOLEOHMS T
monitor capture mycap interface EEy=e)
GigabitEthernetl/0/1 in Krca i—aﬂo
AT 76 |end it EXEC £— RICR Y £
f

Device (config) # end

"y b xeIdFeoiE )
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RDBERY

K7y b FrIFroiE |

XX TT ¥ RA L MIBBERANTA=IPTRTHFENTWDHEIET 77 4 7L L £,

N\

G¥)

XY T TFx KA DINRT VT 4 TREZNINTA=ERHIBRSND L. A T [Fx 7

FXMNT 7T 47 TY (Captureisactive) | EWHTT—%2FKRLET,

X TF ¥ R4 FDHIRR

¥ 7Ty RA 2 bEHIRT 2I12%, ROFIEZETLET,

18D HHIIZ

Xr 7T ¥ RA L ME LTOFIEEZEH L THIBRT 2RNCERT H2LERH Y £7, HIbRT

BHIZ,

FIE

XX 7T X RA L R EEETDRERD Y T

ARV KRFERERETY VY

=)

ATy T

enable

1

Device> enable

it EXEC E— R& A F2—7 /WL E
T, TR IRFRINTZL, NA
U—R&EANDLET,

ATy T2

no monitor capture {capture-name}

1

Device# no monitor capture mycap

BEINZXY 7 F v KA B
(mycap) ZHIFRLET,

ATvT3

show monitor capture {capture-name} |
parameter ]

1

Device# show monitor capture mycap
parameter
Capture mycap does not exist

BESNEX Y 7F ¥ KA v MTHIBR
SNTETEOFEELRNZ L ERT Ay
=V EFRLET,

ATvT4

end

1 -

Device (config) # end

HrME EXEC E— RNIZEREY £9°,

ATv 75

show running-config

1 -

B 7k FrIFroR

AN B LET,



| "oy bk FrTFroi

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

ARV RFERFTIVaY =)

Device# show running-config

X 7 6 | copy running-config startup-config fEE) a7 4 X2l —vary 7y
5l - A MTREE BRI L E T,

Device# copy running-config
startup-config

RDBERY

BB L7= b 0 & [ CAIOFRF + 7F ¢ F4 v bEERTEET. ZhbOFIRLEY,
XY 7T X KAV FOERESLCYELIZWHEAICFITLET,

X TFY  RAVNET VT4 TERFIET VT2 TIZT S

XY T T RA DT 7T 47 FREFHRT 77T 4 712T2I1FE WOFIEZFEITLET,

1R BHHEIIZ

g A v b BX a7 VAT A T4 VENBNERIN, HEMTONTZT7 7 A VAT TIZ
THETOIHATH, Y TF Y RA L MIT 7T 4 T 520N TEET, 20k H7er—
AT, BFEO7 7 A M EEESNET,

BT 57 7 A NADRNEY I F v RA v ME, BRTDHEHDEFICT 7T 4 7ICTEE
T TrANEPREENTWARWNWE, RFry NIy 77 IREEsnEd, 914787 (Fv
TFXEEOFRR) X, T ANBIONRNy T 7 = KOWGFTHEATE £,

FRTANBERTELRWEA, X7y MITATFRREINT, a7 VAT L7 4V H k-
THFY T F ¥ ENTZTRTCONTy MBRFERENET, T 7 /0 DOFERE— Nidbrief TI,

GE)

CAPWAP D b RV T A v F—T = AeEmAA N LTHATAE, 27 74404
WA SN Wiz, ZOBRIIERTILEILIHY A,

FIE

aAvY RFEREETIOa Y B8

X T 71 |enable H#E EXEC £ — R& A x—7 /W LF
B - T, Tur T IRERENTZEL, SRR
U—FREANLET,

Device> enable

"y b xeIdFeoiE )
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K7y b FrIFroiE |

ARV RFERETIVa Y

B8

ATv T2

monitor capture {capture-name}
start [display [display-filter
filter-string] ] [brief | detailed |
dump ]

1

Device# monitor capture mycap start
display display-filter "stp"

XY TFYvEAL V2T IT 4 L.
stp) &Iy BEFHERSR
BLEHCERET AL LET,

ATvT3

monitor capture {capture-name} stop

1

Device# monitor capture name stop

XY T F v RA LV NEHET 7T 47T
LET,

ATvT4

end

1 -

Device (config) # end

HrtE EXEC £— RIZEY £,

ATvT5

show running-config

1 -

Device# show running-config

AN MR LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Fal—ary 77
ANVICREZRT LET,

RDEZRY

XY TFYRA L NET 7T 4 TBLOIET 7T 4 72T DR, WL OO T —n3 3844
HEEEMENRH Y 7, WIZ, BETAREEOH AT —DN L O0DHEZ R LET,

T 7T 4 AT BRI AR A R AR

Switch#monitor capture mycap match any

Switch#monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software
duration - 0 seconds

received - 0

dropped - 0

oversized - 0

Capture
Packets
Packets
Packets

Unable to activate Capture.

B 7k FrIFroR
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0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

Switch# unable to get action unable to get action unable to get action
Switch#monitor capture mycap interface gl1/0/1 both

Switch#monitor capture mycap start

Switch#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

77T 4 7T DRI T 0 v E DR

Switch#monitor capture mycap int gl/0/1 both
Switch#monitor capture mycap start

Filter not attached to capture

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Switch#monitor capture mycap match any

Switch#monitor capture mycap start

Switch#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

FXTF ¥ KAV ERTTIET 7T 4 TLENTOD DI, BIOF Y TFx RA L 2T 7
T4 7L ED T B

Switch#monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Switch#show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/1, Direction: both
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)

I "y b xeIdFeoiE )
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Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second:
Packet sampling rate: 0 (no sampling)
Switch#monitor capture test stop
Capture statistics collected at software

Capture duration - 157 seconds
Packets received - 0

Packets dropped - 0O

Packets oversized - 0

Switch#

*Nov 5 13:18:17.406: $BUFCAP-6-DISABLE:
Switch#monitor capture mycap start
Switch#

*Nov 5 13:18:22.664:
Switch#

SBUFCAP-6-ENABLE:

X TFoRLAU R NRYTFDI YT

K7y kv IFFroEE |

1000

(Buffer & Wireshark):

Capture Point test disabled.

Capture Point mycap enabled.

WOFINEIZH S TNy Ty arToVuE 7 VT 5 N7 7 ANMA ML= 8 ULTRETE

LE7,

A\

GE)

NTy FenNy 7RIS 28BOX Y 7 F ¥ B o556, AFY n AZWET 5720,

LWk ¥ 7 Fx ZBIGET DN NNy 7727 VT LTLKESV, 77T 4 7% x 7F ¥ KA

VERDORy TR YT LIRNWTLIEEN,

FIE
ARV RFERERTIVa Y E:9)
AT 71 |enable FitE EXEC £ — K& A 1 —7 /WL &
Bl - T, TurT ERERRINTEH, SR
U— Rz A LET,
Device> enable
R s 7/ 2 | monitor capture {capture-name} [clear|clear : 5222 Ny 7 7 A YR L £,

| export filename]

1 -

Device# monitor capture mycap clear

B 7k FrIFroR

GE)  clearz~2 FREETTD L,

* Network Essentials 7 - =
YATIE, Zoavw R
8y 7 7 ZHIBRETIC
Ny 77 DNEEZI VT
LET,

HOFTRTDOT A E R
TliE. Zoa<wr FiX
Ny 77 BIREZHIFRL E
‘a—O
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X TFXYRAV NI ITFDIYT .

AU RFERETOVa Y

B8

export : /Ny 7 7 TH ¥ I F ¥ I
Ty MaeRFEL, Ny 77 ZHIRLE
-é‘o

ATvT3

end

1

Device (config) # end

HebE EXEC B— NICEY 77,

ATv74

show running-config

1 -

Device# show running-config

AN B LET,

ATvTH

copy running-config startup-config

1

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT LET,

Bl X TFrRA Ny T 7DUNE
XY TFYDIT7AILADIH AR— b+

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFrRAVE RO TFDHIYT

Device# monitor capture mycap clear

Capture configured with file options

RDZRY

\}

(GE)  Network Essentials AAND T A B ATH XY TF ¥ AA L MOy 77 &7 VT LI ETD
L. AA v FIL TFailed to clear capture buffer : Capture Buffer BUSY] =5 —%&FK s LET,

’rykxrIdFvoie I



B wona sy b xeTFv0RESS

HHAHAFHINT Y B X TF v DRERE
Ny N T—2 v TFrDERE

\}

K7y kv IFFroEE |

GE)

TIT4TREYTF¥YHRA L FDOT T AKR—
WET, HOTRTOITA B ATE, T 7T E2EELTHLLTT AR —

[ ES

ERbHY ET,

FEhT
N REAPA

Network Essentials O F» TR —

Ny T7 B=RRTRTy b 7T—F ¥ 7 Fr 2EHTDITT

FIE

. ROFNHAZFEITLET,

ARV KRFERERETYVaY

=)

ATy T

enable

1

Device> enable

L%
INA

FikE EXEC & — R& A R —7 /LT
T T T RRERREINTS,
U—FRaEANLET,

ATy T2

monitor capture capture-name access-list
access-list-name

1

Device# monitor capture mycap access-p|
list vdacl

TI7RA VR NTy b Fy T Ty
DAT T4NFELTRHREL, =4
Fr 7 FYERELET,

ATvT3

monitor capture capture-name limit
duration seconds

1 -

Device# monitor capture mycap limit
duration 1000

T=X Xy S F v OHIBRERELET,

ATV

monitor capture capture-name interface
interface-name both

1

Device# monitor capture mycap interface
GigabitEthernet 0/0/1 both

BHARA L PBLXORry s 7u—3%
MAEEELT, T=4 v 7 F v &
f_E‘Li‘é‘O

ATy TH

monitor capture capture-name buffer
circular size bytes

1

B 7y FrIdFros

Rroy N TF—22F Y7 F¥T5L9
NNy 77 BB ELET,
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v IFrvankF—anE=4yrservrroz ||

AU RFERETOVa Y

B8

Device# monitor capture mycap buffer
circular size 10

ATvT6

monitor capture capture-name start

1

Device# monitor capture mycap start

K77 4v7 FL—RFRA FTR
Ty N T=E DNy T 7 ~DF ¥ T TFx
P L ET

ATy T17

monitor capture capture-name stop

1 -

Device# monitor capture mycap stop

Ko7 497 RL—RARAL RT
oy RN T—=HDOXy T F v EEIELFE
—é—o

ATvT8

monitor capture capture-name export
file-location/file-name

1

Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap

S OIICF ¥ T F ¢ ST — 4 &
T AR—bFLET,

ATvT9

end

1 -

Device# end

HrME EXEC E— RNIZEREY £9°,

Fv TFvEINET—EDEZR)VTEAVTFUR

FXTFXYENIAT Y T =FDR=H ) T L AT T U AEIT IR, ROMEHELELT
LET. FXTF v Ny 77 OfEllE ®v 7T ¥ BA v FOFEME IR LET,

FIE

ARV KRFERERETYVa Y

=)

ATy T

enable

1

Device> enable

it EXEC E— R& A F2—7 /WL E
T, TR IRFRINTZL, NA
U—R&EANDLET,

ATy T2

show monitor capture capture-buffer-name
buffer dump

1

Device# show monitor capture mycap
buffer dump

(EE) ¥ 7F ¥ X7 v hD 16t
HoTRBINZEDART =2 TR LT
KR

"y b xeIdFeoiE )



B rorxvTrror=guy

K7y b FrIFroBE |

ARV RFERETIVa Y

B8

ATvT3

show monitor capture capture-buffer-name
parameter

1 -

Device# show monitor capture mycap
parameter

UER) ¥ 7Ty =HRETDHDICHE
HAEniza<~r RO X 2R R LE
KR

ATvT4

debug epc capture-point

1 -

Device# debug epc capture-point

(EE) "7y b ¥y 7F v KA b
DTNy T4 F—T M LET,

ATvTh

debug epc provision

1

Device# debug epc provision

ERE) ~"ry My 7Fv¥ Fur
Tamr T DTNy T A RX—T /ML
£7

ATvT6

end

1

Device (config) # end

HrtE EXEC E— RICREY £,

NTY XN TFNYODE=ZARYYG

Wireshark @ % 5E 5

5l - pecap 77 A ILH L DEH DR

DL IIZATILT, peap 77 A NDODH N RRTEET,

Device# show monitor capture file flash:mycap.pcap brief

Starting the packet display

Press Ctrl +

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.2 ICMP
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.2 ICMP
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.2 ICMP

seq=2/512,

ttl=255 (request in 5)

B 7k FrIFroR

Shift + 6 to exit

114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,
114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,
114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,



| 7y b*xrIFromE
5 : peap 7 7 A ILH S DFHE HDRT .

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

8 0.005579000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=3/768, ttl=255 (request in 7)

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=8/2048, ttl=254

18 0.015394000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=8/2048, ttl=255 (request in 17)

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

20 0.017439000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=9/2304, ttl=255 (request in 19)

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

22 0.019385000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=10/2560, ttl=255 (request in 21)

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

——-More«

~ = —
{5 . .pcap 7 7 A LDV DEFHE HDORTR

WDOEHIZATILT, peap 7 7 A VO TJFEME R R TEET,
Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: 0

Encapsulation type: Ethernet (1)

Arrival Time: Nov 6, 2015 11:44:48.322497000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame:
Ethernet II, Src: Cisco £3:63:46
(00:el:6d:31:f1:c6)

Destination: Cisco 31:fl:cé6

eth:ip:icmp:data]

(00:el1:6d:£3:63:46), Dst: Cisco 31:fl:c6

(00:el:6d:31:£f1:c6)

I "y b xeIdFeoiE )
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Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
00 ceee oo ... o... = LG bit: Globally unique address (factory default)

e ... 0 Lo ... ... .... = IG bit: Individual address (unicast)
Source: Cisco f3:63:46 (00:el:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el1:6d:£3:63:46)
00 e oo oo.. .... = LG bit: Globally unique address (factory default)

e ... 0 Lo ... ... .... = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00

0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
.0. .... = More fragments: Not set

Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxeddb [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)

0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeownonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ...,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i iiaa.,
0040 ab cd ab cd abcdab cda Lol
Data: 0000000009c98f77abcdabcdabcdabecdabcecdabedabedabed. . .
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: 0

Bl :peap Z7 ATy kU THADRT
WDOEIICATILT, "oy M F U TOHNER R TEET,

Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa 0Oa 0a 02 0Oa Oa I

B 7y FrIFroR
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0020 0Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 €9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....oml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0a 0Oa 0a 01 0Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa 0Oa 0a 02 0Oa Oa I N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ool

Bl RIRT4IEBZEFERAL=.pecap 77 A ILDSD/NT Y DR
WDOL AN LT, HI1&7z peap 7 7 A NVD/Rry NERRTEXET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

5 : pcap Z 7 A IIZF ¥ TFv Ent=/ry FOEERT
RDOEIIZATILT, peap 7 7 A MTF ¥ TF ¥ SNTTy FOEERRTEET,
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Device# show monitor capture file flash:mycap.pcap packet-count
File name: /flash/mycap.pcap
Number of packets: 50

B : pecap 77 A ILDSE—/NTy F ZUTDORTE
WOEIIZATNLT, peap 77 ANDOBHE—DONRT sy N XU T RRRTEET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 80 00 el 6d 31 f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 be 00 00 ff 01 8e c4 0Oa 0Oa 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 Cc9 ... iiiiiinnnnnn
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ..... .. L.
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0070 ab cd

Bl : peap 77 A IIZF v TF v Int=/\7ry FOMEHFRERT
DI HIZATILT, peap 7 7 A MZHF ¥ 7 F v ST 7y FOFEHEREERTEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"
H225 Message and Reason Counter

RAS-Messages:
Call Signalling:

Bl B v TF B LURT

wOFNE, VA V¥3IA =T 2 AXHEY A=V RY N1 TrT T 407

EE=HTHITEERLTONET,
AFYT1:ROEHICANLTEE N T 7 4 v 7 T—HT LR TF v R"AV M
ERLET,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap buffer size 100

CPU IO EHZ#ET 5720, HillRE L TR BV T » M L ORFRERE &
nNTHEd,

ATY T2 ROEIICANLTHRY TF ¥ RA LV FDREMBICERSINLTWDLZ L &
MR L ET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:

B 7k FrIFroR
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Interface: GigabitEthernetl/0/3,
Status Inactive
Filter Details:
IPv4
Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: LINEAR
Buffer Size (in MB):
File Details:
File not associated
Limit Details:
Number of Packets to capture:
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

any

(default)
100

50

Direction:

in

Bl mnEe TF v URE

ATFY T3 XX T Fv Tt 2AEBBL. EREAFERLET,

Device# monitor capture mycap start display
Starting the packet display

1 0.000000 10.10.10.2 -> 10.10.10.1
seq=0/0, ttl=254

2 0.003682 10.10.10.2 -> 10.10.10.1
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1
seq=3/768, ttl=254

5 0.011138 10.10.10.2 -> 10.10.10.1
seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1
seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.10.10.1
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -> 10.10.10.1
seq=8/2048, ttl=254

--More--

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

114

114

114

114

114

114

114

114

114

Press Ctrl + Shift + 6 to exit

Echo (ping) request 1id=0x0030,
Echo (ping) request 1id=0x0030,
Echo (ping) request 1id=0x0030,
Echo (ping) request 1id=0x0030,
Echo (ping) request 1id=0x0030,
Echo (ping) request 1id=0x0030,
Echo (ping) request 1id=0x0030,
Echo (ping) request 1id=0x0030,
Echo (ping) request 1id=0x0030,

ATV T4 ROEIITATLT, FX¥7TF ¥ KA FEHIBRLET,

Device# no monitor capture mycap

G¥)

IR 23R E

REED/r— AT, stop 2~ RIIMEH Y £H A,

LTHY, TORIRITET D &F v 7 F ¥ IZTHBINAF LT D720,

-
—

D

peap DOFEFHEHRITAEH T 2 SCOFERIZ DOV T,

* 5

E2R I

LTL7ZEuY,

(ZOosEER 7 a v

"y b xeIdFeoiE )
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Bl B v TF vy B L URE

K7y kv IFFroEE |

WKOHNT., T4 NVEIIry ey FPF 45 HFEEXZRLTWET,
RFVT1:RKDEICANLT, BME LT 7 1 v/ T—HT D% ¥ 7F ¥ KA b

EEFRL, Tha 7 7 A /VZBEEMNT £,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap file location flash:mycap.pcap

ATY T2 ROEIICATLTHR Y T F ¥ RAV FBREMBICERSINL TS Z &

MR L ET,

Device# show monitor capture mycap parameter

monitor capture mycap interface GigabitEthernetl/0/3 in

monitor capture mycap match ipv4 any any

monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction:

Status : Inactive
Filter Details:
Ipv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATV T3 ROEIITAT LTy MEBBL £,

Device# monitor capture mycap start

ATV T4&RDLEICANLTEITHOZ 7 2T R v I F v MeHEma o~ L £

D

Device# show monitor capture mycap capture-statistics

Capture statistics collected at software:
Capture duration - 15 seconds
Packets received - 40
Packets dropped - 0
Packets oversized - 0
Packets errored - O
Packets sent - 40
Bytes received - 7280
Bytes dropped - 0
Bytes oversized - 0
Bytes errored - 0

B 7k FrIFroR
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Bl sunrr IFvsLven [

Bytes sent - 4560

ATy T 5 FOREHORBRIZ, ROLIICADLTEFY 7 F v 25k LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0
Packets oversized - 0

GE)

HHVE, R ORE L7213 NT Y b AT PR B LRI, Sy T TF v ELR A
LRI EL 2B TEET,

mycap.pcap 7 7 A /VIZIE, ¥ T TF ¥ Loy RBREENE T,

ATFYTRDODEIICANLTEIEEDT 2T REvy 7F v OHEREFR R L
i—a‘o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0O

Packets oversized - 0

Packets errored - 0

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 5130

ATYTT  ROEIICAT LTy hERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=8/2048, ttl=254

"y b xeIdFeoiE )
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10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=11/2816, ttl=254

—--More--

peap DFEEHERICHE AT 2L OFEMIZHOWTIE, [ZofhoBEEE) 723
EZBLTLEI N,

ATYT8: RDEIITANLT, FX¥7F ¥ KA FEHIBRLET,

Device# no monitor capture mycap

Bl: Ny IT7DXTFrDER

RIZ, Ny T 7OF T F ¥ 2T 5062 RLET,

ATFYT1:RDEIITAAL TRy 77 Fx T F ¥y A7 a TRy 7 Fv by
varEEih L E9,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATYT2: ROEIDICAN L CHR Y T F XY NRT IV T 4 7 THLHMNE I MERELE
ﬁ—o

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

IPv4

Source IP: any

Destination IP: any

Protocol: any
Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1
File Details:

File not associated
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYTI:RDEIICATILTT VXA LFITHES v 7 F v O EHBEMEERL
i‘j‘o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds

Packets received - 1000

B 7k FrIFroR
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Capture statistics collected at software

#l:nyrroxrIFronm [

Packets
Packets

dropped - 0
oversized - 0
Packets errored - O
Packets sent - 1000
Bytes received - 182000
Bytes dropped - 0

Bytes oversized - 0
Bytes errored - 0

Bytes sent - 114000

ATFYT4: RDOEHIICASILTHFy I F v 2B LET,

Device# monitor capture mycap stop

(Buffer) :
duration - 2185 seconds

received - 51500

dropped - 0

oversized - 0

Capture
Packets
Packets
Packets

RATYT5: RO I AN L TEILZROIERR v 7' F v OftiHE#RZ FR LE T,

Device# show monitor capture mycap capture-statistics

Capture statistics collected at software:

duration - 156 seconds
received - 2000
dropped - 0O
oversized - 0
Packets errored - O
Packets sent - 2000
Bytes received - 364000
Bytes dropped - 0

Bytes oversized - 0
Bytes errored - 0

Bytes sent - 228000

Capture
Packets
Packets
Packets

ATYT6: MOEICAN L TR TTFXYNRT VT 4T ThHOINE I MERTELE
hd‘o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/3, Direction: in

Status Inactive
Filter Details:
IPv4

Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second:
Packet sampling rate: 0 (no sampling)

any

1000

ATYTT MOEICAN LTy T 7Oy baRRLET,
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Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40057/31132, ttl=254
2 0.000030 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40058/31388, ttl=254
3 0.000052 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40059/31644, ttl=254
4 0.000073 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40060/31900, ttl=254
5 0.000094 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40061/32156, ttl=254
6 0.000115 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40062/32412, ttl=254
7 0.000137 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40063/32668, ttl=254
8 0.000158 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40064/32924, ttl=254
9 0.000179 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40065/33180, ttl=254
10 0.000200 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40066/33436, ttl=254
11 0.000221 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40067/33692, ttl=254
12 0.000243 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40068/33948, ttl=254
—--More—--—

IR RISy T I A T2Z EICHEBE L TLEE,
ATy T8 MMOFRE—FTTry FEFRLET,

Device# show monitor capture mycap buffer detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O

Encapsulation type: Ethernet (1)

Arrival Time: Nov 6, 2015 18:10:06.297972000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446833406.297972000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco f3:63:46 (00:el:6d:£3:63:46), Dst: Cisco 31:fl:c6
(00:el:06d:31:fl:co0)

Destination: Cisco 31:fl:c6 (00:el:6d:31:fl1:c6)

Address: Cisco_31:fl:c6 (00:el:6d:31:fl:c6)
00 oo iee oo oL, = LG bit: Globally unique address (factory default)

e 2.0 Lol L. .o.. .... = 1IG bit: Individual address (unicast)
Source: Cisco £3:63:46 (00:el:6d:£3:63:46)
Address: Cisco £3:63:46 (00:el:6d:£3:63:46)
00 oo iee oo o... = LG bit: Globally unique address (factory default)

0O ool . oi.. .... = 1IG bit: Individual address (unicast)

B 7y FrIFroR
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Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: Oxabdd (43997)
Flags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
.0. .... = More fragments: Not set

Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: Oxe8a4

[Good: False]

[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)

Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum:
Identifier (BE):
Identifier (LE):
Sequence number
Sequence number
Data (72 bytes)

0xa620 [correct]

56 (0x0038)

14336 (0x3800)
(BE) : 40057 (0x9c79)

(LE) : 31132 (0x799c)

0000
0010
0020
0030
0040

00
ab
ab
ab
ab

00
cd
cd
cd ab
cd ab
Data:
[Length:

00
ab
ab

00
cd
cd
cd
cd

0b
ab
ab
ab
ab

15
cd
cd
cd
cd

30
ab
ab
ab
ab

63
cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

72]

Frame 2: 114 bytes on wire (912 bits),

Device# show monitor capture mycap buffer dump
Starting the packet display

0000 00 el 6d 31 f1 c6 00 el o6d £3 63 46 08 00
0010 00 64 ab dd 00 00 fe 01 e8 a4 0a 0a 0a 02
0020 0a 01 08 00 a6 20 00 38 9c 79 00 00 00 00
0030 30 63 ab cd ab cd ab cd ab cd ab cd ab cd
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el o6d £3 63 46 08 00
0010 00 64 ab de 00 00 fe 01 e8 a3 0a 0a 0a 02
0020 0a 01 08 00 a6 1d 00 38 9c 7a 00 00 00 00
0030 30 65 ab cd ab cd ab cd ab cd ab cd ab cd
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd

[validation disabled]

ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

cd
cd
cd
cd

114 bytes captured

00
Oa
15
cd
cd
cd
cd

00
O0a
15
cd
cd
cd
cd

000000000b153063abcdabcdabecdabecdabedabedabedabed. ..

(912 bits) on interface 0

Press Ctrl + Shift + 6 to exit

..ml .m.cF..E.
JS e
..... BV,
0C. e i iii
..ml .m.cF..E.
JS e
....... 8.Z......
Oe.veeneniinn.,
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0070 ab cd

ATFYTIO:KDEHICAIL TNy 7727 YT LET,

Device# monitor capture mycap clear

GB) WE:ANvZ7722U7325L TORFL LBy T 7 RHllRSNET,

CE) RNy T77ONEFEFERTIVLERND L5601, show 2~ FOH%IZ clear 2~ R %
FEITLET,

ATYT10: "I 7407 EFHHL, I0F>THBRDEIICAHIL TNy 77
avF UV EFRRLET,

\}

CE) X7 FXRT 7T 4T EEIT, Ny T b show ODETETHZ LT TEEH
Mo 2N 7 73D show ZFATT DRI, ¥ 7 Fx 2 ELTHLERHY £3, L
L. Z7ANMBLONYy 77 E—= ROMAFIZEBNWTXF Y T ¥ BT 77 4 7L &I
pcap 7 7 A /L Tshow DFATNTEET, 77 ANE—RTIEH, XX TT¥RBT 277+
T EIZ, BEOX Yy T Ty vy aDpeap 7 7 ANTN Ty NEFRTHI L
HLTEET,

Device# monitor capture mycap start
Switch# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

IPv4
Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV TN ROEHIITATILT, Xy b Fx I FyaEIEL, Ny 77 ONEE
FRLET,

B 7k FrIFroR
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Device# monitor capture mycap stop
Capture statistics collected at software

Capture duration - 111 seconds
Packets received - 5000
Packets dropped - 0

Packets oversized - 0

(Buffer) :

#l:nyrroxrIFronm [

ATFYTNRROEICANL TR TFART I T4 T ThHNE DI DERELE

—g—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3,
Status Inactive
Filter Details:
IPv4
Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second:
Packet sampling rate: 0 (no sampling)

Direction: in

any

(no limit)

100

0

AFYT13: KDL HIICATIL TRy 77Dy FEaFRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP
seq=11/2816, ttl=254

—-—-More«

114

114

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Ty b FrTFvDHRE

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Press Ctrl + Shift + 6 to exit

request

request

request

request

request

request

request

request

request

request

request

request

1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,

1d=0x0039,

"
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\}

RTYT14: ROLHIZATI LT, WEB flash: storage 7 731 AN mycapl.pcap 7 7
ANy T 7 ar T Y B RELET,

Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

GE)

BIEDT 7 AR — MNEIETIE, a~r F2FETTL L, =7 AKR— NI Bts Sh
FITN, 22— e T NERTHEICIE T LERA, £2T, 774 LTy
FDOFRIREEITT HHIT, Wireshatk B a0 Y — LI A v B—UNRERINDDERF
BT H0ERH Y T,

ATFYT1I5: ROLIIWCATILT T 7 ANDEF Yy TF v Xy hE2FERLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

#x |

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request id=0x0039,

seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0039,

seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request id=0x0039,

seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=11/2816, ttl=254
--More--

ATV FT16: ROLIICASHLT, F¥7F v FA L FEHIBRLET,

Device# no monitor capture mycap

Bl - HAARD/NNTy FOBELT Yy TFv B XUVRE

WOHNE, 74 NZIN Ty " edy T F YT 5 HEERLTCOVET,

ATYT1:ROEHICANLT, BENT 74 v 7 T—HTLHF v 7F ¥ AA b
EEFL, ThE 7 7 A BT £,

B 7k FrIFroR
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Bl whBADry rolEtFy TF v LURE

Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

ATV T2 RDEICAALTHF Yy 7 F v R"A L PR EMIIERSINTWAZ L%
R LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
Ipv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATY T3 ROEIITAT LTy MEBRBL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $SBUFCAP-6-ENABLE: Capture Point mycap enabled.

G

WP ORI £ 721337 v b BT R —BLTARIS, v 7 F v B2 BBIRICIE L
SETLEEY, HOICRO A v =V RRRSNUIZGEIR, F v 7T v LE) s
LTWHZEEE%RLET,

*Oct 14 09:36:34.632: %BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A /VIZIE, ¥ T TF ¥ Loy RBREENE T,

ATV T4 ROEHIICATT LTy bEFRRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

"y b xeIdFeoiE )
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1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYT5: RDEHIICATILTHEY 7F v A MEHIBRLET,

Device# no monitor capture mycap

HARFINT Y T TF v DEREH

Bl: Ty b TR X TFYDERE
WOBTIE, Ty b T—% ¥y 7 F ¥ 2EHETLHEEZRLET,

Device> enable

Device# monitor capture mycap start

Device# monitor capture mycap access-list védacl

Device# monitor capture mycap limit duration 1000

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both
Device# monitor capture mycap buffer circular size 10

Device# monitor capture mycap start

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap
Device# monitor capture mycap stop

Device# end

Bl: XY TFEShi=T—E3DEZRYTEAVTFFIR
WOHIE, ASCHIEXT Ry haX o T H5EERLTHVET,

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0

0000: 01005E00 00020000 OCO7ACID 080045CO .. ........... E.
0010: 00300000 00000111 CFDCO91D 0002E000 .0......vcunenn.
0020: 000207C1 07C1001C 802A0000 10030AFA ......... Foooa..
0030: 1D006369 73636F00 0000091D 0001 ..example.......

1

0000: 01005E00 0002001B 2BF69280 080046CO0 .. ..... oo, F.
0010: 00200000 00000102 44170000 O00OE000 . ...... Dot
0020: 00019404 00001700 E8FF0000 0000 ......vvuuvenn.

2

0000: 01005E00 0002001B 2BF68680 080045C0 .. ..... oo, E.
0010: 00300000 00000111 CFDBO91D 0003E000 .0.......cuuvenn.
0020: 000207C1 07C1001C 88B50000 08030A6E .....veuuveunnnn n
0030: 1D006369 73636F00 0000091D 0001 ..example.......

3

0000: 01005E00 000A001C OF2EDCOO 080045CO .. ........... E.
0010: 003C0000 00000258 CE7F091D 0004E000 .<..... D: G

0020: 000A0205 F3000000 00000000 00000000 ......vuvvennnn..
0030: 00000000 00D10001 000C0100 01000000 ......ovvvennnnn.
0040: 000F0004 00080501 0300

B 7k FrIFroR
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Bl ¥vIFrshkF—a0r=ayrrervr+oz |

WOBNE, mycap & WD ARTOF ¥ 7' F ¥ O EIMHEHT L2~ KoY R NeRRT HHIE

R L TWET,

Device#
monitor
monitor
monitor
monitor

Device# monitor

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
21

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
epc _class capl

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.

Device# monitor
:31.
31.
:31.
31.
:31.
31.
:31.

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

4

I N L

4

show monitor capture mycap parameter

capture
capture
capture
capture

ROBNE, F¥TF ¥ RA L FaT Ny 75 5EEZRLTOVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

14:17

14:17:

14:17

14:17:

14:17

14:17:

14:17

epc_class_capl

*Jun
*Jun
*Jun
*Jun

4

4
4
4

14:17:
14:17:
14:17:
14:17:

31.
31.
31.
31.

mycap interface GigabitEthernet 1/0/1 both
mycap match any

mycap buffer size 10

mycap limit pps 1000

capture mycap start

463:
463:
463:
463:
463:
463:
464:
464:
464:
464:

464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:

464:
464:
464:
464:
464:
465:
465:
465:
465:
465:

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

Starting the capture capl

(brief=3, detailed=4, dump=5) = 0

final check before activation

setting up c3pl infra

Setup c3pl acl-class-policy

Creating a class

Creating a class : Successful

class—-map Created

creating policy-name epc policy capl

Creating Policy epc policy capl of type 49 and client type

Storing a Policy

calling ppm store policy with epc policy
Creating Policy : Successful

policy-map created

creating filter for ANY

Adding acl to class : Successful

Setup c3pl class to policy

Attaching Class to Policy

Attaching epc class capl to epc policy capl
Attaching Class to Policy : Successful
setting up c3pl gos

DBG> Set packet rate limit to 1000

creating action for policy map epc policy capl class map

DBG> Set packet rate limit to 1000

Activating Interface GigabitEthernetl/0/1 direction both
Id attached 0

inserting into active lists

Id attached 0

inserting into active lists

Activating Vlan

Deleting all temp interfaces

SBUFCAP-6-ENABLE: Capture Point capl enabled.
EPC CP: Active Capture 1

capture mycapl stop

963:
963:
963:
963:
964:
964:
964:

964:
964:
964:
964:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:

Stopping the capture capl

Warning: unable to unbind capture capl

Deactivating policy-map

Policy epc_policy capl

Deactivating policy-map Successful

removing povision feature

Found action for policy-map epc_policy capl class-map

cleanning up c3pl infra

Removing Class epc class_capl from Policy
Removing Class from epc policy capl
Successfully removed

"y b xeIdFeoiE )
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*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

B D D DD D DD

14:
14:
14:
14:
14:
14:
14:
14:
14:

17:
17:
17:

17

17:
17:
17:
17:
17:

31.
31.
31.
:31.
31.
31.
31.
31.
31.

964 :
964 :
964 :
964 :
964 :
964 :
965:
965:
965:

EPC CP: Removing acl mac from class

K7y kv IFFroEE |

EPC CP: Removing acl from class : Successful

EPC CP: Removing all policies

EPC CP: Removing Policy epc policy capl

EPC CP: Removing Policy : Successful
EPC CP: Removing class epc_class_capl
EPC CP: Removing class : Successful
SBUFCAP-6-DISABLE: Capture Point capl
EPC CP: Active Capture 0

disabled.

WOPNL, MRy b ¥ FF v (BPC) Ot Va=r P 2Ty IS4+ 55EL
RLTWET,

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor
*Jun 4 14:17:54.

epc_class capl

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

Device# monitor

4

4
4
4
4
4
4
4

14:
14:
14:
14:
14:
14:
14:
14:

17
17
17
17
17
17
17
17

:54.
:54.
:54.
:54.
:54.
:54.
:54.
:54.

*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
epc_class_capl

*Jun 4 14:18:02
*Jun 4 14:18:02

capture mycap start

991:

991:
991:
992:
992:
992:
992:
992:
992:

EPC PROV: No action found for policy-

EPC PROV:

Attempting to install service policy
EPC PROV: Attached service policy to
EPC PROV: Successful. Create feature
EPC PROV:

Attempting to install service policy
EPC PROV: Successful. Create feature
$BUFCAP-6-ENABLE: Capture Point capl

capture mycap stop

.503:
.504:
.504:
.504:

.504:
.504:
class epc_class_

capl

EPC PROV: Successful. Remove feature
EPC PROV: Successful. Remove feature
EPC PROV: Destroyed epc idb subblock

map epc_policy capl class-map

epc_policy capl
epc idb subblock
object

epc_policy capl
object
enabled.

object
object

EPC PROV: Found action for policy-map epc_policy capl class-map

EPC PROV: Deleting EPC action

EPC PROV: Successful. CLASS REMOVE, policy-map epc_policy capl,

*Jun 4 14:18:02.504: $SBUFCAP-6-DISABLE:

T DDSE &R

Capture Point capl disabled.

EEEH
ESPERE]S SRE
FIRT A IVH FRT A N ZOELZHONWTIE, BLFZZRLTTFSW,

[Display Filter Reference.]
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[ Tshark Command Reference.]
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