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C Receive HTTPS request from client.>

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Vs, action is Deny. Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

| Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
b Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop. - " ion i
4—{0 action 1s Jrop Is the server certificate valid? }—rxp;,No, achon is Dsirypts g

iYes, or No, action is Monitor.

Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt. 4, |
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

o

Is this transaction to an application and is the HTTPS Proxy Yes

- b
configured to decrypt applications that use HTTPS?
iNo, continue to monitor.
No -
4{ Is Web Reputation enabled?
No, action lYes
s Drop. o
No, action Does the destination server (No, action is Decrypt. ]
is Monitor, have a reputation score assigned? No, action is Pass-Through.
iYes
Does the reputation score of the destination server Action is Decrypt. Nop|
indicate to pass through or decrypt the connection? Action is Pass-Through.

ion i : . ¢ - Action is Pass-Through.
<—{Am°n E DA What is the default action specified in the policy group? }—g_.ctmn 1 e

v

iAction is Decrypt. Pass througﬂ
v i
Drop Decrypt traffic and then evaluate W‘ connecton.
connection.

Access Policy group membership.
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( Receive request from client. )

No

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy?

Yes

No

h 4

A

No

Is the transaction assigned to one of the policy group’s configured
|dentification Profile, or does the policy group use “All Identification Profiles™

Yes

v

A

No

Is the current time in the policy group’s configured time range in the Advanced section?

Yes, or no time range defined
v

A

No

Is the client subnet in the policy group’s list of subnet(s) in the Advanced section?

Yes, or none defined
v

A

No

Is the proxy port in the policy group’s list of ports in the Advanced section?

Yes, or none defined
v

A

No

Is the user agent in the policy group’s list of user agents in the Advanced section?

Yes, or none defined
N

A

No

Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?

Yes, or none defined

h 4

A

Is the user one of the authorized users listed in the policy group?
(List of authorized users can be a list of user names, user groups, all authenticated
users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

|
v ¢ ¢
< Apply the Decryption Policy group settings to the client request. )
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* Decrypt the HTTPS request and redirect for authentication (HTTPS ZRZ1H 5t L T, FBAEDT=HIZY &
AV7 +T%)

* Deny the HTTPS request (HTTPS ZR A9 %)
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NChHDH [TV = a oD DE Sl (Decrypt for Application Detection) | 47 =
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C Receive HTTPS request from client.>

v

BELEF T avm

> Yes, action is Deny.

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Yes, action is Decrypt.

zz I}

lNo, user is authenticated, or surrogate is cookie.

| Ves, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of custom URL categories?

Yes, action is Decrypt.

Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop.

Is the server certificate valid?

iYes, or No, action is Monitor.

Yes, Drop.

Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Re

putation is not enabled.

Yes, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of predefined URL categories?

Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

Is this transaction to an application and is the HTTPS Proxy
configured to decrypt applications that use HTTPS?

Y

©

iNo, continue to monitor.

No

Is Web Reputation enabled?

No, action

lYes

A_is Drop.
No, action
is Monitor,

<

Does the destination server
have a reputation score assigned?

No, action is Decrypt. A
No, action is Pass-Through.

iYes

Does the reputation score of the destination server
indicate to pass through or decrypt the connection?

Action is Decrypt.

Action is Pass-Through.

v

Action is Drop.

What is the default action specified in the policy group?

1Action is Pass-Through.

No, action is Decrypt. A

Yes, action is Decrypt. Ay

eyl

|

v

: Drop_
[ connection. J
ESEATLa v 0RE

48 HHEIIZ

iAction is Decrypt.

v
Pass through
connection.

Decrypt traffic and then evaluate \‘
Access Policy group membership. |~

HTTPS 7% DA X —7 /U (5 =) T L7 X 912, HTTPS 72 F U031 X —
TNVTHHI L EHERLET,
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(EE) REAZEOX T r— R (DownloadCertificate) (%27 Vv 27 45&, Xy NU—27 LD T4 T
b7 TV =g HNGERE R BRETE £
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a}g\%ﬂé/@ = VAAVIZ N 3}‘3\5
JR/ AT I
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U—7FEAEIC, R, Ta— RN, FREA—ER EOMBERBAELE LT,

W HTTPS RS04 v o EHIWS ZESRY O —DOERK




| HTIPS b5 T4 v o £4IET HESHRY S —DHER
HAEEHRF—420Fzvo0tTva |

MHEIS—DE,4T  |BHHA
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N RY=A 7 Z2FT TEROIEBRFRATY, == EOFFMR =
7= T VAT B IE BSOSOV T,
http://www.openssl.org/docs/apps/verify.html % 28 L T < 72 &\,

ATy T8 BFEEEGFLUCHEELET (XF (Submit) | & [AEAZME (Commit Changes) 1) .
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FATRAERDFEEZ KB SETNE D MERET 27202, WebtF 2 VT 477747
A Tl WOTGIETREITRAERZF =y 7 TEET,
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OFEAEZER) A b2 F =7 LET, Comodo (L, TP VU A MEMEDKRY > —IZH(E-
THEHLTCHFLET, ZRBICEFINTZHEFICE T, Webte X2 VT 477747
VANT vy 7 LR T, GEAERDY XA MR E L 2o TV DTN S Y £,

cFUSAVEIBAERTF—H X FA L3O (OCSP) . WebtXa UT 4 T T I7A4T A
N, BITRAR TERIAT —F AE VT NEA L TF =y 7 LET, FITBIER2 OCSP
ZYR—FLTWEIEEIE. VT AEZA AT —FAF v 7 HOURL BFFAEICE £
NTWET, ZOHRRIZ, FiEA A M= VTIET 74/ F T X—=T N7, BHT
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ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATY T3 A TA ViFHEAT—X X 7 a b2 (OCSP) A9 5 (Enable Online Certificate Status Protocol
(OCSP)) ] %8R L £,

AT w74 [OCSPHERMHE (Result Handling) | D7 0 37 ¢ 2% E L7,
Y AATIE, OCSP#ERMELDA T > a %, HHRAEHEDOUBOA T a L ERLT 7 ¥ a VITRE
TOHLZEEHRELET, L& AE [E=F—T 5HIRUINGEIFE (Expired Certificate to Monitor) | Z 7% iE
TLHAE, E=F—3 2 RMEEHELRE L LT,

ATy T5  (EE) [£# (Advanced) &% k7 v a R L., UTORTHEZXRTELET,

TJ4—IL K% 5 BA

OSCP FZIIREFR v v | A %072 OCSP IR % PR 9~ 2 ANCAHE T D5, BALITF () « 42 (m) | W

Ya ZALT UL f (h) . F72FH (D) o 7740 NORAIIRH T, GRe#IX1~7H
(OCSP Valid Response | T3,

Cache Timeout)

OSCP BEMISEF v v | M2 72 OCSP IS % FHiERB Y 2 AN D e, LR (s) o 43 (m) | Bf
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(OCSP Invalid <7,

Response Cache

Timeout)

OSCP % v hU—2 = |ISEMNR o 121512, OCSP BN HHE 2 R 2 5 B 2 ER, BT
T—FrvvraZALFH () . 2 (m) . B (h) . E£2EH (@) . ARV7REPHIX 1 B~ 24 FFfH
7 7k (OCSPNetwork | T,

Error Cache Timeout)

HREND 7097 A | WebBF2 T 4T 7T7A4T A & OCSP B M OB THRE SN D RERFRE D
& = — (Allowed Clock | Z= D KAE, BT (s) £7213%5 (m) . BRI 1~ 60 53T,
Skew)

OSCP JS & it KIE | OCSP BN & DS Z Fetk 3 5 R O e KA, A2 72 i1 1 B~ 10 43T
il (Maximum Timeto |3, OCSP VAR X &l TX 72\ A2, HTTPS ExRk~pD x> K o2 —H%—
Wait for OCSP 77 AOBRIEE EMET AL, BV EfREL 9,

Response)

OSCPF = X7 v | Ty T AR =L TaXvD I N—"T%,
TARN)—A T X
Z MM (Use upstream
proxy for OCSP
checking)

Ty T AR =L 70 |BAT LI ——=DIP 7 NLZAETIIRA MM, ZHDOEFICTLHILHTE
FIMOERANS DY — | £,

73— (Servers exempt
from upstream proxy)
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ERETESH/)L— MEEAE
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N=) EBZRLTLEEN,
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ATv 72 [[EHETE D/ — FEHEDOEFL (Manage Trusted Root Certificates) ] %27 U v 7 L7,

AT T3 [AvFR—b (Import) 1227V w7 LET,

ATy T4 [ (Browse) |27 U v 7 L GEHEZ 7 A VICBEIL 7,

ATY TS BFEEEGFLCHEELET (XF (Submit) ] & [EEAZME (Commit Changes) 1) .

[B1 A% DG HEFE A v— MAEBHE (Custom Trusted Root Certificates) | U A T, 7 v 7’ r— K L7ziEHEL
BLET,

BETES) X o DIEAEDAIRR

ATY 1 [BEXx=2VUF ¢ h—E A (Security Services) ]>[HTTPS 7’1 (HTTPS Proxy) | Zi&RL £,
ATY 72 [EHEHTE D/ — FIEHEOEE (Manage Trusted Root Certificates) 1 %27 U v 27 LET,

ATY T3 UREOLHEIBRT HAEEICHIGT 5 5% 4 —3—F A K (Override Trust) | F = v 7 7R v 7 A% RN
L\‘i‘g—c

ATy T4 BEFEEEGFLUCHEELET (XE (Submit) ] & [EEAME (Commit Changes) 1) .
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T7oay AR

i HTTPS 251 HTTPS O551%, AsyncOS N7 T A4 7 2 RO~y X —IFHIZT 7 & A
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7 7AT v by H—NOFHITEF L T D556, AsyncOSI3/LV—T 1
TRV —EEHATEERE A,
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* URL
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