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C Receive HTTPS request from client.>

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Vs, action is Deny. Yes, action is Decrypt.

lNo, user is authenticated, or surrogate is cookie.

| Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt.
b Decryption group’s list of custom URL categories? Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop. - " ion i
4—{0 action 1s Jrop Is the server certificate valid? }—rxp;,No, achon is Dsirypts g

iYes, or No, action is Monitor.

Yes, Drop. Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Reputation is not enabled.

Yes, action is Drop. Is the URL category of the request URL in the Yes, action is Decrypt. 4, |
Decryption group’s list of predefined URL categories? Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

o

Is this transaction to an application and is the HTTPS Proxy Yes

- b
configured to decrypt applications that use HTTPS?
iNo, continue to monitor.
No -
4{ Is Web Reputation enabled?
No, action lYes
s Drop. o
No, action Does the destination server (No, action is Decrypt. ]
is Monitor, have a reputation score assigned? No, action is Pass-Through.
iYes
Does the reputation score of the destination server Action is Decrypt. Nop|
indicate to pass through or decrypt the connection? Action is Pass-Through.

ion i : . ¢ - Action is Pass-Through.
<—{Am°n E DA What is the default action specified in the policy group? }—g_.ctmn 1 e

v

iAction is Decrypt. Pass througﬂ
v i
Drop Decrypt traffic and then evaluate W‘ connecton.
connection.

Access Policy group membership.
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« Deny the HTTPS request (HTTPS ZR & #5757 %)

W HTTPS RS04 v o EHIWS ZESRY O —DOERK



| HTIPS b5 T4 v o £4IET HESHRY S —DHER

HTTes k57« v o osim [

ZOBGEE, BEEY R — e LTIPT RVAZMAT L b7 ¥ 7 2a V20, 22— =N E 7500
SN TWRWEEICHEH SET,
GB)  ZOT74—VNE TTIAT U ARERET— FTREMESA TV OSAICETRRENET,

ATwF7 [HTTPS #4257 7V 77— a > (Applications that Use HTTPS) | &7 v a > C, 77U r—varm
AL a3 e — L&A S D TDIE S A A R =T T o0 E D IR L E T,

GE) BLAHAL—FEHERI SAT Y MIA VA =L EINTWAREWEESIT. HEEqkicky, 77V

=gV TCTET—RBRAETLHZERHVET, 77 T4 7 A b— FERAEOFEIZOWT
L. FEBAEORGEE HTTPS OEFLOEEH (11 X—) 2R L TLEE,

ATYyT8 EHEAREL, RIFLET,

RDEZRY
ESPERENS

o ZERAEOREE & HTTPS OE AL OEF (11 =—)

HTTPS ~5 2 « v 7 Ol

Webt X2 UT 4 T7TFT7A4T 2 ANEBARY — 70— 2 HTTPS #5 2R 2 E| Y 24 T /=
%, PRI, FORY) — SN —TOEERELMWELET, EF(LRY >— L —7F
DEBRET, T34 T v AR BT %,

Ka w7450, F2E33R2 2 L—7
DINIPRESINET,
73y S AR
URL A3 EFRFHB L O AZ LD URL H7 2V 2OV T, HTTPS sk THELT
(URL TLT7 v a v ERETCEET, [URL 7 4% Y 7 (URL Filtering) ]
Categories) kD, BETHRY S — ZA—TDV 257 v o LET,
GE)  HTITPSEROKEDURLAT IV 2 Ry (my Roa—H—
WA L) T50TIERL., 7uay s (my Fa—Y—@madh
) TAHESIT. BNV — FTA—FDFDURL AT =
VOB EALEZRINL, Z0%IZ, T7BAR) =T —T7D
FUCURLATFIV DT a7 2RI LFET,
Web LEaT— |ZREN7-H—"—DWeb L EaF— a3y 2Aa7|2iESNT, HTTPS
Y3y Web \EERICKH LTI AT /v a v ERETEET, [Web LE 2T —
Reputation) > (Web Reputation) 1FlCH D, RET LRI — IN—TDV T %
70w LET,

HTTPS 57« v o 24T 285K ) o —nim [



B nres k550 v o ofm

HTTPS k5 7« v & &Hl#HT 58S K o —ER |

T3y SRER
TIAILE T IS T ARENRDBRCT I T4 TV ANEITTHNENH LT
°/§I v (Default | v 5 v %#RETXET, [F74/0 1~ T2 a3 (Default Action) ] FIC
Action) b5, BETLIRVV— IA—TFDY 2% 7Y v s LET,

GE) BRESNET7HNVET 7y arid,. TENAWREN. URLY

TAVEWeb L BT — a3 Za7nElELELICEESNTN
RWBRICOI, FToY T a B LET, Web L E 2
T—=ary T ANE) TR T =T VDA, T4
k727> ari, URL BT 2V D Monitor 77 ¥ a NZ—7
HF_XRCO T o7 g l@mAESnET, Web LB 27—
ary T 4NE ) TR R—=TNDOGEEE, AT R LOY
A MiZMonitor 7 7 ¥ a VINEIR I TWAGAIZDIA, T 7 %
VT varMERENET,

Web LE 2T —2a U AaT7 NEWE st b7 7 4 v 7 &8 N AF 5HI21E, [HTTPS 7 11 &%
TEXE (HTTPS Proxy Settings) | ~X—® [{5{t4 7" = (Decryption Options) | &2 =
NChHDH [TV = a oD DE Sl (Decrypt for Application Detection) | 47 =
VEATZIZLTL IS,

WO, TTT7A4T  APRFEDE LR Y > —% HTTPS ZRIZHI W Y T-tklc, £DH
RCEITTDT /v a v B2 ETDHHIEEZRLET, 5 ——D Web LE 2T — 3
AT NEHEEND DT 1 EFETTTN, ZORET, WEZ7 2 —D2o0KR A M TEHAX
NET, 7&21F. Web LB aF—iary RaroRay X 77 a00E, EFFEHRD URL
BT IAVIHRESINTNWEIHHPET 7 a BT AHZLICEELTIIEIN,

W HTTPS RS04 v o EHIWS ZESRY O —DOERK



| HTIPS b5 T4 v o £4IET HESHRY S —DHER

3:EBR)—TH a0 nER

C Receive HTTPS request from client.>

v

BELEF T avm

> Yes, action is Deny.

Is the user not authenticated and is the authentication surrogate
type an [P address? If Yes, how is the HTTPS Proxy configured
for the “HTTPS Transparent Request” setting?

Yes, action is Decrypt.

zz I}

lNo, user is authenticated, or surrogate is cookie.

| Ves, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of custom URL categories?

Yes, action is Decrypt.

Yes, action is Pass-Through.

iNo, continue to Monitor

No, action is Drop.

Is the server certificate valid?

iYes, or No, action is Monitor.

Yes, Drop.

Does the reputation score of the destination
server indicate to drop the connection?

lNo, continue to monitor, or Web Re

putation is not enabled.

Yes, action is Drop.

Is the URL category of the request URL in the
Decryption group’s list of predefined URL categories?

Yes, action is Pass-Through.

lNo, continue to monitor or Yes, action is Monitor.

Is this transaction to an application and is the HTTPS Proxy
configured to decrypt applications that use HTTPS?

Y

©

iNo, continue to monitor.

No

Is Web Reputation enabled?

No, action

lYes

A_is Drop.
No, action
is Monitor,

<

Does the destination server
have a reputation score assigned?

No, action is Decrypt. A
No, action is Pass-Through.

iYes

Does the reputation score of the destination server
indicate to pass through or decrypt the connection?

Action is Decrypt.

Action is Pass-Through.

v

Action is Drop.

What is the default action specified in the policy group?

1Action is Pass-Through.

No, action is Decrypt. A

Yes, action is Decrypt. Ay

eyl

|

v

: Drop_
[ connection. J
ESEATLa v 0RE

48 HHEIIZ

iAction is Decrypt.

v
Pass through
connection.

Decrypt traffic and then evaluate \‘
Access Policy group membership. |~

HTTPS 7% DA X —7 /U (6 X—¥) Tt L7=X 912, HTTPS 72 F 031 X —
TNVTHHI L EHERLET,

ATV T [BEX=UT ¢ —E R (Security Services) ]>[HTTPS” =% (HTTPS Proxy) | I(ZBEIL £7,
ATy T2 [REOHE (EditSettings) 1227V v 7 LET,
ATFY T3 \@EA T a kA x—T M LET,
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[E%= VU7 4% —E R (Security Services) ]>[HTTPS” 1% (HTTPS Proxy) JIZBEIL £,

[RRE DO (Edit Settings) 127V v 7 LET,
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