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( Receive request from client. )

Compare the client request against the next
(or first) Identification Profile in the policies table.

l

Is the current policy group the global policy? }Ye;s
No
v
_ No Is the transaction assigned to one of the policy group’s configured
F [dentification Profile, or does the policy group use “All ldentification Profiles”?
Yes

v

4M Is the current time in the policy group’s configured time range in the Advanced section? ‘

Yes, or no time range defined
v

<ﬁ{ Is the client subnet in the policy group’s list of subnet(s) in the Advanced section? ‘

Yes, or none defined
A 4

<M Is the proxy port in the policy group’s list of ports in the Advanced section?

Yes, or none defined
v

4% Is the user agent in the policy group’s list of user agents in the Advanced section? ‘

Yes, or none defined

A
No Is the URL category of the request URL in the policy group’s
list of URL categories in the Advanced section?

A

Yes, or none defined
v

Is the user one of the authorized users listed in the policy group?

No (List of authorized users can be a list of user names, user groups, all authenticated

users, guest users, or All Users. If the policy group only uses Identification Profiles
with no authentication, then all clients are authorized.)

Y
v ® ¢
( Apply the Decryption Policy group settings to the client request. >

A
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«Web 7’1 %2 (HTTP, 8% SAL/ZHTTPS, B XL OVFTP H)
« HTTPS 7’12 % ¥ (HTTPS Proxy)

+ SOCKS 71 % (SOCKS Proxy)

s BET 255 7 e 7 7 A VEERLET,
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Receive request from client. )

Is the request on a blocked HTTP CONNECT port?
iNo, continue to monitor.

‘ Is the request coming from a blocked custom user agent?

iNo, continue to monitor.

‘ Is the request coming from a blocked suspect user agent?

iNo, continue to monitor.

[IIT

‘ Is the request using a blocked protocol?

Yes, action iNo, continue to monitor. Yes, action
is Allow. is Block.
Yes, action Is the URL category of the request URL in the Access Yes, action
is Redirect. Policy group’s list of custom URL categories? is Warn._ [
Yes, action is Monitor. iNO, continue to monitor. Yes, action
is Warn. .
Is the URL category of the request URL in the Access Yes, action /]-»| Did the ”h“'
Policy group’s list of predefined URL categories? is Block. accept the
T i warning?
Yes, action is Monitor. No Action
- Y - is Warn. Nyl
What is the configured action for uncategorized URLs? Action
is Block. Yes No
iAction is Monitor. ﬁ
Is Safe Search enabled and configured to block unsupported engines, |Yes
and is the transaction an unsafe request to an unsupported engine? .
iNo, continue to monitor. i'f‘éﬁ?k'f’" Did:the user
ymb accept the
‘ Is Site Content Rating enabled? is Warn. Ll warning?
‘No, continue to monitor. Yes Ho
v J
No Does the reputation score of the destination server Ye‘éIaCEL“"
indicate to block or scan the connection? B 2

iYex, action is Scan.

Does the malware scanning verdict based on the URL
request indicate to block the connection request?

iNo, continue to monitor.

€

‘ Is the request to an application configured to be blocked?

iNo, continue to monitor.

(_Fetch the response from the server or cache.

l

‘ Is the request on a blocked HTTP CONNECT port?
iNo, continue to monitor.

[T

‘ Is the response size larger than the maximum allowed?

iNo, continue to monitor.

T

Did the response match an application
that is configured to be blocked?

lNo, continue to monitor.

Does the reputation score of the destination
server indicate to allow the connection?

iNo, continue to monitor.

Does the malware scanning verdict based on the Yes
response indicate to block the response?

o

2 No PR
Redirection the transaction. i Block the transaction.
% Display the content to the end user.)
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