AEEAZS DA EEA

TOEFT, OBV a rTHEREINTHET,

« Cisco Advanced Web Security Reporting 7 7'V 77— 2 > O H O EBAGEHE (1 ~—)

* Cisco Advanced Web Security Reporting 7 7'V 77— 2 VHOY— FN—F 4 IZX D EBA S
NICFERAFEOLIAG (5 ~—)

« Cisco Advanced Web Security Reporting 58alE FIC B4 FEE 4 ¥+ 2 ik (7 "—)

c AEAEFRREZEH LI BEAY—RE 7 T4 7 FORE (9 ~—2)

* Cisco Advanced Web Security Reporting 5&7ED kT 7V 2—F 0 7 (11 ~X—)

Cisco Advanced Web Security Reporting 7 7'') 5y—< 3 >
DECEAMLAF

Z @D My 7 TiX, Cisco Advanced Web Security Reporting 7 7"V 7r—3 a VIZEEN TN D
N— 3@ OpenSSL 2 LT, a2~ K74V CHEBAGMRAELIERT 5720 OHAR
72z R LET,

HOBAMABITMEMRIC L > TELEND =D, 77 UVOHAER FTITEEN TV EE
No TOFEF, Web” 7 WX, HOBAEAEL FETERW ERARLET, ZhC
Lo Ta—P~EEE—UNER SN, 22—V o7 78 A0 onsE60bdH 0 £97,

H B4R EIX, Cisco Advanced Web Security Reporting 7 7V 77— 3 T8kt 53X T
DT T TPARTITHMA D CA ZIBMTE SMMENE MO T 4 T 4 HTD, 777
H#7)25 Cisco Advanced Web Security Reporting 7 7'V 77— 3 U ~O@E 2K T3, £ Ofhd
U AT, CABAMTEEAELZBEIO LET, FEMIC OV TIX,  [Cisco Advanced Web
Security Reporting 77U r—2 a Y HO Y — RoX—7 41210 B4 SHCiEEORS] 2%
LTS EEN,

[F L& BHHTIZ

Z OFA T, sawsr_nome X AWSR Enterprise DA > A h—/L T 4 L7 RN EELET, 20D
RKRLEITHED 2L a2 BRID LETH, ZORLEZEA L2NGAIE, Zhoofilzfls & x
\Z sawsr_BOME A YA M=/ T 4 L7 MUICEESWMR DVLERH Y £7,

EHEOLR L BS
|



SARECEREES |
B zascszsivn—rasngossn

Windows D6, 2~ RT7A4 VETIX [V AT LD 7 137 ¢ (System Properties) | 2 A 7
o 7O [BifE (Environment) | % 7 T, ZOEBOBRENLINIRDBER/HD £, T 7%
NEDHR—=LT L7 FUIE, 7Ty b7+ — ATk THRRY £,

* Windows M54, AWSR Enterprise 7 4 L' h U X7 7 # /L b T c:\Program Files\Cisco\
‘(“‘j‘o

AFEAEDLINUX T T Y F T —ATIE, TN DA A=V T 4 L7 b U Jopt/
‘@TO

el &R AF L WIL— FEEBAE D AR

ATvT1 FEAE L X —Z2 R A T 2HLWT ¢ Lo b U ZERK LET, ZOFITIL, SAWSR _HOME/etc/auth/mycerts
AL E T,

RATY T2 H LV RSA FEXF—%4Em LE 7, Cisco Advanced Web Security Reporting 7 7'V 77—/ 2 113 2048 £
FOF—%YR—FLTOWETRH, 77 UFTHR—FINTWEIHAER, LV REAF—%2EETCEE
o

Linux DA -

SAWSR_HOME/bin/splunk cmd openssl genrsa -des3 -out myCAPrivateKey.key 2048

Windows D5

Windows Tld. openssl.enf 7 7 A L OGETOBMMB L ERIGAENH D Z LITHERE L T ZE0,
SAWSR HOME/bin/splunk cmd openssl genrsa -des3 -out myCAPrivateKey.key 2048

Cisco Advanced Web Security Reporting 77U 77— 2 132048 £ hOF—% PR —F L TWVEFTR, 7
TP THR— SN TWEIHEIX, LV RERXF—ZFETEET,

RATYT3 T T IRERSNEL, NAV— REfERLET,

A % — mycaPrivateKey.key N T 4 L7 MUV IZFREN T T, ZIL— MEAZEOWME X —TT,
ATY T4 L— NEFBAEDORREE % — nycaprivatekey. key I U CEFHEEA FR 2 AR L £,

Linux DG4 :

SAWSR_HOME/bin/splunk cmd openssl req -new -key myCAPrivateKey.key -out myCACertificate.csr

Windows D5 :

$AWSR HOME\bin\splunk cmd openssl req -new -key myCAPrivateKey.key -out myCACertificate.csr
AT wTE FhEE ¥ — nyCAPrivateKey.key (2SS AT — REZ AN LET,

#1 L\ CSR myCACertificate.cst 7 « L7 bV ICFREINE T,
ATYT6 CSRAEMALT, Hrivwb— MEAELARL, MEXF—TELLET,

Linux O34 -

| BEEEDE A £
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Cisco Advanced Web Security Reporting 7 7 1) 77— 3 D L LWEH

SEHEDER & EA

Cisco Advanced Web Security Reporting 7 7' 1) 77— 3 D # L WIHEZE X —D/ER .

SAWSR HOME/bin/splunk cmd openssl x509 -req -in myCACertificate.csr -signkey myCAPrivateKey.key -out
myCACertificate.pem -days 3650

Windows D38 :

SAWSR HOME\bin\splunk cmd openssl x509 -req -in myCACertificate.csr -signkey myCAPrivateKey.key -out
myCACertificate.pem -days 3650

T T RIRERRENTZ D, MBS — myCAPrivateKey.key (Z/NA T — FE2ATILET,
%ﬁ ]_/l/\gftfy%%myCACertificate.pem ﬁ§:/":4 [/7 }‘ U L:%%éhi@—o :ﬂﬁ§ @%’0)/\07\\ U b4 7§E%%Tj—o

'

F—DERK

ATy T

BrLWEF—Z2 R LET,

Linux DA :

SAWSR_HOME/bin/splunk cmd openssl genrsa -des3 -out myAWSRWebPrivateKey.key 2048
Windows D5

SAWSR_HOME\bin\splunk cmd openssl genrsa -des3 -out myAWSRWebPrivateKey.key 2048 -config
Tur T ERERRENTEL, NAT—= REERLET,

#H LV ¥ — myAWSRWebPrivateKey.key BT L7 FUICEREINET,

F—nH XA — REHIER L E£7 (Cisco Advanced Web Security Reporting 7 7°V &7 —3 3 %, /SA T —
RCRESNT-MEXF—Z2FFR— ML TWVEHEA) .

Linux DA -

$AWSR_HOME/bin/splunk cmd openssl rsa -in myAWSRWebPrivateKey.key -out myAWSRWebPrivateKey.key
Windows DA -

$AWSR_HOME\bin\splunk cmd openssl rsa -in myAWSRWebPrivateKey.key -out myAWSRWebPrivateKey.key
WDa~<wy REfFHLT, NATV—RBHIRENTZ E2MRTEET,

Linux DA -

$AWSR_HOME/bin/splunk cmd openssl rsa -in myAWSRWebPrivateKey.key -text

Windows DA :

$AWSR_HOME\bin\splunk cmd openssl rsa -in myAWSRWebPrivateKey.key -text

NAT—=REz AN L7e< T, GEHEONEZGARD Z LN TEET,
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B —/\GERZEDERLEE AR

AT Y T 1 ¥ — nyansrRwebPrivatekey.key 28 L TH LWGEIH EE 4 Bk 2B L £,
Linux DA :
$SAWSR_HOME/bin/splunk cmd openssl req -new -key myAWSRWebPrivateKey.key -out myAWSRWebCert.csr
Windows D5
SAWSR_HOME/bin/splunk cmd openssl req -new -key myAWSRWebPrivateKey.key -out myAWSRWebCert.csr
CSR nmyAWSRWebCert.csr BT 4 L7 M VIZERENFET,

ATY 72 L— l\%ﬁ%%@%%#* myCAPrivateKey.key ML TCSRICH E%% LET,
Linux DA -

$AWSR_HOME/bin/splunk cmd openssl x509 -req -in myAWSRWebCert.csr -CA myCACertificate.pem -CAkey
myCAPrivateKey.key -CAcreateserial -out myAWSRWebCert.pem -days 1095

Windows DA :

SAWSR_HOME\bin\splunk cmd openssl x509 -req -in myAWSRWebCert.csr -CA myCACertificate.pem -CAkey
myCAPrivateKey.key —-CAcreateserial -out myAWSRWebCert.pem -days 1095

X7_' v 703 70‘:’ :/70 }‘ 75‘2‘%%5“7"& B\ V% ]\%E%%@%?%ﬁ‘r*— myCAPrivateKey.key @:/\OX U — }‘i&}]\jj L/i—g—o
FERAE myawsrRwebCert .pem N T 4 L7 h UIZIBMENET, ZHUEY— NFERETY,

BE—QOPEM 7 7 1 JLDIERK
P NGERE L X7 » ZEEEE ZONAF T 1 DD PEM 7 7 A VICHEG LE T,
Linux T2 &AT 2 BlZRITRLUET,
# cat myAWSRWebCert.pem myCACertificate.pem > myAWSRWebCertificate.pem
Windows OHF 2 RIZAR L E T,

# type myAWSRWebCert.pem myCACertificate.pem > myAWSRWebCertificate.pem

GEAEF I —UDRTE

BROFEAFZMH AT 21213, IRONEFF TH— SOFEHE T 7 A L O F %I PRIFEHE 2800
LE7,

<div class=samplecode

[ server certificate]

[ intermediate certificate]

[ root certificate (if required) ]
</div>

el Z2E GEHETF = —IRO X 5120 £,
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Cisco Advanced Web Security Reporting 7 1) 7 —> 3 VDY — KNA—FT A ICK Y BR S -IHEORE .

Cisco Advanced Web Security Reporting 7 71) o —< 3 >
FADOY— RN\N—T 42K Y EBELGSINI-EEAEDOERIF

ZO M7 TiE, SSLERAER L UHFB{LHIZ Cisco Advanced Web SecurityReporting 7 7" U /7 —
VA CEMINT Do IR = DB EAEAE AT D 12D O A 2 2R U E
‘é‘o

\3

Cisco Advanced Web Security Reporting 7 ') 77— 3 > D L LB EE
*—DERL

AT 1 MAOMHELX—Z2FRANTLH200H LT o L7 MU ZERLET, ZOBITiE,
SAWSR_HOME/etc/auth/mycerts % fi LE7,

BEfFOFEHELZ FEX LWL 912, HrLWiIEHEL $AWSR HOME/etc/auth/splunkweb L 6i}DJ[J@7:/f L7k
VIRGFETDHZ EaBEID LET, ZHICED ., MBS T TAWSR IS EDFEAEAZ MO AWSR =2
K= MEHTE £,

ATY T2 HLWIEX—%ER L EJ, Cisco Advanced Web Security Reporting 7 7' U 77— 3 L%, 2048 £ hLL
EoF—mYR—FLET,

Linux DA -

$AWSR_HOME/bin/splunk cmd openssl genrsa -des3 -out myAWSRWebPrivateKey.key 2048

Windows D55 :

SAWSR_HOME\bin\splunk cmd openssl genrsa -des3 -out myAWSRWebPrivateKey.key 2048
ATYT3 TOX—DNRRATVL—=R% AT HEITRDENTZE, RAT— REERLET,

H LVVFAR 2 — myAwWSRWebPrivateKey.key 37 4 L7 MU ICIBMMENET, ZOF—Z2FH L T, CSRIZ
BLTEFET,

ATY T84 WEX—NHSAT— REHIRLE T, Cisco Advanced Web Security Reporting 7 7"V 7r— = 1%, Fib
F—DONRAT—= &Y R—FLTHERA,

Linux O34 -

SAWSR HOME/bin/splunk cmd openssl rsa -in myAWSRWebPrivateKey.key -out myAWSRWebPrivateKey.key

EHEOLR L BS
|
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Windows D38 :

SAWSR_HOME\bin\splunk cmd openssl rsa -in myAWSRWebPrivateKey.key -out myAWSRWebPrivateKey.key
-config $AWSR HOME\openssl.cnf

WDa<wy FEMEHAL T, A= RFREFICHIRENZZ & 2R T £,

# openssl rsa -in myAWSRWebPrivateKey.key -text

INAY — FREFICHIBR SIS EIE, SAT—=RF2 AN LR THEHEONEEZ R R TEET,

sBEl/ (CA) ERDERLE U —/\GEBAE D EIS

&

ATy T2

ATy T3

ATvT4
ATy TH

ATvT6

TP % — myAWSRWebPrivateKey.key i L TH LWVGEBAEZ A ERZER L £,

Linux DA -

$AWSR_HOME/bin/splunk cmd openssl req -new -key myAWSRWebPrivateKey.key -out myAWSRWebCert.csr
Windows D5 :

$AWSR_HOME/bin/splunk cmd openssl req -new -key myAWSRWebPrivateKey.key -out myAWSRWebCert.csr
Windows 75w b 74+ —LALICET HEE : RO LS o7 —R3ERmENTHE

Unable to load config info from

c:\\build-amd64-5.0.2-20130120-1800\\AWSR/ssl/openssl.cnf

a~w R 7 MIRO L IIZATI LT 6, openssl 2~ REFEIETL TS EIN,

set OPENSSL_CONF=c:/Program Files/AWSR/openssl.cnf

CSR myawsrwebcert.csr ZfH LT, 8L/ (CA) IZH LWEBAGEHELZZER L E3, BAGEHEZZR

57 utv A%, REAERPFEHESA ERE LT L HFIEIC L > TEZD £, FFc W T, CAIIZH
WEDETLLEEN,

FRERNLEIN Y — SGEEEZ XY Y e— R LET, ZOfITIE, ZOEBHES [nyawsrwebcert . pem]
L LET,

FREROA CAGEHERZ X v oo — R LET, ZofTX, Z0iEHESL lhycacert.pem] & LET,
%—A£%£&A7J/7CA£%i®ﬁﬁmmM%KT%é LR L TLIZE W, FEE PEM
R TRWEGEIX, BEEDO 7 7 A )V Z A T8 LT~ openssl 2~ REHH L CREAEASZH L £9, DER
FRIEATE B a~y ROFl 2RISR LET,

$ AWSR HOME / bin / splunk cmd openssl x509 -in myAWSRWebCert.crt -inform DER -out myAWSRWebCert.pem
-outform PEM

$AWSR_HOME/bin/splunk cmd openssl x509 -in myAWSRWebCert.crt -inform DER -out myAWSRWebCert.pem
-outform PEM

WG OFEAEEZF = v 7 LT, BERBFERMTZHINTWT, XRATU—= R THRESNTORNWE & 2R
LTLEENY,

| BEEEDE A £
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SIAELX—F1 DD T 7 A ILICHES

Linux O34 -

SAWSR_HOME/bin/splunk cmd openssl x509 -in myCACert.pem -text

SAWSR HOME/bin/splunk cmd openssl x509 -in myAWSRWebCert.pem -text

Windows DA :

SAWSR_HOME\bin\splunk cmd openssl x509 -in myCACert.pem -text

SAWSR HOME\bin\splunk cmd openssl x509 -in myAWSRWebCert.pem -text

myAWSRWebCert . pem DIEITHHHIL. nycacert.pen DYV T V=7 MEFRTHAIMLEND Y £4 (PRIZEHE
AL TG EEERL) &

SfBAE L XF—F1 D077 ILIZHES

AEAEFI—2®

P— NFERE L T o JIEAEALZ ZDOIEF T 1 DD PEM 7 7 A WITHEA LE T,

ERTE
BEHOMAEZ AT 510F. WONEFETH— SO E T 7 4 A ORE%IC PRI E % 80
LET,

[ server certificate]
[ intermediate certificate]
[ root certificate (if required) ]

el 23, GEHEF = —IIRO L DI £,

HERERAEICEA Lo — b CA L TR COWMGEREFILT 7 UV OREHER N TITHFET 5
MERHDHZ LITFERLTIEIN,

Cisco Advanced Web Security Reporting Z2:E A (- & 4 SiE A
EcEmI SAE

AEAEEZEG LD, b NiEAE L X —%2 1 2D 7 7 A T E L DT, Cisco Advanced Web
Security Reporting ¥ 7 F 7 =7 T TE 2 L O ICT ML ERH Y £7,
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\}

GE)  GEAEFELAMF - x50 B THL 2L, BROMEXF—NRSAFATHL Z LB L%
ﬂ—o

B—@OPEM 7 7 14 JLOIERK

Y= NREHFE L ART Y v ZAEHEEZ ZOIEFT 1 OO PEM 7 7 A VISR LET, ZOfFIT
L. TCisco Advanced Web Security Reporting 7 7'V -7 — 2 > O H B4 GEHE ] B LT [Cisco
Advanced Web Security Reporting 7 7'V 77— 2 O — K/8—F |2 L0 B4 SRl
EORS] THHESNTHD 77 AL EHBEHLTWET,

LI Linux OfFT9,

cat myServerCertificate.pem myServerPrivateKey.key myCACertificate.pem >
myNewServerCertificate.pem

LLFIZ Windows O ¢,

type myServerCertificate.pem myServerPrivateKey.key myCACertificate.pem >

myNewServerCertificate.pem

MEEAZ L/fl E’\ 77 /])/I/myNewServerCertificate.pem@Wﬁﬁ:u?% :@l@ﬁ%"(’é‘@é%%#%
0 ET,

o P — N—ZFFHZE (nyServerCertificate.pem)

0%%%533‘* (myServerPrivateKey.key)

FRREJR DB % — (myCACertificate.pem)
NS S VIZREE OB 2 IR LE T,

MIICUTCCAboCCQCscBkn/xeylTANBgkghkiGOwOBAQUFADBtMQswCQYDVQQGEwWJIV
<Server Certificate>

8/PZr3EuxXYklc+N5hgIQys5a/HIn

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,CFCECC7976725DES5

S+DPcQ012Z1bk71N3cBgr/nwEXPNDQ4ugtecCd3iGMV3B/WSOWAQxcWzhe9InIsl

<Server Private Key - Passphrase protected>
MIICUTCCAboCCQCscBkn/xeylTANBgkghkiGOwOBAQUFADBtMQswCQYDVQQGEwWJIV

<Certificate Authority Public Key>

8/PZr3EuxXYklc+N5hgIQys5a/HIn

| BEEEDE A £




| EnEDERmEER

ey —ozess I

AEAEF T — U DEEAE

BEOFEHZF LML T 2120%, b —"DiEHET 7 A VOB ICHRREAEZEZEBML 3,
N—bhET, BEORIETHELBOIENEZBMNTE £,

AEA TR DNEF THlE S E

[ server certificate]
[ intermediate certificate]

[ root certificate (if required) ]

ez, AAEF RO SITRY F9,

H9 1 OO TIE, MEXF—%2ET AWSR 74 T —Z b A T 7 ~OERELFHT S
L FERLEEAE Y 7 A VIR D X D120 £,

sEEAZ L Z A LIEAT—N\EV 47 2 FDOIREE

BAT— NG T T4 T 2 M v ¥ a ST — Z IR ER A AT Re e iz 24 L sk
72, BAYV—NL 7547 MNETEAMNIFEAELMER L8R BED LEHA, EA
=N TAT 2 N OFEAEFIEZEE T D & MOMBITIRD L5 REENRH Y £7,

« Cisco Advanced Web Security Reporting 7 7" U 77— 3 0%, GEAEEMH TS XL HICHRE

L7RWBRY | FREEICR L 7,
s CLIIFEAY—NLEWETERLIARD FET,

I ORI Y — ST — 4 107 7 4 7 0 4 — LOSMUD & & & E AP E(E S
2 WM 00 8 2 HE T 00 e Gl S 38 AE 7S B 72 BB Ay 0 S A &
WIS 55 oA 27 0 & FHCR RETEET,
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ATy T
ATy T2
ATvT3

RTvT4

ATy T5

\}

GE) WAV — NI, GEAEAZETICELLS Py v a TEERA, EAUN—%ERNCRET D E
NV ET,

FU/A—FCAZERLTI DL EOIFAELRERLET,
SEAEAEAY— LT S5 4 7 MIEAT LET,
server.conf R LT, FEHEOEFTA2HE L9,

[sslConfig]
enableSplunkdSSL = true

sslVersions = Defaults to "*,-ssl2" (anything newer than SSLv2). This is the recommended
setting.

serverCert = The full path to the PEM format server certificate file. Default
certificates

(SSPLUNK_HOME/etc/auth/server.pem) are generated by Splunk at start. To secure Splunk,
you should replace the default cert with your own PEM file.

sslPassword = password

sslRootCAPath = absolute path to the operating system's root CA (Certificate Authority)
PEM

format file containing one or more root CA. Do not configure this attribute on Windows.

HID FNED [sslConfig] A & > FIZR D @M Z BN L T, server.conf Z itk L CREAEIC R L CREGEL £ 97,

requireClientCert = true

GE) Z @D requireClientCert |, F7F )L NT rfalsej \-;ﬂiéj’bf‘/\i‘j‘ ZhE true IZEHE LT
Splunk (27 Z A 7 N OFEHEZEHIINIC T = v 7 SH 5 & Cisco Advanced Web Security Reporting
TV r—var & CLLTHtHENTF = v 7 k¥, CLI CldatHELZ 7 747 FE LT
PR TE W, CLIEREIIMRE L2 < 720 £77,

web.conf Zffate L TR U/b— b CA TEA SACAEHEZ &7~ LT, Cisco Advanced Web Security Reporting
TV =y aryBY— N TEDLLIICLET,

LUTI3REE SNZBEA X o F OB T,

[settings]

enableSplunkWebSSL = true

privKeyPath = etc/auth/splunkweb/mySplunkWebPrivateKey.key
serverCert = etc/auth/splunkweb/mySplunkWebCertificate.pem
cipherSuite = <your chosen cipher suite (optional)>

(G¥)  CiscoAdvanced Web Security Reporting 7 7 U 75— 2 NFI/RA T — R&2HR— K L TWRNTZDH,
X —InB/RAT — REHIBRT 20N H D 3,
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Cisco Advanced Web Security Reporting E25ED 5 TV a—TF 4 >4 .

Cisco Advanced Web Security Reporting Z25ED 5 T )L
a—T4T

\}

REFAEORER & 58 T E 7oV AL, $saWsR HOME/var/log/splunk 0D web_servicelog Z i L
T, BEBMRICERET LI 2R TBLO NI TN a—T 4 VT TEET,
SSL*%EE@%% %?77!% L 35 jﬂo 7LC & 2 @Z\ serverCert TE% é ﬂfi"j"“/\‘gﬂ:%%’\@gﬁ’) 7"1/\02
ZRET 5 &, Cisco Advanced Web Security Reporting 7 7'V 77— 3 » OFEENI KK L, KD
T —NRRINET,

2010-12-21 16:25:02,804 ERROR [4d11455df3182e6710] root:442 - [Errno 2] No such file or
directory: '/opt/splunk/share/splunk/mycerts/mySplunkWebCertificate.pem'

G¥)

privkeyPath CIEESN TV OMEF —N ATV — FTRESINTWDHE, =T —13FEL
FHAMN, 7T 7Y TIE Cisco Advanced Web SecurityReporting 7 7V 77— 3 e — K&
FHEA,
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