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ET - 20225 A 38,

Network Visibility Module I LY % D=

ZDKR¥F= A2 bTiL, [Cisco Software Download] ~X— M54 71— K T& % Network Visbility Module (NVM)
AL I B EA AR ABIORET D HEEZRALET, NNMOayR—xr b by N7y 7 HE A A b—
N AL EDAT —H ZAOBGEFELS LOEARWR T Ty a—TF 4 VT OFATHIEICOWTHII L E T, 3
DWW T,  [Release Notes for AnyConnect Network Visibility Module Collector, Release 4.10)] ZZ M L T< 72 &0,
AnyConnect |%, BEARETHDIEBEOEX 2 ) T4 —E A2 RETIME—T = N THY, =& —7
TAX X2V T 4 OIS EFIERAEICHETHEMEY 2— b R—FLET, TOBMEY 22—k, K
AFXTHAAV N, AU =TRE, -7 eXa VT4 REDEF2 Y T AHEENACRD FT,

AnyConnect Network Visibility Module (%, @ffiffi7e=> FARA > h 7 L A MU Ofin7e 7 4 — RE&$320E L £ 9, Network
Visibility Module 2l L T, #fkiZ Ry hUV—27 Loz RRA > b a—HF—DBEZ R TE £d, 2—H¥—,
TV r—var, FAL A G SR ERERAYTIFARL LI, AT VIR T T LI AW GO
RRA L o7 —%2ELET, ZOT—FE2Fyvial, BEHTELXY NT—F (A7 VI AEITVPN
BHEOMERY FU—2) EIZH 5 Network Visibility Module = % 7 Z (2355 L7,

Network Visibility Module = % 7 % |%, Internet Protocol Flow Information Export (IPFIX) (4 _X—3) F—X &5 L,
MBS U T 4 W H AR % S24T L C, syslog £721% Splunk 72 KD — R X—F 4 a L 7 X I/ AR— hT 5% —
/N—"T7, Network Visibility Module = L 7 % %, nvzFlow 7' & k =/Lfi4k (https://developer.cisco.com/site/
network-visibility-module/) ([ZHELT H2ZEA v E—VEZABE L ET, a7 XX, A¥ L K720 Linux ¥ A7 A
AVAR—NLTEET,

Network Visibility Module a2 2 DO ih— 2 FEEH
WOEB I D EFENHEE S ET,

« AnyConnect & Network Visibility Module

» AnyConnect D 7 A & 2 A

* Network Visibility Module = L7 Z D Z A & A

NVM 2 b7 Z ZBD Linux 7 /31 A TEITT D551, RO—A7IEEZEHA LT, 73 AH7 0 35,000 ~
40,000 = RRA > N CHEZILTHLERDH Y 7,

« CPU/AEY OH A 20 7 % HIIK AT HE
XU /FEa Ly Z L Linux (X L TORTONDIZD, T 4 A2 O AN IE5E AT
OSBRIV I HAVR—=FR b &FETT D120 50 GB DT 4 A7 4
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A3 > K70 Network Visibility Module A L2 2 D/\— KO 7
e A2y

PLFIZ, 64 B> RO Linux THEITIN D A X > K7 1 2 Network Visibility Module = %7 & A 0 AKX o ADHELE N—
U7 B ERLET,

)

(G¥) T 74/ b TlX, Network Visibility Module O~ /L F 7' 1t A€ — RiZAhI > TWET,

¢ XK 1,000 D= RARA 2 M= rRef Y AH A
«CPU =27 :627 /22GHz (x8664 £ )
*RAM 1 X : 8 GB
« #14 10PS : 800 At J14LEE/FS (IOPS)

e F A4 ATYT AT A ATE (10k RPM LLE)

w7 4 A7 RE  50GB

* 1,000 ~ 5,000 = RRA > FP—N— A L ZZ LA
«CPU =27 :827/24GHz (x8664 £ )
«RAM ¥4 X : 16 GB
« #14 10PS : 1,000 AH{ J)4LBE/F) (IOPS)

e F A RAITYT AT A AFE (10k RPM L 1)

BT 4 AU KE S0GB

* 7,500 ~ 10,000 =2 RARA > MNPF—R—of VAKX .
«+CPU =7 :1227/2.6GHz (x8664 £ )
« RAM 1 X : 24 GB
« B4 10PS : 1,200 AH7J4L88/F) (IOPS)
e F A RTYT AT A AFEE (10k RPM LL L)

BT 4 AV RE 50 GB



Internet Protocol Flow Information Export (IPFIX)

IPFIX X, TV T 4> 7, B, EXa2 )T 4R EDZHBRBERNOIZDIZIP 7 o —{FlRE 7 AR — M 5D
A E®F3 5. IETF 7’12 b =L ¢4, IPFIX 1% Cisco NetFlow 7' & k1)L v9 ZFEARIZ L CWWE9, 7277 LIEHEIY 7R
HIEIZH D A, Cisco vzFlow 1%, IPFIX 71 h a/LciS< Fua s a4, ek b, IPFIX IZEIERTRE /2
v han T, HEREGETIHLWART A—F B2 EFKTEE T, CisconvzFlow 7' 1k 2/LiE, IPFIX AZEZJL5E L,
B LWEHESE L. AnyConnect Network Visibility Module (Z L » THEA SN DT L A U O—E8 L L TRIE S LD IPFIX
TUTL— hOEREE Y FEERLET,

IPFIX 7 1 —F > 7 L — M, IPFIX BEDBRBIFCa L 7 ZICEEESNET, ZhbnT o FL—RE, av s Zn
IPFIX 7— % OEWREZMHT 52O HE T, NS, T 7 b= MRAOMLRNWZ ERnH Y £7, ZoORE
L. = RARAL Y bRy bF v 7 F v @ [Notemplate found] A v&— F72iFa 27 #a 7@ [No templates
for flowset] A > E—I TREINET, ZORMBEELMRET HITIE, =0 RARA U MO 1 D& FEEI L ET,

Network Visibility Module ALY 2 TT 9 A KR— bS5 T—4
J4—IJLF

Network Visibility Module =% 7 Z X, =Y RARA U b A U F—Tx2A A, BLOT7r—D3HEHOT—F L a—F
BT AR—FLET, EF—FLa—RiE, 74— L ROF—LEO_TDEy T, UTFTOFRIZ, 74— K
F— T4— VL4, BIOHEEDT7 4 — VR —DBHFEET LT —HLa—FDarTFAMERLET,

J4— | 74— EA T4—IEaVTH| T4 —IL FDEH

JLEF Z k

*—

agv Agent N— 3 endpoint T  NIFAT Y ROV T 2T AT g

51X major_v.minor_v.build no @, (AnyConnect
Network Visibility Module 4.9 LIf§) , *v hT—2 7
R ERESND T RRA » FOYWET S A Zm 7
A4 LTWbHa2—H—4 (Authority\Principal TZ=) K A
[ va—PF—iI, TAALAIZe—HLTr IS AL LT
Ha—PF—LREUFATEREINET (MYDOMAINaduser
F 7213 SOMEMACHINE\localuseracct 72 &)

aliul Bmov 74 va—F—1 2 |flow (Windows ™ #) nvzFlowLoggedInUser LS DT /34 2
k 74y LTnda——nl X (HFxr—¥F—i
SessionType:AccountType: Authority\Principal DT
SNn5)

1 : rdp:8001: ACME\Smith

console:0002:<machine>\Administrator

GE) Zo74—=nNRE VAT LT rERADY
Bl3ZETd,




T4— | T4—IL A 4= FarTX| T 4—IL FDFRHA

L E Z bk

*—

da SE5EIPVAT R LA flow Tua—RNEr RARA U MBS AERS NSO IPvd T
FL A,

da6 DestinationIPv6Address flow Ta—NTy REA L M BAERINFEFE5ED IPv6 T
FL A,

dh FlowDestinationHostName flow Fv NU—Z 7 —Rxy RBA v M E SN 75856
7 RLADFRE R AL

DP DestinationTransportPort flow TJa—RNTy RRA v B AERINEER— &
o

ds FlowDNSSuffix flow TURRA L N TRy NT—7 7ua—0 S x
a2 —P =0 L T\ exry hT—7 THREINT
DNS %7 4 v 7 A,

fd 7 v —D flow TV RARA v b CBlE N7 e —DJim, EFRIND
2O0fEIF0 (Ah7e—) L1 (Hh7e—) TY,

fems FlowEndMsec flow Xy NI—=7T7m—]RTy RIRA VP THET LTEED
A LZZ T (X UREAL)  (AnyConnect NVM 4.9
LBEDSE)

fes EndSeconds flow Fy NT—r 7 —RBx KRSV N CET IR EE
DHEA DAL T,

fsms FlowStartMsec flow Fy NI —r T7u—pnxy RARA VM Chllgashiz & &
DEALAZ T (2 YA (AnyConnect NVM 4.9
LIBEOSE) .

fss StartSeconds flow TURRA N TRy NT—7 7u—0 s n- L x
DEALAL T,

fv FlowVersion flow 7 AT b rBikRfE STz Network Visibility Flow

(nvzFlow) DO/NRX—T g 1,

ibc InBytesCount flow LA Y4DZ L RiIRA N TORED 7 a—RiIx T v
0— FENEF A M L4~y X —=%2FR<)

il Interfacelndex interface F_RU—F 4 VT VATF AL > THEEINTER Y B
V=0 A B =Tz ADA VT v T A,

iid [InterfacelnfoUID] flow AVHE =T 2 ARXAZT—=HDO—ED ID, Interfacelnfo

interface La— KDoA v E—T oA AR BT = &R T 57

DI LET,
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TJ4—ILF%A

J4—I)LFaVTFF
Ak

nl
N

J4—JL FDOEH

im

InterfaceMacAddress

interface

A BF =T A ADMACT RL XA,

in

InterfaceName

interface

FRV—F 4 VT VAT AL o THRE SR =%y b
U= A B =T A AT HETHDLTI,

ist

TrustState

interface

InterfaceDetailsList 7> & fi#AT S4LE T, Z4U1E STATE &6
43 C9 (f5]: STATE=Trusted) , AnyConnect VPN 737 2
T4 T THDHN, INDIZHESNTT A ARG T
HAxy NU—7 EIZH D LB L TDET,

it

InterfaceType

interface

AR =T ADEALT (B, 74 VLA, &L
Z—. VPN, h %/ L, Bluetooth72 &) . v hU—
7B A T DI,

liuid

LoggedInUser

flow

ZDT 4 =)V RINEOYE, T AZr T A LT
LHa—HF =R, 2 —H—3RDP, SSH 72 &%
MLTUE—FRTT A AZRT A LTWNDH I EER
LET, TR, livida 7 ¢ —/V K & lividp 7 1 —/v
RbZEZR0 T, 22—V —1FRII5I & T RAT
B MERNPOEETEET,

liuida

LoggedInUserAuthority

flow

Fy N =T 7ua—03 SN AHELT A Rza s A
> LTV D 2—Y—% DRSS,

lividp

LoggedInUserPrincipal

flow

Iy NI —7 7a—RNERINDIYET NA R a7 A
YLTWB—F—Z DT LS,

luat

LoggedInUserAccountType

flow

AccountType DFIZEICREND, BT A v a—F—DT
N NEAT,

mhl

ModuleHashList

flow

nvzFlowModuleNameList {2 BS#EAf 17 5TV D EY 22—
2?0 fELLED SHA256 /Ny v 2D & K,

mnl

ModuleNameList

flow

Ta—%4R L7t RACL o THEA NI TWASE
Va—nLO 0 EUEDOAFOY X b, ZOARNIIE,
dllhost, svchost, rundll32 72 EDIFE 2T F DA A
DDLLZEGEOHDHZENTEET, 72, IVM Djar 7 7
ANVDAFIRE, RA RSN TWAMDOa L R—x b
EEDHIEHLTEET,

obc

OutBytesCount

flow

LA YADT L RBA L N TORED 7u—F 2T v
17— RSN EFHAAL MR L4~y X —%FR<)




44—
JLF

TJ4—ILF%A

J4—I)LFaVTFFx
Ak

7 4—JL FOERA

osn

[0S 4 (OS Name) |

endpoint

T RRA 2 FDOFR—TF VT VAT ADLE]
(WinNT72 &) . ZDO4FHiIE, AnyConnect VPN 7> 5
ASAICEfEENDEE —BILET,

oSv

[0S D/X— 3 (0S
Version) ]

endpoint

TV RHRA U NDFRL—FT 4 VT VAT ADN—V 3
> (6.1.7601 72 &) Z D/N— 3 > (X, AnyConnect VPN
2D ASAICEEENDEE —FLET,

pa

ProcessAccount

flow

TYRRA U PTRY NUV—=2 T —% LT 57 7Y
F=variREITENLa Y TR A FTO
Authority\Principal JE D 5ERAESGT 1D > K,

paa

ProcessAccountAuthority

flow

T RBRA LU IRy NU—7 Tua—%4pk$5T7 7Y
e g UNFITENTE I T XA NCOEDEMT
7 N OHERERSY,

pap

ProcessAccountPrincipal

flow

TURRA L N TCHRy U= T7a—%4AkT57 7
=g URFETENTa T XA N TOESEMT
7 DY L rOVERSS,

parg

ProcessArgs

flow

Xy b= 7a—%BttLic7atADa~v RIA
> 5% (AnyConnect NVM 4.9 LIEDHA)

ph

ProcessHash

flow

T RRA Y N TRy NT—7 7a—EApd 5 E47A]
BE7 7 A4 /L D—E D SHA256 /N =,

pid

Processld

flow

Fy MU= 7n—zlt L7 mEAD T mE A ID
(AnyConnect NVM 4.9 LIBEDHE)

ProcessName

flow

TV RFRA U TRy NT—7 T a—% AT % FETH
HE~ 7 A /L D4,

ppa

ParentProcessAccount

flow

TV RFRA VN CRy NT—7 7 —%%T 577
r—a OB TR ARFITINZa L THFARTO
Authority\Principal FTE D52 &EMT 17 > K,

ppaa

ParentProcessAccountAuthority

flow

TV RKRA VTR NT— 7a—%24/d 57 7Y
r—va OB Tav ANRETENTZa L THARTO
SERAERET 17 v N OFERRER Y,

ppap

ParentProcessAccountPrincipal

flow

TV RRA LV TRy NT—7 7u—%4Ak+ 2577V
r—a OB ANRFEITENTZ T HFARNTO
SEREHIT A RO T Y L LAY




T4— | T4—IL A 4= karTx| T 4—IL FDFRHA

LK Ak

—

pparg |ParentProcessArgs flow Xy "= 7u—%Ek L7 e R0 0a<w K
74 5%t (AnyConnect NVM 4.9 LI DHE)

ppath | ProcessPath flow Ty NT—=r 7a—%fE L7 atADT7 7 A )L R
7 5738 A  (AnyConnect NVM 4.9 LIEDHA)

pph ParentProcessHash flow T RFRA L NCRy NT—=7 T7a—%AflT 2577
r—va rORTaEADFTIRT 7 A LDO—FED
SHA256 7/~ ¥ =,

ppid ParentProcessld flow Sy NTO—r 7u—%tL-7a 20Oz A
ID (AnyConnect NVM 4.9 LI DA

ppn ParentProcessName flow T RKRA VN THRYy NT—T T7a—%4AKT 57 7Y
r—a O v ADLAHI

pppath | ParentProcessPath flow Xy NI —=27 T7a—%BRE L7 0t ZA0HOT 7 4 )L
VAT LINA,

ppuat | ParentProcessAccountType flow AccountType DHFEITREND, BT awAT T b
DT AU NEAT,

pr Protocolldentifier flow K7 —|ZBEEMNT Ny FUY—F e halgk
5. BU/E. TCP (6) & UDP (17) OAHZEHAR—HLT
WET,

puat ProcessAccountType flow AccountType DFIZFE|IRESND, 7oA T AT MO
T NEAT,

sa SourcelPv4Address flow Ta—NEY RRA v N TERSNTA VZ—T A A
D 1Pvd 7 K1 =&,

sab SourcelPv6Address flow THa—NE RIRA VN TERINTA L F—T A A
DIPv6 7 LA,

sm [SystemManufacturer] endpoint T2 RARA > ho#EE (Lenovo, Apple 72 L)

sp sourceTransportPort flow Tua—NxTr RRA V F CERSNEZEGE TR — N E
%‘O

SSID | SSID interface InterfaceDetailsList 7> & T &4 E 4, Z4i% SSID 4>
T9 (] : SSID=internet) .

st System Type endpoint




Ta— |T4—ILF2 T4—ILR3aVTH|T14—IL DA
LK Ak
*—
udid | UDID flow Ty U= NOZETY RRA V hO—EO#AT
endpoint N— R =T @ISR L OEER s, La—F
- erface %ﬁé@y%xmﬁﬁﬁﬁékbmﬁméﬂifo:h
I%. AnyConnect VPN 7> 5 ASA IZIXE SN AR UfE & —
BLET,
vsn VirtualStationName endpoint T RRA Y N THRESINTET A 24 (Boris-Macbook
7E) o RAL B~ v AT0RAT
[machinename].[domainname].[com]
(CESA-WIN10-1mydomain.com 7¢ &) (2720 £,

NVM O RV ZDHRRA MDA 7o+ —)LDHREIF

Network Visibility Module =12 % / — R THER SN DA A MU T 7 4 70 4 — VR EITIRDO L B0 TH,

o {2 /N7 2 K :acnvm.conf 7 7 A /L CHEAK S 7172 netflow_collector_port ¢§X"C ? Network Visibility Module 75 A k
DUDP ~7 7 4 v 7 ZfFa LET,

¢ 77 kN7 Kt acnvm.conf 7 7 A /L TR%E &7z (sydlog flowdata server_port, sysog_sysdata server_port, 5 &
" syslog_intdata_server_port ) % E# # sydog_server ipdlh— k- ~D UDP b7 7 4 v 7 DI EHFA L E T,

AL ANLDMDOTRTOERBLOREN T 74 v 71E, aL 7 X ) —ROMDOY 7 v = TIZHERWRY . 7
oy EET,

Network Visibility Module A L2 2Dty k7 v 7

Network Visibility Module == L7 Z &t v N7 v 74 5121, IROFNEIZHENE T,

1. Linux C® Network Visibility Module 2 L' 27 # DA A N —/LEIT v 77 L—F (10 ~—) |
EJ ek
Docker f A —YDEJL K (10 2—2) ,

2. BH=TEFORA POV —A"=T ot 2AOFE (10 X—) ,

3. Network Visibility Module = %7 % 70— 7 4 L X ALE (11 ~_—)

ZD%, LTOav s 2oy AR—sOFTvar (125—2) ([ZERET,



Linux T® Network Visibility Module A L2 2 DA VX b—ILFE=EXT v TSI L—F

FIE

ATFw 1 Cisco VY7 by =7 Xrnm— R H4 kb acnvmeollector-version.zip 2 % 7 > — KL £7,

RTFYT2 zip 77 ANEEEO—EF ¢ L s bR L ET,

ATV T3 FHA LA N—NVOGEEIZ, a7 XD AR OF T ary (123—=Y) | a7 X DTLS D%
E (12 3—) | F72INetwork Visibility Module =2 %7 % 7 0 —D 7 4 )L H LR (11 =) [ZHE-T
W EEEE LET, 7Ty 77— ROgAE, BBFOREITRFEENET,

RAT9 T4 A—"—a2—HF—HER Tinstallsh 27 U 7 N & EITLET,

Docker 1 * —DEI K

Docker = > 7 J~"C Network Visibility Module = L 7 % % %17 T& £7, acnvmcollector 7 7 4 /LIZ1X, Dockerfile 1 A —
UNEENTWET, Docker f A —T % EJL KT BH720D /8T A —H T acnvm.conf 7 7 A /WIZKAET D72, Docker
A A=V ZENLRTHENC (MBI CTC) acnvm.conf 7 7 A VDR T Z KT 54BN H Y £9, Docker 7 7 1 /L
BT ALV MUT, A A—VEELRFLET,

docker build -t nvmcollector

I LT HZPHR— K 2055 TY v AL, syslog h—N—RELARA N EIZHLT 740 FERETIE, ROXIICATIL
i‘a‘o

docker run -t -p 2055:2055/udp --net="host" nvmcollector

BHATEEODRRA FOY—/NN—T O XD

Network Visibility Module =% 7 # O~ L F aTEEZRE LD, 74X U U THREZOE I3 CE E7,
ZOFEE, EICLinux DA A A EFAT LGB SNET, 7740 P TR HEOaT ZFHORA T
FATTDHE, a2 3ar ZEIEBOY— =T at 2EERLET, TubREFHEL T, 120 —R—F
DY ADBRETT DD, 20O —N"—T o v RAEZFETTEET, vATFar7 7w RE2EHTHLE T arbdy
i‘ﬂ—o

“NF Tty T EERHIL CE—T v A2 ETT A, kOXHITLET,
{

"multiprocess":
{"enabled": false}
}

2O —N"—T v AEETTHIZIFKROLIICLET,
{

"multiprocess":

{
"enabled": true,
"numProcesses": 2
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Network Visibility Module 2 r 2 2 2 0—M 7 4 )L X ALIE

ax 7 X%, BIOISONKRY v —T7 7 A L TEZRSINTWDAF T arD3onr7a—7 4 0F ) o 7E— K (GE,
bR, AT U R) 2 R—FLET, axZ ZOERBFHIARY O—T7 7 A VONRRERET HLERHY £3, =
X7 Z1XT 7 4 )V kTl Jopt/acnvm/conf/acnvmfilters.conf 7 7 A VIZERTF SN TCWH R Y —52 B L ET,

RV —DBHEELBRWGE, 740X U 3Ny, T _XTo7e—MUuElEn T2/ AR—hENET, 32
DT ANEZ Y T ET— NIRO LS ITEEL £,

s [AEDH (Include Only) ]: 7 74/ h Tk, @EL—MI—HLARWVEY 7a—Zkay7ahEd,
o [FR4 D& (Exclude Only) ]: 7 7 4 /L F Tl BRAML— I —E LRWIRY 7 r—IUES L E T,

[AE + B4 A7 U R)  (Include + Exclude (hybrid)) ]: 7 7 4 /b hTiE, 7 a—»2»gE L — /L2 —
MBS AEBRE, 7uo—F ey 7ahEd,

EN—UIISONT 4 7 v aF U L LTHRESN., EF—ELEOKET Ty —7 4 —/L K &RinF—¢ —E135)
DO—HHEELIREELET, XFHN T4 — IV REA T TIE 74 v IV RATAL NV RI—RBYR—F &N, TRAZ Y RAIT
RENET,

TRTHDNS 7a—%F45 9 561
{

"rules":

{

"exclude":

[
{"dp": 53, "pr": 17}
1

}

¥ED DNSH—N—A~ADT7O—%B5 T 545
{

"rules":
{
"exclude
[
{"dp": 53’ "pr": 17’ "da": "1.2.*"}
{"dp": 53, "pr": 17, "da": "8.8.8.8"}

Angry Birds (Android 7 7)) A5NH7O—%UREL. DNS 7 O—%ERT 541
{

"rules":
{

"include":

[
{"pname": "com.rovio.angrybirds")

]l

"exclude":

[
{"dp": 53, "pr": 17, "da": "1l.2.*"},
{"dp": 53, "PRP: 17, "da": "8.8.8.8"}

11



ALYEADIVRR—bDA T3y

BIfE, 2Ly ¥y AR—41X, syslog, Katka, 7232 —V—MADZI AR—% (WAXLT T 74 %) %
PAR—FLTWVET,

Syslog LY RR— k DExREHI
{

"exporter": {
"type": "SySlOg",
"syslog server": "localhost",

"flow port": 20519,
"endpoint port": 20520,
"interface port": 20521

}
Kafka T2 ZAR— D& EH
{

"exporter": {
"type": "kafka",
"bootstra server": "localhost:9092",
"flow port": "flow",
"endpoint port": "endpoint",
"interface port": "interface"

}

}

NWRBLTSHTA4 DB

TIZTAL AP LTCHEBETA T T VEMET L LT, FM 747 CHa—FREEALTCalL X0y AFR—
MERRAZILECEE T, DAX LT T TA U EEHTDHITIE. AL ralbd XOFRTEIRENZBRENMLETT,

{

"exporter": {
"type": "plugin"
}

aL Y % DTILS DEETE

T — X N DTLS f&H Ta L 7 X TR AEITEE S D X 9 12 Network Visibility Module (NVM) % 5% 7E T & £7°, Network
Visibility Module 7’22 7 7 A LT 4 X C, [EF¥ 2T (Secure) | F = v 7Ry 7 ANA T/ > TV DA, Network
Visibility Module X b 7 > AR — k& L CDTLS 26/ L %9, DTLS B & HEAE S 5 72 012i%, DTLS —/3— (=
L7 2) GEENRZ Y RARA U MZE > TEFEIN TV AMERH Y F9°, B TEARVIEAET YA L MOER S
NET, PR —FENDOHR/NIN—=22 EDTLS 1.2 T, a7 X%, X a7 £33 EX 27 00T ot —
RTOHEREL £

ROFEAELEE G- SN TVWDBERD D £77,

e L FAEHEGEAEF = — NI T4 7 ML TEEINTWDLILENH Y £9 (AnyConnect |ZIEREE T
FIELERA)

FEAEIZPEM EXTHAVENH Y £,

12



FEEX — O /XA T — RiIH AR — b ST EHR A (Cisco Identity Services Engine (ISE) 35 L UV O NERFRGERIC
‘/!Z‘g) o

AnyConnect CEFH SN CWAREHETHIIZ X7 X TIXEOFEHETHHHATE ET (72 & 21X, WEB Public
Key Infrastructure (PKI) R°Z DD K< H O TV DFEFIXEHINET) o

AnyConnect NVM 7’1 7 7 A )b L 7 Z OFFGEIL, sEFOI@ESL (CN) BMEMT L5 6 DIZESNT, 1P £72iZ
FQDN IZRETHMLENRH Y £3, IP 7 FLABREHLINHEIE, WIZTFQDN MBS ENE T, IPT KL A%
HHT A, a7 XFEHEO CN £33 7V =7 MUE4 (SAN) (22O IP BAME T, FEHEICCN &
L T FQDN 23 & £ 584, Network Visibility Module 72 7 7 A /L2 L7 # L[& U FQDN 2842 5 © £9,

LT 7 A VST & 7= 5. AnyConnect Network Visibility Module — "2 % Ff#E) L £ 97, ISE £721% ASA 2° 5
TyvaInNTa Ty AT RT, Xy MU= 08 L THERT A LERDH Y 7,

DTILS DLV 2 DEETE
SLY B ERA M BT A CROFIEE FATLET,

48 HHEIIZ

217 % DILS OE (122—) 7 arBRLTLIEEN,

FIE

AT F1 loptlacnvm/certs 7 + L7 b U Z{ERK L £97,

RTw T2 GEHEEZ L7 ZZHEATE S X912, GEHE L ¥ —% Jopt/acnvm/certs 7« L7 b VITERIF L 77, FEH
ELWEX—T7 7 ANVBPEMERTH DL Z L2 MR LET,

AT w73 =~ Fsudochown -R acnvm:acnvm certs: i L C, 7 4/ Z OG5 & 7 /v—7 % acnvm:acnvm (Z
EELET,

ATv T4 =< Fsudochmod 400* T, /opt/acnvm/certs |2 5 FFIHE L MBS —7 7 A VDT 7 & AFFA % 400 |
RELET,

ATy TE GEAELF—ZFH L Tacnvmeonf &7 v a v 2REL T,

RATY 76 BELFEHEOHERMNTE -5, sudo systemctl restart acnvm.service T2 L 7 ¥ Z FEE) L £ 97,

AT w71 sudosystemctl statusacnvm.service =~ > F&HH LT, a L7 X DAT—X A &R L£T,
{

"security": {
"dtls_enabled": true,
"server certificate":"opt/acnvm/certs/public.pem",
"server pkey":"/opt/acnvm/certs/private.pem",

}
OB EITRD L 912720 £,

"syslog server ip" : "192.0.2.113",
"syslog flowdata server port" : 20519,
"syslog sysdata server port" : 20520,
"syslog_intdata server port" : 20521,
"netflow collector port" : 2055
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ATY S8 A—_—a—HP—HER sudofinstall.sh Tinstall.sh 27V 7 F &2 FEIT L E T,
ZOT AUy MIIE, install.sh A7 U 7 N & FITT B 720D sudo MR F 72 1L root &, acnvm H—E R T4
7 N OMERDB VI T,

Network Visibility Module @ 1 > X b—JLD1&REE

A VA M= L3 L7255, Network Visibility Module 73, AnyConnect ¥ ¥ =7 € VT ¢ 7747k O [1EF#

(Information) 1 &7 > a VHNIZH D [ v A b —/iEHTEY = —/b (Installed Modules) 12V A k& F£3, Network
Visibility Module —E AN RARA > hTEITSNTWDENEI D, BIORT a7 7 A VRKERT L7 RUIC
HOEMEI D EHBELET,

ALY EZEDRAT—3 ADHERE

LI EPEIZEY RARA V225 IPFIXeflow #ZfE L TWAH I EHMR LT, I LI XRETINTND Z L&k
BLET, ax 7 ANFETEINTORWEAE, 77 A4 V® acnvm 7 41 7 > MEFR T /opt/acnvm/bin/acnvmcollector
EITRT R ENTHDE MR LET,

BERXBGES TN a—TFTa29T
FERNTEEB Y TRWEEIL, ROBEZHR L T ZIN,
cITAT UMD RRA v M a7 WOy MU — 7 HEi,
« 747 hx KA h~D Network Visibility Module D1 > & h— /L,
c TV RRA L EDFXYTFXIZIPFIX T 7 4 v 7 BERSNTND ZEDPIRENTNDNE I,
AL DX T FHIZIPFIX b T 7 4 v 7 PREBLREEINTND ZEPRIENTNDENE DD,
e —RKNN—=TFT AL I EOX XY TFXICNT T4 v 7 BZE LTI EDRRINTNDENE DD,

* DTLS ®%A . AnyConnect 7 7 A 7 M= L7 ZGEHEZ(EH L. Network Visibility Module 7'vt 7 7 A /L& &
FaT7 L THMELTWAMENRS Y £¥, £z, a7 ZRGEHERICRESN TV ALERSV T, 77
A7 hE&alb s ZORTDILS 347 L T\ 2 54813, Wireshark WO DTLS 7 7 v 7 &7 4 L Z LT %
VENH Y F7,

Network Visibility Module 7—2 X—XDH 4 ALK L TNV

C:/%ProgramData%\Cisco\AnyConnect ©¥ =7 EE U 7 ¢ 7 7 4 7§ T Network Visibility Module 7 — % ~<X— 2 D
ARXBPER L TND Z LRV E, v 737 747 2 FhBEESNTWERA, Network Visibility Module 7 -+
N L SQL T —H N— R FH A ADILKRZR L, SHICT—ZRaLb 7 ZITEESN TRV EZRLTVET,
Network Visibility Module TOX v v > 2 5k, BLOF v v ¥ 2 \[ZBT 2OV TIE, [AnyConnect ¥ =7 £
vV 4 7747 b Administrator Guide] @ [Network Visibility Module] OFETHIHH I TWET,
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https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client-v4-x/model.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client-v4-x/model.html

BTSSRy FI—VDEREZEH

AnyConnect Network Visibility Module 73 7 7 —{F#H & EFT 5D, [GHETEH Xy hU—7 EIZRS5E T, AnyConnect
OfEfFEF Y MU —27 R (TND) #EEZEH LT, =0 RRA V "M TE 2%y NU—7 RIZh D0 E 5 ks
LET, *v hT—27 ORAEEIL, VD Network Visibility Module 7— % # =7 AR — kL, WOl e s — X INER Y
AT B 0 ERET D 72T Network Visibility Module (2 & - CfEFH &3 FE 3, Network Visibility Module (Z 134
HOTND RENH Y £9, ZORETIE, SSL 70— NEEFHAOEHTE D~y N2 RICKEE S, ISEIZHE
HENLEICZ ) 9 (BEATRE/S3A) . Network Visibility Module @ TND (X NVM 7' 0 7 7 A L5 4 X4 THRIES
M ET, Network Visibility Module @ TND 283% & S TWRWEAIE, VPN T 2 —/L D TND #EITIEFE L £3,

N

GE)  HNEBR Y U= AN BHEEL TWWAEEE . TNDIZDNS ER ATV, 3% E S L2 — 3"~ SSL ke 2 e L
FoLLET, vRAaTiH, WExRy NU—Z DTS, ZATZ DX D 7RERIZ K - THERN O L RN ERiE G
NHHENIRDZ L& T20Il, A VT AOFERHEBEID LET,

BER Y P —Z7 &, VPN 2 R =3 R RETHEHA ST L0 E ) nIcBfR2R < VPN IS D
AnyConnect 71 7 7 A /L (xml) TEEIALET, TND L, AnyConnect” 27 7 A /LT 4 XD [RE (/X— K2)
(Preferences (Part2)) 1 [HE) VPN AR Y 3 — (Automatic VPN Policy) &7 ¥ a VU &#KT 25 Z & THICR Y £7,
VPN @ TND (X, DHCP f#H T3 L7ciE® (KA A %L DNS H—/3—) ZEHLET, DNS h—/S—F L KA
A % (HDVEZOWS) BREEE —BT 256, *y PV =27 3MEHTE L RSN ET, VPNIE, TLSFE
HES—ZDO TIND it bR —FLET, 7747 FBMEHTEX D%y hU—7 ElZdH D & X2 AnyConnect THE
TT277varveaikELEd, e, BESN-Ry U —2 4K Y 2 — (Trusted Network Policy) |3 XN [{E
XN TWRWFR Yy hU—2 73R U v~ (Untrusted Network Policy) ] % [fif$ L72\> (Do Nothing) ] IZERETE £,

TND D% EMNIE L < 72 & | Network Visibility Module TRIBEZN AL £4, By N —ZBHZ2THEEL Y O
T = ARLTHEOIL, ROT 7 v arzFTLET,

« TND #ENIE LW Z & 28 L9, Network Visibility Module Ti&, EfiT& 5% v hU—7 RIZHEHHEEICD
HT g AR—FEITWET, PR INDHREE LT, 32O DNS 4= "—=RH->ThH, 3ONEHRBINL TN
BERERHY £7,

*« TND VPN FZENGIEHETE D KA A VZHIBRL £,

¢ VPNDO AT v MG EIZHEIZILVIZDIPT FLAEESHET, ILIZDOIPT RLARZRTY » h hr R
MIEENTELT, BEHTEARWES, T—XF3XT ) vl =T =2 ATEEEINET,

* CollectionMode WNERAED (BHHEIIEHINLTWRY) Xy hUY—7 TIET A LHIICREEINTWD Z & %k
HLET,

« VPN.xml 3 X TV NVM_ServiceProfilexml 28 IE LW 7 + VX 2D 2 L 2 L Tonh, FEEILET,
« T D AnyConnect ¥ — & 2 &2 BtA L TH B4 LE T,

« DNS Hr—/N—|ZHft L T D NIICEHE SN TV DRy N —J ZNT A LET,

« 7B XTOHERTO IND RHITY A —FShTHhEEA,
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/nvm.html#reference_odw_v3c_11b
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/configure_vpn.html#id_100236

D934T MITYRKRA Y MITOBRY DUE

AnyConnect DENED ~ 7 TNV 2 —F ¢ 7 %4T 5 1Z1%. Network Visibility Module = > 78— > k C Diagnostic and
Reporting Tool (DART) % 5347 L ¥, Network Visibility Module (243729 _XThOwu 7%, DARTIZ L » CAE I E
T BT 77 ANRREREXWNELET, Windows 2 Z1E S EIERGFTIZH Y £, AnyConnect C Network Visibility
Module DA X h B2 —7 Z#H~<XFEF, macOS I L O Linux ® 7 71X, nvmagent D7 « L X AEE TR S E T,

Network Visibility Module A L2 2 DA > X b—JLIZKERT 5

LT EDA A NN FERINTA A =NV AT YT NOFETHIZ, VAT LT 4 L7 s UIZ Acrvmconferror:ling
number 17: expected key string A v & — Y NRR I NTHE X, REYIR D o~ ETIIRDR = B0 DER L TL
72 &0,

Network Visibility Module 2 L 42 D#2EHZ KT 5

acnvmcollector 7 7 - /L Jopt/acnvm/bin/acnvmcollector T2 — ROEITIZKRK L7=HE, 2—PF—B LRI Lv—7I1C
acnvmcollector @ eXecute 7372 VWVAIEEMED B V) £ 77,

OFX 5 LR)LEALIEADIN—2T Y

a7 ZDOR— 3 0, lopt/lacnvm/bin/acnvmcollector -v =2~ > R CTHG T £,

nX T L)L ET Ny JICERET AT, acnvmlog.conf 7 7 4 /L C logdeplus.rootL ogger =DEBUG, STDOUT,
NvmFileAppender ZfEH L £3, 7 77w k@D L ~ULiE INFO T,

DTLS D fElzE
DTLS 23R E SN T2l @ acnvm.conffile |22\ 2 & 2R L £,
P N=F =) . NAT— FF—DMBEDENYR—F SN TRV 2R LET,

Network Visibility Module A L2 2 DBEE KX 1 A > k

BIEEEHZI W TIE, RO~=a2 T A EBB LT X0,

+ [Cisco AnyConnect Secure Mobility Client Administrator Guide, Release 4.10J] @ [Network Visibility Module] D% :
Network Visibility Module & ZDBEO 7 07 7 A VT 4 XLy g /8T A —X ORI 72 A

[ Cisco Network Visibility Solution] = I = =7 ¢ ~3—1" : Cisco Endpoint Security Analytics (CESA) O =—¥ —[n]
i} Splunk &' A K

» [CESA Built On Splunk Quickstart POV Kit and Deployment Guide] : Cisco Endpoint Security Analytics (CESA) —=—
P—MEEOEFEE I XERBOEALZ Ly N7 v 7T 2 HikE

+ [Cisco Endpoint Security Analytics (CESA) Dashboard Overview and FAQJ : CESA .—# — % v ¥ = /R — N % Fifif
ERCY I3 |
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/nvm.html
https://community.cisco.com/t5/security-documents/cisco-network-visibility-nvm-solution/ta-p/4309844
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
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