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AL I B EA AR ABIORET D HEEZRALET, NNMOayR—xr b by N7y 7 HE A A b—
N AL EDAT —H ZAOBGEFELS LOEARWR T Ty a—TF 4 VT OFATHIEICOWTHII L E T, 3
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H—TFTARX X2 )T 4O FEIFRMEHICHINTIEMEY 2— b R—FLET, TOBIMEY 22—k
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Cisco Secure Client Network Visibility Module [, &ffifE7e = FARA > 7 L A MU OfffeRI e 7 4 — RERfE L £3,
Network Visibility Module Zf# [l L ., #fkiZxy hV—2 LDz RRA Vv b Ea—VP—0BEL R T £, 21—
Pe! 7TV T —ar, AL A G, AR EEERIVTHRRARLLBIC, AT VIRLFTT LI AW
DT RRA Y "7 —%2UELET, ZOT7—F%EFyvial, BEHTEL2Xy NUV—2 (A7 LIRXFER
X VPN R OEFEFR v hU—72) EIZH D Network Visibility Module = % 7 # 2265 L 77,

Network Visibility Module = % 7 % |%, Internet Protocol Flow Information Export (IPFIX) (4 _X—3) F—X &5 L,
MBS U T 4 W H AR % S24T L C, syslog £721% Splunk 72 KD — R X—F 4 a L 7 X I/ AR— hT 5% —
/N—"T7, Network Visibility Module = L 7 % %, nvzFlow 7' & k =/Lfi4k (https://developer.cisco.com/site/
network-visibility-module/) ([ZHELT H2ZEA v E—VEZABE L ET, a7 XX, A¥ L K720 Linux ¥ A7 A
AVAR—NLTEET,

Network Visibility Module A7 2 Do Kh—3 2 FEEH
DT (I 5 AR S E T

* Cisco Secure Client & Network Visibility Module

* Cisco Secure Client D 7 A & > A

* Network Visibility Module = L7 Z D Z A & A

NVM 2 b7 Z ZBD Linux 7 /31 A TEITT D551, RO—A7IEEZEHA LT, 73 AH7 0 35,000 ~
40,000 = RRA > N CHEZILTHLERDH Y 7,

« CPU/AEY OH A 20 7 % HIIK AT HE
XU /FEa Ly Z L Linux (X L TORTONDIZD, T 4 A2 O AN IE5E AT
OSBRIV I HAVR—=FR b &FETT D120 50 GB DT 4 A7 4
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U7 B ERLET,

)

() F 74/ FTiX. Network Visibility Module D~ /L F 7 1t 2AE— RIZENT 2> TWOET,

¢ XK 1,000 D= RARA 2 M= rRef Y AH A
«CPU =27 :627 /22GHz (x8664 £ )
*RAM 1 X : 8 GB
« #14 10PS : 800 At J14LEE/FS (IOPS)

e F A4 ATYT AT A ATE (10k RPM LLE)

w7 4 A7 RE  50GB

* 1,000 ~ 5,000 = RRA > FP—N— A L ZZ LA
«CPU =27 :827/24GHz (x8664 £ )
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BT 4 AU KE S0GB

* 7,500 ~ 10,000 =2 RARA > MNPF—R—of VAKX .
«+CPU =7 :1227/2.6GHz (x8664 £ )
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e F A RTYT AT A AFEE (10k RPM LL L)
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Internet Protocol Flow Information Export (IPFIX)

IPFIX X, TV T 4> 7, B, EXa2 )T 4R EDZHBRBERNOIZDIZIP 7 o —{FlRE 7 AR — M 5D
A E®F3 5. IETF 7’12 b =L ¢4, IPFIX 1% Cisco NetFlow 7' & k1)L v9 ZFEARIZ L CWWE9, 7277 LIEHEIY 7R
HIEIZH D A, Cisco vzFlow 1%, IPFIX 71 h a/LciS< Fua s a4, ek b, IPFIX IZEIERTRE /2
v han T, HEREGETIHLWART A—F B2 EFKTEE T, CisconvzFlow 7' 1k 2/LiE, IPFIX AZEZJL5E L,
HLUWMEHRTESR & Cisco Secure Client Network Visibility Module (2 X > TIN5 T L A MU O—#L L TRESIN
LIPFIX 77 L— FOFEREE Y FE2ERLET,

IPFIX 7 1 —F > 7 L — M, IPFIX BEDBRBIFCa L 7 ZICEEESNET, ZhbnT o FL—RE, av s Zn
IPFIX 7— % OEWREZMHT 52O HE T, NS, T 7 b= MRAOMLRNWZ ERnH Y £7, ZoORE
L. = RARAL Y bRy bF v 7 F v @ [Notemplate found] A v&— F72iFa 27 #a 7@ [No templates
for flowset] A > E—I TREINET, ZORMBEELMRET HITIE, =0 RARA U MO 1 D& FEEI L ET,

Network Visibility Module A L2 2 TIT O A R— b T—4
J4—IJLF

Network Visibility Module =% 7 Z X, =Y RARA U b A U F—Tx2A A, BLOT7r—D3HEHOT—F L a—F
BT AR—FLET, EF—FLa—RiE, 74— L ROF—LEO_TDEy T, UTFTOFRIZ, 74— K
F— T4— VL4, BIOHEEDT7 4 — VR —DBHFEET LT —HLa—FDarTFAMERLET,

J4— | 74— EA T4—IEaVTH| T4 —IL FDEH

JLEF Z k

*—

agv Agent N— 3 endpoint T  NIFAT Y ROV T 2T AT g

B X major_v.minor v.build no @ (Cisco Secure
Client Network Visibility Module 4.9 LAF%) ., ®v hU—
7 7a—REREND TS RIRA v N OYET S A AT
074 L TWba—H%—4% (Authority\Principal FZ=)
NAL va—P—iE, TM RZa—rTrrA L
TWpha—HF—LRIUEATRINET
(MYDOMAIN\aduser F 7213
SOMEMACHINE\localuseracct 72 &)

aliul Bmow 7 A va—F—1 2 |flow (Windows ™ #) nvzFlowLoggedInUser LAZF DT /34 A
h 74 LTnda—F—nl X (Fx—¥F—i3
SessionType:AccountType: Authority\Principal DT
sNn5)

%1 : rdp:8001: ACME\Smith

console:0002:<machine>\Administrator

GE) ZOT7 4= RE VAT LT eERD
BHETETT,




T4— | T4—IL A 4= FarTX| T 4—IL FDFRHA

L E Z bk

*—

da SE5EIPVAT R LA flow Tua—RNEr RARA U MBS AERS NSO IPvd T
KL &,

da6 DestinationIPv6Address flow Ta—NTy REA L M BAERINFEFE5ED IPv6 T
FL &,

dh FlowDestinationHostName flow Fv NU—Z 7 —Rxy RBA v M E SN 75856
T RUVADFHE R AL

DP DestinationTransportPort flow TJa—RNTy RRA v B AERINEER— &
o

ds FlowDNSSuffix flow TV RFRA P TRy NT—7 7a—0NERSNZ L&
IZa— =2 L TWiexry R —27 TRE I N
DNS %7 4 v 7 A,

fd 7 v —D flow TV RARA v b CBlE N7 e —DJim, EFRIND
2Oo0fEIF0 (Ah7me—) &1 (HAh7v—) T,

fems FlowEndMsec flow Xy NI—=7T7m—]RTy RIRA VP THET LTEED
ZALAZ T (I UFELAL)  (Cisco Secure Client NVM
4.9 LIEDSE) .

fes EndSeconds flow Fy NT—r 7 —RBx KRSV N CET IR EE
DHEA DAL T,

fsms | FlowStartMsec flow Fy hNU—r 7u—R’zy NRA > hCRthS - & &
DAA DAL T (I YFHAL)  (Cisco Secure Client
NVM 4.9 LIEDSE) .

fss StartSeconds flow TURRA N TRy NT—7 7u—0 s n- L x
DEALAL T,

fv FlowVersion flow 7 74T b iE(E &z Network Visibility Flow

(nvzFlow) DO/NRX—T g 1,

ibc InBytesCount flow L A4y RBA Y N TCOBED 7 —FRizx Y
n— FSNTEFAA P L4~y F—%R<) o

il Interfacelndex interface F_RU—F 4 VT VATF AL > THEEINTER Y B
V=0 A B =T 2 ADA T v 7 A,

iid [InterfacelnfoUID] flow AVHE =T 2 A AXBT—HD—FED ID, Interfacelnfo

interface VA= NoA U F =T 2 AXZ T =2 e RFT L1

DI LET,
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InterfaceMacAddress

interface

A BF =T A ADMACT RL XA,

in

InterfaceName

interface

FRV—F 4 VT VAT AL o THRE SR =%y b
U= A B =T A AT HETHDLTI,

ist

TrustState

interface

InterfaceDetailsList 2> HfiEHT S 4V E T, ZiuiX STATE &
43 C9 (f5]: STATE=Trusted) , Cisco Secure Client VPN
WNT 7T 47 THDH, INDIZESNTT A ARG
ETE53xy NU—7 EIZH D LHWr L TnET,

it

InterfaceType

interface

AR =T ADEALT (B, 74 VLA, &L
Z—. VPN, h %/ L, Bluetooth72 &) . v hU—
7B A T DI,

liuid

LoggedInUser

flow

ZDT 4 =)V RINEOYE, T AZr T A LT
LHa—HF =R, 2 —H—3RDP, SSH 72 &%
MLTUE—FRTT A AZRT A LTWNDH I EER
LET, TR, livida 7 ¢ —/V K & lividp 7 1 —/v
RbZEZR0 T, 22—V —1FRII5I & T RAT
B MERNPOEETEET,

liuida

LoggedInUserAuthority

flow

Fy N =T 7ua—03 SN AHELT A Rza s A
> LTV D 2—Y—% DRSS,

lividp

LoggedInUserPrincipal

flow

Iy NI —7 7a—RNERINDIYET NA R a7 A
YLTWB—F—Z DT LS,

luat

LoggedInUserAccountType

flow

AccountType DFIZEICREND, BT A v a—F—DT
N NEAT,

mhl

ModuleHashList

flow

nvzFlowModuleNameList {2 BS#EAf 17 5TV D EY 22—
2?0 fELLED SHA256 /Ny v 2D & K,

mnl

ModuleNameList

flow

Ta—%4R L7t RACL o THEA NI TWASE
Va—nLO 0 EUEDOAFOY X b, ZOARNIIE,
dllhost, svchost, rundll32 72 EDIFE 2T F DA A
DDLLZEGEOHDHZENTEET, 72, IVM Djar 7 7
ANVDAFIRE, RA RSN TWAMDOa L R—x b
EEDHIEHLTEET,

obc

OutBytesCount

flow

LA YADT L RBA L N TORED 7u—F 2T v
17— RSN EFHAAL MR L4~y X —%FR<)
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74—l FDEA

osn

[0S 4 (OS Name) |

endpoint

T RRA 2 FDOFR—TF VT VAT ADLE]
(WinNT72 &) . ZDO4FHiIE, AnyConnect VPN 7> 5
ASAICEfEENDEE —BILET,

oSv

[0S D/X— 3 (0S
Version) ]

endpoint

TV RHRA U NDFRL—FT 4 VT VAT ADN—V 3
> (6.1.7601 72 &) Z D/N— 3 > (X, AnyConnect VPN
2D ASAICEEENDEE —FLET,

pa

ProcessAccount

flow

TYRRA U PTRY NUV—=2 T —% LT 57 7Y
F=variREITENLa Y TR A FTO
Authority\Principal JE D 5ERAESGT 1D > K,

paa

ProcessAccountAuthority

flow

T RBRA LU IRy NU—7 Tua—%4pk$5T7 7Y
e g UNFITENTE I T XA NCOEDEMT
7 N OHERERSY,

pap

ProcessAccountPrincipal

flow

TURRA L N TCHRy U= T7a—%4AkT57 7
=g URFETENTa T XA N TOESEMT
7 DY L rOVERSS,

parg

ProcessArgs

flow

Sy b= 7u—%BB L7 rERA0a<w s RIA
' B1%% (Cisco Secure Client NVM 4.9 LIEDIRE)

ph

ProcessHash

flow

T RRA Y N TRy NT—7 7a—EApd 5 E47A]
BE7 7 A4 /L D—E D SHA256 /N =,

pid

Processld

flow

S b= 7u—%Btt L7 ak A0 7 vk A ID
(Cisco Secure Client NVM 4.9 LIBEDIRE)

ProcessName

flow

TV RFRA U TRy NT—7 T a—% AT % FETH
HE~ 7 A /L D4,

ppa

ParentProcessAccount

flow

TV RFRA VN CRy NT—7 7 —%%T 577
r—a OB TR ARFITINZa L THFARTO
Authority\Principal FTE D52 &EMT 17 > K,

ppaa

ParentProcessAccountAuthority

flow

TV RKRA VTR NT— 7a—%24/d 57 7Y
r—va OB Tav ANRETENTZa L THARTO
SERAERET 17 v N OFERRER Y,

ppap

ParentProcessAccountPrincipal

flow

TV RRA LV TRy NT—7 7u—%4Ak+ 2577V
r—a OB ANRFEITENTZ T HFARNTO
SEREHIT A RO T Y L LAY




T4— | T4—ILF4A T4—ILFaVTHF | T4—IL DA

JLK Ak

—

pparg ParentProcessArgs flow Sy N —r 7ua—%BEL-7ev2A0oa~v 2 R
Z A »Bl%% (Cisco Secure Client NVM 4.9 LIFEDIGE)

ppath | ProcessPath flow Ty NT—=r 7a—%fE L7 atADT7 7 A )L R
7 AL/ A  (Cisco Secure Client NVM 4.9 LIFEDIFA)

pph ParentProcessHash flow T RFRA L NCRy NT—=7 T7a—%AflT 2577
= a O T AOFEITARET 7 A NV D—FED
SHA256 />~ 3/ =,

ppid ParentProcessld flow Xy MU= 7u—%fR L7270 2A0BOT ot A
ID (Cisco Secure Client NVM 4.9 LI DE)

ppn ParentProcessName flow TV RRA LV TRy NI—7 77—+ 2577V
fr—3a OB T et ADLHI,

pppath | ParentProcessPath flow Xy NU—7 7a—%BtE L7 m 8 AOEDOT 7 A )V
VAT LINA,

ppuat | ParentProcessAccountType flow AccountType DHFEITREND, BT awAT T b
DT HTv vEAT,

pr Protocolldentifier flow K7 —|ZBEEMNT Ny FUY—F e halgk
5. BIUIE, TCP (6) & UDP (17) O&H%EHHR—KILT
WET,

puat ProcessAccountType flow AccountType DFIZFE|IRESND, 7oA T AT MO
T NEAT,

sa SourcelPv4Address flow Tu—MNrTy KA N TERISNZA v —T A A
D IPv4 7 KL%,

sab SourcelPv6Address flow Ju—MNxr RiRA 2 N CTEMRSNZAS VX —T oA A
D IPv6 7 KL A,

sm [SystemManufacturer] endpoint T2 RARA > ho#EE (Lenovo, Apple 72 L)

sp sourceTransportPort flow TJa—MRNxzy NRA v N TCAERBSINEEETR— R
%‘O

SSID  |SSID interface InterfaceDetailsList 7> & fif AT SV E T, Z4UIL SSID #B4y
<9 (f : SSID=internet) .

st System Type endpoint TV RRA L NDHE AT (x86, x64 72 ) |




Ta— |T4—ILF2 T4—ILR3aVTH|T14—IL DA
LK Ak
*—
udid | UDID flow Ty U= NOZETY RRA V hO—EO#AT
endpoint N— R =T @ISR L OEER s, La—F
- erface %ﬁé@y%xmﬁﬁﬁﬁékbmﬁméﬂifo:h
I%. AnyConnect VPN 7> 5 ASA IZIXE SN AR UfE & —
BLET,
vsn VirtualStationName endpoint T RRA Y N THRESINTET A 24 (Boris-Macbook
7E) o RAL B~ v AT0RAT
[machinename].[domainname].[com]
(CESA-WIN10-1mydomain.com 7¢ &) (2720 £,

NVM ORI 3DHRA MR D7 A 7o+ —ILDHREIF

Network Visibility Module =12 % / — R THER SN DA A MU T 7 4 70 4 — VR EITIRDO L B0 TH,

o {2 /N7 2 K :acnvm.conf 7 7 A /L CHEAK S 7172 netflow_collector_port ¢§X"C ? Network Visibility Module 75 A k
DUDP ~7 7 4 v 7 ZfFa LET,

¢ 77 kN7 Kt acnvm.conf 7 7 A /L TR%E &7z (sydlog flowdata server_port, sysog_sysdata server_port, 5 &
" syslog_intdata_server_port ) % E# # sydog_server ipdlh— k- ~D UDP b7 7 4 v 7 DI EHFA L E T,

AL ANLDMDOTRTOERBLOREN T 74 v 71E, aL 7 X ) —ROMDOY 7 v = TIZHERWRY . 7
oy EET,

Network Visibility Module A L2 2Dty 7 v 7

Network Visibility Module == L7 Z &t v N7 v 74 5121, IROFNEIZHENE T,

1. Linux C® Network Visibility Module 2 L' 27 # DA A N —/LEIT v 77 L—F (10 ~—) |
EJ ek
Docker f A —YDEJL K (10 2—2) ,

2. BH=TEFORA POV —A"=T ot 2AOFE (10 X—) ,

3. Network Visibility Module = %7 % 70— 7 4 L X ALE (11 ~_—)

ZD%, LTOav s 2oy AR—sOFTvar (125—2) ([ZERET,



Linux T® Network Visibility Module A L2 2 DA VX b—ILFE=EXT v TSI L—F

FIE

ATFw 1 Cisco VY7 by =7 Xrnm— R H4 kb acnvmeollector-version.zip 2 % 7 > — KL £7,

RTFYT2 zip 77 ANEEEO—EF ¢ L s bR L ET,

ATV T3 FHA LA N—NVOGEEIZ, a7 XD AR OF T ary (123—=Y) | a7 X DTLS D%
E (12 3—) | F72INetwork Visibility Module =2 %7 % 7 0 —D 7 4 )L H LR (11 =) [ZHE-T
W EEEE LET, 7Ty 77— ROgAE, BBFOREITRFEENET,

RAT9 T4 A—"—a2—HF—HER Tinstallsh 27 U 7 N & EITLET,

Docker 1 * —DEI K

Docker = > 7 J~"C Network Visibility Module = L 7 % % %17 T& £7, acnvmcollector 7 7 4 /LIZ1X, Dockerfile 1 A —
UNEENTWET, Docker f A —T % EJL KT BH720D /8T A —H T acnvm.conf 7 7 A /WIZKAET D72, Docker
A A=V ZENLRTHENC (MBI CTC) acnvm.conf 7 7 A VDR T Z KT 54BN H Y £9, Docker 7 7 1 /L
BT ALV MUT, A A—VEELRFLET,

docker build -t nvmcollector

I LT HZPHR— K 2055 TY v AL, syslog h—N—RELARA N EIZHLT 740 FERETIE, ROXIICATIL
i‘a‘o

docker run -t -p 2055:2055/udp --net="host" nvmcollector

BHATEEODRRA FOY—/NN—T O XD

Network Visibility Module =% 7 # O~ L F aTEEZRE LD, 74X U U THREZOE I3 CE E7,
ZOFEE, EICLinux DA A A EFAT LGB SNET, 7740 P TR HEOaT ZFHORA T
FATTDHE, a2 3ar ZEIEBOY— =T at 2EERLET, TubREFHEL T, 120 —R—F
DY ADBRETT DD, 20O —N"—T o v RAEZFETTEET, vATFar7 7w RE2EHTHLE T arbdy
i‘ﬂ—o

“NF Tty T EERHIL CE—T v A2 ETT A, kOXHITLET,
{

"multiprocess":
{"enabled": false}
}

2O —N"—T v AEETTHIZIFKROLIICLET,
{

"multiprocess":

{
"enabled": true,
"numProcesses": 2
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Network Visibility Module 2 r 2 2 2 0—M 7 4 )L X ALIE

ax 7 X%, BIOISONKRY v —T7 7 A L TEZRSINTWDAF T arD3onr7a—7 4 0F ) o 7E— K (GE,
bR, AT U R) 2 R—FLET, axZ ZOERBFHIARY O—T7 7 A VONRRERET HLERHY £3, =
X7 Z1XT 7 4 )V kTl Jopt/acnvm/conf/acnvmfilters.conf 7 7 A VIZERTF SN TCWH R Y —52 B L ET,

RV —DBHEELBRWGE, 740X U 3Ny, T _XTo7e—MUuElEn T2/ AR—hENET, 32
DT ANEZ Y T ET— NIRO LS ITEEL £,

s [AEDH (Include Only) ]: 7 74/ h Tk, @EL—MI—HLARWVEY 7a—Zkay7ahEd,
o [FR4 D& (Exclude Only) ]: 7 7 4 /L F Tl BRAML— I —E LRWIRY 7 r—IUES L E T,

[AE + B4 A7 U R)  (Include + Exclude (hybrid)) ]: 7 7 4 /b hTiE, 7 a—»2»gE L — /L2 —
MBS AEBRE, 7uo—F ey 7ahEd,

EN—UIISONT 4 7 v aF U L LTHRESN., EF—ELEOKET Ty —7 4 —/L K &RinF—¢ —E135)
DO—HHEELIREELET, XFHN T4 — IV REA T TIE 74 v IV RATAL NV RI—RBYR—F &N, TRAZ Y RAIT
RENET,

TRTHDNS 7a—%F45 9 561
{

"rules":

{

"exclude":

[
{"dp": 53, "pr": 17}
1

}

¥ED DNSH—N—A~ADT7O—%B5 T 545
{

"rules":
{
"exclude
[
{"dp": 53’ "pr": 17’ "da": "1.2.*"}
{"dp": 53, "pr": 17, "da": "8.8.8.8"}

Angry Birds (Android 7 7)) A5NH7O—%UREL. DNS 7 O—%ERT 541
{

"rules":
{

"include":

[
{"pname": "com.rovio.angrybirds")

]l

"exclude":

[
{"dp": 53, "pr": 17, "da": "1l.2.*"},
{"dp": 53, "PRP: 17, "da": "8.8.8.8"}
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ALYEADIVRR—bDA T3y

BE, a7 X AR—HL, syslog, Kaftka, F72ia—V—MEDOZI AKR—% (BWAX LT T T4 %EH) %
HFAR—FLTWNET,

Syslog LY RR— k DExREHI
{

"exporter": {
"type": "SySlOg",
"syslog server": "localhost",

"flow port": 20519,
"endpoint port": 20520,
"interface port": 20521

}
Kafka T2 ZAR— D& EH
{

"exporter": {
"type": "kafka",
"bootstrap server": "localhost:9092",
"flow port": "flow",
"endpoint port": "endpoint",
"interface port": "interface"

}

}

NWRBLTSHTA4 DB

TIZTAL AP LTCHEBETA T T VEMET L LT, FM 747 CHa—FREEALTCalL X0y AFR—
MERRAZILECEE T, DAX LT T TA U EEHTDHITIE. AL ralbd XOFRTEIRENZBRENMLETT,

{

"exporter": {
"type": "plugin"
}

aL9 % DTILS DEETE

T — X N DTLS f&H Ta L 7 X TR AEITEE S D X 9 12 Network Visibility Module (NVM) % 5% 7E T & £7°, Network
Visibility Module 7’22 7 7 A LT 4 X C, [EF¥ 2T (Secure) | F = v 7Ry 7 ANA T/ > TV DA, Network
Visibility Module X b 7 > AR — k& L CDTLS 26/ L %9, DTLS B & HEAE S 5 72 012i%, DTLS —/3— (=
L7 2) GEENRZ Y RARA U MZE > TEFEIN TV AMERH Y F9°, B TEARVIEAET YA L MOER S
NET, PR —FENDOHR/NIN—=22 EDTLS 1.2 T, a7 X%, X a7 £33 EX 27 00T ot —
RTOHEREL £

ROFEAELEE G- SN TVWDBERD D £77,

« 2LV FHFHEGEHET = — 0B I7A4 70 MZ Lo TEEINTWAXLIENRH Y £9 (Cisco Secure Client (21X
REIITFELERA) &

FEAEIZPEM EXTHAVENH Y £,
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GEEFX —ORRAT — RIH AR — STV EHR A (Cisco Identity Services Engine (ISE) 35 L UV O NERRRRERIIC
‘/!Z‘g) o

» Cisco Secure Client TEHE SN TWAIEAETHIITa R/ X T EOFEAETHLHEHATE £ (2 & 2iE. N
Public Key Infrastructure (PKI) °F DD X< HMHNTWAEEAEIIEEINLET) |

» Cisco Secure Client NVM 7’1 7 7 A )L a L 7 Z O EIL, iEAZEOILES (CN) BMEHT D DIZHEDINT, 1P
FZIXIFQDN IZRRET D LENH Y £3, IPT RLANETE I NHAIEL, WICFQDN MELEINET, IPT R
LVAZBAT A, a7 XFEHEO CN 721307V =7 M4 (SAN) 1220 IP BALETY, fEHEIC
CN & L CFQDN 28& £ 534 . Network Visibility Module 7' &2 7 7 A /W22 L7 &% L [6 U FQDN S ERH Y
*7,

TR 7 7 A VISHHT S 472 5, Cisco Secure Client Network Visibility Module #— & A & FFLE) L 97, ISE F721L ASA
MHETyvadNeT a7 7 A IT T, Xy MU= LUk L CTRERT 20N H D £5,

DTLS ALY 2 DEXTFE
AL BERANTETFNAL ZATROFINELZ EITLET,

IR B I
L7 Z DILS OFE (123—2) 7 arsRBLTLEE N,

FIE

AT w1 loptlacnvm/certs 7 + L7 b U Z1ERK L £9,

RTw T2 GEHEEZ L7 XZHEATE S X912, GEHE L ¥ —% Jopt/acnvm/certs 7 1 L7 b VITERAF L 77, FEH
BEWEX—T7 7 ANVNBPEMIERTH D Z L 2R LET,

ATwF3 =< Ksudochown -R acnvm:acnvm certs: il LT, 7+ VX OFiAEH & 7 /v —7 "% acnvm:acnvm (Z
EHELET,

AT T4 =~ K sudochmod 400 * T, /opt/acnvm/certs |23 HFEHE LB T —7 7 A LD T 7 & A7 % 400 (2
RELET,

ATy TE GEAEL S —ZMFH L Tacnvmeonf &7 v a v 2RELE T,

AT T 6 RELIWEOUEFN TE /=5, sudo systemctl restart acnvm.service T L7 ¥ ZHiE#Eh L £,

AT w71 sudosystemctl statusacnvm.service =~ > R&EHHA LT, I L7 X DAT—X A &WB LE£T,
{

"security": {
"dtls_enabled": true,
"server certificate":"opt/acnvm/certs/public.pem",
"server pkey":"/opt/acnvm/certs/private.pem",

}
OB EITRD L 912720 £,

"syslog server ip" : "192.0.2.113",
"syslog flowdata server port" : 20519,
"syslog sysdata server port" : 20520,
"syslog_intdata server port" : 20521,
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"netflow collector port" : 2055
}I
ATy T8 A——a—H—HE[R sudofinstall.sh Tingtall.sh 227 ) 7 M2 EfT L £7,
ZOTH T M, installsh A7 U7 N #FITT 572D sudo #EMR F 721 root &, acnvm —E X T4
7> N OMHERS LB TT,

Network Visibility Module @ 1 > X b — )L DI&EEE

A VAR =V L7265, Network Visibility Module 73, Cisco Secure Client @ [{&# (Information) ]2 > 3 NI
B[ VA N—NEHREY 22—/ b (Installed Modules) 12V A h &3 E 3, Network Visibility Module — & A3 >
RBFA L P TIATENTVDENE I, BT 077 A ABRERT 4 L7 MVICHLINE I DEHERLET,

ALY IDRT—RADMER

ALY EPNEIZEY RRA 2 R D IPFIX/cflow 2% E L TWD Z L &2EE LT, 2 L7 ZNFATINTND Z & %1
BLET, axZ ZRFTEINTORWEARIE. 774 /L® acnvm 7 4 7 2 M HEBR T /opt/acnvm/bin/acnvmcollector 0
EITRTF SN TWD DR L ET,

aLY 22y —IL

a L7 XY —id, Network Visibility Module 2 L7 Z DA A h— VB I OEEHROREE N T 7V a—T

TF 00T =252 NETLH-DDa~v RIA4 Y —)LTT, ZOYV—)LILoTuad, A7 —H A, ZIRFHRN
V4 X4, #N % Cisco Technical Assistance Center (TAC) TOSHIZMHHTEEd, NVM I L7 I NRETEIN TN D
F 34 A2 T acnvmeolldiag ¥V — /L& F4T L, A—"—a—HF—L LTavr FIA onbidd LT, ZWiERAIE L
£

LY RZEY—ILDEIT
PUIFOa<y RIZLo> TEITEIND X A7 L, /opt/acnvm/conf/acnvmceolldiagconfjson 7 7 A /W& DHERKR 7 7 A WVIC
XoTHERY £,

FIE

AT w71 Jopt/acnvm/bin/acnvmeolldiag - p <BHIFERZREFT DT 4 LY FUNRRSE AT LTaLy ¥y —L%
EELET,

AT w72 acnvmceolldiag &\ D 7L 7 4 v 7 AWz zip 7 7 A VBMERR S, FBE SN SAIBRIFES LTV D
LR LET,
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EXMBE S TN a—Ta020Y

FERNTEEB Y TRWEEIL, ROBEZHR L T ZIV,
I TAT U RDEY RRA Y heaLb 7 ZMOxy 8T — 7 i,
« 7 54T hEy RBEA b ~D Network Visibility Module DA > A h—/L,
e U RRA LV FOF ¥ T FHIZIPFIX b7 7 4 vV BERSILTND Z LRI TNDNE I D,
AL EDF T FHIZIPFIX T 7 4 v 7 BREBLREEINTND ZEDPRINTNDNE D,
e —RKNN—=TFT AL I FOX YT T XN T T4 v I EZFE LTI EDRINNTNDENE S D,

* DTLS ®%;4 . Cisco Secure Client 7 7 A 7 NI = L 7 ZFEHEAEHH L. Network Visibility Module 7' 22 7 7 A /L
ZEX 2T LTAMMEL TV ARERS Y £7, £/, a7 ZRAEHERICRESN T DOILERH Y £7,
74T a7 ZORTDILS 23T L TV 55613, Wireshark N DTLS ~7 7 v 7 &7 4 )L 2 JLEE
THLENDY £,

Network Visibility Module 7—2 RXR—XDH 14 ALK L TLNVDS

C:/%ProgramData%\Cisco\Cisco Secure Client ¢ Network Visibility Module 7 — % ~X—Z2DH A ARPLRK L TN D Z LI
DWGE, a i A4 T I BEE ENTWER A, Network Visibility Module 7 4 /L4 & SQL 7 — & ~<— R |
YA AOYERETRL, EBICT—FR L7 ZITHEEINTHRNI L AR L TWET, Network Visibility Module C
DOF v v ok, BEXOF vy v 2 ZBT 5811 oW Tix,  [CiscoSecure Client Administrator Guide] @ [Network
Visibility Module] & THII STV ET,

BTSSRy IV DEREZEH

Cisco Secure Client Network Visibility Module 28 7 2 —{F#HZXET 201X, FHTE L2y MU —7 RIZIRBIVET,
Cisco Secure Client DEfH R v bV — 27 (TND) BREAMHEH LT, = FARA v FRAEBTEL Ry hU—7 R
HDEMEIDEFELET, *v bU—7 OIRBEIX, VD Network Visibility Module 7—# &= 7 AR — K L, i
Y7 F — Z IR Y S —IZH T 5 03 & P E T 5 72912 Network Visibility Module 2 & > THEH &£ 9, Network
Visibility Module |[ZI3H O TND i ER H D £, ZORETIX, SSL 7B —7 RREFAHDEBTE L~y R K
WZHE S, ISBICREAENLEIZ 20 £7 (BIEREREE) o Network Visibility Module @ TND X NVM 7w 7 7
ANVTT 4 X TRESINE T, Network Visibility Module @ TND 235% € S 1L T2 W AL, VPN £ = —/L D TND
REIRAFLET,

)

GE) Ry PU—ZANLEEL TWAEE. TNDIZDNS ERAZ1TVN, 3% E S —/3~0D SSL 55t 2 ez L
EoLLFET, VAT, WER Y NI =T DT R4 ATZ DX D 72ERIZ K o THERN D4 BN EEE
BHLMNIRDZ L EZESTEDIC, 24 VT ADEREZRBEIO LET,

FHER Yy P —Z BT, VPN a U AR—3 2 FRBRETHEA S TV 52008 5 nIcBfR7Ze <. VPNIZEE] 415 Cisco
Secure Client 7’12 7 7 A /b (xml) TiRE 3 F3, TND X, CiscoSecureClient” 27 7 A LT 4 XD [[XE (#$— b
2)  (Preferences (Part2)) 1™ [HE) VPN &~ U > — (Automatic VPN Policy) &7 v a v KT 5 2 & THIZ/RV £
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https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client-v4-x/model.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/nvm.html#reference_odw_v3c_11b
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/nvm.html#reference_odw_v3c_11b
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/configure_vpn.html#id_100236
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/configure_vpn.html#id_100236

. VPN @ TND |, DHCP f&H TZ5 L2 # (KA A >4 & DNS —3—) ZfiH L E3, DNS — —F 71

RAAL L (HDWITZDOWST) PREME —BT %6, *y PV —2Z3MEHETE 5 & RS ET, VPNIE, TLS
AEFAESR—ZXOTINDMI b R— N LET, 7747 MBMEETE D%y hU—7 EIZH B & % Cisco Secure Client
TEITT L7 7 varzkELET, ez X, [BEINZRy T —2 R Y 2 — (Trusted Network Policy) |35 X
[BHEINTWARWR Yy 8T —27 7R U 32— (Untrusted Network Policy) ]% [ffH L 72V (DoNothing) JIZERETE £,

TND OFEEMNIEL L 72U E | Network Visibility Module TRIEZ AL 9, Y NV —7 Kz TR ELD DX
T VAT DO, ROT 7 a r2FTLET,

« TND #ENIE LW Z & 28 L E£9, Network Visibility Module Tl&, [EfiT& 5% v hU—7 LIZHDHEEICD
HTY AR— b EITVET, EHR INDREE LT, 32O DNS B —_"—=21H-Th, 3 ONERIN TN
LR ENRH Y £,

* TND VPN ZENOIEHETE D RAA VZHIBRL £77,

s VPNDO AU v MAGERTEIZEIZA VI ZDIPT RLAZGDET, LI XZDIPT RLVANAT Y v b hrrr
JWZEENTELT, BETERWVWES, T—HIIRXT Vw4 v =T ATEREENET,

* CollectionMode NEAED (BHHETIIEHINTWARY) X2y hY—F7 TIET A LIICREINTWVWD Z & %k
BLET,

« VPN.xml 35 & OV NVM_ServiceProfile.xml 28 1IE LW 7 + A X285 Z L 2R L TH b, HEHLET,
« $_TD Cisco Secure Client #— A Z A L THHMEIEL £,

¢ DNS = _—ZHf L T DORNENCE R SN TV DRy N —2 2T A LET,

7B FTOEFERTO IND RHIFY A — S THhEEA,

DS5AT7URIURERA Y MEITOOTDIRE

Cisco Secure Client DEIED b7 7V 2 —F 4 7 %47 9 1Z1E, Network Visibility Module = R —>k & | T Diagnostic
and Reporting Tool (DART) % 3217 L £, Network Visibility Module (2B 723 _XTDu 71X, DART |2 X » THOHE X
NET, 7 77 ANRRERELZNEL ET, Windows 2 Z1I S £ T ERGHNTH Y £7°, Cisco Secure Client T
Network Visibility Module DA X2 F B2 —7 Z X F 3, macOS 35 L O Linux ® 7 Z'1%, nvmagent D 7 1 /L X JLELT
S ET,

Network Visibility Module 2 L2 2 DA VX b—JLIZKREKT %

AL I HEDA AN NFELFA ANV AT VT NOFETHIZ, VAT Lu 7T 4 L7 b UIZAcvmeonferror:line
number 17: expected key string A v & — Y NFR SN, Rl el o~ EIIRS R < R0 IfEE LT L
720,

Network Visibility Module 3 L% 42 D#2EHZ kT 5

acnvmcollector 77 7 A /L Jopt/acnvm/bin/acnvmcollector T2 — RO FITIZTRI L72HE. 22—V —B IO L—TF|Z
acnvmcollector @ eXecute 2372 W\FIEEMENH Y £,
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AxX> LA )LEaALYPEDOIN—DT3 Y

a7 HOR—Y 3 04, Joptlacnvm/bin/acnvmceollector -v 2~ > K CTHUG T& £,

BX T YL E TNy TR ET HITIE. acnvmlog.conf 7 7 - /L C logdceplus.rootlL ogger =DEBUG, STDOUT,
NvmFileAppender ZfEH L £9, 7 72“/1/ D L~LIE INFO T,

DTLS D& =8

DTLS 23&E S 3L TV RV 1 acnvm.conf.file (2722 & AR L E17,
P N—F— PR . AT — RF—DALEDLENRTFR—FENTWRNWI EERLET,

Network Visibility Module A L2 2 DFEE KX 1 4 > k

BIEERHZ DWW TIE, RO~ T AESR LT E 0,

+ [Cisco Secure Client Administrator Guide, Release 5.xJ] @ [Network Visibility Module ] ¢ #: : Network Visibility Module
EXDOBEDT BT 7 A NVTT 4 ZRA VT v a NT A= F Ol pil]

+ [Cisco Network Visibility Solution] = X = =7 ~X—" : Cisco Endpoint Security Analytics (CESA) ®=—H—a]
i+ Splunk &' A K

+ [CESA Built On Splunk Quickstart POV Kit and Deployment Guide) : Cisco Endpoint Security Analytics (CESA) =~—
P—PMIMEDEIEE 72X ERBOBEA LY N7 v 7T 5 ik

+ [Cisco Endpoint Security Analytics (CESA) Dashboard Overview and FAQJ : CESA =—H%—M» 4% v ¥ = /R — N % BifE
T B T2 DI B 72
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/nvm.html
https://community.cisco.com/t5/security-documents/cisco-network-visibility-nvm-solution/ta-p/4309844
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
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