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FEMICONWTIE, Vo R—ZADT AT T — I RV —DA AT gy vy TORE (19
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H.323 12.4(6)T |H.323 H.323 L H323 A vE&—U Z A FI2ESNT H

(I10s) | (10s) (None) |77 4 7 %A LET, H323
(I0S) 7 7 A < v 7® [Add Match
Criterion]/[Edit Match Criterion] % 4 7
ny Ry 7 A (29—) 5L

TLEEWY,

J—oR=Z20 7747 9+— L L—LOEE [}



J—UR—ZADIT7 AT+ =L L—LDOEE |
B <x20774791—LKUs—D1orRIva Y vy TORE

Joran I0sy |KR 93R |3 ALV —BEEDSRE
7k — IvS | A—4
D7 |y <y
D/
IN—
=
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D7 |y
DE/D
IN—

a3y

| NI

d %
<
NES
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Protocol)
FAEIEH
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J—UR—ZADIT7 AT+ =L L—LDOEE |
B <~zx077479+—LKUs—0s52 vy ToBE

J—=R—ZADIT7AT94A—ILRY—DHISRA TV TDHRE

[Add Class Map]/[EditClassMap] % A 7 B 7R > 7 A& 5L, FLAATDRY —~< v
TTHHT D7 TAYy TEERTEET, AT 0THRy 7 ADLFNL 1FRT 5~ v 7D
2ATHRLET,

A=y TR, THVr—ya VEROREECE SN TR I 74 v 72 ERLET, &
W2, RS T ARV — vy THOY TR~y TERIRL, BRLIENT 70 v ZICHEHT S
TIvarERELET, LN T, 27 7 A~y AZiE, RLHE 45, Fry
T572E) TRET L T 74 v I 2EDLMERHY 7,

CiscolOS V7 NI =T 2 FIT L TCWVATFNRALA ADS —2 RXR—ZAD T 7 AT T4 —/L )L—)L%
JETIHHEAIE. ROBH T 52 vy 72 ERRTE £,

« 12.4(6)T LA Tl%, H.323. HTTP, IMAP, POP3, SIP, SMTP, 3 XUt SunRPC % A 7D
NT T4 DA ANRT v a DT T AEERTE£F, Local, N2H2 (SmartFilter)
WebSense D7 7 A XA THMEHLT, Web 74 VXV T D7 T ARERTEEY, —
FBILHEOFEMZ OV TIE, WOHEEZZRL T ZI 0,

*H.323 (I0S) 7 7 A ~ v 7™ [Add Match Criterion]/[Edit Match Criterion] % 1 7 &2 7
RNy 7 A (29 =)

« HTTP (I0S) 7 7 A® [Add Match Criterion]/[Edit Match Criterion] %1 7 & 7' 7R v 7 A
(29 <—2)

* IMAP 35 L. OV POP3 7 7 A < 7°(™ [Add Match Criterion]/[Edit Match Criterion] % 4 7
a7 Ry A (33 X—Y)

+ SIP (I0S) 7 7 A® [Add Match Criterion]/[Edit Match Criterion] % A 7 & 77K v 7 A
(33 X—v)

* SMTP 7 7 A < 7™ [Add Match Criterion]/[Edit Match Criterion] # 1 7 & 7' 7R v 7 A
(35 =)

» Sun RPC 7 7 A <~ »» /'™ [Add Match Criterion]/[Edit Match Criterion] % A 7 &2 7' 7R » 7
2 (39 =)

s 1 —% )L Web 7 1 /L% 77 AD [Add Match Criterion]/[Edit Match Criterion] % A 7 &2
TRy 7 A (39 =)

* N2H2 # L O Websense 7 7 A D [Add Match Criterion]/[Edit Match Criterion] %# 4 7 & '
Ry 7 A (40 X—7)

* 12.49T LAFECTiX, AOL, eDonkey, FastTrack, Gnutella, ICQ, Kazaa2, MSN Messenger,
Windows Messenger, 33 & Uf Yahoo Messenger ¥ 1 7D 77 4 v 7 DA AT v 3 o H
DT AR TEEY, —BUEEOFEMICOW T, ROEELZRL T ZEN,

o= R=ADT AT IA—NDIMT IV r—ay 77 A~ v~ [AddMatch
Condition]/[Edit Match Condition] # 4 7 2 7R v 7 A (27 ~—)
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Condition]/[Edit Match Condition] # 4 7 12 7R v 7 2 (28 ~<—)

« 124Q0OT LAKETIX, FLU RRY =T V=27 FEFERALTWeb 74V Z Y T DY
FAEERTCEET, Trend 2T Y T4NVE T TR <y TO—FEBEZONTIL,
WDOER T L ET,

FETF—2 3 1RR

[EI (Manage) |>[/R)—A TS x4 bk (PolicyObjects) [#®IRL, 2T Y TF—T L
D[y T (Maps) >[5 AT YT (ClassMaps) | 7 A /VFND T + Vb HIEED Y —
VR—ADY TAR T ATVl NeBEIRLET, EEEBENEZAZ U 27 LTHhDE HiH
F 7 =7 M(NewObject] ZiEIRT 27, 17247 Vv 7 LThb[A7 V=7 MOt (Edit
Object) | Z &R L £,

REEIER
e ATV MITONT

= R—ADT AT I —ILIRY S —DA L AT gy vy TOERE (19 X—
)

o S R—ADT AT T — IV R —DaL T T 4B T <y TORE
(49 ~_—2)
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T4—ILFUITF7LUR
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—% % A4~ (Match
Type)
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TANE T TR
~ v 7R

[Match] 7—7/WIZiE, 7 FA v FIZEHEENTWDHREREF RINE
To FATITIE, BEEC—BT D, FRIFT—B LW T T4 v 7 %2
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T—TNVDLHNT, 7 T A—HTBEDIZNT T 4 v I IRTRTOR
E%ﬁt#%%#@é#(wmmAm)\iKMUxbéﬂfwéwf
NOFEHRE L O—FTH53)> (MatchAny]) %7~ LE3, HTTP (I0S)
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R TXF7, [MatchAll] T —7 A E2FEH LTS & X2, HEDRE
W2 BT D25E1F. WITNWDO NT 7 47 b =LAV EDE »
FEERLZNEIIZLTLEEN,

Bk [5E4—% (Match All) ]1Z. Cisco IOS Software /X—7 3 >
124Q0)T LI A2 FEAT L TV BT A A TETEEL £,

o HUEAZ BT 5I21X, [Add] AR Z %2 U v 7 L, [Match Criterion]
EAT TRy 7 AN LET, FEMICOVWTIE, ERRTRLT
WHIHZZ L T 7EE 0,

c HMEARAET DI, EYEEABIRL, [Edit)| A& %227 ) v 7 LE
?—0
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ESr RN
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Trend 27T Y T4 NVE 7T A~y TO—HEET, thoLlors
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I =0y MZTEET,

* [Security Ratings] : k< 7 ¢ v 7 % Trend-Micro {2 &> CTHI Y 4T

bt xalTrg b—T 4 VT ERAELET, L 2iE B
BT D N T 74 v I THDLT R =T %24 —7 Y MITEE
ﬁ‘o

INHEOHT Y X2 VT 4 HHEOFEMII OV TR,
Trend-Micro D~ == 7 IV EZ S L T 72 &0,
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NEeFT V= NESEBIURRITE ET, ﬁTﬂ)??/:&F
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J—UR—ZADIF7ATI94—ILDIMT T 5r— 32 95X <y 7 [Add Match
Condition]/[Edit Match Condition] 4 7 Q45 R v X
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FNZOWTIE, EREHTOMERICHEA SN D A X XFESRLTLIEE N,

Evk eDonkey (2137 7 A VAT ARETT,

B /- R—ROIFATIH =L IL—ILOEE
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| V=2 R—Z2DI7 474 —L L—LDER
H.323 (10S) 4~ 5 A < v Z® [Add Match Criterion]/[Edit Match Criterion] ¥4 7 A5 7Ry 4o X .

H.323 (10S) 2 5 X < v 7 M [Add Match Criterion)/[Edit Match Criterion] 5«4 7 O J /Rv &
A

)

GE)  "—T =3 417 LI, Cisco Security Manager (£5] X it % 10S OFREZ A — N L TV E 37235,
JEIRMERBIZY R — P LTV ER A,

S = R=ZADT 7 AT U A=/ AR —THHT % H323 (10S) 7 7 AD [Add Match
Criterion]/[Edit Match Criterion] A4 7 R 7Ry 7 AZEH LT, 7 T A <y 7 O—FHHEHELE
FEHRLET, H323 70 hal A vb—U XA S ZHESWC T 7 4 v 7 #RETEET,
WBETHEAvE—UEBINLE7,

FEHF—T a3 R
H.323 (I0S) 7 7 AD [7 T A~ v 7 DiEM (Add Class Maps) J/[7 7 A~ v 7 Ofa% (Edit
ClassMaps) | A 707 Ry 7 AT, 77— NANEL7Y v 7 LTHTOEM (AddRow) ]%

BIRT 50, T2 ) v LTHTOME (EditRow) 2R LES, VY —r_X—207 7
AT OF=NR)—=DITA <y TORE (24<—=Y) ZZRLTITZE,

BEEIER
e S ATl MZONT

S R—ADT AT T IR —DA L ART a5y vy TORE (19 <X—
)

e S R—ZADT 7 AT T F—IL JL— LT ONT (3 R—)

>

HTTP (10S) % S X M [Add Match Criterion]/[Edit Match Criterion] 4 7 A9 HRv o X
A

GE)  /N—T=3 417 LI, Cisco Security Manager (35| & i & 10S OFREA AR — N L T E 9723,
JERMSAEIZ Y AR — F LT ER A,

= R—=ADT 7 AT VA —/V R Y —THEHT S HTTP (I0S) 7 7 AD [Add Match
Criterion]/[Edit Match Criterion] # A 7 2 7Ry 7 AZEA LT, 7 T A <~y 7O —FHEHELE
EEHRLET,

ZDEAT TRy 7 ZADT 4 =)L Fid, BIRUIEBEIZL>TEDY £9, ROKLEEEH
TEET,
* [Request/Response Body Length], [Request Body Length], [Response Body Length] : 223K, Ji~
B EFTOWGOALORSBIBELEELY b/hSVELEFRENI LEBELE
To ZHUTKY, B NELRIRROA Yy E—VRERETEET,

J—oR=Z20 7747 9+— L L—LOEE [}
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J—UR—ZADIT7 AT+ =L L—LDOEE |

. HTTP (10S) % 5 A [Add Match Criterion]/[Edit Match Criterion] 4«4 7 O 457Ky 2 X

* [Request/Response Body]. [Request Body]. [Response Body] : R, J&&, FixE 05
DAL DA ITIERKI 2 LET,

* [Request/Response Header], [Request Header], [Response Header] : ~~ v % — & IEJRFHL DR
BB LT 4=V EDT A, ATV AL TOF 2y i~y F—HNOL
A= RFORHORSELFIVa—NOF =y 72175 Z LR TEET,

* [Request/Response Protocol Violation] : FEHEHL HTTP N7 7 ¢ v 7 A L £7,

* [Request Argument], [RequestURI] : Z3R X vt —ND51$ (/X7 A—%) F 721 Uniform
Resource Identifier (URI) DR &ar7 Y (ERFH) 2WELET,

* [Request Port Misuse] : FFEDZ A T DT 7V r—3 3 K5 R — FOBRMEHEZRE L %

To

* [Response Body Java Applet] : HTTP ##¢? Java 7 7' L v &G L £,

* [Response Header Status Line] : ~v # —HND AT —F 27O a7 Y OREICIERFEL

ZEMLET,

FTEHF—I 32 /R

HTTP (I0S) 7 7 AD [V T A~ v 7 DiB/ (Add Class Maps) [/[7 7 A~ v 7 Of% (Edit
ClassMaps) | ¥ A 727 Ry I AT, 7—7NVRNEEZ Vv 7 LTHATOENM (AddRow) %
BIRT 20, 1724H27 0 v 7 LTHTOME (EditRow) [ZERLET, V—r_X—2D7 7
AT T4— N K —DI FTASyTOHRE 24X—2) ZZRLTIEIN,

ESPEREY=]

e S ATl MZONWT

SV R—ADT AT T =NV K) V—DA VAT v a vy vy TORE (19 <—

)

o S R—ADT AT U=V AR =D T T4 NHE ) T <=y TORE

(49 ~—2)

o= R—=ZADT 7 AT T F—)L JL—LZ DT (3 —)

T4—ILEYTFLUAR

& 5:HTTP (10S) % 5 A [Add Match Criterion}/[Edit Match Criterion] % 4 7 O 45 iRv 2 X

LS

Bl

ALYk

MATDHHITP bT 7 4 v 7 EMEAFEE L E9, £ VWTiE,
SETHHL TWET,

247 (Type)

BT DN T T4 v~y ICEODDL I EERELET,

B /- R—ROIFATIH =L IL—ILOEE
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| V—oR—Z2DI7747 94— L—ILDEE

HTTP (10S) % 5 R @ [Add Match Criterion)/[Edit Match Criterion] 4«4 7 O 45 7/Rw 2 R .

LS

Bl

AEIJ«4—ILF

WD 7 —/b i, [Criterion] 7 4 —/V RTOBIRARKIC L > TLEDV 4, 2DV 2 M,
HREINDHEHEEIND 74—V ROA—X—& v N TT,

/R

IS 7 4 =V FOm/Me (O3 FEALD) , fEELIEEEL D b
REIVD/PNSWEEE. RMER—BLET,

RRE

Al SIS 7 4 = FORKRE (O3 MEAD) , fEELEEELY b
REVBREWEEE, FMER—BLET,

Ny L —F T g

Ny — L a—ROEAT, La— K XA T BRIV,
ANy B —NOTRTOLa—RZh 7y FERFFRPEH SN ET,
La— R A TEBRNLIZGE, TNOORPULERIR L2414 7D L
a—RIETFEASNET, 2T Y XA T ERITEREORFS{LE
BRLIZGEIE. o0 A FIZEET 5 BMOEIREITH Z &2
TEET,

FRAY R

BETHHERAY v R,

B (2rsoyrdg
7)

[Header Option] 7 4 —/V R Ta LT Y 44 THBEIRLIZHE, RO
BATEBRINTEET,
s [Mismatch] : B3R A v — D% F AT 4 —/b REIZIRS L TR
BRAyw—Dars oy B T EBEELET,

* [Unknown] : 22> 7 > ¥ A Z I3 RATY, BEAOTTHMIME
XA TS L TIHE Z7MIT 55513, [Unknown] %33R L &
R

* [Violation] : =27 Y ¥ A T EFR L FEBRORIL DT &4
TIn—ELEH A,

J—oR=Z20 7747 9+— L L—LOEE [}



J—UR—ZADIT7 AT+ =L L—LDOEE |

. HTTP (10S) % 5 A [Add Match Criterion]/[Edit Match Criterion] 4«4 7 O 457Ky 2 X

2% ZEA
T a— R %A |[HeaderOption] 7 4 —/L K THEAEDIF AL Z IR LIZBE, ROZXA T
IR TE £,

o [All] : T RTOIEEFFHAL S A 7,

* [Chunked] : A v & —UARLT—HDOF v 7 & LTHEEEIN, &
?%V?&Iﬁ@%4x4//& ENREENET,

« [[E#E (Compress) ]: A v E&—U AL, UNIX 7 7 A /VIEHE & fif
ML TR ISNET,

* [Deflate] : A v —UARKILE, zlib £ (RFC 1950) 1 L 8 deflate
JE#E (RFC1951) ZfiM L CintsnEd,

« [GZIP] : #* v&—Y AL, GNUzip (RFC1952) %M L Tzt
SNET,

* [Identity] : B5IEDRFSALIZFET SN EE A

Greater Than Count

Ny X —THHTEDL L a— FOERK, FEO~y X —F T a v
PERNLEGE, v MIERLDOX A TDO L a— NS E

# FEED~y X — F T a VERIRLRWES, By MNEx AT
Wb STy F—ND L a— ROREICHET S ET,

IEAABL

WRE =<y F U ZIERT 2 ERKRBAZERT H, EHERA TV
I he ATV FOZFIEANI LET, BN (Select) |27 U v/
LTEBEFOA T V=27 bOVANOAT V=7 FNEBIRT 50, F
TITH LWIERER A 7V =7 b EIERCTE £,

AN— bR

WBATHERR— FNAFEAOZ A 7, BIRTEXALHAF T 3 0%, RO
LBV T,

e[Any] : UA FSHUTWDERMEH Z A4 7OV Hd,

[IM]: A VAR v a L DOMGEETR DA VAZ N AyE—T
g 7a havryrY) r—va s,

«[P2P] : A VAXRI L a Y ORRERHETY =T Fr haly
TV =g,

¢ [Tunneling] : A > AT v arOxfGLidb hox Vo7 771
4r—3 3> (HTTPPort/HTTPHost) .,

B /- R—ROIFATIH =L IL—ILOEE



| V=2 R—Z2DI7 474 —L L—LDER
IMAP & & U POP3 ¥ 5 R < v 7@ [Add Match Criterion])/[Edit Match Criterion] %4 7 045 /Rw o X .

IMAP 35 & U POP3 ¥ 5 X < v 7 [Add Match Criterion]/[Edit Match Criterion] &1 7 0%
Ry R
= R=ADT 7 AT T =)L R Y —"TEHT % Internet Message Access Protocol (IMAP)

3 L Y Post Office Protocol 3 (POP3) 2 7 A @ [Add Match Criterion]/[Edit Match Criterion] 4 A
TRy ZAEMHLT, 7 IA vy TO—BREELELERLET,

WETDHNT 7 47 BT 272 OICROIEMELRINTE ET,
* [Invalid Command] : POP3 #—/3F 7213 IMAP it CHZ Clavva~y RERAE L £,

s [Login Clear Text] : /XA T — RN 7 U7 FX A TSN D EF 27 Thvne 7oA %
MAELET,

FESF—Yarv R

IMAP £721X POP3 7 7 AD [V T A~ v 7 DiBN (Add Class Maps) [[7 T A~ v 7 DfftE
(Edit Class Maps) | Z A 707 Ry 7 AT, 7—7NANE24E7 Y v 7 LT HTOEMN (Add

Row) 1Z&&IRT D0, 172467V v 7 LCHTOMmE (EditRow) JZERNLET, V' —1_—

ADT 7 AT TH =V R)—D7 FTA =y TORE (24—2) ZHLTIIEIN,

BEIRE
XY T ATV =T MIHONT

oS R ADT AT T A= I R —DA L ART gy v TORE (19 =2—
)

e = R—=ZADT AT T F—)L L—LIZHONT (3 R—)

>

SIP (10S) % 5 X [Add Match Criterion]/[Edit Match Criterion] 4 7 A5 Ry X
A\

GE) /"= 417 LI, Cisco Security Manager (£5] & i % 10S OF&REZ AR — N L TV E 323,
LR RRIZ AR — R LT ER A,

S R ADT 7 AT T A=V R —THEHT S SIP (I0S) 7 7 AD [Add Match
Criterion]/[Edit Match Criterion] # 4 7 2 7R v 7 A%HL T, 7T X v 7 O—FHHUELH
EERLET,

IDHEATaAT Ry I ADT 4 —)b Rix, @BRUZEEIZL>TEDY 7,

FEHF—I 32 /R

SIP (I0S) 7 7 AD [V T A~ v 7 DiEN (AddClassMaps) /[7 T A~ v 7 Ofitk (EditClass
Maps) | XA 70/ Ry 7 AT, 7—7NANEE7 Y v 7 LTHTOEM (AddRow) | %2R
TH), 72 hE27 ) v 7 LTCHTOME (EditRow) [Z2BIRL %4, V=0 _X—Z2D 77 A7
VA=V R =D TA 7y TORRE (24 X—V) ZZRLTITEIN,

J—oR=Z20 7747 9+— L L—LOEE [}
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J—UR—ZADIT7 AT+ =L L—LDOEE |
. SIP (10S) 4 5 A [Add Match Criterion)/[Edit Match Criterion] 4«4 7 O 457k 2 X

REETIE B
e ATV MIONT

SV READT AT V=N R V=D VAR gy vy TORGE (19 3—
V)

o= R—=ZADT 7 AT T F—)L L= LI DONT (3=

TJ4—ILEYTFLUAR

& 6:SIP (10S) %7 5 A ® [Add Match Criterion}/[Edit Match Criterion] %4 7 Q5 1w 49 X

CE S &R

ST WETDHN T 74w 7 HEZIBELET, ROHFNLIERTEET,
* [Protocol Violation] : 7'&2 N A/VIIENKTH N T 7 4 v 7 ZRAELE
—a_o

* [Request/Response Header Options] : S8R L 72 BaR & 72 1 TG E~ v 4 —
74—V REEHRBELMELET,

* [RequestOptions] : IR L/=ZR~y X — 7 4 — /L REERA Y v F
ZWRET D0, EHEBELRELET,

* [Response Options] : BN L 72 B~y ¥ — 7 4 — /L RETZITAT —
BA Ay =V ERRBEZRELET,

% A7 (Type) FEC—BT DT T4 v 72~y TGO EEBELET,

AEI«4—ILEF

WD 7 4 —/v RiL, [Criterion] 7 £ —/L RTOBRIRAFIZ L > TEDLY £9, 2D YU X M,
RRSNDEBEEND T 4=V FDA—="—% v FTT,

~y H— BORETNIGEA v =T DNy F—D 2 A7, ERRIUT, BIRL T
AT DO~y F—DNELRESNET,

B /- R—ROIFATIH =L IL—ILOEE
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| V—oR—Z2DI7747 94— L—ILDEE

SMTP 4 S5 X < v 7@ [Add Match Criterion]/[Edit Match Criterion] 54 7 Q5 Rv o X .

LS

Bl

Jiik

BAETDHERAY v FERITRLET,

*[ack] : HID A v B =T PARTZITANDND Z & 2GS E LT
—aAO

e[bye] : 2—NEEKTTHZ LE2RLET,
[cancel] : PR DOERZKL T LET,

e [info] : I—NDLTF VY L7 RAERHTETE Yy gy o7
TV TEREBAET,

e [invite] : =—VE¥E Yy N T v LET,

o [message] : 1V AX LN A=V EEFLET,
s [notify] : SREEETE A MAF @M L E T,

s [options] : BIO2—H =—T v hEREFT XU b= ROFE
finWE bt ET,

* [prack] : EEISE A v B — YV OEEMEO WIS 2R L ET,

[refer] : Z EHMER TR I N TV HEREEREEHA L TYH—F
N=T L ICHEE T HVNENDDL 2R LET,

[register] : L' 21— KDT KL A®D SIP ERDEEEIE &3 H#KE LT
VARG ET,

* [subscribe] : 1 DDA N2 NEIL DA N MIET S % H
ETCRITMADZ EHERLET,

s[update] : By a v DRI A—FERHFTLH w27 74T MZ
FFAILETR, XA 7 a7 OREICEELIHY FHA,

AT —H A

EERBIDISENDO AT — 2 ZITEREINET,

IEMZEL

WA= =y F U ZIERT 5 ERRREERT D, ERRIALT 7V =
7 he ATV =V FOLAHTEATILET, [EIR (Select) 27V w7 L
THHFEOAT V=7 POV A MNOFTT V=7 FEBIRT 2 £72i%
BLWEREBR A7V =7 FEERRTE LT,

SMTP ¥ S5 X < v 7 [Add Match Criterion]/[Edit Match Criterion] ¥4/ 7 Q45 HRv 4o X

= R=2ADT 7 AT T H =/ RY =TT S SMTP 2 7 A D [Add Match Criterion]/[Edit
Match Criterion]| ¥4 72 VR v 7 AZFH LT, 7 7 A~y 7O—HIEELEEZERZLET,

J—oR=Z20 7747 9+— L L—LOEE [}



J—UR—ZADIT7 AT+ =L L—LDOEE |
. SMTP 4 5 X < v 7@ [Add Match Criterion])/[Edit Match Criterion] 54 7 Q5 Rv 4o X

Je

Ev bk 12420)T LY L0 CiscoIOS ¥ 7 k&7 = 7 % FE4T LT\ 5 /L—% CTlE, [Data Length] 5%y
JEMEHTEET,

TDEATa TRy 7 ADT 4— RiE, ERLUZEEIZL>TEDLY £9, kOFEAHELFH
T%i‘d‘o

e [DataLength] : N7 7 4 v 7 OF7 —ZENMEELIEHIELY b REVWZ EEZHFELET,
N7 74y DOTF—FEERAE LT, SMTPEHG CHRE S NDT —F WEE L7231 MK
EHZTHWDINEIDEHECEET, 774NV ETIE, A AT vaidT—4E%
20 AT lCHERF L £ 9

* [Body Regular Expression] : IEAFHZEHH L T, B A—N A vE—VDRILOTFA b

BLXOHIML O T A4 7B T oI sb A4 72 BAELET, T
FNERIZS By NEFBLEMHT A7 A MEIIHIML 2008 F = v 7 ShEd, E
HEHIL, BOBELZ AT (base6d R Zip 7 7 A N2 E) ZMHTE A vE—ITIERA
Fy o TEEEA,

« [Command Line Length] : $57& L728fELL FOESMTP 2~ KT A4 LV DESHIEELET,
Z OFRAEL M LT, Denial of Service (DoS; ¥— & AfE#) WBEAHIEL FT,

s [~ KVerb (Command Verb) | : &R L 7= SMTP % 72/% ESMTP =~ > NI % il {2
LET, SMTP DREZFRET H L. HIRLARWIED | X ToOavy RRRESNE
R

* [Header Length] : SMTP ~» ¥ —DEINFEELLEHELV b RENWZ LA ELET,
ZOREEZMFEH LT, ~y X —DEHFEEY A XEHIRT 5 Z & T DoS WHEAZHIL L F
R

* [Header Regular Expression] : EBEBZEHH L T, BT A— I A vE—VD~y X —Da
VTV EREGLET, Ll X. ZOREAHEHL T4, ERAL 3%k T o —
NV RDORFEDNS =2 T A RTEET,

« IMIME= > 7 7 % A4 7 OIESFEBL (Mime Content-Type Regular Expression) | : 1EHZEL
A LT, B A —IRA 7 7 A L@ Multipurpose Internet Message Exchange (MIME)
ATV IATERELETS, ZOEEZHFHAL T, EELIR2WIATORN T 74
NOREEBEET,

* [Mime Encoding] : #8 &3 2B+ A —/ViRft 7 7 A VO MIME fF 51052 A 72 faE LE T,
ZOREEELHER LT, XMEZHIRT 2R E 7 IIIFEEDORF S b 2 in L E 3,

* [Recipient Address] : IEHFHLZEH LT, SMTPRCPT 2~ ROEFA—/L A vbE—
DEZEFEEZRELET, ZOEEZFEHL T, FELRVWZEZEELMELET, Jiud,
AN L DIEETCDOFANANL DG B 030 ) £77

s [Recipient Count] : #5 1 A —/L A v =V OZEEBNEE LT REBIZ NN L
BELET, ZOEEZHEHL T, ANLDOREENZEO—FIZESF A — NV EZEET
HZEEBEET,

B /- R—ROIFATIH =L IL—ILOEE



| V=2 R—Z2DI7 474 —L L—LDER
SMTP 4 S5 X < v 7@ [Add Match Criterion]/[Edit Match Criterion] 54 7 Q5 Rv o X .

o (507252555 (RecipientInvalid Count) ] : 1 A —/L A v — VDB 22538 DN
BELIEHREZBHAONWI EERELET, ZNEHEHL T, A~ —D0BLHD— K1)
BRARNZETA—NEEE L, EEOT RLRAZM-THL0%EEF, SMTP L&
W 7 RUAPRER 285512 Tnosuch address] A v —T&BELET, WiheT KL
ADEEHIRTHZET, TNDDANRLEEE~DISEEIZENTEET,

* [Reply EHLO] : EHLO " — NS DO — B RJLIENRT A —X B RELET, ZOEHELE
HALT, 727947 bDBEDY —ERLEREHT A2 L2 & £9,

* [Sender Address] : ERIERBAZBEMHL T, ET AN AvE—VOEEEEZRELET, 2
DHEMEEFHH LT, BEROANRDRFEE 2 EOREDREBEENRT A A2 LTETF A —
WA=V EEETHIEET Oy LET,

FESF—Ya v R

SMTP 7 7 AD [ T A~ v 7 DB (Add Class Maps) |/[7 7 A~ v 7 Ofite (Edit Class
Maps) | #A TR TRy 7 AT, 7—7NANELHEZ Y v 27 LTHTOENM (AddRow) | Z %R
TH, ATEAE7 Y v 7 LTHTOMRE (EditRow) |2 BIRLET, Y—0 _XR—=2AD 7747
UA— IR —DT TA <y TOERE 24 X—) ESHLTIEIN,

REEIER
e ATV MITONT

o= R—ZADT AT T4V R —DA LV ART gy <y TORE (19 2—
)

S R—ZADT AT T —)L JL—)LZDONT (32—

T4—ILFUITF7LUR

& 7:SMTP - S A @ [Add Match Criterionl/[Edit Match Criterion] ¥4 7 Q7 Ry X

Ex Bl

FavE METHSMIP b7 7 4 v 7 BEHEARE L9, KON T
X, BERTHEBALTWET,

2 A7 (Type) T DT T4 v I~y TCEOLIEERRELE
7,

AET4—ILF

WD 7 —/v i, [Criterion] 7 4 —/V RTORBIRAKIC L > TLEDV 34, 2DV 2 M,
HREINDHEHEEIND T 4 — NV ROA——k v N TT,

A& PSS D 7 4 =L FOKE (A FHAL) o F57E L72EE X
DHRIVDRENGEIT. FJMEN—BLET,

J—oR=Z20 7747 9+— L L—LOEE [}
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J—UR—ZADIT7 AT+ =L L—LDOEE |
. SMTP 4 5 X < v 7@ [Add Match Criterion])/[Edit Match Criterion] 54 7 Q5 Rv 4o X

BR s BA

Greater Than Count B AN A=V THASNIZEE EITED R ZEHD
KRB FRELTCEME L D BEAREVGA IR, FEP—HLE
j‘o

Verb Option A9 %5 SMTP £ 721X ESMTP ==~ > K, [User Defined] % %K L

User Defined Format T2HEE. B AN A v E—VORIOHIEIIHIGT DT F A

| NIEEADT B BER D) E . MBI, AR E
([Command Verb] FHED | prpesr sl o % A, HIHTE B OIS FET T,

7)

Service Extension Parameter | f 454 % EHLO ¥ — NS DY — B RPLIE T A —&, L &5

User Defined Format NIRRT A—=H D 1 D%EIRT 57>, [User Defined] &R L T

[User Defined Format] 7 4 —/V R CF*'T A X— MNMEEAIET L F

([EHLOJ&  (Reply -

EHLO) ] AYEDE) ’

Encoding Format F 2 hFAMIMEGEAL 7 4 —~w by, Do a—F 4L T AT

User Defined Format ITRD LB T,

« [7-bit] : ASCII #7551t

* [8-bit] : 7E > N ASCHUDFIFASN DAY T v M EiedE A —
VA=V OB S ET,

* [base64] : #fifi & L TRV, base 64 FIHUIEH T 5 Z & TA
ATV T2 &/ LET,

* [quoted-printable] : FIpIFIEEXFAMFEH L T8 By b 57—
Ty T —% A RIZEET AR/ AL,

s [binary] : 0 & 1 720 & H L7551k,
* [unknown] : FF 5L & A ZII AP TT,
* [x-uuencode] : FEIFHEDTF EAL,

* [user defined] : EFKT D75 51X A 7, [User Defined] % i5&4R
L7eGalE, LW DL F A TR ERTHTFA ML
FTHNEANTHLERDY £,

IEFEHL NWE—v =y F U ZVERTHIERRBZERT D, EREBLA
TV b, ATV FNOAFTIEATILET, IR (Select) ]
Vvl LTHGEOLT7 =27 POV A MNPOLET V=7 b
BIRT D0, FITH LWERKRBA T V=7 FEERTE
7

B /- R—ROIFATIH =L IL—ILOEE



| V=2 R—Z2DI7 474 —L L—LDER
Sun RPC 7 5 R < v 7@ [Add Match Criterion])/[Edit Match Criterion] %4 7 Q45 /Rw o X .

Sun RPC © S5 X < v 7 [Add Match Criterion]/[Edit Match Criterion] ¥4 7 Q45 Rv o X

= XR=2ADT 7 AT U —NRY —THEHATLHSun VE— K Fr—Y % 2—/1 (RPC)
27 A D [Add Match Criterion]/[Edit Match Criterion] # 4 7 2 7R v 7 A&=fEH LT, 77 A
~ v 7 O—HIEELEEER LET, BETDLRPC Ve FarEsis AT ET, S b
IVFEDFEMICONTIE, SunRPC D~V =27 L EZBRL T EEN,

FEF—a iR

SunRPC 7 7 AD [ T A~ v 7 DB (Add Class Maps) |/[7 7 A~ v 7 DOfitE (Edit Class
Maps) | XA 70l Ry 7 AT, 7—7NVANEE27 Y v 7 LTHTOENM (AddRow) ] %R
T50, 17247V v 7 LTHTOMmE (EditRow) [Z@#IRLET, YV —0RX—2DT7 7 AT
VA= R —DI FTA Sy TORE (24X—V) ZBZRLTIEIN,

BEEIER
R A N AVES/ NI ANE
S R ADT AT I A= I R —DA VAT gy v TOBRE (19 =X—
)

= R—=2ADT AT T+ —)L L—JLICHONT (3 R—)

A—AJ)LWeb 7 1 JLAZ & 5 XD [Add Match Criterion]/[Edit Match Criterion] ¥ 4 7 A5 /R v
9 R

v—71v Web 7 4 V4 7 5 XD [Add Match Criterion]/[Edit Match Criterion] %Z A 7 & 778 v 7
AEMEHLT, 77 A~y TO—HRAELHEERLET,

FEHF—I 32 /R

n—Hh/LWeb 7 4 )VE I T AD [V T A~y 7 DiBEA (Add Class Maps) 1/[7 T A~ v 7 D
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JEWETZEEBEIR LY, T 74V h% [Dropand Log] (CEE LT, BEFEDOL—LT—EL
WK T 74y 7 Bl L7z TEET,

)

G¥)

j—o

T 7 4 v NEMED AT > 3 1, [Drop]. [Dropand Log], [Pass]. 35 & U [Passand Log] 721F C

T 7NN R =TTy FEF|EfE Ny 7958418, Security Manager T $4T 9
BERDHY FHEA, ZO—/VIFHBMICERKSNE T, V=T OT 7 4L MEfEEZE
L72WEEIE, Permitanyany IP/L—/L (DF VY, V=0 R—=2ADT 7 AT U4 —/b L—)b
OB EfRE (833—) D[~ (Match) ]: 77 (Permit) . [{E7C (Sources) ] : any,

[%65C (Destinations) ] :any, [h—tE A (Services) ]:1P) #fEL. [7 7 2> (Action) ]
ELT[Fry 7L CRtsk (Dropand Log) 1. [ (Pass) 1. F7-i3 [ S Tiék (Pass
andLog) ]ZIEIRTHLENH D £9, ZONL—LRNS—0 XTDO)L—LD U A NDOEEZKIZH
52 EbHERT AXENDH Y £9, Security Manager (X, Z A% HAYD class-default /L—/L & L
TR L £7,

S R—ZAD)— ) F— T NI RKREBEDIL— I NEENLEEIT. ZONL— NS — T
DD TRTONL—NEDEHEICHD I EEHRTIONHELWVGARDHY 3, ZOMR
ERE2RETHDIEHATE 2 REEZNS O vRLET,

J—oR=Z20 7747 9+— L L—LOEE [}


csm-user-guide-427_chapter8.pdf#nameddest=unique_168
csm-user-guide-427_chapter8.pdf#nameddest=unique_168

J—UR—ZADIT7 AT+ =L L—LDOEE |
B ~=zxoo7479+—n r—romE

ek a v EERLT, Yo7 ZRI1o0k8 v a T AR R LET, =
Y, = _XTON— )V EWRDEZ L, FT- class-default L— L3 FBZIZL D LD
T D2 ENTEET, 872 a r TOEEDFEMIZOWTIX, 7 v a v 2HLE
=)V T =T N DA SR L T IZE N,

[T 74/ (Default) ] A 2—7|Z class-default /L — /L & F e iy Y — 0 =2 L — LK
V=% L, T/ ADa—H)L = _R—=2 )b—)L R ¥ —TZD/L—/L &K

LET, ARY —OfE L ERROFERIC DWW T, /— /L O E 72 1T/ DRI
FOH LWIARY =Dz 2R LTS Z &0y,

J—R—=ZXDIT7AT I+ —ILIL—ILDEKRTE

[V = R_XR=ADT7 7 AT U 4—/b (ZoneBasedFirewall) |iXE-X—T &AL T, &I
W= DR, VPN A v Z—T = AHD Y — 2 DFRE, WAAS V7R — s OB E 71X
fE2h{k., Trend Micro D —/3— LEEEEHRDO A T F A B O r— L a ZEED
BEELET,

)

GE)

N— 3 2421 L%, Cisco Security Manager Cl&, 3 XCTOT7 7V 5 —va v F—E X b—
B e —E A L—%  HDALTY—E 2 L—X 3L Cisco I0S V7 k7 = 7 TEE
THTXTOT A AZDONT, NTEEETITIEHMEEO VR — F &2 ETeth R — h &R0k
TLET,

ESPERENS

» [Zone Based Firewall] ~<—3" (69 ~X—)

)= R—ZADT AT T F—)L JL—LZDONT (3 L—)

AT F1 [Zone Based Firewall] X—" (69 ~X—) ~DT 7 A FHEEZRITRLET,

« (FARAL AL 2—) 10S T /A AZEIRL, RV —v L7 Zn5 [T7A4 T 24— (Firewall) ]>
[EX7E (Settings) |>[V—UR—ZRDT 74 7 24+—JL (ZoneBased Firewall) ] Zi&R L £,

e (RUVv—bta—) KV —FAT VLI EZNL[T7AT24—IL (Firewall) 1>[F%E (Settings) ]
S[V—VR—ZADIT 74T 94—JL (ZoneBased Firewall) ] Z#R L £9, BEFEORY o — 238K+
L0, FEIFHLWERY —2 Bl LET,

ATw 72 (EE) [Zones) ¥ 7T, ZRIN2WY — U %iBN, e, BLOHIBRLET,

[Zones] ¥ 7VZiE, T3 AZEREINTWVWDHTRTOERENWY —2 DF Y BEAM T LN TWNDA
VHE—=T A A, )b, FTIIRY =D =B R RNERET, BRIV — 0T, @,
TNA ZAREFFCHRR B L OFE R ENE T2, AFizfhidz (220 V-2 ZOFETERTLIZED
TEF7,

B /- R—ROIFATIH =L IL—ILOEE
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ATvT3

ATvT4

ATy TH

ATvT6

[Zone Based Firewall] X—2 .

({EE) [VPN] ¥ 7T, VPN b7 7 4 v ZIZH L CRESNTZY — DA ZRELET,

D=, TDON—EDS = RX—=ADT 7 AT T F—)L )= )L TEII VPN N T 7 v T AT
XALH9ICLET, FHHIZHOVWTIL, V=2 R—ZAD T 7 AT T —ARY L —TOD VPN DFEH (7
N—=) EBRRLTLIEEN,

(fEE) [WAAS] ¥ 7T, [WAASOAZHL (Enable WAAS) ] %i#R L C Wide Area Application Services #H
HEMAMEZ AN LET,

ZDF T a U BA X =TTl o TWRWIEE . WAAST A AT Ko Tk Sz~ » M, TCP
N Ry zA VTR WAAS IZE S TTCP N7y b =7 U AFRENEIN L2720, Fay 7S s ke
PERBH Y £, ZOEEZ, 10S T3A AL > THEEMKERLE AR SNDAREENRH Y £,

UEE) [T 7 4 VZOEE (Content Filter Settings) ] % 7 T, Trend Micro ~X—AD a7 Y
TANZ ) THOY— "= 0RELHEELET,

Trend Micro N—AD a7 7 4 B Y v 7 hFHT 511X, [Zone Based Firewall] X— D Z DX 7
T, TrendMicro ' — "OEGEIHEREHRTETILENH Y £9, DX 7 TlE, TrendMicro D EkIs K UGE
HEOCKX - R~ 7 ftthanEd, ZoEXoar 7oy 7002 ) 7 E2RHAT5120%
Trend Micro E DT VT 4 77V T A7 VT g #0E&E L, A7 27 )7y g U itEE X T
m— RLTIOS T34 AZA VA =L T H0ERNH Y F9,

FEAMIZDUWNTIE,  [Zone Based Firewall] ~X—3 - [Content Filter] % 7 (72 3—2) #ZBL T LIV,

(fE&.) [Global Parameters (ASR)] % 7 C, ASRT /XA RIZEH DO/ v — N Lisn JEEERELHRETE E
—éﬂo

* [Log Dropped Packets] : ZDA 7' a U ZEIRL T, 734 AL 2T Ry 7SN TXTONRT v
NGk L, syslog X 72 A R —T7 WL TIERERRTHLERH Y 7,

* [Log Flow export timeout rate] : 7 2 — 23 H[REIAIC /2 27, F72XF A LT U K L72&H & 1T NetFlow =
TIMERRSNET, 7a—HREINICRDETT 77 0 7 T oD IR U CREFHIRR 2 8% &
THIENHEETY, ZOMEE, 7u—2BHIRUNICRLZETT 7747 REETNLHILEDTED
BRAETT, ZOMIE, 1~ 3600 DIEEOEET, 57 4/L ML 30 TT,

* [Log Flow export destination IP] : 7 n— 7 — X Ox{E/5 & 72 % | NetFlow Collector D IP 7 R L A E 723
WA MM,

» [Log Flow export destination port] : NetFlow Collector IZ L » CE=# INb, 7u— T —X% D UDP K—
}\ o

[Zone Based Firewall]] R—

[Zone Based Firewall] X— Y Z [ LT, 2RI\ — U ORRIE Likill, VPN Y — D5
E. WAAS " R— b DA 32— AL £ 72137 4 B—7 k. Trend Micro M P — 3 L FEBHEE
WMOALTF A, BEOYR—FEND ASR T A A TOT a—rL 1 J % EDIRE AT
WET,

J—oR=Z20 7747 9+— L L—LOEE [}



J—UR—ZADIT7 AT+ =L L—LDOEE |
. [Zone Based Firewall] XR—

DB TIZONTIE, ZOX—VORTHAINTNET,
=2
* VPN
* WAAS
* Global Parameters (ASR)

[2>7 Y7 4 & U2 (ContentFiltering) |4 7 OFFHIIZ-DUVNTIX, [Zone Based Firewall]
~—7 - [Content Filter] # 7 (72 X—) BB L T Z &V,

FEF— 32 R
[Zone Based Firewall] X— 27 7 ¥ A4 521, IROWTNEFEITLET,

s (THNA AL a2—) TNHNARAZTIRL, RV —FBLIZ AN [TFAT 24—
(Firewall) ]>[E%%E (Settings) |>[V—2R—ZADT 74 7 2+—I)L (ZoneBased
Firewall) ] Z®R L £,

s (RUVv—Vta—) RV —FAT2LIEZNG[T7AT24—IL (Firewall) |>[ERE
(Settings) 1>[V—UAR—XADT 74 T 7+—)L (ZoneBased Firewall) ] &R L £,
FLWARY —Z BT 50, FEBEFORY v —Z &R L ET,

s (T Ea—) TRAREEI Y I L, [Z7AT724+—ILEREDHEE (EditFirewall
Settings) | >[V—YR—XADT 747 7+—JL (ZoneBased Firewall) ] Z &R L £,

REEIER
o= R—=ZADT AT T F—)L L—ILOERE (68 X—)
S R—ZADT AT T —)L JL—LZDONT (32—

o= R—ZADT 7 AT T F—L)L—LDOEM (16 _X—)

B /- R—ROIFATIH =L IL—ILOEE
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[Zone Based Firewall] X—2 .

T4—ILEY)ITFLUAR

K 20: [Zone Based Firewall] X—

R

BrLL]

[Zones] ¥ 7

ZOXFTITE, BRIV —r, DFVEEf TN TWSES U F—T =
AR, =) FTFRY =D — % U A T 5 [Zones] 7T — 7 /LR
TRINET, BRINLWY — 0%, @, 735 ARHERRICRER S LU
IRENETN, ARiEMNT (22D V=22 ZOFIETHERTHZEHTE
£

[Zones]| 7 — 7 /WIZiX, ZRENLNY — 2 T EICROIERN Y A FERET,
*[Zone] : V' —V/A U H—T 2 A A B — /LD,
s [Content] : YV —IZHIV Y THNTWNWDHA L F—T = A A,
s [Description] : ¥ — B L Ca2—VREET D3 A U b,

DT =TT = EBINT 521X, [AddRow] R¥ %27 U w7 L, [Zone]
FATaT Ry I AT — A5 RELET,

[VPN] % 7

ZOHXTITIE, [VPNZone] 7 4 —/V RBRERINET, ZOT 4 — /L DY/ —
YZRVICEST, BIWVPN N7 7 4 v 7 B ZD—F EDY — 2 R— R
DT 7AT TH—) Jb— LT TEET, ZOY—OFFEMIC OV TIE,
S R—ADT 7 AT T4 —/VIRY —TO VPN DfEF (7—) %
ZLTLIIEEN,

VPN 77 4w 73wt %Y — 2 AJETITERL 7,

[WAAS] % 7

ZOHT7IZIX, [Enable WAAS] F = v VR y J ANERINET, ZOF
varEA T H L Wide Area Application Services fH AiEHMEN A £ —7
TR £7,

TDFT L a N A R —T NI 5 TWVRWES . WAAS T34 2L » T
e b Xtz MiE, TCP /N> Ry = A 7 BEZ WAAS (2 5> T TCP /X
T b= U ABENEN U220, Fay PENDaEERH Y £97,
ZOEEIL, 10S T3 R Lo TEHTERHIE L RSN D RN H U £
7T

[Content
Filtering] % 7

Z DX T, Trend Micro N—AD LT T 4 NVE Y T OH—\GRE
EREEY I RERARSNE T, FEMIZOWTIL,  [Zone Based Firewall] ~X—
Y - [Content Filter] # 7 (72 —) ZBRL T EEW,

J—oR=Z20 7747 9+— L L—LOEE [}



J—UR—ZADIT7 AT+ =L L—LDOEE |
. [Zone Based Firewall] X— < - [Content Filter] % 7

E%x ZRBA

[Global DX TIZIE, ASR FAAL RICEED S a— L a Xy SR ENFE TR
Parameters [ ShET, ILORET. ROXIITHELET,

(ASR)] # 7

s [Log Dropped Packets] : Z DA 7' a v &EFIRL T, T4 AL -THK
0y FENZTRTONT Y baiigk L, syslog R ¥ 7% A X —7 /LT
LCHEMERTTOMNER DY 7,

* [Log Flow export timeout rate] : 7 2 — 23 ABRYIILIC 722 B>, F/2id 4 A A
Tk L72d LI NetFlow 2 ZMERLSIVE T, 7 o —2 RIS
FTT 77T 47 TOHNDLWIRICE L CRREIHIRZ R ET 5 Z & NEET
T ZOMEE. Tu—=BHRUNICRDETT /T4 TREETNDHI L
DTELRRFETY, ZOMEIE, 1~3600 DIEFZOREIET, 774/
MZ 30 T9,

* [Log Flow export destination IP] : 7 17— 57— O%(E: & 72 %, NetFlow
Collector ® IP 7 KL A FE 213 H A M,

» [Log Flow export destination port] : NetFlow Collector |Z X > TE =4 {1
5, 7m— 7 =4O UDP K-k,

[Zone Based Firewall] X— < - [Content Filter] % 0

Trend Micro N—ZAD a7 7 4 VB ) 7 &M HT 5121, [Zone Based Firewall] ~X—7
DZDH 7T, TrendMicro — "OEHGIF M AR ET H2HERNH Y £, DX 7 T, Trend
Micro DXk L OREHED X 7 u— K~D U 7 gt shEz S, ooz 7>
T4nH Y T ERMT 5, TrendMicro & DT 77 4 T T A7 U7 a o w#RGL,
B2 7 A7) Ty a ilEE X 7 v — R LTIOS T /3 AZA VA =)L T B LE)N
HYET,

FESF—Ya v R
[Zone Based Firewall] X— 27 7 B A4 H121L, IROWTNNEFEITLET,

« (FARLAE2—) FALREBRINL, TAAL RAEL I 2N [F7A4T 94—
(Firewall) |1 >[8&%E (Settings) |>[V—YU_R—RD T 74 T 2+—)L (ZoneBased
Firewall) ] Z3®R L £,

s (RUVv—bta—) RIT—kLIZXNL[ITF7ATI4—IL (Firewal) ]>[&%TE
(Settings) |>[V—2R—XD T 74 T 2+—)L (ZoneBased Firewall) | Z3R L 7,

s (v T a—) THRARELREI Y v I L, [Z7AT24+—ILEREDIHwSE (EditFirewall
Settings) | >[V—YR—RD T 74 T 2+—J)L (ZoneBased Firewall) ] Z3IR L £,

ESPEREENS

» [Zone-based Firewall Rules] ~X—3" (79 ~X—7)

B /- R—ROIFATIH =L IL—ILOEE
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[Zone Based Firewall] X— < - [Content Filter] % 7 .

S R AP T F AT T — L RV —DaLr T T4 NE ) T vy TORE

(49 ~—<2)

SR ADT 7 AT T F )b LD T

« =L R—=ADT 7 AT T F— L — L DB

T4—ILFEUITF7LUR

(3 =)

(16 =—2)

5 21: [Zone Based Firewall] X— < - [Content Filter] 7 7

BR

BLL]

Trend Micro Server Settings

Cache-entry-lifetime (hrs)

Trend Micro J—/3—~D)L > 7 7 v TERN)IL—H D —Ph
JVURL % v v = T—7 VIR DM, 2l SN 58X
0~ 120 T, 7 +/V MHIZ 24 T,

Cache-size (KBytes)

= Dua—/VURL Fv v aTHEATARRKAEY &,
A E N DHEPHIX 0 ~ 120,000 KB TF, 7 7 # /b ML 250
"C\‘j‘o

H—,3— (Server)

Trend MicroURL 7 4 V% U 7 S — _DEEEM KA A 4
£ IPT FLA,

HTTP R—  (HTTP Port)

Trend Micro $—/ 33 HTTP Bk &V A= 7+ 5 KR—F, T
7V ML 80 T,

HTTPS /"— ~ (HTTPS Port)

Trend Micro — S HTTPS #3R AV A= 745 KR—F, 7
7 )V ML 443 T,

Retransmission Count

P — NI DISENRIRNE XD, V=PIV I T v TERE
HXETHEE, FEETEAHEMIT1 ~ 10 T,

Retransmission Timeout

PN E DISEH V—F DT D%, &@PHIX1~300T
—g—O

77— K (Alert)

ATF—=KTNNXTy N A AT Va3 A y—U 0 syslog
IZaE—END0nE DD,

Trend Micro Server Certificate Download Links

Link to download certificates

CiscoIOS /L —Z 2 Trend URL 7 4 /L Z VU o 7 HR— ~DE5H
T& 5 CADIFHERA VA =T HX—=U%BEET,

Link for product registration

BT A & ARGEON— V2 E 9, "R —2 AT
L. —=Z 2 D0ENDH Y £77,

J—oR=Z20 7747 9+— L L—LOEE [}
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B (Add ZoneliEdit zonel 4 7O SRy 4 2

[Add Zone]/[Edit Zone] ¥4 7O Rv o R

[Add Zone]/[Edit Zone] XA 7 0 7R v 7 R &R LT, sRanzny —r (BEfT 57T
WABAL v H—T A A, =L FTIEY =D\ —) ZBMBLORELET,

FESF—Ya v R
[Add Zone]/[Edit Zone] ¥ A 7 1 7R v 7 AT 7 v AT HITiE, WOWTINEITVET,

s (THRAAE2—) TNARERINL, XA REBLIEZNL[TFAT 24—
(Firewall) ]1>[E&%E (Settings) |>[V—YR—ZAD T 74 7 24—J)L (ZoneBased
Firewall) | Z#8RL £, [V —> (Zones) |7 —7NVHNEHZ U > 7 LTHTOEM (Add
Row) | Z3i®IRT D520, fTHEHHAZAEZ UV v 7 LT [{TOMHE (EditRow) ] Z&IR L ET,

« BV v—ta—) BU—tLZEZnE[T7ALT94+—IL (Firewall) ]>[%E
(Settings) |>[V—UAR—XDT 74 T 24+—I)L (ZoneBased Firewall) |1 % &R L £,
T—TNVWNELEZ V7 LTHTOEM (AddRow) | ZEIRT 520, THEHELHZ Y v 7
LT [TOME (Edit Row) | 23R L £,

s (wyTa—) TRARELEIZ YT L, [Z7AT24—ILR) O—DiREE (Edit
Firewall Policies) 1>[V—Y~R—XMD T 74 774+ —JLIL—)L (ZoneBased Firewall Rules) ]
IR E T,

[V'— (Zone) 17 4 —/V RIZ/—r A& AT D0, BRI (Select) |27 Vw7 LT[A YV
X —7 A A L7 ¥ (Interfaces Selector) | XA 7T 0 7Ry 7 A5G Y — @I LET,

ESPERENS

s [Zone Based Firewall] ~<—3" (69 ~—)
¢ =V R—ADT AT T F =V JL—UIDONT (3 —)

= NR=ADT AT U F =V =L DFRE (68 ~—)

V= R—=ZADIIL—ILEEZRED STV a—TFT 429

= R—=ADT 7 AT T A=)V =) VIRIITT R, BETLH ET, V=2 — %
LT, 7781V b—, L AT gy b—b, BEORWeb 7 4 V% L—/L % | FiH
D7 7AT T4 =V =)L TERTEET, V=0 X=2ADT 7 AT U4 —)L L—)LTIIIE
WIS DT Vv a v BEFTELED, 778 ZAaryta—L AL (ACL) . VI A~y
7. BIOR) O —= o TG WS, TNHDT 7Y a rinbAERESRERETIE, £
SOEIRHBEALTDary 7 4 Xalb—gyavwry FAMEAESNET, (X7 7€
W=V VTR Y) V= R 2D T 7 AT U g —)L )L— L EREDITE OBITIE, 1% 1%
EH Y EFH A

TOBMEIERTEDIC, TITIEYS = R_R—AD T AT T =L — L FDI— L)
SAERINTFEREDOBBREHALEST, V—r_X—2ADT 74T 74— b— LA ERREB L
BT 7D, 2O My 7 OEREEFETIHLETIHY A, Z7EL, CLI (2w K

B /- R—ROIFATIH =L IL—ILOEE
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J—oR—ZON—LEBED RS TN a—T427 ||

FGALAHE =T 2 A R) ITHEBLTWAEE, £d— I Lo TEE L 2AWERERN A
RENDIERIT, V= _XR—2ADT 7 AT U4 — = VEBBEB LN T TNy a—T 4

T HDITT

MNP BSLOEE R H Y £

WORNRT =Dy MZOWTEXET, TNULDONL—VFH—DY —2 XT DR
—ERER L, NEY — U MO — BB D N T T v IR LET, ZhuE, A
VHE—Fy MIAININER Y hT—=IMWED T 7 4 w7 T, —LTlE, ROT 7=
CVEEFRLET,

¢ 10.100.10.0/24 3 X711 10.100.11.024 X NI = MbDFTXTHO T T4 v 7 & Ky

ERAR

«10.100.12.024 %> "I =7 MEDTRTCOHOFIP B LOFTIPS NI 7 4 v 7 % K v 74

o

EEDODXY NT—INEDTRTOETY—ET NS T7 49 0% R Nay 745,

¢ T _TOFTP/FTPS F 57 4 v 7
T4 v EERL) ERAE (BLOFFR) 15,

GBMOFMA AR vary R v— v EFEHLT, $XTOHTTP T 7 4 vV
ERET D,

s MBI, FRV DT RTDTCP/UDP N7 7 4 v 7 DA VAR Vg U wFITT D,

3= RTDI =R —=Z JL—ILDH|

| Mo, Permit |

SoUrcE

- B Local - Mandataory (7 Rules)

|l
z

3

v

\
v
v

<

o

10,100, 10,0124
10.100.11.0024
10,100, 12,0024

|
B any

]

BE ary
]

B ary

|
B any

| Destination |

Al

EE any
gl

BE any

Al
BB any

al
& any

]

BE any
]

B any

al
BB any

Setvice

2P
2P
SF

2P

SPp

2P
SF

(FTizFry 7E TV 5 10.100.12.024 »HD b F

| From Zong ToZone | Inspected Profocol  Action '
E@ Inside Eﬁg Qutside Crop
Eﬁy‘ Inside Ef'g'a Qutside Crop
Ef;_'? Inside Eﬁg‘a Qutside Ftp Drop
Ftps
Inside @ Outside Bittorrent Drop
E@ 2 Edonkey
Fasttrack
Ieg
Kazaaz
E@: Insids Eﬁy} Outside  Ftp Inspect
Ftps
G inside  C@ outside iR Hetp{HTTPpmap)  Inspect
; ’ | s
[[_T'Q Inside E[%a Qutside Tcp Inspect @
Udp 2

INHON— LV EEBT 5 &, Security Manager [FIR DX EA AR L ET, KT, SEEITH
<HHOZBAIZENENTOET,

A.

class-map type inspect http match-any HTTPcmap
match reg-resp protocol-violation

match request port-misuse any

J—oR=Z20 7747 9+— L L—LOEE [}
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B —r—=zor—neggEnrsinya—soy

policy-map type inspect http HTTPpmap
class type inspect http HTTPcmap
reset
log

class-map type inspect CSM ZBF CLASS MAP 1

match access-group name CSM ZBF CMAP ACL 1
!

class-map type inspect match-any CSM_ZBF CMAP PLMAP 1
match protocol ftp

match protocol ftps
|

class-map type inspect CSM ZBF CLASS MAP 2
match access-group name CSM ZBF CMAP ACL 2

match class-map CSM ZBF CMAP PLMAP 1
!

class-map type inspect match-any CSM_ZBF CLASS MAP_3
match protocol bittorrent

match protocol edonkey

match protocol fasttrack

match protocol icg

match protocol kazaa?2

class-map type inspect CSM ZBF CLASS MAP 4

match protocol http
!

class-map type inspect match-any CSM_ZBF CLASS MAP_5
match protocol tcp

match protocol udp

|

B /- R—ROIFATIH =L IL—ILOEE
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policy-map type inspect CSM ZBF POLICY MAP 1
class type inspect CSM ZBF CLASS MAP 1
drop
class type inspect CSM ZBF CLASS MAP 2
drop
class type inspect CSM ZBF CLASS MAP 3
drop
class type inspect CSM_ZBF CMAP_ PLMAP_ 1
inspect
class type inspect CSM ZBF CLASS MAP 4
inspect
service-policy http HTTPpmap
class type inspect CSM ZBF CLASS MAP 5
inspect
class class—-default

drop
|

zone security Inside

zone security Outside

zone-pair security CSM Inside-Outside 1 source Inside destination Outside
service-policy type inspect CSM ZBF POLICY MAP 1

!

interface GigabitEthernet0/1

ip address dhcp

zone-member security Inside
!

interface GigabitEthernet0/2
ip address dhcp

zone-member security Outside
!

ip access-list extended CSM ZBF CMAP ACL 1
permit ip 10.100.10.0 0.0.0.255 any
permit ip 10.100.11.0 0.0.0.255 any
|

ip access-list extended CSM ZBF CMAP ACL 2
permit ip 10.100.12.0 0.0.0.255 any
!

WD U A R TIX, Security Manager 0 /L — /L3 device-configuration 2~ > RIZ ED L 9 [T X
NLHpaEd L, Zon—basy FOBBREHBETELLO5ICLET, VA MOF I,
Security Manager /L —/L 7 — 7 )LD )L— ) FZZx LET FIOXESR)

1. ZOA—LTiE, 10.100.10.024 F > hT =7 NHEDFTRTO T 7 4 v 7B Ry 7 &R
%9, [Permit]. [Source]. [Destination], [Service] D&~ 4 —/L Kif, (K) TEZEINT
% CSM ZBF CMAP ACL 1 £\ 9 4ED ACL DIRFIOT /¥ A 2 fa—/L =2 |k
U (ACE) OfERICHERENET, ZDOACLIE., () TEREENTVWHIRI Y —=v T

J—oR=Z20 7747 9+— L L—LOEE [}
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CSM_ZBF POLICY MAP 1 DEAIDOFETEL—LEZEFKTH, (C) TEZRSNLTWEHZ T

A <7 CSM_ZBF CLASS MAP 1 /b innEd,

RV —<=v7 DX, Q) OS—r P—b ARV —DOERIMFHENET, ZORY
V= T RTCON— VNS = XTIZEN G TCoND HFETHDH=D, ) FH0E
KENTWETA,

1.

Z DNV TR, 10.100.11.024 %> T =7 MHEDTRTCDO RN T 7 4 w73 Ra vy &R
9, ZOA—E, (K) TEFSINTWD ACLIZ ACE 2B 52 & T, A—1
ICREAESNTWET, BOOREITL, L—L1 LRLTYT, 20D, L—1 & 20,
FERINZT NA AR EDOHE—D/—VZ72 ) £7°,

ZO—LTIE, 10.100.10.12/24 %> 8T —27 NEHOFTXTO FTP/FTPS N7 7 4 v 7 3
Fa v 7S EF, [Permit], [Source], [Destination], [Service] D&~ 4 —/ Kix, (L)
TEFEIN TS CSM_ZBF CMAP ACL 2 &\ ) 4R ACL OIERRIZER S E$,
[Protocol] 7—7 /L Cl&, FTP B LWFTPS 71 b 2V Zf5ET 5, (D) TEXRIINL T
%57 A~ v CSM_ZBF CMAP PLMAP 1 24k SvE 3, ACL I L WNFTP/FTPS 7 7
A=<y, (BE) TEREINTVWDHH LW T A~ 7 CSM_ZBF_CLASS MAP 2 Cffi
AENET, Zhicky, RETE 70 baLOBEBEDLEICESNT T 7 4 v 7 OFf
MAIRET LES, &K&IZ, EB) X, AV —~v7 (D) TH2OL—LE L TSR
ENRTVET,

Z DJV—)LIX, Bittorrent, eDonkey, FastTrack, ICQ. ¥ 72i% Kazaa2 D\ D7 v b
ANEERTHEECNLOETY—YT h 77 vV E Ray 7 LET, ZTONL—LIC
X0, NP — "B oD =207 7 A NVIEY =2 LTSNS Z & 2BE
FI, V= ET T AN NP Y —ERAOTRTOREG I E5EEICHEA S D729, ACL
FARETT, Rz, FEEIEX F) TERINTWAHAI TR vy
CSM_ZBF_CLASS MAP 3 6L ET, D277 A~y 7E, RV —~v7 (D
DE 3 DPEFENL— L TBRINTWET,

ZDON—IVE, ALEDOEE T DALE DS ~D FTP/FTPS b7 7 4 v 7 ZREL £7,
N, IOV —EARFRENDI EEFERLET, =3 1E, =580
FiZ®H 572 10.100.12.024 %~ 8T —Z NSDFTPFTPS b7 7 4 v 7 &9 TlZ R v/
LTWET, 20D, ZnoDL—LOfHREDEIL, FTP/FTPS K57 4 v 7 M3
10.100.12.0/24 LIS DT X TOKEETTICH L THRESN S Z L2 EW L £, [Protocol] 7—
TATIE, V=3 kT E2DOLREILT e halrfEET 570, HLWY T A~ 7t
ARETT, Rbvic, RIv—~v7 (D X, 77A~v 7 (D) #HHMIEIDI T
AHATELTERUETMN, SEld Inspect 77 ¥ a Y EHENET,

ZON—uiE, HTTP 7 7 ¢ v 7 Zfdi L. HTTPpmap &\ 9 A4 HTOFEMA AT v g
VIR v—=y 7 EEALET, HTTPpmap RV > —~> 7 (B) X, b T 7 4 v o0y
T A~ v 7 HTTPcmap (A) CTERSNTVWDLEHEL —~H T 258 ETTDT /v a v
PEELET, ZNOHO~ vy I TiX, HTTP 71 b 2)UTEKX T 5 HTTP#ke. £ 7-13R—
MEHT B HTITP R Z Vv b (Frv ) L, syslog=> hU ZAERTHILERD
LZEEBELET (Fa ha/bERK ER— FOBRAIK, - APE (DoS) HEDAE
MAERLTCWDAREMERH D 7)) » (A) & (B) OAGDLEIZEY, ZOFRI T —0
ERAEL— LR ERINET,
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[Zone-based Firewall Rules] XR— .

BIMD 7 Z A <7 CSM_ZBF CLASS MAP 4 (%, HTTP 71 k=)L (G) ZfRETH7-0IC
VETT, I, RV —~vv 7 (1) OESOIFAEZAL T L—UiF, AL AXT 9D
7T A~v7 (G) ZEM L., service-policy 2~ RIZitMiA > AT v a v ORY v—~ v
7 (B) W LET,

1.

ZDON—UE, TCP/UDP k7 7 4 v ZIZKT DA VAT a xRt L, NEx
FT—=I b A E =3y FBLOEDRY HH Ao TCP/UDP k7 7 4 v 7 ZFFa %
FOBAELET, H) TEZRINTWDZ TR~y CSM_ZBF CLASS MAP 5 (%,

[Protocols] 7 —7 WinH AR SN TWET, ZOV T Ay 7L, R —~vv7 (D

DB 2 DD DIL—LT 0 £,

BB, RU—~<v7 (1) OFE%EO cclass-default /L—/L & L THETAHEL—LRH
DET, ZOn—nE, KV —~<v7 () TZERINTNWDHLIZTFA Ty T D1 DL—
BLAWNT 7 v 7% Fuey X LET, 2 NEry NT—7 b A v H—F
F~DICMP b7 7 4 v 7 IXFFA S NVER A, S F I E 72 class-default L— /L D% E 51k
WZHOWTIE, 774V D Ray ZTEEOZEE (67 —) 2ZRLTIZ3W,

[Zone-based Firewall Rules] X— <

S R—=ZADT 7 AT U F—b—)uF, V=) CMENAA v Z—T 2 A AD T )L—
THCT7 7 AT U= AR —%—FEIZEALET, 2F0, /¥ —T=A AL/ —

1k
7\

1V UTHN, BEDA L AT a R —BNY — o fMad—HacBE+5 574 v
AN ET,

S=E NI T4y IRy NU— 7 ORIOEBICEEIT D & ZITREDRIROR G L 72D
BEREYERLET, VY—r BT TNV ROV = R—=Z T 7 AT 74—V R —F, [T
RS (denyall) 1 TT, ZD7=d, RU —NHRMNICHE SN T RWEAIE, V—r
MOTXTONT T4y IR Tay 7 ENET,

)

GE)

N— = 421 LUK, Cisco Security Manager ClX, 3+ X COT7 7 U —va v h—E R L—
A e A —2 HHIALAY— 2 —%  BE CiscoIOS Y 7 h v = 7 CHEIME
TEHTRXRTOTFT S, ZTHONT, NAEEF RSOV R — F 2T R — &Rk

TLET,

[Zone Based Firewall Rules] ~—121%, BEREINTNWELY =0 RXR—ADT 74T U+ —)b
=DV A MPEIREN, =L ZIBIN ik, BLUHIBRTE 7,

Je

i

F A= NI T, T NADIFII Ny v a w— I RNER-> THERRINET, HES
BT BHE. T A== IUIT A ADLHIRENE T, FF O VTR, v—rdD

AX=TMEET 4 E=TMEESZR LTI IZE0,

J—oR=Z20 7747 9+— L L—LOEE [}


csm-user-guide-427_chapter12.pdf#nameddest=unique_660
csm-user-guide-427_chapter12.pdf#nameddest=unique_660

J—UR—ZADIT7 AT+ =L L—LDOEE |
. [Zone-based Firewall Rules] X— <

FTEZF—Yar R
[Zone Based Firewall Rules] “X— 127 7 A F2121E, ROWTINEFEITLET,

« TSR a—) TAALRZBIRL, R —R LI EnL [T7 AT VA —b
(Firewall) ]>[f%7E (Settings) |>[Y — v X—ADT7 7 AT 74—/ —/L (Zone Based
Firewall Rules) ] Zi#&N L 4,

s RVv—¥a—) RV —FATRVLIEDNL[Z77A4T U+ —/b (Firewall) |>[V —
VR—ADT 7 AT U4 —/L)L—)L (Zone Based Firewall Rules) | Z3&R L F7, HLW
RY =2 BT 50, ERITBEFORY —% IR L £,

c (RyTam) TAA ALY v L [T7AT VAR —Of% (Edit
Firewall Policies) |>[Y—>"X—RAD 7 7 A 7V 4 —/L/L—/L (Zone Based Firewall Rules) ]
TERLET,

BEETE B
= R—ZADT 7 AT T F—I)L )L—LZDONT (3 L—)

o= R—=2Z2ADT AT U F—LL—LDEM (16 X—)

T —TNDT 4 NEY T

T4—ILEY)TFLUAR

% 22:[Zone Based Firewall Rules] X—

2% FBA

&5 ZOFFIL. VA MDIEFICEIT 5V —LONEZ7 LET, [Up Row]
RNE B X O [Down Row] R Z V2 H LT, BIR LI A—/LONEZE
HTEET,

#FAl (Permit) | V—/V T RT3 7 4 v 7 BIFAESNH0MEGR SN0 ERLET,
o [Permit] : kD F = vV v—27 L LTRRINET,
*[Deny] : AT v aD A>T REDIE LTRRSNET,
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[Zone-based Firewall Rules] X— 2 .

LS

Bl

V=R

W=D KNTFTT 4T DERFET, *y NT—TFidexF2) T 07—
FNCTDHZENTEET, o= MU, T—T7 B ANOEB] DT
WCFERRSINET,

[y hU—7Z7 (Network) ]: ZD/NL—NLDEETE LTERINLTW
DAy NU—7 KRAN, FLIEXIPT FLAFT V27 FBIOE
Foo [All-Address)] A7 ¥ =2 NI, V—VEREDRA FEITH Y
U —=ZICHIR L £ A,

INDHDEROFHEMIONTIE, Xy NT—J/HRANET V=7 MZOW
TBLIORY V—EZTDOIPT FLADIETEEBZR LTI EE N,

G¥) N—3 3 421 LI, Cisco Security Manager (X, 9_XCD7T 7
Vy—vary h—ER —F HEP—ERL—F 1A
Y —E A N—H BIOCiscolOS V7 k7 =7 TEIET S
FTARTDOT A ANZDONWT, ATEEF T IIHLEERE O Y AR —
Mgt AR — F AR T LET,

BHRREMOEER L AEDET, FI 74 v 7O BaT N TOEERL
BLT7R—ORTHIRLET, 2L 2E HESNTZHFETLT L R
WINBREINTRESNTc2—YF T 7 4 v 7 TT,

W=D LT T4y D5, Fy b= ElFtFa VT 47—
T2 eNTEET, HEOT FUIE, T—7 R ARIERIOITIC
FRENET,

[y hU—2 (Network) ]: ZD/L—LD5se s LTEREIN TS

Fy hU—7 RAM, FTIIPT FLAAT V27 FBLOER,

[All-Address] 47 Y =7 ME, V=LA EEEDOKRA NEFIZX Y R
U— 7 ZHIR L EH A,

INHDEZBRBDFFMMZONWTIE, Xy NT—J/ARA ML T V=7 MTHOW
TBIORI V—ERTDOIP T FLADIREEZZHRL T 7ZE,

GE) N— 3 2421 LIFE, Cisco Security Manager |%, 3XTD 7T 7
Vr—vary =R =& HEF—ERAL—F A
B —E A L—H  BELUCiscolOS V7 b7 =7 TEIET S
TRTDOT /A RTDNWT, ANTEEE T2 ITIRRERE O Y 7R —
Mo R— MR EKR T LET,

B EMOAAE L HAEDE T, N T 74 v 7 O—HET XA TCOEES
Gl o —DORIZHIBLET, 72 2E, BESNTHETT FLAHMH
AN LRESNTZHRESNT 22— T 7 4 v 7 TT,
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. [Zone-based Firewall Rules] X— <>

J—UR—ZADIT7 AT+ =L L—LDOEE |

LS

Bl

H—Ex

ZONL—=NTREESNDNT T4 v I DEATHERT HI—E X, —
ERIE, R baLtBI R = MEREIEET 247 V=27 PTERSN
F9, S OWVWTIE, —bERES—ER ATV PBLOER—KY
ANFTV 2l NOBREFEEESRL TIIEIN,

From Zone

ZON—NE, T DBBEIND T T4 v 7T HEA SN E
KR

To Zone

D=L, TV = EEEETDH RN T T 4 v 7 I EASNET,

Inspected Protocol

= ANBIRENT=T 72 a v F(T+TH7a bajl,

HAE

—HL7=7 v b a VOB GEE#NLET,

*[Drop] : = L7774 w73 A L Mk yFEET, T
RTO T 74w ZICHEHHESNDT 74V N T 7V ay,

* [DropandLog] : = L7+ 77 ¢ v 713, ki, Fry7anE
7

e [Pass] : L—HZE, — B L= bT 74 v BEETY — bl —
NTHAE L ET

«[Passand Log] : N7 7 4 v 7 Migk S, InESNET,

s [Inspect] : IRKEERX—AD T 7 4 v 7 2> hr—/b, [Inspect]if, Port

to Application Mapping (PAM) (Z323W T, FFEDO 7w haro 7 7
Vor—varAvAXyvaviary bn— Vet s,

» [Content Filter] : WebFilter /X7 A —# ~ » 7§ 72 |3 WebFilter R U o —
Y TIESSHTITP a0 T Y A Y ART g v,
GE) Oy A7 a il oT, VAT A RS Ayvb—URARS

NET, ZNHDAyE—VE2X ¥ 7 F ¥ $ 519 TsyslogH
FUTDPRESNTND Z L EMERT HHENH Y £,

F7a v

ZON—ZEHD B THENTNDEA VAR v ay NI RA—H <y,
[Inspect] 77 +/ = > & [Content Filter] 7 7 > 3 » CHEFHEHTE £7,

A7 =Y

N—ZEI B ToND AT AV, BT AV AT LE v—n&AtT
Tl bayBBLOMRITEET, ATV AT V=2 FOEMESR
LTL7EEY,

B!

ZON—OBA ERESHTODESE) o &K 1024 XFE2EHTE E
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BBEDOFIr v b

=)LV DEEE TN BEA T b= F 7y hEFRRLET, [REDOTF 7 v
k (Last Ticket(s)) 15IOF 47~ hID %27V v 27 LT, F47 v hOiEf%
KL, TOFry MIBEITEET, MET 7y MEBI AT A~D Y
YIBRERESNTWDEAE, F7 v hOFEMNDED T AT NMIBEIT
b TEET ((F7 v MEFL (TicketManagement) |-<X— % &H)

S
(Query) 1A%
Ve

RV =72 ) BFITLET, EfT7T5E, L—L a3 LT, 21
SR WVHIBR A RE/2 N — VB ETCEET, RV —27 2 — LR —}FOD
EkEasR LT a0,

[Find and Replace]
RNE L OBARSE
7oA a)

T =T INVNTONL—VORBRLEEB LRI THIZDIZ, IPT FL AR
Vo —F 7Vl MR EDL—V T —T VOB BRFELET, L—/L
T—7NVOHEBEORR L ERESRE LTI EIN,

[Up] R v

BIRLENAL— N ETF—T LNT T REICEBEILET,

[Down] R & >

BIR L — L E T —T7 LN T T RICBEI LE T,

GEAN (Add) AR
g

B LU L— L & VR T & % [Add Zone-based Firewall Rule] 1 7 1@ 77K v 7
2AEPEET,

[fm%E (Edit) 1R
X

T =T NVNORIR LT/ — NV OFREIZHEH LE 7, [Edit Zone-based Firewall
Rule] ¥4 7 7Ry 7 A%B&E 7,

[HIBR (Delete) ]
N

BRIV — V2T =T VN LHIBRLET,

J—=UR—=ZADITF7AT7OF—ILIL—ILDEMERE

[Add Zone based Firewall Rule]/[Edit Zone based Firewall Rule] # A 7 1 778 v 7 A% L C,
CiscoIOS B L WNASR T3 AZKT DS =0 RXR—=ADT 7 A4 T U 4 —/)L L—)LZBIMNEB L)

e LET,

FET—2 3 RR

[Zone-based Firewall Rules] ~=—3" (79 X—37) /b, [Fl0iEM (AddRow) | R¥ %27 U v
7350 FTEZRIRL T [{TOME (EditRow) | RZ 227U v 7 LET,

BEEE
=R ADT 7 AT T FH =)L JL—LIONT (3 R—)
=V R=ADT AT U/ =V DRIE (68 N—)
U RN=ADT AT Ut —/Wb—L OB (16 ~—)
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3= 23:[Add Zone based Firewall Rule] & & U [Edit Zone based Firewall Rule] 44 7 Q45 1Ry 9 R

E% EL)

=L DOAF | BEIRENTWEESIT. BRENMEMBLIOEBREINZHE TIL—ILNTINA R
ik TAX—T MR EF, V—AEHIRETICT 4 E—7 2T 5121E, 20
(Enable FT v a v OBREMELET,

Rule)

cFZT7 4y |ZON—NARNHEAEIND NTFT7 47 7a—%EHRLET,
7

—% —BLTE b T 74y 7 AT OER T oM E D ERRLES, ZoF
(Match) | ¥ a Y OFEHIZOWTE, V=0 _X—2AD T 7 A T 7 % —/L/b—/L® Permit/Deny
LT 7 arEORRKRIZONT (9—2) ZZRL TSIV,

V= ZON—=NDETT 47 —AERELET, Xy PU—T £ X2 Y
FATN—FIZROET, RO 1 DOULEDF A TFDOY =T LT, EEEIT
F T2 NEEANTT DN, ATVl M EBIRTEET,

GE) INHDT 4= FOWTRNC, BHE TR T, 1o
PLEDEZ ANET,

Ry NI —F _XFESFERFY NT—2 KRR, BEIOIPT FLADE
Fh, N, FFA TV =7 bELTHRETE £9, [All-Address)

FT 27 NI VA EBEEORA NEFRIZR Y FT—ZICHIBL &
/1/0

INBDERDOFHFMIOWNWTIL, Ry FT—J /KA MEFT V=7 MO
TBLIORY S —EZTDOIPT FLADIEEEZSRL T EE N,

GE) /N—30 = 421 LB, Cisco Security Manager X, XTCD7 7Y
FeYarP—tRAN—F BEI-EA =4 MBAHBF—E
AN—H  FBENCiscolOS ¥ 7 b =7 TEMET 5T XTHOFT N
A ANZDWT, ANTEEEITILERREO Y R — FaGieth AR — b
ERERET LET,

A E MO L HAEDLE T, T 74 v 7 D—HETRTOEREEG T

7 —OHIHIRELET, &2, BHESNTZEFILT NV RAEHND L
FEn-BeEniza—¥ 77 1 v 7 T1,
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TON—NDRNTT 4 DBEERELET, Xy hU—2Fidtx=2
T A ITN—=TICTEZLENTEET, RDOLIOLUEDH A T DY —RITH LT,
WMEFIZIA T2 VAEANT DN, A7 027 FEBIRTEE T,

Gx) INHEDOT 44— ROWTunT, HEEZ I~ TRY-T, 12
PLEDEE ANLET,

Xy hNU—7 _SFSFRRXYy RU—2 FAM, BERIPT FLADE
FAh, NS, £EA TV =7 FELTHETE £9,  TAll-Address)

FTV 2l ME, VA EBEDORA NERITR Y NU—ZIZHIB L £
Ao

INGDERDFEMIZONTIE, Xy NT—Z/HFANFT V=7 MION
TBIUORY > —EHRFTDOIP 7 FLADIBEEZSRB LTI N,

GE) /N—30 7 2421 LI, Cisco Security Manager X, X COH7 7'V
Fea P —EZN—H AR —F | AR —
A—H  BEOCiscolOS V7 b Y =7 TEHET 5T RXTHOT N
A ANZHDONWT, NTEEFTITIEERO Y R— M 2B R— b
BEREKT LET,

BAREEMOMEEE LA BEDE T, N T 74 v 7 D0—HE2TRTOERLET
Ta—ORZHIBLET, 72L& XX, FBEINZEETT KU ARBENN LI
FEanlifmEsnla—Y 771 v 27 TT,

H—E=x

ZOL—LTREENDNT 74 v I DEA TEEHRTHYI—E XL ELE
T, P—EZ2AF TV FBLOY—E R A4 FOEBEOMRLE DY GARI
7n hantiR—FOMAEDbYE) 2~ TRUS>TANTEET, 204
Ta VOFEMIIOWTIE, V= R—=ADT 7 AT T —/LL—LD Services
L Protocols DRURIZDOWNWT (13 X—) ZZH LT &,

= REANTHEHEAIEL. ARMEOANTZRD BN ET, [Select] &7 VU v
JLTC, VAP —ERZEBINTHZLHLTEXET, Y—EREHBETS
FEOFEMZOWTIE, P—EALE Y —ERA AT V27 bBIOFR—F U R L
FT7V 2l NOBREEEESRLTIIZEIN,

From Zone

To Zone

HAR S — 0 R—= 2D T 7 A T I —/)L L—)LZHEFMTT, 2FEH, 25
DY — BT —FHACTE BTN 74y Ju—%ERLET,

ZDON—=ND T T 47 T70—NRIEIND =B ANELTEKRL, b
ST 4T MRNDED ) — o B ANFETITBIR L E1,

[Advanced]
RY

REM#PH A 7 L 3 o 23R T& 5 [Advanced Options] ¥ 1 7 &2 7' 7R v 7 A% B &
F9, V=12 _X—=RADT 7 AT U4 —/L b—/L : [Advanced Options] ¥ A 7 1
TRy A (88 —V) EBML TS,

T ay

ZON—NE—ETDHINT Ty ZITEASINDET 7 vay, BBIOT 73
UERBR L ET,
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[Action] :
[Dropl,
[Drop and
Log].
[Pass].
[Pass and
Log]

[Fa v (Drop) |: fE LY —ERIHTHTRTOry YA L
YRRy LET, IRTON T 74 v 7 ICHEHENDT 74V 8T
Jva v,

s[Fry 77> KuZ (DropandLog) 1: —EH L7 FNT 7 4 v 7%, BFkS
. Rey7snEd,

o [/XA (Pass) ]:/L—HFiE, —E L7y FE[EFEILY — (FromZone) |
ME[5EH Y — (ToZone) |WZHatLET, VX —2 bT 7 4 v 7 1338#%
SNz, UE—2 R T 74 v 7 HIGEMONV— )V EFRET BN
bV ET, ZOFT v alE Psec THEILENTZ N T T4 v 7 EDT
=3 N halb el D VA SR I

CUSAT YRR R T Ty RSN, BESET

INHDT 7 v a Ao TL, [7Fu hav (Protocol) |7 — 7 /LVORED [
R (Select) |AR"¥ %27 Y w7 LT [Protocol Selector] ¥4 7 a2 7Ry 7 A (90
=) RS ZEICEY, BETDH 12U o7 e Fa v z@RTE £,
72720, ZIUIMETIEH D ¥ A, [Protocol] T—T NEZEDE FIZL T,
[Sources], [Destinations], 33T\ [Services] /3T A —HIZIHDSNTCNTF T 4 v 7
ZETH ey I TEET, ERICT. ChBITEET 78R L—1TT,

[Protocol Selector] A 7 1 778 v 7 A Tl&, R L7717 k210 Port Application
Mapping (PAM;/R—h 77V r—v g ~vw ) RIA—FERFETED
[Configure Protocol] # A 7 7Ry 7 A (91 _X—) [ZHT 7 BATEET,
GE) 0By A a i oT, VAT AT AvE—URERINE
Ty TNHEDAvE—VEFY 7 F ¥ T 5L )T syslog X 7 H
RESNTWNWDZ EZMERT HLEND Y £,
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[Action] :
[Inspect]

[#i# (Inspect) 1ITIRFBICHSL b T 7 4 v 7 HEIEREE L £, T34 A,
TCPRBEIOUDP h T 7 4 v 7 ICET AR EZIT® Y v a VIR EHRT 572
O, BERERICHT AV X — N T 7 4 v BRI SN E T,

BIRL7ZL A Y4 (TCP, UDP) 1o Fa/LB LWL A ¥ 7 (HTTP. IMAP, A
VAR N A=V BIOETY—ET) Fa b a i SnWiEoNr
AV ART v arvEEATIHAE, 2O T ar @Rl 4, EBRLE
70 haVDOPAM LIRETE, T4—T Xy b A A7 g (DPI) %
WELTC, LAY 77a haroBiora b a)VEEiERE2 Rt cx 9,
PRIz OWTIE, VR AD T 7 AT U= R —DA AT 7
Ry T ORE (195—2) ZBRLTIEEN,

1. [Zm = kv (Protocol) 17 —7 /L DEED [N (Select) | K& %227 v
L T [Protocol Selector] %4 7 27 HR 7 A (90 X—¥) % Z LIk
D, A AT g NF LTI DU EDOT 8 Fa L2 RRTE £,

2. [Protocol Selector] %A 7 B 7Ry 7 ATiE, HAX LT v Fa/La{ERL,
B L7278 h 2/l PAM B LU DPI /8T A — ¥ %ZfFtE T & 5 [Configure
Protocol] XA 7 7Ry 7 A (91 =) IZHLT 7 ATEET,

3. [&E/XT A —% (Inspect Parameters) | : Z D7 4 —/L RIZA VAT T3
VRTGA=R vy T DARITEANTIT D 1T B (Select) ] A 3IR
LTCUARARNNBERTEZ LT, WA~ XRENT-—HOER., ¥ 127
7 h, BXOZFOMOREZEHATEES, #RVA NS T TRy
AMBHLNA LV ART gy NI RA—H v TEERTLIZELTEE
Ty FEHICOWVWTIE, A VAT v ay NI A—F vy TORE (41
N—=) EZRL TN,

A UVART g RNTRA—H T ERBELRWEA, T 740 MRENMEA
EhEd,
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[Advanced Options] ¥ 7 O Ry R
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[Action] :
[Content
Filter]

[T Y7 /0% (ContentFilter) | TlX, f8EINTo/RNT A —=F ET2TRY
Vv FNHESS URL 7 4 V& U 7t & E4, /L—F S HTTP %3k
ERATZEL, 7a haBEEOBRELETLET, o, LET, EREFF
AT BT 0y 7T HNERET DD — Ro8—F ¢ 8 — N ITHE L &
7, WebFilter /N7 A —4% v v 7 ZHTEES, ZOovy 72k, vn—h
URL U & k| 3 X USMNH SmartFilter (LARITO N2H2) <> Websense % —/3725 D
BRI S 74 Z ) o 72 EH L ET, £/, u—A/L, N2H2,
Websense, F 7213 Trend Micro 7 4 V# U 7 5 —XZ|ZT 7 & A4 % WebFilter
Ry o— <=7 xR TEET,

1. 77varvélLT[aryTr Y7 L% (ContentFilter) |RININ TS
e, HTTP A7 a2 b2 e LCTRRESNVE T, [Configure] %7 U v 7 L
C. HTTP PAM 3% E % L. HTTP DPI ~ v 7 % i ffl C& % [Configure
Protocol] XA 7 7Ry 7 A (91 _—) R ZEMNTEET,

2. [Vx=T T 4K INT A —H~< > (WebFilter Parameter Map) ] L7213 [V =
77 4 AR —= 7 (WebFilter Policy Map) ] Z3#IR L. #8lRr~ v
TOLRIERE LET, W7 [Select] R¥ %27 U v 27 LTY A RND
vy T EERTEET, BRUA N XA TalRy 7 ANbH Ly
PR THZLE L TEET, ThHD~ Yy Z7OREDFHMICHONTIE, V—
VR—ADT AT I F—NVR) T —=Dar T Ty NBE ) T
DEE (49 X—2) ZZRLTIIZEN,

3. [&E /T A—% (Inspect Parameters) | : 2D 7 4 —/L RIZA VAT T3
VNG A =B =y T OLRTEANTIT B0, FTE IR (Select) | &R
LTCTYURMPLRIRT D2 LT, WAX~YA REINT=—HOBE, XA LT
7 b, BXOZOMOREZEHATEES, BRIVA NS T TRy
AMBFLNA VAR L ar RIA=E vy TERERT 52 L HTEE
T, FEACOVWTIE, A VAT v ay RTIA—H <y TORE (41
N—=) ZZRLTIEEZ N,

AUVART v a Ly RT A= 2wy T ERELRWESE. T 740 MRENMEM
ENnET,

B!

(EE) V= T—=TNERRTDH L EITN— N EHBRT D DI DRK
1024 CFOFAE AT TEE T,

el

(EE) W= ZAT TV ZFETT, =LA T V=2 FOEAL IV
WAL CHZENTEET, A7V A7 V=7 ol 22 L T2
Sy,

J—UR—=ZAD T 74T 24—I)LJL—JL : [Advanced Options] X4 7O TRy I R

=R A

DT 7 AT 74— )L—/L® [Advanced Options] & A 7 1 7R v 7 A& L

T, FFEDOHFEHEIAERE Y — 2 _R—=ADT 7 A T T 4 —/L JL— VA L E£7,

J—UR—ZADIT7AT
88

DA —ILIIL—ILDEE
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J—=UR—=DT 74 7 I+—IL JL—)L : [Advanced Options] 5«4 7O SRy o X .

FESF—Y a3 nRR

[V—2RXR—=ZADT 7 AT U4 —LL—/LDEN (Add Zone based Firewall Rule) /[~ — ¥ X—
ADT 7 AT T A —L—/LDftE (EditZonebased FirewallRule) ¥ A 7 2 7Ry 7 AD[
774> 7 (Traffic) 187 a2 T, FEMERE (Advanced) | RZ %7 U v 7 LET,

ESPEREY=]

« S R ADT AT T F—)L L—LDOBEIMETRE (83 2—)

S R—ADT AT T —)L L—LZHONT (3 R—)

T4—ILEY)TFLUAR

% 24: [Advanced Options] 54 7 O 7 1Ry 9 R

LS

Bl

I FH] it
(Time
Range)

COMEETIZ., O =2 R—ADT 7 AT T A —)VIL—ILT 7T 4 T
HHMAEERTEET, HEEELZEE L2WEGEER. VAR, £L
THEWIZT 7T 4712 F£9,

RFIEA 7 2 = 7 FOATHTE AT 270, [ER (Select) 1227V v 27 LT
[Fefil#iPHE L2 # (Time Ranges Selector) | ¥ A 7 0 7Ry 7 ZADY A Rk
BRLES, 20X ATl Ry 7 2T, BRHEHEA 7V =7 FaEll LD
Mite CE £7, FEMIZOWTIL, FFHEMHA 7Y =7 hOREELZRL T
S AN

FFa v

TOMEETIZ. TS = R—ZADT AT U F—/)L )L—LT
initial-packet-fragment & 7= |3 established-connection iRz i ] T& 9, DO
THOOAT v a v ERIRLET,

«[72L (None) ] : packet-fragment ¥ 7= | established-connection il FR 1@ FH =
WEHE A,

c[7F 27 A b (Fragment) |: BRI TWDEEIX, A—/L 3L
DNy K77 A MIEHESNET, 777 A2 MIA—MZiE-T
FFAlE R IER & ET, AT A h~X—,3— [Access Control Lists and IP
Fragments] 12, ' —2_X—ZAD7 7 A T 7+ —/L)L— LT BT 580
R VAT A=Y A QA=

[FeST3#5 7 (Established) ]: TCP 712 k 2L DIBEITIZNT ., MeSLHE I D2
feaERLET, TCP T —# 7T LI ACK £72IXRSTHIEIE ~ FA3F%E
SNTVAEGAIC B LET, —BLAWr—2%, EaBkT 5485
TCP 7—% 77 AT,
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. [Protocol Selector] # 44 7O 4 /Ry o R

[Protocol Selector] 54 7 A4S KRy o X

[Protocol Selector] XA 7 0 7Ry 7 A%EH LT, V= X—=ZADT 7 AT U+ —/L)L—/LD
N7 4y 7 ERO—EE LT, 1 DL EOBETR ba i fBELET,

[Protocol Selector] ¥ 7 2 7Ry 7 ATlE, WAX A7 FalvOERBLOREFO 1 =
JL @ Port Application Mapping (PAM; R— ks 77V r— 3 v vy B 7)) RXT A —X Dk
W2 C & % [Configure Protocol] # A 7 1 77K 7 A2t 7 7 ATE £, [Configure Protocol]
FATUTRy 7 AT, FFEDOT v hIVOFEA AR v ary R vr— <y 7 BX

O7'a FaUERART A= <y 7HERLET, FHMIC-DOVTIEL, [Configure Protocol] & A
TurZiRy s A (91 X—=V) EERLTLIIEI,

FESF—2 a2 R

[Protocol Selector] %4 7 7 778 v 77 A|Zi%, [Add Zone based Firewall Rule]/[Edit Zone based
Firewall Rule] # A4 72 /Ry 7 A (V=2 _X—=ADT 74T 74—/ b—/LOIBNN & e

(83X—) THHLTWET) BT 7 EATEET, WTh»oX AT rl Ry 7 AT,
[Content Filter] AN DT 7 35 &ER L, [Protocol] 7— 7 /L DRED [Select] R¥ > %7 1
7 LET,

[Zone Based Firewall Rules] 7 — 7 /L DALE D= & U @ [Inspected Protocol] 77 7 L& 427 U v
7 L CH 5 [Edit Protocols] Z84R7" % Z & T, [Protocol Selector] Z A 7 1 7R v 7 A%<
ZENTEET,

&R R
S R—ADT AT T A=)V =L ONT (3 =)
=L R—ADT 7 AT T A —L — DB L E (83 —)
e ARV —DFT V=7 hOEIR

* [Configure Protocol] XA 71 7R v 7 A (91 _—)

%= 25: [Protocol Selector] ¥4 7 OS5 Ry 49 R

EEE SR BA
Available S R—ZAD T AT T AN — VK LU TGRIRTX A1 fa o
Protocols U2k,

(= [Selected Protocols] 7 7 LD F D [Create] R¥ > %7V w27 LT
[Configure Protocol] # A 7 v 7R v 7 A (91 X—) ZH<
LR, AAZ LT b AV EERTEET,
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[Configure Protocol] # 4 7 O J' Ry ¥ R .

E%x SR BA
Selected Protocols | = D' — 0 R—2DT7 7 A T 74— L )b—LIIH L ORIRL7Z 7 1 h o
DY A B,

Bk [Selected Protocols] 7 7 A THEFAEX /RSN TWH 71 h Lo
Port Application Mapping (PAM; R— k 77U rr—y g v < v
v r) BREEME TEX T, [Selected Protocols] 7 7 LD T
@ [Edit] "% > % 2 V » 7 LT [Configure Protocol] # A 7 &
Ry A (91 _X—2) #HEET,

[>>] K& R R STV D 7 | R 3L % [Available Protocols] 77 7 A7 6 [Selected
Protocols] 7 7 AMIHEE L £3, Shift ZH LN 5DZ Y v 7 BIL O Crl
EMLARNOGDI Y v 7 LWOEEEREELMHEN LT, ST e F=vz
BRTEET,

[<<] R &~ FRFHFE R SN TWS 7 1 2L % [Selected Protocols] 7 7 A7) 5 [Available
Protocols] 7 7 AMZRE L ET, Shift #f LN 6027 Y v 7B LU Cul &
LN ED7 Y v 7 b W) EEKREAHEH L T, Sko7m har i
WexET,

[Configure Protocol] 54 7B 45 Ry R

BrEDZT v har 47 Y=7 hOFEIRIZ L - T, Port Application Mapping (PAM; -R— k 77
Vr—vary<obt ) "TA—4 (LA¥47a balltR—k BIUOA T a0 T
EDFy NT—=7 ERAR) ZERTDNT Y MM UARI v a vy =0 RXR=2ADT 74T
U x = UCRETE £, LA Y7 (HTTP, IMAP, InstantMessaging, 5 XM7Y —
7)) Fahanildt, 2o a FaViZEAOFEMATy B A AR g s R =%
GHHIENTEET, Y=o N—ZADT 7 AT VA=A A—LOEFFOT 1 k2L OER
IZOWTIE, V=0 R_R—=ZADT 7 AT U5 —/L L—LDBMERE (83 2—) 2L
TLEENY,

[Configure Protocol] # A 7 0 /'R v 7 AL, V=2 RXR—=ADT 7 AT 74—/ )b— )L THEHT
LHFEOT T N AVERORE, BLXOWAZ AEBEOERICERSNET, &2 Fo
Fa L TC—MELIFTRITORY NU—2IZF 74/ b R— A L WEEIZ, Bied
R—h~ov b 7E2RETCEET,

FEF— 32 R

[Configure Protocol] &4 7 7 77K w 77 AlZiX, [Protocol Selector] % A 7 1 77K 7 A (90 ~—
V) MHBIRDE T 7 EALET,

* [Selected Protocols] U A kD TFiZd 5 [Create] (+) R"Z %27 Vv 7 LT, FHHH7a k=
NEAERT D,

* [Selected Protocols] Y A h T’ f /L z2ER L, [Edit] ($h%E) AFX %27V v 7 LT#
OFa haLEEET S,
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. [Configure Protocol] 51 7 BT Ry o R

REETIE B
o = R—=ZADT 7 AT T F—)L L= LI DONT (3 —Y)

SR ADT AT T F—I— DB (16 ~=—)

* [Protocol Selector] %A 7 2 7R v 7 A (90 ~—)

5% 26 : [Configure Protocol] 54 7 O R w5 X

LS

Protocol Name |@iR L7- 71 a2V DL, HAX L 7 a )L {ER L TWAE5EA1T. &
K19 XLFOLFEANTEET, DAX AT harfifuse-0nbiEE D

t8A

VERHY £,
Enable ZOXx T aE, 7Y —¥7T (eDonkey, FastTrack, Gnutella, Kazaa2)
Signature 7'u b anEfEET DA ERNTE £,

ZOFTva kA X—TNMIT H L, Network-Based Application Recognition

(NBAR; X NI =T R—=RXTFVr— g Vi) t=2—UAT 4 v 7R
FNT T4 v 7 IHEA SN, BFEDOPPT T = ay T T 4 BT ER
T Ttelltale] VBHINFET, 25D telltale (21X, R—FHRv B 7, B
FONT 74 v 7 BRHEERRET 272007 7V r— 3 VEEDZ OO %
EREENET,

C2) IDOVRAD T T 4 v A AR v Ek, CPURED
BB LRy hU—2 Z—F > FOERAE O E T,

Deep Inspection | = D473 3 > 1%, H.323, HTTP, IM (AOL, ICQ, MSN Messenger, Windows
Messenger, 33 J U8 Yahoo Messenger) . IMAP, P2P (eDonkey, FastTrack.,
Gnutella, Kazaa2) . POP3, SIP, SMTP, SunRPC 7'®m h 2 /L& iRET 55
H. BRI = R=2ADT 7 AT T =/ —Ix LT [A (Inspect) ]
T a yRBEREN TS EAICET M T T,

BT e ha v CHEHAT LA AT v a R v—~v vy TO4FITE A
NERFTERLET, ZNHORY — < v 7OFEMICOVWTIE, V—r
R=ZADT 7 AT T F—I R —DA L ART gy vy TOHRE (19
N=) AL TIEEN,
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[Configure Protocol] # 4 7 O J' Ry ¥ R .

LS

5iBA

ol

Protocol Info

ZOFTvaviE, A VAX N AyvE—U Y (AOL, 1CQ, MSN
Messenger, Windows Messenger, 35 JX (" Yahoo Messenger) & Stun-ice 'R b
ANV ERET DA TS RRE T,

ERL-T 0 harTERT 7 e halfff 7 A —% v v 7O4HTE A
NERFTEBRLET, INHEONRTA—F < TiE, ZN60T7 7Y r—
va v EEETADNS Y —REERELET, ZONRTA—HX vy ITLD,
Instant Messaging (IM; f V' A X N Ay —=2 0 7) TF Y r—a vz
PUNIM T T 4 v BRI, FOMT TV — g COREFESRY
v—EEATEET,

INHDNRTA—F = TOFEMIONTIL, Fu ha L ERAAT A—X
VYT ORE (44X—) R LTLTIEZN,

Port Application
Mapping

INHDOF Ty a TR, B L7717 b 20 ® Port Application Mapping
(PAM; R— K 77V —vay vy B D) RNIRA—HENAZ~<A AT
TET,

A==y

IOy T DRI UAR— Fa b EERLET,
« TCP/UDP
* [TCP]
« UDP

H—0DR— N, HEOFR— &S, £33 — FO#EFH (60000-60005 72
E) BAEEICHAEDOETCANLET, o= M) 2 ET L2561,
Ho<TEREYIN FET, T~y B TINTWAR— k& EET LA
FBELRNWTLZEN,

Fy hU—7

Zo7a ban/R— vy BT RREEOR Y MU — 27 TR A METIC
WTDLDOTHLIHEEIEL, Fv NI =7 FIFEA FOARTEZIZIPT FL
AL BHDONNIFX Y NT—V/RA AT V=7 bO&4HTEZATILE T, [Select]
Vw7 LT, Xy hU—J/RA N BLZZZBL ZENTEET, B
Oy N ERETLIHEEEX. V<= TRED 7,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



