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THTTP £7213HTTPS 7 7 o4 v 7 %53 50y (WM OT 0 FaLeZZ5T 258034 v 4—7 A
Z2EGEMLUET) | BT v baroT 740 b R—b (ZNZF80 & 443) ZEH LR WGEITX
BT oR—hMEBRLET, [RAEY 7= A MRy NV —27a2—H% U XA L7 kb (Redirectnetwork users
for authentication request) | IR LT, Ry NUV—7 T 27 EBZX 877 4 v Z7IZx L THE SN 1
yfbﬁ%fénéii’biﬁo:@ﬁfyay%ﬁmbﬁw%ém\:@?ﬂ4xmmﬁ4xbi9
LT b a—HIE T Fu s T P RERENET,

G¥) FARHTTP 3Rk 2k L CHEMAT20E LCE, X2 VT 4 77X I9AT AT A=
R—bFZ2HEELSRWEES, V= TNATZEHLTCWDHADOTEX2 VT4 TS I3A4 T A
THLET D Web ~— U DEHL— IV EAERL LT2 < 2205 %i@%ﬁHﬂ?mﬁkz/b
T —7 EOMMUERLWGEERHY FT, &2, EFA—VICURLPHEDIAENTWVDE
REDOEIT, TIUVLNOT TV r—a o TIEEARTRREO 3 LT\ D 2 k#%@i
7T

« FWSM 7 /31 ZADEE X, mﬁ%%ngéiDumﬁbt7DF3W@m£%¥V//%T4?_
TNCTHZEHTEET, £ ¥ —7 A A% [Clear Connections] 7 — 7 /WIZBIN L T, F&FEN X A
LTI N LTea—YDT 7T 4 TBREI VT L, N T LBRNWEHICT52 b TEET,

e Media Access Control (MAC : A7 47 77 A ar ha—/)L) 7T RLAIZESNTAAA L—IL0 5
—EBDT NS A EBRERT D EAIE. [MACSE YU 2 b (MAC ExemptList) | % 7% 7 U v 27 LT[AAA
Firewall] ~3—3"® [MAC-Exempt List] # 7 (34 X—°) Z#BHE 4, RBRY X FO4HiZ AL,
AT0EM (AddRow) |HR&Z %27 U v 7 LET, IKIT [Firewall AAA MAC Exempt Setting] % A 7 2 7
Ry 7 A (365—) ICANL, FFAIAL—ALZHEHLTMAC T RLAZT—7/WZBMLET,
ZOBRET, BETEDEF 2T TS AT LTEITTE ET,

T MY DOIEFITOEICEEE RIELET, 20, IVRERT PIICH S TidEsr > Uik
T—7NVNT, LFie=y hY XD BRNHCEE LT ZSW, T3 RE, VA MEIAFICOAEE L, &)
W—H L DORARA MZEHSNET, MACSERY X FNOxT L R MBS L5 FiEDFEMIZ DUV T
IZ. [AAA Firewall] ~<— " [MAC-Exempt List] # 7 (34 X—3) &ML T EEW,

ATy 76 RADIUS — Ml L CRAELV—VAREL, 22— K o —ICa—VHALO ACL RIEEZE D D56

(=N 4V5 Tz A AR L TR0 X T m— FAREACL Z A 2 —7/LZ LEY (RADIUSFE:

Wi, KRBT =y 7 REEMICEENET, ) 2—F T LD ACL DFRFEIZDOVTIE, http:/www.cisco.com/

en/US/docs/security/asa/asa82/configuration/guide/access_fwaaa.htmliZ & % [Cisco ASA 5500 Series Configuration

Guide Usingthe CLIJ @ RADIUS FBFEDRREICHT HiFHa S L T 7230,

a) (TAAAE2—FFAR) v—Ea2—7) [Z774A47 V+—/b (Firewall) ]>[KE (Settings) ]>[7
7 & AHil#Hl (Access Control) ] % i#H L T[Access Control Settings] ~<— U & B & 4,

b) A H—T A AT—TNDOFIZHD[AddRow]| "% %27 V7 L. [Firewall ACL Setting] # A 7 &
TRy I ATHLREBROAF TV a B ATTELITRRL T,

A EFITTHA L F—T 2 A AFRIIA v F—T A A 0 —VEATILET,

o [Z—VHALO X 71— RA[HEACL (Per User Downloadable ACLs) ] Z3&R L £,
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10s 7,34 20 AMA L—LEE [

) [OK]%#7 VU v/ LTEHEERTFLET,

10S /514 XD AAA JL—)LDEEE

I0S 7 /35 ZAD AAANV— V&R ET D865, #BAE7 7 ¥ (AuthProxy) 7 K v a v =2
Yha— LR —EHRELET, INHORY =TI, T/ A5 OHTTP, HTTPS,
FTP, LU Telnet #f5t (7 /34 A~DEEHETITIR) DL E E O —WFIZFFA[T 50 % 1E
FLET, BIE7 XU ERERICRET DT, AAAL—IL R Y —E1F TR, W20
DRY o —%FETDHLENRH Y £,

WOTFNATIE, BT v X HOEERRWEIE, FFr, THU T 4 7OV R— N4 5
FOICERETHINERDS, T_XTORY —IZOoWTEHALET, REARMEEDOA T 3
HERETDHLETH D WAL

HEIR R
c AAA L—LIZHONT (1 5—2)
o —FORFEHEICONT 3 3—)
cHTLWIEH R Y > —DIERL
ARV = Ea—lZBTORY —H B TOER
e Xy NI =V [IRARNFT V=7 MZONT
AU H—T A =)L F Tl MIONT
e —EREY—ERX ATV PBLOR—F VRN A7V FOBRERE
CAAA T —ARBIUOY— RN I N—T F T MIONT

ATY T RONTNNEFEITLT, [AAARules] 2— (125—2) ZBX £,

s TS AE2—) RUT—BLIHNL[TZ7 747 U4+ —/b (Firewall) [>[AAA/L—/L (AAARules) ]
ZIEIRLET,

« KUV —ba—) RV —FATHLIENS[77 AT 7xr—/ (Firewall) ]>[AAAL—/L (AAA
Rules) ] Z##IRLET, BEFORY v —%BRT 50, E72ITH LAY —Z2Ek L 77,

ATY T2 = VEAERT DITEBRIRLC{TOEM (AddRow) | RZ %227 U v 7350, 3786420 v 7
LT [T (AddRow) | #E#R L EJ, [Add AAA Rule]/[Edit AAARule] ¥4 7 a2/ Ry 7 A (17
N—=) BEEEET,

ek 1TEER Lo 2856, L Lb—uin — A ORRICBMENEd, BFEOITE =
LT, Tl FERIIHFED L ERET A Z L TXET, FEMIOVTIE. L— L OFRE
EERLTLLIEIN,
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74T 94 —ILAAAL—LOEE |
B os7 1 z0amn—nomE

ATYFTI = EFHELET, RIT, —EANHEDAMLE L 22 BEE RN E2R LET, 74—V RERET D HIE
OFEMIZOWTIL, [Add AAA Rule)/[Edit AAARule] XA 77 ARy 7 A (17X—) 2ZRLTLIEX
AR

HEFHOAY  ZOF T arEEIRLET, AL —T. [0S TN ADAAAL—L R Y L—
THRETXAME—DIL—L 2 A S TT,

RIS B NT N T 7 4 v 7 AAA THIEIT 52> EFrl) . E£72132 AAA HIED S B4
TH0 () E20, HESNZ T 7 4 v 7 I338GEE BRI N2V O CTRRGER L Clilm c&x 9
B, TIEBANL=INIELSTRTI 74 v 7B Ray TSN HGER3H0 7,

PEEILT FUVABIOGERT RV A b T 7 4 v 7 ZEK LT RLAEEIEZOEITH 1D BT,
=V ETEAT A%, BETEIT5EEIC TAll-Addresses) #fEH L4, L—ARNKA FET-
IRy hT— 7Llﬁ®WAi\7bvxitiz/FU«WTX%%7/I7F%AﬁLi¢Q§
FANENDT RUABROFEMIZHOWTIL, RY —ERBFDIPT RLADIEEEZEBR L TLEE
AN

EETBIOEEDEX 2 T 4 7 0—7 (ASA9.0+ DAH) : EEXBIO%EET KL A2z T,
N7 407 D7 402 TIEHEND TrustSec BFX 2 V7 4 VNV—TZiEETEET, EF=a
VT 4 TN —TFOFEMIZHONWTIE, R —ThOkX=2 VT 4 70— D#IR, TrustSecX—AD 7 7
AT T F—NI—VORE, BIXOREXa2 VT4 I V—TFT7 V27 FOERESRLTLEEN,

EETL—H— (ASA842LIFEMD ) : ActiveDirectory (AD) —#—%4; (NetBIOS DOMAIN\username
X)) . =2—H—271—7 (NetBIOS DOMAIN\user group) . L7-134RIE I/ N—T%EHKTDHT A
ToTAT A A=Y= TN—=T FT7 V=7 FEEELT, T 74 v 7 DFETESHICERTE
F9, 2—PREITHETT FLR LGS, HMELT FLAGHOPTRET 22—F 7 FL A
ZHIRLET, FEMICONWTIE, TAT T AT A X—ADT 7 AT U —/L b= LOEREL IO
AT T AT 4 a—F ITN—T 477 FOEREZRL T IEEN,

=R BV ERBANL—NDHLPHLY—EAX A TEIBETEET, 2L, 2—¥583
NER XN 5 OiX, HTTP, HTTPS., FTP, B X O Telnet B2t DA T1IT T, LzRn-T, Zhbo
P —E AL D —EREZHRE LGS, 2—Ti, T oEEonITnegR L CERE (B
LTORBRAT 7 v a v BEDESNA MT) IR T DMERH Y £T, FD%, DX A 7 OBHEN
HFaShEd, TAVCT 4T /V*‘/I/LOI/\“CM:\ FRCDOINT T 4w I BATDTHEI LT 4o
7 HFATT 6. TCP £721X UDP —E R (H 5 W ILHMIZ TCP & UDP BK) ZIEETE £,

AE=T A R V= NVERET DA I =T oA AEEFA I —T = A B—/L,

WAL X B NI H—FT 5 —E R 2—WiEE NI T—F25 877 0 v 7 DX A7 (HTTP,
FTP, £721dTelnet) DF = v 7Ry 7 A4 N2 LET, HHICHAE D TRIRTE £9, HTTPS
PR—FHOT X% Y H—F 25540, [HTTP] 2R L. &L OFIETHT S HTTPS &
ERITLET,

N—IVDERNTET LIZH, [OK]Z27 Vv 7 LET,

ATy T4 BERITEER LW TL—/LZ2 BN L7258 CIBImERIEA— L EERL, B FOREIRZ & FEH
Lfﬁﬂ&u%_w—w%%ﬁbiﬁo#ﬂ_owfm\w—wm%%&w—w@fmﬁ%@%%%bf
<TEEVY,
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10s 7,34 20 AMA L—LEE [

ATV TS (THAA AL 2—F@FRY) > —Ea—7T) [Z77A47 74—V (Firewall) ]>[F%/E (Settings) ]>[AuthProxy]
ZER L T[AAA] ~—Y (BT ~_—Y) & T, 7 d v 2RELET,

AR —N—T I —T : TRTCOFGN—L Ta—Y =3B & EIT T 5855805, B Z2HHd 2
TACACS+ F£ 721X RADIUS % — "—%#A4 25 AAAV—R— TN —TF RV o—FT V=7 vDU A
FEFEELET, [LOCALIZHEEL T, A RAERSINTWDH 22— F— 2 _XR—2 2T 5 =
EHLTEET, NI AN—TEEE LRWVWEAIL, BAIBRFATINER A,

Ev b AAA Y =N T2 =Y TLIZACL 2R EL T, Fa—FITEMTDHREERTOLERDHY
F7, WA ERET HHEAEIEL, —E A & LT [auth-proxy] ZF57E L (service = auth-proxy 72
E) o MRV E I5ICLET, AAA B —N"—Z2RET D HEE —RARREREY v % v 2k
ET D IEDFEMIZ OV TIL, IROURLIZH 5 [Cisco I0S Security Configuration Guide: Securing
User Services, Release 12.4TJ] @ TConfiguring the Authentication Proxy] % &ML T XV,

http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_authen prxy ps6441
TSD Products Configuration Guide Chapter.html

CTAIVT AT == =T TRCOFEFN—NVTT HU T 4 T FATTHHA. T
BT 4T RFELTT D TACACS+ £ 7213 RADIUS H— "— %5425 AAA H— — F)L—T7 7R
Vo—F7 227 bOYRANERELET, VNI NAN—TEHELRVGE, THhUrT 0 70%
FAITENFERA, THU T 4 T HFETTLHHEIEL. LBIUSLTROA T v a VERELET,

DY =N N—TEIEETDIHEE. [TH VT 477 a— Ry X M & (Use
Broadcast for Accounting) ] DiEIRZHFFL T 7EEW, ZOAFA T v a v 2@ RTLHE, ThT v
TA4UT LaA— KRN T IV—TNOT T A <) h—NZEEENET,

[ THUT 47 (Accounting Notice) |47 Y 3 o ClE, Y — 3 — 2V DlHIT D N E ER
LET. 7740 b TiE, RO & & TR — NI@m Sk 3725, #& 7@ 2%
BT o0, EEEoBHMERE LRV EBINTX ET,

c ZFY—ERADFINT—FH I AZ A AT HZ L HTEET, [Timeout] ¥ 7T, T 74/ KT A Kb
Lttty v a  HA LT O RN — N VIEFE LD, AV F—T oA AT EIZER LY T
\i‘a—o

RATY 76 [77 > b7 x—24 (Platform) |>[7 /34 A& (Device Admin) ]>[AAA] (RV ¥ —E 2 —TliT L—%
77w N7 #—2 (Router Platform) | 7 AV ZIZH Y £7) ZER L TIAAAI R Y > — RX—T 5B & F
9, [Authentication] % 7 CIRD AT a v ERELE T,
[TARA AT T A UFEAEDOAZME (Enable Device Login Authentication) ] Z3%#R L £,
« WEEEHIEHT D — N T N—T DIV AN (FT7AFVT 4H) AT LET, #FIL, AuthProxy A~
Uy —THEHAIN TS D LR ULDAP, RADIUS, F 721X TACACS+H— —7 L —T D07 &
—HEEHLET, 2L, ZOFRI—TIE, TAM A n T4 UHELERT LD, ot —n
TN—TD—HE2EZH5 I ENMUEICHLIHGENRH Y T, FEMIONTIL, [AAA] ~—T -
[Authentication] # 7 ZZH L T 72 &0,

AT 7T HITPHHE CRRAE 7 v v 2 L, HTTPSH#ft CHL 207 n v 2425813, [T v 74+ —24
(Platform) ]>[7/3A Z& B (Device Admin) ]>[7/3A 27 7 & X (Device Access) ]>[HTTP] (7R
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74T 94 —ILAAAL—LOEE |

V=B a—TIE[V—% 77 v b7 4—24 (Router Platform) | 74+ /L ZIZH Y £7) &R L T[HTTP] &~
Voy—_X—=VrHEEST, ROFT SV arzRELET,

« [HTTP ® A %h{t. (Enable HTTP) ] & [SSL @A %){t. (Enable SSL) | Z&IR L £3 (BRI T

TRVNGE)

o

[AAA)Z T T, THRAL A~NDOOTA T 7B AORENHEN THD Z EE2MHRBLET, AAAZEAL
TTFNRAANSDT 72 RAEHEAT AEE1E. T/ A~DT 72 AFD AAA ZEATXxET,

[AAA Rules] R—

[AAARules]| X—VEMHL T, XA A A X —T =2 ADAAANL—IVEZFRELET, AAA

=V TiE, Fry hU—27 T 7 Al JOST /A ADBIET v X EMEEND) 2R EL
FT, UKD, 2—FET A AEBEETDHHR Y NI =T R ARITT D & EITHRRER L
BV ET, RSN N7 7 4 w70, BAEZITHZEEERTHZELELTEET (22—
P—NEN == L RRAT—REAN LT2HE T, AAAYV—R—%F =7 LT, 22—
PRy NI T IV EARHFTINTNWDLZ L EHERLET) , BiESn T hZ

TAY TS T T T 4 T N—VERELT, @bk, X270, BIRY Y—2ED

HTOHWTHEATE fFHEEETL b TEET,

N

GE)

Cisco Security Manager 4.4 ® U U — & & ASA D 3—0 5 9.0 LAIBETlE, IPv4 B L OVIPv6 AAA
N—IVERETHEOOEBDORY) =477 bR (A ShvELiz, o9, IPv4
FIXIPV6 T FL A, HAHWIEH DT FL2&2EH 5 LM TE 5 —FH0D AAA L—/L|T 7
DE L7 GEHIZOUWTIE, Cisco Security Manager 44 TORY v —F4T7 V=7 NOEEER
RLTLEEY) , R —ta—TiE, IPUMBIOHEAENN—Ta D AAARY) —H AT
Nt TWET, 518, BEFEDOIPVE R —DOEBIIHEHTE D2 —T 4 U T 4 M
XN TOET UIPVE L — LS — L ~DLEHEZR) . RO, HICHIZ SN T
WOHIGEERE, AAANLV— LT —T)LDOTXRTON—Y 3 ZEH S E T, IPv4AAA L —
NWHIERY —% 90 LIEOT NA AZED Y THE, ZNOLDORY —DOffH/NN\—Ta V&
FEDOTNAAZEN B THZ LT TERLAR0ET, RIS, G AAALV—VIEERY o—
ZYOLIBEDT NA ZZEN Y CTHE, ZNOLDOIERY O —DIPVE N~ 5 U EZ DT A
WCEID Y THZ LT TERL RV ET, TOT AL RE, ARV —0 [FHD KT
(Assignments) | % 7 DFERFRE/RT NA AD U A MIEFENRL R £77,

AAANV—VOBREIFEMETHY, XL —T 4 VT VAT AL TREERY 5, AAA
N—IVERETHHAITE, ROEE XL GHATIIEEN,

¢« AAA L—/LIZHONW T (1 2—=2)
':l‘_“]j_@uuuﬁji/ﬁ ZOWNT (3 /\0_7‘/)
« ASA. PIX. BLUFWSM T /34 ZAD AAA L—/)LDRE (5 —)

¢ 10S T34 AD AAA L—/LDFEE (9 2—)
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Je

(AAA Rules] ~—= ]

Evh FAv—TNRN—IIE, T NAOITICNy Y a v — I NER > THFERRENET,

=L

ix AE

%

BEAT D E. T 4= NN —IUEIT A ADBHIBRSIET, FFEcOW TR, v—rdD
A =T NMbLET 4 =T MbEESR L T E N,

FESF—Ya v R

[AAA Rules] X—NZT 7 B AT DHIZIE, OWTNNEFREITLET,

« (TR AE=2—)

FNRA ABBIRL T, RY—v LI X T[T 7AT T 4—)b

(Firewall) ]>[AAA/L—/L (AAA Rules) | Zi&IR L F 7,

e (RYv—ta—)

NIV —=BA TRV I Z0E [7 74T U4 —/ (Firewall) ]1>[AAA

Jb—/v (AAARules) | Z#BIRLET, HrLOWARU —Z{ERT D0, FEFBEFORY

—aEIR L £,

s (T a—) TARAREZEIZ Vv I L, [77AT U+—/LR ) —OfE (Edit
Firewall Policies) ]>[AAA/L—/L (AAARules) | ZEIR L £,

ESPERENS

o JL— L DB X OHIER

o JL— L DFRLE

o L— L OBE) & — VIEFE O T

s g v EEH LI L—IL T —T L O

o JL—)L T —T )LD H

T —TNDT 4 NEY T

T4—ILEYTFLUR

& 1:[AAA Rules] X—

BH

5158

[T TOIT2 BT
% (Expand all

rows) [T X TOIT%
P10 7=7-%p (Collapse

all rows) ]

N— VT —TNDFT_XTOR 7 a rZREEIZITY -3,
IHHORZ L EEALET,

GE) WNE AL, T2 RANV=NT—=TND D [T 4 VH
(Filter) ] fEIkD4 EMIZH D 7,

A A vV —4
(Conflict Indicator) ]
TA Ay

AL, BADZA T ETIETOHEMICHBR LET, BAD
RIS, ZOHMNSFEITTELT 7 a Ui EOFEMICHOWTIL, B
B ORI OV TEBRB L T &N,
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LS

Bl

Eixe

NEFE AT T Stz v — L& B,

#F Al (Permit)

ERERD T T 4 97 BB T 5 (Permit) . EI-1
N—VZ R T 5D ([Deny]) .

e [Permit] : FREADF = vV v—27 L LTERRINET,
*[Deny] : AT v 2D AT REDIE LTRRSNET,

V=R

TON—NDINT T 4T I—RA, DFEY, Ry FNT—F_ X2
T4 T N—7 (ASA9.0 LIEDA) | BIRa2—HW— |2/ 5, ¥
roxy N iE. T—T7 A ANOBEBOITICERSNET,

ZDN—LDsESE, DEV, Xy FU—I B EX2 YT 4 T —
27 £F (ASA9.0 LIEDAH) , O NI, T—T &
NOEBIDOFITICE R EINE T,

H—t 2

N—IANEHEND N T 747070 halBIOR— h&EiEET
HY—bERAERF Y- R AT Vs b, HEOZ N IE, T—T
WEANOREBIOITIZR RENES, P—ER -2 F TS
FBIXOR—=F VA NFT V27 FOBREFBEEZSHL TS
AR

AE—=T A A

= REY B TOENDA v H—T = AEIFA L Z—T = A A

n—, f VB —T oA A=)V ATl NI, KT/ ZADH
ENERIND L X, EBEOAS VA —T oA AL TEESHBZONE
T, O NI RSB DLGEX. TV BAWNICEBOY T T ¢ —
NRELTERENET, /X —T a2 A 0=V FT V27 MC
ONTESRLTLIEEN,
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(AAA Rules] ~—= ]

LS

Bl

T av

ZDN—)LTERIND AAA HIED X A 7

« [Authenticate] : 7 /34 ANOEEG AL T D2 — VX, 2—V4
ENATU— RTRFEEN DL LE R H Y £, nwfh%lé\gk?‘é7
2k =zLik, [Service] 7 4 —/L K (ASA/PIX/FWSM 7 /3A A DY
A) F721E [AuthProxy] H= (I0S 7314 ADYA) TEFRLF
7

* [Authorize] : & 5&%#3—47“61\ Bt ORISR STV D 2
LEHERT AT DIZ AAA T —N"THLT = v 7 INET
(ASA/PIX/FWSM 72 .

* [Account] : RSN N T T4 v I DT VT 47 La—R
D AAA T —NIZEESNET (ASAPIXFWSM 721F)

BEFD AAAV—)LD [T 7 ¥ 2 (Action) 1BV EA7 U v 7 L,
[7 7 v arofff (BditAction) JZBEIRL T, BIRALAL TX £,
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RE e R EHEH LRt anEETL57a ban, 2oz
X, 10S T /34 R IZZ A S E9,

Eji?(?@ AAA V=V D [FRFE7 B ¥ (AuthProxy) | BNV EEH7 U v 7

. [FRRET v % v OffE#E (EditAuthProxy) %8R LT, BREZALHE
“Cé“ F9, FEMICOWVWTIE, [AuthProxy] ¥4 7 7Ry 7 A (25
NR—=) ZZRLTIEIN,

Server Group

N— LV TCEBINTZIRGE. F]. £ T VT 4 7OV HR— b
IRt 5 AAA — N T —7 0 ZO 7 —71E, ASA/PIX/FWSM
TNAA ZADEGERETFHERINET, b D0L— L TlEHAT 5108 7
XA ZAD AAA = RDFREIZHONWTIE. 10S T /354 2D AAA L—)L
DFEE (9X—) ZHRRLTIEIN,

BEFD AAAV— 1D [ —"— T L— (Server Group) | B/LEH7
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VAT LNIBENT AL TEET (T4 FEEE (Ticket
Management) | ~—T 25 H) |

=V T —T )LD FD— VR
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RV —r ) BEFTHINE, ZORZE2 7Y v 7 LET, E7
T5HE V=T LT, ROV — L ERFETEET, K
V=) — LR— FOAEREBZRB LTSN
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BIR L2 V— VA EHFNE-ITE 2 > a VN T ETIRBEIT A2,
INHOREET Y v 7 LET, O NWTIE, v—LORHE) L
JL— VB OBEEEZ S LT IZEW,
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FERHLTEIRLET =7 VDIT0H LI — VA2 BINT 5I2E, 20
RN H7 )y LET, TE2RIRLRD-TA1L, v — B VEiFH
DRI — BN ESNE T, V—ILZBINT 2 HEOFEMIZ O
TIX, =L OBMNB X OHIBREZSH L T a0,

[Edit Row] 78 4 »

B LIV — LB RET 2101, ZORY %22 Y v 7 LET, fHx
DENERET DL b TEET, FMCOVTL, V— L OfREE
BB LTSN,

[Delete Row] 7~ 4 >

BN LIV — LV EHIBRT DI, ZORF 27 Vv 7 LET,

By O AZa—

EI7 VoI Ama—bHTEETd, ZOA=a2—00, FRROBEDEZIIT /A TEE
T, FRENLA T avid, £7Y v 7 LESEHIC Lo TERRY £14,
e T —TNHNDON—NVEHI V7 TD5E 57V v LIEFEDT—7 )V /VIZEEE L7
TREEMEREN A 7' L a VIZED NI LAERH Y £7, =& 2E, [h—3—2/L—7 (Server
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¢ ASA. PIX. BLIUFWSM T /314 2D AAA L—/LDRTE (5 3—)

¢ [0S /34 2D AAA L—LDFETE (9 <—)

FTEHF— 32 R
[AAA Rules] =— (12X—2) 256, [FIOEM (AddRow) | ARZ %7 U w79 5,
1@ LT ATOME (EditRow) | R &7 U v 7 LET,

REEIER
o JL— L DBINE X OHIER

o JL— LD

T4—ILFUITF7LUR

% 2:[Add AAA Rulesl/[Edit AAA Rules] 54 7R Ry o R

=% sRBH
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(Enable Rule) RETRBALIZEEWINVN—ANBT I T 4 7RV FET, T4 8—T 7%
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VT7Fg 7 n—7, BIORa2—HF—2Rh0ET, RO 12U LD AT

VAWK LT, HERIFIA T2 NEEASIT DN, ATV b

BN T ET,

Ry NT—7 —XFEISERRXY FT—T KA, BIOS & —
T oA ADEFRE ., HHNC, FEA TV PELTHRETEE
T, AV E—T 2 A AL Tl ey —RA L U TERINLZEES.
AT TRy 7RI TRERRIN, RANRy hU—7 LA
B —T oA ANRKHISNET,

[All-Address| A7 Y =7 ME, V—AEHEDEKRARN, Xv NT—7,
FRFA =T A AZHIBLERFA, TNHDOT RLUARIE, AR B
FliEixy N —V XY NIV—V/RANFTT V=2 b, A VX —T =
AZ, F3A 2 —T A A a—LDIPv4 £7-1X1Pv6 7 KL AT
R

GE) FERER KA A 4 (FQDN) 1%, FQDN %> kU —7 /KA

cAT Y2l NEIZFQDNA 7 V27 Maegie/ N—"T7%
TV MRS A Z LIk o TORIRETE £, FQDN
FEEANTAZ LIITEEEA,

INHGDOERRDFFMHIZONTIE, *y NU—J/KRA AT V=7 MZ
ONT, RYUT—ERFDOIPT FLADIEEBIOA v Z—T = A A
0—)L A7 MIOWTEZRBLTLL I,

et X2 UT 47— (ASA9.0 LLFE) —/L— L2 oW T, 1 DBk
DY =AY X2 VT 4 T N—TOLHEETY T HESEANTIT D)
BRLET (FETLIHR) . BX=2U T 4 7 A—TOFMIC W
T, RV v—TOEXx=2 VT 4 7 )L—7DER, TrustSec ~N— &
DT 7 AT T A== VDHKE, BLPEX=2VT 4 I —TF
TVl FOMERRESRL TSN,
o Z—H—_)L—)L®D Active Directory (AD) L—HF—% =2—H—
N—T FRFTAToT 4T 4 2=V — I N—TF FT7 =/ |
HERT2HBE) . ROLOEMABEDLETCANTEET,

o fERB D2 — 4 : NetBIOS DOMAIN\username

ca—¥ IN—7 (EZ_HEILET)
NetBIOS. DOMAIN\\user group

TATUT AT 4 =Y ITN—T FT V=7 4,

PRI OWTIX, LFESH L T EEN,
ARV —TODTAT VT AT 4 Z2—FDOER
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cTATLUT AT 4 22— TN —TF F T NOVERR

GE) Enter more than one value in any of these fields by separating the
items with commas. 2 T DY — A& 4 A—3 7 7 A JVZFRET
XDHDIE, GIF 77 A, JPG 7 7 A )b, E£TZIELPNG 7 7
ANTY, 77 A NAITIRK255 L5, YA XTHK100KB
<.

FHREER M OARE EHASHLET, P T 74 v 7 DO—HETXTOESE
EEL 7 —ORZHIRLET, & 213, FBESNE-EELT FLXx
AN RESNWEZRESN 22— T 7 4 v 7 T,

&t
ofF

ZON—=ND LT T4y DL ELET, *y NUY—T FE2iTE
X2 VT 4 IN—TTHZENTEET, BEITEFKC, Xy FU—
IRIOEX2 VT 4 7 —7 (ASA9.0 LK) %A 7D 1oL Ldsd
FTIZOWT, BERITAT V=7 NAEATITDEINAT V=7 F RN
TEET,
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BERBRED N T T 4 v I A THERT DV —ER, =24 T V=
7 PBIOY—E R 2 A TOEBEOMBAELYE (BFEIL7a ha/bR—
r DA EDE) BEATTDHIEINTE ET,

HEBE %N o~TCRUY» THEHEDEEZ A LET,

Y= RAXAT1E, TN AL A SISO THEEBEIGERIRT S Z LN HE
N G

[0S TA ZADE, FATa TRy 7 ADTET, RS axy
DF v IRy 7 AEFERLCGERLEZT 1 S v 7205 AAA
HERENE7-0, P2 7o hare LTHEATEET,

* ASA, PIX, BELOFWSMT A ADYE EOXALTDNT T 4>
JICHFEEEMFI CEETN, EF2 VT4 T 94T AT
I NINFEITREND DL, HTTP/HTTPS. FTP, 3 X O Telnet k<
T4 I DFRIETTT, IRbO—EALUSNDOY—E R EFRE
LfC%él\\ :L?‘"j‘fi\ _MQOD‘&»«EZ@I«\‘?‘Z}L% ffuit[/'(nun L
BT HETIET 7 I7A4 T ANSEREZMHNL T £8 A,

THOT 4 TON—NVIETOgGEER, Va— REERT 25 TCP £7-
IZUDP 71 ha L2 ETE T,

P —EREBIEET D HEOZEMMIHOWVTIE, yY—E R —E R 47
T PBIOR—=FUVANA TV NOHMREITBELZSHRL T
éb\o

GE) PIX 6.3 33 X O'FWSM 734 AZIFRHEN H D728, 21570
R—=br AL T —ERXZRELLESE, 770 v 271X
FRESNERA, ZDH, TNHDT A AFA T DN—
VDD CLI ISR EN D56, #HEILA— MIEH S E
75

Ao BE =T A A

2—HORFE, Al ELET AT T A T EFATTEA A —T =
A ALHINT DA =T A AFEFIA L F—T 2 A —)b,
B—=T 2 A ZAFETFIA L HZ—T =2 A A0 —LOLFZ AT D0, H5H
M RN (Select) 127V v 7 LT, UARMPOARIZERINT 205
LWA v Z—T A A2 a—)L F 77 NefElLET,

ASA BELOPIX T34 A LDOFREENL—NVDIGE., [T 7 AT VA —/b
(Firewall) ]>[3%7E (Settings) |>[AAA 7 7 A4 7 74—/ (AAA
Firewall) ] RV v —2HHL T, ZOAf X —T = AZLD
HTTP/HTTPS b7 7 4 v 7 OFGEHFEEZEHTCEET, A V¥ —T A
A% HTTP/HTTPS Y A= 7 R— & LCHRET D &, RiEDO 21—
T ARY A%\ ETEET, FEHICOVWTIE, = —FOFRIEIE
IZOWT  (3%—2) BIO[AAA Firewall] & EX— T ? [Advanced
Setting] # 7 (27 X—¥) B LTI EE W,
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[FET 7 + = » (Authentication Action) ], [FFFR]7 2 2 = (Authorization Action) ], ¥ &

W([TA T 4777 a (Accounting Action) | F = v 7Ry 7 AT, 7 /31 AT
ERENDNV—NDEATHERLET, AT LR R La~vr ey MRERESNE
TR, BEOAT v a v 2BRT DL, ZOXAT TRy 7 ZOMOERBIT, ERLZ
TRTCOT 7 v arTHR— P ENL5ERICHIR S E T,

BETFOAAAN—ILD[T 7 > a (Action) [BAVEEZ Vv 7 L, [T7 ¥ arOmE (Edi
Action) |ZEIRL T, BRAZEHE TXE 7, FFMIZOVTIE, [EditAAA Option] ¥ 14 7 17
Ry 7 A (253—=) 2L TN,

WORET T A v » [#%3E (Authentication) ] : Z—— (LT /A A0SRt & FEL T D
(Authentication 72Dl a——Z L RRT = FEANTHLENRSHY £, ASA.
Action) PIX. £ L OFWSM T /31 204, [Services] 7 4 —/L RIZAT L

fi‘r%%&&:ck’)f munﬂi%z\gk—g_é7 i Nk 3 FD ﬂii ) i?‘?ﬁl i
0 7 MRFIREN S DI, HTTP, HTTPS., FTP. ¥ X O Telnet#%
BDOWATT T, 10S T3A ZADBEE, WTFho 7o b 2 Linga
AEE ML TN, XA TR TRy 7 A FE TR L= a] 7
BXTDF v IRy 7 AESEET,

« User-Identity (ASA 8.4(2+) D7) : ASA 7 /3A Z Tl
[Authentication Action] Z 34 L 72354, [User-Identity] % &R T
XFET, ZOFT T a it T ADB, AAA L—ILD AAA
Y= R=TN—=TREORDVIZ, TAT T 4T 4 AT =
VIRV U—TCERINETAT T AT A T 7AT U4 —)b
RAA V= BT RERAL T —Y—%23ET 24BN H D
_J:%/Tbi*h =N RAAL A EANNTHE, ZDORA

BT DL AD ==& S ET, Fhlist

ﬁAi F 7 N KA CBEEA T B AD H—/8—

DR N E T, Active Directory — "B R—T = b
A SR T IEE N,

A=Y =TAT
TATA
(User-Identity)

Authorization Action | [Authorization] : FRFEIZAKENT 5 &, :L_*fﬁi‘gik U 7= B8 DWeSL 2 3 A
(PIX/ASA/FWSM) | KTV A E 5 AR T 5721 AAA‘H‘**/W)‘}:: v ENET,
FORE/L—VIZ RADIUS H— N ZEE L1285 61, BRIV — V&R E L
<T%MT#£ﬁéni¢ DWMS+%%A%@WLTV5FA

R N— NV E RRIER T 2 B H Y 5,
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Accounting Action
(PIX/ASA/FWSM)

[Accounting] : 7727 4 7 L a— K3 [Services] 7 1 —/V K THIE
Iz TCP B L OYUDP 7' b =L TACACS+ F 721% RADIUS H—°
ICEEESNET, RAELRET DHE. ZhbD L a— R —FHifL
T, WREZRE LRWGRIXIP T RLRIZESE ET, 10ST /31
DB, THTUT 4 71E. AAANLV—NL TR [T 7 AT 74 —/b

(Firewall) ]>[f%E (Settings) ]>[ScanSafe Web -z = U 7 ¢ (ScanSafe
Web Security) ] AU & —TREII, il 7 B F TR L7 'm b=
T S vET,

AAA Server Group
(PIX, ASA.
FWSM)

N—IVTERIND NT T 4 v 7 OFFE, FFAl. EREIT 0T 4~
THARMET D AAA T —RZERT D AAA P — N T —T KY v—F
TVl by, RV —FT V=7 NOLFTEANIIT D, Fioid [BIR
(Select) 1227 V7 LT, UAIDOOARIZERINT I, LA
Y MEAERLET,

M= VCERESNTVWETRTDT 7 v a v EFETTE D — D4 A
TERERTDIVLERH Y T, L E TS ACERINTND)
R—N F=FR=2A T, BAY—ERERUETEET A, RIALL
RADIUS % — %5 254, #BA4— b2 ABRICRItSET
23, RADIUS ¥— "%+ 5BAL— /MTEH TE EH A,

[ UR(E /40 e T IR 2 87257 7 v a Zxt LT, O —A
TN—T7ZRAESETHEMTEET, ZOI 21T 5123, JEaE. 770,
TAVT 47Ty are RS U TRAEDE, ERloLr—L
EERLET, AAA V=R 7 —7 F7 V27 OO T,
AAA P —R_BLOY =R T —TF F 727 MOWTESBRLTL
7230,
ek
* [Authenticate] 7 7 2/ 5 > & [User-Identity] % %4 L. [Authorization]
F 721X [Accounting] 77 ¥ a Y EEIR L 2o 7256, 22 THRE
L7zt — N3 S E T, MEEREOEE 25135728, —
IR L2 TL &,

¢ [0S T/ 2D AAA —RX JL—71F, foR Y o —TEHZSN
79, BREOFHEMZONTIEL, 10S F/351 2D AAA L— /L DOFRTE
(9 _—=) ML TS,

« BEAFD AAA V— VD [H—/3—2T)L—7" (Server Group) | &/ 4
7 U w7 L, [P—"—=TN—TDOfFEE (EditServer Group) ] % EHR
LT, BREEHECTXFEJ, FFMITOW T, [EditServer Group] #
ATl Ry 7 A (26 %—) EBRLTITEE,
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Method (I0S) FBAE7 v L HTTP Basic, F£ 721X NTLM %3#&R L £,

(ASA9.OLIMEDT | Z82E 7 1 % o 2@ INT 2 A, WOA T a v EFEATEET,
WA ATIEFERE

« HTTP
nEHA)
« FTP

* Telnet

FRE X 2 L CRRAE A REIT 5 7 e ha v a2 iEE L ET, HTTP
BRI LA, 73 A TSSL A4 x—7 /L2 LC, HTTPS 33
A= i*fé EHLTEET, FEMTHOWVTIE, 1I0S T /34 AD
AAA L—VDRRTE  (9X—V) LTS,

BETFE D AAA L—L D [FEFE7 B % (AuthProxy) Bz E7 Y 7
L. EE7 v X OfRE (Edit AuthProxy) ] %8R L T, BINEZEHET
TFET, FFEHIZOWVWTIL, 10S 7/34 AD AAA V— /L DOFETE (9 ~—
V) BEERLTLIEEN,

[Edit AAA Option] 44 7O J Ry o R

[AAAF 7> 3 > Offtk (Edit AAA Option) | XA TR 7Ry 7 A% LT, L—/LREG

(2—=FIDHV, FFRL) | Frl, FHEFTHIV T AT DIL, WTNDT 7 v s
VEFTTINEBRLET, BAAL—LETHT T 47 —LE, ASA, PIX, BLO
FWSM T A A TCIEHSREL £, b4 T a v OFEHIZ OV L, IROEORET 2
MBAEZ SR LT EEN,

* [Add AAA Rule]/[Edit AAARule] ¥ A4 7 /ARy 7 A (17 X—)

e AAA L—LIZHOWNWT (1 2—2)

FESF—Ya v R

([AAA Rules] <—2 (123—) T) AAAL—LND [T 27 ¥ a > (Action) | B EHY
U7 L, [AAADRSE (Bdit AAA) ] Z3IRL £97,

[AuthProxy] 4 7RG Ry U X

[AuthProxy] ¥4 7 7R v 7 A& FEH LT, AAALV—LHNORBRA e X VR EEmELET,
10S 731 ADE, WAk 7% &2 U etz /it 5 7' v h=v (HTTP, FTP, %7
IZ Telnet) Z3&IR L F9, HTTP ZBIR L7-3HAI1E. T3 ATSSL & A F2—7 /LI LT,
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FETF—2 3 1RR

([AAA Rules] <—< (12 4—%°) T) AAA /L—/LA®D [AuthProxy] ¥ L% 427 U v 7 L,
[AuthProxy DfffE (Edit AuthProxy) ] Z##R L £,

[Edit Server Group] 4 7 A4S Ry I X
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TERELET, AA AV — R T —F X, V=L TERSNTZNT 7 4 v 7 ORGE, ],
FET AT 4 v T ERET D AAA R E R LET, N o—FT V=7 FOATRT
EANNT D0, EIIT[EIR (Select) 127 V27 LT, VAR RINPROLARIZERRT 50, £
W LWA T V=7 FEERLET, AAAY— R T —T 4T V=7 NOFEMIZ OV T,
AAA P—RBLOY =R TN —T F T2/ MZOWTEZRRL T Z &N,

N—VCERINTWDLTRTOT 7 v a2 FTTELH—"OX A T HRIRT HMERH
DNET, i, TGRS RZERINTNDE) B—I LT —H =T, @B —E X
ZIEECE £ A, BRAEICRADIUS — A" ZlH T 25354, S8a i — e X TE BRIt S
£33, RADIUS — % 5AIL— LITEFRTX EH A, [Add AAA Rule]/[Edit AAA
Rule] A4 7a 7Ry 7 A (17X=2) LiFR 20, ZOX¥A T s Ry 7 A TITERRARN
IIRFES L E R A,

)

GE) ZoOREIX. ASA. PIX., BXUFWSM T34 A 2T EA SN ET, 1I0S T34 2D AAA
Y= TN—TF, ORY —TEREINE T, REOFHEMIZOWVTIE, 10S T/314 AD
AAA V—LDFRTE (9 X—) BB LTIE I,

FESF—Ya v R

([AAARules] 2— (123—2) T) AAAL—/LNOD [Y—/3—7)L—7 (Server Group) ]
a7 Y w7 L, [P "= —T D% (Edit Server Group) ] IR L £,

AAA D 7 A4 7oA —ILEEER) o —
AAA 7 7 AT U — VR ERY O —DOREIT, AAA V—VOEWEIZEEL RIFLET,
Z T, ROAFIZOWNTHBA L ET,
* [AAA Firewall] f% E-~X— D [Advanced Setting] ¥ 7 (27 ~<—7)
* [AAA Firewall] ~2—® [MAC-Exempt List] # 7 (34 ~<—2)

« [AAA] X—Y (37 =)

. T7A4F724+—I)LAAA L—)LDEE
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[AAA Firewall] 5% & X — < [Advanced Setting] 2 7' .

[AAA Firewall] %€ X — 2 0 [Advanced Setting] 7 7

AAA 7 7 AT U —NVRER) O —ZMHH LT, AAAL—L R v —DEEZRET 5729
DAV a  BEEERELET, I 2 T, [Advanced Setting] % 7 CTHEH TX AR EIZDOWT
P L E£9, [MACExemptList] % 7 OFEANIC OV TIEL, [AAA Firewall] 5% E~2— ¥ ® [Advanced
Setting] # 7 (27 _—¥) ML TIZIVY,

FTEF—ar R
[AAA Firewall] BREX—ICT 7 295121, ROWTNEEITLET,

s (F/NA A 2—) ASA, PIX, 72X FWSM T34 ZAZ&INL, [Z7A4T 24—
(Firewall) 1>[E%%E (Settings) |>[AAATZ 74 7o 4+—JL (AAAFirewall) | Zi&R L £
T, MBS UC [FEMREE (Advanced Setting) | ¥ 7 &R L £,

s RV v—ta—) RVv—FATvLIEZNS[T7A4 T I74+—IL (Firewall) |>[RE

(Settings) 1>[AAATZ 74 724 —)L (AAAFirewall) ] DIEIZER L E3, HrLVAY

e ET DR FEOR Y — AR L, LEIZS U T [ E (Advanced Setting) ]
H 7w ET,

e (vy7Ea—) ASA, PIX, £EXFWSM T RA RAEH7 Vw7 L, [Z7A4T94+—
ILEREDHRE (Edit Firewall Settings) ] >[AAAT 74 724+ —JL (AAA Firewall) | % i3
U, HEIZE U T [REMEXE (Advanced Setting) | % 7 23N L 97,

ESPEREY=]

¢« AAA L—)LIZOWNWT (1 X—=)
o =P ORIEHFIEICHONT (3 S—2)

¢« ASA. PIX. BLOFWSM F /34 2D AAA L—LDEE (5 —)

72747 24+—ILAAA L—)LDEE .
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. [AAA Firewall] £% & X — 2 0 [Advanced Setting] % 7'

Z4—ILKUT7

& 3:[AAA Firewall] 55 &

LA

R— O [Advanced Setting] 7 7

R

B

Use Secure HTTP
Authentication

Y X2 VT 4 TTITAT A EEET D HITP EoRZ21T H 22—, 9
SSL (HTTPS) #fFH L CEtX=2 VT 4 T I7A4A TV ATRIESNDME
NHDHMNE I D, =P T2 —PL ERRT—-ROADNEERINET,

Y277 HTTP 5Bk 3% &, HTTP _X—A®D Web ERIZE X2V
TA T T TAT AOERETFAIT LRI, X2 VT4 T I7A4T A
W2 D 2 —WRRRE A L HIECEITTCEXEd, ZAUIHTTP v b A
N— T X UEREEE bIEEINE T,

:@ﬁfyay%%mﬁéﬁAi T BA =I5 THITPS FJ
Tyl (R—1F443) BT av 7 IR E, BIXOPATHEICDH
R—=M43 DEENTNDLZ EEMRLTLIIEIN, £z, TS sldE
RREAREDRREIT16 TH Y, 22— —FFEDO X A LT 7 MZOEHRE ([T
Zv b7+ —L (Platform) ]>[tF 2T 4 (Security) 1>[24 LT
b (Timeouts) ] 7" U 2—C timeout uauth 0 Z§%€) 45 &, =—H—n
MR UBEAER SN, Ry T —ZHENTWT 5 Z LiciEE L TL
7ZE0,

EYk TOF T a rEBBRLARWES . HTITP BAaFTid, = —¥4
ERRAT— KB UT7 TFARTEEEINET,

Enable Proxy
Limit
Maximum

Concurrent Proxy
Limit per User

Ta X I AEG IR T AN 90, T uaX kA F—T T HEAIT
a—W T LT D 7 a U OB HIR A R E?é%%#%@i#
(1 ~128) o TAALADT 7 /L MI 16 TTR, BERTTI2HLERD
Di‘ﬂ—o

. T7A4F724+—I)LAAA L—)LDEE
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[AAA Firewall] 5% & X — < [Advanced Setting] 2 7' .

LS

A

RABHTTP D H %)
1t (Enable
Virtual HTTP)

AR HTTP Y — N—Z & ET L0 EIDEEELET., ZOMiEEHEHT
5HEL AAAGRRER B L 959X CO HTTP ##5i75. ASA _EOAE HTTP
P—NR—=Z VXA VT FENFET, ASAIZL Y, AAAY—R_—Da2—H—
L ERAT—=ROANZEZRDL T 7 MRFRENET, AAA P —/3—
Na—H—%FFET 5 & ASA X HTTP B2 DV —_—2 U XA L7
FLTRELETH, A AA YV —"—Da—H =L L XA —RFNIE0EY
o HTITP X7y MIZa—H—4 L XA T — KRG EN TRV, HTTP
P—N—2 LY 22— —|Z HTTP —"—D2— P =4 L XA T — KD A
NERDDT a7 NPRRIEERINET, IOV TIX, = —F 0
AEFIEICOWVWT 33—) 2BRLTLLEE N,

FlEL—Y (%2 V7 4 DEODHDLEOT~ARD) 20 THE, %
BrA LV E—T 2 RAZWHEND T 7 BEA =)V, 5iEA v F—T =
A AL LTHAEHTIP 7 L AZBMTAMELH Y 9, S5, NAT
PULERVHETH-TH, ABHTTPIP 7 KL AICKHT DAL T (v 7
NAT V—/L % BMT 20 ERH Y £3, BEIL. 71477 147 4 NAT
N ABHRENET (7 FLAZZNEZITER

FEAL—=FITONTIE, b T 7 4 v ZITHIRIRFFAIDN H Y 925, N
AV B =T 2 A AT 78R N—1NEEAT D581, LIIRAEHTTP 7
RUVASNDT 7B RAEFFATHLENDY £, A¥T 4 v 7 NAT/L—/L
BHEHY EHEA,

AR HTTP Y — "— %R ET DI, WOFIEEZFEITLET,

1. [{IKAEHTTPOA 4L (Enable Virtual HTTP) | F = v 7R v 7 A% 4
WZLET,

2. IPT7 RLRAZEATTHH, ETIXEBEHTTP Y —_"—%2 £ TRy hU—
JIRANET V27 FEBRIRLET, 207 RLAIHMT, ASA I
N—F 4 T ENARMEAOT RLZRIZLTL IS, =& 2103, 4+
WY —NIZT 72 ATDH L XITNET RUAHONAT 2347 L, K48
HTTP % — "~DIE T 7 & A% w[HEICT 5513, (KAEHTTP $-—
DT RLRALELT, Z7a— U NAT 7 RLREZWNWThnl AT
7,

3. (EE) VEA L7y a ryPRHEBINICEITINRNTFA RX—20D
TV ELA L TWDEEIE. BS (Wamning) | F= vy 7Ry 7 A
A ACLET, ZICKD ., HITPESN Y X4 L7 R SN DHBRIC,
A—WIZFEDZ L ZWETHI20DT T — M IA X —T TR0 £97,
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B (aaaFirewall) 355 <— 5 [Advanced Setting] 2 7

LS

A

{8 Telnet DA %N
{t. (Enable
Virtual Telnet)

AR Telnet Y — "—% R ETHNEIMERTELET,

UREDHE ATV —F — M4 Telnet IP 7 R L AICHEiT 5 &, =—
P—lda—PF =L L R2AT— FERD LI, EDOH AAA F— =2 LD
FRESNET, 22—V —0FES D L. [Authentication Successful| & U
IAvE—URFRINET, ZTNT, 2PN L E oo —E
AT 7 BATEET,

EEa—Y (Bx= U7 4 DEROENLE WA D) IZOWTHE, &
BaA v ¥ —T7 2 A ATHEHINDT 78 A V—)UIZ, FikA v F—T =
A AL LT Telnet 7 RV A ZBINMTAMLELH Y 7, I 5IT, NAT
NARERBEATYH, Al TelnetIP 7 R L A KT D AXT 4 v 7 NAT /L—
NEBMTHZMLERNHY 7, @HIL. TAT T 47 4 NAT L— LMl
MEnEd (7 FLREZZNEHICER) |

RIFAL—PIZONTIE, MT7 4 v ZICHRRRFFRIA S D £F 05, NI
AV B =T 2 AT A N—1LEEAT LA, LTIRAE Telnet 7
RUVASNDT 72 A& THLERNDY £, A¥T 14 v 7 NAT/L—/b
IMEHD A,

A8 Telnet ¥ — N —ZRET HITIE, ROFIEZETLET,

1. [{FfBTelnet?> A %Nl (Enable Virtual Telnet) | F = v 7 Ry 7 A% 4
WZLET,

2. IPT7 RLVRZANT D0, E72I3RAE Telnet r—"—% KTy FT—
JIRA N TV 27 NEEBIRLET, 207 RLRTINT, ASA IZ
N—F 4 T ENAEREHOT FLAIZLTLEIWN, =& 213, 4
Y —N—ZT 7B ATHEZITHNET FUAHDONAT #FEITL, K
8 Telnet Y —/N—~DANET 7 & A& A[HEIZT DAL, AR Telnet
P—=R—=DT KL AL LT, /B— U NAT 7 RLAD 1 DEHEHT
xFET,
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[AAA Firewall] 5% & X — < [Advanced Setting] 2 7' .

2% &R
[Interactive TOT—TNEHEHAL T, ARG EOHTTP £72IXHTTPS T 7 4 v 7 %
Auther{tication] ZIETHA A =T 2 AERELET, AAAL— VN Z DT —7 VTR
TN ESNFA v H—T 24 ACBFHIROOT 1 kL ORGEE LT LT
(ASA/PIX HHA. 2—FITE, TTIAT U ATHAESND T 7 4 /L ORI~ —
7.2.24) DTIEAR BB SR Web S — URFRSNET, TRHDA—Y
X, T A~OEZEEGORIEC O EHR SN ET,
s A B =T oA AT —T VBT DX, [(TOEM (AddRow) ]
A& %27 Vw27 L, [Interactive Authentication Configuration] % 4 7 &2
TRy 7 A (32°—=) ITABLET,
REZMET DL, HELZ R L T {TOME (Bdit Row) ] ARH
7 Vv LET,
s REZHIRT D121, BREZEIRL T [ITOHIER (Delete Row) ] 7R %
dEIZVY I LET,
Disable FTP RENTWAET T haLOBHETF ¥ Lo P aT 4 B—TNIT 0 E 90y,
Authentication T 7 AN BT AR AR L Y Y3 ASBT B b T T 4 v I D
Challenge WREA R L, NT 74 v 7O 1 k3L FTP, Telnet, HTTP, F72i%
Disable HTTP HTTPS OHA1Z, FWSM Z2— Il —HF4H E XA T — RO A #FR L
Authentication *9,
Challenge
) nbora hanvo 1 S R L CERIETF ¥y L Y ET 4B —TMIC
Disable HT TPS ‘féfkﬂugk&é%é%%bi?o%m@7HF3W@m£?¥V/
Challenge CETAE—TNMITHE, FOTa baLEFERHLTND N T T 4 v
’ 3. uﬁl _wwﬁéhf_t/ a vl Ebfb\éi‘“\ ’7”:“&7‘\ Al sinET,
Challenge %ﬁﬁﬁa“é 1\774 /m_otofmTTé“id* 71}:2 X, FTP OFRGET *
Vo UET AT NMITDHE, T T 4 7 BNRRRE AAA V—VICE
(FXTFWSM | T 25412, FWSM CIEFTP 2 L-H Lty v a VA AL E
3.x+ 720) To WEET ¥ L VB F =TT o TV AT e bk (HTTP 72 &)

FERALC2—YRy a2 LGS, FTIP T 7 4 v
SNFET,

R

2747 24+—I/LAAA L—)LDEE .
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. [Interactive Authentication Configuration] ¥4 7 A5 /Ry U X

LS A

Clear Connections | = D7 —7 V&2 L C, 22—V —FRFENX A LT 7 b9 50, £721%
When Uauth Timer | clear yauth =~ > R CRiEE v v a v &7 U TH%TICT 77 4 7 70k
Expires table | p bl i T B A L — T = A AL EETET RLARELET,
(FWSM 3.2+ 72 | (=% —G8GED0 % A A7 U ME, [F5v b TA—L (Platform) 1> [t
5 *aT1 (Security) ]>[’5’4L\7'7 b (Timeouts) ] RV v —TEFKL
FY) . ZOT TN v H =T 2 A AELHEETT RLADLT R0
B, 2=V =ikt vy v a URHIREINIC > TH, T/ T4 Tk y
Ta IRT LER A,
e AU H—T A ALREITLT RLADRT ZBINT 5HI2iE, [AT01EM
(AddRow) ]AR¥ %2 U w7 LT, [Clear Connection Configuration]
TATRTRy 7 A (33_X—=) ANJLET,

REARET DT, RELBIRL T {TOME (EditRow) | A Z
7V LET,

REZHIBRT DI, REZEIRL T [ITOHIBR (Delete Row) ] 7R %
YERI7 U7 LET,

[Interactive Authentication Configuration] ¥4 7 Q457K v 4o X

[Interactive Authentication Configuration] %1 7 2 77/ v 7 A% {#FEH LT, HTTP ¥ 72/X HTTPS
NI 7407 %ZELTHY =7 2—PERFETHLIICA X —T = AERELE
o VA=V T A— M CHEHESIDWIEWeb X—T Tk, Zhbo7m bV sns
T 74N NOBFEN—T L AR T2 —F =7 AXY = AR\ ELET, FRAEN—V%, T/
A ANOEEERIEHAINE T, £, VFA L7 a7 a8 RL, 23D, AAA
=L AR > —"THTTPHTTPS %X v NV —7 7 7 B AGFEN LI L STV D EE, 387

—VFANV— N7 4 v IR ESNET, FEHIC OV TR, 2=V ORIEHIEIC DN
T @B==2) L TIIEEN,

FEF—a v iRR
[AAA Firewall] 3% E<— Y ® [Advanced Setting] ¥ 7 (27 ~<—°) (ZBEH L., WG HFRIET —

TNAOTDATOEM (AddRow) [RFZ &7 Uy 7350, £037T =7 VHNOITZIERL
T [{TOfFE (BditRow) [ ARX %227 U w7 LET,

BEEIER
¢« AAA L—/LIZHONW T (1 2—2)

« ASA. PIX. BLIUFWSM T /34 2D AAA L—/LDiRTE (5 2—)

. T7A4F724+—I)LAAA L—)LDEE
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[Clear Connection Configuration] ¥4 7 O 5 Rv o X .

T4—ILEY)ITFLUAR

5 4: [Interactive Authentication Configuration] % 4 7 O 45 Ry 49 &

2% 5 EA
A= =v% Z(E+ %57 v haj (HTTP]) £721X [HTTPS]) , A > H—T7 = A A

THHFOT e varzZET 258, AV F—T o AT —T /L
2 EEEMLET,

A HE—T AR ZEFEEAR—TNCT I E—T oA AEIFA L F—T =1 A
O—b, f L H—TxA AEEFA L H—T oA A0 —)LOLHEI%E A
T D, HDHNFE[RIR (Select) [#27 Vw7 LT, UARNNDLA
A RINT 20, LA v ¥ —T oA Aa— L EERLET,

[R—="+ (Port) ] F 740k K=k (80 (HTTP) 3100443 (HTTPS) ) ZfAI L7
WIBAIC, EXa )T TTFIA TV ARZOT B haLzZET
BH— M E

Redirect network users | F /N4 AW GLER L TS 2—HF% . X2 VT 4 TFI5AT A
for authentication request DR B ZEE Web 2— 2 U XA L7 hTBNE I, 24T
arvEBBRLRWGE, A A —T A RZMIT NN T T 4y
I LTI R SNTZFRGE Web X— U NRERINET,

>

[Clear Connection Configuration] ¥4 7 O4J /Ry o X
[#fcax D~ U T (Clear Connection Configuration) | %A 7 B 7Ry 7 AZHEHL T, =—
P—BFENZ A L7 7 b5, Fi-iX clear vauth =~ R Cilitk vy v a v 227 U 7# 4
ST 7T 4 7w EHUDEELT RLAZEELEY, Zhbookyraraz s 074
HAVE =T A RAEETHLERHY £3, T HOREIX, FWSM32+ 7 /3A X725
EHSET,

2P —FREEDO X A LT U ME, [Ty bT+—L (Platform) 1>[EF 21T+ (Security) ]
>S[#A4 LTIk (Timeouts) | RV > —TCTEHRLET,

FEF—La iR

[AAA Firewall] 3% E~<— @ [Advanced Setting] % 7 (27 ~<X—) [ZB#EH L, [Uauth¥ A ~—
DR THEIZHEERE A 7 U T (Clear Connections When Uauth Timer Expires) ] 7—7 /v D FIiZH 5
UTDEM (AddRow) | ARZ %7 Uy 7T 50, FlET7—7 /VNOHEHEZRIRL T {70
fmte (EditRow) | R¥ %2 U v LET,

72747 24+—ILAAA L—)LDEE .
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B raaFirewal] x— 0> IMAC-Exempt List] & 7

T4—ILEY)ITFLUAR

5 5:[Clear Connection Configuration] ¥4 7 O R v 45 X

BH Bl

A HE—=Tx AR REEITOIA LV E =T oA AETNEIA v F—T = A —)b, %
(Interface) ABILET, FIT R (Select) 1227 Vv I L TA v H—TxA
AFEFA L HA—T oA A —VERRT I, FidH Lo —L
EERRLE T, By N EZRETLHAIE. Vo~ TREY £

R
EEILIPT RLR/ |2 =PRI X A ~—D0IN D & T <ICHiE 27 V735K A NER
Xy kA7 Txry hU—27 7KL A, UABMIE, AARMIPT LA, % b

J—27 7 RUA, 7 RLURHEH, £33y NV—J/HRANET V=
7 NEBDLIENTEET, HEOT FLRERET HHAIE.
VTCTREIDET, T RUVRAEATNTBHHEOTFERICOWTIE, KR
VERBFTOIP T RLADIREESR L TS,

[AAA Firewall] X— <> @ [MAC-Exempt List] 2 7

ASA, PIX, BILOFWSM3.x+ 7 /N1 ADEA . [AAA Firewall] 3% AR U ¥ — @ [MAC Exempt
List] # 72 L C, #BIELBAI 2GR4T 52K A MERELET, & xE, X2V T+
TIITAT UABRFEDR Yy NU—7 ETCHRIEENDTCP N7 7 4 v 7 ZFGEL, FFED T —
ANBDOFRFES IV TWRWTCP # 2 7F Al T 558 1E. ZDOV— " DMACT RL AL K
FT7 4w AT HA— NV EER L ET,

AT EHEA LT, MACT RLAD T L—TDN—LEERTEET, 7-& 21E. MACT R
L A3 0003.e3 ThhE 59X T D Cisco IP Phone Zfr9 41X, ~ A7 ffff.£00.0000 % fif
FH LT 0003.€300.0000 DFF [ /L— /L EAER LET (A7 D FIX7 RLANOXIET 8L —
L, 0139 _TLE—HLEY) .

HENL—IDBMENZ R ADIT, MACT RLAD T N—T%2FFR L., FRIS N7 V—TFHIZ,
PREE R B EHT AIMLENH DN ONDT RUANRD HGAETET T, HEL—/T T
T4y 7 EBRIELERA, RA MNIEFORGELERATEZERT L7200 TF, 728 20E, 00a0.c95d
TUhED MAC 7 RLAZRFOTRTORA FMEFFA L, 00a0.c95d.0282 (ZFRFE & 58 7] O fif
AR AEA . O — A FIEZRIZATI LET,

1. Deny 00a0.c95d.0282 ffff.ffff.ffff

2. Permit 00a0.c95d.0000 fftf.ffff.0000

R —%T A AZEBT S &, macligt 55 X Waaamac-exempt =~ > RZHH LTI D
DTy MY BREISNET,
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| 274794 —LAAAL—1L DD

Je

(=g

[AAA Firewall] <— 0 [MAC-Exempt List] 2 7 [J|]

Evk

MAC bR Y A2 N TR —E L= b OMUBE SN E T, 20k, =2 b OIEFNEE L
RV ET, MACT RLAD T N—T%F L, ZO—EE2EGT 2551%, FFal/L—/LORH]
WZHESLV— LV EZELET 20BN H Y 9, 7272 L, Security Manager TiL, MAC %/ —/L %
EFAHT D 2 SidTEEH A, VIR ENTWBIEICEESNES, 7—T V&Y — T
e, RU—PEREINET, =2 P BHAEIEFEL TWRWES, 202 SIXEETIE
bV FEFA, KFELTWDIEGAEIEL, (TEELWEFTANLTIEIN,

FEHF—I 32 /R

[MAC Exempt List] # 727 7 8 A3 5121, ROWTNNEFEITLET,

(TR At 2—) ASA, PIX., F/IEFWSM T A ZEZEIRL, [Z7 AT U+ —/b
(Firewall) ]>[EXiE (Settings) ]>[AAAT 7 A 7 7+ —/ (AAA Firewall) | Z3&R L £

79, [MAC-ExemptV A k (MAC-Exempt List) | ¥ 7 # 8RR L £,

(RVv—bta—) RV —HATVVLIENE[77AT U4—/b (Firewall) 1> [RE

(Settings) ]1>[AAAT 7 A 7 74—/ (AAA Firewall) | DIAICER LE 9, HrLWARY

= ET D D FOR Y — &R L, [MAC-Exempt Y A  (MAC-ExemptList) ] %
TERBRRLUET,

s (vy7E=a—) ASA, PIX, F7EFWSM T NRA REH7 Vv I L, [Z7AT T4+ —
IVERTE DR  (Edit Firewall Settings) 1>[AAA~T 7 A 7 7 #+—/ (AAA Firewall) | % %R

L. ®IZ [MAC-Exempt!) A  (MAC-Exempt List) | % 7 Z 3R L £,

HEIEE

¢ ASA. PIX. BLIUFWSM T /34 ZD AAA L—/LDRE (5 2—)

T —TNDT 4 E ) T

T4—ILEY)ITFLUAR

5 6:[AAA Firewall] % & R— 2 0 [MAC-Exempt List] 3 7'

BH

Bl

Name

MAC-Exempt List | MAC &V 2 k D4 #i,

2747 24+—I/LAAA L—)LDEE .
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B (Firewall AAA MAC Exempt Setting] % 7 05K w & 2

LS B

[MAC Exempt List] | &i#4-2% MAC GfRL—/, T—T7MIZMACT RL 2 b<w27 (16
T ¥) . BIOENSEZFAT 50 GRIEE R &5 50 7130
FO RVSWIR (FEEODM ERFEREIT ) BERINET, =R

X7 A RS Ko TIEFICAEE S, K —H T, &yIc—
’f‘ﬁ(@“éﬂomb EHEET,

o ERL— VA BT 521X, [(TOBM (AddRow) [ARZ %27V v
27 L. [Firewall AAA MAC Exempt Setting] ¥ 4 72 7R~ 7 A (36
/\O‘_‘f‘/\) L:Ajj Li‘j—o

« SR — LB REET DITIE, L— AR L. [ITOME (EditRow) ]
N2 EIY 7 LET,

s R — NV EHIERT D121, — A ZIIRL, [1TOHIBR (Delete
Row) |R¥ %227 U7 LET,

[Firewall AAA MAC Exempt Setting] ¥4 7 O5 Ry o X

[Firewall AAA MAC Exempt Setting] %A 7 &2 778 v 7 A%l L T, [MAC Exempt List] 77—
NOGEERT N ZBMBEXORELET., X2 VT4 7774 T AL, #Fal &= MAC
T RLU BT 5N TWAR A FDORBIFL B2 AF v 7 LET,

FEZF— a2 R

[AAA Firewall] ~—® [MAC-Exempt List] # 7 (34 ~X—7) ([ZBHE L. [MACEIRU X
(MAC Exempt List) ] 7—7 1D FD [{TOEM (AddRow) | R¥X %27V w7350, %
737 —7 VNOIEB 2R LT [{TOME (EditRow) | ARZ %27 U7 LET,

T4—ILEY)TFLUAR

5 7: [Firewall AAA MAC Exempt Setting] ¥4 7 AR v 4o X

BH % B3

BAE FBELIZMACT RLRAZFHTHHRA M L THEITTLHT 7 v a
e [Permit] : AR A M OFRFE L BT AR L 7,
* [Deny] : " A MIFAGE & B A A58 L E 7,

MAC 7 R L | FEH#ER) 72 12 K7D 16 IO B A FOMACT K LA (00a0.cp5d.0282 72 &)
A SERIEMAC T RLVAEIET RLADO &2 AN TEET,

7T RUVAO—EE AT HGE. BELRWHIZIZ0ZANTEET,

. T7A4F724+—I)LAAA L—)LDEE
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[AAA] R—2

maa ~—< |

LS Bl

MAC Mask MAC 7 RV R |IZHAT B2~ A 7, fI3 e EMIz—8 L., 01XZ DN EDE
BEosLE —ELET,

e 7 RLADZEE—HERET H121%, AL 2 AT LET,

o T RLANY =V ERAET DL, (EEOXLTERAET IHIZ0 2 AT
LET, =& xiE, 0000 1L, RO SHINFE L THDHTXTDOT
FLRxE—EHLET,

AAA 77 AT U —RET XV EMEA LT, B m X UIEHT L — =0 —
ERELIZD, 773NV NIANDE A LT MEZRELTZD LET, 10ST /A ZADORGFES
& U0E, =N I10S T3, A)>5 HTTP, Telnet, £7-I1X FTP e L Lo &35 &
Xia—Plzu s A v LRI ABBIT A —E AT, 22 TORTEIL. AAA L—/LEHA
/\zbﬁﬂ%%’* LET, AuthProxyEQ'ﬁ?&‘i AAAL— /LTINS DY —EZADNFT AN 2—
RENME L STV D W EA S ET,

ZORY —DFREN[ITF7A T 24+—IL (Firewall) ]>[AAA/L—)L (AAARules) |7 RV > —
&z’)ﬁbﬂ\m\ LEMERL TSN, EBIZ, [Ty bT+—L (Platform) 1>[T/3
4 AEHE (DeviceAdmin) ]>[AAA] RY v —&fHL T, 22— — 77?%0)%.: WZAE
D AAA V= N—TN—TEERTHLENHY T, ZOKRY —TlE, FAIBLOT Y
YT T OV == =TT EER LET, HTTPS 7 7 & A fb#‘bmﬂ%/%ﬁﬁﬁ
THEHAEIEL. AAALV—LR ) U—THTITPFFr 7 ¥ v A 3x—7 M T 57210 Tl [F
Iy I~77J- L (Platform) 1>[7T/3/4 AEHE (DeviceAdmin) |>[T/3f A7 X (Device
Access) | >[HTTP] R U > —TSSL A X—7/LIZ L, AAA ZRETLHLERNH Y £7,

Je

Evbhr AAAY—RTa—HFTLICACLEZREL T, F2—VICHEHAT HHREZEHETILERDH Y
F9, FAERETHHAF., P—E AL LT[AAA] ZFEE L (service= AAA 72 &) | HE[R
VAL EISICLET, AAA Y —N—%RET D HELE —RORTEIE T e X 2% ET 5 Hik

DFEMIZ OV TIL, D URL IZ& % [Cisco 108 Security Configuration Guide: Securing User
Services, Release 12.4T] @ [Configuring the Authentication Proxy] #Z&M L T 72 &0,

hip/AvwwicsoncomenUSdocsfiossec user savicestonfigiraion/gidesec cf auhen prxy psbd TSD Products Configiation Guide Chapterhtml

FTEHX—L 32 kR
[AAA] R—TIZT 7 B AT HIZIE, ROWTANEFATLET,

« (TAAE2—) THRAREEIRL TG, KV —8BLIZZT[ITF7AT 24—
(Firewall) |1 >[8R%E (Settings) | >[AAA] ZE4R L £,
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« RVv—bta—) RIL—FATvLIEZNL[TF7AT 94— (Firewall) 1> [XE
(Settings) 1> [AAA] Z@IR L £, HLWERY S —Z2MERT 50, £ITBEFEORY
—HEIRLET,

s (T Ea—) THRAREEIY I L, [F7AT74+—ILEREDHE (EditFirewall
Settings) ] >[AAA] IR L £,

ESPERENS

« AAA )L—/LZ

DT (1~—Y)

'lﬁv&@uuuﬁjﬁ/f ZOWNWT (3R—)

¢ [0S T4 ZAD AAA L—LDFHETE (9 <—)

J4—ILEYITFLUAR

TR 8:AAT7ATO+—ILERERY I —

R

Bl

AP 7 R LA
(Virtual IP
Address)

AR TP 7 KL AL, IOSHTTP#8iEE 7 74 7 M OBE TORMEH L
F9, VAT LAEIEFICEESE DX, (KEIPT RLAZRET HHME
N0 ETA (0000 1TFRETEEREA) . Ry hT—7 EOMOT A

AWZFEILTY RVRAEFEHTAHAZEIXTEETA, LLLLARE, EDHTH
N, HHLENR2NWT =T AIPT KL AEfHio CRIET DHLEND
nET,

[General] % 7

Authorization
Server Groups

o — P —HN O Al 2 121495, LDAP, TACACS+ ¥ 7213 RADIUS
PR =% T B AAA YV — =T )N —T R o—FT =7 b, TN
A AZEZEIN TS LOCAL 21— T —H _XR—2&fHT+HZ L TE
iﬁ‘o

Y= N—=TN—TF T = NOATHITEANTIT D0, B (Select) 1% 7
Uy Z LTCYARAMPLERINT D), EREH LW T V=7 EERR L E
To IN—T%TITA4F VT 4AICEEL T ZSW, B, Koo s
N—T %R L TEITS., £OTN—TDMEHTE W&, £DR
DI N—TBEHSNET,
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LS

B

Accounting Server
Groups

Use Broadcast for
Accounting

THOT 4T —ERAEEMT 5 LDAP, TACACS+, F7-IXRADIUS
Y= REBITEAAA YR TN—T R —FT =V b, T
T4 7T FER, BX 2T o, FRIRY Y —RAFD Y TOHEN T —
PFHMNOEAERENELE T, V=R —TN—TFT V=7 NOL4RI%
ATIT B0, IR (Select) 1227 V7 LTY X EIDLEFERT D, £
I LWA TV =7 FEERLET,

ITN—T%TT7A4F VT AAICEEL T ZSV, 7a— K%y A 47
arvEBERLRWGSE, THorT 4 7%, B0 T V—T%H L
THRITSN, 2O N—TREHTERWEGEEIL. ZORD 7 V—T ) E
HanEd,

[THTT 477 u— Ry x X M (Use Broadcast for
Accounting) |Z&EIRL7=HE, TAT T 407 La— KRE&ETLV—TH
DRAID Y —/N—=IZRIFHIERE SNE T, BP0 —"REHTE 20

BT 2= VA= N=BREL, TOTNV—THICERINTNDH Ny T
Ty = NBMER S IET,

Accounting Notice

TATT AT =N T N—FIREEINDT T T 4 TEOH
A7
* [Start-stop] : = — a2 RDBRLERHIBRET 1V T 4 v T iEM A
EEL, 7B RAOK TSR T T AT T 4 v TiliE ik E L ET,
stat 7 7T 4 7L a—KRiENy 7 7T RTEEENET,
RSl —F Iav XX, BT IO T 4 T ET 1Y
T AT =N EZE LN E I Db LTI NET,

s [Stop-only] : ER XN 7z —H o ROK TR T T T 4
VR ERE LET,

e[Nonel : 7TH DT 47 La—RTkESnEtA,

HTTP Banner
FTP Banner

Telnet Banner

::L»—‘Tj“z’)i? ‘H_ EX@HLNE%E*éh?@&% E7F13'\'/“\~‘\/ﬁ
TRINDHNT—,

* [Disable Banner Text]

=~ ﬁ

NT—IRIRENEEA,

[T T AN FDONF—FT XA R EMH (Use Default Banner Text) |: 7
7 % v kD s3F— [Cisco Systems, router hostname Authentication] 733%
RENET,

= PICERREINDTFA AN LET,

* [Use Custom Banner Text]

Use HTTP banner
from File

URL

HTTP B¢ DFRFFITIME D Web X— B HI 208 5 A, JH @ HTTP

NF—D URL #A ST LET,

HTTP N — T % A b & URL Ol 52 RE L%
EInET, 7L, NF— TR LT NA R

A%, URL N —3E
:ﬁﬁéﬂi#
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LS B

[Advanced] % 7

Global Inactivity |t v g NZa2—HF T 77 4 BT 4 BRWVIGEIZ, 2—FORFAET 1 F
Time PRFESNDHMOES (DHAD) . 20X A ~—2HIREINIZRD &
B ea—Y 77 A a3 ba— AR (ACL) IZit>Ca—% kv
varNZ VT ENDDT, 2—VITHEREEZTDLERH Y 1,
BN #PHIL 1 ~ 2,147,483,647 T, 7 7 4 /L M 60 53T,

DA LT Y MENR[TF7AT24—)L (Firewal) ]>[E&E (Settings) ]
S[4 AR 32 (Inpection) AR Y > —THESNTZT A RVZA A
TU MELLETHDL Z L 2R LTSV, T4 RAZA LT T MER
WOLEIX, #ALT U Lica—Y—k v arOF=HRRHIT I 4,
AN T T HATREMER B VD £7,

Global Absolute  |Z83F 7 m s 2—HF v a v RNT /T 4 TREEFTNDLILDTE LI
Time MOES (BHAD) , 208 ~—BHRINICR-Tb it HLWY
I LA NORE LR, 2—W v g L TERESLO S 0t A KA E
TTHHERHY 3, ARREEIZ0~ 35791 T, T 74/ M0
T, I a— VR E A DT T MIRESNERA, 2—F v g
X7 7T 4 T ThHNE VIR SNET,

[Interface Timeout] | = DT — 7 /L%, Fa— NV XA LT 7 MESIZRLRD 2 A LT 7 ME

T—7N ERETHLN L E—T oA ARGENE T, TRTOAS X —T =1 AT
Ta— " UEEFHTAEAT. 20T —T NI MLBRETALETHD
E I

CNAL A RENTEA LT T MZFFOA L F—T = A A%BINT
BI20E. (ATOEM (AddRow) [ HRZ %27 U > L, Firewall AAA
I0S Timeout Value Setting (40 ~X—) IZ AN LET,

REERET HI20E, REEZFRL T {TOMHE (Edit Row) | R HZ v
7V LET,

HEAHIRT 2121F, FELZTIRL T {TOHIBR (Delete Row) | H %
YE7V v LET,

Firewall AAA 10S Timeout Value Setting
Y

GE)  "—T=3 417 LI, Cisco Security Manager ($5] & it % 10S OF&REZ AR — F L TV E 37235,
JEIRMERBIZY R — P LTV ER A,

[Firewall AAA 1I0S Timeout Value Setting] ¥4 72 7Ry 7 A= FEH LT, FHFEDA ¥ —7 =
AADT A RV ZA LT T MEEKHSIZ A LT D MEZRELET, ZNUOOMEIE, [77 A
7 7 4 —/v (Firewall) ]>[#%7E (Settings) ]>[ScanSafe WebZ % = U 7 + (ScanSafe Web

. T7A4F724+—I)LAAA L—)LDEE
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Security) | AR YU > —® [Hh— =& A4 A7 T~ (Server Timeout) | ¥ 7 Ta% /& Il m—N
NEALTY Mz EEEZLET,

FEZF—ar R

[AAA] =— (37%—2) O [E# (Advanced) | ¥ 7 C, A v H—T =24 ADT—TILDTF
WZHB[ATOEM (AddRow) [HRF %227V v 73250, ELIFITEZERL THTOME (Bdit
Row) | R¥ > %27V v LET,

TJ4—ILRKUYIT7LUR

% 9: [Firewall AAA I0S Timeout Value Setting] 4 7 A7 Ry U X

L A

AVE—T 2 A A | FALT T MaERET HA X —T oA AETNIA VX —T = A A
a—, f v H—TxA AEIZa—LOLEIEAN LET, 00T
[N (Select) ]2 27 U w7 LTCY R MDOAFTEZEIRT D0, HLVA
PH—=T A An—VEERLET, EEROT N 2ET D561

B = TRYY 9,

[Auth Proxy] % 7

Inactivity/Cache A EBE—T A A LDy g Na—F T 7T 4 T 4 DR NBEE
Time 2, 2=V ORIET B F VR ERFSNOEMOES (SHfD) , 20X
A~—NHYRYNICRD E, BN —F T r7E8RA a3 br—L U R
b (ACL) IZt>Ca—V o a N7 I TENHDT, 2—FIdH
JERRREZZ T D ENH Y 3, AR 7e#iPHIL 1 ~2,147,483,647 T,
T 7 HN NI, =N IET I T 4T HA LT ME (T 74V MZ
60 473) T,

Absolute Time Ak Ry 2=y varEA =T oA ATT VT 477 EFE
HEFF CX BBFIDOE S (DHAL) . 20X A4 ~—2NHRYNICR-T7-5H
UL L) 7 =X FORE LRIk, —F kv v a o CHERESLO
T ARREFITTHMENDY £, AL 1 ~ 35,791 T
Ty TT7ANLMIOT, MEFHA LT MIRESNTEEA, 22—
Yo a 3T I T AT THINEVIRESNET,

Authentication Proxy | =1 65D X A AT W MA@ T 57w f =)L, HTTP, FTP. F7-)3
Method (I0S) Telnet % H HIZHAG O TGRINTE £,

[HTTP/NTLM] # 7' | [HTTP] 83 & [NTLM]fE3RIZIE, RDOFEIC 7 4 —/L R EBINIEH A H Y
£,

HTTP/NTLM @ [3E7 7 T 1 7/3% ¥ v 3 2 IffH] (Inactivity/Cache Time) ]
:l‘o’ ck O [HaxtFfE  (Absolute Time) | &% E L, HERGEIZIT [Ny v

TERIED AN (Enable Passive Authentication) ] % 1%KL % ﬁ“ &Iz
AT 2 [IDAY v— (Identity Policy) ] Z#ER L £,
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74T 94 —ILAAAL—LOEE |

LS

B

[Method Order] % 7

FRTL2EGTROF =y 7Ry 7 AR, EREB IO HE KA
2 LT & BOIEFICEE L3,

[AAA Settings] % 7

[AAAGXTE (AAA Settings) ] % 7 % 3#INL T, FTOMBIIHE, FRAE,
TR, THU L FOREEEELET,

Authenticate Using

[Authenticate Using] ‘=7 ¥ a > ClE, #BAEICHEHT = 71 —7%
BIRTEET, BRIGIROEEBY T,

« 72 L (None) : #BiEZAITWVEHA,

«[7 74/ (Default) ]: 7 7 4 /b b ORBFEY —/ =7 )—T % ffi
)EH L/\i‘g—o
o[ A% 2 (Custom) |: —HP—{E LICREGEY — N — 27—

DR Z AN U ET, WIS, [ER (Select) 15227V v 7 LT,
Y= N—= TN —T R REETITEM L ET,

Authorize Exec
Operation Using

[(RZEAEH L CFATHAEZ 773 %  (Authorize Exec Operation Using) ] &
7 va TR FEATERAEOFFNIEN T2 — "= —F 2B T X
F9, BRBEIIRO LB T,

«[7eL (None) ]:#miZLEHA,

«[F 74/ b (Default) ]: 7 7 /b hOFFAH— =7 N—T % f
JEH l_/\iﬁ—‘o

« [ AZ L (Custom) ] @ =P —=PFE LIZFFAI Y — =T L—7
DR ZAC L ET, WIS, B (Select) 1227V v LT,
Y= R=IN—TZtREEITBML £,

Perform Exec
Operation Using

[Authorize Exec Operation Using] = 7 3 2 > Tld, FATEMED I TITHEH
THH =N TN —TERIRTCEET, BIKITKRD LB TT,

«[72L (None) ]:#FaIZLFEHA,

[T7 4N (Default) |: 7 74N hO— =T —TEfEH L
£7,

o [IAH L (Custom) |: 2—HF—RFE LTV —_—7 L —T Dk

WEADMCLET, KIZ, BN (Select) 127 V7 LT, ¥—
N N —THfREETITEMLET,
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LS

B

Accounting Notice

[Accounting Notice] Z#fiHl LT, 7Hh v 7 1V VH#EEZRE LT,
«[72L (None) 1: 7TH T T 47 @MIIITVEREA,

o [BAfB-1E 1R (Start-stop) | : HAEDHR & TKBICT H T T 4> i@
HEITWVET,
«[fE1ED I (Stop-only) ]: BAEDRZIZOHRT I T 4 2 7 A
EATWET,

Accounting Server
Groups

AT LTI T 4 T == T N—TEiEELET, THT

FAT == TN —TF 2 ANEITBIR L F T,

GE) THOT 40T =R I N—T%RINTDEE, THY
VT AT =N T —=THBENTA L TEET,

Use Broadcast for
Accounting

THIT 4 TlHAET A — XY A M523, 2OFzv 7Ry
JAEBINLFET,
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