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EZR{F LE T, Security Manager 7> CS-MARS — 2T 5%
(ZiE, ELWVGERAELZRG L TW L 0ENH D £7,

[CSM Mobile] X—<

[Security Manager’& 2 (Security Manager Administration) | 7 « > K7 @ [CSM Mobile] ~— %
M LC. Cisco Security Manager @ CSM Mobile #§iE% 1 *—7 NV E71FT7 4 E—T7 LI L &

3. CSM Mobile FEREDS A R — T LT/ > TV 6, 2—FITkO U 7 I2B#H LT, EA

ANT IR AINST A ZADEFEEEOERICT 72 AT&£4, Z 2T, <SecManServer>
IX Security Manager —/N—@® DNS &4 £ 721X IP 7 KL AT,

https://< SecManServer> /mobile/

EQ el
https://< SecManServer> /mobile

RSN DERO X A TOFEMIIOWVTE, ¥y vadrh— FOPMEEZRRB LTI Z I,
CSM Mobile DFEMIIZ DOV TIL, CSM MobileZZ R L TL 72 X0,

FEH = a2 R

[*V—IJL (Tools) ]>[Cisco Security Manager & (Security Manager Administration) ] % &R
L, a7 Y7 —7 /L5 [CSM Mobile] 23R L £ 7,

TJ4—ILKEUTF7LUR

% 8:[CSM Mobile] R— >

R BrLL]

CSM EA JVEERED B Zh L | CSMMobile#iER A XA —7 NV E2IET 4 B —T7 M TEE T,
(Enable CSM Mobile Feature) | = DHEREAR T 4 BE— TN T B L. BXAL LT NAL ZAMBTFN
A ADIEFEMOMEEFRICT 78 ATERLI B F9,

[Save] R & EEAERFELCEHALET,

P —EANRA, X—=TNTHDLINEIDEEFR LIEEAIR. £
WIS CTH—eApMEILE B L Ed, s o r—%
DERRINET,

Security Manager DB EEOHE |
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Security Manager D EEX EIENHRTE |
. [Customize Desktop] R—

E%x SBA
Vey b R&Z B ERIERFELEIZYV 2y LET,

[Customize Desktop] X— <~

[T AV hy DI AHF~A X (Customize Desktop) ]~S— %A H LT, Security Manager 7 7
Vor—ayn, BELEKRT A RV ThH-72b L ICHEIMIZEH T b0 E 9 Al
L, FPEDIRBRICBIT DT 7 v a v EBERT DL ICa—FIZERT L0 EIE VY b
LET, EREEDT 7 A NVEIE% Security Manager 7 7 A 7 2 N THEITTX 208 5 &l
HLUES,

FTES—ar R

[*—/v (Tools) ]>[Cisco Security Manager Bl (Security Manager Administration) | % 3L .
AT UV T =T NNNE [T AT Ny T DI AL~ A X (Customize Desktop) ] %R L E 7,

&R R
s Security Manager D7 A £ A 77 A VDA A F—)b
e RY T —FFTT A ZADA IR — B
AR RIAUIMNEDTNRA A AL LR RN DT AR— |
cHHRY —DxT s ZFR— |

cIPS TA LA T 7 A I)LDEI (85 X—3)

T4—ILEYITFLUAR

%= 9: [Customize Desktop] R— >

R e

(%0 [DoNotAsk] |ZOARZ %7 U w27 LT, [Areyousure..?| &Ry 77 v 7 E&iE%
DYty b (Reset"Do | HiXELET, —HOT 7 va vz 19 oL, MERICETLEE
Not Ask" on Warnings) ]| NFE RS, BERHERRINRNEIICT AT v a VER
R ENFET, ZNEHOEEDWTIMNICHK LT [Do Not Ask Me Again]
FRRLCOVDHE, ZORL VR 7Y v o3 5E, BENFEA
R—=T TR £,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

[Customize Desktop] X— > .

LS

B

Enable Idle Timeout

Idle Timeout (minutes)

faE L7-#i#. SecurityManager 7 74 7> 8 77U r—3 3 U aff
AL THG/IT, 7947 e HEINIZK T TH0E 2 0%
BELET, ALT7U NITXRTOT TV r—railbleoT
HHEN, 1507 7Y r—ya v TEBET S LT _TOT 7Y 7—
varorAv—nlty hERET,

ZOF T arERIRTL581E. 72747 NEAL 5 E TR
W5 B & B ER % 43 BLAT C [Idle Timeout] 7 4 —/L RIZA L
£, FT7ANNTIE, 7547 > M, HHEENREED 120 430
=HEICHAUGNET,

Enable Client side file
browser

Security Manager 77 7 A 7 2 N C7 7 A NEEEZ T T 2008 5 b,
ZOFT Y a U PEBRENTODHE. ROT 7 A WVEELEITT
HEXIZ, VATV N TZ7A N VAT AEYS =R T 7 AL VA
TAEEIRTE £,

* Security Manager D7 A £ A 77 A )LD A A h—)L
cIPSTA B AT 7 ANDA LA KN—)V
TNARAAL R MY Ty ANDA L R— N7 AKR— |
HFERY —DA A= /T AR |
CIRDT 7 AN ATV =T hOERK

* Cisco Secure Desktop Package

*Plug-ln: 77U 7737400 77 AV,

* AnyConnect Profile

* AnyConnect Image

» Hostscan Image

O T aviE, T4V NTEMTT,

[7 v — 3 LFidk (Global Search) ]

7 — N )URRER D)
1t

T — UG RIS RE A BN T AN T B0 T OMBEIZ T 7 o+
LN TA R—T N7 > TWET,

Evbh RT3 —<URAEHELEEEDLEOHIT, T, ZAO—FERH
F IR A FTT AR S e — LR A BT 5
ZENTEET, MHENET Liztk, i3 —V =y
AT LEMERT DR R BIRWV & X2, 7 e — VLR
REFEANILTA T v 7 AEFERTE £,

Security Manager DB EEOHE |



. [Debug Options] R—

Security Manager D& B TFIEDHRTE |

LS B

AT I ZADOHER | ZORZ 27 ) w7 LT, MBA VT v 7 A2 HAERLET, A
VT 7 AOEER I, S a— SV REERE R TE EH AL

[Save] AR & > EHEZREF L CTHEALET,

Uty b RHZ AR AFIEERFELZEIC) 'Yy FLET,

[Restore Defaults] 78 4 > | fifi & Security Manager ®7 7 /L MUt v h LET,

[Debug Options] N—<

[DebugOptions] X— T ZFH LT, Ty 7 B 7IlEOHAyE—VOERKELZREL, NE
THEOMDT Ny FIEREREL LT,

F X 7 LU, Cisco Technical Assistance Center (TAC) 7O A H 245 SN 7-HEIC
EHRLTLEESN, ZucEb, K 0FEfZe % CSMDiagnostics.zip 7 7 1 /VIZE bf)%’)
MTEDLEIITRY ET,

HUT LY T AR FDRA =V LUV EEE LD E, VAT AOMEE S &
TT7 7 arEBEITLET, BENREAE LK, IRONEE TEIR LT, CSMDiagnostics.zip
7 7 A )V (F721% CSMDiagnostics_light.zip 7 7 A /V) &Rk L %7, [*Y—JIL (Tools) ]>[Cisco
Security Manager D2 Hf... (Security Manager Diagnostics,,,) > [ —F}xE’]& #2H... (General
Diagnostics...) ] (721 i[‘J—)b (Tools) ]>[CiscoSecurity Manager DE2#... (Security Manager
Diagnostics...) ] > [Light Diagnostics...] . Yk . TRy T AT arET 7N LAzl
> F LT, Security Manager %— /323, R53727 Ny ZIEROIEENHK TH 7 o LA K
212 L %7, CSMDiagnostics.zip 7 T/fll/ODEEJZ@ FEABIZ DU T, Cisco Technical Assistance
Center MOZW 7 7 A NVOIEREZR L T2V,

T7AN TR BEREPRTZTI—THLIN, LVEWAyE—URuZilgobnEzd, EX
E (EREDEWIR)

* [Severe] : AT LDMEHTE 72 < 72 M,

720
ek

* [Error] : Security Manager (Z & > T2 T & 7e W R,
* [Warning] : Security Manager |2 & 218 e lREZe, THI L 722V iR,
* [Info] : fHHWA v E—,

* [Debug] : WEBA T —Z A {FH.

FEHF— 32 R
[*Y—IL (Tools) ] > [Cisco Security Manager &3 (Security Manager Administration) ] % &R
L. B&RMS [Ty 7472 2 (Debug Options) ] ZE4R L £7,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

T4—ILEY)ITFLUAR

3 10: [Debug Options] X—

[Debug Options] R— .

2R BT
Capture Discovery/Deployment | Security Manager 78, %7€ DAL, B, B L OBHNET S

Debugging Snapshots to File

Nl& &I, ZNHOMRRICET 27 —% 7 7 A VERERT
LINEIMERELET, T —% 77 A D, —
/33 Security Manager 4 > A k—/L 7 # )L Z N MDC\temp
TALZ FPVICKRHINET, o077 A NVET Ny 7
WEHTE £,

JEBRE 7213 BE I A RIRE 36 4 L 723 81T,
A X =T LET,

G ZOFxzv IRy 7 A&FNTTH L Security
Manager DISEREMAELS 720 £9, 247 v =
SEL ROENTDRPLTZIT A R =T T L LT,

THBEDT 7 AINET Ny T O=HIT Cisco TAC ICEET 5
LA, NAT— R EOET — 2 3 E 05 Al e
NHDHT=H, Bk LET,

GE) R (£7213) EBEAOEITHIX, Cisco Security
Manager f A h—/ L7 #+ L4 ¢ MDC\temp 7 A L
7 MVCHDHZAT T vay b7 7 A NVERIBRLAR
WTL 2SN, ZFy7Fay 77 A0, Cisco
Security Manager 737 A R/LIRAED & X |ZHIBR T
F7T. £l TIAN DT 7 A NVEHIFRL TV
WZ EERERR LTS IZEN,

ZDOREH

e

Deployment Debug Level

BEEEOT 7 gy (FAL ZBERY) OAvE—I0
HRHE,

Event Manager Debug Level

Event Manager 7 > A7 LD A v — TV DEKEE,

Health and Performance Monitor
DT /3y 7 L1 (Health and
Performance Monitor Debug
Level)

Health and Performance Monitor %+ 7 3 A7 5D A v — TV EK
EL L,

Image Manager® 7 /N > 7" L
)V (Image Manager Debug
Level)

Image Manager %7 > A7 LD A v tE—Y DEKE,

Firewall Services Debug Level

TrAT I IVEERY S —D A v —DEKE,

IOS Platform Debug Level

CiscolOS Y 7 b =7 7Ty F 74— RV I—D A vE—
COENE,

Security Manager DB EEOHE |



. [Deployment] XR—

[Deployment] X— </

Security Manager D EEHZEEDOHE |

BXR B
PIX Platform Debug Level PIX. ASA, BXURFWSM 7T v 74 —L KR T —DRA v

T —OEKE,

Report Manager Debug Level

Report Manager %7 2 A7 AD A v —TY DEKE,

VPN Services Debug Level

VPN —E X R S —DA vtE—OENEE,

APIDT /Xy 7' L~L (API
Debug Level)

TV =y ary Ia sl AR —T A A YT
AT IADA yE—VEHREL~L,

[Save] R ¥ >

EENBREZREFELET,

Vv b ARZ

FTRTDOT 4=/ R URIOMIZE T L ET,

[Restore Defaults] 7~ 47 >

% Security Manager ®7 7 4 /L MZ V¥ > hLET,

[Deployment] ~=*— % ffi | L C. Security Manager 737 /NA AR EXERT LT 74V b K
REERLET, BEY a 7OMEMFFZ, ZRODORED—HE2 A ——F 4 NTEET,

FESF—Ya v nRR

[>”—/L (Tools) ]>[Cisco Security Manager® ¥ (Security Manager Administration) | Z 3R L,
AT YT =7 B (Deployment) | 23R L 9,

ESPERENS
o B DEH

ARV —F TVl FOEH

T4—ILFUITF7LUR

% 11: [Deployment] X— 2

BR BLl]

— WK I2 RN T A —H

[l Security Manager D SR EENHE
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I Security Manager @

EEREMBEORE

[Deployment] R— .

LS

Bl

ATy T gy hoR—

VAT RBT RS T A NERETDRRAR, TRy T 7 A

URIE JIHBRICHIBR SN E T, ZOHEZRO L72SGE, (47 < —Y
Purge Debugging Files “9“5 gPurgleNow) 127V /7 LT, FEELLEREEY g~ T
Older Than (days) DTNy T T 7 A NETITHIBRTE £7,
GE) =TT 584, SecurityManager (X, [T /3y VAT v a v
(Debug Options) ] ~~—® [fEH/ BT /Ny 7 XA F v
vavy hDT 7 AN~DF ¥ 7 F+ (Capture
Discovery/Deployment Debugging Snapshots to File) ] 7 = v 7
RN I AP S TRIAERL SN T Ny 77 7 A LD
HaEBELET,
Default Deployment | 534 2| EX BT 27200 FT 7 4L b FE L CTHEHT 50
Method =,
TA4VZhY « [Device] : REE T A ACEHERBT 200, F721E7 31 R

FRESNIHRE A = XA LR LET, dEllc VT, 728
A A~DOHEEZRBZZB LT EN,

« [File] : Security Manager %—/ N EDF 4 L7 NVIZEET 7 1 v
ZRPA L £9. [File] Z#INT D5G1E, BIEY 7 A VORI
7 4 L7 KV % [Destination] # 7 A THELE T, 77 A VET
TP ELTRIRL TS, IPS 73 ATITRENEH S %
Hhe IPS T/ ZZDOWTIER, T3 ARBAZZIT 2 TE £
T FEMICONWTIEL, 77 A L~DREBESRLTIZIN,

BT a 72ERT &L, ZOHFAEAF— =T 4 R TEET,

Security Manager DB EEOHE |
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. [Deployment] XR—

Security Manager D EEHZEEDOHE |

LS

Bl

When Out of Band
Changes Detected

Security Manager 73, X ENT A ATHZICEBR SN H LIz
ﬂ%x@CU?%EﬁEﬁﬁbht_&%@mbt&%;\ﬁmﬁé
MEIMERELET, 7V MF TR REBFORHIE, 77 AL T
1372 TS RCERHT D EEICETIELLEREL, 71 ABS
MR EX UG 2 Lo lIcRE SN AR L CRETEH S E
ﬁ“ (SHEREORTEMIZONTIE, BRIBOHHEZSRL T 7230 |

TORTEICE-ST, TIANIOT 7 arPEESNET, 57+
IVRDOT 7 a ik, BERY a TOERRIC A —R—F 4 R TEF
T, WOWTNNEBIRTX T,

o [EH A E#FEE L TEE AR (Overwrite changes and show
warning) | (77 4/L8) @ FA AZx L CFE) TEEEZ T
7o %% . Security Manager 1%, B ARITL, A EEX L,
IOT v arEEmT oEE R T LET,

[JEBH % % v > /L (Cancel deployment) ] : 7 /3A AZxf L TF
B CEEEZIT 7284, Security Manager (BB Z ¥ ¥ &L,
ZOT I va kBT A 8EERRLET,

[ 2 ez L 72\ (Do not check for changes) ] : Security Manager
3. ZENELZRGEEETICT A AR L, v — IV OEH %
EEXLET,

T NET N RERORUBOFEMARHIUZ OV T, 7T hATA
Y REEOWLBFIEZHONWTEZSZRL TSN,

GE) T2 AA—A=RBRESNTHRNT A ZAOEE, il
SADOEER R S iz & X2 B %A ¥ v &L (Cancel
Deployment) |4 7> a @R T5L, 7— AT v
BENZ L - TR R T D rTREMER H D £, BEAZ )
XH 521X, Security Manager T7 /3 A &3 5 HIIC
T2 VAN RETOMERDH Y T,

Deploy to File Reference
Configuration

Security Manager —/\ ED 7 7 A JWZEREZ BT 5 & 12, Security
Manager 28, 7 /3 ZADLHIOFRE EH LWAR Y > —Z T 5729
AR D %E,
s [Archive] (F7 4/ 1) @ BRI T — A 7 EHNTERIE,
s [Device] : BIFEFITH DT A ZADFKE, T34 ANHLESG S
i‘g‘o

BREE L Uz d & T, Security Manager |2 &> C, BT 27
CLIERSNET,

[l Security Manager D SR EENHE
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I Security Manager 0 &

B EBORE

[Deployment] XR— .

Ex L]
Deploy to Device T A (ETFTEE Y —N) ICRIEREZRERM T 5 & X2, Security

Reference Configuration

Manager 28, 7 /3 ADLARTORIE EF LWAR Y > —Z T 5729
AR D %E,
* [Archive] : FRRIZT — A 7 ST E,

s [Device] (F 7V 8)  BUEETHOT A ADHRE, 77351

APBRGE T T,

BREE L Uz d & T, Security Manager |2 &> C, BT 27
CLIERSNET,

Allow Download on
Error

BIRT NA ARET T —=BHLHETH, 735 A~D R % fkfi
FTOMEIDERELET,

Save Changes
Permanently on Device

WELET A ATEB L72dH &2 (writememory =2~ > RZ2HH L
T) . FHrar74Xal—Ya a2 A — Ty ar74¥Xa
L— g VNRTET D0 E 9 h, ZHUE, PIX, FWSM, ASA, 7=
IL Cisco I0S DET A AZHEHENET, ZOF=v IRy I A%
F7TBE, A= T T ar7 4 Xal—va B EINE
Hh, ZHUEL, T ANMSNPOHATI n— RIND ERTEDE
HFNENKOND Z E2EWRLET,

Preselect Devices with

BB Y a 7 OERIFICHERR T 5, BEINTZT NNA ADY AT, &

Undeployed Changes | 57 X 7= 4 RCOFNA RETBIRFH LT H0E I MEIEELET,
DX Ty a VOBREMRET D L. 22— E, T, A EFEITE®
WLTERY a 7IZEDHVERH D £97,

Enable Auto Refreshin | {2 o 7B LA ¥ 2 —/L A7 — X A{i§#3, [Deployment

Deployment Main Panel | Nfanager] 7 ¢ > R 7 CHEIOIZ Y 7L v a SNEME I hEIEEL

EFT, ZOF T a CORIREMRT H L. [Refresh)| RZ %7 U
7 LT, BHREFHTY 7L v 2T 3 0ERHY £1,

Remove Unreferenced
SSL VPN Files on
Device

(ASA D)

SSLVPN % EICBHET 2 7 7 A /LY, T34 AD SSLVPN R EIC L -
THEITISRIN TWRWEAIZ, Security Manager 28 2415 D 7 7
ANEHIETHNE D, ZOF T a v ORREMRERT D L.
SILTWRNT 7 A VT, BEZICT A 2 RIZFRY £7,

Security Manager DB EEOHE |



. [Deployment] XR—

Security Manager D EEHZEEDOHE |

LS

Bl

Mask Passwords and
Keys When Viewing
Configs and Transcripts

Mask Passwords and
Keys When Deploying
to File

Security Manager 73, IRDIHH%Z~ A7 LT, @tAROLNRNE DI
THEM (bHGE) 2—F, £ F—T /L E— R, Telnet, BLW
2=V PDNAT—RK, SNMP 2 =2=5 4 AN LT,
TACACS+, HFhiHA ¥ —, RADIUS % —/3, ISAKMP, 7 =—/L4—
N—_ Web VPN @M, ¥ 7 KU v—@EME, AAA, AUS, OSPF,
RIP, NTP, =¥ 27 FTP #—/3, ARA » MY —FKRA L 7 b=
by AL =V F— TP A F =N B R ART Y
> 7', HTTP/HTTPS 7'm %3 B X OIPSEC A F—72 LD ¥ —,

» [Mask Passwords and Keys When Viewing Configs and Transcripts] :

IOFTvasit, LTV VOREERRIETICHEL
T, ZHICED . KRRT2—PICL D7 LT vy VORRER
STEMTEET, ZOFF v a v ZBRLAVEATH, A
ARSI VT e VLT LB > TR, B TV
ATV TROT VT oy Y AR & &~ AT SNDHLEENDHY
ESr RN

* [Mask Passwords and Keys When Deploying to File] : Z D473 3 >
I, 77 ANVICBASNDORET 7 A VORNFITEL, RE
77 ANBEROT A AR TE o<V ET, ZoFT
Yarid, INOOREEBEOT A ZTEBRTIRF DM
MIBPWEAICETEIRLET, ZOF7va v Z8RLTH, 7
LT UV R AVMEREND L XTI AT ESNHMNE I NI
b EEA,

PRl EIIEE SN
Flexconfig ® 7% &
T5

FlexConfig DERL F 72134 W #4212 FlexConfig % 1 [B1721F B3 2 7>,
JEBA Z LI X T D FlexConfig # BT 57, ZOA T a N, 7
74V FTEREINET,

GCE) EHIEICEBRTAH4ENH 5 FlexConfig A dH 5513, 2
DAT Y a BT HNENRSHY ET, ZORELER
L7203, EEBATIC 1 [|IFR Y o FlexConfig % Kl L CE L4
HRENHY £,

ACL /NT A —%

[l Security Manager D SR EENHE



| Security Manager D EEXEIENHKTE

[Deployment] R— .

LS

Bl

Optimize the
Deployment of Access
Rules For

(IPv4 B L OV IPv6 @
T A L—)

T AT T A=V =)V BNER I ND HE, IROWTILNE RN T
7,

*[Speed] (T 74/ k) : HLWACL & HrWACLEOT V& (G5
) EIEEETLZ LT, BAEEA&EMLET, ZiUIHE
WAy a v, ZOFETE, ACLITES2HATHZ &
T, FREDNLEIZH D ACE 2RI LGB, BH, F723HIbR
LFET., ACL &2ROFEFIIFATINET A, MEINTND
ACL (IR TH D72, ACE BHIBRE I, B LWL BB
INBDETOMIZ, —HDONT 7 4 v 7 BABEYNNE X5 ]
BEMER DT MCH Y £9, 2D ACL 1T7& SHEBEIL. Cisco I0S,
PIX,. BLWASADIFEALEDNRN—T g U THR—PFINTE
V. FWSM DOEAITIFWSM3. () MO TE D L2122 F L
77

[Traffic] : ZDHIEIZL > T, ACLNY— ALV RIZHID Bz i,
N7 7 4y OREIBERESIVE T, 72720, B Z X 7 TR
DY —F ACL BHIBREN D ETIZTL VW EI DT /NA X X
FUMEHESNET, &S, —Fae—n2, BETLZH0

ACL CTHEp SN E T, ZO—FFACLS, ¥—47 v b A& —

Tx A AL RENFET, RIT, HY ACL At D4 AT &8
AL CHER SN ETN, ZONEITH LW ACLIZARY £7,

ZDACLYL, =y A H =T RINNAL RENET,
ZOREET, —BE ACL BHIBREINET,

GE) FWSM T A ZADEE1E, [Let FWSM Decide When to Compile
Access Lists] 72 a U HBBINL CTWAIGAIZET, 204
Tya UM L ET,

Firewall Access-List
Names

(IPv4 B L OV IPv6 @
T A L—)

7 7 A JL— LI Security Manager C D44 I 72 WA 12, ACL 4 A
T AR E D S ik,

* [Reuse existing names] : M E T E 4L TV 5 ACL 4 % 154
HALET (BEEIL. 73 20D ORI

* [Reset to CS-Manager generated names] : Security Manager 7% H &2k
R L72 ACL 4 4HTZ Y &y FLET,

Security Manager DB EEOHE |



. [Deployment] XR—

Security Manager D EEHZEEDOHE |

LS

Bl

Enable ACL Sharing for
Firewall Rules

(IPv4 B L OV IPv6 @
T A L—L)

Security Manager 28, 77 A V—/L RV —FHOHE—T 7R 2

Fra—n U Z bk (ACL) Z8EDA v 2 —T = ZLFTHNE D
MERELES, 2047 g AR LRWEEG . Security Manager
IXIPVABEIPV6 DT 7 A L—)L R S —% AT 5K A % —
7 = A A[EAFD ACL ZER L7, ACLOEFIE, 778X L—b
Y U=k o TER &7z ACL DA IZETIThbiE T,

ZDOF T a rwBEINT 5 & Security Manager I3, &A1 ¥ —7 =
AADT 7 EANV—/V R =%l L, RNV —DFATITHER
BANERBT S 5T, ACLMA A LET, 72& 2IE. 1
ODA U H =T 2 A A=V EMEHLT4ODA Z—7 = A AIZ[A
C—nEZED Y THEEE, [T7 AT Ur—AT 7 ERY R M
(Firewall Access-List Names) ] 77 /37 ¢ @ [CS-Manager23 4% L 72
ANV > b (Resetto CS-Manager generated names) | Zf8E L. 7
7% ZHIHRERY > —TA v & —7 = A AD ACLA ITFFEETIT.
1 DO ACLIZTH#EH L, &A% —7 =4 ATED ACL Z{EH T
LEOITLET,

IOF Ty arEBERTIEAIE. ROBIZEELTLEEN,

e AU B =T 2 A AT, BIDOA 2 H—T = A ADLRINFVTZ ACL
DEHINEARH Y 7,

TRy hu—LEERY —TACLOARIZIRET S &,
ZDOL4HETO ACL X, BIOA v F—T 2 A4 AL >THEASNT
WAHARTERICHBAETHIER SN ET, ZORY > —THEESN
TAENE, LOWVWTHOBRE LY bELESNET,

(T AT UA—NT 7N X (Firewall Access-List Names) ]
T a7 4 O [BEFDOA4ATZ A (Reuse Existing Names) ] % 1%
T2 &, BAFOARNIRAFINET (77 B AHERER Y
—THARIE AT 4 RLIEHAZRLS) . 2F0, BEET
% ACL 87 A AT TIAHET D5E13, R 24H1T ACL
WEE L CERESNET,

by b UV MEEHTZ, A VX —T A ATIT7 < ACLIIZESD
<=, HHACLICEY., DO ACL ZHETHTITHOA
H—T oA APSIEE EINT-REHERN TR I N E T,

« ACL O 1X, FWSM 72 &, T34 RZAE Y OHIFIN S 555
BlCEHTY,

[l Security Manager D SR EENHE



| Security Manager D EEXEIENHKTE

[Deployment] XR— .

LS

Bl

Let FWSM Decide
When to Compile
Access Lists

(IPv4 T 7 & %
JL—IVDH)

Firewall Services Module (FWSM; 7 7 A 7 V4 —/)L Y —E R TV 2 —
W) T, T RRV A3 RANT D84 7 % HEIICRIE
TOHMEIDERELET, ZOFTva rE2BRTS L BENS
HILSNDAEEMERH O T, FT7 7 4 v 7 B3FEL, AT LN
ACL 2 S NVDTT— Ay —VhERETERIRIGEND D
£, TOX TV a rEB®IRT 5 L [Optimize the Deployment of Access
Rules For Traffic] &* €& fH LT, ~7 7 4 v 7 OFEO a[REM: 2K
WTEET,

R A fRERT 5 & Security Manager 1%, ACL =731 L& HfH L T,
774y 7 ORlEEREL, TN RCBITHE— VRO AE Y AE
R Z 5/NRICIZ £,

EE ZOF T a it BEORBENRBAEL, »OoHSD Bk
2—HPThHILGEERE, BINLARANTI I,

Remove Unreferenced
Access-lists on Device

(IPv4 B L OV 1IPv6 @
TR L—)

JEBHIRFIZ . Security Manager 23 B9 A f1> CLI =~ > R CEH S 4L
TWRWT 7B RY X T A ZANGHIRT 2080 haefaELE
T

GE) ZoF7TvarEHEMIT 5 &, SecurityManager [, Security
Manager |2 K » TEHEEZIIMmH SR Y > —TEH I
TWRWT 722 Y A & RBHPIZHIBR L £¥, Security
Manager (2 L& > TR E L IFEH I N TORWARY o—n%
DEIRT 7 EAY A NEMHEHLTWDEA, Security
Manager [ZEBHFICEDA T V=7 FEHIBRLE D ELE
9. ZHUE. FlexConfig T &4, Security Manager |2 & -
TEHRENLMORY o—TIHER IRV T 78R Y 2 R
hbEHESnEd,

=5 [EHEE%E (Administrative Settings) |75 [T /34 A THHE X
TR T 78R X R ZHIER (Remove Unreferenced
Access-lists on Device) |4 7Y a v &2 HNZT 5 &, Cisco
Security Manager |%. Security Manager (2 & > CEBLE 72 134
HENTZRY o—THEAINTHZR2NWT 78R A N )
FUCHIBRLE T, 72720, Z—7RY ¥ —0D VPN 7 1 )b
ZMERSNTVDHEE. [T/ ATERIATH RN
72 AU A N%HIER (Remove Unreferenced Access-lists on
Device) |4 7> a U BEMNII2 > TWRWGETH, Security
Manager [ ZZR SN TWRWT 72X Y X M &EHIBRL E T,

Generate ACL Remarks
During Deployment

(IPv4 5 L OV IPv6 @
TIEA L—I) |

JEBEEHZ, ACLO¥E X v v — VB I MEE AT T H00E 9 & fE
FELET,
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LS Bl

Preserve Sections for
Access Rules

T IR AN—NAVERETHE L a AR REETANE I DEIEEL
£, ZOF T a ik, TAL AR ERIIERE SN
Bz 7 varanhkbivEdi,

Generate CSM Rule
Number

Cisco Security Manager = —%—A % —7 = f A THEH I 5 /1—L
HBGrEBRETOIMNEIDERELET, 2047 aid, TAAAMRA
WRENDT 7 AN—)V & )—)LT — T LNONLEIZBEA T 5 DI
BB ET,

FT2s N TN—T

INTA—=H

Remove Unreferenced
Object Groups from
Device (PIX, ASA,
FWSM, 10S
12.4(20)T+)

(IPvd47 V=7 b5
LOIPV6 A7V =7
I\> o

Security Manager 73, Security Manager N EE 3 Aftho> CLI 2~ R T
fEHINTW WA T Vs N A—T % JBEFIZT A 2B
BRI HNEINERELET, A7 V=7 M A—TI2F, *v b
T—J[HRA R, =t A BIOID2—H =7 L —TRNEENET,

GE) DX T a U EAMNIT H L, Security Manager [X, Security
Manager |2 X > CTEBELIIMH SR Y o—THEH I
TWRWA T V=7 bz, BEAFICHIER L £3, Security
Manager (2 L > TRIHE L IXEFH I T RWEARY —n%
DEOIRATV =l ML T5HEA . Security Manager
FREATICZEOFT V=7 FEHIBRLEL I ELET, 20X
IWGEE, ATV =V FEHIBRTE RN L ERT N
YA VTN T —=ImERRENT, BEANKKELET,

ASA83+ T N_A A LDOAT V=7 FNATZREESTe, R
N —J/RA N AT V27 ME, 2RIV EITRARS
NFEE A,
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[Deployment] X—> .

LS

Bl

Create Object Groups for
Policy Objects (PIX,
ASA, FWSM, IOS
12.4(20)T+)

Create Object Groups for
Multiple Sources,
Destinations or Services
in a Rule (PIX, ASA,
FWSM, IOS
12.4(20)T+)

Optimize Network
Object Groups During
Deployment (PIX, ASA,
FWSM, IOS
12.4(20)T+)

(IPvAA 77 B
S IPv6 ATV =
I\) o

Security Manager 2, F v NV —7 3T V= ROV —ERX JL—7F
FT 2 NREOF T2 NINA—TEAERK LT, 22— — 7
N—TFTT =l Nl L, f8EINIeT A ZADHAIT—7 vk
NND T o~ K OEEERT 5008 5 0 EfRELET, BIRAF
b9 % &, Security Manager |, 7Y =2 N NAV—T%7 7 v Mk
LT, ZNOEDT AL ADIPT LA, RELLslf, =—3, A—
M, BEOT B2 harzRRLET,

INHOF T a v, WA T2 FELTEREND
BAN, Xy hU—7 FRET RLAHFERY hT—7/
RARNDEA T2 b, BANEIYV—ERA ATV 7 k
(=R I N—TF FT7Vx7 FTIEHY £HA) ITiTHE
HEnFEFdA, BHOFQDN Xy NU—2 A7V =V N
HB—D%y NU—7 3TV =7 ML=k T&E £,

ZOF T arE@RT5E ROFT T a rbBIRTEET,

L= VADERORIEIL, 5. 3T —EADOFT V=7 b
7 NV—T7"%AERK (Create Object Groups for Multiple Sources,
Destinations or ServicesinaRule) ]: ®x> NV —7FT7 V=7 NE
FO =247V FEBIIIER LT, 22— — 71—
THTY =T ML, BT =7 LN, EEROL—L
REE SNTERERTH D H o~ XKUY OEE OB A BT 5028
IMERELET, A7V MIERTIER S L,

[CSM_INLINE...] X T, =& 21F
[CSM_INLINE src rule 8589960758 X 512720 £9, FEAHIZ
OWTE, = DOREEEZIRL T ZESN,

EVk

W

» [Optimize Network Object Groups During Deployment] : & > kU —
I ATVl NI N—TELVRICLT, kT a0 E D
MWERELET, R —F47 V=7 FOFMEBILOFEIZONT
IZ. 77 AT U5 =L L= LOREKORX Y hT—7 7V x
7~ IN—TORGEESRLTIIZEN,

IPS /N7 A —H

Generate transcripts for
IPS Auto-Update Jobs

Attach transcripts to
email for IPS
Auto-Update Jobs
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Security Manager D EEX EIENHRTE |
. [Device Communication] X—

LS 5iBA

R.emove Unreferenced |ykElDREEHIZ, B — (IPS T34 R) ZBEN DR HDOLEE S
Signature and Event | Mijgsed-2 75 1 5 )2 fRE LE T, IPS DA N> hBL O 7V =F v 4

Action Variables from |y, Security Manager DR Y > —F 7V =7 & LTERZIN T
IPS Device (IPS £

Parameters object group)

T 74N N TIREN RS> TWET (Fxy 7Ry 7 RITFT 740 F
TAZIZR>TVET) , 2FED, BRENTWARWERKZHIFR L £
NEWUR

WOERIZEHA SNET, IPv4 & IPv6 O FICEA SN ET,

=111}

* signature source & destination addresses

s VT XTF X TV XT A —Z D signature service port 22

e AN NT 7T a7 4L H O victim and attacker addresses

* network information target addresses
ROZEZIITHEA S A,

* signature source port

* OS identification address

* signature destination port

[Save] R & AREAREGFLCHEALET,

Uty bR AR AR L EIc ) 'y PLET,

[Restore Defaults] 7~ % |fi % Security Manager D7 7 4/ MZ Ut v h LET,
Ve

[Device Communication] X— <

[Device Communication] ~X— % H LT, T34 A LBETHHEDT 7 4V Mk EE EF%
LET, INHORTEIT, FIZ, TRAAAL UMY RY o—ml, BLXUOREDRERIZ
WELET, 7 ADTNA AT 0T 4 IZBIT A x OFT /31 AT D5 E L A —
N—TF 4 N TXFET,

FT7URAR— 70 haVOREEELTH551E. EHLTHWDT A A0, 2 b Ok
B A TEZIFTAND L IICHEHUNIRESN TSI L EER LTI EIN,

FEF— 32 R

[*Y—JL (Tools) ]>[Security Manager ¥ (Security Manager Administration) ] Z&R L, =
YT T =T NG [T 3 Ai@fE  (Device Communication) | &R L £,
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ESPEREY=]

[Device Communication] XR— .

c TNAAA LR N YASDT A ZADEN

e FNRA A A LRy MY OB

C TS A B 2 DG

« FNA A TFONRT 4 DFEREFIIET

T4—ILFEUITF7LUR

% 12: [Device Communication] X—

BR

Bl

Device Connection Parameters

Device Connection
Timeout

Security Manager 237 734 A & Ok & (MR O MICHESL T 2 LR H 5
D, ZOWEEB®RTLHE, AT RNLET,

FRITEEL (Retry
Count)

Security Manager 737 /3 A A ~DEEGE DML 2T [BIRIT9 5 Hy, T DOk
T Z BT 5 & EaETCEhneifisnEd, 77+
MEIZ 3 T,

Socket Read Timeout

SSHE v a & Telnet ¥ v a L OBREIC, #NKbL L il
fHF 2 HIZ, Security Manager 23 (57 — & Z R 5 B R DL

Transport Protocol
(IPS)

IPS BEREA 2 7= IPS B —L L—ZDF 74/~ FF L AR— |
“a ka3, 774/ MNMIHTTPS T,

Transport Protocol (10S
Routers 12.3 and
above)

CiscoIOS Y 7 + 7 =7 Release 12.3 LA L& FEITTHL—FDF 7 4L
N hFUAR—K Fua hajb, 574/ MIHTTPS T,

Transport Protocol
(Catalyst Switch/7600)

Catalyst 6500/7600 7 /3 A A 35 L OVE DOALod>§_T D Catalyst A1 > F
DT 7+ K T AR—K7a bhar (ZRHDOT /A A ETHELT
ENTWD CiscolOS V7 F =7 N— g VIR H Y £HA)

7 7 4V ME SSH T,

Transport Protocol (1I0S
Routers 12.2, 12.1)

CiscoIOS Y 7 F 7 =7 Release 12.1 B LW 122 #FETT HNL—Z DT
THIV N T UAR—K Fa haj, F7 /L M Telnet TT,
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. [Device Communication] X—

LS Bl

Connect to Device Security Manager 737 /3 A AT 7B AT 5 L ST H7 LT v
Using X NDIAT, FHERIZONWTIL, T/ A 7 LT U R MO T
EZRLTLLEEN,

* [Security Manager® = —% 1 7' A 7 L7 - % /L (Security
Manager User Login Credentials) ] : Security Manager (X, =—¥ 73
Security Manager {22 7' A LIz L XIZ AN LI VT v o v %
FEFA LT, T3 A28k LE T, [Device Credentials] ~2— 3 T%
TAA RCRESNIZ LT v VICBERZRLS, AL LT v
XN Y FRTRTOT AL RS ET,

* [Security Manager7 /XA AD 7 L7 3 % )L (Security Manager Device
Credentials) ] : Security Manager (%, [T /3 A7 /X7 4 DV LT
>/ (Device Properties Credentials) |-*— Y CIELZZ LT
YU NVEFHLT, TAARERLET, IR T 740 b
<9,

FE IPS & v —~DFH N & 513, [Security Manager
User Login Credentials] Ci372 < [Security Manager Device
Credentials] Zfi 3 2 M42E23% Y £, Security Manager 7%
IPS &> Y —TPke 35 & &, Security Manager (& —H 73 12
TA L LTWDBNEI DD LT, TARA T LTV
X NEMEHTOILERD D T,

SSL Certificate Parameters

[l Security Manager D SR EENHE
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I Security Manager D&

B EBORE

[Device Communication] XR— .

LS

B

Device Authentication
Certificates (IPS)

Device Authentication
Certificates (Router)

PIX/ ASA/ FWSM
Device Authentication
Certificates

[Add Certificate] 7~ %
Ve

SSL (HTTPS) @E AT A AR EOLEL 1L, SEIER
TNRARABZA T T LICRRLEEEZFRETEETR, ROFREITR T
BEREEbLET,

o [T 3 ADIBMEEZHE  (Retrieve while adding devices) ] : Security
Manager |%, = —%Nxy NT—T F/iF= 7 AR —F7 7 AL
MHT N AZBINT 5 L&, ZhbDT A ZOFEHELY A
BRI L ET,

[RIEE % T8 CTiEAN (Manually add certificates) ] : Security Manager
I, T ANGEEEZ BEIRICZ T £ A, GEHEDE
0 (Add Certificate) 1 %27 U v 7 L C, [Add Certificate] % 41 7 =1
TRy 7 A% & FT ([AddCertificate] ¥4 7 2 7R v 7 A2 (32
NX=) BB , ZOXATRIRY I AT, Xy hU—2F
TelZm 7 AR = b T 7 A NVInD DT A ZADiBM AT HH1C

P LTV N ETFEITENMTE £9, [Device Properties Credentials]
NV TFIN L DIERRICHE) Lo T S ZADGEREFZBINT %
TLHTEET, FHMITOWTIE, HTTPS BE 2257 /31
ATO SSLAEAFEDOFEBEMZZRM L TIZEW,

[REAAEFRGEZ A L 72V (Do not use certificate authentication) ] :
Security Manager (X, 7 /NA AFRGEEHEZEH L E5, Zo47
arEMEHT L BEEFICL DTN AREEOIE IR LT
AT APMERIC/R Y ET, ZOFTva AIMER LN L&
HLEL £,

Accept Device SSL
Certificate after
Rollback

SSL ZEHT BT A ADGAE, T34 A LOREET—/NVNy 7T

HEEIZ, IPSTNNA AR, T7AT T4 —/LT 34 A, FWSM, ASA,

F721E CiscolOS L—HIZA A R — /L STV DREAELZ T /34 Ay
ODESET 0 E I MERELET,

Security Manager DB EEOHE |
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B (add centificate] 54 705Ky 5 2

Security Manager D EEHZEEDOHE |

LS

Bl

HTTPS Port Number

T34 AD3, Security Manager (BXLON, o7 m ha vz fHT
LEDMOEERY ) r—ay) LOvX a7 REEICHERT LT
TV FDOR—  EE, ZOEICE ST, T ADOHTTP R Y —
TRIE L7 HTTPS R— b EFNA— =T 4 kT,

GE) wB—ANVHTTP AU > —%HEFERI O —L LTHEL, D
HTTP RV > —%BHDOT A ZAZEHV Y THE, ZDRY
NEID B THEN TS TRTOT /A AZBI LT, [Device
Properties Credentials] ~— ¥ CaXiE SN2 AR — FEHD, 2D
AU —@HTTPS A — FE SR ETEEZINET,

Z @D HTTPS AR— hFF1E, CiscoWeb 77 U HFD2—H f L X —7 =
A RBNLTT A ANDT 72 A &HM3 5 LA, CiscoRouterand
Security Device Manager (SDM) 72 E DT /A REBT 7Y r— 3
R, TNARLBETLE=F ) T Y=L THEHESNET,

GE) X274 77T I7AT VAT, BAICA v H—T7 A AL
DT NRA A X2 =V v EHE v 30 SSL VPN i &
HTTPS 5t D J5 % [FIRF I R— h T& £4, HTTPS & SSL
VPNiFWihE b, 774V N THR— 3 ZEHLET, =
D7z, HTTPS & SSLVPN Ol FZ[F LA > X —T7 =4 A
TA F—TMZT DA 1L, HTTPS & 7213 WebVPN (2%t L
TERRDLR—INEFELRET OLENDY £3, RBEHIE
IZ. SSLVPN & HTTPS #7254 L ¥ —7 = A ATRET
HZETT,

Overwrite SSH Keys

Security Manager 73, 7 /3A A D SSH ¥ —N7 /N A ETEHE iz
B, FOX—% LEXTELONEIDERHELE T, SSH #DY;
A BEZIEFIZFITTHITEIELDF— B MNETT,

ZOF =y Ry 7 A, HRIBFL, L&~ rotdal
T A BRBIRGEITIET, A7 LTS, F—=RNT A X LT
EW X5 &, Security Manager [£E DT /SA A Li@E LR 720 &
R

[Save] R ¥

ERARAFELCHEBLET,

ey b RF

EWZFimRF LBz Yy FLET,

[Restore Defaults] 7~ 4
Ve

fE % Security Manager ®7 7 4/ MZ Uy hLET,

[Add Certificate] ¥ 4 7O Ry X

[Add Certificate] ¥ A 7 12 7R v 7 Z%H LT, SSL N7 AR —k 7m barzfifi+25
FRA R (T 7 AT T4 =T34 A, FWSM. ASA., IPS 734 A L Cisco I0S T /%
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[Device Groups] R— .

A R) TN AGEAEZ FEHTEMLET, 74 ZEHELFHTENTS L, RAZNR
AERFEAFEY LTV o FZBINTERLS 2D, K@V DOEXF 2T 43 b7b 3N
FT. T AGEFIL, TS ARBRECHEH SN D T — A R_R—= RIS L E T,

SSL REFAE DO FEC L 2 IBMOFMIZ OV TIX, HTTPS (5 Z 9% 7 /34 2 To SSL ik
HEOFEEMAZZRL TIZIVY,

FTEF— a3 R

[>—/L (Tools) ]>[Security Manager& #E (Security Manager Administration) ] Z R L, =
T T =T IING [T 3 Ai#{E  (Device Communication) | 23R L, [REBHEOEM (Add
Certificate) |27 U v 7 LET,

TZ4—=ILKEYIT7LUR

% 13:[Add Certificate] ¥4 7 A5 Ry 5 X

B& Bl

RANAEINZIPT RU R |GEAEZEBINT 5T S ADKRANELIZIP T RLA,

Certificate Thumbprint TA REEH O 16 E LTI TH D, fERET LT Y b,

- o &

[Device Groups] ~N—
[Device Groups] ~— Y &2 FEHL T, 734 A £ XU MY TERINTNDT NA A T )—
TEBIOIN—T 2 THERLET,
FESF—Ya v R

[*V—JL (Tools) ]>[Cisco Security Manager 3 (Security Manager Administration) ] % &4R
L. 2T 2T —TInG [T/3 A —7" (Device Groups) | ZER L £,

BEEIER
o« TR AD T I—FIIT DN T

o« TR R T N—T D

Security Manager DB EEOHE |
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. [Discovery] R—

T4—ILEY)ITFLUAR

3 14: [Device Groups] X—

Security Manager D EEHZEEDOHE |

Ex Bl
Groups FNRARAITN—T e TN—T 2 THFRLET,

TN—TRHENIEA TR EERETHIZIE, IV—TFi3x4A47
FBBRNL, 9 —E2Z Vv 7 LTTF A MNERETREICUET, &
LWARiZ AS L., Enter 24 L £,

[Add Type] A% >

HLWTN—T 2 A T e T AT, ZORF %270 w7 LE
T, XA TET 740 bATENENET, 4RiE EEE AL,
Enter L ¥,

[Add Group to Type] 7~ #
Ve

TNARTN—TEBRULIT AR TN—T LI T N—TF ¥
A FIGEMT AT, ZORZ 22707 LET,

[Delete] R4 > (23
)

BIRLEZT NS R ITN—TEF TN~ XA T ZORIZEF
NTNDTRCOTNA AT NV—TEHIRT DX, ZORX %
IV I LET, TAATN—TFRITN—T 2 A T %HI
LTH, TOFIZEENTWVDET AL A FHIBRESNEEA,

[Save] R & >

EENEEZRFLET,

Vv b ARZ

FTRTDOT 4 —/v R URTOMIZE T L ET,

o~
~

[Discovery] N—<

[Discovery] ~— < Z i ] L T, Security Manager 73, A > X2 h U B LUK Y > —DR R
BEDHATDOFT V=7 NEIIEIA R N 5 HiE%EE#R L E 7, Security Manager
PR 2 A7 el ¢ M AHIET2 2 L b TEET,

FESF— 32 X

[ —/v (Tools) ]> [Security Manager& B2 (Security Manager Administration) ] Z3#R L, =2/
T UV T—TnD [ (Discovery) ] Z3®IR L 9,

[l Security Manager D SR EENHE
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B EBORE

[Discovery] R— .

T4—ILEY)ITFLUAR

% 15: [Discovery] R—

R

B

Prepend Device
Name when
Generating Security
Context Names

X2 VT4 arTXRAIMREENTNDT NS ZADLRIE, TDEF =
V74 ary7 XA MOEHIENT 20E)0EBELET, L& X
1, BEX 2 U7 40 27 %X MY admin & WD ARTT, FRAD
10.100.15.16 TH DT A AZEEN TV DIHA, TAA A LT HIC
FOREND 4T 10.100.15.16_admin (2720 9,

TNRARL T T VX RLABRWEAE, EX=2U T 0 20 7F A MR
ZDEFEA AR P VIZFERINET, Security Manager Ti&, #H7 /A
ACHEFT 27 AN FIEF 2 VT 4 ar TR MRRE SRV
W, TN RNCBEET D 3T XA N AR T HME— O TTER,
F AL AHDT Y N KT

TNA 24 % T ) X R LW, Security Manager (£, [R] CAARTDT
INA RZRXKBFT BI2OIZEHEZOY T v 7 ZA%EBIMLUES, 72& 2L,
admin 2T XA NBEEDO 7 7 A4 T U A —VICHEET D5EE. 7354
A L7 & Tldadmin 01, admin 02, &\ X HICRRINET,

Purge Discovery
Tasks Older Than

A A7 BIOT AR, AL VR—= XA 2R FT 5%, ANLE=
HE LD &0 27 135S ET,

Reuse Policy Objects
for Inline Values

Security Manager T CIZERINLTND Ay NT—V/RA N ATV x
I TATUT AT 4 =W IN—T FT V=7 ", LEIDON
WTWAHRY —FT7 V=V M, CLLOA T A MEICEZHRZ 50
EOMEEELEST, R — 4TV =7 FOFEMICHONTIL, R
V= F 7V FOEHESRLTIIEIN,

Exb  ZOFTTa U ATEE. Xy NU—J/RA NET V27 NI
FAENETN, BB R AA 4 (FQDN) 1314 > 7 A E
ELTHRETE2\0W=H, FQDN Ry hT—J/FRA ATV =
7 MZITEH S ER A,

Security Manager DB EEOHE |
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. [Discovery] R—

Security Manager D EEHZEEDOHE |

LS

B2l

Allow Device
Override for
Discovered Policy
Objects

F—=R—=F 4 RBARERATT V=7 N A TIZONT, 22— =N, &
HENTR) o —FT V=7 NOBAT V=7 NDOEET SA A L~L
THA—N—=TF A RTCELLITHNEIDERELET, =& 21X,
ZOF Ty a s EERRT H L T34 R|Z Security Manager @ ACL 7K U
VATV FERUARIO ACL N DT 3 A LTHRY —Hfi
EIAT LA, MHENERY > —F7 V=7 FOLEIRERNH SN
FFTN, ZOF TV FOTFT AL A LD F— " —F 1 RPVERR S
NET, ZOF TV a v ORREMHRTLE, LRI —FT7 V=
7 RIS, ARNCE SIS L CTERR SV E T,

Fw NI =V [RARRY—ERRE BT XA T ot T
Va7 NOBE, A—N—F A REIF A TRIBESINET,
7L 2iE, FICARIOX Yy NTU—2Z/RA N Z—F03 Wi &
nNdé, 2y FI—=2/KA N TN—TDF—="—F A RHIME
ENETN, RLARIOFR Yy NT—Z /KA K T KL AHiH
BREENTH, A= =T 4 FIIERENEFEA, b

W2, Bl sn-A4 77 FOLRNCESBINENnE
ERS

FEMZONTIE, WA DT AL ZADRY o—F TPy b F—"—F 4
RIZOWTEZBRL TS Z &0,

Bk

On Error, Rollback
Discovery for Entire
Device

Security Manager 25, ARV ' —#HFHZ, H—KR U T —T1 20O T —N»
FELELGAETH, RSN RTORY —%a— "y 735
EomakfRELET, BREMERT 5 & Security Manager I3, TE& TR
HENTEARY —2REFEL, =7 —DRBELLER) O—TT#REELE
To AU —RHOFEMIZOVTIE, AU r—oitasRL TS
AN

Auto-Expand Object
Groups with Prefixes

TNRAAALVR—= R TaEARHZ, VA NMIERINLTWLET LT v
I AEMHL T, Xy NT—2 TN —TRTFAF T 4T 4 2—H 7
N—TREDF T =l v TN—TEIELET, BEOT LT v 7
A A ~TRYID 3, ZOWERICE-T, A7 V=7 F 7 A—70D
TEN, RSN RY =BT 2 @EMOHEE & LTERRINET,
FEHICOWTIZ, BT OF TV 2 N S A—TDREESB LT
AN

Evbk ZOFTT = X, objectnetwork =< KE 7213 object service
av 2 REFEMLTASAR3+T ANA AL IER SR Y o —
A7V MIFEASNERA, b0 av s Rigko

T, AA M, Xv bU—27_ FQDN, 72137 FL A%+ v
NT—=J/RANDEFT V2 b, P—ERA ATV b

PERE N ET,

[Save] R & >

EHENEEREFELET,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE
[Event Management] X— .

EX B
Vv b ARZy | ZBEAZUMMCEHALZECIEY FLET,

[Restore Defaults] 7~ | £ % Security Manager 7 7 4 /L MZ Ut FLET,
B

[Event Management] X—

[Event Management] ~<— Y &2 L C, 4 X MNEHE A F—T M LET, A XV FNEHT
I%. Event Viewer ZfH L T, ASA A X, FWSM A XV b BLOIPS A X h & FRKRT
TET, ANV MURICKERREBELRET D2 B TEET,

Event Manager — £ A {X Report Manager 77 "V 77— 3 NI H LB T, Report Manager 7 7
Vor—ra Tk, 2O —ERA Lo TESNTZEREEN LI LA— 2SR TEE
j—o

Je

EXh ZOXR=TTA X MNEEOHDE (Enable Event Management) |4 7Y 3 U A ER X
TWAHIZH b 6T, [#EH) (Launch) >[4 X2 hE=2—7 (Bvent Viewer) | Z %R
L7 & %|Z Bvent Viewer MEHRA[RETH D &I A v —UNRRINDHLEITIL,
Event Manager —E 2% ¢ 5 — MG L TAHA T E &V, £, [Enable] &7 a >
BERZMEER L. [Save] 27 U v 7 LET, VF—EAMELETLETHELET, KIT,
[Enable] 7> a &AL, [Save] 227V v 7 L, $—EZARHUEHLMG I D £ TR
LE9, £DO%. Event Viewer Z FHEBWTHET,

FEF— 32 R

[*Y—IJL (Tools) ]>[Security Manager ¥ (Security Manager Administration) 1 %72 U v 7
L, a7 o7 =G [A4 X FMEE (Event Management) | 3R L £ 97,

TJ4—ILFEUIT7LUR

%= 16 : [Event Management] X—

R BLL]

Event Management Options

Security Manager DB EEOHE |



. [Event Management] X—

Security Manager D EEHZEEDOHE |

LS

Bl

Enable Event
Management

Event Manager ' —E A% A R —T7 T HNEINERELET,

IOV —EREHEHT B L, Security Manager 131 2 MMEHR A INE
TEET, ZOKEEET +E—7/MZT 5 &, EventViewer 77U 7 —
v = o 72l1% Report Manager 7 7 r—3 a VAR TE £ A,

Evhk ZOREEZEEL. R (Save) 127V v 27 3%5&, Event
Manager — E A ZLEN E 72 1XEIE L TH LW E 9 DOk
BERDONET, [Yes] &7 Vw7 T5L3 I —ER
DBIAE 1T L, A v O — 2 R FR SN TERT
PET LIz SIC@MENET, AT —F ALENETT
HETHESTOLRATLET,

Event Data Store
Location

AR MEROWEIZHERT LT 427 R, ZHUET T4 <Y A4
Y RARNTEMEENET, [ (Browse) %7 U > 7 LT, Security
Manager ¥—/N— D7 4 L7 MU ZRINLET,

FEFELTOHRWT 1 L2 MU Z28RET 25813, Windows =27 X
7'v—7 CER L £, Security Manager 7°5H7 4 L7 b U & Bk
HZEETEERA,

B>k EventManager — E A ZfEH L ClEEY L7 & I &2
BLEHAE, T0ARU b7 =) — [ ZFETTE LR
\ij—o

Event Data Store Disk
Size

AR N T—HENTHTDIZEIN Y TDHT 4 AT ANX—RADFK
B (GBHAL) , JEIEA FT OV A APREE LTEHEDIO%IZET D
&L TR LT (FEERANIC) A RT oAy FREIBREND LD
2R FET, ZOREEERTHEAIL, RO EE2EBFLTLLIEE
VN,

A RN T=HIZESOTTTIHHINTNDET f AT A—
ABBIV LA RVl TDHL, Bi-lTRELEZY A X2
HET, HWVHLOMNBIEIZA X2 FRHIBRESNET,

« AU N F=FIZHEEH SN TV D AN— ZBOEFEERE
8 CX £, Event Viewer #[HZ ([#8) (Launch) ]>[Event
Viewer]) . WIZA Ry hEa—7 T[Ea— (Views) |>[1 >
PR ET7T 4 RO ERKRDRERT (Show Event StoreDisk Usage) ]
EERINL E9,

[l Security Manager D SR EENHE



I Security Manager &

B EBORE

[Event Management] X— .

LS

Bl

Event Syslog Capture
Port

syslog A XU M F ¥ T F ¥ A X—TNWICT DR — b, 774/ I
514 T,

Security Manager H— B X OINMET D7 74 T U 4 —/L T, A X
M ZUNET B 72T, Security Manager D Z DR — k ETHEE FT
TA IR ESNTND Z EEMER LTI IZEN, FHMGET 1
AlX, Security Manager H—/N D Z @R — T syslog [FH % =57
HDEINTRKESNTVWDLMERDH Y £77,

Evbk  ZOR—FEEE LA, Security Manager 124 X2 b
ZIRIET DT TD ASA 7/\4' 2B L FWSM 7 /34 A
L. ENLDEXF 2T 4 2T F A D Syslog Servers 7~
VI —bEHRTDRENRDH Y £, FHIZ OV T, [Syslog
Servers] N— Y EZHL T ZEVY,

Event Data Pagination
Size

FKT o) = REDER—=VIIEDDH I EINTEDLRRA M, T
7 L MiZ20000 T2, VPAR—FENTWAEDO Y A M b RS
YA Ae @R TEET,

(GE¥)  Security Manager 4.10 TiX, X—UH720 OA X2 FDEcK
3 100000 (28 2 F L7-,

Extended Store Management Options

Auto Copy Events to
Extended Store

ARy NN DR E G A ERT D0 E I ERBELET,
W DA Xy MEEGFT DILRRESGITICA X a2 a— LT,
GlEfiax i TcE bk 9L Ed, Event Viewer CHEEA X hD 7
TV —%FETTHE, BES LT, IERESFNCH DA X2 MR
HEHUSE S ET,

Ex b ZOREY—E X &R L TIRRRESATICE R 2 A T
H RN E D DO KD HIVET,
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. [Event Management] X—

Security Manager D EEHZEEDOHE |

LS

Bl

Extended Data Store
Location

AR NOYLET — % A N7 ORGP, =S ED FF 47 & LTHRR
INb, DAST'a ha BT HEBHHEA N L — VR IRETE
T T2 RIE T AN Ty R EN L THESE S LT SAN R b L—
VIRETY, CIFS A L=V ¥ AR — S TWETA, (B
(Browse) 127 Vw27 LT, BHIO RIS T LT 4 L7 U &R
LET,
EVk
« JLRIRE AT 2 18 IR L CEE 2 R(FT % &, Security Manager (3.,
EDOGFTNIT 7B ATEDLNE I D, FLEHEZIABERN H 5 )
EOMaFzv s LET, 774 VRESGINIZRE LTHEH
I, FIA~ VREGITICH > T, JERREGITICIE RN T —
iR olt. £OT —ZILRRELFNICa -3 E T,
T IR EGATICH D7 — 2 ITEHIi ST, 2O FEFEED £
TN, HETHIRLTHLWT —FHDO A= MR TE E
7

cHLIET —H A NT O AR LIZGE, BEATOIRRET — 4
A NT OB FIAGFET DA N (T4~ ar— gy
NHTTICHIREN TV THRETERWNA XU R) T LTI =
V—%2F(TTHZ LixTaEth, ZOXI AR BB
HITiE, HIOEINLH LWGFTIC T — 2 #a e — LT 72X
U,

Extended Data Store
Disk Size

ARy N OPERIRESGETCE 0 Y THA—2 & (GB HAL) ., JEIE
ART OV A APRELTZFEDIO%IZET D L, WIS ET (8
BRIIIZ) A RT D HAXRY ERHIBREND LS £9, A X

X, AR N T —=2DOT T4~ VIREGFTOY A XL EIZT 5B
HoEJ,

AR N T —=ZZBEEH SN TV D AR— 2 EORREIIFRRZ iR
T&X¥, EventViewer i Z ([#2E8) (Launch) ]>[EventViewer]) .
RIZA Ry hE2—T T[Ea— (Views) |[>[I RV FR 7T 4R
JFERARRDET (Show Event Store Disk Usage) | #E84R L £7,

[l Security Manager D SR EENHE



| Security Manager D EEXEIENHKTE

[Event Management] X— .

LS

Bl

Error Notification Email
IDs

PEARARE B AT O CRIBENS A LA, @aa22E+ 58+
A—)VT RVA, Ho~TEEOT RLAZXEY 9, @HMPIER
WCEEESND L), B A—/LBHHADSMTPH— BLT 7+
VR T RUVAORETHHLTWD X D12 SMTP ' — LR ET D
VERH D FT,

Avt—UI2iE, B8, FE, BXOHERET 7 v a v irasivE 7,
7o & 21, BBIZHEIEAR R L—UNBIEARRRICR D5, T—X D=
=23 0 R LRI 2856, EI3REREEIC a2 Y —TX 5 X
R DENCT T A ~ VREFERN S =T 4 > a VIR ST
G (HZBIZA N L —URBIRARRIZR D0, 2 B —ITkkeh 72 RED
HBERETDHAREMERD D) REICEmMEZFELET,

T = R—=F N
A A® Syslog

T o)V —IN— A H
UONA TR AP D
Syslog DALEE  (Process
Syslogs from Failover

A B8, ASA B D syslog A > B—T OB E A R —T L E 21T
FA4E—T NI LET, A X—TNMCTBE, AZ LS, ASA F=
L7 = — /A —/ 3= ASA (2 & » THARR S L7z syslog A v E— UM,

[ X2 hE=XY > (Event Monitoring) |V 4 > K7D [T /34 A

Standby Device) ID (Device Identifier) ]¥IZFREINFET,
GE)  T7ANVETIEH, AX 31 ASA LD syslog A vE—
DILBTEELNZ 70 > TWET,
SyslogJ L —#—E"X (Syslog Relay Service)

GE)

A,

/N—37 5 4,13 LI, Cisco Security Manager |3 Event Viewer C IPv6 #:H @ syslog
ZHAR— K LE T2, syslog V L —H—E R IXIPv6FEH D syslog TIEVR— k&

SyslogV L' —H#—E &
DA%t (Enable
Syslog Relay Service)

Syslog V L—%—VER&A F—TNEITT 4 E—TMIZLET,
[SyslogV L —H—¥E ZADFZl (Enable Syslog Relay Service) ] =
IRy I A%A AT LT, Syslog U L—H—E ADHERIZMNE LT ¢ —
N RERMZLET,
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. [Event Management] X—

[l Security Manager D SR EENHE

Security Manager D& B TFIEDHRTE |

LS

Bl

SyslogV L' —F% ¢ 7/
F v A — bk (Syslog
Relay Capture Port)

Syslog U L —H#—E X3 syslog & U » A 92 UDP AR— F & 45E L
£, 774/ NI 5S4 TT,

Syslog U L —H#—EAREFNZ /2> TWDEA. T 731 AL Syslog V
L—F ¢ 7F ¥R — I Syslog #(FELT, m—hravrszll
E— I VI FITHRETE DL L IICTHRLENH Y £7, Syslog U
L — B RRF T o TOBEA. 7731 Zid Syslog 1 <2
Syslog & ¥ 7' F ¥ AR— MIEETHMENH D £7°,

(GE)  Syslog V bL—F ¥ 7 F ¥ R— & A~ | SyslogF v 7F ¥
R—=FZFECIZTHZ LI TEEEA, Syslog ) L—H—t
AEAIZT D L X, T3 APBUE Syslog % A~ b
Syslog ¥ ¥ 7'F v A— MIEFETLHLITREINTND

E'/Er\!i\ RO VIZEDR— FE5 % Syslog U L' —F ¥ 7'F ¢
NMZEER LT, A4 X2 b Syslog ¥+ 7 F v A— K
%E'J@T MIZEETHHERH Y £7,

Security Manager +— "B L ONIET D7 7 A4 7T 74—/ T, A
N ZUNET B 72DIT, Security Manager D Z DR — h ETHEE FT
T4 I BFAEINTNDLZ L aMR LT IEE, FEIGT A
A%, Security Manager $—/3 kD Z DR — T syslog T & 2459
3 ESICRESNTNDLERD D £7,

ZOR— M EEE LA IX, Security Manager (24 X2 k
%%h#é#«f@ijwqu;UNWM?ﬂ4z
L. ENLDEXF 2T 4 2T F A D Syslog Servers 7~
VI —bEHRTDRBENRDH Y £, FHIZ OV T, [Syslog
Servers] N—YEZML T ZEVY,

Evk

a—H AN halb
JH~DY L—

(Relay to Local Event
Collector)

0= AR a3y XD syslog ) L—EBNE T L F

‘a_o

VEeE—halb s X1~
DY L — (Relay to
Remote Collector 1)

Ue—halb s &1 Dsyslog VL —aENEITEDNLET,

a7 X1DOIPT KL
2 (Collector 1 IP
address)

VE—FalbZ X1 OsyslogEFEHLEIPT RLAZRELET,

L7 Z1 Syslog¥
T FxR—h

(Collector 1 Syslog
Capture Port)

VE—halb 2z X1 RY L—37 syslog # Y v A9 % UDP AR —
FEEELET,
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| Security Manager D EEXEIENHKTE
[Event Management] X— .

LS Bl

Ve—halZ7Z2~|UE—bhalL 7 ¥2Dsyslog ) L—aHFEITENC L E9,
DY L— (Relay to
Remote Collector 2)

VL7 Z2DIPT KL | UE—Fha L7 H 20 syslog 550 IP 7 KL A&FEE L £,
A (Collector 2 IP

address)
a7 HZ2Syslogkv |VE—haL 77X 2R3 L—3{L7syslogx Y v A4 5 UDP AR —
TFxAR—h FEtEELET,
(Collector 2 Syslog
Capture Port)

Security Manager DB EEOHE |



. [Event Management] X—

Security Manager D EEHZEEDOHE |

LS

Bl

TNRARATLIE

FEED L7 ZIZONT, syslog U L—TFT DN ENHLT A A%
TANETEET, ZOWEEZHERTLE, HHT M Ay bD
syslogZ 1 2D a7 ZIZEE L, MOT A Z2E Y b syslog % 5]
DALY ZITEET D E TR TEET,

1. TRAAREZT4NEZ ) TTBBOET (a—Dralb g i,
UEe—hab 2z &1, 3V E—FraL v &2) &R LET,

2. ZoaL 7 ZIZxLTsyslogz Y L—7 57 4 Z&EET HIC
1L, [V L —%FFA] (PermitRelay) |ZERLE3, #lZ, D=
L7 ZIZxET % syslog U L —% N T 2T A AEIEET 58
AL, [V b—%FFA] (PermitRelay) | F = v 7Ry 7 A4 7|
LEd, [V L —%FFn (PermitRelay) 1T = v 7 Ry 7 A4
2725 TV RWEE, 7 4 AV FITBM LT /31 AD syslog 13V
L—SnFtHhi, —FH, MOTXTOT /A 2D syslog 1TV L—
SINET,

Gx) BN o TCNDE LT ZIZONT, TXTDOT /A
AEB D syslog U L—03F 7 v h TENZ 72> T E
j—O

G¥) TIGAL BT 4NHE ) ANMIBMTHE, 77 AXER
T—=IVDIPT RVART A VEZERDO—EE LTESE
nET,

3. TANFITEMT 2T A RETNLT A AT N—T"% [ H]
BE72T /31 A (Available Devices) ] U A R BEIR L, [>>] &7
Vw7 LTRIRENTZT /N1 A (Selected Devices) | U A MM
BLET, 70 ZADOBROFEMZOWTIE, BL7 Zofif %
ZHLTLIZE W,

4. Security Manager OEF RGN T /3 2 A BINS 2I2IE, [FERll 72
TNA ZADIBM (Add Special Device) ] 7 4 —/L KIZT /XA 2D
IP7 RLAZANIL, FEHOP>>]%227 Vv 7 LT, T4 A%
[ER XN 72T /31 A (Selected Devices] U A MZBEIL 9,

HiZ#) (Restart)

Syslog V) L—H#— bt 2 ZHiEdh L £,

CPUR I v FNLVERTE
(CPU Throttle
Settings)

Syslog U L —H#—E X |ZffiiLd CPU A ZHlf#l TX 5 [CPUR = »
kU > 7K Y — (CPU Throttling Policy] # A 7 v 7R v 7 A& &
F9, FEMICOWVWTIX, [CPURBR Y N VT R =] 44T s
Ry 7 A (46 °—2) ZBMRLTILEIN,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE
Syslog U L—H—3—0 +5TLva—F 125 ||

LS Bl

HEtEMOZFRT (View |[SyslogV L —#tEt (Syslog Relay Statistics) | %A 7 2 77K v 7 A% [H
Statistics) WT, syslog U L= —E 270w ZADFEHECPU L AT VHHE, B
FOSESERAVIFDINT T4 v 7 L— b ERRTEET, FEM
IZDWTIE, [SyslogV L —#tit (Syslog Relay Statistics) 144 7 =2
Ry 7 A (M8_—=2) 2L TIIZEN,

[Save] 7R & > EHEEARAFLCGEALET,

F & A EDYA . Bvent Viewer ax &I B3 528 2 KR35 121%
Event Manager % — & 2 &2 —FRICEIE L, HEEITL2Z ENRMEL
BOET, P—EARASA R—T AN THIEINE I DELE LIEHAR
ZHUIS U T —EAMEILE TS L Ed, Er O —2 R
BRINET,

Syslog U L' —H%— B AREDEE 2 k3 5 121%, Syslog U L —H—
B2 % —RRAFIE L T b BEE T2 BERH D £, —E AN
AX—=TNTHLINE I PEER LSS, TAUIL L TH—E X
PMEILETITEE L £,

Uty bR BH ZHiERAF LIEC Yy FLET,

[Restore Defaults] 78 & | fifi % Security Manager 7 7 4/ MZ Ut v hLET,
o~

Syslog ) L—H—N\—D S TN a—TFTa 5

Syslog U L —H—E XA > TWDEE, 75 A& Syslog U L—F v 7 F xR — MZ
Syslog #2655 LC, vn—hLal 7 XL E—hal 7 X |TIRETEDHIIICTIHLENDD
£7, Syslog U L—H—EARA 727> TWDEEHE. 7731 A1d Syslog %1 X b Syslog
¥ T T Y A= MIHEETOILERDH D £,

Syslog U L—H—/ 3—{F, T /31 AA X2 | & Security Manager X2k v % —x 77
r—va CREOTEBEEE LTHRIELET. 7/ ARV b0y y PEZIEL, n—7L
a2l E—balby ik LET,

IPICKDT/NAREE

IP %4 LT (IPv4 7215 1Pv6 2 H L C) Security Manager T7 /XA A ZEFH T 5I21L, T
A AEHA VH—T = A AT P HFRDMLE T,

el ziE, WOV TAREEZSRLTITEIN,
I

interface Management1/1

management-only

nameif management

Security Manager DB EEOHE |



Security Manager D EEHZEEDOHE |
B cruxooruss Ky 180 7RIRY SR

security-level 100

ip address 10.197.87.95 255.255.255.0

ipv6 address 2016:: b2aa: 77ff: fe7c: a068/64
ipv6 enable

ZOHFETIE, TAAL ZAEHIPT RLAIZIPvA & IPV6 DT OB T FLARXHY 4, L
725 T, IPVE E72IEXIPV6 2N L CTF A A Cx £97,

fElRd

7734 A M Security Manager O IPv6 EHET KL 22/ L TEE SN TV 54, Security Manager
TN AMOBFEL, IPv4 7 FLATIERLS IPV6 7 RLADHR A L TIThRET,

7272 L. Event Syslog ¥ —/N—|Z 5| Z#¢ X Event Syslog /X7 v k% IPv4 7 R L A |ZDHEET
L7, ZOvF U A TIE, Security Manager 135215 L 7= IPv4 Event Syslog /37~ MG
HBTFNA A<y B 7T TEEEA,

[*Y—IJL (Tools) ]>[Security Manager & (Security Manager Administration) ] >[4 X2 b
&1 (Event Management) ] >[Syslog!) L—H—E X (Syslog Relay Service) | T. Syslog U
L—H—tRr0u—hNalb 7 Z2EFVE— b aLbZ X7 4 VET A ZAEBNT DL,
Security Manager |%, IPv6 HHET KL A TIE/e 731 ZAEHIPva 7 L AEHH L L9 & L
£75

72120, T AXIPAEREA > Z—T oA ANRESNTOERA, L7 - T, Security
Manager [FIIRO =T — %R R LET,

TNARDER-TNAZADIPvAT7 FLANR DMWY FHA (Device selection — | pv4 address
not found for device(s))

J)a—3y

[T/84 RAE 12— (DeviceView) ]>[R!) &>— (Policies) | >[4 42— x4 X (Interfaces) ]
WCBEIL T, IPv4 7 RLAZMEH L TT AN, AEFHA =T oA AR ELET,

[CPUXOY R T RYD—=1F4705HRKYy IR

[CPUA® v kU > 77K 2~ (CPU Throttling Policy] # 4 7 1 7R~ 7 2A%&{#H LT, Syslog
U —%—2lbisd CPU AR ZHliElT 270 OREZIEEL T,

CPUAB y U T aA X =T M LT T, I RCPUREHZFEE ORERH] (Average Max CPU
Usage Time) | 7 o« —/L RCEAR I LTV 2 W F1 0 syslog U L— ‘H‘»* v A D) CPU i =R
23 e RCPUFE A= (Maximum CPU Usage) | L X VME X U KE WS, [ IEHIRM (Stop
ForwardingFor) | CfiE 7=, CPUA T v KU > 7R [/k’\@%ﬁxzk%%t (Stop Forwarding
To) | CHRESNZaL 7 XX L TEITSINET,

)

GE)  [SyslogV L —#itat (SyslogRelay Statistics) | %A 7R 7 ARy 7 AZEHL T, Ary b
R —Dedizal 72T LI R vy 7 &7 syslog N7 v NOEE R TEET (
[SyslogV L —#iEl (SyslogRelay Statistics) | %A 7 27 ARy 7 A (48<X—) 2Z5H) .

[l Security Manager D SR EENHE



I Security Manager &

B EBORE

FEHF—I 32 /R

[CPUROy kv RKYs—1 51475k 2 [

[*Y—JL (Tools) ] > [Cisco Security Manager ¥ (Security Manager Administration) ] % iR

L, a7 T —TNhE [ MEE (EventManagement) | % 3% L T,

[CPUA T v |

JVERTE (CPU Throttle Settings) %227 U v 27 LE 7,

T4—ILEY)TFLUAR

R17:[CPUROY b)Y VT RY—]FL4T7ATRY IR

B%

Bl

CPURT v MU VT %A
#hi29° % (Enable CPU
Throttling)

syslog ) L= —ERIZKTH2A0 Y M T A X —T VT
LZNEIDERELET, T 74V N T, syslog U L—H%—E
AT HCPUA Ty MU U TIET 4 =T M5 TWET,

B RCPUfE A = Syslog U L —H%— B 2AH DK CPU =%, 45 CPU R &
(Maximum CPU Usage) N~ty%~yabfﬁﬁbifo:hw\amxm/lj/&
DG S D L EVWETT,
B RCPUM ) DB |syslog U L—H—E RIZ X5 CPU ﬁﬂﬂﬁﬁiﬁ SN DI & 7 H
M (77) (Average Max CPU |[(\L CHEE L £9, A7 a »id, 157, . BXOIS T,
Usage Time (Minutes)) Z ONEEI, HRKCPUEHZROME & Hﬁxéﬂf\ ZAny hLE

FATTHMENRH LN E S pE S ET,

[R~DHREZ 1k (Stop
Forwarding To) ]

21y N BT TN D & EIT syslog DEREAEILT 5 =
VI A ERELET,

HRRE O H IEHART (Stop

Forwarding For)

LEVMHEICE L EE ATy ML EA R —T /WS D/ & 4
HMCHEELET, HEISN-HEMARE L% Y. CPUMHSR
DK CPUMEHRDO LEWMEEZBZ TWAIEE, Aay v o

BT A — LB OH

5l EfEA X —T7 L TT,
syslog U L—H—E 20321y MLE— REBRBEIIKT LE
EXIZELANVBNEEETOINEIDERELET, BT A—

VBT, T 74NV N TET 4 =TT,

BT A=A ZEET DL, B A —/VIEHA O SMTP ¥ —38
i@??i”%?lVX@ R DOBIICAE > T SMTP H— /% 5%
ETORENDY £,

HWHIE S A —/VID
(Notification Email IDs)

[#%NE+ A —/LID (Notification Email IDs) ] 7 4 —/L K2, %)
BT RV A& 1D EADLES, #5OT7 KL R jFar~TK
v £,

Security Manager DB EEOHE |
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Security Manager D EEHZEEDOHE |

. [Syslog') L—#f&t (Syslog Relay Statistics) 1 %4 7045 Ry o X

LS

Bl

BT A—ILDEE

WA — VR G oMEERE LT,

o« [4#A] (Everytime) | : TOA T v a &IN5 L. syslog
JiL—H—t 2R 20y MLVE— REZRBEFITRTT 57
NTHEED LG SN E T, xR & A ~—23 a0 L
72t b CPU i 3 ek CPU D L & WEEZ B X TV
La. Any b7k S, BB ERE S
£7

c[HRELIHM L (Bvery) | : 2OF T a U &&IRT S
&L syslog U L—H—EZXRREOHIRIZ AT v FLE— R
ZBRMEETITHKET LIz L &2, &K1 DOBHNEREIILE
To ZOFT Y a rEBEIRT L5803, SR EIIRHEEE
AN LTHHAREL, Ruey X0 U R MR LRIGT 5
F7var (43R EEIRLE T,

[Syslog!) L—##&t (Syslog Relay Statistics) 154 7045 Ry H X

[SyslogV L —#i&l (SyslogRelay Statistics) |4 A 7 1727wy 7 Z&AH LT, syslog Y L—H—
EATaEADFYECPU L AEUMHE, BLIOSEIERALVLIIDI T T 4 v 7 L— ]

ZFRRLET,

FEHF—I 32 /R

[*V—JL (Tools) ]>[Cisco Security Manager ¥ (Security Manager Administration) | % 3R
L. BR»S [ X2 MMEE (Event Management) | # %R LT, [MEHEROFRTR (View

Statistics) =27 U v 7 LET,

T4—ILEY)TFLUAR

% 18:[Syslog') L—#f5t (Syslog Relay Statistics) ]34 705 Ry o R

BR B

1 7' L—H#—E 2 (Log Relay Service)

A YR (2155 H) BE 13RI A L CTsyslog U L—H—E RIZL -
(Memory Usage Average (last 1 min.)) THEHINTEAEY OREERLET,

[l Security Manager D SR EENHE



| Security Manager D EEXEIENHKTE

[Syslog') L—#f5t (Syslog Relay Statistics) 1 44 7O4S Ry o X .

LS

Bl

SEEICPURE I (2147 /)
Usage Average (last 1 min.))

(CPU

B 13RI S L Tsyslog U L—H—E R |2k -
THEHA SN CPURRDEIGZRLET,

R CPURE R F T E 255613, syslog
YL —%—EADCPUARR Y NI T %
AT D el T Zan (
[CPUAB Y NV T RY—]¥A7T 01
TRy A (46 =) BHM])

ek

=G syslog’/X7 ~ K OHEL (Total sylog
packets received)

H— 2RO, syslog Y L—H— B RX(IZL -
TG STz syslog 737 > M O#EEZ R LET,

BRIALARE AT L2 1R & 72 0 D)
syslog#% (Average syslog received per
second since start)

P —E ADRLELIE, syslog ) L—H—ERIZL -
TZEINT 1 BHZ0 O syslog 737 v kDY
BAERLET,

WEVGEICZAE L2 1 H T2 0 O
syslogZ (Average syslog received per
second for last 1 minute)

WE 1 RIS syslog U L—H—ERIZ L - TxAF
SN 1B &2 0 O syslog 737 v b DL % 7R~
LE7,

WESDEICZE LIRS0 O
syslog# (Average syslog received per
second for last 5 minute)

2 5 4RI syslog U L—H—E RIZ L - TEZAE
SN 1 BH=0 O syslog 737 v b DR & 7R~
L/\i‘é—o

WEISHNCEZAZ LIz T2 O
syslog#% (Average syslog received per
second for last 15 minute)

W% 15 5[ syslog U L—H—ERZ L > T%(E
SNz 1 BH=Y O syslog 737 v b O &R
L%,

A2y MR Y =037 77 ¢ 7 e i
(53 BAL)
throttle policy is active)

(Period (in mins.) for which

syslog U L'—H—E 2D CPU A1 v MR Y ¥ —
WT 7T 47 TholRMEZ A ORLET, 7
HZHoOWTIL, [CPUZRB Yy Y 7 Ry —] &
ATaTRy 7 A (46X—2) L TLIEX
AN

a—hnravryE/VEeE—hravb s 41/

T—hralbrZH2

IERICIEE Shvizsyslog ™7 v R Ok
(Total syslog packets sent successfully)

P —E R DOBIRLIEE, syslog U L—H—E R IZL -
TEE ENTz syslog X7 v O E R~ LET,

Ka w7 S fzsyslog/ 37~ b Ok
(7 42K Y —) (Total syslog
packets dropped (filter policy))

Y —EADBIRLIRE, ERSNIT 4 VI Y v—
2> Tsyslog U L—H—ER|ZL-TRe vy
STz syslog 37 v FORE AR LET,

N FETesyslog/3 v b OFEE (A
a2y kAR Y 2—)  (Total syslog packets
dropped (throttle policy))

P—ERAORIRLIE, 2wy FLRY —IfE> T
syslog ) L—H—E R K> T Re v 7 &z syslog
NIy FOREETRLET,

Security Manager DB EEOHE |



. [Health and Performance Monitor] X—

Security Manager D& B TFIEDHRTE |

LS

5iBA

=111}

EE HPIT R U 7zsyslog 37 vk D%k
(Total syslog packets failed during
transmit)

H— B R DBAMERAIT, syslog U L—H—E A Tiinik
T& 7ol syslog 37y FOREEZ R LET,

BAG ARSI 3505 L2 1R 87 ) Ol
syslog#i (Average syslog sent per second
since start)

P —E RADBIRLIE, syslog ) L—H—ER|ZL -
TEESINTZ 1 BH =0 O syslog 737 v kD
BERLUET,

WEIDENGEE LIRS0 oYy A%k 1 SNz, syslog U L—H—ERIZEL-TI P
syslog#t (Average syslog sent per second for | & 72 ¥ (Z3%(E S L7z syslog 737 > b OB A R
last 1 minute) L% ﬁ‘o

E55NCEE L1 H -0 O 50MIz, syslog U L—Hh—ERIZXLH->TIR
syslog# (Average syslog sent per second for | & 72 ¥ |Z25{5 S 4L7z syslog /37w b DR % 7R~
last 5 minute) LET,

WEISRNCIEE L1 H T2 OFY) |k 155 W T, syslog U L—H—ER|IZXL-T1
syslog#t (Average syslog sent per second for | Fb & 72 U (2355 S 4Lz syslog 237 v N DS %
last 15 minute) R biTo

BT

[Syslog U L —#t#t (Syslog Relay Statistics) ] 41 7
7Ry 7 RCRRESNDHRIZERH L ET,

[Health and Performance Monitor] R— <

[Cisco Security Manager® ¥ (Cisco Security Manager Administration) | 7 4 > R 7 ® [Health and
Performance Monitor] ~— 2 LT, v bV —27 2{LD Health and Performance Monitoring
Z AT LET, Health and Performance Monitor (HPM) (A& > R7 vy 77V r— 9
THY, THRARART—HAR LT 7 4 v 7 FE Yy b U =27 LoybTalEd %5 Z L2 &

D, ASA T /31 A
VAT — R EEMHTEET,

Je

IPS 734 A BLUVPN B —E RO FERIEHWET —# LT 3 —~

Evk

WO R —UREREINTGE

Health and Performance Monitor DALE) & 3T & ZICT U r—v g UAMERHTE o
TH., I DX— T [Health and Performance Monitor D7

Zh{t. (Enable Health and Performance Monitor) | 4 7' 3 > 3R L TV 5845 1X, Health

and Performance Monitoring & B LHE) L TA T 72 &0,

ZREER L,
FT g UEREIN L,

[Save] #7 U > 7 LET, T —ERAMELTHETHLET,

F 9. [Enable] 47 3 DR

¥RIZ. [Enable]

[Savel]# 7 VU w7 L, —EARFHOBMIND ETREL ET,

F0#%, HPM 7 7 U r—3 3 U 2 FERWTATL 72 &0,

[l Security Manager D SR EENHE



I Security Manager &

B EBORE

[Health and Performance Monitor] X— .

FTEZF—a R
[*Y—IJL (Tools) ] > [Cisco Security Manager €2 (Security Manager Administration) | % 2
U7 L., BIH 5 [Health and Performance Monitor] % 3R L £ 77,

T4—ILEY)TFLUAR

& 19: [Health and Performance Monitor] X— >

BH Bl

Health and Performance Monitor® 7 | Cisco Security Manager 231 X2 MEREZINETEH L DI
2t (Enable Health and Performance | 3~ % Health and Performance Monitoring — & X & %1l

Monitor) Fli3EbcEET, ZOMREEEIICT S L, HPM
TV r—va ryEFEATEEE A,

Evh ZOREZEEL., [IRMF (Save) 1227 Y v 7
9% & Health and Performance Monitoring #—
EADEE) E I IF L OMRE RO bET,
Yes]z 7 U w2735 L3 I —ERADMMGE
TeixfEIE L, AL U — BRI SN TE
EAET Ll Eic@msnEd, A7 —F A
EENETTHETR> TOLEITLET,

OOB A& E
Gk B %)‘ — VIl & 3259 H1TiE. SMTP H—/3—723 Cisco Security Manager #—/3—

BRESNTWVDIRLERS Y 7, FEMZOWTIL, & A —/LBEHAD SMTP
47‘%/%4:077*/1/ N7 RLRAOEREEZRL T ZEN,

Cisco Security Manager X, 77 b4 7 /3 K (0O0B) Z#¥ % T8y T, F721% Cisco Security
Manager DEHINTT AL AR BNTEETHL ERRLET, ez, (EH5)
TNRA ACEEr 7 AL, CLIZNLCary 74 Xal—vary avy REANLESS
T, HPM 7 7V rr—v a A Lo TERLS DT /31 ZD34 | Cisco Security Manager
1%, HPM IZ X > TEHMICHH S5 O0B OE L AR L ET, 77 M4 7/ REER
RSN T=54 . HPM X [T /34 A AT —X A 22— (Device Status View) | ~X—ZFKR S
N7 T7—bhaAR L, REFHLOZEEICETA—NVEFRELET,
GE)  HHEER] I Cisco Security Manager 23 FRELE) L 72454, OOB @Wﬁi)i‘ﬁm .
A A — /LI E(E & 7=t%, Cisco Security Manager O L&) % (2[R UE T A — /v
DHEEE SN D ATREER H D £77,

Security Manager DB EEOHE |
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. [Report Manager] R—

Security Manager D& B TFIEDHRTE |

LS

Bl

OOB#E - A —/ViEHI DA 2k
(Enable OOB Email Notification)

TUNET AN FERIZET 28T A — i@z Ak
EloREMMETEET,

GE) BT A—VBHMBEN > TWDEA, [T
A AAT—4 AE =— (Device Status View) |
NR—=VNNEIT T — OB NRERINET,

()  HPM 7 OOB DA H Z it L, Configuration
Manager LRI 2 L BRAGOT A 2D
(BB DFEA A —NT T — MEBEE S
i# HEZL T2 :\mmﬁﬁ b
SNDHEFA— /LB S, SHIC1ET 7
A MRIFSIVE T,

7T 7 4V bk O1BERERE]IX, Cisco Security Manager
TaNRT 4 T 7 AIVTSHITHEESILTNET,
REMII MBS CCTHEH X ET,

ZAGFH DFEF A —/ (Recipient
E-mail(s))

OOB DA FHZ WA+ A2 VNERNH L ZEEERELET,

[Save] R ¥

B zRFLTHEMALET,

1T & A E DA, Health and Performance Monitoring — £
A —WRFICAFIE LT, fHEEI T 2 B8N H Y T3, ¥ —
EARA R—=T N THDHINE I DEERLIESEE. £
AUIS LT —EAMEILE TR E LET, #EHr
DA PEREINET,

Vtey b RH&

EEERERGF LIZEIC) 2y P LET,

[Report Manager] X—

[Security Manager ¥ (Security Manager Administration) |7 > K7 @ [Report Manager] ~<— 3/

Z i LT, Cisco Security Manager > Report Manager H§HE % 1 *—
L £, Report Manager |, 7 /31 A, B3LWNY E— 7 7R IPsec & SSL VPN

TIVEFITT 4 B—TIZ
W35,

X2V T A BLOEHRRO LR — NERRTEDHLAX L KT 77—y a2 T1,

FEHF—I 32 /R

[*Y—IJL (Tools) ]>[Security Manager ¥ (Security Manager Administration) 1 %72 U v 7
L., a7 7 —7 /L5 [Report Manager] Z 3R L £ 97,

[l Security Manager D SR EENHE



| Security Manager D &EEHF EDHTE
[Identity Settings] X— .

T4—ILEY)ITFLUAR

R2:NVRENRTH—IVADE=4R") % (Health and Performance Monitoring) ] R—>

EE S 5 BA

Report Manager % 4%} | Report Manager —E 2% 4 X —7 NV E 2 ET 4B —T M TH I &
\Z9 % (Report MTEFET, ZOHEELT +E—7 W27 5 &, ReportManager 7 7
Manager) Vor—a e TEEEA,

Evht ZOREEXEEL, [PRfF (Save) 127V v 273 5&, Report
Manager — E A ZRENEZIHME L L TH IV E S oD
WEROONET, [Yes]ZZ7 Vw7 T5HL3Ich—v
ADRBIEETITIEIL L, A O — A RRREINTE
BENRET LTI ET, AT — X AEENET
THETH TOLHATLET,

[Save] AR & ERARFLCTHEALET,

P—EARA X =T N THLNE I PEEFELIZLGEIT, ZHUIET
TH—EABMFIEEITEE L E9, EHA P =28 ForanE
R

Uty b RHZ ER&ZpIRRFELEEIZEYy FLET,

[Identity Settings] X—

[Identity Settings] ~*— " ZffiH L T, NetBIOS KA A >3 ASA T /34 ZAD IDF#BFE7 7 A T

T4 =R —EFEHT DI DT, Active Directory (AD) H— 1 7TV —THRELET,
INHLOEREIZEL ST, DRGERY —Da—WE i Za—F I V—7 F3ETA T T«
T4 =P ITN—=T R —FT V=7 FEEIRT D L X0, MBEREAEHTEL L1
7m0 ET,

Je

B>k ASA T [ldentity Options] RV L —ZRETHZ LT, = M) ZBEMTLHZLHTEE
T, R —ZRETIHLEXC, TAT T AT AREFHR—=VEFHTINE I M
EHERLET, 1 OO RAL K L TR =N I NV—T%FEHT2 L0 IEHD
ASA ZRETETETN, RERX—TVTORAL L AD VP —ROMAEDEITZ1 DTH
HZEIWCHEELTLLEEY, 2=V =4Oy 77 v 7 Tlid, ZRELTWDE % D ASA
WCEDY—NR—=T I —TFNRESNTVDENCERRL . BICIDREEHL—Y TER
STz AD = =PRI FE T,

FESF—=Ya v R

[*Y—IJL (Tools) ]>[Security Manager & (Security Manager Administration) ] #R L, =
YTV T—T G [IDRE  (Identity Settings) | Z &R L 97,

Security Manager DB EEOHE |



. [Identity Settings] X—

ESPEREY=]

Security Manager D EEHZEEDOHE |

TAFUT 4T 4 a—F IN—T F 7= FOER

RV V—TDTAT T AT 4 2—F DR

TJ4—ILEY)TFLUAR

3 21: [Identity Settings] X—

EES

BILl]

KA A -AD
P — J)—
A4
T—7),

T =T NDBEAITIZE T, NetBIOS R A A 73 ASA 7734 2D 1D GGk
T7AT A=A =% TS L 92, ActiveDirectory (AD) H—
NITN—TNEZRSNET,

e MU EBIT 52T, (fTOEM (AddRow) | (+) RF %27
Uy 7 L, [AD KA A o — 3—?DiEN (Add AD Domain Server) | %
AT IRy 7 AZATILET, [Domain AD Server] ¥ A 7 17 77K v
7 2 ZRLTLIIES Y, RAL %% A7 L, LDAP AD #—/3—
EIRTET D AAA YV — = TNV —T F TV =7 N ERINT 0N H
D ET,

e MY EMRETHICIE, = P IR, (TOME 4  (Edit
Row (pencil)) | AR¥ &7 Vv 7 LET,

eV MU ZHIBRT HITIE, = MU ZRIRL, {TOHIBR (F3I/)

(Delete Row (trash can)) | RZ %27 Vw7 LET,

* Security Manager 23—/ N\— 7 /L — 7 TCEFR SN2 — N —IZIEHFIC
TN EIDET A MTHITIE, [TEERLT[T AL (Test) ]
27 Vw7 LET,

TT7F kKX
Sy

TIAT OV R —FEERBTAT T 4T 4 2—F I A—T R
ATV =) DAL E L F TN TR ERET DL EIT R AL
BT L7200 eG5BT 95 NetBIOS KA A >

7 7 #/V MELOCAL TH Y, ZHUTAHIN ASA HIETERSND Z L
EEHRLET (= a—P—L LT, ERIENAL AICEEMT S
N7Z LDAP H— =7 N —T LS OF B TRBAE S 4172 VPN 2 —H— L L
T) o

LOCAL L4k, [Domain-AD Server Group Mapping] 7 — 7 /L CTi% /& S 4L72

RAALTIFHZDY A MIERRSNET,

Evk  ZOFKEIL. user-identity default-domain 2~ > R CERE ST
TH N RAL TR Y A, ZOREIF. FAAL
ZELTLHEEOR Thbaa—F—AEANTEL LTS
ERIZRRETT, 2= EZHOBBIANT L RAL %
EIRLET,

[l Security Manager D SR EENHE
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I Security Manager 0 &

B EBORE

[Image Manager] X— .

LS

Bl

Jb—h 7 DOk
F T

2—PET—Y I —TERINT D & TR AT 254,
Security Manager 7> 5 AD ' — NI/ =) —ZEEFTHMLERNH Y £,

7 =V 53 SecurityManager 7 7 A 7 b (7 T7A TV FEFEITLTNDHT —
JAT—=var) pbDLDN, == bDLDNERRL T,

T 7NV RTIE, LDAP 7 = 037 947 " BEEINE T,

RAA D7
A & 2

5o

T 7/~ RAAL NZLOCAL A& BRI LU 72855. RAAL V472 L TA
hEanr-a—W4 £-1da—% S —7L4 OB FERZIEELE T,

o [AD D 2 — W —/— WP — 7 )L — 7% HEPHIET (Auto determine
user/user-group from AD) ]: 7 7 4/ b KA A NZBEATT STV
5ADY—"—%F v/ LT, AR —F—ha—F—r1—7
AW L, @872 75 (Default-Domain\user & 72 (3
Default-Domain\\user-group) Z B L £§, AHINEONLRWGHE
X, FAAL AL 102 0D\ XFEFEHTAN LT, ZOLAHIN
=P =D L DINTN—TDHEDNERTHLENRDH Y £,

* [Default-Domain/useriZZ ® (Change it to Default-Domain/use) ] : AJJ
SNTARNZ—F =T N —TH IR 22— =4 Th b LIEE
L. 774/ k KAA > (Default-Domain\user) % 3B01L F9°,

ADT2EE1E, ARIOFNINEZIINEF TS5 L, T 740 8
RAAL UHRBEEIZEMEIES, £D72H, [Change it to
Default-Domain/user] 473 a > Z38IR LIZHATH . &I\
EANITIIX, RAA UV EANETICINV—THE A TEE
R

ek

[Save] R & >

EHENEZREFELET,

ey b RF

BEAURMCEAL-ECZY Yy FLET,

[Restore Defaults]
g

fE % Security Manager ®7 7 4 /L MZ Uy hLET,

[Image Manager] X—

[Image Manager] ~X— % H L T, Cisco Security Manager N @ Image Manager D4 BLE% i€ % il

#LET,

FEZF—a R
[*V—JL (Tools) ]>[Cisco Security Manager ¥ (Security Manager Administration) | % 3R
L. H®&M» 5 [Image Manager] % 3R L £,

Security Manager DB EEOHE |



B e 7uo o xEE (P ntelligence Settings) 18—

T4—ILEY)ITFLUAR

3% 22: [Image Manager] X— >

Security Manager D EEHZEEDOHE |

R

Bl

CCOEDMmE (Bdit CCO
Settings)

[CCORFE DML (Edit CCO Settings) |V > 7 24 L T,
[CCORXTE (CCO Settings) ] ~X—VISHHICBE) CT& £7°,
[CCOR%E (CCO Settings) |-— T DFEAIC OV TIX, [CCO
% E (CCO Settings) | X— (5_—) 2R LT
=AW

XV a 7 EHIBR (Purge
Jobs Older Than)

Image Manager ¥ = 7 & BIBR$ AN PREF9 2 WM (A %0
EANLET, 774V ME365HTT, [5T <HIFR (Purge
Now) ]#3J®IR LT, LLHID Image Manager ¥ 2 7 OftEk %5
TIEZ7 VT LET,

URY MU ZE$H2 (Include
Repository)

AT B, A4 A=YV RY b UL Cisco Security Manager
Ny 2T TRV ET, 774/ FTIEA A—VIT
PRSIV ET

[Save] R & >

EENEERIFLET,

Vtey b RHZ

EEEEIERTFELZEICY 2y P LET,

[Restore Defaults] 74~ & >

fE% Security Manager ®7 7 4/ MZ V&> hLET,

[IPA T 1) oV RXEKE (IPIntelligence Settings) ] X—

[IPA > 7 U= AEE (IP Intelligence Settings) ] ~*— % L T, Cisco Security Manager
WOIP A 7T ) ¥ = AEREDEHRRE Z I L £ 7,

FESF—a v R

[*Y—IJL (Tools) ]>[Cisco Security Manager & (Security Manager Administration) ] % &&4R
L. ARG [IPA 7V ¥ x=  Zi%iE (IP Intelligence Settings) ] Z 1R L £ 97,

[l Security Manager D SR EENHE



I Security Manager &

B EBORE

T4—ILEY)ITFLUAR

[IPA>T1) oV REKE (IP Intelligence Settings) ] R— .

R23:(IPA TPV RERE (IPIntelligence Settings) ] X—

R

BrLL]

CCOEDMmE (Bdit CCO
Settings)

GeolP 7 —# _X— A% HEFH T 521X, Cisco.com (ZHE#i 7
LHlzhow 7 A AFERPMETT, [CCOKEDMRE (EditCCO
Settings) |V > 7 ZEHA LT, a4 UERPBRESNTND
[cco %7 (CCOSettings) ] S— VIHEHICBEN TE £7°, [CCO
FRE (CCOSettings) ] X—Y Tr R F T —N"—DFRELHTE
T5HZEHTEET, [CCORE (CCO Settings) ] R—=TDFE
AZOWTIE, [CCOREE (CCO Settings) ] — (53—

V) EZRL TSN,

W5 % DNS (FQDN)

Wig|&DNS (FQDN) /L v 7
Ty T —E2D0H ML

(Enable Reverse DNS (FQDN)
Lookup Service)

W5 &ZDNS (FQDN) /v 7 7 v 7Y —ERZHhT 50

T DDERELET, PA LTI P o AY—LEfHL

TIPv4 7 RUADEEER KA A 4 (FQDN) ZHETx5
T A5 EE, 2o —eRxEFHCLET,

CSMH—/X—@DDNSH—/3—
ZfE ] (Use CSM Server’s
DNS Server)

Wi Z DNS /Ly 7 7w 7 HIKRIZ Cisco Security Manager #—/3—
TERSNIZDNS b= =2 EHTDITIF, 20X T ar
ZIEIR L E7,

(Use custom DNS servers)

B A H KDNSH— S— % |

51& DNS /v 7 7 ZTEERIZHE A % DNS —/3— % T8
 ZOFTva v ERBRLET, RREnd
I, K3 DDODNS = 3=7 FLAZANT

THETDIZIX
74—V RIZi
xET,

(G¥)  Cisco Security Manager (%, AR~ > ONEBITHAK S
NTZAME DNS = "= 2R — F LT ER
Ao

0— KNZ v T OB
(Enable Load Balancing)

KD DNS H— X— 73 AT e 22 45412, DNS 47“~/\—Fﬁjf
W5|E DNS /by 7 7 v TERE ST D08 9 & RE
‘é—o

VA WIANOWA=RIE /8 ]
(Default Blocking Ranges)

T 7 ) K THB|EDNS LY 7T v TMmBERAINAIPT K
L ADHFFHE &R LET,

0.0.0.0, 255.255.255.255, 127.0.0.1, 169.254.0.0 ~
169.254.255.255, 224.0.0.0 ~ 239.255.255.255

Security Manager DB EEOHE |



B oovrruozus

(IP Intelligence Settings) ] X—<

Security Manager D EEHZEEDOHE |

LS

Bl

a—P—EROT O X
#iPH (User-defined Blocking
Ranges)

WG| & DNS /vy 77w TR BN 2 BN & HBIMD
IP7 RVAETT FLRAOHEHARELET, [ (Edit) ]

W) REZ7 U v LTC[IPvA7 0 v Z#HT KL AD
fmte (Edit IPv4 Blocking Range Addresses) | %A 7 12 27Ky 7
A&, BRANT D IPvA 7 KL AE2IET KL ADO#E % I
ETEET, HEOo N 2EETLIHAE. o~ 1) T
XEI0 £,

GeolP

GeolP/V > 7 7 v 7 —E R
DAY (Enable GeolP
Lookup Service)

GeolP /v v 7 7w T —E R ZHNIT D20 ENT D% fa
FLET, PALT IS AV — L A2HHLTIPVET L
ADOHELIN EEHRZ G TE 2 LT 2581, Zo¥—
ERAEZAMILET,

GE)  GeolPfEHREP A LTV VU AT —HIZEDDHIC
I%. Cisco.com 7> b HIBRHINLE T — H N— R & X0
0= RTLI0ENHD ET, o, Ny I T v Tn
© Cisco Security Manager 7 — & X — 2 21850 L 724,
Cisco.com 7> b HIBENIET — X R— A% X 71—
RIDRENHY £, /"= 349 LI, Cisco
Security Manager Tld, cisco.com»H7 v 77— k&
Zyra—RRT5HIL, YAaxzy Ra—F—F 4
A5 (EULA) ZFtA CRET 2 2 & NERBA
FoRTHET,

GeolPF#)7 v 71— K (GeolP Manual Upload)

[GeolP &7 7 12— | (GeolP Manual Upload) ] 7 « —/L RZ{#if L C. Cisco.com 7>5H %
7 1 — K L7z MaxMind GeoLite City # /> 77— % L T, Cisco Security Manager ?
HELONIE T — X RN—RAZHH L ET,

B LWHE TNy 7 —1, Cisco.com THARMAINFE T,

GE)

GeolPT — X RX— AT —T 4
777 SOEFT (GeolP
Database Artifact Location)

[ZH (Browse) | %7 U > 27 L, Ciscocom 22H X 7 ma— R
L 7= MaxMind GeoLite City #1737 — 2B E) L TEIR L £
T, WIZ, [Ty 7a—F (Upload) %7V 7 LT, B|RL
727 — & ~<— X % Cisco Security Manager {27 v 72— K L&
D

GE¥)  MaxMind fEE 71X Z DD Y — 20 BB LT
AEE G HOEHIL, Cisco Security Manager Tt v —

FENTWEREA,

[l Security Manager D SR EENHE



I Security Manager 0 &

B EBORE

IPA 51 S RE%E (P Intelligence Settings) 1x— ]

LS

Bl

G¥)

GeolP Maxmind7 — # ~— A O HHEEE  (GeolP Maxmind Database Update Settings)

MaxMind GeoLite City 8 #7/3 > -7 — 1%, Cisco.com T H ¥ H S FE 7, [GeolP Maxmind
T A _R—ADEHE (GeolP Maxmind Database Update Settings) | Z{H L T, HH /v
r—3% Cisco.com b HEJIZ X UV om— RL, A7V a— I8 HiEzxE LET,

PN E T — X X— A 2 HEVE 9 5121%, Cisco.com ([ZHEfi T D7D 74
VIEHRAMLETT, [CCOKEDMmME (Edit CCO Settings) ] V> 7 ZEH LT, 1
A AMNEBMPFEE STV D [CCORRE (CCO Settings) ] ~— VITHGHIZBE) T
F£9, [CCOFE (CCO Settings) | ~<— Y DFEMICHOWTIE, [CCOFEE (CCO
Settings) | X— (5X—V) LTI,

BIREST — 2 _R— 2 &2 E1T | [5F <EHr (Update Now) ] %27 U >~ 27 LT, Cisco.com |ZH
7% (Runimmediate database | % ficHTD HH 3> 7r— %M L T, Cisco Security Manager

update) HIERAINLE T — X X— 2 E T L ET,

ARV a— )V ENTRHOA | BN ET — X X— 2O B 2 EMH R A r V2 — LT
%54t (Enable scheduled T DT D0 ERELET, AT Va—a3n
update) BEEAINLT26, REDHSE (BditSettings) 1227V v 7

LT, a7 0275 Va—nailELET,

[f#il (Weekly) 147> a v aHL T, BEIEHZETT5H
MEHZEETEET, A Monthly) | A7 v aaMiHL
T, HEIEHZFTTLHHMEZHRECEET, WThot
TaryTh, BHOETRAZEETEET,

Ev bk HEENLET — X X— A%, BHE 1 KRR I
MaxMind fHiZ K> TEFSNET, FrLOEFH Sy
=0, %, MaxMind £E23 AT LT B0 1
fil#%1C Cisco.com CAFRIEEIZ/ D728, fEH 15 A
DIBRIZHE A Va2 — VERETDH I L AL L F
T, 7272 L, BE ST — & X— A Cisco.com T
FIFFTHEIC 72 D RFANC T & 5 7210 I W REZINIZ Cisco
Security Manager CHIHFIBEICT 25615, BHia &
VBB EITT AR Ar Y 2a— L TEET,

GE) N\—T =249 LIk, Cisco Security Manager Tl
ciscocomN BT v T — hEX T a— RTHHIIT,
Ay R a—H— F4 28 (EULA) %
FHATHET D ZLRFBEMHTONTVET,

TIHN DTy X TN T 74N BT GeolP /Ly 7T v TR SNDIP T RLA
(Default Blocking Ranges) | D#ifH %z —EH£K R L E T,

0.0.0.0, 255.255.255.255, 127.0.0.1, 10.0.0.0 ~ 10.255.255.255,
169.254.0.0 ~ 169.254.255.255, 172.16.0.0 ~ 172.31.255.255,
192.168.0.0 ~ 192.168.255.255, 224.0.0.0 ~ 239.255.255.255
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B oovrruozus

(IP Intelligence Settings) ] X—<

Security Manager D EEHZEEDOHE |

LS

Bl

a—P—EROT O X
#iPH (User-defined Blocking
Ranges)

GeolP /Ly 7 7 TERIN GRS 2N B HB8MO P T R
VAEE7 FL Ao ELE£7, [k (Bdit) ] ($h
) REE7 Y7 LT[IPvA7 vy Z#iT R L X OfFE
(Edit IPv4 Blocking Range Addresses) | ¥ A 7 RV AR v 7 A%
BE., B4 T 5 IPvd 7 RLRAE-IIT RL ADO#PHAZTEE T
TET, HERO= U N RRET % AIE. v 1] TXY)
nE9,

[Whois]

Whois/L v 7 7w 7 —E A
DA (Enable Whois
Lookup Service)

Whois /v > 7 7 > T —E X ZHNZT 20N T D% f5
FLET, PALT IS AV — L A2HHLTIPVET L
AP WHOIS fE#fZ G TZ 5 X 51232561, 2o —v
AEFIMLET,

SN 1 2 DHE L
(Enable External Proxy)

Whois U 7 = A MZkF L THNIE T 0 v O 2 BT 50
BT D ERELET, e X — =% EIL, [CCO

% E (CCO Settings) | ~—Y THELET,
Ev bk [CCOXEDMmME (Edit CCO Settings) 1V > 7 % fii

LT, 7uaF o —"—REPREINTNSH[CCO
FXIE (CCOSettings) [~—IZHlIZBEI TX 7,
[CCOR%TE (CCO Settings) ]~ — Y DFEMIIZ DN T
IX. [CCORE (CCO Settings) ]2— (5%—
V) BHRLTLIIEEND,

TI7ANIDOT Oy X T
(Default Blocking Ranges)

T 7/ ETWhois Vv 7 T v 7T MBEAINDIPT KLA
DEiAZ —EFR RN LET,

0.0.0.0, 255.255.255.255, 127.0.0.1, 10.0.0.0 ~ 10.255.255.255,
169.254.0.0 ~ 169.254.255.255, 172.16.0.0 ~ 172.31.255.255,
192.168.0.0 ~ 192.168.255.255, 224.0.0.0 ~ 239.255.255.255

a—P—EROT O F T
#iPH  (User-defined Blocking
Ranges)

Whois /L 7 7 TERINOERINT 2 MERHLBMOIP T R
VAEIET RLAOHFEEZIEE LET, e (Bdi) ] Gh
) KA Z7 U7 LT[IPvA7 v v Z7#H 7T KL ADFRE
(Edit IPv4 Blocking Range Addresses) ] %4 7 2 7Ry 7 A%
B, B2 1PvA 7 KL AE1ET L ADOHPHZIEET
TFET, HEROT L N EBETAHAIX. Vv 1) TXY)
nET,
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[41 A~
:/\‘

[1 RN> FEXIERE (Eventing Notification Settings) 1 R— .

CE S &R
WEHEROER (View IPA LTIV AREDRHEZERTDH[IPA T IV
Statistics) AHEEE (IP Intelligence Statistics) | # A4 7 2 7R v 7 A& &

EF7, [IPA 27 VY= AHEEt (IP Intelligence Statistics) | 4
AT TRy 7 AIFKRINDERITKDO LY TH,

cWESHHBLIEEIS PEOIPA TV P2 A Ly
VAR N/ S NPRISSE

cFRCDIPALTY V= A —ER U TA DT
N 7Ty T

s HEADZ > TWDEA DY —EADNEH N I T v
HEF ]

o BIIERZNZ 725> TV AEA O —E R L TRIB IO
L LTV 7T v T

cHBEANC > TV A2 DY —EZDF ¥ viat v b
%3

* GeolP HH DT v 7w — R« EH OB THFZ], A
Fea A BLON—Y g AR

[®# (Refresh) 1227 V7 LT, [IPA T VT AFE
(IP Intelligence Statistics) | ¥ A 7 R 7Ry 7 ADT —H &l
FLET,

[Save] R & >

EHNEEZRIFLET,

Vtewy b RHZ

ERZpiRFELEEZEYy FLET,

[Restore Defaults] 7~ 4 >

fE % Security Manager O 7 # /b MZ VUt v h LET,

~@E%NE%TE (Eventing Notification Settings) ] X—

[f X hlFEIERE (Eventing Notification Settings) | ~~— & H LT, IPS A X MBI UE
/2 ASA A XY FDOEF A — Vil EZE LT, B A—/VilAEZET DR MM E %

ETEET,

ARV ME zip 7 7 ANVERAND CSV 7 7 A VO TEESNET, 774/ F T
B A—VIBHIET 4 BE—T I o TWET, BT A—/VlHEZ AT DL, IPS A
NOBH OB NEIINI2 D £F, EERA X NOEBEFA—VBAEZETHITIE, BEERA
R MNHOBINREEZA X—TWMZTHLERH Y £7,

Security Manager DB EEOHE |



Security Manager D EEX EIENHRTE |
. [4 X2 +E%NERE (Eventing Notification Settings) 1 R—

\)

6=

Security Manager | X W lFINEFICHEEIND L D12, B A—/LlAHIHO SMTP ¥—

NRBLOT 74V 8 7 RLAORETHHLTWS XL HIZ SMTP Y —_"—%2RET D4

RV £7,

Evk

Security Manager Event Viewer 7 7'V 7 —> a V723X v a AR — REEH LT,

TOANY FaFRBRLOEHTL 2L TEET,

FET—2 3R

[*Y—JL (Tools) ]>[Security Manager ¥ (Security Manager Administration) ] Z3&{R L, =
YT T =T DG [ Ml E (Bventing Notification Settings) | Z i8R L £ 77,

T4—ILEY)TFLUAR

R2AU:[M N> MERERTE (Eventing Notification Settings) ] X—

LS

Bl

AN NEFA—VBHIOA )
{t (Enable Eventing Email
Notification)

BT A— LT LD IPS A X F OB EZ AN T HHEAI®
RLUET,

BWNERE  (Notification Interval)
(15 ~ 60 43)

Security Manager 23 IPS A X0 b F 72 X EE/2 A X2 hDE
A— Vil A EET HHIEE AT LET,

(GE)  Security Manager 233 & & AL 7= RERIFBE 1 IZ 50000
A DA N N EZAE LIS E . B 50000 74
DA R FOIRDPRINS L, B A—/LTHEEIN
ESc RN

BEEE (IPS)

W A—/VID (IPS A~ |k
) (Email IDs (for IPS
Events))

%%){‘—}1/7 ]\v]/x%l/)uj:]\jj]\/iﬂ_ (2:/7[2‘@]0) o

A Ry FEKRE ORI (Select

Severity of Events)

IPS V7 =F XIZLoTCLAR— FENHERELL (&
(High) 1. [*F (Medium) ]. [f& (Low) 1. FE7i [1E#H
(Informational) ]) ., 7 7 # /L hCiX, [#& (High) ] & [+
(Medium) | DERENBIRI U THET,
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I Security Manager @

EEREMBEORE

[4 X2 ~E%NERE (Eventing Notification Settings) 1 R— .

2R SRBA

BHIORNR R E BRI E L LA B A — VTR ET A0 R
ELET, [FEM7Z2E%E (Detailed Notifications) | & 3R L 7=
La, BT A VEIMICEDDLMEND HIERO T £ —L
REZIRLET, —FO7 14—V RiX, 774/ F TERS
nTHhEd,

7 4 =)L R

A X~ ID (EventID)

WEBTHA N2 MIEID B THN L —EOE/EE 5.

EUN/ 3

77 AT 7+ —ILETIL IPS O EKEDH,

FRA R

A X FDEETT, BHEITT/NA A ID TY,

Not Available & §#53ll &4 727 /31 A%, Security Manager 1 >
N MU MPBHIBRENTHWET,

TN r—va

AR NERESETCWBET ) r— 3 D4

Receive Time

A X k73 Security Manager (2 2 5 T A5 S AL REA,

FEaVaN =i

T AT KO A R N AR S TR,

ot —0a— B LR
(Sensor Local Time)

AR SN E LT — OB RS,

Sig ID

SigIDEIZ, 79— "NBEENT VT4 €T 4 ZRET DT
OIFEHSNET, ZOHEICKY, 7774087 412HLD
COERINTWDE VT =F ¥ &l cxEd,

H7 7 =F % ID (Sub Sig.
ID) ID

ZOY T T =F B0 Y THON - EOKEE R LE
T, VTV =F¥IDICE - T, JRHRY T =F ¥y DLV EE
M7 "= 2 USRI S E T,

V7 =F x4 (Sig. Name) 4
]

AEAFICH D B TONL A2 LET,

V7 =F ¥ iEMl (Sig. Detail)
A (Details)

VIR— SNy 7 =F v O, FUH—ShT, 77—
FOEREGIERI LIzy 7 =F % TT,

VI =F =T a v (Sig
Version) /X—3 3 v

TI—rOARIEH SNV S =F vy EEDONRA—V 3

Attacker IP WAy NEEETHHRARDIP T RLA,
Attacker Port WRERA ML > THEASRDHE— b, ZhuE, K%

7y ORFEILDOR— FTH,
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. [4 RN> FEXIERE (Eventing Notification Settings) 1 R—

Security Manager D EEHZEEDOHE |

LS

e

W H OFTTE (Attacker
Locality)

WEEEDT LR, RABHT A ADRE THE S Lz
FrEDR Y b U —27 OWMITAHET L0, IMUSHFET S 7
R L £

W RIP (Victim IP)

LEINTWERARDIP T FL A,

WE R DR —

KRS TOHEA b (RS > FOZEH) OF— T,
TR, Wy NOEEEOR— N TT,

W52 D OS

WEINTWABERA RO OS,

TEESRE G2 D FITIE M

BEEXNROT KL ANR, RARAT A ZADOFRETHREI
THRED S Y b U — 7 OWNRNZAFLET D0, SMANZEET D
BRI L ET,

Y=<V —H 7>~ (Summary
Count)

Y= =77 —FTHVU, FEXRETH 12U EOT 77—
FNERLIELOTY, Fflix, linitialAlert] JBMEAE & D—3
LD, B&BEOY~) —T T — bURICV TV =F v RBITS
N ERLET,

Y7 7 — b (Initial Alert)

D7 4=V REIY~ U —7 7 — MIEH S, Rtk
TH12OUEOT 77— 2R LEZHOTY, flinitialAlert/ X,
Ktk (sigid/subsigid) AR CCTH~ U —7 77— N TIERW g
#% D evldsAlert O A X b ID T,

Summary Type Y~ —TF7— DT XTOT 77— MIIET M2 TR
L%,

%% (Is Final) P~ — 7 T — MIEH S, FEnET 5 1o Eo T
F— b EERLEZLOTT, ZOT F7— M, initialAlert B M
R U & te DA X b T I — M THDHNE I NEIR
L/ibg‘o

A B =T A A IPS A v X% —7 = A4 ADLTHi,

VLAN TI— R e NV H— LT 2T 4 BT L X hb B8y b
WZEEEAT T B 7z VLAN %5,

AR v — A Ry MZBEEAM T DR U — D4R,

[SEhi 7 27 2 a3 > (Action
Taken) |

Tu—IIX LTETINDT 7 ar, LExIE K701

AN
7o

7 7 — hEEMN (Alert Details)

77— MBI 5,

Risk Rating A Xy MIBEEM T N Y A7 ZFE LA,
Threat Rating AR NOEBL—T 47 (BDIEER) .
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B EBORE

[IPS Updates] R—> .

LS

e

Lar—vag v

-10.0 ~+10.0 TRENAHBEFDO L 2T —arAa7r,
A AT REV (BOERKEW) 1FE, RAMNEEDH S
RARNTHDAREENEL R0 7,

LT —3 a O

WEHOES (Deny Attacker) : U A7 L—7 4 7 &HH

(Reputation Details) LR, WA ——J 4 REBX -l WEEES
T arNEAELE (FRERETHZLIChoTWE)
DNE D NERT true F 721X false,
7o haj Level-3 7’ h /L £721% Level-4 7' k2L,

HENEXE  (Notification Settings)

(EHFERA X FDH)

H%h
EF A —/LID (Email IDs)

BERLA X MIOWTEFA—NVBHNEIRETINED
My ZOFTVa EBERLUEBEEIT. 1 DU EOBEFA—
T RLABANLET (Bor~<KEn) |

[Save] R ¥ >

EENEERFLET,

Vv b ARHZ

EHEZDRNCEA L-EC) vy hLET,

[Restore Defaults] 7~ 47 >

i % Security Manager D7 7 4 /L MZ VUt > N LET,

[IPS Updates] X— <

\}

GE)

N— 3 417 LA, Cisco Security Manager (35| & #5¢ & IPS OEREA VAR — b L £33,

PLAREERE XY AR — P LT EE A,

[IPS Updates] ~— 2 H L T,

VI =F e, vA TRV g VEH, BIOY—E R

Ny ZIZB LT, B — KT OREBIRFFT27-00FEH X X7 2FITLET, [IPS
Updates] X—VZEH LT, RO EEFETTEET,

s AT —H A=A T 5D,
S TTRER B HT A MR L, N2 X rn— R 5,

« IPS BH—N\ERET B,

c BB EHOREMAERET S,

Security Manager DB EEOHE |



. [IPS Updates] R—

Security Manager D& B TFIEDHRTE |

\)

() Security Manager 73— = 4.9 LIk, IPS DEFTI DO —BI R I 2 F v v r—y

DHMCCOMBHE T —RTEET, Hw Ny Fr—IiF, CCONBX T r— RTX
FH¥ A,

ek

« IPS ¥ &2 FECi A4 512iE, [Y—/v (Tools) ]1>[IPSEH D (Apply IPS Update) ]
ZEINLET, SOV TL, IPS BHOFEEMA 22 L T E &0,

BRIV T =F X OFEFEEHT DML o W LA, T ATV %
F ¢ (Signatures) ] ARV > —ZFIRL, [EH L~V DR (View Update Level) ] 7R %
7V w7 LTob [Revert) #27 Y w7352 8T, BHAOBEFHLVIRT I ENTX
EJ RN

N—3 3 2 4.4 DR, Security Manager (ZIFFEMEAG B BHRED N H D 9, Z DOHKE
Cisco.com FERF DI LB E T, Z OREDOFEMIZOWTIL, FEFEE
L TLEEN,

Iﬁ
b
ﬁ%iﬁ

FEF—3 iR
[>—/L (Tools) ]>[Cisco Security Manager®& ¥ (Security Manager Administration) ] Z 3R L,
ATV T =T [IPSOEH (IPS Updates) | 3N L £,

BEIEE
« IPS BHTH— N DORRGE
< IPS HHOMREF Vo m— |
« IPS BT HEME

* CiscoIOSIPS D> 7 =F % H7 3V OEEIR
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| Security Manager D &EEHF EDHTE
[IPS Updates] X—> .

T4—ILEY)ITFLUAR

% 25: [IPS Updates] R— >

BH Bl

[Update Status] | kDI H 2%~ LES, [EH (Refresh) 1227V v LT, {§REEH LT
TN—= LIEEWN,

[Refresh] 7R % > |« [Latest Available] : Cisco.com ¥ 7= (TR EICEH A MR LI- L TP —
JVHTTP H— S CHRAG AR BT D v 7/ = F v B LU o — D HHT,

* [Latest Downloaded] : Security Manager |24 7 > 10— R Zhic, DY
J=F ¥ BLOE Y —DH,

* [Latest Applied] : Security Manager C7 /34 AT H &7z, FHho> 7
=F ¥ BLOE P —DEH,

* [Latest Deployed] : Security Manager T7 /A A ZJEEH S iz, H#rd v
T=FrBLOE U —DFEH,

* [Last Check On] : Cisco.com DS % fcfa 12 54T L 7= Rl

» [Last Download On] : &% @ ¥ #3 Security Manager (24 7 > 12— R X 41
7o IRf il

« [Last Deployed On] : WD T /314 I TEcA% O BHAEBE S 7= iy
fHlo

Security Manager DB EEOHE |



. [IPS Updates] R—

Security Manager D EEHZEEDOHE |

LS

B

[Check for
Updates] 7~ % >

[Download Latest
Updates] 7~ % >

INHDOREZ AL ST, EHBMER I DD, 7213 Security Manager
P—=NZFEEL T a— RSN THWRNY T =F ¥ BLOE o —RHRN
IPSEHH— "X ra— RavEd, BHoMmRETFy v err—F
DHNZ, IPS EHF— "—ZHET LHMNEN DY £3 ([(——DFH

(Update Server) ] 7 /L —7" T [ E Dt (Edit Settings) 1 %27 Vv 27 LE
) .

INGDORZL DTN ET VI T5HE, XATRTRy 7 ANRME,

BEORE RN FRENE T, =—F D3 [Download] R¥ > %7 U v 7§25 &,

Security Manager | IPS EHh—cw 71 o U CHEZ MR L, Biia &
vru— RLET, Ciscocom NHDHX T a— NIRRT 2561, A
LCWAT oy hTifbis by 7 by =T X u—RKT&b L%
R LT &V, FEMIIZ- DUV TIE,  [Edit Update Server Settings] %1 7 1

TRy 7 A (723—) @ [User Name] Dt &E S L T 72 &0,

Evbh P N—EZEREL., WIIEHEZMR LI E LI XIT, ——
EHRELTORWEBEMEINZSGEIE. 2O0oX—T0—FTFIZh
5 [MR1F (Save) 1227 U v 7 LT, B fTLTLEE,

GE) =T =349 L%, Cisco Security Manager ClE., cisco.com 7> 5
TyT T e vra—RTLHI, VAT Ra—%—F
A 28K (EULA) #aiA CHRET 2 2 EREBHIToh T
EJcaN

[Update Server]
Tn—=7

Cisco.com, F72IXIPS HH /X —IURMIN TN D a2 —h)L H—r3~
DT AT HRELRRLET, ZNHDT 4 —/L FIiZIE, Update
H—/N3 Cisco.com & B — W /VIZFRE Z L7z HTTP — DWW TH D
o B—=An =T 5558130 =00 =40, = NCr
TA T HOD—=F THU L~ BEROTrXy =040 (HD
L) DWRENET, IPSHEH P —A"—Z2REELIILET DT, [RED
e (Edit Settings) 12727 U v 7 LT [V —"—EOHEFOMmE (Edit
Update Server Settings) |1 %A 7 12 7R v 7 A% & £9 ([EditUpdate Server
Settings] ¥ A4 70 7Ry 7 A (12 X—=2) #58) .

FEMIZOWTIE, IPS B —"OEREELSRL T ZIV,

N— 3 44 LI, Security Manager (2 I XAERA GG FESRE N H 0 77,
Z DOFHEIX. Cisco.com FEFIFH DOUBBGEICKIL L E9, 2 OHREDFEIC
DOWTIE, FREFEEEHEZ SR L T EI VN,

VI =F YT g
IVERTE T N—
—

IPST X F %7 v 77— FEBEBRIICF U r— R TEET, [REDHE
(EditSettings) 1227V v 27 LT, [V 3xF ¥ X Ura—R7 4 VEBRED
fmte (Edit Signature Download Filter Settings) |1 %4 7 17 Ry 7 A% & %
T ([ 7R F ¥ X ru—R 7 40 VEZHREOHE (Edit Signature Download
Filter Settings) | ¥ A 7R 7Ry 7 A (16 X—) HHH)
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| Security Manager D EEXEIENHKTE

[IPS Updates] R—> .

LS

B

[Auto Update
Settings] 7 /L—
-

HEYVRHICEA OB ENGENTWET, FEC OV T, IPS EHo HE)
bR LTLEEN,

Auto Update
Mode

HEIREHZFEITTH60E 20, BLOLOREFITTH20EHELET, K
DATarBnhHvET,
» Download, Apply, and Deploy Updates

* Disable Auto Update

s WHTOMEFR (Check for Updates)
* Download Updates

* Download and Apply Updates

FT7 4TI, BEEFIIT A E—T > TWET, FOMmot7
varik, WOF T a vkl DU EMAGDEEZED LD 7,

» [Check for Updates] : Security Manager /%, IPS B4 — N 285 L CHE
MEBFTELNEIDEMHR L, EFA—/VBHPHRESNL TS
BlE, BFA—NEERELES, 77 A VEIF vV re— RFaSnETA,

+ [Download Updates] : Security Manager |35z 51 D 5 #1 & IPS 5 HH— 30
A Ta—RL, BFA—/VBHANRESNTWAEAIEL, B1A—
NEEELET,

* [Apply Updates] : Security Manager (%, # 7> u— RSB HH/ v 7r—
VITIASNWT, [Apply Update To] U A R TR I TWVD T /31 ADFK
ExZEH LET, [Deploy Updates] IR L TWEHGEERE, Zhb
OEFIEBN RS 2 MFEN D D 5,

» [Deploy Updates] : Security Manager I3, BB o 7 & B4 L C, @Al

HE7R W H /N r—T % [Apply Update To] U A h TR STV H TN
ARZEFBLET, 70 A, VI =F XY EHORDNLE 2T A &
YAZTAF LTV DORENRH Y ET,
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. [IPS Updates] R—

Security Manager D EEHZEEDOHE |

LS

B

A a2 —)LD
BT

[Edit Update
Schedule] 7~ 4 >

[Auto Update Mode] 7 4 —/V RCEIREINZT 7 a v DA P a—)b, =
DAY 2a—NVEERETHITIE, [EHAT Y 2—LOfRE (Edit Update
Schedule) ] %2 U > 7 L, [IPSEH AT Y = —/LOfRs (Edit IPS Updates
Schedule) | ¥ A 7BV ARy 7 ATAr Y 2—/VEEHRLET, Security
Manager 23R, EBH., B, FRIIEBA DR V2 — W IHEDINTEH
HIATTHZEZBELLED, 1ENEVDOA XU FERELZY TEE
I, BHAAEE 2 AT B 8580%, 24 BRI O hhemm FEN 2 LT 72 &
AN

GE) Security Manager H— /3 — DRI 5 10 43 LLNIC EH AT A %
Lol ArYa—nThE, [ROEH (NextUpdate) | 7 1 —/b
RIZHA D BRAPAZREN, TS TY a TRFATENET,
T, mHIDFETERGET D 7o DITERGT SN ee T,

Evbh HE AT o— RERBMAMNCAZ D 2— L LT, T3, ZfaH 7
EOMDa—FEELHEAE LWL DT HZ L A2HERL £,

Evbh  EEO—VEIEIT, BEET AV NUNOT T N EAE
AT 288D LFET,

Notify Email

HENFE T OBHADNEEEINAETFA—IN T RV, BHOT RL 2% AN
THEEIT. FNEDOT RL AR D o~TRYY F4, @Eid. BFHmnmo
RREIZ/2 B ERESNTET,

s X u— RBNHEEIZ /2 572,

X rua—RIhi,

cHAUrmr—REh, #WHIh,

XU rm— NI, EH S, BRI

[l Security Manager D SR EENHE



I Security Manager @

EEREMBEORE

[IPS Updates] X—> .

BR &R
Apply Update To | = »& L 7 #|Zi, Security Manager CEFSINIzn—HhL 7 =F % K

%47 (Type)

[Edit Row] 7~ %
Ve

Devices to be
Auto Updated

V—BIOEEL S =F v R —EEFOIPS T AL ARG ENTNOET,
VLI XDONT AL, a—INVTARA AR —F T EERY > —08,
WOFHHZ A T L TGEREINTWENE I NERLET,

* [Signature] : ¥ 7 =F ¥ EH L~ LD HEEFTOLE,
e [Minor] : ¥~A T —HHBL O -2 v 7 DA,
«[S.P]: —E R Xy 7 HHOBE,

HHRY —DFhH, — MBI V—FRITR>TWDETF = v 7Ry 7 A,
ZORY —EHHT DTN ADOEETIE L —ERBIRINTWDH Z &
ERLET, BEIEHA N MC, AR =B S TonTnss
NRARAEERSTLHE, ZOHERY — 37 L—FoRrEN, HOEID Y TE
TN ZOR—=VIZRREINET, EHLFETLEHEIC, Z0FDYTY X
MIEARY o —DF R 2B YT LRI ENET, RO HBEGHNIIT
ENDHNT, ZOTNA A VR NI 0T 7T 4 ZICEFT DI, R
U—HBRLUCIRELET (AEIEHRREZRINLET) . 2T, 74
ZEN) Y TY R RBETIESNE T,

G¥)  F, ARV —DEE T 740 FOEEE Y — (vs0) 12
Y CONTHERY O —DORERINCTXET, BOEMEE
P—DHEFERY U —ZFIRLLH>ELTH, BERITEA ST,
TT—A o=V A,

[Type] 7 4 —/V REMHEHLC, n—h R —LiFgRY o —DERE
DB ET, Br2ZHELTH, HEEHORRAFITEEINEEA,

HEVEHHOe — DNV EF AR —2RRT 510, 2oL ZHXT
EIRL, L7 X OTICH D HTOME (BditRow) [RX %227V v 7 LE
T, ZAUZ LV, [Edit Auto Update Settings] 1 7 1 778 v 7 AR E 7,
ZDXATRT Ry 7 AT, RIT—ORHFHA T EZJINTEET, WTN
MOBEEH A THRY) —IOBRT D &, WEBEZTDLT A AN, &
LI EOFIZHD [HEEH I DT /31 A (Devices to be Auto Updated) ]
UAMI—BERRINET,

[Save] R ¥

EENEERFELET,

Uty haRZ o | EEAHIEGRGFLEIZY Y FLET,
[Restore fE % Security Manager 7 7 4/ MZ Uy hLET,

Defaults] 7~ 4 >

Security Manager DB EEOHE |




Security Manager D EEX EIENHRTE |
. [Edit Update Server Settings] ¥4 7 R /Ry o R

[Edit Update Server Settings] ¥4 7H45 /Ry o X

[Edit Update Server Settings] %1 7 12 7R v 7 ZA &M H LT, IPS EH OB H T 25—
ZRELET, HEIZIG U T, Update h—"EBET 72007 mx v h—N"EHETEE
‘déo

Fio, FEHZEOEBHERIL o — A\ —REDOMmE (Edit Update Server Settings) ] %A 7
07 Ry 7 A&HEH LET (Security Manager (X, HTTPS #&H T Cisco.com 7> IPS /¥ 7 —
VEF Yy u—RNL, BEAMN T H7-OICGEHELZHEH L EY) . [Image Manager] X— D
AEBEE S PR RE X, Security Manager 4.4 OFHEEETT, Z OMEEIL, IPS Ny Fr—T DX
7 > u— RIZAT 72 Cisco.com AEAE DB 2 T 5 DKL B £T,

« ZORREZMH L CREHEZ2FRn T 97, fEHEZZ T ANDS M E I MEREICHRF L T
STEEW,

AERREAZ I AND & GEHEIT Security Manager — N —(ZRTE SNV E T,

* [Image Manager] X — ¥ O E T — 7 T R TOFEHENRR RSN, 20T —7 NV EEH
L CRlEE A KRR ETLITHIBRCTE £77,

Je

Evhr TFTOTFT—710 GEHEOEFS (Retrieve Certificate) | Z &9 fEsd L T 7230,

FEF—3 iR

[*—/v (Tools) ]>[Security Manager ®&# (Security Manager Administration) ]>[IPS D7 -
77— (IPS Updates) ] Z3IR L, [P — 3— (Update Server) ]| 2 /L—7"C [GXE Dtk
(Edit Settings) 1 %7 U > 7 LET,

TJ4—ILFUIT7LUR

%= 26 : [Edit Update Server Settings] %4 7 Q7 Ry 7 X

L Bl
Update From IPS B4 Cisco.com 7> 5 HUfF$ 57>, v — /L HTTP/HTTPS ¥ —/3

MG T LN ERELET, FATRTRYy 7 ADT 4 —)b R,
BTG CTEDLY £,

—hNVEERLZGAE, IPSEH—"E L THEHRATLEIIC
HTTP 721X HTTPS V' —RERETHILENH Y F 7,

FE [E#7c : (UpdateFrom:) (D7 7 4 /L MEIL[m— B /L —
/3— (Local Server) | C9, fEBIEDRERELEZFRT HITIL,
[Cisco.com] Z BN T AMERH Y 5, FEAZEOEREDA#
W E 713 R 5827254, Cisco.com ~DEEGEA T Hh, =
DX T TD Cisco.com BIED T XCTOEIEN LKL F T,

[l Security Manager D SR EENHE



I Security Manager 0 &

B EBORE

[Edit Update Server Settings] ¥ 1 7 A5 Ry o X .

2% 5 EA
IP Address/ Host Name | &z — /L IPS B#1 Web — SDAR A M £/ IP 7 R LA,

(2 —H ) P—_D
)

Web H—/3 i"— |
(Web Server Port)
(m—H )L P—30D

&)

o —h LY — RPN PEGERE Y A= ST A R— RS, T4V N
1% 80 T,

S

IPSEHH—NZu s o Tha—V4, 22—V ol BN RE o —
N —NEBRETIHHAF. ZOT7 44—V REZEHOEFICLTE
xF7,

Cisco.com = —H 4 ZH5ET H%5H . Cisco.com LD —H T H oo |
I, bS5 bY 7 by =T B X — RTEXHMERH Y 7,
TH T NPUERMERE RS T D0 E D ARG AIX, 0T
BBy k& L Cisco.comlz i 74 v L. IPSEET 7 A L% 2
va—RLTAHET
(http://www.cisco.com/cgi-bin/tablebuild.pl/ips5-system) , 7 77 > K23
BEYRMERZ R > TORRWEEIE, LERFMFEZHATHET 2489
WCER SN ET, WREFZRZ LT DEEIE. o0&t E%
FANDLZERTEET, £ TROEAIE, YA aOEEMYFIC
BREWHEDELTZI 0,

INAT— K

#e#d (Confirm)

WHEDT7 4 —/V RIZATTEND, fBELIa2—FLD/AT— K, /8
AU — RPARERa— )NV P —RERETIHEE. ZNHD7 —
IWREZEAOFEFICLTEBEET,

Path to Update Files

(g —Hh)v P — 3D
)

BN =N EDIPS BT 7 A VDGFT~D/RA, 2L 2T B
17 7 A JUIZ http://local-server-ip:port/update_files path/ T7 7 & A TX
584, update files path 2 2 D7 4 —/L RICAD LET,

Connect Using HTTPS

(g —H L HP—1D
)

7 — )V IPS B — 28 T D 5412,
FHRELET,

SSL Zfi 420 E 9 M

Certificate Thumbprint

2 — BV — R EOFEAENGIEAEY LTV U MRFE I NS &
2. ZOHFRHEYLTY U M EFRRLET,

Retrieve From Server

A TRy 7 ATHRESNI-r—BL — 2 L, FTED
2 — 7 )L — ) BEEE A RS L, [Certificate Thumbprint] 7 ¢ — /L
NIZFRSNDFEHES LT Y U M E2RHET L OIEH L ET,

Security Manager DB EEOHE |


http://www.cisco.com/cgi-bin/tablebuild.pl/ips5-system

. [Edit Update Server Settings] ¥4 7 R /Ry o R

Security Manager D EEHZEEDOHE |

LS

Bl

[HE#4 S URL (Contact
URL) ]

cHIRT DL, [M A—VAXT—HZur—4% (Image Meta-data
Locator) ] Z2MEHSNET, ZiUI, A A—VICHET DAL T—
ZAEROEIHISEH S5 Cisco.com O URL T9, A X T —H 1
WL, HEOWMIEY T 54 A=, AR, VA4 X, Fzv7
o, BIOKEA A—TEF U a— KT 5 URL TS E
7

BINT D L [ZDOML (Other) 1 2MEH SN E T, EEOALR
HTTPSURL # A/J C&x %4, Z@®OURLIZ., FEIT. 4 A =B
THERAST—HZERNPOLRE LA A=V EXyrn— KT 57
WO HTTPSURL Z %% & LTWEd, ZOURL . BIOEEKT
A LA A= AT =2/ —2DOURL L3R D551 H
DET, EHELERLIGERH D £7,

EE [ Dff (Other) ] ZBER L7=5A 1, BI/RINIC
"https://dl.cisco.com" Z BT D LEENH Y £3 (FIHFFIER
%) , [Z DMl (Other) |7RZ » DEEDT FA N7 4 —/L RIZ
ANTLET, ZNZEBMLZAWVE, Cisco.com |ZHEE TX 72
<Y, ZO=x Y T TO Cisco.com BEHD T TOHEAEN K
WLET,

[RIERA # oD Bt
(Retrieve
Certificate) ]

B L7 [EEEURL (Contact URL) ] IZ#EkE L CREEZ BG4 5 72
DI SNET, GEHELIRSET S &, GEEOKREE (Certificate
Verification) | %4 7 1 703 & 7, iEHEOMHERME, 2F 0,
AEREDORITR, BITE. EHEORIMBNAERENET, 56
2. ROBRERERSINET,

s [REBIZDZFRR (View Certificate) ] : aFiEE =2 —7 Z W T, FE
HEOTXTOFM GRFER., X—Yar, YU TAES, A
7Y b, EOMOFER) ZRARTEES, L— MEITRGERE
TORERHES = — U ERNFRENET,

o [7%G8 (Accept) ] : FEBFE A 7GR L T, Cisco Security Manager (Z
BIMLET,

[ (Reject) ]: REEZEARLET, 77 v a VIS TENE
v,

«[F¥ B (Cancel) ]: 77 v a & FTETIC [REFEOKIE
(Certificate Verification) 1 ¥4 70 7 AT E T,

IR

Security Manager { A F—/LVOEFEAEIZOWT, [IFHRAVT TV
(Subject) 1. [FEFT# (Issued By) ]. B L [/&i8# (Accepted By) ]
ERRTDHT—T I,

[l Security Manager D SR EENHE



I Security Manager D&

[Edit Auto Update Settings] %« 7 0 %71

[Edit Auto Update Settings] % 7 12 7 7R > 7 A&l L C,

B EBORE

[Edit Auto Update Settings] ¥4 7 A5 Rv & X .

LS

Bl

For (View)

[REFIZE (Certificate) ] 7 —7 /L TR LIZAEAEDOEHEF L 2 —7 %
Fﬁ%i‘é‘@

HIlBR: (Remove)

[FEBHE (Certificate) | 7 — 7 /L @R L7-iEHEZHIR L £,

Proxy Server Group

Enable Proxy Server

7y Y— 38, Cisco.com F 72l —h /L $—Z
WCHETHLINEIDERELET,

B o720

IP Address/ Host Name

Taxy = NOKRA ML ELILIP T KL A,

AR 72 # A ¥ = A 5 NTLAN Manager (NTLM) V1 % 72/ZNTLM V2
MREEEHT A L H1c, Xy = N"EFRETEET, NTLM V2
N, kbEXFaTRAF—LTT,

[R—TF (Port) ]

T NPBEHEESR A ) v AT B K hER, T T 4L b
80 T,

T4 ruXxy F—Nin s oy pa—Fh, Taxy y—"Ta—%
07 A ISR IRNGRE, D07 4=V REZEHOEFFICLTREE
EJ AN

INAT— K MED7 44—/ RIZATEShD, #BELTa—FHDRRAT—FR, 7

fifei® (Confirm)

0% =R TRZ T — RRNER NS
EHOFEFICLTHBEXET,

X, b7 40—V K%

IR

[IPS Updates] ~~— 3@ [Apply Update

To] T—7 NVCTEIRLIZT AL AEFRY —0OHHFEHA TV a v E2RELET, HHFE

FOREIZDNT

FEF—a v iRR

[IPS Updates] ~—=<" ( [IPS Updates] ~~—3~
VT, THRA AETNEIHRY — %R L,

X, IPS BH o HEMEEZ S L T 7230,

(65 ~—) HZM) O [Apply Update To] 77—
[EditRow] A& %27V v 7 LET,

Security Manager DB EEOHE |
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Security Manager D EEX EIENHRTE |
. [VO%F¥ Boo0—F 74 )LRREDHMRE (Edit Signature Download Filter Settings) ] %4 7045 Ry 4o R

T4—ILEY)ITFLUAR

% 27: [Edit Auto Update Settings] ¥4 7 2457 Ky X

R BLL]
EEUEE BIRUL 2T AN, ZAFFARY o—IZ@HT 5, B —

WHOIA T, ~A T —HF &Y —E Ry 7 O )5 % 55
L7eh, =R Ry 72 x#HA LY CEET, £
IZ. [None] Z#IR L T, oV —DFEHNHEMIHEH S
RNEHIZTEET,

(IPS TP —BLOHELAERY
—7120F)

Auto Update Signature Update | (> 2/ =5 SEHHCT /3 A ETIR Y & —ZIEIRS 50
Level EomERELET,

[T FvFAooO—FI74ILAREDWHE (EditSignatureDownload
Filter Settings) 14 7Ry I R

[ 7 xFx Xyra— K 7 4 VHEEOHE (Edit Signature Download Filter Settings) ] A
Tur Ry 7 AT, IPS VTR F ¥ OEFaBERNIF v rn— FTEEd, g, FE
Foyru—REHBF Y a— ROWGIZHEASET,

)

GE) 74 VA, IPS B — Sy = D E I IPS T UL Sy = DI S E
A, IPSVTRTF ¥/ —OHIZHEMA SN E T, Cisco.com F7ida— L —/ 31—
FOFEHFRERT X TOB Y — RN —IN, v =F vy Xy a— RO—EféE LT
Foyrm—RRINET,

B A 7 e — ROREIL, RERLDETE2X 7 om— RT&570D, ¥ U n— RiFH
PREAESI, T4 AT AP L=V AR=ZARHIE SN, FT TNy a—T 4 7Rk Eh
52 &TY,
[ 73T ¥ ¥ yru—R 70 VEEEOHE (Edit Signature Download Filter Settings) ] A
TasRy I ATE, WD4XATDOYT3xF ¥ yru— Rt Ed,
s [7 47 L (Nofilter) ]
* [[E4., E3, B2, F/IFEIZHIN THELZ L VU NRN—Va DT RTCOV T X F ¥ & X
7 > u— R (Download all signatures for engine versions starting with [choose E4, E3, E2, or
E1]) ]
c[[1000 2 EDL T RF ¥ N"—=Ta B AN THEDLTRXRTOUITRF ¥ N—=Va &y
7 > u— R (Download all signature versions starting with [enter a signature version such as
1000]) 1]
DY RTF e R—=T 2 VBEF 1000 R EDY TR F XY FF AT AT a— R
(Download a single signature version number [enter a signature number such as 1000]) ]

[l Security Manager D SR EENHE



| Security Manager D EEXEIENHKTE

[V xF¥ AooO0—K T4 LR ZREDmE (Edit Signature Download Filter Settings) 154 7O Ry o X .

FIAN DY T FYRETIE, BAUBOT o= 3 v DU T3 F v RN _RTH Y

ro—REnET,

Je

Erk

DT 7T L—RTHELTT,

ZDOT 7 /v MEIX, Security Manager4.3 DFElA A N — /L CHLURIDON—T 3 b

FEHF—I 32 /R

[>”—/v (Tools) ]> [Security Manager D& P (Security Manager Administration) ] Z#ER L, H
TIPS OEH (IPS Updates) | ZBHR L £, D%, [V X T ¥ 7 4 L HFLE (Signature
Filter Settings) ] 7 /L — 7 @ [REDO#wE (Edit Settings) %27 U v 7 LET,

ESPEREYS
« IPS EHHH— OZE

«IPS EHOMER E X T m— R
« IPS B Hr O HEL

T4—ILFUITF7LUR

R2B:[TXF¥ FooA—FK T4 ILAREDWRE (Edit Signature Download Filter Settings) ]54 7RI Ry o X

BR

Bl

[Z7 4252 AT (Filter Type) |:[7 4 /VZ 721
(No filter) ]

HERAFREZR TR T > Vv O T HE
RERTOVITXTF YR Urm—Rah
ES

[7 4% %A (Filter Type) ]: [CHiE DT
D NR=Ta DT RTCOV I X TF v L T
7 — K (Download all signatures for engine versions
starting with) ]

BIRL7-— 2 (B4, E3. E2. ¥7-1%
El) AOERHIEERT X TOV 7 2 F ¥ N
Foron—REnEd,

[7 4% %A (Filter Type) ]: [CThhk D3
TOVTRF XY N—=VarkZyra—R
(Download all signature versions starting with) ]

A L7 ID THEE A ARE/R T T D
VIXFyNE e — REINET,

[7 4 V5 % A7 (Filter Type) |: [ —DT 7%
FyNN—T g FEEEX 71— (Download
single signature version number) ]

AJJTLT2ID B FFOH—D Y T X TF ¥ N F
vra— RRIET,

Security Manager DB EEOHE |


csm-user-guide-424_chapter44.pdf#nameddest=unique_617
csm-user-guide-424_chapter44.pdf#nameddest=unique_577
csm-user-guide-424_chapter44.pdf#nameddest=unique_618

Security Manager D EEX EIENHRTE |
B osese sk settings) 1x—

[ISEE%E (ISE Settings) 1 XR—

[ISE&%E (ISE Settings) |-~~— % LT, Cisco Security Manager & TrustSec 7 7 A 7 4 —
LR Y 2 —"TiH 9 % Cisco Identity Services Engine (ISE) [ DidfE & 7% E L £,

)

(F)  Cisco Security Manager (%, EX = U7 4 Z NV —T D4R E X 7% BfG L THRERT 5720
2. 1 DODISET I T4 7 A== L OBEOHYR—FLET,

PCI [ZHEL3 5 72912, Cisco Security Manager 4.15 3 X 1V 4.16 TiX, TLS 1.0 & TLS 1.1 3%
NENEZHZ/2 D £ LTz, L7zh-> T, 4.16 LI TIX, Cisco Security Manager | TLS 1.2 73—
VarDhrEEHLTHE L,

72720, ISE13 V% —"R"—=BLOZFDO N —T a3 VI TLS 122 R —FLTWWERHAL, T
X, U U —24.15 LI D Cisco Security Manager CTOD L v — ISE & EICHEL 3, DI}k
HHAMEIZ LY | ISE $—,3—& Cisco Security Manager OfE & 23517 HAVE T,

Cisco Security Manager 4.15, 4.16, F£72134.17 /X—2 2 ' TISE —"— (RN—T 3 1.3 L
A ZfFH LT, ISE 1.3 LLRi[D/3— 5 > % Cisco Security Manager & IE 5 (ZHE AT 2 M BN
HHEAEE. VY —A4.17 H® [Cisco Security Manager User Guidel] ZZ [ L CT< 72& W0,
FTES—2ar R
[*V—JL (Tools) ]>[Security Manager ¥ (Security Manager Administration) ] Zi&R L, =
YT VT =TV G [ISERRGE (ISE Settings) ] 1R L £,
BEIEE

s Trustsec 7 7 A 7 U A —/LR U o —DEH

X2 VT4 IN—T FT V=l O

e Y L —TOEF 2 U F 4 J— T DEIR

T4—ILEFUITF7LUR

5 29: [Identity Settings] XR—

=% £ EA

ISE #%BED A %0t (Enable ISE ISE L DifEEA F—TNWIZTHMEIDERELE

feature) 7,

a—HP—4 Security Manager 23, ISE v 2/ A 7§ % & Z|TfHEHT
BHa—Y4,

IRAYT— R =P —ZDNRAT— K,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

Licensing X— .

LS

ABA

ISEYh—/3— (IP7 RV A/ZRA ) |ISED DNS KA ML FEZIZIP T RLA
(ISE Server (IP Address/Hostname))

ISE/N—<" = > (ISE Version) /N—37 3 4,18 LUKk, Cisco Security Manager |3 ISE 73—
Va 23 OEDHREYR—FLET,

Belgi DT A R [#%#t0D 7 A & (Test Connectivity) | %7 U v 27 LT,
AJ1 LT2 7% & T Security Manager 2% ISE LB T& 5 Z
LR LET,

[Save] R & > EENFERGFLET,

Vkey b RE» ERAZLRNCEA LECY vy FLET,

[Restore Defaults] 7~ 4 > fii % Security Manager 5 7 # /L M2 U & v b LET,

~

Licensing X—

[Licensing] ~*— % f# /| L C. SecurityManager 7 7" U 77— 3 VB LIPS T /A ZAHD T A
TURAEFERLET, IOV TIE, IPS 7/ B ADOFEHESRL T ZE0,

FEF—a iR

[*—/v (Tools) ]>[Cisco Security Manager& B (Security Manager Administration) ] ZE&R L |
AT YT =TI [TA4 A (Licensing) ] ZiEIN L F 7,

T4—ILFUIT7LUR

% 30: Licensing R—

BR

A B

[CSM] #
S

Security Manager 7 7'V 7 —a v DI A BV ARKE, DX TDEKET 4 —/L K
DOFEAIZ W TIL, [CSM] # 7, [Licensing] ~<— (80 X—) &L TL
TZEN,

[IPS] & 7

Security Manager |Z X > TEELSNDIPS T XA ADTA B ARKE, ZDOXTD
%7 4 —IV ROBBHIZ W I, [IPS] # 7, [Licensing] ~<—3 (80 ~—)
ERBLTIEIN,

Security Manager DB EEOHE |
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Security Manager D EEX EIENHRTE |
B csmi 5. (Licensingl x—2

[CSM] % T, [Licensing] R—

[Licensing] ~~— @ [CSM] # 7 ZfEH L T, A A b —/L# 5D Security Manager 7 1 & > X
DIYARERRL, FILWTA BV RAZA A M=V LET, FHMIZOWTIL, Security Manager
DIAXLAT7ANDA LA =NV EBZRLTITESVY,

FEZF—ar R

[*Y—IJL (Tools) ]>[Security Manager & (Security Manager Administration) ] #R L, =
YT T =T NG [T A4 A (Licensing) | Z#EIRL, [CSM] 2727 VU v 7 L9,
TJ4—ILKEUYT7LUR

F 31:[CSM] % T . [Licensing] R—

LE BLL]
T ARG LB SN TND T B AT 21E®R (=713, 94

TUREAT | FBIIR, T A AAGT A RO, WP OT
S B BECHERASN TS 7 A AR S—E T =) &R
FLET,

FABADA VA | A VAN LTETABABIOREDA A F—/LHDO Y X K,
k=

Install a License button | = DR > %227V v 7 LT, 94V AT 7 ANV EBA LA —)LLF
T, BV TWB DX A Ta /Ry 7 221X, Ciscocom ~D Y > 7
NEENTVET, 748 AZELEHG L TOVRWEETE, Cisco.com
TIA B AZERFTEET, 4B X 77 AL, Security
Manager h—/S EOa—H)L RTA4 7IZa—LThbA A h—/L
TOHVERDY FT,

[IPS] 2 7. [Licensing] X—
A\

GE)  /X— =3 417 LIFE, Cisco Security Manager 15| £t X IPS OFREZ AR — F LT\ E
T, PRIERERRIT AR — R LTV ER A,

[Licensing] “X— YD [IPS]| X 7 #FEH LT, £ VA R—IVEHDIPS TNNA A TAELADY
ARNERRLIED, HILWIA BV AEFLEEHSNZTA B AEAL A=V LD, T
AV RAEHEBRALZYD LET, 20T 22 Y XML, BIlEOTA BV A, T4 R
ZRSFLTWRWT AL R T2 ADFHHIRBENTWDL T ASA X, BRI A X
DN TR ANFRENE T, o, ZON—VOREEXFH LT, T4 BV AREES
7= BEUINICHIBRYINIC AR 5T _XTDIPS T3 ADLAR— FEEFEETEET,

[l Security Manager D SR EENHE
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I Security Manager &

B EBORE

FEHF—I 32 /R

[IPS] % 7. [Licensing] XR— .

[*Y—JL (Tools) ] > [Cisco Security Manager ¥ (Security Manager Administration) ] % iR
L. BR?»S [FA4 A (Licensing) ] #&EIWN L, [IPS] 227 U v 7 LET,

ESPERENS

cIPSTA LA T ANDEH

cIPS T A BV R 77 A /LDH)ER

«IPS T AL R 77 A NFHOHBME

* [License Update Status Details] %4 7 2 7 7R v 7 A (85 ~—)

T —TNDT 4 NEY T

T TN NTLBIONT LML OKEE

T4—ILEY)TFLUAR

%+ 32:[IPS] % 7. [Licensing] X—

BH

Bl

IPS License Table

HEMERZICY 7Ly v a LIERRRATO, T AL R FNUNOT
RTDOIPS TNAABIONZEDTA BV A AT —H A TR LET,
[FH (Refresh) |RZ %27V w7 LT, T8 A0S ERFTORFH % T
BLET,

BFBRIIE, TR AV VT NES (T4 AOBGIZHER) . 74
?/217 AR BLOITA B AOEHHRNEENET, ZDV
A MZIE, BIEEO T A B AT TR, A48 AZEEL TN
TA%X\74?/2®ﬁ%%@ﬁ@ﬂfwéTﬂ41\%i074?
VAN IR T N A FIREINET,

Evbk  ZdDYU A MIIE, CiscolOSIPS 731 AT EENTWER A,
Security Manager |&, IPS ZFE(TLTWHL—F DT AL R
FEICIIEHTE EEA,

Security Manager DB EEOHE |
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. [IPS] # 7. I[Licensing] R—

Security Manager D EEHZEEDOHE |

LS

B

[Update Selected via
CCO] A& v

ZDRZEHE 7Y w7 LT Cisco.com (28Kt L, LT A& A& H
BLT, BRLET A ADTIA VAT 7 ANEZEHRLET, ZOR
a7V I THE AT TRy 7 ARERSI, Cisco.com 2>
OEFARERT NA AR INET, BIRL T RTOT A ZANRFKR
SINDHEINEY A, [OK]ZZ Vw27 LT, BHEFEITLET,
ERICEHT D7D, BHINT T 7 A VBT 34 A H BRI
SnET,

COFETIA B AEEHFTHITE, BIRLEZT AL 2DV TVE
FNEEND Cisco.com iR — M EFFRETHALELRH D £,

Evh TARUVABPKEMNESNZVAIDY T NI =2T T A Y—
/X (SWIFT) 1, R UH— 06 3010 74 ' AL E
DERBHDHE, ZOERETa vy 7T 5BERH £, #
DIz, FETTIA B ARHHEZFITTH & X1, —EITER
THTNA 2% §OLLTFIZLTLZE W,

[Redeploy Selected
Licenses] " 4 >

ZOREEZ) 7 LT, BRLET AL AZTA B AEHERL
EFT, TA B AOBERIX. EHshiIA B X 77 A Va2 G
L., D7 7 A VR HBEFRHZT A ACEFICHEA SR -8
BB ERDGERH Y 7,

ZORZEIT VI THE, XATRTRy 7 ARME, BERT S
TAVADT AN ANRKRINET, [OK] 227V v LT, BHi%x
FATLE T, EFICEHTHZDIC, BHINTZT 7 A LNT A R
HENIEH S Ed,

[Update from License
File] A8 &

TDRF &7V vy L, Security Manager F— b T AR Ty
ANERINLT, 4B VRAZEHLEST, ZORZ %227V v 735
L AT TRy 7 ANAE, EZTIA VAT A NVERETE
F9, [B (Browse) 1227V v 7 LT, Z7AVERRLET, 77
A /L%, Cisco Security Manager %—/3N— LD w —H )V KT A TIF{ET
LHMERHYET, OK| 227V v o5&, BEHESNZT7 7 AVRT
NAZIZHBIICEHA SNVET,

A=
AR — Tk (Export
As) 1AREZ v

VA RN 1D EDOIPS T ANA AN L, [ARTE I Ty AR —
~ (ExportAs) | AR¥ %27V v 7 LT, 74 &L A% Portable Document
Format (PDF) F72i3% > ~XUIVE (CSV) 7 7 A /MiZ=2 AR — b
L %9, Security Manager — X LD 7 3 VX HRINL, 77 A V4%

BETDHEICERINET, VA ILLT AL ZAZTRL WA,

ERFRER T X TOT AL ZADTA B ANT T AR—FSNET,

[l Security Manager D SR EENHE



I Security Manager 0 &

B EBORE

[IPS] % 7. [Licensing] R— .

LS

B

[Refresh License] &~
Ko

FIRLIZT NS ADIPS TA VL AT —TNADT—E %) 7Ly ad
DI, TORE U E Y v LET, EHSNTERDT A AND
BGsnET, A AZBBIRLARWE TXTOTNAL ADOT—H R
V7 by vad3ndied, VANMIGENDLT AL AOEIZE > TR
KD N D56 0 Y £77,

Download and apply
licenses

Days before the
expiration date

IPS 7 A ‘& A% Cisco.com /6 HEIIZA U m— KL, 21607
ARV AET AL AZABNICEAT 5N EI PEfRELET, BEE
BraedET 5121, IPS TAAL AD v U T AFEENE £ 5 Cisco.com
PAR— N R EMRET D MNERH Y £7,

ZOF T a v ERIRLIEGAIR. 74 B 2A0AMIRNEINS £ T
DODHELEELT, ZORICTIA B A2 X7 n— RLTHEHATE5
£ 912 LFEF, Security Manager I, 714 L ADRNTNA A T A
T ZADHIHIRNINTZT AN 2 £ T A B RTEDTEN, 2
ZCHRE L7 BEUNICHIBREIAUC A2 57 3 AT 23 L £, A
ZHHARMNEED T A B AL VRV, £RI3RR D T A v A FERE
Bo, B4t 20LnmAEnE7,

Discover devices daily
at

HENZ A & AEH 28RN L7285512, Security Manager 237 /34 AT
B L THREDTA B ADAT—F ZA5MER L, 8 L7z BELINIZ
HRGIIIC IR BT NA AR B D0 E D a i i+ 2R 2 HEE L £ 7,
1 DPL DT A ZANFRIABREIN O S A 72 L TV D IEEITET
Cisco.com [ZHe L £,

Email License Update
Results

A A — /LA

AR DOT T — e TA B AEHY a TOREZ BT HET
A= EEETHINEIMERELET, 204 T a U E2BIRL-S
B NOUEDET AL T RLABANLET (Hr~<KEv) |

T A AF R
AT —H ADE

A —Li%E (Email
License Expiration
Status)

A A — /L@

S A ANEE ST AL RS 72 B IPS /34 2 D PDF
LiR—= FEBETENEIDERELET, 20473 VEBIRLE
BEX, RO XD £,

» Cisco Security Manager 73 PDF L' "R — F 255957 XA AT A4 &
ADOHEZBIRETOHE (100 LLF) 2 AT LET,

» Cisco Security Manager 37 A 7 ADEFIMREZ T =~ 792 BHf
EIRL £,

e TA BV AEHIEAT —Z APDF LAR— FDOEEL LD 1oL
EFOEFA—NLT RLR (Br~XEV) ZAJILET,

[Save] R ¥ >

HENZ A o AHH & EF A —/VBHREDEL 2 RAFLE T,

Security Manager DB EEOHE |



Security Manager D EEX EIENHRTE |
B st xsEmHE-2BRRT 5 IPS 7/ ROWR

ALV REBRHELIEBRMAT S IPS 7/31 RORER
“

GE) "= 3417 LI, Cisco Security Manager 35| X 5 & IPS OfHEA VR — b L E 928,
PERREREIZ Y R— P LTV ERA,

[Z4 >R (Licensing) |>[IPS] # 7 CT/3A A% L ([IPS] # 7, [Licensing] ~<—

(80 X—°) #ZM) | Cisco.com (CCO) MHIABVAZFH LD, T4 B AEFRE
BAL7ZD LE D ETDL, BHEINDETNNA ADY A SPRRANIERINET, 4T s
Ry 7 ADZHNL, FATTHT 7 v a ko TR F5,

« [CCORRHTD T A ADHH (Updating Licenses via CCO) | XA T /Ry 7 A .
Cisco.com 205 HH T H 72 DIZHIR LIZ IPS 731 AR LET, ZOT A A U R |
(21X, Cisco.com H T A B AZEEHTELHIPS T3 ANKRINET, BRLET
RTCDTNAANRRIND LEFENED EH A,

ZOHETIA B AZEHT D123, BIRLI2T A 2DV 7 VE I E D Cisco.com
PR— MR Z T D2 LERHY £,

Je

Evh FABUAPKNEINZVAaDY 7 =T T4 A H—sN (SWIFT) %, FU
P—=rInD 3R 10 TA B AR EOERBH D L, FOERET 0y 7T HEEN
bVET, 20D, FEITIA B ARHEFEITTDH L XX, —EITHEIRT 57 31
A% 8§ OLIFIZLTLE&EW,

[TA U AOEER (Redeploying Licenses) | ¥ A 72/ Ry 7 A+ T4 A% FHERNR
THEDICEIRLTZIPS T A AR LET, 748V RAET A RCHERT 256
X, ZOT A B ADRREREFEATHLLENH Y £3°, Security Manager X, 7 TIZ IPS
FARY ZEEEMSTONTWE 7 7 AL EHH LT, IS4 22 HRALET,

[OK1 &7 Vw7958, [TA4ABATFRAT—HX ZAD7H (License Update Status Details) ]
AT Ry 7 ANRHE, A BV ARBHI AT DAT—Z A% FKRTEET, [License
Update Status Details] #4712 7Ry 7 A (85 X—) #HHLTIZIN,

FESF—Ya v R

INsoFATa TRy 7 2R IZE, [Y—IL (Tools) ]>[Security Manager 3 (Security
Manager Administration) ] >[4 > X (Licensing) |1 >[IPS] # 7 C 1 DL EOT A 2%
TR L, [CCORRH CTRINNE A TH (Update Selected via CCO) | E/ZIF[BINLZT M B R
DOFFER (Redeploy Selected Licenses) (%227 U v 7 LET,

[l Security Manager D SR EENHE



| Security Manager D &EEHF EDHTE

IPSSAEVR 774 ILDER .

IPSSAtER T74ILDEIR
A

GE)

IN—30 5 4,17 LA, Cisco Security Manager 145 | & ¢ & IPS O#§EE L Y- — b L E 923,
VAR IZ AR — R L TV ER A,

[ —/v (Tools) ]>[Security Manager® % ¥l (Security Manager Administration) ]>[7 A & &
(Licensing) ]>[IPS] # 7 T 1 DL EDOT NA ZAZZIRL, [FA BV AT 7 A A HOEH
(Update from License File) 1227 Vv 27325 &, [Z77A N6 T A A% HH (Updating

Licenses fromFile) | ¥ A 7 0 7Ry 7 A THEMT L2748 AT 7 AV ERIRT 5 L HITHR
INET,

7 A & A7 7 A JLiX Security Manager —/N—D B —H )L KT A TIRIFT H 2 E N ATHET,
Security Manager D/N—3 2 V45LIREIX, 7 7 AT O —HV RTA TIRFTEET,

[ Browse) |7 Vw7 LTIA BV AT 7 AN ERIRLET, Cel 2 LAN62 Y v

T LTEBEDTIAL A 77 A NVEBEIRLZY, Shit 2 LN 627 Vv 7 LTTZ 7 A D
FPHZ B L= TX £,

\}

G¥)

Security Manager % —/3—723 A X b =)L I TN DL < & IIHID~ 2 /1T Security
Manager 7 74 7 b aA VA M=V LIEGEIT, 7947 b~y U ERIEI— =<
VDELOMETA R AT 7 ANEBERT L BRTEET, 7747 heY—

W=D HFNRFE T~ A2, VA =L S TWAEE, Security Manager Tix, 74 %
VAT 7 AN T —N—DIHNHRINTE ET,

HEHTAITA L AT 7 A LERIR LT
FRL ZZHEBALET,

)

G¥)

5. [OK] &7 Vw7 LT, ENHDOT7 7 A/L% IPS

TAVV AT 7 ANE T TA TV MV ARGETDHGEE, [TAZ by T OHAS~

A X (Customize Desktop) | X—YT[Z 74T MIDT 7 ANT T O EGHIT D
(Enable Clientside file browser) ] ZE#RT D5 LENH Y £ ([ —/L (Tools) ]

Manager® & H  (Security Manager Administration) ]
(Customize Desktop) ]) -

> [Security
S[TAI Ry TOHAE~<A R

[License Update Status Details] ¥4 7 057Ky o X

[License Update Status Details] % 7 1 7R 7 Z%fH LT, IPS 74 B AEHZ A7 DA
T —H R FoR Li*a“o ZDOXA T a Ry 7 AL, [Licensing] ~2— D [IPS] & 7 7 & HH

AT Z BT AN & £97, FRM ;’Dl/\“ﬂi [IPS] # 7', [Licensing] ~X—" (80—
V) BB TIIEEN,

Security Manager DB EEOHE |



Security Manager D EEHZEEDOHE |
. [Logs] R—

T4—ILEY)ITFLUAR

5 33: [License Update Status Details] 5 4 7 A5 v 42 X

2R BiLL

HELTIR L N — BAEDT NA A ETIA B ATEHZ AT M0 %5E T Licing R
LET,

AT —H A HHT X A7 OBIEDIREE,

Devices to be updated ZDHARTHIIHEFEIND T A ADRKRE,

Devices updated successfully | = 5 — 2354242 = L 72 < BH S NL7=T 31 2D,

Devices updated with errors | g th | =5 — 3 38E L7-F 34 2 D%k,

Device list HTHENDTRNA A, THRA AL, BHOAT—H A BLOHE
BB 2MEF RS T ENET, T30 AZEIRL, TR X
MOTFIZHDA Y E—URRNT, ZOT A ZAOFEH I ERK
SNTEAYE—VZ2MRLET,

Messages list FTAB U AEHPIZ, BN L7ZT 3 AL CTERSNZA >
=Y, AvkE—UEBERTLE, UXANOHMDT 4 —V RIZ
FEREE A ER RS NE T,

B! [Message list] TIBIR S 72 A v & —VIZEHT % 3EMIE R,

e A SN TV BRI Z RS 5 72 DI TT BN H D T,

[Abort] R & > TARAEH XA ZHRTLET,

(¢] A
[Logs] ~N—
[Logs] S*—YZEH LT, AR 7BLOEER 70T 74V FREMEZHELE T, BEho
712 X 5T, Security Manager THAE U723 X CTOMRAEL E OGN RFF S ILE T,
FEZF—Ya R
[*Y—IJL (Tools) ] > [Cisco Security Manager €2 (Security Manager Administration) ] % iR
L., B&R»S [m2 (Logs) ] #®IRLET,

FEIEE
* [Audit Report] 7 ¢ > K7 Offi ]
B LR — MZHOWNT

 HEBR L AR— b DAERL

[l Security Manager D SR EENHE


csm-user-guide-424_chapter10.pdf#nameddest=unique_157
csm-user-guide-424_chapter10.pdf#nameddest=unique_179
csm-user-guide-424_chapter10.pdf#nameddest=unique_582

I Security Manager 0 &

B EBORE

cBhn s = M) OR—Y

T4—ILFUIT7LUR

% 34:[Logs] R— >

[Logs] XR— .

L Bl
FEIHIBR

A w7 ZDBICfRfrd 2 i
(H) (Keep Audit Log in DB For
(days))

HIBR T AR T — X _N— AR GFETHDMNEN D AR 7
= U ORK A,

BHEOELS T 7 ZDBICRET 5

F— A R—2A MR GFEENDEEn S N DR KR,

(= FVU) (Keep Audit Login | > kU 23, [Keep AuditLogFor] 7t —/L R CHiE L7= B

DB For Last (entries)) et <ens, n7IZHEENTVWHZ L NN T DR
Ry MU0 DRWGAETH, 20 F U ITHIBRS
NWET,

Purge Now T—=EX=Zinb s M ERHIRT 512, [547<

HIBR (PurgeNow) 1% 27 Vw7 LET, AL (H) O
#n 7 %DBIZREFT 5 (Keep audit log in DB for Last
(days)) 17 4 — /v RBIX O [IREZEOEA T 7 ZDBIZAREFT
%5 (> hVU) (Keep audit log in DB for Last (entries)) ]
74—V RICATENTEICESN T, AR DER e 7
= MU DBHIBRENET,

Tzl 2 IE, [ OEA R 7 ZDBICRFFT 2 HIH (H)

(Keep audit log in DB for Last (days)) ] DfEN 5 T, [&&
DODEEAR T 7 HDBICRFFT S (= hU)  (Keepauditlog
in DB for Last (entries)) ] DfE2% 5000 T, %5 HEO =
Jx MU 5000 i 2 D854, Cisco Security Manager
([T E 0 5000 =2 b Y ZRFEFL, oz b GBES
Ao MY $545) ZHIBRLE T,

G¥)  [Purge Now] R¥ X, T—FX—2AnbEAL
A— MEHIBRT 5721 TY,
<install dir>\CSCOpx\MDC\log\audit 7 # /L % @
*esv 7 7 A MTHIBRSNVEE A, ZHH D *csv
T AME, EERIBRTE £,

Bitiw 77 7 A )V OPRAF ]
(H) (Keep Audit Log File For
(days))

BT 77 A NVE AT MRS 5 B

Security Manager DB EEOHE |
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. [Logs] R—

Security Manager D EEHZEEDOHE |

Ex BL
Purge Now fRELILEWERR 77 7 A Va3 SITHIBRT 21203, 2

DRZ %)y LET,

GE) [T <HIBE (PurgeNow) ] # %, <install dir
>\MDC\log\CSDL ¥4t 2 77" 7 4 )L & 7)> & CSDL B
H"u 777 A NVEHIBRL, <install dir
>\MDC\log\audit 7 + /L X InHEEARE T 77 7 A L
ZHIBR L E 7,

BiEw 77 7 A L ORAFHIH
(H) (Keep Operation Log Files

For (days))

BuEw 723, HIFR S4B F T Security Manager (2 L - TR
FINDAE, ZhbonZid, 7y 7 Obiis
ni‘é—o

[Purge Now] 7~ & >

BELEHEWERr 77 7 A 23 <HIBRT A%, 20
RNE 7Y 7 LET,

RirTa—LEnT-EIR

AR T =S RXR=22 N D
AV a— ) ERTHIBRO A ML

(Enable Scheduled Purging for Audit
Log Database Entries)

HTwve = Y ORIBRE AV 2 — T HIZiE. 2O
Frv IR IR LET, DTy IRy I A%
FoThHhE AFTa—)V AT a URENIRY 9,

A w7 ZDBICfrfrd 2 i
(H) (Keep Audit Log in DB For
(days))

HIBR D RNC T —# R—RCRAFT DR EN D Dk e 7
= b DERKBE,

Btk DA 7 ZDBICRETT 2
(=2 FVU) (Keep Audit Log in
DB For Last (entries))

T—HR—RARTFINIEEr /= N ORxKE, =
> b U, [KeepAuditLogFor] 7 4 —/L R C{RE L7= B
FVLEL B L, BTICEENTWAZ Y MU I D
Ry MU E DDA TH, 20y N UITHIRS
nEd,

ka7 7 AINVDART Y a—)L
SNTHIBRO AN (Enable
Scheduled Purging for Audit Log
Files)

VAT AOER T TORIKRE R Y a— VT BITIE, D
Frv IRy AELF L LET,

Btn 77 7 A VORI
(H) (Keep Audit Log File For
(days))

Btin 77 7 A NE AT DTRFFT 5 B

BE 7 77 A NVDAFrY 2 —)L
SHHIFROA MY (Enable
Scheduled Purging for Operation Log
Files)

VAT AOEET T ORIRE A Y 2 — T BIZiE, D
Frv IRy I AEF AT LET,

[l Security Manager D SR EENHE
88
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EEREMBEORE

[Policy Management] X— .

LS i EA

BlEa 77 7 A L ORAFHIM BEa 723, HIBR S 45 £ T Security Manager (2 X - Tff
(A)  (Keep Operation Log Files |Ff&# 5 A, ZNbDom 7L, 73y Z O &
For (days)) nET,

a2 Lyl (Log Level) BEn 7 CIUET A2 ERH D, EREICESFHR L
by BLULTIE, BARZBEOTFT—ANNESNET, =
EZE BHLULTE, FEAEDOT—ZBIES N,
HERL-LTE, WEESNLSGT—Z P RbD7e< ke E

7
[Save] R & v ERANRERFLET,
Uty bRy LW & RN L-fEic vy hLET,
[Restore Defaults] 7~ % > fE% Security Manager ®7 7 4+ /L MZ U+ > hLET,

[Policy Management] X—

[Policy Management] ~<— 3 Z{# ] L C, Security Manager CEHT H/L—XBIL N7 747
VA —NDORY) = A TEERLET, TNODORRAFIT, V=2 BIOT7 747 VA —
WTNA ACHEAENET R, IPST A AT SN E- A, 7740 FTH, §3TO
RY —NEHHR L L TERSNTHET,

BHHBHORY) —F, TAA A Ea— bR v— La—0WFnbHIBRENET, &8
KIRHDRY v— (a—JVFT1EIA) 1%, Security Manager 7 — # X— A0 LHIR &0 E
T, ME—DRIME, A H—T 2 A AR —TF, f X —T A AKRY T —E, Security
Manager (25| EFEE KR SNETH, HARY FHARY —O~—UB3fFFonnEd, 774
TOF—IL T, ZADHEE, AV B —T 2 A ABLIOT = — L F—_"—DFEIL. 1 DD
=y hERBRSIN, MEFPNEERRLE D0, FITEENGEN LD T,

RY =2 A THEHRT D HEB LOENGIN T 5 H51E (ZDOREEXERT HHETHIC
FITTAHVENRSLNELET) OFEMIZONWTIL, V—2BIRT 7 AT 74—/ T3 X
DRV —FHOH AN~ A XL TIIEIN,

A\

FE AUS F721X CONS 2 L CTREZL ASA 721X PIX T3 RZEBT 2581, 7354

¢l

AMNAUS ET2ILCNS PO FERRRELZ X 7 r— RT5HICERLTLEIN, 207
. Security Manager CEEHINTWARY =% HT &, EEITIIT A ADLEE
DHIBRES N E T, EFHEASGO 80O ASA/PIX AR Y — % BRfEFR L. Security Manager &
EHIicoT 7Y r—ya v EFEALTT AN, AZHET 55513, AUS £721XCNS %
FEA LT IZEW,

Security Manager DB EEOHE |
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. [Policy Management] X—

Security Manager D EEHZEEDOHE |

FTES—2ar R
[>—/v (Tools) ]>[Security Manager® & Ell (Security Manager Administration) ] 2R L, =
YT U T =T NInG [RY —EH# (Policy Management) | Z3#IR L 97,

T4—ILEY)TFLUAR

3% 35: [Policy Management] R—

BH

5158

Policies to
Manage

RV = F AL, 7AW FTEHRINET, ERlICABInI—4 L
TrAT U x—b (FRTDASA, PIX, BELOFWSM 731 2% 5ETp)
BNCEEBE S U, WRIZ, 173U (INAT], [Interfaces], 33 J ¥ [Platform]) %I
W INET, BBISUTHRY U—F A TR E IR EER L, [fR
17 (Save) 1227 Vw27 LET, RI—DINV—TDF =y IRy I A%
FINCTDE, ZFOTN—TDFTRTCORY —ORRMREEINET, T
T AN ETHE, TRTORY —RRRISNTVET,
G¥)  X—T 3 418 LIFE, Cisco Security Manager IZ, Cisco Umbrella
P R—TEREEND ASAI0(1) T3 ADHHR— FZ4fdt L E
7

[l Security Manager D SR EENHE




I Security Manager D&

warning on all
shared policies
and imported
objects

HEREEDHE
[Policy Management] X— .
2R Bl
Display a TRCOIEFRY >—L& [Z7 A4/ (File) >[4 > FA— b (Import) ]2~

A=V EBINT 25089k
WDEDIZA vy =V PREIRS

YRTAUR—=bFEINTAT V=T BT,
BELET, 2L 7y a 2B 5L,
nET,

s T RTOILEFRY — (AR —bEnzmra—hVTER SN E
Fﬁlﬂb\i‘ﬁ‘}\/) o

c[Z7 AN (File) 1>[1 AR —b (Import) |2~ REEHLTT A
AEFIAER) =% A VR—= T2 & TERSNTERY —F7
v =7 b, PolicyObjectImportExportpl 2~ > K (KU —A47 =7
DA VR—=IBLOT 7 ZAR—FESH) [ZXoTER I, A R—
FENFZRY —FT V=7 MIEENETEA,

HERY =2 EHCA A= bTDoE, A F—bERER) =B X
OA TVl MLEoTRADORY V=B LA 7T V=7 FREHINT,

0=V TS T2EENHIREINET, 20X vE—I1F, R —nA
R—FESNDAREMD DD Z L a—Hizmml, mELRVRY —F

TV =l M aa—FREHT D7D £

R —FBFT A RABA VR —= TDHLEE, ZOAF TV av
DFEZFRTHIHICHERSINET, 20D, KU —F
IXTNA R A VR— T —Hi%, RERBEA 2% T

ﬁ\:@&—"c77tx¢é ERL ZORELERTEET,

ZOEFIL, AU AR — FNOFATENER ZEEF (WEITIH UK

) Lleb llcizg, A £, dHic o 0 TiE, AU v—

FRET AL ADA VAR— 2SR L TIES0,

Bk

[Save] RN &

EERNBEERFELET,

R =T BENRIN T HEA, ORI —nED B THA TS TN
AADY A NPERRIIVET, Security Manager L, R Y > —DEF Y Y T%
fEBRT 272012, TRTOT S ZApb B n v 7 ZERTE 5 0ERH
DWET, £ TRVWESG., R P —2FHEA LT 2RI, FEITHRY
—DFNY Y TEMR (E0idn v 7 ZHIR) T20ERXH D £7°,

ANCEH RN ChH o TeR Y v — 2 FHRRICT 25513, wEBEZ T 5T
NTOT A A& LT, BEFEORK E{ﬁ% Security Manager (27 8 2 &%
ERbHY £7,

Vty bRy | BEALUBNCEALZEICY Y FLET,
Ve
[Restore fiE % Security Manager D7 7 # /L MZ U+t~ F LET,

Defaults] 7~ % >

Security Manager DB EEOHE |
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. [Policy Objects] XR— >

[Policy Objects] X— <

Security Manager D EEHZEEDOHE |

[Policy Objects] X— T ZHA LT, RU v — 47V =7 FOERICETEV AT L T 7 41

FeERLET,

FEF—2a3 iR

[Y—IL (Tools) ]>[Security Manager &2 (Security Manager Administration) ] %R L, =
YTV T =T NG [RY =47 Y7 b (Policy Objects) ] Z#R L £,

EEEE

e —bERLY—ERA ATVl FBIOR—F UR N ATV OB FEE

ARV —=FT V=T FOER

J4—ILEYITFLUAR

s

3 36 : [Policy Objects] R— 2

EEE S 5 BA
When Redundant MGOA 7Y/ NERIUERER ORI — 47 V=7 FEERKL
Objects Detected X9 & L7zE Xz, Security Manager CHEITTH7 7 v at :

[Ignore] : [Al—DEFREFFOAT V=7 M ARITERTEET,
TRTCOBEITERINET,

[Warn] : BEfFOA TV 27 FERIUAT V27 PEERLE D &
LHE, BENORINET, RERGEIT. A7 V=7 FOERIC
iz L TEET,

[Enforce] : BEfFDOA T V=7 FERIUAT V=2 FEEKRTDHZ &
DEEINET, =7 — AvE—UNRRRINET,

[l Security Manager D SR EENHE
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I Security Manager 0 &

B EBORE

[TRERE=42Y VS DERTE (Process Monitoring Settings) 1 X— .

LS A

Default Source Ports | H—t 2 7= 7 hDOF 7 4L FEETLAR— FHE L THEAT S
A— MREPHE, ROWTNrE@EIRTE $7,

s [Use all ports] : 1 ~ 65535 DT XTDOR— "R FENET,

» [Use secure ports] : 1024 ~ 65535 DT _XTOR— b RNEENET,
T 7 AN NORGFEITLAR— AR LIZGAR, 2EBEZ T HAREERH
5. UHIER SN TV _RTOT A, RCFE CHEMTHIHLERD

DET, TNOHDOEENFIL, X&)V 7Ly BHET, BHNT
WABT 7T 4 ET LI ENRWIEERH Y 77,

R—=hURNFT V=7 FOFFMIZHONTIE, R—F VA FT V=
7 POBREEZZRLTIZEN,

Enable AutoComplete | = — 43— 2 &2{ERET 5 L Z 2, 2—FDAN—FHT L —E =%
Dropdown Box 4B LR — K U A R % Security Manager 3R /R T 2008 ) D EIRIE
LET, ZHIZEY, T TIZERL TV DARINOHEICERTE 5 L
NV ET, A—hrar 7V — FNOBREMERT 5 L. EffElt—E
AHBLOR—F VA MERZTEE, B TANTLHLERSHY
£

[Save] R & EERNFERTFLET,

Uty b RH» EHE2LENEMA LY vy B LETS

[Restore Defaults] 78 | f% Security Manager ®7 7 4/ MZ Uy M LET,
X

[TOERXREZ=21 T DKTE (Process Monitoring
Settings) ] N—

[TrEAE=FV T Di%E (Process Monitoring Settings) | ~— Y% fH L T, 7rEAE=
BV TEAENILET, TOXR—UT, FEDOTn v ADE=FY 72 HNETITEDC
L7y, E=2 U U THIRPEFA—NALT RV AR EDBEMREZITATVTHIENTEE
T TOREICEY, TrBRAMEIL L L EIT, BESNZEEICE T A — VBB EE
SIhET,

[ L& BHIIC

BFA—NT T— P EZETELX51CT D720, CSWeb =2 —/L T SMTP H—r3— L3k
BEA—NVERELET,

Security Manager DB EEOHE |
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Security Manager D EEHZEEDOHE |
. [FRERE=41)>SDEE (Process Monitoring Settings) ] X—

FESF—Y 3R

[>”—/L (Tools) ]> [Security Manager’& P (Security Manager Administration) ] Z#R L, =
TUIT =TS [TrERAE=HFY T OFE (Process Monitoring Settings) ] iR L &
hd‘o

Z4—=ILREYIT7LUR

R3I7:[FOEREZS T DHRE (Process Monitoring Settings) ] <—

EEE S 5 BA

[Tt RXE=FY 7 OF |#EIRT D L. Security Manager TE=X U 7§57 0k RX%5
Zhit. (Enable Process ETEET, SNV THOT v RAE=4 U VT ORELXIT O
Monitoring) ] R £7,

T 74N MTIE, rERAE=% Y 7HREIL Cisco Security
Manager H—/N—THELNIZ 72 > TWE T,
(B TRBERE=XYV T EASERLITENT D L
Windows L' A2 N WEBE I, AT LT 77— kR
ERENDHERH Y £F,

[E=X V7R (D8 | Tetrxize=X) /3 alREEsHEELET., A0 MIT1
A7) (Monitor Interval (in [~ 604>T9, T 74/ rDE=XY o 7RIEIXS5 55T,
Minutes)) ] (B =y VMRSERSNG L 0TS
VIRAIPMEIEL, HILWE=H Y T X AT RH
FrEn7-MkE CRtG I E T,

DEAZEEDETFA—/ |BHZEEDOEFA—NLVIDEANLEY, HEROETF A —/LID
(Notification Recipient(s) |Z 7 >~ TCRY> TANTEES, BHAZEHIX, T=4V
E-mail(s)) ] TINTWEL T rEAMEI LT & B INLZEETT,

[RRA—ILT T — N Security Manager D ETHRHIZEH IZHE SN DHE A A — /LD
(Maximum Mail Alerts) | | KA A LET, ZOHEHDOT 7 4/ MEIX 10 TT,

[FetEAY AL (Process |[E=FV 7357 mntA% 1 DL EEIRLES, @RLEZT
List) ] 2R 2DOWFTNBMEILT D & FRE S NTZZEE ITEE A —
ARIEESNET,

G¥)  [Y—/v (Tools) ]>[Security Manager& ¥ (Security
Manager Administration) ] T, [f X2 FEH! (Event
Management) ], [EFHEE IO T —< 2 ADE=
% 1) > 7 (Health and Performance Monitor) ]. [Report
Manager] M ENZ 72> TV B A, [TrbERE=X
7 O TE (Process Monitoring Settings) ] ~—3 T
VmsEventServer, CsmHPMServer, ¥ X
CsmReportServer D& 7 B ZAREF IR ->TWTH,
A A —/VIBENTIEE S ERE A,

[l Security Manager D SR EENHE



| Security Manager D &EEHF EDHTE
[T YA o4 DERE (Single Sign-on Configuration) ] X— .

2% B
[Save] R & > ERENREZRTFLET,
Uty hRHw ERAELVRENEM L2EC) Yy LET,

[Restore Defaults] 7 4 > flfi % Security Manager ®7 7 4/ MZ Uty hLET,

[T WY A 2A 2 DERTFE (Single Sign-on

Configuration) ] R—

[Cisco Security Manager®& 2 (Security Manager Administration) |V 4 & RU D [V > T WA
4 O E (Single Sign-on Configuration) ]-~*— % {#if] L T, Cisco Prime Security Manager
721% FireSIGHT Management Center 7 & ZEENAMEH 2 [ o7 %1 F ) (SSO)
IHEX—Z2 /DL THRELET,

\}

GE) oI A A a2 fiHlT 52 LT, =—H%—{X, Prime Security Manager <> FireSIGHT
Management Center (ZfEBIIC 2 7' 9% Z L 72 <, Cisco Security Manager 7> Prime
Security Manager ¥ 72 (% FireSIGHT Management Center % 27 2 AfL#) TE £4, 7272501,
Prime Security Manager X° FireSIGHT Management Center % 7 7 A L&) 3% 72 12 SSO X 4%
EHHD EHA,

E > b Cisco Prime Security Manager %, ASA CX & ¥ = —/LOEBIZMHH I N E T, FireSIGHT
Management Center [%, ASA FirePOWER & = —/LVOEBIZHEH S ET,

ESPEREENS
« ASA CX £ 2 — /L3 LU FirelPOWER £ ¥ = — /LD fi Hi
« Cisco Prime Cisco Security Manager ¥ 7= (3 FireSIGHT Management Center (D2 &)

*PRSM L DT A AL R FMIBLOR) V—FT V=7 b

FEF—2 3R

1. [Y—JL (Tools) ]>[Cisco Security Manager &2 (Security Manager Administration) ] %
HIRL, HRDD [V 7o A O E (Single Sign-on Configuration) | 2384 L £
j—O

2. [Prime Security Manager® /A %{t; (Enable for Prime Security Manager) | = > 7 R v 7 A E
721X [FireSIGHT Management Center® A3 2{t. (Enable for FireSIGHT Management Center) ]
Frxy IRy 7 A BERLET,

Security Manager DB EEOHE |


csm-user-guide-424_chapter72.pdf#nameddest=unique_250
csm-user-guide-424_chapter72.pdf#nameddest=unique_31
csm-user-guide-424_chapter72.pdf#nameddest=unique_634

. [Rule Expiration] R—

T4—ILEY)ITFLUAR

Security Manager D EEHZEEDOHE |

zR3B: [T AF 2 DERTE (Single Sign-on Configuration) ] X—>

R

atEA

Prime Security Manager®>&
%h{t. (Enable for Prime

[F = v 7 7R v 7 A] Prime Security Manager @ SSO ¥§iE = A 20 £ 7=
T TE T, BHOLE, A - rFFSNET,

Security Manager)

FireSIGHT Management [F= v 7 7R v 7 A]FireSIGHT Management Center ® SSO f#§HE % &
Center>A 2L (Enable for | )% 721350 c T £4, EHOBRL, HF—BEESNET,
FireSIGHT Management

Center)

TN A A0k
£ %— (Shared Key for
Single Sign-on)

ZOkv 7 v a OBEREEEM LT, Prime Security Manager & 7213
FireSIGHT Management Center % 277 @ A #3272 OB 5L % —
EERBIOERLET,

[ZER% (Generate) |ARZ %7 U > 7 LT, 128> h® AES ¥ —
T oA MR LET, Z0OF—1F, [SSOIFAF— (SSO Shared
Key) 17 4 —/V RIZ32H1D 16 EECFHN & L TERRSNET,

GE) Z @O F—IX. Prime Security Manager % 7213 FireSIGHT
Management Center T3 > Z VA A 7 v A fi#) %
RETDEEIHET DLERDHY £3, £/o, A
#1724 Cisco Security Manager = —%—{%, Prime Security
Manager 7 — & ~X— A % 72 [ FireSIGHT Management Center
a2 —H—F — K X—2 T, Cisco Security Manager = —
P=TF = F X=X LRI L=V —H THETDLERDH
DET RRAT—=RNIRLLHGERHV ET) .

PRSM T SSO D% 2\ Tl, ASA CX $ L X Cisco
Prime Security Manager D —H—# A R [#FE] (Cisco
ASA CX Context-Aware Security End-User Guides) D

lConfiguring Single Sign-On for Cisco Security Manager ]
LTI,

[Rule Expiration] X—

[Rule Expiration] *— Y &M H LT, RNV > —— L OFHYIROT 7 4V Mz ER L E T,
—EDEATDORY =)= (T EBRN—NRE) ORY S —%ERTHEXIT, 2D
N—IVOENARZ R ETE £7, £72. Security Manager X, HZIRITSL LB A —

JLVTHINTE £,

WA=V EA R—TMCT DL DI, SMIP Y —R"ERET HLENRHY 7,

FEARLZ

SONWTCIE, B A—VEMADO SMTP V=B L T 74V 8 7 RLADORTEEZSR L TL

72 &0,

[l Security Manager D SR EENHE
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I Security Manager @

[Server Security] ~—<

EEREMBEORE

[Server Security] X— .

FTES—ar R

[*Y—IJL (Tools) ]>[Security Manager & (Security Manager Administration) ] #E#R L, =
YTV T =T NG (AR (Expiration) ] AR L £7,

Z4—=ILREYIT7LUR

3 39: [Rule Expiration] X—

2% EL:L
Notify Email N—IVOENAROEMEZET D, T 74NV DB F A=/ T K

LA, =L, flxDNV—VERETHEXIIZOT RL AR A —
N—=Ff RTEFET,

Notify Before Expiration | Security Manager 3% - A —/V A v — V& EETH, L—IDHD)
WIRAGINDHIDOT 7 40 b B, 2—FE, 4 D— Z3E
THEXILZOEEA— =T A R TEET,

%f5# (Sender) Security Manager 73 A —/VIBHIZ X5 T D 72O T 28
A—)L T KL A,

Email Format FEFA—L Avt—U0RA

o [Text] : &1 A—/ME, HIMLERB LT L—r TF X M
A TEEINET,

¢ [XML] : BF A =T, XML~—72 7 v 7% L CEESH
T, ZOFT TV a F, WA S 0HEE X OUNE E HE)
BINCAT 9 70 7T Aaitid 3 255108 L CWET,

[Save] 7R & > EENEEZRFLET,
Vey N AH» FTRTDT =) RELHEIOMEICET L ET,

[Restore Defaults] 7~ % > | i & Security Manager @7 7 4 /L MZ U &> F LET,

~ O

[Server Security] ~X— % {# il L C. CiscoWorks Common Services 7 7" U 77—/ a > DRFED
NR—=UEBEET, ZNHDOR—TTIL, SecurityManager — " TOIESE XV T o
FERE A 3% E C& £, CiscoWorks Common Services (Z L > T, 2—H 77 R 3 hra—/
RVAT A X2 YT 472, Security Manager H— /3D JARH) IR HREE S HIE S L E T,

Security Manager (212 7' A 4% & |0, a—H4 L XA T — R, ([ A h—/LIEIZ AAA
TaNA =L L TRERELIZV AT AIZG U T) CiscoWorks F 721 Cisco Secure Access Control
Server (ACS) T —# X—RIZKMESNTNWDLT ATy MEREEKINET, Z7LT vy
NOFGEFH., BB TENTWDE—WIn U T 7 B A2 FITTEET,

Security Manager DB EEOHE |



. [Server Security] X—

Security Manager D EEHZEEDOHE |

Common Services #—/L'73, Security Manager |Z331F 5 = — W —RERRICAH L I 5 Fik7e &
Security Manager D 2 —/L35 X OMEIRDOFEMIIZ DU TlE,  [nstallation Guide for Cisco Security
Manager] ZZH L T 7E X0,

FESF— 32 R

[*—/v (Tools) ]>[Cisco Security Manager ‘& 2 (Security Manager Administration) ] Z 3R L,
BN D [Yr—s3—% %= U7 ¢ (Server Security) ] ZHER L £,

TJ4—ILEFUIT7LUR

5= 40: [Server Security] R—

BR

B

[AAA Setup] R 4 o

Common Services % B & . [AAA Mode Setup] X—Y % F/RLFEJ, =
DR—=VT, AAAEZ T+ — Ny 7 A oA FE L TRETE
F9, AAA OFEHIZ OV TIE, [AAAE— ROty F7 v 7 (AAA
Mode Setup) | ~—T D [~/ (Help) %7 Vv 7 LTHEHRLTL
7ZEW,

[Certificate Setup] 7~ %
Ve

Common Services % B & | [Self-Signed Certificate Setup] ~— 3 & F/k L

9, CiscoWorks T 5 &, HOBEA X =2V T 4 GEFEZER

TEET, ZOFEAELENLT, 7947 M7 I U LERY—

NH D SSLEERiZ A X — 7 NI TEET, ALEAERAEDOEMIZD

WL, [REBIZEDOE® v N7 v 7 (Certificate Setup) 1~— D [~V
(Help) 1227V v 7 LTEZRL TSI,

[Single Sign On] 7~ & >

Common Services % [ %, [Single Sign-On Setup] ~— I %K R L ET,
Single Sign-On (SSO; > 7V A A y) EHERATHE, 7T UH
Ty va U EEH LT, #HEO CiscoWorks ¥ — M@ Iz ) B o —
FCEET, Y —A"TRIELZTDLETDH Y AL, BEHD
CiscoWorks r—/ [H Dw@(E 13, FEE & IAMEF —I2 L > TR S
NHEFITANE—RTAX—TNIZHRVET, SSOOEY FT v
DFEIZONTIL, [ 7Y A /> (Single Sign-On) ] X—T D
[~V7 (Help) 127U >y 7 LTERLTIEZIN,

[Local User Setup]

Common Services % Bl %, [Local User Setup] X— V% HKRrLET, =
DR—=T TR, 2= FEBMBLOHIRLIZY . 2—FRELME L
720, B LOHERZE Y YTz TEET, HEZ WL, [B—
HNnaz—H—Dt% v b7 w7 (Local User Setup) | X—T D [~/LT

(Help) 122 Y w2 L. [Installation Guide for Cisco Security Manager.]
AZRLTIES,

[l Security Manager D SR EENHE
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I Security Manager &

[Take Over User Session] N"—<

B EBORE

[Take Over User Session] X— .

LS B2l

[System Identity Setup] | Common Services % B % | [System Identity Setup] ~=— % FR L £7,

LD CiscoWorks H— S DOiEE X, FEAE & ILAMEXF—IZ X -

THLEND T AR E—RTA R—T MRV ET, VAT AID
ERETDLE, B —N Yy N7y TOHTHLH—/NEILE

ﬁn~%%¢mféi¢ VAT LD DFREDFEICOWTIE, [&

A7 AID Ot F7 v 7 (System Identity Setup) ] ~X— D [~/
(Help) 127V v 27 LTBRLTIEE,

[*A 7 47 RBAC /X7 A —4 (Native RBAC Parameters) |

[@— AV 2—H— | Active Directory, TACACS+, F 721X RADIUS 72 & DINHBFRREY— /3 —
T A _R— A TER T | & A S 472 Security Manager A A b —/L DG —HF—4 0
/a2 —H%—1ID @ |Security Manager = —H#— U X F TEZIN TR TH2—HF—Nn
=7 A ot 0JATELMNEIDERELET, AicTdE, 2—%—

(Allow logon for user | @ —/VEHtE > N7 v P THRESNTZT 74V bOu— /LA HH LT
idsnotavailableinLocal | @ /4 > CT&x F9, T 74/ O —NREINTUVRWNWEEES.
User Database) ] Z—P—iIu A U EFAINET A,

\\\

[—W v arDF&EME (Take Over User Session) | X— T &#fEH L T, BlOZ2—F DFH
Bty arEg|EEET, WEMEREZ RO —F 1L, Workflow LA E— R THID 2 —
POVEEZSZJS ZENTEET, TRAZABLORY o—0, a—HF 2k THEESNT
WHTEDIZe v 7 ENTHWDER, BIOZ—=FRE LT NANA ABLORY —~D7T 7t A%
TWELTWAHHEE, By a OB EMENELLET, 2720, floa—Fotyva %
FlEfk< L, BIEDE vy v a MIEESINDI D, By a v E25&#HNC. ZENEE N
FTREEL TSN,

T—7MZE, BUEOREE v v a T RTCERIN, 22— Lty a rORiE BX
U:L_*j‘ﬁﬁﬁﬁ:ﬂﬁ/l’/bfb‘éﬁ)EﬁT'? FLTWDDRESNET, Sl ESRSHRELE ¥

CalvEEIRL, [BEy v a0 &fkE (Takeoversession) (=27 Vv 27 LET, By ay
E, =Tty g VHPIRE LT EENEEZ D, BUEORETIRE SN ET,

BR L 72—, By va v z2g| &L Eiin 74 LT L5Aa. Toa—id, &4
Ay —VEZEL, EITPORGFEL TOWRWERRNRFIIEDIL, 0777 FShET,

FEAZ OV T, BlO2—FOMEREOG ST EZZMML TIEEW,
FEF—a3 iR

[YV—IL (Tools) ] > [Cisco Security Manager ¥ (Security Manager Administration) ] % j2&4R
L. BRNS [2—F kv a3 DOF Z#X (Take Over User Session) ] 23R L F 7,

Security Manager DB EEOHE |
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Security Manager D EEX EIENHRTE |
. [F47 v FEHE (Ticket Management) ] XR—

[F4 v FEE (Ticket Management) ] R—

[F7% v MEBE (Ticket Management) |-X— Y% LT, 77 v MEEAEA x—7LIZ L, 4t
HMOEEER L AT LLHETDIDDFry MEITUAT LD URL ZREL, F7 v M
WMOHERE LR L ET,

Ty NMEBENA R—T W7o TNDGE, TXTOA A—VFHA A =LY a 72X
Ty MREID Y THENTWARERDY £, TNLUSNDOEE, Va 733 TS EE A,

FEF— 32 R

[*Y—IJL (Tools) ]>[Security Manager DEHE (Security Manager Administration) ] Z 3R L,

AT YT =T NG [Ty MEB (Ticket Management) | Z 38R L £,

ESPERENS
e V- Tn— T ROEH

» Workflow &— K Eriig

T4—ILFEUIT7LUR

R MN:[F7y FEE (Ticket Management) ] R—

EE s EA
Fry OFEME (Enable | FF v NEEHEZA X —T NI THNEIDERBELET,
Ticketing)

VAT AERDT 7 AN D | T 7 AN RTE, ZOF v T Ry 7 AFAF o T0E
F v b (System Generated | 97, T4 MMAIZYV AT DAERDT 7 4V N EMIN L7200
Default Ticket Name) Bl T2 IRy I AL T7IZLET, 777 47 1B
AL TaTDFIry LT 44—V RIZZEADEE TT,

F /%> F A7 LURL (Ticketing System URL)

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

[F47 v FEHE (Ticket Management) ] X— .

LS

B

Frv kAT AURL
(Ticketing System URL)

SNEEEB L AT AORENZMEHT S5 URL, 2D 7 1 —/L
RBRESNTWEYA, F7 v M IDIE, #8ES472 URL
ZEE T 5 N A /3—1 7 T3, URLOERIZ, ¥4 v FID
2SURL O—# & L THARAENDST 7 L— MIZle> T D
VERHY ET, 77— MEXTIE, EBEOF > M ID
ORI {0y ZEHLET,

=& zE, T4 v M ID S TKT12345 O F 7 v R OINRT 4 >
NEBLY AT LB 5 URL A
http://ticketsystem/displayticket?ticketid=TKT12345 T 555,
A3 %77 L —k URL 1L
http://ticketsystem/displayticket?ticketid={0} & 72V F9°,

Firy MEERT S &L BB LTy b ID B =Y o
7D {0y DR I S VET,

ARk

2V rFhHE. Ty N AT A URL OIERICHERTE %
[7 > 7L — NURLDARY (Generate Template URL) | %A 7 1
TRy I APERENET,

Lol EEHT 5L, [F7 > FID (TicketID) 17 4 —/b
RIZ TKT12345 & AJjL., [F% > K URL (Ticket URL) ]

7 4 —/)V FIZ http:/fticketsystem/displayticket ?ticketid=TK T 12345
EANNLET, [OK1 227 Vs 325L, #RTr 7 L—h
URL MERK &4, [F47 » b3 A7 LURL (Ticketing System
URL) | 74—V RIZATTESNET,

V) 22

[F7 v MEWE (Ticket History) ]

Ty NEROBREIX, V- 7 —F—RTORMEHATEES, V-2 78—F—FT
I, WEREIXT 7T 4T 4 OREEN L THIE SN ET ([Workflow] ~— (105 ~2—

WEVEFNTF o b (EEL
R—h&EETe) %#HE (Purge
Tickets (including change report)
Older than)

T4 ME# % Ticket Manager 7 — 7 VIR FF T2 A%, 7
T AV ME30 T, 1~ 120 HETHETE £,

[5T<{HE PurgeNow) [ 227 Vv r35L, BELILAE
LV HEHWTRTOTF 7y FBHIBRSET,

WREDHNEL L AR— b2
% (Purge Change Report older
than)

EELUR— FPMEFINDHE, 774/ ME30TT, [RE
DEWTF Sy b (BEELVAR—FE2ETe) Z{HE (Purge Tickets
(including change report) Older than) ]F%E L ¥V H/NSVMEZ R
ETEET,

[5F<{HE PurgeNow) [ 227 Vv r735L, BELILHEE
I EHEWNWTRTCOEFELR— FBHIRENET,

[Save] R & >

EENEZRFELET,

Security Manager DB EEOHE |



Security Manager D EEHZEEDOHE |
. [Token Management] X—

BR & EA
Uty b AH EHZHiERAF LIEIC Y By FLET,
[Restore Defaults] 7~ % > fiEi% Security Manager 7 7 4/ MZ V& y hLET,

[Token Management] XR—

[Token Management] ~<— " % {# i} L C, Token Management System (TMS) % i#{g 7’1 k=L &
L TR LT % Cisco I0S /v —ZICRE & RBAT D 72D IZMEH 2 TMS Y — 2458 L %
7, Security Manager £, ZD~X— EOFRELEMFEH LT, TMS — NICE L £77,

Security Manager |%, FTP ZfiH LT, T ZRET 7 A /L% TMS H— TR L £7, TMS
P— 05 eToken IR ETZ 7 A VE XU rua—RL, Bk TEET,

Cisco I0S /L —4 T TMS Z T HI2iE, TMS % h 7 AR —hk 7r b2 b LTHRET S
VERH D F3, TXTONL—F DAL [Device Communication] ~—3 ( [Device
Communication] ~~—3 (28 X—3) Z&M) THREL. FEDONL—F DEEILEDT NA A
TunxT 4 ([T AD 7 vs37 4 (Device Properties) | : [2f% (General) ]2— % &)
THECTXET, TIMS Y —NZFTP H— L L THETILELH Y T, RELRNE,
JRBRITRER L £7,

FESF—Y a3 RR
[*V—JL (Tools) ]>[Cisco Security Manager & (Security Manager Administration) | % 3R
L. BRSO [ h—27 EH (Token Management) ] &I L FE 7,

BhERE

« Token Management Server -~ % & D i [}

« B TIEIC DN T

T4—ILEFYITF7LUR

3R 42: [Token Management] X—

2% 5ER

[Server Name] £ 721X [IP |TMS % —/ 3D DNS 7R A h £721X 1P 7 R LA,

Address]

L= Security Manager 78, TMS $r— 2w 7 A 4% & 2T 5
T—H4,

Password DB DRAT — R, DT 4 —L RIZARA T — & AT

Confirm Password LET,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE
[VPN Policy Defaults] <—= ]

LS B

Directory in .the TMS Server | BRI NTFH/ET 7 A NALNE T a— R REN5, TMS — 1 |
for Config Files DF 4LV Y, b—FFTPF 4L 27 Y ([]) 25, TMS
Y=N—EDOT 74/ FOFTP B — 3 TY,

Public Key File Location TMS H— 3026 2 B — S 17z, Security Manager —/3_ED/ARH
F— Ty ANVEWEX— 7 7 A L DEPT, Security Manager (3.,
ZORBAF—EMHAL T, TMS V=R ESNDT—F &
FELET, RIZ, P—NEZOMEXT—ZHEHA LT — ¥ %21E
Bt LE£9, Security Manager (21X, Y —/NEDFT 7 41 h DOFK
BXx—>e—%T25, 774V FOARF—PHEINTWET,

GE) MBS LT, TMS — & H LT, AFx— &
BX—OFH LT ZARTEET, ERLESEI
#H LABA % — % Security Manager F— 2 a2 B —9 5

WERH D ET,
[Save] R & EENEERAFLET,
VtEy hRE» LHEZRIERFLZEIC) By FLET,

[Restore Defaults] 8 % > | % Security Manager ™7 7 4 /L MZ V&> FLET,

[VPN Policy Defaults] X— <>

[VPN Policy Defaults] ~=—" Z{# § L C, Security Manager 734 IPsec 77 / 1 ¥ —IZfEHT %
TI74NVEDVPNRY —%2FRRELIFTHVYTEST, RV —%T 74/ R & LU TERRT
HENC, ZORY —%IFGRY o—L UTER L, T—FX—RZEE L, KBEZIT DL
ERHDES, ZON—UNORI—%FRTLHZ LI TEETA, ZTROHEDOT 7+ NV %
BRIET DHIEDFEMZHOWTIL, VPNT 74 /L h R 2 —IZoWT, BLIRVPNT 7 /L b
RV —DREESRLTLEIN,

VPN hRu CIC#T 244 7Tk, RV v— F A4 7D Ry 7 F vy U A MD, &R
R FOIARY =R inEd, AU —Z2F#RL C[= /7//75:?%/1‘ (View Content) ]
REH IV ITHE, FORY L —DEFELXBRTEET, CXoTFEETEET
B, ZOEFIIRFETE EE A,

Security Manager |&, VPN R U > —DF 7 4/ hAHERA LT, RN o—0—BMA2#ERET 2 &
FIFFIZ, VPN B E X FEL LE 9, Security Manager (%, SR Y > —HICHAFREOT 7 4L
bf)y%%%fbifo:n’ib VPN 23HET 5 72 9DIZ VPN bR PO T /3 AT

RETDHVEND HREMPERMEINET, BHERY —ik, BV HETHNTWD IPsec 77
/D/wziofﬁbbif 77 4V b OREEEFR OO T 7 4V bR Y — 2 H]
FT5L, VPN bR POMERE T SICT A AZEEATE S, 7740 FREIR, A7 v =
YORY =R SN EY A, HEREOT 7V MREAERT RV IC, BrsT
T A NREERMT D OICHERY =BT O2MLERSIHEERH D £,
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B (ven policy Defaults] <—o

FEHF—I 32 /R

Security Manager D EEHZEEDOHE |

[*Y—IJL (Tools) ]>[Security Manager ¥ (Security Manager Administration) ] #ER L, =
YT YT =T IUING [VPNR U 2 —DF 7 4/~ (VPN Policy Defaults) | %2324 L £,

ESPEREY=]

cHLWVPN AR PA~DUHRY > — (F7 4L ) OFEIY YT

* Remote Access VPN Configuration 7  #— K% ff] L 7= IPSec VPN D1ERL (ASA B LW

PIX 7.0 LAED T /3o R)

* Remote Access VPN Configuration 7 « ' — R & ] L 7= IPSec VPN O1ERK (108 35 L TVPIX

6.3 T /31 R)

T4—ILFUITF7LUR

3 43:[VPN Policy Defaults] X—

2% EREA
[DMVPN] # 7 A F I <NVFHRA L NVPNT 7 ) P—fDOT 7 4/ b

RNV —ZRETELRNY = A TR —HRRINET,

[Large Scale DMVPN] % 7'

KEMAAF Iy =VFRA L FVPNT 7 JuP—HDT
TNV E R —EFRETELRY — A A TR —ERREN
7,

[Easy VPN] % 7

Easy VPN 77 J 0P —HDOF 7 /v b R o —ERETE LR
Vo— A TR —BERREINET,

[IPsec/GRE] & 7

IPsec/GREVPN 77 /) a O—HADOT 7 3/ ks RY o —%FHET
XARY — A TNR—EERRENET,

[GRE Dynamic IP] % 7

GREZ A FI v JIPVPNT 7 /P —HOTFT 7/ s R —
ERECTEHRR) — XA THR—EFRINET,

[Regular IPsec] # 7

WH DIPsecVPNT 7 ) 0 P—HDTF 7 4V F R > —2HET
EHRY = A TR ERREINET,

(% @ IPSec VTI (Regular

IPsec VTI) | # 7

WHEO, R RAR—ZADIPsec VPN T 7 J a P —FDOF 7 41
FRY S —ZRETELRY —F A THR—EEZRINET,

GET VPN

Group Encrypted Transport (GET) VPN 77 / a v —HDOT 7 +
WERIV—FRETEDLRY =2 A TPR—ERRINET,

UE—hk 771X VPN

IPsec VE— K 7 27®AVPNHOT 74/ K RY L —%2FET
EHRYV— A TR EERENET,
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I Security Manager 0 &

B EBORE

Workflow] <—= [}

2% FREA

[S2S Endpoints] # 7 PA FMEIVPNIZEBITAWERA 2 —T = ZAEHEBA o H—T =
AADTFT T H VDT RRA L F2EHRTHA L F—T =A A
77—/ L,

[Workflow] R— <

[Workflow] ~X— " Z{# H L T, SecurityManager S35V —7 7o —F— R&ZHER L ET,
Flo, 77T AT A BLOERY s 7OoBMEn 7 O7 7 4V FRELERLET,

UV—77u—%— F2ZET LN, ROET, T— FOMHE, BIOE— FERIZKDHE
ERHER LT ZEN,

» Workflow &— FDO{EZE
» Workflow LIZDE— KO/
» Workflow &— KD LHiig

cU—/ 77— E—ROEH

FEF—La v iRR
[*V—JL (Tools) ]>[Security Manager &3 (Security Manager Administration) ] Zi&R L, =
T YT =T NG [U—2 7 u— (Workflow) ] ZER L £,

BEEIER
T IUT 4T 4 DEH

o JEBHDOE R

TJ4—ILFUIT7LUR

= 44: [Workflow] R—

EXx EEA
Workflow Control
Enable Workflow Workflow &— R&Z A XR—T N2 T ENE I nEIEELE T,

Workflow £— R& A 2 —TNZTHE, 777487 4BV
BT a 7OT7T INV—NREeRETDHNE I DERRTEET,
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. [Workflow] R—

Security Manager D EEHZEEDOHE |

LS

B2l

Require Activity Approval

TI2T 4T 40, B0 YTENET T —NT Ko THR
WCHRRBSNDMERHDENEIDERELET, 77 L—10D
HEIZ LD OENIOWTIX, 77T 4 BT 1 DIKRES
LT 7EEN,

"HEIIT 7T 40T 4 &
FBTZ % (Submitter can
Approve Activity)

TIT 4 ET 4T REEICL > TREINET,

BB & A A R—)b A A—
VIZHGEHMEL (Require
Deployment & Install Image
Approval) ]

BT a 7ELOAS VA=A A=V a TR, EYYTH
N7 TN =N K > THIRIIORRB SN A MERH L0 E 9
DEBELET, 77— "OF M X DUEOENZ DN T
I, BEIZCOWTESRL T EE,

RHFITRAY 3 7 2K3R
T& % (Submitter can
Approve Deployment Jobs)

JEBAY a 73R EHE DA TE £,

VAT BERDT T 40 b
DT T 4T 14

(System Generated Default
Activity Name)

TI74NETIE, ZOF v Ry 7 AIF N> TNE
T TIT A ET ALV AT DERDOT 7 50 & &ML
VAR, Ty IRy I AEFTICLET, TZ7T 48T 4
VERA AT T DT 774 T 447 4=V RIFZEADE EIC
e ET,

BB A —)LDE@E

»%{E3#  (Sender)

Security Manager 738 A — /LI HI Z 185 T 2 72O 28
T A=) T RL A,

Activity Approver

T T 4T A OERBMRYEEOT 74NV NOETFA—NLT KL
A, a—WL, KEDOEOIZT VT4 BT 4 BEETH LI,
DT RV AEA—N"—=F 4 RTXET, M VT, &
WDTZDDT I T4 ET A DEE (T 7T 48T 4 TT—N
95 Workflow E— F) 2L T 7ZE 0,

Job/Schedule Approver

JBEHY a 7TE T AT Y 2 — NV OEGBHYE DT 7 v hDE
TA=ILVT RLA, 2—Fix, EKROZDIZYa TERITAT
Va—NVEERETLHEEIL, ZOT KL RAEAF—N—=F A KT
TET, I OVWTIE, BV a 7OREESRL TS
v,
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| Security Manager D EEXEIENHKTE

[+ —LE5E (Wall Settings) 15— [}

LS

B2l

Require Deployment Status
Notification

Include Job Deployer

Job Completion Notification

BT a 7OAT —ZANERINDHT-NT, B A — /LA
EEETDOINEIDERELET, 20X arZ@ERLE
AL, BMEZETHE S A—/L T KL A% [Job Completion
Notification] 7 4 —/V FICASILE T, o ~THEDT KL A
Z XY £,

[Include Job Deployer] Zi®#R L T, ¥a 7 &R L7-HYFHDOE
TA=NLT RLRAZBAE A=V A vE—VICEDDLI LD
T&EET,

Workflow History

Keep Activity for

TUT 4 BT 4 WA [Activity] T— 7 VTS S AR, T
74V ME30TY, 1~ 180 HEHRECTE £,

[543 <% (PurgeNow) 1227 U vy 27 LT, $5ELEZAEKLY
bEWTRTOT 77 4 E7 1 ZHIBRL £,

GE)  Workflow LIS DE— R TF 7w MEITRAICTIR > T
WAHSEE ., WEREIIT 7y SOREEI L CHIE S
nET ([F47 v MEF (Ticket Management) ]X—3

(100 ~—=2) M)

Keep Job for

JEBH Y = 71E# % [DeploymentJob] 7 — 7 /L CREET 2 B, 7
74V ME30TY, 1~ 180 HEHETE £,

[543 <HZE (PurgeNow) %7 U w27 LT, FEELZHELY
LEHNTRTOY a 7EHIRLET,

Keep job per schedule for

JBBAY a 75 E, &Y a7 A7 Y 2 —/L D [Deployment Job]
T NTREFT D HEL, COREIZ. ATV a— L EERL
TR EN=Y a 7 EFICEHESNE T, 774/ ME30 T
Fo 1~ 180 HEZfRETE £,

[543 <VHZE (PurgeNow) |27 U w27 LT, FEELZAELY
LT RTOY a 7EHIBRLET,

[Save] R & >

EENEERIFELET,

Vv b ARZ

EHZVRNCEA L-ECY vy hLET,

[Restore Defaults] 7~ 4 >

fE% Security Manager D7 7 4 /L MZ Ut N LET,

[+ —ILERTE (Wall Setti

Security Manager @ [V 4 — /L
PTHET,

o~ O

ngs) ]| N—o

F%E  (Wall Settings) | ~<— I Tld, U+ —/VHEREA A2 & 7213 1%

Security Manager DB EEOHE |



Security Manager D EEX EIENHRTE |
B o —nsE (wallSettings) 15—

[0+ —/u| ¥§EEIL. [ShoutBox) HEEL HIFITNET, ZOMEEZEM LT, [ U Security
Manager —N—|{Z2 7 A4 L TNDHTRTCOL—H = A v =V EEFETEET, 272
L. T[TV —/ikiE (Wall Settings) | ~— Y THELZANIT2XERNH D £,

\}

CE) BHEL -V —OBNT +— VKRB Z AN EITEDNCT 2R F> TOETA,
RTCOA—YP—IA v =T ERETOHREFF > TWET,

72E 2iE, U — UERE& A L T, Security Manager DA > A h—/L TV DNDEFE #1T
WRRN B, D2 —F— L5752 &N TEET, MFFEONEIL, 2 O%GAE, TThivTn
HERR, BHEICK L TEITSNDREDORKET 7> a VBT 2HD0TY, EESND Ay
T—UlE, v/ A LTS TRTOa—Y =7 r— R¥y 2 hShE T, U+ —/ ke
T 2L, 2—F—id, B A VRO —F =R RRTE AR T 0 7 7 A M AFHR
EANNTEET, VA— VEREOEZEZLHEZO 1 S, BifEr /4 LT0nHTXTOL—
P—DV A NERRTHIETT (2—H—L, 74 NVZA LT T Dk, F721% Security
Manager 7 74 7> &N LTrZ T U7 L2t [VA4—/ (Wall) |V 4> RUDLLHIFRE
WET) .

VA —/UIRBEZ I LT, *pdf, *xls, £/ITEFOMOT 7 ANV ERMEETHZ LITTEE
A,

FTEF— a3 R

[>—/L (Tools) ]>[Security Manager® ‘&2 (Security Manager Administration) %7 U > 7 L.
AT UV T =T NG [T —VEXE (Wall Settings) | 28R L £,
TZ4—ILEYTF7LUR

R A5:[D+—ILERTE (Wall Settings) ] R—

E:E S Bl

A= PF=PHDO =P —IZ A vt =% | U — MR E A NCT 20BN T D0 EEE

EETEDLEIITLET, LT,

[Save] R & > TREERAFELTCHEALET,

Uty b R&r EEZFIERAF LZfEICY By FLET,

[Restore Defaults] 78 % > fil % Security Manager ®7 7 + /L MZ Ut FLFE
R

U — VEEREN A RN A2 > TV DA, [V —/b (Tool) 1>[HE.. (Wall.) 122V v 2r+5%
7>, ConfigurationManager C[V +—/L (Wall) |7 A 2> %227 V27 LT, [VA4—/L (Wall) ]
T4y RUERS ZENTEET,

[l Security Manager D SR EENHE



| Security Manager D& EHE

fEoZE
[+ —LE&E (WallSettings) 1 <— [J]

Health and Performance Monitor ¥ 72 /% Image Manager C [V 4 —/L (Wall) | 714 2> %27 U v
JLT, [UA—N (Wall) |7 4> RUEBRCZEHLTEET, X2 hE2—7 F721E Report
Manager T [V 4+—/L (Wall) ]V 1> RUZB ZLITTEEEA,

ANNTT A a7 )7 3b 8, [Tr—/ (Wall) | TR T 4+ —NEERED ~)V 7 %K
TEET.

[VA—/b (Wall) |V 4> RUZiE, ROBENEGENTNET,

« ZEfU~XA >, [A U Security Manager $—/3—|Z1 74 » LT\ S a—W— L REHATY 7272
HINZ R LET,

s RS vy R=TVOKESEEDTEBY, 2= —NEELEZAvE—VDTFX IR
GENET, HRASRA T, U — AT I — e A ERITESICT AR L, T
Vo7 LT~ T 2 FRTED~NTTAarbdH ) £9,

[V —/ (Wall) 17 1 R OEE

Ayt —TUDF [ AvE—F, [Tr— (Wall) 17 4> R7OLHIASA NCFRE
R NWET, WICEHDOA vy =V EICRRINET, AvE—Y
MHTHFARERIRL Cat—425Z 0N TEET,

A o=V IH AR 280 LFH AT HZ LR ARET, Z DX
FHICETHE, BT EFTELEINET,

Message Log BEOAvE—Y0Or T HFERTEET, AvE—2027021% 100 4
DAy E—UMMEFESNET, [V —/b (Wall) 1V 1> R EEH)
THE, AvbE—UnRERRINET,

a7y ANE | a4 —VHAOEESRT v a— RKT&£9, JPG. PNG, BMP,
% GIF 72 E OFh /R 2 A TRV R— F SR TWET,

BEYT v u— 4523, 22— —Tuerdr A0 RUD
[7 7 a—FR (uload) |V 7 %#FEHLEST, =2—HF—Tua7rAg
74 R EBIZIE, [P —/ (Wall) |74 v R Ta—H—
LFERF2—YV—DEEEZ I Y v LET,

a—P—=TuTr ANy 4 FUIE T T 7 A VEROmRERGE
L7 7 7y A NERORFEREZDVEZA LT A2 bH Y £,
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=
TrAN T4
N

a—HF =777 AN U0 FUERICIE, [V4—/L (Wall) ]
VA4 Ny Ca—Y—4FEFa—V—DEEELs ) v LEY, 2—
P—=Ta 77 AN T4 VIR, ROBEEDPEENTNET,

s Ty AN (FeK 20 XF)
o B4 (oK 15 X7

s B A—I (BK 15 3XF)

i

p=(113

St BA=NLY 7% 7 ) w7 LTA=LEEELET,

BT 77— b

BLWA Y=V % E LS T 74—/ (Wall) 174> KR
T —HAZSHTWRWGES, FrLWV@aT 7— FRy 77 v 7 hR%
RENET, BHEIZ Y v THETT[UA— (Wall) |7 4> R
vERETE T,

BT 77— "Ry 7T v TIRERENDE, [TA—/ (Wall) 17+«
YRyOTA b EBL, Ay E—UBBRERRINET,

77— Ry T o TERF (VA=A (Wall) |V g2 RUIZERRS
NOREAT > arhnt, BT 77— et 71352 R TEET,
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=1
BRTE

[+ —LE&E (WallSettings) 1 <— [J]

1:[9+—IL (Wall) J94>F™

J#-wall - sysadmin

Online Users

ey S¥YSEOMIN
Systemdministrakor

sysadmin@donmain, com

123456759

upload &

—

admin

Mo problems here,

HelpDesk
Everything is okay with me, too,

netadmin

Everything is okay with me, Thanks for asking,

sysadmin

Hi, Everyone, this is Systemadminiskraktor, Is everything okay?

03-01

03-01

03-01

03-01

05-01

03-01

03-01
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