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SSL Policy Example
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Prefiltering is the first phase of access control, before the system performs more resource-intensive
evaluation. Prefiltering is simple, fast, and early. Prefiltering uses limited outer-header criteria to quickly
handle traffic. Compare this to subsequent evaluation, which uses inner headers and has more robust
inspection capabilities.

Configure prefiltering to:

* Improve performance— The sooner you exclude traffic that does not require inspection, the better.
You can fastpath or block certain types of plaintext, passthrough tunnels based on their outer
encapsulation headers, without inspecting their encapsulated connections. You can also fastpath or
block any other connections that benefit from early handling.

» Tailor deep inspection to encapsulated traffic—You can rezone certain types of tunnels so that you
can later handle their encapsulated connections using the same inspection criteria. Rezoning is
necessary because after prefiltering, access control uses inner headers.
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