RSy (el 2

Encrypted Visibility Engine (EVE) %, TLS Wi 5t &2+ 2527 7947+ 77V r—va v
LT AT DO SN E T, I RE L, FEENRENTTY 7 v a &
FATL TR v —2#HATE 2L 21CLET, EVET 7/ av—iF, v AU =T OFFE EBHLIE
WHEHATEET,

R b ENEAHED Y (1 —Y)

FElESn=mAREET O

Wb nloafite=2 2 (EVE) 1%, B5a 0B ETIcEsbt vy a v oOrdMEL R
WOLEOIHERESNET, BEofbahizt vy a VT 5T, v A aDlfEistsT —#
R—2A (VDB) TRy —ULENTWLLRAaDA—T 2 I —AT7 AT T VL > TRES
NET, 5477 V1%, HEKEbty T arv i 7400 =7V FLTHHTL, —EOBEA
D74 H—=FV o hERELET, ZOBMOT 4 H—TV v bDF—ZX—2, Cisco
VDB THIH T £,

TR arybra—/LRY —0 [FH (Advanced) 1 ¥ 7IZH B [ b S =l tiit=
> (Encrypted Visibility Engine) ] F 7 VAR v & LC, EVE 26 £ 7213 Wahic L%

7. Management Center 7.1 Tl%, HE (b 7cvfitE= P, BEkEShi T 747
DOAHHEZ SO DTDIZDOIMENINE T, TDO T 74 v 7T 7 v a raiEfl LEE A,

Management Center 7.2 TiX, Bt SN/o vt 2 (EVE) I[ZIROILFHERED H Y £
D
« Management Center 7.2 C EVE Zff T 5121, 731 RIZHRRIPS 7 A £ ARMEET
T IPS TA BV AN WGAE, R U2l o TEENRE RS, BEIZFTSINERE
Ao
*EVED LG LIfEHREZEHN LT, P77 4 v 7 LTT 78X ar br—L R vr—
T varkETTEET,
« Cisco Secure Firewall 7.2 123 £41% VDB 2%, EVE T L o CTEVMEHEE TR S iz —
WOT v AT 7Y r—va 2D Y TOEERSY £, E/2id, KOBRTHE A
BLT TV r—vary 7477 2 &2ERTEET,

geibshr-amtIo oY ]



EELEnEARETI O |
B mstcsnramuooy

+EVE TR EN-7n A 2H LWVWa2—HY—EFRT SV r—vaiivy 74
60

*EVETHHENET o RICT ) r—ya 2808 CA-DIERAENA T2t
AREFEMEDOMHIIAREE EEXT 5,

[Cisco Secure Firewall Device Management Configuration Guide] @ [Application
Detection] DOFEIZH D7 > a > [Configuring Custom Application Detectors] &
['Specifying EVE Process Assignments] # 2 L C< 72 &0,

*EVE IZ. BfBfb&i= T 7 4 v 7 TClientHello X% v NEERR L2 54T v FOF
R =T N VT VAT LEDEAL T ENRN—=T g U EamHTEET,

* EVE IZ. Quick UDP Internet Connections (QUIC) "7 7 4 7 D7 4 H—TY v NL4y
HrehAR— bk LET, ClientHello /X7 v FxHOH— =2 1%, [#EkiA <>k (Connection
Events) | X—® [URL] 7 4 —/V RIZEREINFET,

)

GE)  myEfbS = mfitE= > 2 OFRRIL, Snort 3 % 54T L TV % Management Center O B4
TNA ATOHRIR—FINET, ZOMREIX. Snort2 7731 A, Device Manager 0% %}
GREBLT NA A, F721L CDO TR — SN TWEREA,

[t szt > 2 (Encrypted Visibility Engine) | b 7 /VR ¥ N EHhZ/20, T2
TR ar =R =PRSS, VAT LAENLTIAT I T 74 v DEREE
Bt CE £4, v ZITRER Sl A N ME, [t X2 b (Connection Events) | ~~—
VTERTEET, Bfpi A N2 MIT 7 A4 25I121E, Management Center T [4347 (Analysis) ]
> [B%#5¢ (Connections) ]>[A X & (Events) JIZBEIL., [#FiA X hOT—T N E2—

(Table View of Connection Events) | % 7% 27 U v 27 LE7, [4 (Analysis) | A == —IZdH
5 [#AA > b (UnifiedEvents) | E o — 78 A X b7 4 — )V REFRTHILEHTE
£9, WofbShimmfitbo DT, SR AWM LIz I T N rt R 7T T
FDOS, DT R AN =T WEENTNLNE I NERETEET,

[t A <> & (Connection Events) |~ X— 21X, THy b SN mfE=> U U HORDS
DEBMESE Lz, LTOINEBRINICHNCT D MENH D Z LITERELTES N,

o [ 5 L S UT- AR 7 2 244 (Encrypted Visibility Process Name) ]

(AL SN AHRMET 0 A DEME A 27 (Encrypted Visibility Process Confidence Score) ]
o [ b S L7z rIREE B OIS HEE  (Encrypted Visibility Threat Confidence) ]

o [R5 L STz AR O(E4E A =27 (Encrypted Visibility Threat Confidence Score) |

o [ % A 7 (Detection Type) |

INHDT 4 —v ROFEMIZOWTIE,  [Cisco Firepower Management Center Administration
GuideJ @ [Connection and Security Intelligence Event Fields] DIEZ S L T 7230,

P sstshr-agEnIooy
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6=

TuavRIT TV = a rNEDETHNRTWAEE, [#Ei1 <> b (ConnectionEvents) ]
R—=T D [ % A 7 (Detection Type) 15i2ix, 7 747> b 77V r— 3 NEVEIZ
KoTRMENT=Z & Z2md [ {b S/t 2 (Encrypted Visibility Engine) ] 73
FRENFTT, T AL~DT T r— 9 o OED Y TRRVEE, XA 7 (Detection
Type) 15X, 2 9A T v T 7V r—ya @l Lz Y3 AppID ThHh D Z & &R

7 [AppID] BER S NET,

OHTERIZ2 DOX v aRi— RIZERTEFET, HE (Overview) [>[F v adh— K

(Dashboards) JIZH@EI L, [# v =R — K (Dashboards) [#7 V7 LET, [EL v =
7A— K (Summary Dashboard) |V 4 > RUT, AA v F Xy almR— ROV I %7 ) v
L., Ry X Ry 7 ANG [T r—a U#E (Application Statistics) | 238 L &
o [TLSZ 4 > #—7"V > & (TLSFingerprint) | ¥ 7 ZER L, IRO2DODF v ah— K&
KR LET,

c[LEOBELIN-AEETI LU THRE SN T O+ X (TopEncrypted Visbility Engine
Discovered Processes) | : v b7V —27 THEHEN TN D ENZD TLS 7' m & A4 & Hefid
DERRINET, 7T—INVOTavx4 %7 ) v 7 35&, [BkiA -~ K (Connection
Events) | " X—Y D7 4NV Z ) T ENZEa—RNEREINET, 2O 2—I7 kX
HTTANBEY o TINTHET,

c[ESEATREET O U OBBOEREER DR (Connectionsby Encrypted Visibility Engine
Threat Confidence) | : /v 7 = 7 OfEFEME L ~UL GEFIZEV, FEFITIEW 2 E) BiiC
Bl ErInNET, 7T NVHNOEBOEEHL NV E 7V v 735 [HEiA < b
(ConnectionEvents) [ X—T D7 4 V2 Y T EINTE2—RRREINET, 2O =2—
E, BEL LTI AR T ENTVET,

Management Center 7.2 Ci%, EVEIXSSL v a v DARL—FT 4 VTV AT LDEA T L
N=Ta VERETEET, 77V r—2a 0Ny —VERY 7 Ny =T OETRE, F
NRU—=T 4 VT VAT LOEFEOMBHICL Y, OSHIEAR N Y H—SN D5 RN H Y £7,
7747 hOSHHERRT HIZIE, EVE N AT H LM T, [RAU—

(Plicies) 1> [~ hU—27 Ot (Network Discovery) ] T[4 A b (Hosts) ] AT 5
VERHY £9, >HRAMIPT FVATHEMARERA NV =T 4 VT VAT LDY A Mk
AT BITIE, [94 (Analysis) [>[RR b (Hosts) [>[#v kT—- < v 7 (Network Map) ]
IV L, ST HRANEBRIRLET,

Management Center 7.3.0 LARE, 7R A b DK Sk STz Al = o ¥ U 1R F DO JEE (1oC)
ARV MZEY, FFITE NS =T OFENEL LT, EVEIZ Ko THE S 7o ffi 1~
VEEFT v 7 TEET, OCAXN ME, HBEOHDLZ FTA T MEMEHLTARR MhbA
RSN sty g A LT R =g d, BEOHDLARAFDIPT LA, MAC
T RUA, OSTE#RREDIEFERE, RERT VT A ET A DA DAL T HFRTEET,
B A N2 N COREND, B L SN MR OMEIER a7 [FEFIZEW) L72oT
WoHtEya i, 1oC ANy REERLET, [R1)— (Policies) 1>y hT—01HE

(Network Discovery) | 725 [ARA k (Hosts) ] AT 248 A B Y £7°, Management
Center TiX, IRDLGFTNS 1oC A X NDOFEEF R T ET,

geibshr-amtIo oY ]
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«[92#7 (Analysis) ]>[&EEFD¥KIE (Indicationsof Compromise) ]

« [ (Analysis) [>[®y FT—9< v 7 (Network Map) ]1>[BEDIKkIE (Indications
of Compromise) |>F = v 7 T HMNENHHHEA N EBRINL E7,
IoC ZAR LTz y a7t 2ERIT, UFNSERTEET,

[5#7 (Analysis) ] > [#&#t4 N> k (Connection Events) |>HERARN FDT—TIL
E 12— (TableView of Connection Events) ]>[l0oC], otz alfitk> +—L K&
IoC 7 4 —/V REZFECTENTLILENH DL Z & &ZYE% LTL7EE0n,

Snort }Z, EVE(ZHESWTQUIC By Y a v WO FA T v TV r—ra a2t s

B

(¥ 5

QUIC 7 4 v =TV v FTIIREFATTEET,

cEEEAEICETICQUIC TY 7 U r—a it 5,
cHEEENCETICYAL Y =2 T EREET S,
e —ERT TV r—va iR T 5, QUIC 7'r ha TR SN —ERIZESN

T, 77kBAa ha— A — A E2EO Y TAZ LN TEET,

fbE&n7=rlfifE=> > (EVE) (Encrypted Visibility Engine (EVE)) ] b 7 V& H T

L. TDOFITKRD P NARFRRENET,

[TV r—a VIRIIZEVEZ A (Use EVE for Application Detection) |: Z @ k27 /L&

TNV N THENMNI>TWET, DFD, EVEIZIZIIA T TV r—varv i
OERIZED Y THZ ENTEET,

Pefgi A X M ETITHAA R O LI w7 > —7"U > & (Encrypted
Visibility Fingerprint) ] 5~ #—IZEVE D7 4 > H—F U > MEFBMENET, I
HEINTEVET — X &2 S bIZaiT 25813, 74—V MERELZ Y v 7 L
TRy XY A=ma— %5 ZENTEET, A=a2—7T, b3z alfitt=
7 uat A3~ (View Encrypted Visibility Engine Process Analysis) | %2 U v 7
L C appid.cisco.com (ZE L, 74 T—7"U  ~, VDB N— 3 V72 EOFEM A R
LEd, RLT7 4 U=V b XFFN o8R0 51T TNOICHEM TN TND
BE 72 7 0 A4 B L OEOILBEN R R SNE T, IEBEIX, 7 —FNEZAT AN
DRFEDT 4 =TV v MCBEEMIT N7 rE A0BELRLET, T nkx4%
FERL, [V =X NDOERFE (Subm1tRequest) 1227V vy 273 5&, EVEDO7 & Ak
DA—FUEHT D7 4 — RNy 7 ZEETLHZENTEET, xR mtishie7=
BALBEREENTWD T 7 4 v 7 LB LBRWEAER, FEDT 4 L H—7) v MZ
ONTTBEALNE S TZSMHS W RWERIC, V72X hakETE £,

N 7NN 72 > TODEGE . ApplD Tkl SNz 7 747 v v 7 a2 12HI) 24T
5, EVE 7m¥ XL 2a7 3R RENETA, EVE TR Sh 72067 7Y
r=var Dy B ER, T varbETEIRER A, A X2 FOFEE, [B2
#iA ~ ~ (Connection Events) | £721% [#& 1 >k (Unified Events) ] T%utu(% *
T, B A XU FOEWN (T r—a OBV S TORE) ZHERTHICIE. [7T
AT > T 7V r— 3 (ClientApplication) 15~v ¥ —ZHER L E3, b 7/1/75§,431£’§j]
W25 TV DBEA, A XV N ERITHEEA XY O [ LS 7 4 o —
7Y > b (Encrypted Visibility Fingerprint) ] 7 « —/L K22 T,

EElbEhi-afgT oy
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* [EVERaTIZ6SL vTF7 7 4 v 7 D7 w7 (Block Traffic Based on EVE Score) ]: Z @
NINEFINCT D E. EVEOBBOMEEA T IZESWC NI 7 4w 72Ty 7T
EET, BENRER THLER NI 74713 774V ETT Ry 7 ENET, T
TAN DTy 7 LEVEITZ80% T, RO EEERLET,

*EVEWRNT 7 4 v 7 % 80% LU ELOMEFN T~ LT =T Thd ERHELESA, T
P A A=AV (%3 I

cEVENFNT 7 4 v 7 % 80% R DMeFEM T~ L =7 ThdEME LSS, Th

FITINEEA,
EVENLNT 74> 7 7&7 07 LIca, [##iA < & (Connection Events) | [BH
(Reason) %1~y & —IT [k Sl #ittE~7 = v 7 (Encrypted Visiblity Block) ]723%
RENET,

o [FEMIE%E (Advanced Settings) ]: [EVEAaTIZHESL VT 7 v 7 D7 a7 (Block
Traffic Based on EVE Score) ] C. [f£#lE— K (Advanced Mode) ] b 7 V& HZhZ L
C.EVEThI7 74w 0% 70y 735 LEVMEENAZAALET, RATA X%
BFHLT, N7 74 v 2% 7my7358E (LEWHE) ZFETEET,

A

FE OREARNNT v U AREDHITIE,. LEVMEE 50% R ICERE
NI EERBEID LET,

ClientHello X7 v b7 T 7 A MEENTWBEE, EVEIZZ T4 7 MEHR (75
AT TR, 74T F0S, BT = THEEN) 2B L THRETE

i—éqo
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



