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b) [T 4 X THEDOT 7 L— h%#E9 % (Build your own template in the editor) | %27 U v 7 LE
7

¢) [77ANDieHirA (LoadFile) 142V w7 L. azure ftdv_gwlb_clusterjson #7 v 7 m— KL &
T,

d) [fRfF (Save) 127 U v 7 LET,

A VAL ADFEMAETRE L ET,

a) WMEREEZ AL, [#EE L TER (Review+create) |27 U v 7 LET,

b) MEFEIZAEME LB, [MERL (Create) 1 &7V v 27 LET,

A AE L ADEITHR, WTNHO ) —FRica s £ L, showcusterinffoa~> KEZAJILT, 7T A

2 DEMEERLET,

4: show cluster info

O

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180
Serial No.: JAKGFV8VH4G
CCL IP Rl b s b
CCL MAC : @@0d.3a55.5470
Module 1 NGFWv
Resource : 8 cores / 28160 ME RAM

Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure 7R — % )L C, Function 77U %27 U > 27 LCZ 7 A X % Management Center {256k L £,

GE) Function 7 7' U 2 L 72 W 5405, B0 (Add) 1>[FT/34 R (Device) | ([3Bf0 (Add) ]
> [ 5 ARA (Cluster) | Tid7e\wy) ZEH LT, #l4  — F% Management Center | E B2
BT bz b TEET, TOMDOI T AL ) — RIZHEIMIOEERSNE T,

[EBRt >4 — (Deployment Center) ]>[FTPSD B4 A U1E#HR (FTPScredentials) | >[1—H¥—Xa—
7 (User scope) 1> [1—H—8B E/XRT— FDEEE (Configure Usernameand Password) 1% 7 U v 7
LTCFTPS Ou 7 A EHMAEIER L, [BR1F (Save) 1227 U v 27 LET,

2 — 7 VDR TIRO curl 2~ K%&5347 L, Cluster Function.zip 7 7 A /L% Function 7 7"V (27 » 7/
27— RNLET,

curl -X POST -u == — ¥ —4, --data-binary @" Cluster_Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

GE) curl 2~ Mg, EITBRET T2 ETICED QAURi~357) »hr2o5and0 £7.
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14

iz 7N FoR SE T, Management Center ~D 7 /3 A ABEENRBAE I N E T,

B 5:#%8e

RIS Function 7 7 VT v 7 e— a3 E 3, BEENRHMGEIN, AL —T U ROT 7 b a—

Function App
A Saarch (Cmd+/)
< Dwerview
E Activity log
A Access control (1AM)
@ Tags
&® Diagnese and sclve problems
@ Microsoft Defender for Cloud

£ Ewents [preview)

Functions

|fi] Functinns

+ cCreate ()

[ gwlban-function-app | Functions

Refresh [i] Delete

A vour aps Is curmently In read anky made because you are ninring from a package file. To make any chanqges update the contant in your 2 file and WEBSITE_RUN_FROM_PACKAGE apg setting.

[ Filter by name.

[C] Name

r‘ cluster-function

Trigger T..

Cueue

Status To

Enacled

E6:¥%1—

Storage account

P Search (Cmd+/) «

= Overview
B Activity log
@ Tags
£ Diagnase and solve problems
S Access Control (IAM)
W Data migration
Events
S Storage browser
Data storage
= Containers
- File shares

™ Queues

rm gwlbanb4x5mqdvkpeces | Queues

+ Queve () Refresh | [7] Delete

O Search queues by prefix

Queue

[ outqueue

[ resourceactionsuccessqueue

Url

https

7: 79 h¥xa—

[ outqueue

Queue

7 Overview
£/ Diagnose and solve problems
Aq Access Control (IAM)
Settings

Access policy

© Metadata

() Refresh =~ Addmessage [i] Dequeuemessage < Clear queue

Authentication method:

Access key (Switch to Azure AD User Account)

P Search to filter items..

Id

cdDS4bf2-a39b-4a5e.

ac54339e-1318-4ac2...

B82166a71-dB7e-477...

Message text
Event thread: f6b5983a-973d-4414-9233-b6eeb7c09ab0
Action: Mi i

Operation: Micr

Event time: 2022-07-27T04:4821 28947772

Started function execution

Event thread: /6b5983a-97ad-4414-Oaaa-béeeb7c09ab0
Data: Instances Description

Instance ID in scale set: 0
Name: sumisnib-vmss_0
Status: VM running
Public management IP: .
Private management IP: 10.55.1.4
Instance ID in scale set: 2
Name: sumisnlb-vmss_2
Status: VM running
Public management IP: 4 % %
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss 3
Status: VM running
Public management IP: .
Private management IP: 10.55.1.7
instance ID in scale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP: 4 s
Private management IP: 10.55.1.8
Event thread: f6b5983a-97ad-4414-9aaa-bbeeb7c09ab0
First reachable FTD index: 0
Event thread: f6b5983a-97ad-4414-923-b6eeb7c09ab0
Data: Cluster Info

Insertion time

8/2/2022, 5456 AM

8/2/2022, 9:55:08 AM

8/2/2022, 955:16 AM

Expiration time

8/9/2022, 9:54:56 AM

8/9/2022, 9:55:16 AM

Dequeue count




NLB R—XDY S XAEZERADY U T)L kRO D

Management Center
Virtual

Cluster Control
Link (CCL)
Internet

1 > s
! : 1
Elastic Load : se | : Internet Load User
Balancer (ELB) 1 Virtual 3 H 1 Balancer (ILB) Applications

1

i R

1 e 7 < I

! _

1

i 1

1

1

1

ZOMRaUR BEEEEOHTONT 7 47 7a—%5x L CWET, ThreatDefense Virtual 7 7 A # (X, Wi —
KARZ o Lo e — KT U ORICEEE LTV E T, Management Center Virtual 1 > A X VAL, 7 T A X OEH
WERENET,

AUBE—=Fy WEDER T 7 4 v 7%, e — KT HizEB L, # Z )5 Threat Defense Virtual 7 F A Z 12
N7 4 v 2 REEEINET, VT T4 v 7%, 7T AHX N Threat Defense Virtual f > A X VAL > THRE I
%, 77V r—var VM IZizkEnE1,

TV —=2ary VML DRE T 7 0 v 71E, AEir— IR R ESNE T, 0%, N7 74 v 271F
Threat Defense Virtual 7 7 A Z |[ZHAE S 4L, A ¥ —F v MIEEINLET,

NLB % {#F3 L T Azure T Threat Defense Virtual 7 S X 2 BT 5-HDIT > KY—
IRO7atX
5 FL— FR—RDEE

WD 7 a—F ¥ — hiL, NLB #fff L 72 Azure T? Threat Defense Virtual 7 7 A Z DT L — h_R—Z2REHOT — 7
Jua—%R L TCWET,
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1 2 Maodify azure_fidv
Download _nlb_clusterjson and azure Upload .
Local Host templates and ——» _ftdv_nlb_cluster CIUE'QF.—F.UM“W
files from GitHub _paramelers.json with 2P .ﬂ 1o
required parameters to Function app
| I
v
3 Create 4 5 . 7 ; 8
Azure Gioud Resore Group, Deploy Configurs Uee Purcion pp Croate
Virtual E:twmk —*  Template — details cluster with Cr;:;l:a:ials
add gubnms management canter
6
Cluster Node Verly the
Deployment
D=9 AR—X FIE

(1) 72— LR A K GitHub b7 > 7L —h e 77 A VvEZyu—RNLET,

N

() o — LA A b azure ftdv_nlb_clusterjson & azure ftdv nlb_cluster parameters.json % &%

k’ BT A= CTEELET,
3 Azure Cloud VY =R N—TF ARy N =7 BLOWH T Ry bEIERLE

ﬁ—o

4 Azure Cloud NAZ LT T — N ERALET,
5 Azure Cloud A VAL ADFMERELET,

8) U FAE ) —F U5 AR DEREHBLET,

L
7 Azure Cloud Function 77"V % ] L "C Management Center (27 7 A ¥ Z %k L &
R

8 Azure Cloud FTPS D1 7 A FHEAER L £

(9) 07— LR A b Cluster_Function.zip 7 7 A /L% Function 7 7' V{27 v 7Fm— KL &

T T
FEIRA

WD 7 a—F ¥ — L, NLB Zffi [l L7z Azure <T@ Threat Defense Virtual 7 7 A Z OFENEBHO UV —27 7u—% Rk LT
WET,
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. Create a VM3S 2 3 Add day 0 4 Coni
i nfigur
. Azure Cloud M;T‘:::l gr:ce —— Attach interfaces — configuration in - —— E:F;?:r:i:gilu:? ONL%U °
) customData field
image
Add
Management Control
Center MNode
D—9 AR—R FE
:./’i'\ o—H LR A R Marketplace 1 A —725 VMSS Bk L £7,
N
% 2 —H LR A R AUH—T 2 AuELET,
N
(=) a2— B LR A R [customData] 7 « —/V R{Z Day 0 fk 280 L £ 97,
>/
(1) o—H R A b A ) T AR AR UET,
h S
(5) 72— LA b NLB @& LET,
N
6 Management Center HE S, — FE&BEmLEI,
TL—Fk

UFDT 7L — hi GitHub CTAFTE £,

ThHh, HHATT,
» azure_ftdv_nlb_cluster parameters json : NLB % {# H L C Threat Defense Virtual 7 7 A % D/XT7 A — X & AT H72%

DT T L— K,

+ azure_ftdv_nlb_cluster.json : NLB % {# Fl L C Threat Defense Virtual 7 7 A % Z BT 5720007 7 L —§,

Db 53

« 7 J A % )% Management Center |~ H #1854k T %5 X 9127 521X, Management Center T bV — 7 FHEH L LT

TET,
T T L— FORBFIEET 2R =4 L 8T 57 7 & AR Y 2 —% Management Center (ZJEI L £,

* Management Center Virtual 2587 A £ AINTNWDH Z & AR LET,

o 7 A4 ) Management Center Virtual (ZIBII S 726, RO FNEEZFEITLET,

NI A=ZEIE, T T L= P TRESNIANT A—=F4, BIOME

AT F A~ —MEREFF O~ — A {ER LT, TIN5 DHEREZF > —W—|%, REST API T
[Cisco Secure Firewall Management Center Administration Guidel] #Z&M L T 7Z2& Wy,
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config

1. Management Center D77 > h 7 4 — ARKET~NNATF 2y 7 OR— MESERELET, ZOREDOFEMIC
DUNTIE,  [Platform Settings] &M LT 7ZE0,

2. NEBLONEA L Z—T 2 A AMED T T 4 T DARZT 4 o 7 )—FEERLET, AXT 4 v T )—
r OVERE DOZERZ DUV TCIE,  [Add a Static Route)] #ZMR L TL7Z& 0,

A v H =T 2 A ADAKT 4 7 — N OFREH :

Network: any-ipvé

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

\}

GE¥)  ftdv-cluster-outside i, #5722y FDF =T =A IP T KL AT,

WNE A L A —T 2 A ADAZT 4 7 )b— FDIREH

Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

N

G¥)  ftdv-cluster-inside-gw X, WY 7 % v v =R oA IP T RLATT,

3 T—H LT T4y I DNAT L—VEZRELET, NAT L—/LORREDFEMIC OV TIL,  Network Address
Translation] ZZM L T 7230,

Azure Resource Manager 7> 7 L— hZ{EH L 1= Azure & NLB TD Y 5 X2 D EFHH

H A KM <A XE 72 Azure Resource Manager (ARM) 7> 7 L— h2EHA LT, Azure NLB D7 Z A X # B L £,

FIE

ATV T FUTL— e LET,
a) GitHub UARY MU Zu—h7 4V ZIZER L E¥, https:/github.com/CiscoDevNet/cisco-ftdv/tree/
master/cluster/azure S L T 7230,
b) azure ftdv nlb_cluster.json & azure ftdv nlb cluster parameters.json & £ %72/37 A —X CEHE L E 7,
ATY T2  Azure R—HX /L2 v 7 A > : https://portal.azure.com,
RTvT3 VYR ITN—TEERLET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

ATvT4

ATy TH

ATvT6

ATy 71

a) [FEAR (Basics) | # 7 C. Fay 77X URA NS [V 7 A2 U g (Subscription) ]38 XL
[V Y—RZZ7—7 (Resource group) | Zi®INL £,

b) MED[V— 3 (Region) ] ZEIRLFET,

BEL W, NER. AN, 7 T AZEIY 7 DS oDV T Ry hEEORER Y FU—7 2ER L E

R

a) BxRy NU—7 EERLET,

1. [#A (Basics) | #7C, Favy 7 X7 R NME [ 7 A2 U7 9 (Subscription) |35 X
W[V Y —AZN—7 (Resource group) | ZiER L F 77,

2. b) %AHAD[V— =3 (Region) | ZEIRL ET, [R~:IPT KL A (Next: IP addresses) | % 7
Vw27 LET,
by 7Ry bEEBEMLET,

[IP7 KL A (IP Addresses) | # 7 C, [ 7 x>y F®iEM (Addsubnet) %7V v 7 L, EH, 7
Wr, NER, SMER. BEOZ ZAZHIY 7 OV 73y FEBMLET,

p={y
\\\

HDABZLT T L— 2RI LET,

a) [YERK (Create) |>[Tr7L—rDER (Templatedeployment) | (W R A LTV TL—hrEFERL
TER) #27 Vv 7 LET,

b) [T 4 X THEDOT 7 L— h&#E%9 2% (Build your own template in the editor) | %27V v 7 LE
ﬁ—o

c) [Z7ANDFHiAiAH (LoadFile) 1 %27 U v~ L, azure ftdv_nlb_clusterjson 7 >~ 7 v — KL &
T

d) [fRfF (Save) 127 U v 7 LET,

A VAZ L ADFEMETRE L ET,
a) MEREE AL, [#EE L TER (Review+create) |27 U v 7 LET,

6= 77 AZEY 7 OFIRT FLA LR TT FLRE, BEREETREL T ZS W
(K 16) . #iHAERELSTDHE, N7+ —~ U RTEETDIAREENH Y 7,

b) MAEIZEK L7=6, [{El (Create) 1227 Vv 7 LET,

A UAR U ADELTHR, WD ) —Rizu s A L, showcluster inffo~> REFEH LT, 75 A
X OREEHRLET,

8: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180
Serial No.: JAKGFV8VH4G
CCL IP Rl b s b
CCL MAC : @@0d.3a55.5470
Module 1 NGFWv
Resource : 8 cores / 28160 ME RAM

Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A
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ATv T8  Azure K—H¥ /LT, Function 7 7'V %7 U > 7 LTZ 7 AH % Management Center |25 &k L £,

GE) Function 7 7'V ZMi ] L7eW A1, DEM (Add) 1>[7 731 A (Device) ] (GEM (Add) ]
>[27 Z A% (Cluster) | TiE7Z2\N) ZEH LT, #lf#l , — F% Management Center |Z [ELH2 5%
THZELTEET, ZOMDr 724 ) — RIFABNICERESNET,

ATy 79 [ERt>%2— (Deployment Center) |>[FTPSDO4 A &R (FTPScredentials) | >[1—H#—ZXa—
7 (User scope) | > [1—H—H E/XRT— FDEKRE (Configure Username and Password) 1% 7 U v 7
LTFTPS D1 7 A ANEMEAER L. [R1F (Save) 1227 U v 27 LET,

ATYT10 vB—HNOURTRD curl 2~ RZE(TL, Cluster Function.zip 7 7 A /L% Function 7 7 ViZ7 » 7
m—RLET,

curl -X POST -u = —#—%; --data-binary @" Cluster _Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

6= curl @~ Nid, ETRETTLETICED QARii~353) »hr25Ea0nHY £3.

BE%73 Function 7 7"V IZ7 v 7 m— RENE 7, DB, AML—YT A0 FOT D R a—
iz 73R SiEJ, Management Center ~D T /3 A ABEENBAE SN E T,

Azure TDY S A DFENER

7T AL % FEICREMT 121X, Day0tEpka (i L, %/ — FZ R L T 6l / — R % Management Center (2381
L/jzjﬂo

Azure [4] [+ Day 0 # L DR
B ERERE 72T A Z ~ A AR OWT I E R TE £,

Azure [F] (TEIE#E R % H L 7= Day 0 & D YERL
BEERICED., VI9ARAXDT— A NG v FHERAEEBARSINET,

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"Cluster": {

"CclsubnetRange": "ip address_start ip address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

20



151
RIZ, Day 0 fRDOF 2R LET,

"AdminPassword": "password",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30",
"ClusterGroupName": "ngfwv-cluster",
"HealthProbePort": "7777",
"GatewayLoadBalanceIP": "10.45.2.4",
"EncapsulationType": "vxlan",
"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

\)

//mandatory user input
//mandatory user input
//mandatory user input
//mandatory user input

6=

FROBEE 2 E— LT AT 285418, BRED D //mandatory user input 2/ FHIBR L TL 72 &E W,
Azure ~V AT = v 7 OFRETIL, Z 2 THRIE L7z HealthProbePort Z 4 HEE L T 72 &0,

CclSubnetRange 2%, xxx4 NOIEEDHIP T FLADHEMAIE LET, 7T A Z Y o ZIHHARER IP 7 R

LA 16U EH D 2R LET, BIBIP T RLAEKRTIP T FLADFIZKRIRLET,

R2:FWBIP7 ELRERTIPT LD

CIDR BtRIP7 KLR BRTIP7KRLZR
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

Azure | (T H R 2 <A XER %A L 1= Day 0 iR D ERK
o< REMALT, 7I9ARAFDT— AN v TREETXTCANTEET,

{

"AdminPassword":

"password",
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"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip address_start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
}

}

15l
KIZ, Day 0 #R Dl 2~ L £,

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
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"internal-port 2000",

"external-port 2001",

"security-level 0",

"vtep-nve 2",

"object network ccl link",

"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster group",

"network-object object ccl link",

"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster group",

"nve 2 ",

"encapsulation vxlan",

"source-interface vxlan_ tunnel",

"peer ip <GatewayLoadbalancerIP>",

"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",

"priority 1",

"enable",

"mtu vxlan tunnel 1454",
"mtu ccl link 1554"

\}

GE)

FRLOBREE 2 — LTV T 2861, ED D //mandatory user input Z 43 HIFR L TS 72& 0,

DSR2/ —FOFEIER : GWLB X—X D) EH
G AANEREND LIy TAR ) — RERELET,

FIE

ATy T

ATy T2
ATvT3

azvmsscreate CLI Z i/ LT, A A& ZHH% 0 O Marketplace f A — IO~ 20—ty
~ 2R L £

az vmss cr eate --r esour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku <InstanceSze> --image
<FTDvimage> --instance-count 0 --admin-user name <AdminUserName> --admin-password <AdminPassword>
--plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product cisco-ftdv
--plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName> --subnet
<MgmtSubnetName>

3O0ODAE—T AR (B, T—%, BLXOI FRZHIEY 7)) mEHLET,

ERL L7~ v A — vty MIBBI L, IROFIEEZFATLET,

a) [AXVb—F 47 AT L (Operating system) |27 2 2 > C, [customData] 7 « —/L RiZ Day 0 1%
ZBMLET,

b) [*fF (Save) 127V v 7 LET,

¢) [A7—VU>r7Z (Scaling) | &7 a T, AV AF L AKENERITAR ) — R THEHLET, A
VAL AR, b 1L R 16 OFEIPHICERETE £
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ATV T4 Azure 77— F U = 0 — KRZUHERELET, FMIcOVWTEL, TAzure 7 — h 7 = A 0— KXF 4
Z il L72 Auto Scale DEAH]] #BL T ZEW,

AT 75 Management Center (Z il ] / — RZ B L E 3, Management Center ~0 7 7 A% OB (FEERH) (25
N—=Y) EZRLTIIEEN,

D3R5/ —FDFEFHER : NLB XA—XDEH
I IRAENREND LI TAZ ) —RERERIALET,

FIE

ATv 1 azvmsscreate CLI Z i fH L T, A > A X 2 253 0 O Marketplace 4 A — TN ORI~ v A —t
EERL L £,

az vmss cr eate --r esour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku <InstanceSze> --image
<FTDvimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d <AdminPassword>
--plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product cisco-ftdv
--plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName> --subnet
<MgmtSubnetName>
ATYT2 45D F—T7 AR 2. WEL, SN, SR TAZHIEY 7)) Z8HkELET,
ATy T3 ER LI~ v A —ty MIBEIL, ROTFIEEZFITLET,
a) [AXVb—TF 4 7 AT A (Operating system) ]2 2 3 > T, [customData] 7 « —/L RiZ Day 0 1%
ZBEIMLET,
b) [PRfF (Save) 127V v 7 LET,
¢) [A7—VUr7 (Scaling) | &7 v a T, AV AY U ARENEIRI TAR ) — RCTEHLET, A
VAL AR, RN 1L BROR 16 OFPHICERETE £,

A7y 74 Management Center |Z#lffl / — KZIBM L %9, Management Center ~D 7 7 AKX DN (FHEHER) (25
N=) ZZRLTIIES N,

Azure TD RS TN a—T4 0T U5 XL R
fHREH : T T 4y T a—RR0n

« GWLB TJEBf & 417~ Threat Defense Virtual f > A X% > ADIEFH T 0 — T 25— X AN EFENE O AR L
*9,

* Threat Defense Virtual f > A X >V ADEEMET 0 —T AT — X ANEETHDHIHE
» Management Center Virtual TAX 7 4 v 7 /L— ERHE SN TNDE0E I DEMHERLET,
T ITAN KN = U2 A BT —EHT Xy hOF—F T2 A 1P THLINE DD EHERLET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale

o Threat Defense Virtual f > A X V ANEFH T 0 —T T 7 4 v 7 ZZELTNEINE I DEMHERLET,

« Management Center Virtual CiXESNT=7 7B AU XA MDNIEFEHET 0 —T bF 7 4 v 7 ZFHFA LTS
EOMEfER LET,

[ 0 7 T A PTERSN TR
NTITNY =T 4T
enve-only 7 7 AL A U F =T =2 A ADIPT FLVAZHERLET, D>/ — FDnve-only DV T AL A 2 H—
T2 A AZEVABETHD Z LR LET,

snve-only DV T AXA L HZ—T 2 ADIPT RVAN, AT V=7 NTNV—TDO—¥ThHD I LEMHRLE
R

e NVEA LV H—T 2 A ANFT V27 ML —TFTRESNTNDZ 2R LET,

I TARBITN—T DI FTAZA L E—T oA AZHYR VNI AV F—T A ANRBDH L EHERLET, =
DVNIA L FZ—T A A2, T H5FT =7 NIV —T%2FONVERH Y £3,

o J— RFPMAICEVARETHDLZ L 2R LET, &/ —FNIIHMBDY FAX A X —T A AP BH DT
O, ZUHIIHAICE VAETHLILERH Y 3,

e T L — MNEBRHITIEESNTCCLY 7Ry FOBAIGT RUA LK TT RUABIELWINE ) AR L
F9, BB FLRIX, 71y NNTHEHAFRREIDOIP 7 RUATHEDILERD Y £7, & 23TV
7%y b3 192.168.1.024 DA BAAT KL A1 192.168.1.4 THHMLENRH Y £9 (KHID3IHSDIPT R
L 2T Azure IZE > TFPRIESNTWET) o

 Management Center Virtual [CBZN72 T A B ANBH L E I R LET,

M RWLCY YR N—TICHEY V—2EFEAL TN & X IIn—VCEET =T — 03 ET 5,
NSGTNY a—FT 47 RO avy REFEHLT, UTFToe— L Z2HIERLET,

ET— Ak

"error": {

"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be
updated.”}

+ az role assignment delete --resource-group <! Y — & 7 L — 74> --role" Storage Queue Data Contributor"

« az role assignment delete --resource-group <V Y — & 7 )L — 74> --role" Contributor"

Management Center ~D Y 5 X X MDEM (FEIRE)

7T AR FECRERMLEEGAIE. ZOFIEEZHEM L T2 7 A% % Management Center (BN L ET, 77 L— %
FERH LA, 7 7 A XX HEIIIC Management Center |28k SV E T,
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JTAHN 2=y FOWTNNEH LT /34 A L LT Management Center (ZiB1 L ¥ 9, Management Center X, ftho
TRTCOTTAL A= HEfRH L ET,

48 HHEIIZ

e TRTHY T AKX = MX, Management Center (BT DAIZ, EFRERD I 7 AZRNITHFIEL TV D LE
DO ET, £7-, FOx=y bRl =y F0EHERTH I & HHME T, Threat Defense show cluster info
av o REMHLET,

FIE

AT w71 Management Center C, [T/34 R (Devices) |1>[T/\1 AEHE (Device Management) | Z#IR L T/ b,
BN (Add) 1>[T/ 1 ADEM (Add Device) | Z#i#IN L, #ilfflz=> hOEILIP 7 KL AZHEH LT
filfl =y M&BI L £T,

26



9: T IN4 AMEM

b)

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

[(RA K (Host) 1 74—V RIZ, #lfl2=> hDOIP 7 RLAEIFHFA MNEANLET,

#7287 =~ A EfG 5T, filffla=y FOBMEHLEL TR, 7 7 AZOEEDT= Y
FEBEMTE LT,

TNAAZADE Y N7 v FRHINATID 2 L72GA1E, 207 0 — /v RE AT 50BNV Al
PENH Y F9,

[#ZZ~4: (Display Name) ] 7 « —/L RiZ, Management Center COHfIfHl = NDOERRLLEZ AT L E
‘j—o
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d)

g)
h)

)

ZOERTFHIFTIZ FAZATELY EH A, BINT 5=y NEHTYT, LT, tor T ZAF A
UN—DAHFIR Y T AR R EEETEET,
[&Ekx— (RegistrationKey) |7 4 —/L FIZ, T ZAOFERHIHEH L7 b O LR UBERF—% A
NLET, BEkF—IiL, 1ERVERTRR2EF—27 by FTT,
AT AL VEBTE. BHED KA A BRI . T A% —T KA ACEID HTE
BED AL WY =T RAL L ThHDHE. 775 ATHBPICBHED RA A TBMSET,
BIED RAAL UPRY —T RALUTRWGE, BE&, T AEZRETHDIC, V—T RAA
U EZ D MER DY ET,

L) T-A AT NA RATN—FITBEMLET,
BT IT, TS RBHT2®BOIO [T 7 A 2 ha— KU 32— (Access Control Policy) ]
EIERT D0, HLWRY —&Ek L £,
FLWARY =BT 2581, BARY —DBEERLET, RBEIZSLT, TR >—
AL~ A X TEET,

New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

TNARZHEHT DT A B AZBIR L7,

TN ZADFERFIZ, NATID ZfEH L7256, [Ff (Advanced) | &7 > a VZEEAL, [~EOD
NAT ID (Unique NATID) ] 7 4 —/L RIZ[A U NATID # A1 L £,

[/37 v b DR (Transfer Packets) | F = v 7 ARy 7 A% A2 L, 7734 AT Management Center
Ty NERIETHZ &R LET,

IOFTvaNE, TIANNTHITT, ZOFT T a3 rEAHITL TIPS K Snort 72 E DA R
FA MU H—=INTGET, T ADRREHE L TARNY N AZT =2 IERENTy N T—4 %
Management Center (2255 LE9, ZOA 7T 3 VEEIZ LIEGAEIE. A0 MEBRZZTH
Management Center [Z35(5 S, /X7 > b 7 — X [TEE SN EE A,

[&#k (Register) |27 U v 27 LET,

Management Center (. filffl= = F 25 L THEXLI-BIZ, TXCOT—F 2=y hEBEHLE
o filfHz=y FREFICRESNL T RWGE, 7 7 22BN EYh, 77 22 03 BER



BRI Do TG A0, EHiER ENRINT, Bk 7 =N AETIHERH Y I, 29 LIk
WTHE, 79AF 2=y VEFEBNMTAIZL2BEIDLET,

[T/314 R (Devices) |>[T/\4f X EHE (DeviceManagement) | X—\Z7 T AL NEREINE
T, VIAXERHLC, 77 AXa=y NeRRLET,

H10:75R50DEE

, fdeluster (2) ra

172.16.0.50(Control) Snort 3
172.16.0.50

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy

A 172.16.0.51 Snort 3
172.16.0.51 - Re

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy

BERBRISN TV 2=y MO, v—= R 7/ arBRRENET,
®11:/ — FOBE

.. fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

B'I?Z.‘IG.D,E'I Snort 3
172.16.0.51 outec

52K A=y NOBERET=H —F 51T, (@& (Notifications) |7 A I> %27 Y v s L, [¥ A
7 (Tasks) ] Zi®R L 7, Management Center (¥, == hDOBRERT LT TRAI KGRI AT B
FLET, WIFNhOx2=y FOBREKIZKILIZEEIZE, 7722 7 —FolREg G8~—Y) %
ZRLTLZE0,

Deploy Q € % @ adminv

Deployments Upgrades @ Health Tasks ‘7 Show Notifications
m 0 running 3 success 0 warnings 0 failures [ Filter
@ 10.10.1.12 Deployment to device successful. 1m 54s
© 1010113 Deployment to device successful Im3s
@ TD_Cluster Deployment to device successful. 35s

ATwT2 75250 HE EBdit) | (F) 2270 v 27 LT, A ABAORELXEELET,
BEALORFEIL. VIAXND ) — RTiEARL, V7I3AXKICHEATEET, mexF, /— R
B RLEERETEXETN, AV F—T oA ATT TAZRIRITONWTORRETEET,

ATY T3 [T/NA R (Devices) | >[T/314 REH (DeviceManagement) | >[92 5 A4 (Cluster) | Mz, [£fi%
(General) 1. [7 A1 A (License) ], [ A7 A (System) ], BLU [~/ A (Health) | DFEENFRR
INET,
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TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113 v
‘ General raas | ‘ System oG ‘

WD FAXEAOHEEEZZRL T EEN,

o [2f% (General) >[4 (Name) |: [fRE (Edit) ] (£) 227V v 27 LT, VIRXDOERLELEH
L/ij—o

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General @

Name: @ TD_Cluster
Transfer Yos
Packets:
Status:
Control: 10.10.1.13

Cluster Live o
Status:

ZFD®%IZ, 4T (Name) | 7 4 —/V FEFHRELET,

General Q

Name: TD Native Cluster |

Transfer Packets:

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -+



o [&f% (General) 1>[7 7 AHX AT —H% ADFA (View cluster status) ]: [V T AX AT —H ADER
(View cluster status) |V > 7 %27 U v 7 LT[V T AZ AT —H A (Cluster Status) | XA 7 2 7Ry
7 A& ET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General rd
Name: @ TD Mative Cluster
Transfer o
Packets:
Status:
Control: 10.10.1.13

Cluster Live
Status:

[T AH AT —H A (Cluster Status) | XA 727 Ry 7 AT, [BBE (Reconcile) |7V »27 LT
T—Ha=y NOBEEFRITTOI L TEET,

Cluster Status (2]

Overall Status: Cluster has all nodes in sync

Nodes details (1) :- Reconcile A Q. Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

«[FA4 kA (License) ]: [fR (Bdit) | (/) 227 Vv 27 LT, A4t A 5EKARELET,

31



ATY T4 [TINA R (Devices) |>[T/314 REH (DeviceManagement) 1>[T/34 X (Devices) | DA LD Fu v
AU AZa—T, JITAZHNDOEA L N—%ZFRL, WOBRELHET DI ENTEET,

« [&f% (General) 1>[4: A1 (Name) ]: [t (Edit) 1 (#) 22U v 27 LT, 7T AX AL NR—DHER

HEEFELET,
General @T
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

ZF DIz, [4E1 Name) | 74—V RERELET,

General Q

Name: | 10.10.1.13 |

Transfer Packets:
Mode: routed
Compliance Mode: Ngne

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

o ¥ (Management) >[4 A L (Host) |: 7 /3 AXECTEHEEIP T N A EE T 554, Management
Center TH LWT RL 2%Z —HEE TRy hT—7 EOTF AL AZHETEH L oL, [EH
(Management) | fHI T [ARA & (Host) ] 7 RLAZMRELET,

Management 0;:;.

Host: 10.89.5.20

Status: v
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DIS5RBADANIIAEZRA—DERTE

[Z7F A% (Cluster) |"X—T D [F7 T AZ~NVAE=H—DFEE (Cluster Health Monitor Settings) &7 ¥ = “IiZid, &K
DERTHHASNTVOIRENERINET,

12: 9SRAEDANILAEZZ—DHRTE

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Attempts

Cluster Interface -]

Data Interface =

System =

3s

9000 ms

Enabled

None

Interval BEetween Attempts Interval Variation

5 1
5 2

5 2

RINISRABANIREZL—DIRTE (Cluster Health Monitor Settings) ] 5 >3 >T—TILDT 4 —)L K

J4—ILF

Bl

BALTD L

LREIEE (Hold Time)

J— ROWRELMER T DTed, 7T AL ) —RiEZ7 7A@ 7 T 7 — RIZ
N—hE= A=V RFELET, /— FBRERERIAICET /) — R b /— |
E— Ay =V EZELRWVGG, 20T ) — NUREREEIET v MIREL
RipshE7d,

A UEB—=T 2 ADTINTT A
B R

A B =T 2 A ZADT NG AL, A =T = A ATHEEPEEL TS LR
REH. T AEND ) — FREIBREND £ TORTY,

Monitored | nter faces

AVHE =T 2 ADNNVA F oy 73V I EELE=F—LET, FFEDMmRIA
VHE =T 2 A ADTXTOWER— MR, FED / — R ETHEENEAE LD, 5
D) —RFEDOR A L H =T 2 A ATT VT 4 T HR—bBBIHEE. D/ —F
137 IR MBHIBRENET, /J— RRA L AA—% 27 528 NSHIRT 5 £ TORMH
WX, A v F—T A ADEAT L D) — RBESLFER ) — R THDLI, 2037
FAZZBMLEY ELTWANIL TR Y £97,

Y —ERT SV r— g

Snort 71 23 KOV disk-full 7 2B ANRERINTHWDENE I NERLET,
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J4—ILFK S BA

T B ) TRBHDA B — | = H ) TR DA L —T 2 A TR LET,
Tz A A

BEH/ESDRE
JITAL A B =T xR 77 AZHY) 7 OHBEEEOREDNEEEZFRLET,

F—B B —T A F—=B A B =T oA ADHBHEHEORELFE TR LET,

AT I (System) N~ —HFO HBEESORTEZERLET, NEOEEIZL, 77V r—va v
FHIOZXA LT O N, FELET SV r—ay AT—2ARERHY £T,

)

CE) YRATFLONNAF v 78BN THE, VAT LADNVAF = v 7 BEGEENTWAEAITET S e
74—V RiZFERrREINnNEEA,

OB arPbBINLDOREERITI ZENTEET,
FEOR—FF ¥y x/VID, B—DOWYH A X —T7 x4 ZXID, Snort 7t A, BIXWdisk-full 7 ot XM TXxF

T, VA EF=X YU TIIVLANY T A o F—T x4 A FZIX VNI RBVI 2 EORARA > H— T = A A TILEST
SNFERA, ZIRAZGHEHY 7 DF=F U O TIIRETEER A, ZOVU U ZITFICE=F—SNTWVET,

FIE

RT9T1  [T/A R (Devices) |>[T/\1 REHE (DeviceManagement) | ZiEIR L £,

ATvT2 EETL7TAZOMCHD [WE (BdiY) 1 (£) 2270 v7 LET,
~“NF RAALVEBRTIE, V=7 RAAL NZORWEA, VAT AL > THVEZX DXk bhn
iﬁ‘o

AT9 T3 [VTAH (Cluster) 227 Vw7 LET,

ATV T4 [V TAZD~NVAET=L—DRE (Cluster Health Monitor Settings) 177 ¥ 2 > C, [k (Edit) ] ()
7 Vv LET,

ATv TS [~VAF =7 (HealthCheck) | AT A X% 27V w7 LT, VAT LADNVAT =7 28N LE
iR
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13: DX TLNLVAF v DENE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

i B0 AR AR (T2 21ET7—2 A v X —T A ZAOBM/HEIFR., / — KA A v FDA 7 —

7 A ADH IR, VSSOVPC Z TN T D AA v FOIEM) #1779 & XL, VAT LD~V A
F v VHERERETEGICL, BME LA v =T 2 A ADF=Z ) T HEHIC L TLZE, bR E
VOEENET LT, REODEENTRCO/ — RZRENTZE, VAT LADO~NVATF = v 7 HEEE

HEAN A A —T oA AT=F ) T TEET,

ATYT6 HF—NVFEHEA F—T 2 ADT NNy AR EZRELE T,

« R—/V RIS (Hold Time) 1: / — KO/— hE— b A7 —# 2 A v — DO HE L%
T, IETEL2HMAITII~45F T, 774/ MI3BTT,

s [A v F—T A ADT T AR (Interface Debounce Time) | : 7 /377 > AR IE 300 ~ 9000 ms
OFPACHEEZRELE T, 7 740 ME500ms TF, HE/NSLTHE, S ¥ —T oA ADEE
ZEOVRHEICHRHTEET, 7V AR ZELS T 5 &, BRHOFTRENAE 2D 2 L ICER
LTS, A F =T 2 ADAT—=Z AEFRRETDHL, A =T =2 AFEEFL LT —
T ENDET, /= NIRESNLIVBEFHERLET, 20%, /— NEZ 7 220 6Hlkk
S ET, EtherChannel 234 7 REEN L T v TIREEICBATT 256 (A4 vy TF N n— Rz,
A A v FC EtherChannel 3N 72~ 7272 ) | TR AN LV EL Y, R—FDRU K
JCBWTHID Y A% ) — ROGEPNERERTD, 7V TAZ ) —RTA U H—T A4 ADEENR
IRENDZ EEGTDHZENH 7,

AT Tl ~NARAF v 7 KREOHBHER Y TAXBREE DAL~ A A LET,
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14: BBBR/EEDRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for uniimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[V FAZA B —T A A (Cluster Interface) |, [T —H# A % —7 = A A (Data Interface) ]. L
[ AT L (System) JWZIROEZFELET (WHTT—IZiX, 77V r—va VORBIZA LT D K,
—BWORNT TV r—ra VAT =R AR ERDHY ET)

« [RI7E (Attempts) ] : FHfEA ORITEEE 0 ~ 65535 OFPHOMEICHRE L £T, 0IXHBIHGES %
TA®—TMILET, [V TAX A HX—T A A (ClusterInterface) DT 7 # /b MEIX-1 (FEH|
[R) T3, [T—H%A>H¥—7=AA (Datalnterface) ] &[> AT A (System) | DT 7 4 /b MElE
3TY,

« [RITOMFE (Interval Between Attempts) ] : FfE G ATOMRE 2 ~ 60 D EATERLET, 7
T AN MEIXS 3T, 7 TAX~OESME ) — RBRITT DR KA FIFEIL, REZORERE
RE2~ 5 14400 23 (10 H) (ICHIR S E T,

o [HIBE D XY =—3 3 > (Interval Variation) |: BIfEZ NS E 0 E I nEEELET, 1 ~3 D
PACEZRELET (1: EERL, 2: BHATOMRO 245, 3: ERTOMBO365) o =& 21 M
Pz 5 ICiE L, A% 2 ITRE LB EIE, sORITH 5501%, 2[EH ORITA 10 431% (2x
5) . 3BEHORITA 20 5% 2x10) LRV ET, TT7HNMEE, [ TRAFA U H—T AR

(Cluster Interface) ] DAL 1, [T —H A > ¥ —7 = A A (Datalnterface) | BL O[T AT A
(System) ] DEFEIE 2 T,

[E=X U TRBEDA % —7 A A (Monitored Interfaces) | /2L [T=H U L ITHRINDA 2 X —
7 = A A (Unmonitored Interfaces) | 7V 4 > RV TA » F—T =24 ZAZBEL T, T=F U U ITXRDA
VH =T 2 AERELET, [V—EAT 7V r—2ar0f=%1 7 %H8029 2% (Enable Service
Application Monitoring) | %4 > £7213A4 712 LT, Snort 7’m& R & disk-full 7R ADE=FV T %
ANETITENICT 2L b TEET,



ATvT9

5 E=BY D THRA VI —T 14 ADH

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AVHE—T2AADNNVA T =y 713V IV EEEZE=X—LET, BEDOHREA VX —T A ADT
RTOYBFR— IR, FFED /) — R ETEHEENREE LN, Bl — K EOR Uiniaf o ¥ —7 A
ATCT I TATR—=IBBHDHE. £D/—REIIZ T7RAEZNLHIRENET, /—KRAV =% T
AEMLEIRTAETCORRIL. A ¥ —T oA ADEA T & FD ) — NBFESIEL ) — R ThHBH,
FRFITTAZICBMLES ELTDEINCE - TERDET, T 74V FTIE, ~ANAF v 73T
RTDA v BZ—T A A, BEWNSnort 71t 2 & disk-full 7 1& 2 THEZ > TWET,

T2 zif, BHEA L EX—T oA R, WAUNDA LV H—T 2 ADNIVA =X Y 2 T EEHITT
xFET,

IBND MR IEE (2L 2137 —F A Z—T A ZDBMNEIER, /) — RRAL v F DA L H—

7 A ADHIM/IENE, VSSOVPC Z TN T D AA v FOIENM) #1795 & ZIZlE, VAT LD~ LA
F v VBRI L, L LA v X —T 2 ADF=Z ) 7 HEHICLTLEEY, PR
COEFEMNFET LT, BEDEENTRTCO ./ — RIZHEYESNTZL, VAT LAONVAT = v 7 BEEE

HEFAMNICA L —T oA AeET=F ) T TEET,

[PRTF (Save) 1227 VU v 7 LET,

ATV T MROEFEZREMLETEZBHL TSN,

DSRZR/—FDEHE
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DIRB) VT EENT S

*‘F‘@ﬁﬂl‘ﬂ‘ EA T, FREFA VT T AOTDIC RN ) — REIET 77 4 7T 25608 H0 £9, ZOFIE
E. = RE—RFZIET 77 4 LT 27200 b O TY, /— RiZ5| &fi & Management Center D7 /3 A U & MZ
?fzﬂ“éﬂi'ﬁ—o = KRBT I T 4TI bE, TRTOT—HA L H—T oA AR Yy NE T INET,

\}

GE) 7 IRAZ2V T EEHETIC) — FOEREZTSR/NTIES U,

FIE

AT BhoT b=y MK LT, [T/31 A (Devices) > [T /31 A& H (Device Management) | DJIEIZ5EIR
LTEDM G #27V v 2L, [/—FDrFAEY 75T % (Disable Node Clustering) | % 3241
LET,

AFYvT2 )—ROUFAZY) T HREHNIT DL LR LET,
J— KX, [T/3 A (Devices) |>[7 /A A& (Device Management) ] U A s DARTORRIZ [ (HEH
(Disabled) ) ] &EFRrEINFET,

ATV T3 753AXY T EBRENCT AT, 7 TAZ~OESMN 382—) 2L TLIEFEN,

DS REZ~DEBESM

(2T, AV F—T oA ATHEENEELZTZOIZ) /— KB 7 A2 bHIERESNZSE, SRE3TFEIT I
2N T BN LSRR, 7 7 AZICTFETHSMTOLERH Y £9, &7z&~@ﬁﬁM%ﬁﬁ¢6m . BE
%ﬁ%%énfwélkéﬁﬁbifg/w%%772&ﬁBM%Tgéﬁm@ﬁﬁ_waﬁ\F7725A®ﬁ%
mn (33 —) | R LTIEIN,

FIE

ATy TN HEADICTH 2=y MK LT, [T/34 A (Devices) ]>[7 /31 A&H (Device Management) ] DJIE|Z
BIRLTEDM ¢ 22V o7 L, [/—FKDOZF2AZ) 7 %G9ZT % (Enable Node Clustering) ] %
B®RLE9, >

RTYFT2 /) =RV TRAZY TN TH LR LET,

771’)_‘/_ I‘O),“I:l

T T AE ) — ROBEIZRIR LTZHAEIE. 7731 A5 Management Center (ZXf L TCTY T AKX AL N\— v T EBET
X ¥, 7= & %L, Management Center NFFED 7 BEATHEINTWAHD, Iy NU—JICRENRH HE. 7 —
H )= FOBEICKIT HZ L3 £,
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FIE

ATy F1 75 A% D [Devices| > [Device Management] > 201t (1) Z3&H L, %KIT [Cluster Live Status] Z %R L T
[Cluster Status] % 4 7 2 7R > 7 A% ET,

ATV T2 [T_XTEMBEA (Reconcile All) 127V v LET,

16:$XTERE
Cluster Status (7]

Overall Status: = Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G | @ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Syne. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

7T AL AT —=ZADFEMIONWTIL, 7 T7AZOE=Z) 7 (40—) ZZRLTITZEN,

Management Center ) 5DV 5 X 2 £1=1&/ — FDHIR

Management Center 725 7 7 A Z ZHIfRC& 9, ZHICLD, 7T RAZITZOEEMFFSNEST, 7T AZEZH LN
Management Center ([ZiBINT 2 5G1E, 7 7 A ZHIFRL THEVER A,

I TABMNG ) — RERINTH 2 L 7e < ManagementCenter 705 / — REHIFRT 5 Z &6 T $£9, /— RiXManagement
Center (CERSINTWERAN, L7 TAZDO—HTHY, 5l&E b T 74 v 7 ZPELTHIE , — FIZn 2L d
AHETCY, BIEENMEL TV 5l — FZHIFRT 5 Z &1L T& £+ A, ManagementCenter 2> H EZERNA[BEIC /R o7 /) —
RIFHIBR L CHEDENWERAN, 7 T7RAZO—HE L THELTE I ELAHETT,

FIE

ATY 1 [T/31 A (Devices) 1>[7 /3 AEH (Device Management) | DJEIZEINL, 7 T A X0/ — KO ZDis
() %27V vZ7 LT[HIER (Delete) ] 23R L £,
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ARTYT2 VRN —=REHIBRT DL RDLNTZE 1T (Yes) 127U v 7 LET,

AT w73 #H L\ Management Center |27 7 A X 21BN 5121%, [T 734 A (Devices) 1> [7 /31 A& HL (Device
Management) | DNEIZEIN L, [T /351 ADEN (Add Device) | %27V v 27 LET,

TIGABRAIN=D 1 DT NNA AL LTEBMTAHETT, BODI T AX ) — KiHENET,
IR L7z — REHEBNT S HECHOWTIE, 79 2% ) —FoRE 38—=) | 28 LTL
720N,

DIREADEZR)Y
7 2 A%, Management Center & Threat Defense ® CLI TE=# —TX ¥,

[T ABZ AT —H A (Cluster Status) | ¥ A 7 2 7Ry 7 ANZiE, [T/34 A (Devices) 1> [7 731 AEPE (Device
Management) |>Z®DH G) 714 a3 b, F72E[F 8 & (Devices) 1>[F /3 A48 (Device Management) ]
>[27 Z A% (Cluster) |~— >[2M% (General) |fEIK >[2V 7 AX DT A 7 AT —H4 A (Cluster Live Status) ] Y

VIIMMBT I RATEET, > > >

17: 9 S RZDRAT—R R
Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

HlfH ) — RiZiZ, £0Ou— V2Rt 7T T7 49740 Tr—203H0 £7,
U TAL R N= AT —=H AL, RORENEGENET,
o [ (InSync) : / — K Management Center (Z 8 &k S 41TV ET,
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o BEROREYF  (Pending Registration) : / — N2 7 A X O—{H T3 A3, %72 Management Center |2 8§k S 41T
WEHA, /= ROBEIZKI L5 AE, [T TEREG (Reconcile All) 127 VU w7 L CHEREFHRAITT
TET,

« 7T ALK 7S (Clustering is disabled) : / — FiX Management Center [ZEEk SV TWET R, 7 T A
BDIET T 4 TIRAN=TY, 7 I7AZ Y THEET. B THAIMET D TEN S L5EITEEETITHE
Fcxfd, £/2. /—F27 722068452 & b ARETT,

o 7 7 AZIZEMH... (Joining cluster...) : / — KW ¥ — BT/ ZAZIZEMLTHWETR, SIIET L
TWEH A, BN IZ Management Center (25 Fk SV E T,

J— RZ &I M2 (Summary) | & [JEEE (History) | #E R TEET,
X 18: / — O EE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

19:/ — K0 [EFE (History) ]

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

« URTL (3 >[Tasks] ~—3,
[# A7 (Tasks) | X—UI2lE, / — RBBEREINDTZNTY T A X BEES AT ORFHERNFE RSN ET,
o [T /314 A (Devices) ]>[7 /34 AEH (Device Management) ]> cluster name, >

FNRAAD—ERTLA—I T FTAZEREETHE, IPT RLZADRICFDOT — LNE RSN TWAHEIE ) — F
BEte, TRTOAN—) —REFRRTEET, BP0/ —RL, n—RHOT7 A a v RRRSNET,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory | resource usage |
service-policy | traffic | xlate count}
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7T AR EROENT —F ETLFOMDTEREF AT HI21E, showcluster =~ REFHLET,

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] | health | incompatible-config
| loadbalance | old-members | packet-distribution | trace [options] | transport { asp | cp}]

U5 ARIEREFRT HITIL, showcluster info =~ R&2FEH L ET,

HSRA AR ET=ZA—H w1 R—

Cluster Health Monitor

Threat Defense 237 7 A% Ol / — KT 5854, Management Center (37 /34 A A RU w7 F—X alL 7 2MhbH &
FESERA MY v 2EMICNELES, 7 FAFDONNRE=F—F, ROAR—FR P THRSULTHET,

MES 2R =N 7T A MR Y 7 TRALE BLOA Y v Fr— MCHETLEREFRRLET,

s MARE TR Vg, VITARIDTA T AT —H A EHx DBEHEORE, BEEE ) — Kox A7
(I — RETIZT =/ —R) | BIOT A ADREDRERRSNET, 71\410)%% NEi35)
(Disabled) ] (T34 A7 T2 Z ZHiNT-L &) | [WIHENIREETEN (Added out of box) ] (/\7 Voo 75

7 K7 5 A% G Management Center (ZJ& L CWRVEN / — ) | F720 FE% (Normal) | (/ — ROIED
RIKIE) DVFRATT,

« T AXDMRE 7 v a ik, CPUMRER, AT VMK, AL —F, WAL —b, 7277 1 772850
. BLXONAT ZHEICET AV TAXDOBEDA N v I RFREINET,

\}

GE) CPULAFEUDARNY wZiT. —FFL—> L Snort O HEDOE A DR LET,

APV Fr—F, DFV, CPUMMAR AT VEHR A=y b, BIOEREIE, FHE S
MICEBIT D7 722 DREZREFTRLET,

AN A v aR— R 122000 4V xy NTITTAX ) — REROAR G EFERLET,
AT 4 V= NI, 7T AFX ) — REEROEREREFHICE T 2 8Ty FB IO MBAFRRINE
T, ZOT—HXiL, /—FRICEoTHEMBREDLITHBHBINTWENEZRLET, 20Uy & HH
T5 &, AMOEBOREZHHEICKHTEL TEETE ET,

—REH T V= MZIE, S =RV A N v I NERRERXTERENET, 7T RAF ) — R2EKD
@Uﬁﬁﬁ\%%)ﬁﬁé\ﬂﬁV%F\MﬁV%F\77T47ﬁEﬁ@\kiUMWW@@ B35 A
KN w75 —ERnEKRENET, ZOT—T )NV E2—TiL, T—FZEEMT T, AF—BL2BHEICEEETE £
‘a—O

CAUNR—= NI = A XV aR—R: VTAX ) —FROBEDA N w7 2R LET, BLIZXEERHL
T/ —FRET74NHV T L, BE/—FOFEMERIRTEET, AN v 75—, CPUERE, AEV
AR, AJ1L— b, AL — b, 777 40 78, BIONAT BHENEENET,

cCCLE v v alR—K: 7 AXDEIEY v r5—4%, DOFVANL— L — 27T 7B TERRLET,
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c NTTNVa—T 4TV T HBEIEREIND N T TN a—T 4 T D Ny T EFIE~OFER Y
7Rt LE T,

o R « SESERITAF AN v By alR— NPV 4V y MIERINDHEREFIRT 2720 DM
H T RE R IRp R,

CHAZLE a2l — R JFAZEEDA N v 7 &)= RO A M)y 7 OWGICET 27 —F2FKRL
F9, 2L, /= FOBRITEEDEA Y v 7 IZoB@EM S, /— RPETL7 722 2R3l s E
RV

DI3ARZANILADRT

ZOFIEEEITT AT, BRE2—F— AT L RAa—V— FHEdexFa2VT4 TFIVRAR 2—F—ThdD
VEERH Y £,

JTGARNVAE=R =T, JTABZLEZD ) — FO~NVART — X ZADFFMRE a— %t LET, 207 T AZA~
WVAF=H—E, —HOF v aR— RTTTAZDNVARAT —Z A LA ZREE L E7,
1R BRI

* Management Center O 1 DLL EDT A ANE 7 T AX ZIER L TWD N EHER L 9,

FIE

ATy Tl YRTL () >[EEME (Health) |>[E=%4 (Monitor) ] &R L £,

[E=% VU7 (Monitoring) |7/ —Ya v RUEEHLT, /— REAONNVAE=H—ITT 7
TALET,

ATFY T2 FAALZAYANTIERM (Expand) ] (#) & [#07272% (Collapse) 1 (V) %27V v s LT, &%t
BDYTTFGARTNAADY A NEREFEIIIY 2l FET,

ATV T3 IR DNVAKEFEZFRT DI, V7 AEZLEZ 7V 7 LET, TI74/NVETIE, VT AZET=H —
1. WS OMDOFFIERZINZL v adR— RCTEFHEBIONR 73—~ ADX ) v 7 #ELEI,
ARV w7 By aR—RIZIROLOPEENET,

s BEZ (Overview) |: fUOFRTERSNIZY v v aR— FNLDOEBERLA MY v 7 #FKRLET, /—
R, CPU, ATV, AJjb—h, Hb— b, SEEGHAHTH, NAT Gl EnEEn sy,

o [Efii53HL (Load Distribution) |: 7 7 A% /— KD N7 7 4 v 7 &3 v D43k,

o [A 2 /N—=/RT f—< A (MemberPerformance) ]: CPUEHHE, AEVMHE AHAL—T7> K,
HAAN—=T"y b 727 T 4 778t L ONAT BHICEIT 5/ — F LU OREEHEH,

*[CCLI: A v H—T 2 A ADAT—HZABLOEKN N T 7 1 v 7 OFiHER.
FNEITV I FTHE, SESERA N I Xy vaR—RIBHTEES, PAR—FshTnb”

FAEZA N v 7 OAFEHR Y X M2\ TIL,  [Cisco Secure Firewall Threat Defense Health Metrics] % %
LT EEN,
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ATvT4

ATy TH

ATvT6

ATvIT1

ATvT8

ELEMEO Fe vy X2y c, REgEZzRECEET, KETIREME (T7410 8 b, RETIE2
HFRIET DO Z M TE £, Fay 27006 [Custom] Z IR LT, AKX LOBABHE & TH
ERELET,

T A arE s )y LT, BEVEHZ2 5 0 ET D0, HEES 24 71280 2 E7,

BN L 72BEM&EHIC W T, FL U R T 7ORBRBEA—NN—L A DORBET A2 %27 V) v 7 LET,

JBRT A =0, IR U RSN O REEZ R LEd, BE ORI, BEOBIARZ & TR 2R
LET, BRORBHDEE, BEROBEITMAFRINET, BHOFEMEZFRT 21213, mio L5
Wb T7Aarw2r )y LET,

(/= REE D~ AE=H—DHE) <= BT A AL OFNCH ST F— FEHT, /— KO
EHMET 7 — P ERR L ET,

EFW®T 77— NMIRA v 2 aGbED e, /= ROEFEROMEREREINET, Ry 7Ty 7 v 0K
T2, B ODEEET 7 — FOBEO BTN SNET, Ry 77 v T er )y s3T5 L, EWNKE
77— MEEOFHME 2 —2 & £,

() — FREEDO~NAE=X—DRA) T7 4N FTlE, TAAL RAE=X—T, W ONDOHEFIEFRIN
E Y aR— R CEFERBIORN T3+ —~ 0 ZADA N v 7 Z2ELET, AN v 78y aR—FR
WIS OREEFNFE T,

«Overview : CPU, A EV | A ¥ —T7 =4 R HHHaHERRE MOEFREHY v ah— Rnb
DEFERA RN v I HRRLET, TAAZHEHRELEER e EAERLEENET,

« CPU : CPU fEFIZR, 7'mtABIBLOWEL2 7 HID CPU R4 5 A E T,
* Memory : 7 /3N ADAE VMR, 7 —X 7L —2 L Snort D AEVEHFEEEHET,
o Interfaces : f V' H—T =2 A ADAT—HABLIOEK T 7 4 v 7 HFHER.

« Connections : ¥Efiiist (L 7y b7u—, T T 4 78w, ©— 782 YY) BLOINAT
B 7 b,

« [Snort] : Snort 7' & AT BET B HEEHE R,
*[ASPRF 7 (ASPdrops) ]: SEXFERIA TR v 7 Iz » MIBET 5 HEEHEH.
TNET )y ThHE SESERA NI I Xy aRh— RIBHTEET, PAR—hSTWDHT

NAZAA MY v 7 O@FERY72 ) A MO\ TiX, [ Cisco Secure Firewall Threat Defense Health Metrics] % 2
BLTLEEN,

NVAE=L—DH EMICH L 7T A5 5 ([(F]) 227 V27 LT, fEHARERA N v 7 T —T b
HOEHYE Yy FE#RL, WAZ LT v aR—ReERLET,

JIGARBERDE v a R — ROGEIE, VITAXDA N v I TA—TE2FRL T, AN v I %
IR L9,


https://cisco.com/go/threat-defense-health-metrics

DISRAZARNY VY
I TABEDNVAE=H =L, 7 TAZLZD ) — RICE#ET L ERE . Ao, N7 +—~ 2 A, BLOICCL

N7 T4 w7 OFENT— 2 OEFIRERABEF L £,

RGVSARBAN) VY

Metric B £

CPU 752K ) — R EDCPUA NV v 7 DY (57 —4% 7 L — | percentage
v & osnort IZOWTENENER)

AEY AL ) =R EDAEY AN v 7 DNy (57 —% 7 |percentage
L—2 & snort [IZOWTENRENETR)

T —=H AN~ k I FARDERBLORET —% N7 74 v 7 Offiat, | bytes

CCL A/L—7" k 7 T AZDERBRLOHIE CCL M7 7 1 v 7 Offitit, bytes

5t (Connections) I TAENDT 7T 4 T IR, number

NAT Translations 7 T AL D NAT 45, number

Distribution 1B Z D7 7 A2 NOEER A number

AV TTAEZND 1 F T Dy MM O, number

HDSRIDTFTYTFTL—FK

Threat Defense Virtual 7 7 A X %7 v 77 L— R9 521X, ROFIEEZEITLET,

FIE

ATFYT1 B—HF Y h A A= NR_R= g% 7T RA A=A L —VC
ATFYvT2 FHENTEA—F o F A A= NRN=V g TITAEDITIRA VAL AT T L — e BEHLE

j—o

a) =7 v bk AR
b) HLLIERLET TV — 20 TARL A VAL R T —

— 0 R—

W7y Far—FRLET,

FUEERL AV AZ AT L— b a ™ —a B L £,
TZTHE v FLET,

ATVTI =T "N A A= "= a3 >D7T v 77 L— Ry r—% Management Center |27 7 12— K
ATV T8 ToT T VL—RT257TAXCHEGIRNT = v 7 2F4T L E7,
RT9TE WERLT = 7 BRI LT, Ty T T — KRy =YD A VA M=V ERELE7,
AT 76 Management Center |X, 7 7 A¥ /) — R&—FEIlZ1>FT 27 v 77 L—KLET,
ATV T VFAZDT v 77— RPEIT % &, Management Center [ZIHFIN R SV E T,
Ty T T U= REDA L AS L ADY Y T AEEE UUID ICE B 3 ) £ 4 A,




55251 LT DBERN

TR Va IR, 7T AREY U OERICET DS RS S ENET,

Threat Defense M#EEEE I S X2 ) 5

Threat Defense O — & DEREIL Y T A X ) 7 TliEFR— &N, —§idHlE=y N5 CHFR—rShET, *
D OBEEEIZ SV TR 72 BT 2ZE R H 5580350 £,

HiR— S TGN EEEE Y S RE2 Y VYT
WOBKEREIL, 7 T AZ Y VI RERR L EIIRETET, a~r FIHESESNET,

S

GE)  7I7AX VT THHHR— K EZN TV FlexConfig #§HE (WCCP A v A7 v a v ie b)) #FRT 5103,
ASA D— IR BMED 2 7 4 X a b —a A REeS L T 7Z 3V, FlexConfig TiX, Management Center
GUIIZIZ22n£ < D ASA HREA R ETE £ 7,

« UE—F 727 EAVPN (SSL VPN 5 & T IPsec VPN)

*DHCP 7 A4 7> b, == BLO7a*x, DHCP V L—THF—FENTVET,
AR RN FNA U H—T A4 A (VTD)

o ]

CHEN—T 4T BILOTY vy

» Management Center UCAPL/CC E— R

DIRR) T DR REPRIKEE
WROMEREIL, il — FEETTIR—-—bSNET, 77 AFDOEELA =T 7 EnEtA,

)

GE)  PTREPRBERED T 7 4 v 7R, 7T AZHIEY 7 BATA L= — RipbHilHl ) — NIZisE S ET,
BOBEERR AT 25613, TREPREEGED N7 7 ¢ v 7 R filggRe & U TS N D RIS N
T T, #lHl ) — FLS D ) — FIZIEREND 2 L3d D £3, ZOHRAIE. M7 74 v 785 — Rl
DiRSHET,

R PRI REIC SV T, il — R THEENRAET 2 & TN TOHRN Fo vy 7SR5 DT, B LOHE
J— F ECTHi 2 BT DM H D £,
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\)

GE) 7722V 07 TH—u b I TV FlexConfighiE (RADIUS A AT v g 72 &) 2RKATHITIE, ASA
O—MH BB EO a7 4 X2 b—2a A RESR LT 7Z SV, FlexConfig Tld, Management Center GUI
IZIE720 %< D ASABEREA R ETE £7°,

CWKDOT TV lr—vay A VAR g
* DCERPC
*« ESMTP
* NetBIOS
* PPTP
* RSH
« SQLNET
* SUNRPC
* TFTP
* XDMCP

CAXT A4y V—hKE=HI T

Cisco TrustSec &7 S X&)

HfH ) — RN X2 VT 0 7 v—T7% 7 (SGT) 1HE#REFE LT, 0%k, #l# ./ — o7 —% /7 — RIZSGT
NEINDITZD, T—% /=R, X207 4R —IZESINTSGT OD—FH 2 ¥t £,
BHREEISREY VY

RfRIT, 7 7 A2 2RICEHSNET, K/ —FiiE, 78— FXv A MR v —=VICEI 7 TRZBEROD Y
EDHETEMENR DV £, 7 T A BIERTERHIRZRE L Th, ZREZBE LT, BEICHIRETEI S R0y
BRHY ET, 5/ — NTE EEORRTOY 7 AZBEOH Y > Z AN KA E 721308/ Nl & 2 rTREVED &
DWEF, IEL, v—=RT v r7an/cs 7 A2 TR, BHORELE &b ICHFRPEFRINET,

BAFIVIN—TAVITEIVISRE) VYT
WRlA v B —T 2 A AF—RTIEZ, &/ — KB AZ L RT7u ) —2 e L —F 47 7a ha e FETLET,
= FDOFEEF, & — FBAEINATOE T,
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R20: @R A B —T AR E—RTDEAFIVI IL—F425

Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers

EFEORTIE, V=% AlIN—F B~DEIANSANARDLDZEEFELET, XA FENENL DD/ — F&#E
WLET, ECMPEFHL T, 4XZATHhI 74 v 7 Da— KNG UL U T HTWET, &/ — Nid, AL —& &
WETDHEEIL, TNENELDNL—F D ZERLET,

BEEIL, K — RICERALV—ZIDBRHRTEIND LT, V—ZIDDI TAZF—LERTETHLERLY 4,

FIPEOSRAY VYT

*FTPD Fry il ar hu—)b Fx XD 7a—RENTNHNDOT TAK A N—|ZX>THA SN TWAHEE
. DF ¥ RXNOA—F—IZTEMINCT A RV EAA LT N T v 7 T— R eary ha—/L Fy 1O —F—I|Z
EEL. TA RV EAL LT MEZEHFLES, 7272L, arvito—L 7a—0F—F—nN)o—REnT, =
Yhar— T a—=NHRAT 4 7 INTGEEE. BT e —RERITER SRRV T, Liedo T, v
fa— 7a—O7 A RV EALLT T MNIBRHFINETA,

NAT O SRRV
NAT OFEHIZOWTIE, IROFIRFEAZ S L TSI,

NAT 1%, 7 T AZ DK AN—T NMIHBEE G252 03BV ET, AT FBIOT 7 "R T U RO
NAT N7y ", ENEFNT 7 A ZNOP® Threat Defense ICIEEENDHZ ERXHVFET, a— KT 207 T
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Y RNEIP 7 RLALER— MURIEL TWETHR, NAT WMEH SN L X, A v "YU RET T AT RE
T, Ny FOIPT RLUARAR— MR 2005 CF, NAT 4 —7F—Tlid72\ > Threat Defense (22155 L7237 » M,
I TALGNY 7 N L TA—F—lImEIND 2D, FTAZGIY I RKRED T T 4 v I BRELET,
NAT A —F—d, EX =2V 74 BILOFR) v—F = v 7 OFRERIIS U Ty NG ZERTERWATEER H D
720, ZEM — X, A—F—~DiE 7 a0 —Z2{ER LRI SICHER L TLEEN,

FNTHI TAZY VI TNAT ZEHAT 25613, ROTA RTA40E2BELTLEIN,

e FUF T ARP AL  HRBIA L X —T 2 ADEAIE. ~ v LT T RLRIZOWNT T 2% ARP A DGEE S
NHZ &Y EFA, ZHUT. 7 TAZITHELRLS RO TZAIREMED B D ASA L L — 2 L3 e 7 BAtR A HE
FT52L20i<hEHTT, TvTANI—ANV—FF, AV VTAZIPT RLAEZRBT~vyE L7 7T RN
ZWZOWTIEASE T 4 v 7 —FEZIEPBR £ AT V27 b T oF o 72 lATHMLENDH Y £7°,

e AR—F T uy ZEINYTIZL D PAT : ZOMEEEIZHOWTIZ. ROBTA RIA L EBRB LT &N,

e IR A NHTZY OFRKHIRIL, 7T AFZEEOHIRTIZRL, /= RILIEMIGEHSNET, LEEn-T,
KA RHTEY OBRKEIEN LICRESNTWNSEI ) —RITAXTHE, RANPLDRN T 7 47 N3DOD
J—FRET R = RRT U T ENTWAEE, 35070y %% ) —RIZ1H>THOE Y YBTHZ LN
TEET,

NI T T T =Ny 7T o7 ) — RTERENTZAR—F 7T vy 7%, RA M= OFCKHIBR O H
RRZIZBE S ILER A,

« PAT 7 — AR FERITH LW IP 7 R L ADOHiFH TEE S 415 On-the-fly PAT /L—/LDZEE TiX, HrL\7—/b
DA > TV THEWELEEEFRD xlate /N 7 T » TERIZKTT D xlate /N 7 T v 7T OVER R L F
T, ZOEEEIFR—FOTr v 7E0 Y THEEBICEAR O TIE RS, AR EINENT T4 v I BT T
AL ) —RETR—RRZ T END T T AZBRTORA B E K72 PAT 7 — /L ORE T,

c VT AXTHIEL CWAEGA., Vv 7EN Y CH A XeERTHZLEFTEERA, LY A X, 77
ABNDOET A A% B— R LIERIZOBFEINRD T, £T 1 A0V o — KOQMEMEZRHRET 57280
I, TR_RTOT ey 7ED S TOL—LEHIRL, TNOONL— VICEET AT X TOxlate 27 V7352 &
EREIDLET, D%, Tuy I P AXEETL, Try 7ED B TL— L EHERTE ET,

« ¥4 F X v 7 PAT O NAT 7=/ 7 RU R : PAT 7=V aRET DL, 7 TAZET—=LHNDEFIP T FLX
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