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51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkkxxx

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

FXOS CLI T, FEITHDO =V a v 2R R LET,
scope ssa

show app-instance

i -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkkk

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...1]

firepower#

2> —)LAR— T FXOS (28t L 7255413, Threat Defense CLI IZHEGE L 97,
connect ftd

Example:

firepower# connect ftd
>

ThreatDefense ()T /A 95 ¢, = Ra—WF—F 14 28K (EULA) IZRIE L.
SSH# 2 L TWAEEIX, BHERRTU—REERTLH LIk bNET, TDk,
CLIty b7 v A7 VT EREREINET,

Note REZRI7 VT (Tl xlE, A A=TVEZHERTLHZ&ICXKD) LgnmnED | CLI
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X, #%2>5 CLI T configurenetwork =~ > K& L CA®E T& £9, Cisco
Secure Firewall Threat Defense 2~ > KU 7 7 LU A &SR L T 2S00,

T 7 AV MEFETZIFLAENI AT LT2ER T v aNICERENET, BEICAN LIzEx 0 F
AT 28 E 1. Enter L 4,

ROTA RTA L HZRLUTIZSN,

o [IPv4% & E LETH? (Do you want to configure IPv4?) ], [IPv6%i%E L £ 9 22? (Do you
want to configure IPv6?) |: TNHDX A T DT RLADDRL LB 120y EZ AN LE
j_o
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N7y TCEDIPT RLVAZERTLH &, BEEBlrsnnEd, HrLWIP 7 KL R LN
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[TFAT T —LE— RERELFETH (Configure firewallmode?) | : FIMRE T 7 A

T —ILE— RERETHZEABAO LET, VHRERIC T 7 AT U —/LE—R
EEFETAHE, FfTar 74 X2 b—a URNHEEIRET,

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xxkkk*

Confirm new password: **x*kxkix

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-1l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery

Management Center T Threat Defense O & .



Management Center T 0 Threat Defense DB |

. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z O Threat Defense % ‘& #i9~% Management Center ZFFE L 97,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [ELf 7 R L A{5E TX 72WEAE1T,
DONTRESOLVE Z{#H L £9, £/, natid bfEE L x93, WIFHD SSL i 2(LiEE
F ¥ XNE2EDT A AMITHENLT HI2IE, D7 TH 1R EDT /34 2 (Management
Center £ 721% Threat Defense ) [ZEZEFFE/RIP 7 RLARMKETY, ZDa<w L KT
DONTRESOLVE ##5E ¥ 51213, BERRE/RIP T N L A £ 721378 A [ 4475 Threat Defense
BT,

» reg_key : Threat Defense % %#k3 % & % |Z Management Center CHIFET HIEED Y 4
A LG —ZEELET, B8R 1337 LFUTICTH2RERH Y £3, AR CF
i3, T (A~Z, a~z, 0~9)  BLOANA T2 () R £T,

enat id : — ORI TELGEAFE/R IP 7 R L A E7213HR A MABRE ST RWEEIT,
Threat Defense % %¢#k 3" % & & (Z Management Center |Z bR T T HDEED —ED T X A L
XFHNERELET, ZOXTHE, Management Center Z DONTRESOLVE [Z3%E L 7=
BAICKLE T, NATID (37 LFLUTFICT 2 HENH Y 3, AR CFITIE, ST
(A~Z, a~z, 0~9) . BXUOA 7> () Z2ERHY EF, ZDIDIX, Management
Center [ZBEXT HMDOT A RZIFEHTE £ A,

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 73 NAT 7 /34 ADHEZIZH HTETL, IROBUIRT L HIZ, —FE D NAT
ID & & HIEEF—2 AL, FA MO Y I DONTRESOLVE % #57E L £,

Example:

. Management Center T Threat Defense 0 &
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Management Center~D 05’ 1 > .

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 23 NAT 7 /31 ADEHZIZH H5H 1. ROFINITRT L OIZ, —EDNATID &
& 12 Management Center [P 7 KL A F 72 1IHR A M E AT LET,

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
Management Center (Z 7 7 A 7 U 4 —/LZ 85k L £ 77,

Management Center~D 0% A >

Management Center % {# f] L T, Threat Defense % i &3 L O L £,

1R BRI
PHR—EINTWDT T UFOFEMICONTIE, T2 N—Ya>o) ) —x/—F
(https://www.cisco.com/go/firepower-notes) & &M L T 72 &0,

FIE

ATV FAR—PFENTVWELT T UFEFEHLT, IROURLEASLET,
https://fmc_ip_address

ATFYT2 2—HF—LZ L X2RTU—REAHLET,
ATF9 T3 [mr A4y (Loghn) 127V v7 LET,

Management Center D 5 1 & > X DE&E

T RXTDT A XX, Management Center |Z & > T &EUZxHT D58 12t s Ez 3, kD
TA B AZMATE ET,

» Essentials (78) Essentials 7 1 & A,
cIPS: EF 2V T 4 AT UV A LRI IPS

s TILD T TR . <~ v = T A

Management Center T Threat Defense O & .


https://www.cisco.com/go/firepower-notes

Management Center T 0 Threat Defense DB |
. Management Center ® 5 1 2 > X DEF

eURL : URL 7 4 V&2 U T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« X+ U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOBBEIZOWTIEEE L <IL. cisco.com/go/licensingguide # S L T 7281,

4R8O SRS
+ Smart Software Manager |2~V A X —T H 7 b &L ET,

EETAT RNEBRLTRNERIE. Vo2& )y 7 LTH LW AUy FERIEL
TL &V, Smart Software Manager Cl&, MO~ A ¥ — T o v M EERTEET,

s a2 T IAT AT T T EEHLTEMEEIND) WEEEMEHT 121X, A
Aw—h VT 2T TARY T T UL N THRAZRE S (3DES/AES) 71 &
VABREHTEDMNENDY FT,

FIE

ATY Tl BENORY—F TV T ThHT U M, BERITA VU AREGEENLTWD Z L &
RLTLEEN,

FA B AT VA IETIBGERIEN ST AN, AZWA LTS, Ax— Y7 by =T
TARL T TAT MY 7 SRTWES, 2L, BETIA v 22BN 5535
D& 5556 1%, Cisco Commerce Workspace T [t & Y U 22— 9 O (Find Products and
Solutions) MR ~7 4 —/V REHEHLET, KOT A& APID B LET,

R7:54 2 RABE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID 2N RO b2 WAL, BSUZFEH CTPID BN TE 17,

* Essentials 7 1 &2 & :
e L-FPR4215-BSE=
* L-FPR4225-BSE=
* L-FPR4245-BSE=

«IPS. vV =T HE, BXOURL 74 o AOMAEHE

. Management Center T Threat Defense 0 &
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| Management Center O Threat Defense O &
Management Center ~ Threat Defense 0 % £ .

* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
* L-FPR4245T-TMC=
EFEDPID OWFNZFEUTIEMNT D & IROWVTHD PID (KT 5 HlEl~— A D
YTA7 YT a v EBRTEET,
* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

XY VT TR
* L-FPR4200-FTD-CAR=

« Cisco Secure Client : [Cisco Secure Client ZE{EH A K] 2R L T 7E &V,

AT T2 FERELTWARWEAIL, A~— bk 74 L7 % —,3—(Z Management Center % 535 L
£

BEkA1T 9121, Smart Software Manager THEk b — 72 VA BT HLENH Y £9, FHMI7R
FNEIZ DV TIX, Cisco Secure Firewall Management Center 7 KX =A hL—Y3 > A N&%&
LT 7ZEN,

Management Center ~0) Threat Defense % &k

TNAADIP T RLANKRA &M LT, F#) T Threat Defense % Management Center |Z
Bk LET,

1R BHHIIZ
* Threat Defense D EPIDFRE TR E LI IRDOTER A UNE L £9,
e Threat Defense DEBIP 7 L A FE - 1IHR A M. BILUNATID

Management Center T Threat Defense O & .
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Management Center T (D Threat Defense 0 & |
. Management Center ~ @ Threat Defense M & %

+ Management Center (% §% 3 —

FIE

AT w71 Management Center T, [7 /34 A (Devices) ]>[7 /31 A& EL (Device Management) ] DJEIC
BER L £,

ATv T2 B (Add) 1 Fay 7 H oy URARNML, [T ZADEN (Add Device) | Z#IR L £,
EHRX—FANT 74 BRI TOET,
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8:BHBF—EEALILT/NM ADEM

Add Device &

Select the Provisioning Method:
®) Registration Key ) Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

WDINT A =2 BB ELET,

o[/ A b (Host) ]:iBNN9 % ThreatDefense ®IP 7 R L AR A M A2 AJJLE T, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L 7=

B, ZOT7 4=V REZEOFFIZLTEBL ZERTEET,

Management Center T () Threat Defense O & .
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. Management Center ~ O Threat Defense 0 & £k

GE) HA BRBZCliL. 7 /5 ® Management Center 78 NAT DERICHLGE. 7T~
U Management Center D745 A bk IP & 72344 A7 L C Threat Defense % %% T X
%9, 7272 L. Threat Defense % &% > % U Management Center (28 §% 95 (2
%, Threat Defense D IP 7 KL AMNMKRA M ERETHILERHY £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
AATEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JHAAR U > —&@IR L £,
FHTEZLERDHD Z NN TNDEHRAZ A RFEHLDRY —NTTIZh H5EE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
HZENTEET, THRENOIE~D T 7 4 v 7 OFF] 34X—2) | #BHRLT
TEEW,

9: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
NA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V o tX=2T7 7747 N VE—FT7EAVPND T
A B AZEHATEET,

. Management Center T Threat Defense 0 &
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gxmntray 74y o—nEE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,

BERMRIN T 5L, T AN A2 MaBmanEzd, RIRLEGSIZ, =9 —A v®—UMN
FREZHNFE T, Threat Defense 23 BGRIZKW L7-5HE1L. ROEHEZHER LT 7Z IV,

* ping : Threat Defense CLIIZ T 7 A L, kD a~ > R&fH L T Management Center IP 7
KU A~ ping ZF4T L ET,

ping system ip_address

ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
9", Threat Defense ZHEIP 7 K L A2 H 95 121%, configurenetwork {ipv4|ipv6} manual
av s REHLET,

ek —. NATID, 3 J O Management Center IP 7 K LA : [l 5 DT /A A TR Uk

F—ZHHL TS EE2MRL, AL TWDEAIENATID Z#HEHLTWDH Z & &5k
B L EJ, configuremanager add =~ > K% {#H L T, Management Center THERF— &
NATID #f%ETHZ LN TEET,

NI TNY a—T 4 7 DFFRIZ- DWW TIE, https://cisco.com/go/fime-reg-error Z 2 L T 72 &
AN

EXMGEXa) T4R)O—DERE

T ROREEMA L THEANREX 2V T AR —E2RET D HIECHOWTHEA L
\i—g—o

A v H—T 2 A ALIBA L H—T 2 A A NEA A —T 2 A AZAZT v 7 IP
T RLVAZBEID YT, AEA v H—7 = A AT DHCP 2 L7,

*DHCPH—/"—: 7 A7 FOREBA »F —7 = A ZATDHCP Y —"—ZfEH L £,
T T HNIN— R A =T 2 A AN LTT TV b— P EBINLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £7,

TR hr—v NI ~D ST T v 7 ZFFAILET,

EARB X2 )T 4 RY —2RET DT, ROF AT ZFTLET,

Management Center T Threat Defense O & .
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(| A F =7 = ZDFE 223=)

() |DHCP #—_—0DFE (27 ~—¥) ,

(3) |77 AN = bhOEM (29 ~—)

(4) |[NAT OFE (31 ~—=)

(B) | HEBMIBAEA~D £ 57 1 v s OB (34~—D)

(o) |REDREE (35~<—) .

A3 =4 ADHEE

ATy T

ATvT2

Threat Defense > % —7 = A4 A% HHZL, ZnbrEFXa VT 4y —ZE0 Y TTIPYT
RLAZRELET, 7= 77 MAR—MERELET, BFIE, VAT LATEKROH D b
T4 v EmBEEDL LI, D L2000, A —T oA AEBRETIHILENDH Y F
T, BEIEL, Ty T AN == FEEA U F—Fy M LT A v —T = A R
L. MOy FU—7D1OUEONEA v X —T =2 ABEHLET, ZNEDA X —
T2 A AD—HE, WebW— =72 EDNRT Y v I T IR ANARERT By FERET D T
ity (DMZ) ER55Ea060 £7°,

— PRIy D —TF 4 T OARTUE, NEA A —T 2 A A TRAET 4w I T R AR ESR
9% L[EIFIZ, ISP 225 DHCP 2 L THMATA > X —T7 = A AT RLAZRIGTHZ & T,

WOFITIE, DHCPIC LA ARAET 4 v 7T KL R )L—FT v RE— KOS v X —T = A
EPHALT, VT v RE—FOHNFA v F—T = AEHRELET,

FIE

[T /34 A (Devices) 1>[7 /3 A& H (Device Management) |DNEIGERIRL, 77 AT V4 —
ND &2y LET,

[ % —7=xAA (Interfaces) | &7 U v 7 LET,
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10:[4 >R —7 A4 X (Interfaces) ]

Device  Routing

Interface
@ Management0/0

GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Interfaces
—

Inline Sets DHCP

Logical Name

management

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

AB—T 1A ADHKTE .

Q_ Search by name [ Sync Device | [ Add Interfaces v
MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router

Disabled Global Q<
Disabled e
Disabled 4
Disabled /’/
Disabled rd
Disabled rd
Disabled ra
Disabled ra
Disabled s

ATFYT3 4G ULDA L F—T oA AMDST L —I T 7 FR— FEERT AT, A v E2—T A A
DO[TL—% Break) |74 arvx=r7 Vv 7 LET,

RETTINA LV E—T oA AT TIEA L TWALEAIE. T L—2 77 Nkt 5%
EXHIRTIVNENRHD £7,

ATv74

WEIZEH T4 > 2 —T A AD 27V v 7 LET,
(4% (General) | % 7 RFERSNET,

Management Center T Threat Defense O & .



Management Center T 0 Threat Defense DB |
B s—ozrzoux

11:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
FlexiE. A F—T x4 RZinside & WS &ARTEFTITET,

b) [£%) (Enabled) | T = 7Ry 7 A%EFNILET,

¢) [FT—F (Mode) J1x[72L (None) JIZHEHELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,

. Management Center T Threat Defense 0 &



| Management Center T O Threat Defense O &R
AVB—T A ADKE .

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
12:[IPvd] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

13:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

H [OK]Zz27 Vv LET,
ATy TS B AT 202 —T A A% 7 ) v 7 LET,
(4% (General) | % 7 RFERSNET,

Management Center T Threat Defense O & .
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14 : [General] % T

Edit Physical Interface

General

IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

rface ID:

MTU:

1500

Priority:

Propagate Security Group Tag:

NVE Only:

a) 48 XFETO [4H

b)

d)

e)

(Name) ] # AJJLET,

el ziE A H—T7 A4 R Toutside] &\ ARTEATET,

[£7%) (Enabled) | F = v 7Ry 7 A%t 2 LET,

[F— K (Mode) 1iZ[72L (None) JICREL-FFIZLET,

[Ex=VU7 ¢V —>2 (SecurityZone) | K v 7X 7R NOLBEFEONBEF= U T «
= EIBIRT D, [ New) 1227 Uy 27 LTHLWEXF2 YT 4 —2ZBML
£

7= & 203,
[IPv4] # 7, [IPv6] ¥ 7, EildWi 0% 7% 7 Vv LET,

* [IPv4] : [DHCPOfEH (Use DHCP) | Z##IRL, IROF T a L D/NT A —F ZFIE
LET,

« [DHCP #fEH L CTF 7 4 /L ks /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP #— =" H7 7 4L b b— MBS LET,

loutside zone| & WD ARTDY —ZBMLET,
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phep H—i—nzE |

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
BUREFE LT — MCEID S TET (1~255) , FHLIEA— DT 7
WD RI=ZA RN —T 4T T4 AX AT 1 TT,

15:[IPvd] 3 0

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — F L AHBEEREDSGA X [HEERE (Autoconfiguration) | F = v 7R v
JAEF AT LET,

16 : [IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z27 Vw7 LET,
ATvT6 [{#1FE (Save) 127V w7 LET,

DHCP H—/\—D & E

7547 FTDHCP ZH L CE&BICHT D 225 1P 7 RLAZESGTA L5105
A%, DHCP »— _—ZH8 L E T,

Management Center T Threat Defense O & .



B oucry——omE

FIE

Management Center T 0 Threat Defense DB |

ATYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v

7 LET,

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,

17: DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP
—

DHCP Server Ping Timeout
50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server

Primary WINS Server

|+
Secondary DNS Server Secondary WINS Server
|+
Server Advanced
Interface Address Pool

-+

o+

+ Add

Enable DHCP Server

ATw T3 [H—n\— (Server) | <—I T, [{BM (Add) |22 Vv 27 LT, ROFTva v &RELE

7,
18: 9 —/N\—®DE/ (Add Server)

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

(A H—T7x AR (Interface) |: Ry 7 Xy VA RNLA U F—T x4 ZAETRLE

j—o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— "—2MEH 325 IP 7 KL AD&K FALD
e EALOBOFHAZRE L ET, IPT FLAOMIL, BRL/IA v F—T = ZLFET
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Forntn—troen [

Y72y b FITFEETAUNERH), A —T A ZAHHFDIPT RLZAZEDL L

FTEEEA

« [DHCPY—/"—%FH%hZ9 5 (Enable DHCP Server) | : IR L7=A > % —7 = A A7 DHCP

Y= =T AL ET,

ATFYT4 [0OK] %27V v LET,
ATY TS5 [{R7FE (Save) |27 U w27 LET,

—

&

ATvT2

T4 MIL— FDEN

FZ 4 b — MNMIEE ., A F—T = A ADBRFEARER T v A N — A — X B

LRLET, A1 v % —7 =4 RIZDHCP AT 25615, T8 ARTTIZT 741 b

N— EZELTCWDHHEERH Y £3, FEITL— F2BNT2LERH L5GEIE, ROF
JIEZ 54T L EF, DHCP H— =57 7 4L hb— b aZE LTEHEIE, [T/AM4 R

(Devices) | >[T/31 REHE (Device Management) ]>[JL—T « % (Routing) ]>[A %

FIE

Inline Sets DHCP  VTEP
Manage Virtual Routers
Global v Network Interface Lasked from Gateway Tunneled Metric
Virtual Router Properties ¥ IPv4 Routes

ECMP

BFD

¥ IPv6 Routes
OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

¥ Multicast Routing

ATv 73 [JL—hr%EM (Addroute) 1227 U v 7 LT, ROXLHITHEELET,

T4 v I)IL— bk (SaticRoute) [“X—® [IPvd4/L— bk (IPv4Routes) | F 721 [IPv6/L— K (IPv6
Routes) | 7—7 MZEREINFET,

[T/84 X (Devices) |>[T/\/ REHE (DeviceManagement) | Zi®IR L, T XA A% 7V v
7 LET,

[JL—T«1 >4 (Routing) |>[8#)L— k (Static Routes) & ER L £,

19: Static Route

+ Add Route

Management Center T Threat Defense O & .
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20: &)L — FEIMOHRE

Add Static Route Configuration (7]
|
Type: ® IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | 4+
Metric:

1
Tunneled: {Used only for default Route}

Route Tracking:

v |+

I. Cancel l

(AT (Type) 1: BT DAXT 4 v 7 )—bDHEA ST U T, [IPv4] £ 7213 [IPv6]
FTarvRB Y v LET,

o[f X —TxAA (Interface) |: HI1A X —T oA A&ERLET, BEIIIEHLA >
H—T A ATT,

s [fEFFTREZR R » R U —72 (Available Network) ]: IPv4 7 7 4L & Jb— kDA [ipvé4]
ZIEIR L, IPv6 T 7 4 /L b b— FOHA T [any] 2R L, 1B (Add) 1227V v L
T[®IRL7=* v hU—7 (Selected Network) | VU A MIBBEI S FE T,

[F— b x=A (Gateway) | £72IX[IPv6”7— h 7 = A (IPv6 Gateway) |: Z D/L— hDF
JARNRy T THLTF = T oA N—FEZAETITETIRLES, IPT FLRAEIERY
NI —=ZRANFT TV =7 FEBETEET,

o [A MU w7 (Metric) ]: 3801y NT—T ~DKy 7O EANTTLET, HMEOHFH
1L 1~255T, T 74/ MEIZX1TY,
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NAT D

ATvT4

ATy TH

=L =2

axX A&

ATy T

ATy T2

NAT D& E .

[OK] %227 U »7o LE9,
= WA T 4 T N— T —TBMENET,
[fRTF (Save) |27 U w7 LET,

—WEE 72 NAT L—/LClE, N7 RLRAENEA v Z—T =2 A ZADIP T RLADER— MNIE
BLET, TOXATONATLV—NVDIZtEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

[T/31 R (Devices) ]>[NAT] %2 U v 2 L, [#LLVKRY > — (NewPolicy) ]>[Threat Defense
NAT] 227 U v 27 LET,

RY =4 EMNT, RN =2 T 273 28R L, [IR1F (Save) |22 U v L
£7,

21: New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save
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B wozz

AN U 2 —7% Management Center [ZIBIISNE T, SI&FEE, RY —I— L ZBINT 5 0E

WY £,
B0 22: NATH 1) & —

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

~  NAT Rules Before
v Auto NAT Rules

~ NAT Rules After

ATv T3 =DM (AddRule) 1227V v 27 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 07 Ry 7 ANRFRINET,

ATFYTE EALV—NOF T arEBRELET,
X 23: ERIL—ILDATay

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

Show Warnings

Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

« [NAT/L—/L (NAT Rule) ]: [HENAT/L—/L (Auto NAT Rule) ] Z =R L £,

«[#A 7 (Type) |:[# 4+ 27 (Dynamic) | Zi&IR L 7,

ATV TS [A X —T A A4 TP =2  (Interface objects) |X— T, [HHAEERA VX —T =4 A
F 7Y =2 (Available Interface Objects) | fHI NG [5ideA v F—T = AA AAT V=7 |k

(Destination Interface Objects) | BEIKICAME Y — L Z BN L £37,

. Management Center T Threat Defense 0 &
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R24: €43 —TARFTPxy b+
Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v|

|
Enable

Interface Objects

Translation PAT Pool Advanced

NPETN |

Available Interface Objects C

Source Interface Objects

(0) Destination Interface Objects (1)

Q, Search by name

] Add to Source
1 outside_zone 4 Add to Destination

wfxAutomationZone

inside_zone

L]

o outside_zone

AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,

25: 5 R L—% 3> (Translation)

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
i Dynamic v |

:s.:'-

Interface Objects

Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

s [FtDEIETT (OriginaSource) |: #27 U v 27 LT, XCOIPv4 b7 7 1 v 7 (0.0.0.0/0)

DRy NT—=0F TV x7 FEBMLET,

Management Center T () Threat Defense O & .
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B26:FH LAy bO—9F TPy b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range ® Network FQDN

I 0.0.0.0/0

Allow Overrides

GE) HEINAT L— Vi34 7 V=7 FEZRO—EE LTNAT ZBINT 5720, A
T AERDany-ipvaé 47V =7 NeFERATLHZ LiIxTEEYA, 2. VAT
LAEFTDAT V=l NaefRETDHZEITTEEREA,

o [~ D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,

ATv T [URAE (Save) 1227 U w7 LTL—L%EBMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAARIESILE T,

ATY T8 NAT R—TU T [ffFE (Save) |27 U v 7 LTEEEZREFELET,

NEBNSHEAD T T 4 v U DFFFA]

BB KRT D5 ARk LT X0, BAD [TRTDO NI 7 v 7 %7y 7 (Blockall

traffic) | 727X ar buo— L RY —&ER LIESEIE. T AZBRT DT T4 v
I HFTATHTOITARY ==V Z BT 2 0ERH Y £, ROFIETIL, NEY —
MBI = ~D ST T w7 AT HA— BB LET, i — BN SEAIT.
W2ty NI =T ~D T T 47 T 5L—LEBINMLTIIEEN,

FIE

ATy F1 [R)I— (Policy) 1>[7Y2RKR — (AccessPolicy) 1> [7 U 2RKR — (Access
Policy) 1ZTR L, ZEICKT 25 ICE D U TOHNTWDHT 78 A ary bta—L KU o—
D Ty LET,
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| Management Center O Threat Defense O &

zzorn [

ATv T2 [JL—IL%EEM (AddRule) 1227 U v/ L, IRONTA—=FERELET,
B 27:[)L—)L D&M (Add Rule) ]

_ Create Rule

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)
Insert | into Mandatory @ Intrusion Policy | None By File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) L inside_zone Collapse All Remove Al Collapse Al Remove Al
=] <& outside_zone ZONE | v 1 object ZONE | v 1 object
it wixAutomationZone

« [&H8T (Name) | : ZO/L—iZ4 T ZfHT£7 (72 & 21X, inddeto-outside) .

s ER LI=FEIET (Selected Sources) | : [V —2 (Zones) | nHLNEEY — iR L, [&
fETY— > %EBM (Add SourceZone) | %2V v 7 LET,

[BIRLI=FEEET T r— 3> (Sdected Destinations and Applications) | : [V —Y
(Zones) | MBANIEY — U &I L, [3B5E Y —> %iBM (Add Destination Zone) | % 7
Vv 7 LET,

oFETZFOEFICLTEBEET,

ATY T3 [Applyl 227 U v 7 LET,
=L [b—/b (Rules) | 7 —7/WZBISIET,

ATy T4 -7 (Save) 1227V w7 LET,

5% TE O R B

REDET & BT o8 SR LET, BREAZERTLIETIE, A ALETEOE
BT 7T 0 T FEH A

FIE

ATy 1 L LD [EE (Deploy) 127V w7 LET,
X 28:[RR (Deploy) ]

—
l Deploy IQ @ & @ adminv

ATw T2 [TRTER (DeployAll) 1227V v 7 LTTRTOT /A ZTEBT D0, [ =
(Advanced Deploy) %7 U v 27 L CRIRL=T A RZEBLET,

Management Center T Threat Defense O & .
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REDER

29:$ ~NTERM

1010-2
1010-3
1120-4
node1

node2

@ 5 devices are available for deployment

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

& 30: 5 E TR

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

2 Device Modified by Inspect Interruption Type Group
> node System FTD
> [ 1010-2 admin, System FTD
> [J node2 System FTD
> [ 1010-3 System FTD
® -l 1120-4 System FTD

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Preview

o

[Ful 0 M ~U R 1)

Status

I Ready for Deployment

I Ready for Deployment

I Ready for Deployment
Ready for Deployment

I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,

M EEART—ER

es Objects Integration

csce SECURE

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

Deployments Upgrades @ Health O Tasks

Deploy Qm} @© adminv

0 running 5 success 0 warnings 0 failures

.:) Show Notifications

Q, Filter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —T = A AZSSH THfi CExF7, 2V —L
tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WA, B TTF— A —T A A LOT LA TE XY, T—F A L8 —T A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S

ATy T

ATy T2

CLI ¢ 7B ay Y —)LiIR— 7 72 RIZOWTIHHLET,

FIE

CLIiZu 7 A 32512, BHarvYa—HEary Yy — L R—NMNEHELET, 774V ET
IZ Cisco Secure Firewall 4200 (Z 22>V — )L r — T )V fHE L CUWVvieW=d, r— RKX—F 4 D
USB-to-RJ-45 > U TNV —T NI EREATHVERH Y 3, THEHOAL—FT 47
VAT LB USB Y U TN RIANRESLT AU A =L LT EE, a2 —LR—
MET 74/ R TFXOSCLLIZZe W £F, ROV Y TAREEZHEHLET,

* 9600 7R —

87 =% L b

e NUT 472 L

1 Aby 7 Ev b
FXOSCLIIZ#fe L £9, =—HF—% admin &, ¥ty b7 v 7RICRE LI NAY— K%
EHLTCCLIICr A LET (F 740 M Adminl23) .
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,

connect ftd

Management Center T Threat Defense O & .
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B - 7or—rozr0us

ATy T3

1 -

firepower# connect ftd
>

77 A %I, CLI CEREEZR a2~ FOIEFREMERT DI, hdp £ 22 AT LE
T, RIS OV T, [Cisco Secure Firewall Threat Defense a<v RV 77 L0 RA] #&
LTS 7EEN,

Threat Defense CLI Z# 73 51213, exit £72id logout 2~ KE AN LET,

Zoa<wy RIZEY, FXOSCLI 7r v 7 MIEY £9, FXOS CLI T fRIGE/Z s 2= RiZ
DOWNTIE, 2B AN LTLLEEIN,

&1

> exit
firepower#

TJ7AT0A—ILDEIRDYIET

VAT LEMEEYNC Y vy N UTH T ENEETY, BMICERT T VAR EIRA
Ay FEHLEVTALE, BRI ANV ATLAOREES XTI ER”HY T, Ny
7770y RTCIEEICEEO T o ANFETINTEBY, BRT 7 7V &k\i-0 ., &Rz U
L7088, 774 T VANV AT LDETL—RAT Ny Yy NI TRV EERZ
TBWTLEEWN,

Management Center D7 /NA ZAEBR—V 2 L CTT 3 ADOERZYIWr3 %2>, FXOS CLI
A TE £,

Management Center Z{FFH L= 714 7V +— LD EIRED LI

VAT LEEEYNCY vy N T H I ENEETY, BMICERT T V2K EIRA
A FEMLIZVTDE, BRRTV AN VAT LIAOREAFISBITZENHY 4, Ny
77Ty RCIEEILZEOTaw ANFATEINTWT, BRT 7 7 &8\ -0, BIRZ U
L0 ThE, 774 T7 U4 INETL—ATNI ¥y NETLUTERNWI LERZTEBNT
TIZ&EW,

Management Center Z ] L TV AT AZ @MU v v hA T TEET,

FIE

ATYF1 [T/A4 R (Devices) 1> [T/\1 AEHE (Device Management) & &R L £,
ATy T2 BEHT L7 A0BICH S [k (Ediv 1 (£) &2V v LET,
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ATv73
ATy T4

ATy TH
ATvT6

ATy FT17

cuizs3277479+—roERoms I

[7 /3 A (Device) | #7 %7 Vv 7 LET,

[ AT & (System) ] f/“(“[?/(’fxa):/‘\"‘y kA& (Shut Down Device) ] (o)
Vv LET,

Tua T INRRRENTEDL, TNARADY Y v MUV EHRLET,

AUV =AMET AT U VICER L TCWDERIE. 77 AT UA— AR Yy R D
THEZWL VAT AT B S M= —LET, ROV T MRRRINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
=i BEERE L TR WEIR, RI3aMIREo TU AT AR Yy y MU LD L%
ERLET,

RELECCRRAL v FaF 712 L, RS T 7 &80T — 3 b B YBiI A 1Y
ATz TR ET

CLIZHETA 7747 74— ILOERDYIE

ATv T

ATy T2

ATvT3

FXOSCLI Zfifd 5 &, VAT ARLERIIV Yy MA UL LTT NS ZAOEREZYIW TE %
4, CLIIZIE, o —)bih— NMIEHE L CT7 7 AL E9, Threat Defense 35 22 TN FXOS CLI
~NDT I EA 3T4—=) BBERLTLIIEE N,

FIE

FXOS CLI C local-mgmt (Z#%f5¢ L £ 7,

firepower # connect local-mgmt

shutdown =~ > K& 347 L £,

firepower(local-mgmt) # shutdown

1

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

Tr7AT I — DYy NET U AT AT u L e E=F—LFE T, kOTar 7
MRFERENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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B xozx727

ATy T4 VEISUTERAL v TF 24720, EERT T 7 2Rk Ty v — LI ERE2 Y
NN TEET,

RDATY T

Threat Defense DFXEZ i1 521X, [Cisco Firepower R = A 8| |ZH HBHEVD
VIR 2T NR—= g0 D=2 T VEBRLTLLIEE N,

Management Center D FIZB 3 B 1FMIC- DOV CTik,  [Firepower Management Center = > 7 ¢
Falb—rvary AR Z22RLTIIZE,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



