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CiscolSEaTY FSAv Av2—Tx(R |
B ciscorsEcl T R— R ENBN— YT FBEVY T FITFOTS Y hTF—L

Cisco ISECLI TH R—FrENDHN—FDZzT7ELVV D
cOITDTIY R T+ —L
Cisco ISE #— "—ZHfe L, REZMMLTCLIIZT 7 B AT £,
* Microsoft Windows 10 LARED U U — X 2 RATT 52 AT A,
« Red Hat X° Fedora 72 £ ® Linux % 31795 v AT A,
« Mac OS X 10.4 L&D Apple = > B2 — 4,

« VT100 % 7213 ANSI A D5GKT /A A, VTI00 % A 7 T /34 A L WVANSI 7 /34 AT
I, ERHL ARHEL ERE, FRHL Delete £ L U Backspace & — % & e 1 — >/ LAl i
F—BLIOI— Y VBEF— %M X £9, CiscolSECLIIE, I — YV /Ll — DM
ZRH L, BEIMICEGE T A ASLTEEA L ET,
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EXEC E— K@ CiscoISECLI o< > F

ZOETIE, EXECE— FTHEHENS CiscolSEa~y R A v f ¥ —T7 =4 A (CLD) =
<Y FIZOWTCHHLET, Z0ETIE, a~r NI LIZ, ZOMATEOHEZHH, =<
Y ROWX, EH EDOTA RT 4 BROMERAGIZRLET,

« EXEC E— F TR 415 CiscoISECLI £ v+ 3 > (15 3—2)

« application install (16 ~*—73)

« application configure (17 ~X—37)

« application remove (30 ~<X—)

» application reset-config (31 ~*—3")

» application reset-passwd (33 ~<—71”)

« application start (34 ~X—73)

« application stop (37 ~X—37)

» application upgrade (39 ~X—73)

s backup (42 X—7)

s backup-logs (45 ~<—)

s clock (47 _—7Y)

ecls (49 ~—)

s configure (50 ~X—3)

scopy (51—

s crypto (54 =X—7)

s debug (57 *X—7)

s delete (62 ~<—7)

«dir (63 —Y)

sesr (65 ~X—7)

s exit (66 ~X—7)

« forceout (67 ~X—3)

« generate-password (68 ~X—°)

*halt (69 ~<—72)

« idle-timeout (70 ~X—27)

e license esr (71 ~X—)
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s mkdir (72 ~X—77)

s nslookup (73 ~X—2)

e password (75 ~—Y)

» patch install (76 ~X—)
s patch remove (78 ~X—1)
« permit rootaccess (80 ~X—1)
e ping (82 <—7%)

s ping6 (83 ~—7)

s reload (85 ~X—7)

« reset-config (87 ~X—37)
s restore (88 ~X—1)

e rmdir (93 <—)

s screen-length (94 ~—3°)
s screen-width (95 ~<X—73”)
essh (96 ~—7)

etech (98 ~—27)

s terminal (101 ~X—72°)

s traceroute (102 ~X—73)

* undebug (103 ~—7°)
swho (106 ~X—7)
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| EXEC £— K CiscolSECLI 27> K
EXEC £— R TBISA S5 CiscolSECLI £ v~ a> [

EXEC E— F TRt &M 5 CiscoISECLI v < 3 >

Cisco ISECLI Tt v ¥ g v 2t T 5384, EXEC E— R7vbagd £4, EXEC E— FTIL,
Cisco ISE & —N\—DF RCIZT 7 EALTUVAT A LILOBEEEIT L, iEn 7 545k
T AR BV £97,
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EXEC £— K CiscoISECLIaZ > K|
. application install

application install
A\

G¥)  applicationingtall =~ F&, &y b3y FOAL A M= VIZOBERT LHLERH Y £,

CiscoISE LIS DFFEDT 7'V Ir— a v A A b=/ 5|Z1%, EXECE— K Tapplication
ingtall =~ > R&H L %9, CiscolSELISNDT 7V ir—3 a2 > ZHIBRd 521X, application
remove 2~ K& LET,

application [ install {application-bundle} {remote-repository-name} ]

¥ESTDEHEA install BEDT ) r— g A A =L LET,
application-bundle TF = a R RVDT 7 A N4, 255 LT £ TOFEKT
Lij"o
remote-repository-name VE—h UK NI, 255 XTFETORBMTTHRELET,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC
vy FERE J1)y—2 TEAR
2.0.0.306 Toawy RPREAINE LT,

ERELEDOHA RSqY BELLET UV r—yva N RVETIIAT VAL VA =NV LET, 77U r—va
YRR T AT FRELEYARY P b BGEhET,

TV —va kA A M—)VELITHIBR L TWAHRIZ, applicationinstall =~ > R
applicationremove =~ R&ZHNIIRITT H L, IROBERX v -V NRRINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

1

ise/admin# application install ise-hotpatch-appbundle-x.x.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

Application successfully installed

ise/admin#
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| EXEC £— K CiscolSECLI 27> K
application configure .

application configure

EXEC &— K application configure T2~ R&EHHA LT, kDO L E2ITVWET,
« M&T #{ED FAT
s 707 7 A ZIZEHET HFEEHE RO T & FKoR

¢ CiscoOISECAGFHE L F—Z2 X /T v 7B I OMETLT AT I AR— K& A ViR—
coAT g

e THEEX N v 7 A (KPM) #EHERDO AR
«ISE W v Z @i — % ODINEDOH ML & ERL

application [ configure {application-name} |

BT DA configure BEDT 7 r—ya R ELET,
application-name TV —a D4, 255 LFETORBTTHRE L -

ATV R FI4NN T ANV NOBEERMEITH Y A,

ATV R E—F EXEC
av Y FERE )1)—= EEAE
2.0.0.306 ZOavry RREASNE L,
3.0 TA XY VABREDOYHR— FAHIBRSE LTz,

FEHEDHA KSq4y ZOAXTIFEMHLT, M&T 7T —FX—RA LA T v 7 ADFFHODIEH>, CiscoISE / — F
T® Cisco ISECAFFHE L F—DT 7 AR —FBILBA ViR — b, FTHEHEFA NI v I R
(KPM) #EHERDOAR., BIOISED v o #Z @t — 2 ONEOH L & 2175 Z &
NTEFET,

1

ise/admin# application configure ise

Selection configuration option
1]Reset M&T Session Database
2]Rebuild M&T Unusable Indexes
3]Purge M&T Operational Data
4]1Reset M&T Database

5]Refresh Database Statistics
6]Display Profiler Statistics
7]Export Internal CA Store

8] Import Internal CA Store
9]Create Missing Config Indexes
10]Create Missing M&T Indexes

[
[
[
[
[
[
[
[
[
[

Cisco Identity Services Engine ') 1) —X 32CL 1y 77 LV RAHAA F .



EXEC £— K CiscoISECLIaZ > K|
B =52 5—s~—zonE

2]Generate Daily KPM Stats

3]Generate KPM Stats for last 8 Weeks

4]Enable/Disable Counter Attribute Collection

5]View Admin Users

6]Get all Endpoints

9]Establish Trust with controller

O]Reset Context Visibility

1]Synchronize Context Visibility With Database

2]Generate Heap Dump

3]Generate Thread Dump

4]Force Backup Cancellation

5]Recreate undotablespace

6]Configure TCP params

71Reset Upgrade Tables and Proceed with upgrade

8]Recreate Temp tablespace

9]Clear Sysaux tablespace

0]Fetch SGA/PGA Memory usage

l]Generate Self-Signed Admin Certificate

2]View Certificates in NSSDB or CA NSSDB

33]Enable/Disable/Current status of RSA PSS signature for EAP-TLS, select preferred

option from the following
Ele - To Enable RSA-PSS signature for EAP-TLS
D|d - To Disable RSA-PSS signature for EAP-TLS
Clc - To show current status of RSA-PSS signature for EAP-TLS

[0]Exit

A\

GE)  CiscoISE3.0 LIBETIX, VA VL ARE Wi-FifRE) BN R—hrESnTWhEEA,

N

GE)  CiscoISE 3.1 LU TIZ. ACS OBATHAYR— FENTWERA,

[1
[1
[1
[1
[1
[1
[2
[2
[2
[2
[2
[2
[2
[2
[2
[2
[3
[3
[3
[

EFEZAR Y T—AIR—XADETE

XL BHIIC

Cisco ISE & —R—NEAIZEEN TV RWGEEEITE=X =) 7 T—4_X—=2% kv b
THNLERHD FI,

\)

CE) vl 77 ANDOR—EEERTHEZDIC, 94 VB FYVOR=L—) T ) —
RTF—=S_R=2ZRAMCY Y NTHZ L2 HRLET,

F=H =V T TR RO X A R ET HI2IE, application configureise =~ > K
TROAT > a v EHALET,

=XV T By gy T AN Uy NTAHIE, AT Va1 2EALE
7,
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| EXEC £— K CiscolSECLI 27> K
zz4—yry 7~ —z20%z |

Y

GE) Vey b FAFvaraffHTsE, HlETAET, ISEV—F
AN—FFINCFIHCTE <20 £9,

s = H Y T T E R ADERARAGEIRA VT v 7 AT HITE, AT e
2EERALET,

cE=F =Y U TENET = F 2 R— VT 5IE, AT a3 A LET,

N=TFTvaid, 7—F07 V=7 v AERHLET, £/, REFETDHEESA
H7a T heFRRLET,

CE=SF =N T T AN=2 % Yty bTDIIE, AT Va4 LT

Vey bATvarailToL, 7= _X—2ARTHHRROMYIREC) £y FSh
D7, TRTOT—ZPRERICHIRISNET, 77 ANADBT 7 AV T AT LA B E
WCHE L CWDGE, 7—4X—2% Uty M52 LR TEET,

A\

GE) Vey b A FvaraffHTsE, BlREITAHET, ISE—F
AN—EFNCFIH T <0 £97,

CcE=S =V T T IR ADOBEMERE TR T DI, AT a s 2 ERLET,

1
F=F—U T kv vary T4 —2x 0ty bTHITE, AT Va1 2ERLET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

1
You are about to reset the M&T session database. Following this operation, an application
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&
iy

B ==s-v295—5~-2z0

restart will be required.
Are you sure you want to proceed? y/n [n]: y
TimesTen Daemon stopped.
TimesTen Daemon startup OK.
Restarting application
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled
ISE pxGrid processes are disabled
Stopping ISE Application Server...
Stopping ISE Certificate Authority Service...
Stopping ISE Profiler Database...
Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...
Stopping ISE Database processes...
iptables: No chain/target/match by that name.
iptables: No chain/target/match by that name.
Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...
Starting ISE Application Server...
Starting ISE Certificate Authority Service...
Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

2
You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number of days to be retained in purging MnT Operational data [between 1 to 90
days]

For instance, Entering 20 will purge MnT Operational data older than 20 days

Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be
restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...

Restarting application

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running

ISE Certificate Authority Service is not running

ISE Profiler Database is not running

ISE M&T Session Database is not running
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Inarqusd 4xy 051 IR [

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........
Gathering Operational schema (MNT) stats
Completed Refresh Database statistics

JOJ7rA )T AR DT A THEHER

TRTr AV TARY I L TR =T LA A T o TIA THEHE#RE KR T DI,
application configure = ~ > K ® Display Profiler Statistics 47> a » ZFEH L 3, 20T —%
i, RV o—HP—ER J—=REFTNEIN, T=F—V 7 /)= RTEIOT—XIFFER
SINEHA,

Zoavy RO MENZREMIC L — b oSy FEREL LTORBHED IMX 77 v 4 £
1ZAM5 JConsole Z1EAT 5720, ZOT—Ha2X X 7T ¥ T 5720120 — bk XuF AT
BULFELD Y EH A,

il

ise/admin# application configure ise

Selection ISE configuration option
]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
lEnable/Disable Counter Attribute Collection
1View Admin Users

]Get all Endpoints

]

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7
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B sscazxr7ozo2K— rBEUA Uk~

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...

Timestamp,Elapsed, EndpointsProfiled,NetflowPacketsReceived,
EndpointsReProfiled, EndpointsDeleted. ..

Press Ctrl + c

WECARXKRT7DIYRAR—EELVA VR—

TIA4<VEH ) —F (PAN) 75 CiscoISECAFEHEZERB L% —%2 =7 AR — s LT, PAN
WCBEENEAE LTSGR X VER ) — RIZA AR —FTX 5 X 912751213, EXEC
£ — KT application configure =~ > RZ i L £,

tH A NVER ) —RET T4~ VEH ) —F (PAN) [ZHAEIED5A1E. 7D PAN 25
T AKR— K L72CiscoISECA FEFFAERB L OVF—%2 A VR — b THXLERH Y 97,

* Cisco ISECA GEEB LU —Da bt —42 =7 AR — M4 5IT1E, application configure
isea~vr R CASvar 7TE2ERLET,

* Cisco ISE CA FEEL L OF—Da v —% 1 73R — M$5IZi%. application configureise
awy RTAT a8 &MALET,

511

CiscoISECA fFHER L VOF—Dav—42 7 AR— b 220%, A7 ar7#FEALE
7,

ise/admin# application configure iseSelection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

]JEnable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

i
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Exit

2
3
4
5
6
7
8
9
1
1
1
1
1
1
1
1

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
5

7
Export Repository Name: sftp

Enter encryption-key for export: Testl234
Export on progress........eeee.e..

The following 4 CA key pairs were exported to repository 'sftp' at
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mEcAx 70Ty 2 k— Lo vR—+ [

'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

512
CiscoISECAFEHERB I VF—Da ™ —%2 4 U R— T AI0F. A7V a v 8&FHLET,

ise/admin# application configure ise
Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1Exit

LU WN O e e e

Import Repository Name: sftp

Enter CA keys file name to import: ise ca key pairs_of ise60
Enter encryption-key: Testl1234

ImpPOrt ON PrOgreSS..iuieeeeeeeeennn

The following 4 CA key pailrs were imported:
Subject:CN=Certificate Services Root CA - 1ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el1-50db£f656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60

Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x20f£700b-d5844ef8-a029%bf7d-fad64289
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Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

RE LA VT VI ADER

AT I ADREZ R DT v 77 b— ROKMAEEET 5121E, EXEC *E— K T application
configure 2~ > R&EMHH L £,

e RIELIZCEPM T — X RX—A A T v 7 AZVERTHIZIE, A7 va9xEHLET,

R LI =H =V T T—HR—A AT 7 ABERT DI, A7 310 %24
)EH L/ijqo

511
CEPM T —H X—RA A VT v 7 RAEAERT HIZIL, A7 ar9xEHLET,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

1
1
1
1
1
1
1
1
0
1
2
3
4
5
6
7]1Exit

1
2
[3
(4
[5
[6
7
(8
[9
1
1
1
1
1
1
1
1

9

You are about to create missing config indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing config indexes
Completed creating missing config indexes
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xm7r—vorpenRosiT—5 i

15 2

RELTE=L =) T T HR—=A AT v 7 AEERT DI, A7 a3 108 L
i‘a‘o

ise/admin# application configure ise

election ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

S
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Exit

2
3
4
5
6
7
8
9
1
1
1
1
1
1
1
1

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing MnT indexes
Completed creating missing MnT indexes

FENTH—T U RBAEREDHT T —7Z

FHERT p—< 2 AHEREE (KPM) ZHEfF3 %1213, application configure =2~ > K ® Generate
Daily KPM Stats 47" =1 > % 72 1% Generate KPM Stats for last 8 Weeks 47> 2 A L £,
IOF—HIFE=H =Y T )= RpBIEESNET, Zoavr FTE, BRICHEHI L T
BTy KA v b OSEHERA ) SES, REAE 23 E 8 B KPM #iEHE# O L
A— MERERIRTEET, LA—MIR—BINT 4 AT IRGFSNET,

KPM #izHE R Z T ARNCE=F =) L F—E_XR—2% Uy LSS (S a v
4) AT varREBEFHAHLTLT—XITRSNETA,

1

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

Cisco Identity Services Engine ') 1) —X 32CL 1y 77 LV RAHAA F .



EXEC £— K CiscoISECLIaZ > K|
B »oosrtons

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

[5
[6
7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

1
1
1
1
1
0
1
2
3
4
5
6
7

12

You are about to generate Daily KPM (Key Performance Metrics).
% Warning Generating KPM stats may impact ISE performance during the generation of the
report. It is suggested to run this report during non-peak hours and when not
conflicting with other scheduled operations of ISE.
Are you sure you want to proceed? y/n [n]: y
Starting to generate Daily KPM stats
Copying files to /localdisk
Completed generating daily KPM stats. You can find details in following files located
under /localdisk
KPM onboarding results 27 MAR 2015.xls
KPM trx load 27 MAR 2015.xls

o I REDIE

ISEh D2k, SESEREHEOLIVEAZINELET, N0 BEEOMHEIZRZ2LMME (5
S E 5 a2z 50 CTIESN, T—ZIZISEW VX LiR— MIFERENET,

Cisco ISE 17 7 #+ /L b “G‘:MEODJE}%OM ZIWEE L £, application configureise =~ K%
i/l LT, CiscolSECLIINS Z DT —FINEAENZ T2 ENTEET, VT ZBIEDOI
E£EHANE TN T DI, A7 Va4 2RRUET,

51
B ZBIEOINE A ENCT AT, a4 &2FEALET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
JRebuild M&T Unusable Indexes
]Purge M&T Operational Data
JReset M&T Database

JRefresh Database Statistics
]Display Profiler Statistics
]Export Internal CA Store
]Import Internal CA Store
]Create Missing Config Indexes
0]Create Missing M&T Indexes
1]Enable/Disable ACS Migration
2]Generate Daily KPM Stats

3]Generate KPM Stats for last 8 Weeks
4

[2

[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[14]Enable/Disable Counter Attribute Collection

]
]
]
]
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| EXEC £— K CiscolSECLI 27> K
mrEanTeP5+—2 [

[15]View Admin Users
[16]Get all Endpoints
[171Exit

14
Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d
Completed disabling counter attributes. It will take at the most 30 minute to get effected.

BREFHDTCP /AT A—4

TCP /3T A —X& Z%ET 5I21%. application configure =<~ > KT [TCP /3T A — & ORIE
(Configure TCPparams) |4 7Y 3y (A7 325 #EHLET, BHECLIZMHHAL TV
LI LR LET,

EREZANCT DHI121F, B CLI D reload 2 L T/XF7 A — & DA FHIFIZ Cisco ISE H—/3—
ZUr—FLET,

51
TCP NRIT A —=HEZHRETHITIE, 7 a 25 %FHLET,

ise/admin#fapplication configure ise

Selection configuration option

[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup
[19]Establish Trust with controller
[20]Reset Context Visibility
[21]Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation
[25]Configure TCP params

[0]Exit

25
This CLI allows admins to modify the TCP parameters recycle/reuse/fin timeout
For the changes to take effect, RELOAD ISE server on modifying any of the parameter using
the admin cli 'reload'. Until reload is done, the changes will not be persisted.
Select the option to configure/display tcp params.

1. tcp recycle

2. tcp reuse

3. tcp fin timeout
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EXEC £— K CiscoISECLIaZ > K|
BEEHDTCP /AT A—4

4. display tcp param values
0. Exit
[1/2/3/4/0]1: 1

Enable/Disable tcp recycle parameter? [e/d]: e

param recycle is already enabled..

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

. Exit

1/2/3/4/0]1: 2

Enable/Disable tcp reuse parameter? [e/d]: e

param reuse is already enabled..

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

. Exit
[1/2/3/4/01: 3

Set tcp fin_timeout (60 default) <0-180> : 60

updated timeout param..

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

. Exit
[1/2/3/4/0]1: 4

Current values of the tcp parameters:

Recycle = ENABLED

Reuse = ENABLED

Fin timeout = 60

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

. Exit

1/2/3/4/0]:

O bW N — O B W N

O bW N

— O W N
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| EXEC £— K CiscolSECLI 27> K
mrEanTeP5+—2 [

\)

GE) stepreuse: 0 (fEZ)) | 1 (Fe— LICHR)) 2 (W= Ry 7 T 7 497 DFED
BN o tepreuse [ LT 7 AL R T2RITRELE T, #H LWEHD TIME-WAIT ¥ 7 >~
FOFFIPZANT H201E, 70 h A VR OBLEN O L EMEPHER STV DLIHEIT
LTSN,

e tep recycle 1 X7 7 /b b TEERIZ A2 > TWE T, tep recycle Z AT 5 &, TIME-WAIT
Vi NOEEY YA 7 AARETIe D 9, CiscoISE TiL, Z D teprecycle /X7 A —
PHEERTHIEEZHRL TWEFEAL, v— AT UV OMHRICEE L 20WEEL 5]
SEZTHEMEN S D7D TY, £/, Xy NV —7 7 FURZE#HZEEN LT tep recycle
EREHT2ZEbHRINETA, ZOU VA 7 AREEIZET DRIIC, *y NT—7 &
HEIZHOWEDE T E SN,

« tep fin_timeout (X7 7 4 /L b T 60 FVIZEEE SV E T, tep fin_timeout O %N 72 E O A I X
0~ 180 T, ZORMEEZRVMEICRET D & TACACS+ D37 4 —~ U AN L L
F9, N EZEEEICEE T AL, CiscoIlSE DL — h 3/ = )LD netstat -nat | awk
'"{print $6}' | sort | unig -c | sort -n %f%ﬁibiﬁ—o
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EXEC £— K CiscoISECLIaZ > K|
. application remove

application remove
A\

GE) T o7 L— RIZET 2 RARIERDB2VERY | Cisco ISE ZHIBRT 272012, a~vr KT
A A H—T7x4A (CLI) 5 applicationremove 2~ > K& FE(TT 52 LIFTEEHA,

Cisco ISE UISNDKFEDT 7'V r—3 a U ZHIBRT 5 121%, EXEC E— KT application remove
avr REfHLETS,

application [ remove {application-name} ]

Cisco ISE LA DD T 7V r— a U EHIBR LI BVWEAIR. o< RO no B A&
)EH L‘i‘é‘o

no application [ remove {application-name} |

EX DA remove TV =g CERBIBRERIIT A A =L L E T,
application-name TS = a DA, K 255 LFEDOEFZ P R— b L

TV Ir—a VERIREREET A A =L LET,

AT VR FI4NN T 7ANNOEERMHEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

ERLDHA KSq4Y T7Vr—varallRELIZT oA VA M=V LET,
i

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#
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| EXEC £— K CiscolSECLI 27> K
application reset-config .

application reset-config

CiscoISE7 7V r—ay arv7 4 Xalb—a iz LGHARFOMHRECY vy 895
D, FETIEEEFO LG R RO E 2 friF 7 5 121%, EXEC E— R application reset-config
av  REEALET, BLBEAEAEICNA T, h—"—GEHEZ V> b L2V, BEFD
P N —FEHEEZRF LV T2 TEET,

application [ reset-config {application-name} |

BX DS reset-config CiscolSE7 7V 7r—varar 7 Fal—varklty
ISET—4_X—2% 7 V7 LET,
application-name Uy bF27 7Y r— a VEREDAR, 255 LFE TO:
ELET,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FRELOHA K54 > applicationreset-config =~ NEMM4 % &, CiscolSET 77 A7 A & VMware & fFA A —
AEEFIT, CiscoISEar 7 1 Falb—varD Uty he, CiscolSET—FZ_X—=2ZAD 27 Y
THRAEETT, Uy FTHE, #H LW Cisco ISE 7 — X XN—RAEFHE LB L2 —HF— 2T —
REANITTHMERDHY £7,

Y

(3¥)  application reset-config =~ RIZ X V| CiscoISE 227 ¢ ¥ =2 L—3 3 VX L HAIRFO )
HRBEIZY Ey b ENF T, A —F 4 7 AT L (CiscoADE-OS) 227 4 X2 L—
TaAIFOEFEICRY ET, CiscoADE-OS 207 f Falb—ailid, Fy hU—7 &
E, CLINNATU—RKY v— BLUNv I 7 v 7RBEREOEHANGEENTWET,

CLI7»5 CiscolSET 7 U r—va VExE Yty b5 &, T TICHEE LTV 25EIT Active
Directory N A A /25 ISE / — R A GIEr$ 2 BB A EI TS E T, 7272 L. CiscolSE / —
N7 717 X, Active Directory N A A B HIBRE N EH A, Active Directory D7 L7 o/
3 ¥ /LT CiscoISEBEBRH R — 2 /Vip b OFLRBR A FATT 2 Z L A HER L E3, BRI,
Active Directory KA A 220 ) — ROT Ay M EHIBRL £,

1

2—HPF =N No A7 arZ@RIRLIESA, o~y NI — " —iFAZ2HIR L. BCOE4GE
REOHLEZFAEKLET, 2—HF—NYesF 7L a v 2RBIRLEES. 2~ 2 NIIFTEDOSRT
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EXEC £— K CiscoISECLIaZ > K|
. application reset-config

WZo 7 AR =T 5 Z LI Lo TR ——GEHEZRFFLET, P——FEHFT, Z
DG A R — P SET,

iseadmin#application reset-config ise

Initialize your Application configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing Application server certificates? (y/n): n
Reinitializing local configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled

PassiveID API Service is disabled

PassiveID Agent Service is disabled

PassiveID Endpoint Service is disabled

PassiveID SPAN Service is disabled

Stopping ISE Application Server...

Stopping ISE Process Monitoring Service...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

VA Service is not running

ISE VA Database is not running

Segmentation Policy Service is disabled

REST Auth Service is disabled

Stopping ISE Messaging Service...

Stopping ISE API Gateway Service...

Stopping edda-url-fetcher-service Service...

Stopping ISE API Gateway Database Service...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Stopping ISE Node Exporter...

Stopping ISE Prometheus Service...

Stopping ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is not running.
ISE Logstash Service is not running.

ISE Kibana service is not running.

Enter the administrator username to createl[admin]: iseadmin
Enter the password for 'iseadmin':

Re-enter the password for 'iseadmin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...

Creating ISE VA timesten database...

Performing ISE database priming...

Starting ISE Indexing Engine...

TimeoutStartUSec=20min

TimeoutStopUSec=20min

You (oracle) are not allowed to use this program (crontab)
See crontab(l) for more information

mkdir: cannot create directory ‘/opt/podman’: File exists
Cleaning up TC-NAC docker configuration...

Starting ISE Messaging Service...

Stopping ISE Messaging Service...

Starting ISE API Gateway Database Service...

Stopping ISE API Gateway Database Service...

Smart Licensing is Enabled. Removing the configuration during reset-config
Smart Licensing configuration files are deleted.
application reset-config is success
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| EXEC £— K CiscolSECLI 27> K

application reset-passwd .

application reset-passwd

ME S 72 XA T — KW AN SN2 DIEBRE T I 7 v RS2/ > 7-1%., Cisco ISE THi
ESNTza——=Th v b (@FEIIEEFOEERET WU~ OEBRER—ZL1a /AN
AU—K%ZVU%® vy b9 25I21F, EXEC &— KT application reset-passwd =~ > R&ffifH L %
D

application [ reset-passwd {application-name} {administrator-1D} ]

BX DA

av>U R FI4ILk

reset-passwd BEET AT N RNAT—FE2 Ty FLET,
application-name TV r—a D4R, K 255 LT O R T H AR — b
administrator-ID NRAT—RZV Yy 57 4 8—T N -EHET S

ﬁﬁo

FI7 4 FOEEE-IIMEIZH Y TR A, CiscolSE TEMET I UL "2 TF 41— NICT
DHENRH D £,

ATV RE—F EXEC
avy FRERE )1)—Xx EENAE
2.0.0.306 ZThavwr RPREAINE LA,

FEREDHA FS14 Y

Cisco ISE EHLE R —HND/IRAT — R&E ¥y b5 L EIROFH LT E2FEHTE £9,
~ [ @ $ & * -

+ = \ " ; < >

> b

BHEDOZ—F—IDIZx LT, HESNZREEZBEZ CHESTZXAT—RKEANTDH &,
BHER—Z VLTIV RATa0nG [y 777 ) EvE 9, CiscoISE If. FDEHE
a— W= ID IZBEM T DN RRAT = PR Yy b SN2 ETEORKERE —RHF 1L L F
T, WHISE /— FD CLI TOLREHREZENRAT— &2V ty N TEET,

UTF-8 HHLE = — —%, Cisco ISE BHAR—ZNLNEDHNNAT— REEFETX £,

il

ise/admin# application reset-passwd ise admin
Enter new password: ***x*x*

Confirm new password: *****x

Password reset successfully.

ise/admin#
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. application start

EXEC £— K CiscoISECLIaZ > K|

application start

Ko7 7Y r—ya AT 5121E. EXEC & — KT application start =1~ > R % {# ff]
LET, 77— a roREEZEHICTHIZE, Zoavr Fono a2 EHLET,

application [ start {application-name [safe]} ]

no application [ start {application-name [safe]}]

B DEREA

AR TIHIE

start TV = ar N RVEA F—T M LET,
application-name ARX—=T VT D, FRICERSNZT SV r—3a U O4H,

255 LFOFREFEFR— M LET,

safe t—7 2= RTT TV r—varridihLET,

77 AV - OBEIERIELDH D EE A

AvURE—F EXEC
vy FRE JyY—2 EERE
2.0.0.306 Zoawy R HEAShELE,

FREDHA KS14 Y

TIY = a kA F—T M LET,

Zhawy R&EMH LT, CiscolSEZBIMETHZ EIXTxERA, BRBLE S 35 &, Cisco
ISE 3T TIZEITINTVD EEREINET,

application startisesafe =~ > RZfiH L C, CiscoISE &t —7F— RCEETEXET, 2D
F— FTIE, HHER—Z KT 27 7 & Al —RaCELRIC LT, REREEZ(T-
ftglc, TV r—va v EAFESTEET,

IOREF T a L E, FHF L LTS T Cisco ISEFELE R —X VDT 7 ANLT T
Da—Y—%kay 777 NLcEEOY N FKIZRY £, ZORMIE [EHE
(Administration)] > [/& ¥ 7 7 £ X (Admin Access)] > [FX7E (Settings)] > [7 7 & A (Access)] ~*—
UTCHiEST P77 8A) VARNERELZEAICRELET, 72, [&RE) A7 vayr
LD, FEESR—RADFEFEN/SA /XA EF, Cisco ISE BFEHER—Zrica /A 357D
T 74N b Da—F =B LOAY — FREIEZRY £7,

511

ise/iseadminfapplication start ise

ISE Database processes already running, PID: XXXXXXX
Starting ISE Messaging Service...

Starting ISE API Gateway Database Service...

Starting ISE Profiler Database...

Starting ISE API Gateway Service...

Starting ISE Monitoring & Troubleshooting Session Database...
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| EXEC £— K CiscolSECLI 27> K
application start .

Starting edda-url-fetcher-service Service...

Starting ISE Process Monitoring Service...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

NSS database for CA Service is ready

ISE EST service is already running, PID: XXXXXXX

Starting ISE AD Connector...

Starting ISE Node Exporter...

Starting ISE Prometheus Service...

Starting ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is disabled

ISE Logstash Service is disabled

ISE Kibana Service is disabled

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

t—7 E—FT®OCiscoISE7 T H5r— 3 UDEH

M) A7 arORE, Ro TREISNIEAREMENH LT 7 & AR Z A "2 5 2
& TF, CiscoISE —ERAZIETH7-DICE—7 E— REMEH LG, ROBENRRS
nET,

EHENHoTHEZr v 7 LIEHEAIE. ELWIP T 7 BRHIRIce /A4 T&E B LD
WZIP 7 7 & AHIRA T 4 E—T 72 £,

¢ FIPSIAA F—T VDK A T, 4] A7 arinr7 7)) r—ya r OECESh
7e8ity. FIPS AT = v 7 BN—IMICT 4 B —T W27z 0 £9°, @% ., FIPS A
F o 7R LA 1T, CiscolSE—E R TSt A, 2—F—137 7V r—
va VORBIRHC (R4 A7 a v EfH LU TFIPS BAMT = v 7 2 A RATEE
T

FIPSINA 2 —TIVDHRANT, [LE) 7 arvinN7 7 r— g OREFcES N
723HA. N—RUxT Y = Rr L — 2 EENETF = I BT =T IR0 £,

Cisco ISE i%. FIPS E— R ISE THINI 2> TWRWEA TH . FIPS =— R TH/E SSH
F 721X SFTP 8kt 2 B4 L £ 9, ISE L@f59 % U E— b SSH F721% SFTP H—/3—M
FIPS 140-2 &G BT A T AL ZHF L TWAZ & 2R LET,

CiscoISE TliZ, HHAIATD FIPS 140-2 DARFEFH #HF HALE ¥ 2 — L AMEH SN TWET,
FIPS 2> 7T A 7 ADEROFEAZ OV TCIL,  [FIPS Compliance Letter] %M L T<
720,

AEHER—ZAORGEEEN T 256, 77V r—ya VEEO 74 A7 a T
R =P =4 L XA T — B R—=2OFFEREH S E T,

CE) ZhboLEHEITI—HNARLDOTHY ., CiscolSET TV r— a0 DA VAR AT IZRHE
LET, CiscolSEV—bER% (%4 A7 ar UCHER TR E, 574/ FOREEEN
TRTELINET,
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EXEC £— K CiscoISECLIaZ > K|
. application start

ise/iseadmin#application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
PassivelID WMI Service is disabled

PassiveID Syslog Service is disabled
PassivelID API Service is disabled

PassiveID Agent Service is disabled
PassiveID Endpoint Service is disabled
PassiveID SPAN Service is disabled

Stopping ISE Application Server...

Stopping ISE Process Monitoring Service...
Stopping ISE Certificate Authority Service...
Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

VA Service is not running

ISE VA Database is not running

Segmentation Policy Service is disabled

REST Auth Service is disabled

Stopping ISE Messaging Service...

Stopping ISE API Gateway Service...

Stopping edda-url-fetcher-service Service...
Stopping ISE API Gateway Database Service...
Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Stopping ISE Node Exporter...

Stopping ISE Prometheus Service...

Stopping ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is not running.
ISE Logstash Service is not running.

ISE Kibana service is not running.

ise/iseadmin#fapplication start ise safe

ISE Database processes already running, PID: XXXXXX

Starting ISE Messaging Service...

Starting ISE API Gateway Database Service...

Starting ISE Profiler Database...

Starting ISE API Gateway Service...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting edda-url-fetcher-service Service...

Starting ISE Process Monitoring Service...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

NSS database for CA Service is ready

ISE EST service is already running, PID: XXXXXX

Starting ISE AD Connector...

Starting ISE Node Exporter...

Starting ISE Prometheus Service...

Starting ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is disabled

ISE Logstash Service is disabled

ISE Kibana Service is disabled

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
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| EXEC £— K CiscolSECLI 27> K
application stop .

application stop
BT 7Y r—ya v EEHICT 5120, EXEC{—% R Capplicationstop =~ > &l L
F9, 77V = a v OELREEHICTHIE, Zoavry FOono BEREEHLET,
application [ stop {application-name} ]
no application [ stop {application-name}]

X DA stop TIVr—varET 4 =T M LET,

application-name T4 —=TNCT S, FRHICERINEZT ) r— a0
LFEETOEBMFTHRELET,

ATV R FI4IAL T AN FOBESEIZH Y EE AL

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry RREAShE L,

FEREDHA KSq4y TV r—varvaT 18— LET,

BNTHE V7 2 — VA — R—RENA =TI o> TWD & IROEE X B —UNER
ShET,

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

BATT2HAE Tyl . Frvorwnrt28581% n) EAHLET,

1

iseadmin#application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled
PassiveID API Service is disabled

PassiveID Agent Service is disabled
PassiveID Endpoint Service is disabled
PassiveID SPAN Service is disabled

Stopping ISE Application Server...

Stopping ISE Process Monitoring Service...
Stopping ISE Certificate Authority Service...
Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

VA Service is not running

ISE VA Database is not running

Segmentation Policy Service is disabled

REST Auth Service is disabled
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EXEC £— K CiscoISECLIaZ > K|
. application stop

Stopping ISE Messaging Service...

Stopping ISE API Gateway Service...

Stopping edda-url-fetcher-service Service...

Stopping ISE API Gateway Database Service...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Stopping ISE Node Exporter...

Stopping ISE Prometheus Service...

Stopping ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is not running.
ISE Logstash Service is not running.

ISE Kibana service is not running.
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| EXEC £— K CiscolSECLI 27> K
application upgrade .

application upgrade

YeEDOT TV r—a N\ RvET v 7 b— RT512iE, EXEC *E— KT application
upgrade =~ > RZ&fEA L £,
application [upgrade {application-bundle remote-repository-name|cleanup|prepare| proceed|start} |

WX DS upgrade VE— b VRS N YHROREDT 7Y r—v 3y Sy R
L— F‘ l/\ngO
application-bundle T 7Y r—a D4, 255 LT ETOERTTHREL X
remote-repository-name UE—h URY MU 4, K255 LTFOFERTEFHR—F L
cleanup LIRMZ e SN2 7 v 77 L— R N RAAEHIBRL, #Hriv
L— RNy RVE (R L ET,
prepare Ty T =R R Rvadyru—RL, NaZa—L
LT, 7y 77 Lb—R3257 7V r—a o aEFL
application-bundle T T = a D4, 255 XFETOREKTTRE L%
remote-repository-name UE—F URY M4, K255 LFOHRETHVR— KL
proceed O—HN 7y ANEFHLCT v 77— R&EFit LET,
Start B—J VTR LTe N RV Z I L CT v 77 L— R & B

ATV R FI4IARN T AN FOBESEITH Y EE AL

ARURE—F EXEC
av Y FEE DRSS EENE
2.0.0.306 Zoavwr FREASHE L,

FERLEOHA RSy 77V r—varvar7y77Lb—FKL, 77U r—YararysFal—vary5—4%
RAFLET, FEMIC OV TIE,  [Cisco Identity Services Engine Upgrade Guidel] &1L T< 72
éb\o

R LTZHAEROMDON—=2 a Ve T 5258 MoT v 77 L— R N0 Fraik{ic
%, cleanup &7 g U EHEHA L £,

eI —HNTT v L — KRy RLEZ T m— KLU THIMT 212i%, prepare 47> =
EMEHLET,
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. application upgrade

EXEC £— K CiscoISECLIaZ > K|

sprepare =7 a T LT v 77 L— RN RV LT CiscolSEZT v 77 L—
R4 %121%, proceed &7 = &/ LEd, HEE application upgrade =~ > K2 {i ]
THROVIZ, ToTZ7VL—KARV RVERAEL L ZOF T v a v EERATEET,

T T T L= RKNRB LIEHA, 204 T a 37 v 77— RV R zElRL
7

Ty T T U= ML NORATRELIZSE, ZOF T a 37 vy 77— A
YRV ERFEFLET,
TV = arET v 7L — KL TWABMIZ, applicationupgrade =< > K& BIIZHITT 5
L ROELE A v —URFRINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

A

IR T v/ L— FOETHIE, backup £/zldrestore 2w REFITLARWTLZE, 207

svarEFERITTLHE T R—ARMET L ARER S D 7,

\}

(G£)  Z?Dapplicationupgrade =~ > R&fHT LRI, ZOFH LY U —A TRt TnD U U —

A )= bDT v T — FRIEZHET OHLENR OV ¥, VU —X /— MIFEFH I
HERFIERZENTEY . TS BEPDH Y £7,

511

ise/admin# application upgrade prepare ise-upgradebundle-3.x.0.x.x86 64.tar.gz local

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

512

ise/admin# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
indexes after upgrade using app configure ise cli
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| EXEC £— K CiscolSECLI 27> K
application upgrade .

STEP 6: Running ISE configuration data upgrade...

Data upgrade step 1/14, UPSUpgradeHandler(2.3.0.100)... Done in 53 seconds.

- Data upgrade step 2/14, UPSUpgradeHandler(2.3.0.110)... Done in 1 seconds.

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)... Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)... Done in 0 seconds.

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)... Done in 0 seconds.

- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)... Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.

- Data upgrade step 10/14, UPSUpgradeHandler (2.3.0.201)... Done in 0 seconds.

- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...

ISE M&T Log Processor is not running

ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats

Gathering Operational schema (MNT) stats .....

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.
warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No
such file or directory

% This application Install or Upgrade requires reboot, rebooting now...

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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. backup

backup

EXEC £— K CiscoISECLIaZ > K|

CiscoISE & Cisco ADEOS 5 — X 2 &ie v 0T v T H#EITL T, FONR I T v T HVRY
VRIS D I21E, EXEC £— KT backup =2~ > RZ2HL T,

\)

(GE)  EXEC E— RThbhackup =2~ REZEHT AT, Efrar 74 Fal—raraxy hU—
I == ORI a =350, CiscolSEh—""— AF— T v S a7y
Fal—rvard LURGFTOVNENRDV ET, ZORFX— Ty T ar7 s Fal—rar
X, R 7T v 7TBIXOVAT A a7 )5 CiscolSE # B b7 Ny a—T 0 7T

LECHEHTE £,

backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain

{encryption-key name} ]

backup [ {backup-name} repository {repository-name} ise-operational encryption-key hash| plain

{encryption-key name} ]

BX DA

backup-name Ny I T 7 T 7 AIVDAREL, KR 100 LFOFEF% R —
TO
repository NPT T Tr7ANERETDIRY M) ZEELET,

repository-name

Ty ANENY T T T B, &K 80 LTI T E R
i‘a‘o

ise-config

Cisco ISE 3% EF —# (Cisco ISE ADE-OS Z&ip) v 77 v
7,

ise-oper ational

Cisco ISEEMET —X 2o 0T v 7 LET,

encryption-key

Ny T v T elkilT o2 —F—EROE LT —2HEL £+

hash

AT ARELINTE Ny adnE) BES—5EE (O3
TERFED =D DNy v 2l FH—) LET, 40 LTFETTHEL

plain

AT ABEALISN TV NS L —2 T % 2 "B — 5 15E
Ty RO DT L — THFR A MMESF—) LET, 15X
THRELET,

encryption-key name

NI T v THONy v a|T =2 T =<y O TF—,

AR TIHIE

T 74N FOBERERSH D EH A,

ATV R E—F

EXEC
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| EXEC £— K CiscolSECLI 27> K

CiscoISEETF—2 013w 27y 7 |

avy RERE

Jy—= EENE
2.0.0.306 Zhoawry RREASHE L,

ERALDOHA RS54 BFbIhiz Oy vadhik) HAT— RELZEHBS LI TN T L—r T F R foss
AU — R &iseconfigiz k> T, UARY kU ~DCiscolSE & Cisco ADEOS T —H DXy 7 7
TERFTTHREIC, 2P —EROKEEX—ZHEH L Ty T v 72 LB LOESTE
5E 91270 E L7, Cisco ADEOS T — X D72\ CiscoISE 77U r— a3  DHrDN vy 7

T v FEFEITT HICIE, iseoperational = FEMH L £,

TIA=VERIFTEDI L FY) F=X—V T J— K E D& Cisco ISE BHET — & 23w 7
Ty TEET,

Cisco ISE

X3

Ny I T v T E@ITEATOIEE, BRiCL>T, ¥—7 v b VAT AOEETE HiEHEDY
A RN —=A VAT ADFHHED Y Z MLk TEEXINET, Nv o7 v 7B IOE o
REICHHRERER (CA) OFEEICELEMIT DN MEXF—RNEENRN EICERTHI L
DIEFIZEETT,

1 ODYVAT ADBRD VAT MRy 7T v T\ EITHIHARIE. =7 — %[BT 5720
W2, ROFT > a v OWT I ERIRT 20 ERNH D £,

FFavi:

CAGFHELXZ Y —AISE/— MO CLIZHEHAL T2 AR —F L, ¥—F v s VAT A
IZCLI ZfEH L TA AR —bFLET,

AT : V=RV AT ALY RiRA V MIEITSNZ TR TOIEAEN &S EfE S
NEJ, =7y b VAT AL > TRITENTZH LWGEAEIL, RUF—2k->TEA
SnEd,

SR EITTHERE AT AR H —7 y b VAT A Lo TRITEN R EIIEE S
BN, BRITTALERH Y £,

AT 32

EITAFLO% ., WNEECA DT XTOH LWEEHEEZ AR L £,

Bt 2047 v a IR IND#EER HETT, oD Y —ADFEREL O X —F
NOFEAELFEHINETA, TO Y — A VAT AL > CTRITISNT-ZEHE TS XX
FHEINE T,

5GP ECHRE AT ARNCH — 4~ > R VAT A ko TRITS N EITEE I
WD, BRITTALERDD £77,

BET—FDINVITvT

CiscoISERET —H &Ny 7 T v 74 5120%, koa<r REHALET,
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B ciscosenter—s0 9797

EXEC £— K CiscoISECLIaZ > K|

backup mybackup repository myrepository ise-config encryption-key plain lablab12

il

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup
backup
backup
backup
backup
backup
backup
backup

ise/admin#

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Starting Backup...1l0% completed

Validating ISE Node Role...15% completed

Backing up ISE Configuration Data...20% completed
Backing up ISE Logs...45% completed

Completing ISE Backup Staging...50% completed
Backing up ADEOS configuration...55% completed
Moving Backup file to the repository...75% completed
Completing Backup...100% completed

CiscoISEENMET—2 DNV I T v T

Cisco ISE BIET — X %Ny 77 v 7T HI21F, ROa~vr REERALET,
backup mybackup repository myrepository ise-oper ational encryption-key plain lablab12

il

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress:

Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress:
backup in progress:
backup in progress:
backup in progress:
ise/admin#

starting dbbackup using expdp....... 20% completed
starting cars logic....... 50% completed

Moving Backup file to the repository...75% completed
Completing Backup...100% completed
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| EXEC £— K CiscolSECLI 27> K

backup-logs

backup-logs .

VAT LT w7 T 7T 511K, EXEC E— R T backup-logs =~ > RZ&HH L E9,
ZOBEEEHIRT AT, Zoavr RonoBEREHEHALET,

)

()  EXEC E— FCbackup-logs =~ R&EHT 2HIC, EfTar 7 Falb—varzxy b
T — 7 P == EORRIRGITIC a2 —3 57, CiscoISE f—/"— 2 F— 7 v/ av
T4 Fa2lb—ra b LTRGETDORERDV ES, ZORZX— Ty a7 4Falb—
vali, NI T vTBIONVAT LA TG CiscolSE 2B ILERIT N T TN a—T 4

VI BRI TEET,

backup-logs backup-name repository repository-name {public-key | {encryption-key { hash | plain }

encryption-key name} }

BXDEREA

backup-name Ry 2T T FH 1 SELFEED T 7 A MDA, FK 10
HoEEYR— R LT,
repository YR RY Ak,

repository-name

Ty A NN T T T DGR, K 80 LT DR T A
*9,

public-key

5 5L 0> 72 8 Cisco ISE 73 Cisco PKI AR F— %42 =
9, 20X TFvaii, b TINYa—F 4 7 HIZ Cise
A= N RV ZRMET DGE5ITEIR L E 7, WET— %214
A= F RN RV EE L TE DDILCiscoTACTZTTY, A
TREZ T — BNV N T TN a—TF 4 T T 5541%. enc
FTa UEBRIRLET,

encryption-key

WEF—ZIEEL T, Ay T v s e R LET,

hash

Ny 0T v alef#T A0y 2 SNTEREEF—,
ez Ny v afbang) ek —2EE L E7,
TTHRELET,

plain

NI T o7 Al efki#ETHIODT L— T XA M2
TOWFALSNIZT L= TR A MO S EF—2fE L %
ETTRELET,

encryption-key name

Ny aFEIE T L — RO R —,

AU R TIAIE

T 7 4V F OEHEEIZH D FH AL

ATV R E—FR

EXEC
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EXEC £— K CiscoISECLIaZ > K|
. backup-logs

avy FNERE )= EEAR

2.0.0.306 Zoavry RPRBEAIShE L,

FEEEDHA KSqy Helbashic hyvadhi) | FEibsh Tnaen7Lb—r 7 XX FORRAT— R
HHLT, Y2707 %2y 7 v 7 LET,

511

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234

Creating log backup with timestamped filename: Test-141006-1351.tar.gpg
supportbundle in progress: Copying database config files...10% completed
supportbundle in progress: Copying debug logs...20% completed

supportbundle in progress: Copying local logs...30% completed

supportbundle in progress: Copying monitor logs...40% completed

supportbundle in progress: Copying policy xml...50% completed

supportbundle in progress: Copying system logs...60% completed

supportbundle in progress: Moving support bundle to the repository...75% completed
supportbundle in progress: Completing support bundle generation...... 100% completed
ise/admin#

A0 A0 d° d° o d° o0 OO oP

151 2

ise/admin# backup-logs test repository disk public-key

Creating log backup with timestamped filename: new-pk-160520-0259.tar.gpg
supportbundle in progress: Copying database config files...10% completed
supportbundle in progress: Copying debug logs...20% completed

supportbundle in progress: Copying local logs...30% completed

supportbundle in progress: Copying monitor logs...40% completed

supportbundle in progress: Copying policy xml...50% completed

supportbundle in progress: Copying system logs...60% completed

supportbundle in progress: Moving support bundle to the repository...75% completed
supportbundle in progress: Completing support bundle generation...... 100% completed

o0 o0 o0 dP do d° oo oo o°
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| EXEC £— K CiscolSECLI 27> K

clock .

clock
VAT AT Oy I ERET HITiE, EXECE— R Tcock a2~ REEHLET, VAT LY
a7 OEREEEGTHITIE, Zoavr Fon B EEHALET,
clock [ set {month day hh:min:ss yyyy}]
X DEREA set VAT A IuyERELET,
month BEDH O 3 LTEETOHRTTIEELET, =& 2L,
Jan EFEELE 9,
day BEOH (B . AR7EIZ0~31 O#PIHTT, 2H £ T
ELET,
hh:mm:ss BEORM 4 BEMER) | 0. BLOW,
yyyy BAEOHE (BRI L)

ATV R FI4NN T ANV NOEERMEITH Y A,

AvYRE—F EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

A

ZE CiscolSET T T7AT UV ADYV AT ARG EF T 5L CiscolSET 7Y r—va U EEHT
ER/ARr AL/ =

VAT A uy 7 ERELET, BEREAMCT DR, ey 2 &Y &y MRIZ Cisco ISE
P N—ZHEETAMERNHY £, VAT LARHELEE LS., BADRL 5 CiscolSE
)= R EA TSI EE R ET,

HENORIET 123, ROFMEZHEHLET,

AU R7OVERFTSATYISE/ —FK

)

G ALVAP—NBOUVAT LA OEFTIZ, AZ KT7uar$721377 4~V ISE /— KT
—FENTWERTA,

o TV AT ARA EEF L5481, ROFIEEZEITLET,
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. clock

EXEC £— K CiscoISECLIaZ > K|

c LDV AT ARG (EEINDHRETORZ]) IR LET,
« Z® /) — Kd CLI 75 application reset-configise =~ > R&EITL £,
« XD/ — FTRZANEL SNDHIO, IEHERBERORME Ny 77 v TnbETLET,

thUHYISE/ — K

\}

G ®h XV J—FRTUVARAT AR EEETLHE, BAEHTE < T,

TIA<Y )= REevAHY )= ROV AT ARZ Z YT 5121, IROFIEEZFEITL
ﬁ—o

« B W HVISE / — REREMRLET,

« 7T A~ VISE /) — RERWIT D LI AT LRI ZEIEL 9,

« 74~V ISE / — K® CLI 75 application reset-configise =~ > K& E4T L £,
«774~VISE/—RIZEHHYVISE/—RELTISE / — REEEELET,

)

GE) AR P IVHHIRESNTIE LW AT AR FICERE S
nNoE22, By v 7y O 4 P—KRiZEo TRy hU—7 X
AL 7va haji (NTP) H— "—DFRENER I, ZOV—
Nl ORI ITENET, By BTy THICERE S NTP
P N—NHIZBIREARETH Y . VAT ARFZIDFE I B S &R
SEICTAMENHY £, 2. Fio, BFEOREESLCMOS
Ny 7 OREEZ X - T BIOS BEZI AR 5 & v 5 ki
WICBWTEETYT, ZO%HE, U7 — FEEZ Cisco ADE-OS @&
AT KAREZ DR T 2B8FNNH Y £F, By b7 v FHIINTP
PR =% E L2WEA X, [Cisco ldentity Services Engine
Hardware Installation Guide] (ZFl# S TWDH L 9T, VAT A
O BIOS B4 73 L (UTC) RS A4 He s L e h
TWDHZ L ZMERTHLELRDY T,

il

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

cls .

cls
MARBmONEEZ 7 V74 5121E, EXECE—RTdsa~vwy R&fEHALET,
cls

X DERA Zoavwy Ridid, F—U—FBXOSEIIHY T A,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEHEDHA KSqy dsiFBELa~y RTH, csiECiscolSE TR TEET2, a~r P4 o CRIKFE AL
TERLEDELEEA. CLIA VX2 T 7T 4 T~V IIEFREN T A,

1
ROBNE, S RONEZ 2 UV 7+ 5 EZR L TWET,

ise/admin# cls
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

. configure

configure
AT 4 FXalb—vay E— RERBT 5L, EXEC E— KT configure =2~ R&EMEAH L
e
configureterminal

B DA terminal a7 4 Xalb— gy avy REMENSETLET,

ATV ERFI4IAN T AN FOBESEIZH Y AL

ARURE—F EXEC
av Y FEE DRSS EENE
2.0.0.306 Zoavwr FRHEASHE L

EELOHA KSq4Y 2V 74Fal—varE—ReRBETICE, 20oa~vr FEERALEY, ZoE— Koo
TR AT LHLETCIT, FTar7 4 Xal—vary Iy A NN~OEZRALETH) L
WCHEE LTSN,
a7 4 X2l —vary T— FEKT LTEXECE®— FIZEAIZIE, end, exit £721% Ctrl-z
EANDLET,
AT 4 F 2 b— g VMR TEERNE 2 FRT 5121E, EXEC E— R T showrunning-config
av U REMFHLET,
Zoavr RTreplaced 7Y a v EEHTLE, VAT ACYVE—F a7 4F¥alb—Ta
vRavr—sh, BFEoary 7 Xal—varRnEEEEINET,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #
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| EXEC £— K CiscolSECLI 27> K

copy

co W

TrANE A —gmhbat =l at’—73 521X, EXECE— RTcopy =~ R L

i@ﬂo

copy 2~ R&EMHTRE, ar 7y (L —F%F% CiscolSE D U E— R UKD b
JIZae—T&EJ, FHMlicOVWTE, v/ 77/ rDabt— (5833—=2) ZHoHI3 %5

BLTZE0,

BX DA

AR R FIAILE

aAvU R E—F

protocol a B —D%isE, protocol DF—U— K A7 3 O N T
ZRLTLZEN,

hostname aE—EDRRA N,

location o B —SE DA,
BEODETa L 74 F¥al—ary 774 V2R LET,

logs VAT LADORT Ty A,

all F_TD CiscoISE 1 7 7 7 A L7 s ZT LB BIDOBETIC
T, TRToOr 7L, iselogstargz & LT/ 7r—IfbEh,
RARNOREESNTT 4 L7 MYk snE 7,

filename B—@CiscolSER 2 77 A L Eat™—L, FOT7 7 A/L%]
A NMIHDHIEEESNTZT 4 L7 b UIC, TOLRITTHIRETE

log_filename show logs 2~ RIZ X > CTE/REND CiscolSE R 7 7 7 A,
(255 CFLIN)

mgmt CiscoISE BB T Ny 7 1/ & Tomecat @ /% AT LAb =
mgmtlogs.targz & L T/N R L7299 2T, UE—F KA.
NrET 4 L7 FUICEEELET,

runtime CiscoISE 7> XA L TNy T a eV AT Anbat—L,
runtimelogs.tar.gz & L TN RV L7295 2T, UE— K KA
IN=T 4 V7 FUIZHERE L ET,

disk TrANDE T a— RRT v u— KRN affElen—h LT

repository TrANDE T a— RRT vy a— RBRARER U RY N Y

77 AV OEIERIEIL D D F A

EXEC
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EXEC £— K CiscoISECLIaZ > K|

B oo
2wy FEE yy—2 RENE
2.0.0.306 Zoavwr RBREAINE L,
3.2 ZDawy RPEE X, running-config 33 &
U\ startup-config HHES AR — b Si7e < 72 b
F L7

FEHEDHA KS4 > CiscolSED copy 2~ it Y AT LDFITar 74 Falb—va I AZ— T v

a7 4 Falb—rvar, BIUar 7 AEROgETIcat—LET,

copy =~ ¥ ROIEARMREEEE L LT, 1 DD bRIOBIIZ, 77 A0 (VAT LA A—
DA T 4 X2l —ary T rANRE) Bab—TxFET, BELLY A LvOaE—5C
BILOa b —4I2i, CiscolSE 77 AV VAT LEFEH LT, YR —FENTWbHua—hL
FITVE—bF T ANOGRERRETEET, SN TVWDL 77 AL VAT L (R—
NAEY V=REFVE—F VAT L) ITEo T, a~wr RCHEH SN IRRESH
£7

VR TRTCOav—xtabt —EolE#H, BIOWHT 22— -4 L AT FRE2ANT
EFET, T, copya~vr REAN LT, REFTREH IG5 — =7 e 7 ek
REEBHZELTEET,

Qb= ANREEICE T TDHE TR, BB ZENHY £, Zud, EHLT
WATE ha gy NI —271Ck o> THRRY £3,

T AMIGEIZIE, T4 V7 FUICRHT AT s A NVAEFEHLET,
EZONDHTT—IMERET 7 A Nk~ o ha (FIP) DT — A vtv—ITT,

R 2:K 21protocol DTL T 4 Y A £—D—F (fF)

F—J—F JE—mFERIFOE—%

ftp FTP X v R U —2 H—nN—pa b —itF /- Ea £ —4:0 URL,
A VT ADHEX -
ftp:[[[//username [:password]@]location]/directory]/filename

sftp SFTP > U —27 $—N—pa b —jrEiid= ¥ —% D URL,
A VT ADORES -
sftp:[[//location]/directory]/filename

tftp TFTP Ry FU—27 $— =D a b —pEolda B —% D URL,
A VT ADEXL :

tftp:[[//location]/directory]/filename

il

ise/admin# copy disk:/ filename repository repository name
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| EXEC £— K CiscolSECLI 27> K
ny 774 rnac— |

05 274)LOa2E—

WD copy 2~ REMEH LT, CiscoISE ¥ AT AN BRIDBFTICY AT L0 77 7 A )V =
to"_ Liﬁqo

copy logs [protocol://hostname/location]

511
ng 7y ANER—) T 4 AT =952, kOa~vr REFEHALET,

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

512
0y 77y ANERNOLGINCa—3 5121, ROoa~y REffEHLET,

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

51 3

Cisco ISE T, BN TaT 77 A —7 X 70 NarftmpT 4 L7 Ui
disk:/corefilesT 4 L7 RNUICBEILET, copy2~> REHEHLT, Zhbourza—hL
TAATIPHIE—N VR M Zab—T&EdT, a7 JrA =T X 20F, 7
7 v v a DFRROFEICESDEBERIGRNAGENTWET, Zhbor i, 77V 47—
YarNs T vvat b ERENET, diravr FEFALT, n—b T4 R Tay
Tr7ANERRITDHIENTEET,

ise/admin# copy disk:/corefiles ftp://192.0.2.2/

Username: ftp

Password:

ise36/admin#
ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57:28 1
4096 May 20 2016 06:34:49 corefiles/
0 May 20 2016 00:57:28 err.out
4096 May 20 2016 00:57:28 lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available
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. crypto

crypto

EXEC £— K CiscoISECLIaZ > K|

FLOWARF—<T 24K L CTBEOAMX—2 Y R I AR— ML, AFF—%ZFF
[ —U X MNMIA AR — T 5I121%, EXECE— RCoyptoa~> REEHALET, Ax—
HHREMR L, HELLEX—ZHIRT A ELTEET,

crypto key [ delete {hash | authorized keys| rsa}]

crypto key [ export {filename | repository}]
crypto key [ generate {rsa}]

crypto key [ import {filename | repository}]
crypto[host_key {add | delete} ]

WX D8 key

e —HEEZITTE £,

delete

NP —/RE T — T EHIBR LT,

hash

Ny vaf, 80 XFETTHEELET,

authorized_keys

FFAI S — & HIBR L £9,

rsa

RSA F— X7 ZHIKR L E9,

export

U )j_ft\/v }\ U &:/\Bﬁﬂ—r.—/ﬁ%%ﬂ?— /\07%317171{‘— ]\ Liﬁ_o

filename

NF—% I AR— b TDT7 74 V4, 80 LFETTHREL

repository

NBF—% T AR— T DRI R,

generate

INPHIRLEE % — T AR L E T,

rsa

RSA F— X7 24 L ET,

import

NHF—/REx— T A R — P LET,

filename

BRAF—ZA R—= T 277 A NVH, 80 LFETTHELE

repository

NEAF—Z2A L R—=FFLVRT Y,

host_key

M5 A b F—fE 2 RITTE £

add

FEHTELRAMOF—2BMLET,

delete

FEETELRAMOF—ZHIFRL 7,

add

FEHTELRAMOF—2BMLET,

host

RAMGEIRELET,

delete

FHTELRAMOF—ZHIFRLET,
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| EXEC £— K CiscolSECLI 27> K

AU R TIHIE

crypto .

ntpkey NTP B — 3= B AR S T AR ¥ —,

T 7 4V N OEMERMEIZH W FH AL

avURE—FR EXEC
av Y FRERE )1)—=x EENAE
2.0.0.306 Soawy FRAEASHE L,

FEREDAHARFS1Y

CiscoADEOS Tlt, HFHHB L2 —HF—DID ~DSSHT 7 £ ADDIZ/NAY — K72 LD
NEF—BAEE AR — P LET,

BIED 2 —H—HZ2048 £ M EDOHT LWABRF —/FlE - — 7 Z AT 2 I121%. cryptokey
generatersa =~ R&AfEH LET, F—BIEIZEET, RSAXF— ¥ A 72 R—KFLTWE
T F—XTNTTICHIEEIE, RXATL—XZMH L CTEITT DRI LEZ 27T 5 &
A=V RFRINET, NAT V=X ANTH L, REMEXF—IZT 7 E8AT5
TN AT =R ANNTDHEIIMRENE T, NAT L —ANRZEOHEIL, Lk, S
AT V=R AT HIEIBEINETA,

cryptontp_import_autokey =~ > RZfEH LT, NTP YV — =0 bAM I NI ARF—% 1
A—hLZET,

511
woBL, SFTP YR P OF—EFHEZ/RLTWET,

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£1:6£:45:0d:99:d7:0£:50:9f:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f£:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

512
WOHIIL, CiscoISE ~Dua 7' A NMFEHTE 2R/ [F—DOF—EEERLTWVET,

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin# crypto key delete authorized keys
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. crypto

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa f£8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

1513

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

debug

debug .

FTLlca~vry RO T —F i34 X MeRRT 5I121E, EXECE— R Tdebug =~ N%&

EALET,
debug [ all | application | backup-restore| cdp | config| copy | locks|logging | snmp | system | transfer
| user | utils]
BX DA all TRTOT Ny T A X =T M LET,
application TV =y a VO T —F T IA R NOT Ny T

ZLET,

call : TRTCOT IV r—varOF Ny T E A 31—
T 0~TDORTL VL Z#RELET, 0IFEKR, 7157
£

einstall : 77V r—a DA VA R—LDF Ry T HS
TMZLET, 0~TORTLLERELET, 0ILE
NCTHERLET,

s operation : 7Y r— g UEEDOT N T H TR A F
F9, 0~TOMTLVLERELE T, 0FEKR, 713
LE7,

euninstall : 7 XU A — a0 DT A VA R—LDT
A F—=T N LET, 0O~TOMTLLEZRELET,
7T _CERLET,
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EXEC £— K CiscoISECLIaZ > K|

backup-restore

Ny 0T v T EETEEOTT —F 72134 X FOT Ny F i A
UZLET,

call: Ny 7 T v TBIXOEITL T, TTOT NNy ZTH %A1
MZLET, 0O~TOBTLEZRELET, 0ITEK, 7
TuHERLET,

ebackup : Ny 7T v TBLOEILT, Xy 7T v T OT /3
EARX—T I LET, 0~T7 OB TCL_LEHRELET,
K., 71FIF_XCERLET,

e backup-logs : N> 77 v TEBIWMEILT, Ny 7T v v
Ny TN A F—T M LET, 0~7T D TLLER
T 0IFEKR, 7TIETRTERLET,

e history : N> 7 7 v FBIOMEICT, BEOT Ny 1%
TWUZLET, 0O~TORITCL_AEHRELET, 0IFFEK,
RCTERLET,

srestore : /N7 T v TBIOMEILT, HxoOT Ny T 1%
TMZLET, 0~TOTL L2 ELET, 0IXEK,
NRCERLET,

cdp

Cisco Discovery Protocol i EBIHED T T —F 72T A X2 F DT A
A F =7 M LET,

e all : 97T Cisco Discovery Protocol 27 f ¥ = L —3 3
Ny WA A X—=T M LET, 0~ 7T DR TL UL agk
T OITER, 7TIFTRTERLET,

« config : Cisco Discovery Protocol D=2 > 7 4 ¥ o L—3 3 0
THNZEAR—=T NI LET, 0~7DHTL VL ZBIE L
0JFEHKR, 71X ~TERLET,

« infra : Cisco Discovery Protocol DA 7 7 A KT 7 F ¥ DT
HAaEA3—7 M LET, 0~T DM TLLEREL T
FER, 71T _XTaRLET,
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debug .

config

CiscoISEfREBED = T —F 7213 A XU b DTNy F A Fo
F9,

call : TRTOaAL 7 4 X2l —arOF Xy ITH %
WCLET, 0~7TDOMTLULEHRELET, 0IXEK,
R LET,

sbackup : N/ 7 v a7 4 F¥al—a D7 Ny
F—=TNMZLET, 0O~TDOMTL~VEHRTELET, 0
T3 _XCERLET,

eclock: Z7uw 7 arv 74 F¥al—arOF Ny 7
TMZLET, 0O~TORTLLERELET, 0ILE
NRCERLET,

einfra: AT A F2lb—2a L AT TANTTF ¥ D
HaeA X —TMZLET, 0~T DB TLLEEEL:
BR, 73T _XTERLET,

ekron: AV R ATV a—T a7 4 FXFal— a7
HIaAx—T NI LET, 0~7 DB TLULEHRE
ITEKRK, 7139 _XTERLET,

enetwork : xv hU—2 a7 4 Xal—a DT\
AR—=T M LET, 0~TOMTLXVERELET,
TIET_RTERLET,

erepository : VARV RY a7 4 Falb—aDF Ry
F=TMILET, 0~TORTL N ZRELET, 0
T _XTERLET,

eservice : —EZX a7 4 X2l —arDOF Ny SH
TNMZLET, 0O~TORTLLERELET, 0ILE
NCERLET,

copy

copy IV ROT Ny T A X —T M LET, 0~7 D
RELES, 0FER, 71FTTXTERLET,

locks

VYy—2n0yBEBEOTT —FFA R NOT RNy T E A
LET,

call: TRTDY V—RAavX o TOF Ny TH %A 3%
FT, 0~TOMTLULEERELET, 0IZEK, 7
Lij—o

efile: 77 ANV auX L TOT Ny THNEA X —T I
0~7DOBTL_NVERELET, 0ITEK, 7139 C
—a—o
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EXEC £— K CiscoISECLIaZ > K|

logging

X ar7 4 FXal—yarHEon T —FA03 AR~
T F—T M LET,

all : TR TouaX Ll ar 74 Xal—aryOF Ny TH %
TVZLET, 0O~TDOHTLLERELET, 0IZEKR, 713
R LET,

snmp

SNMPREMED T T —F 72134 X bDT Ry T A T —T )
‘a‘o

all : T R_XRTHOSNMP 2> 7 4 X2 b — 3 v DOF Ny V%A
MZLET, 0~TDOMTL_AEHELET, 0IXEKR, 7137
RLET,

system

CiscoISEZ AT LA DT T — LA N b DTNy 7 A 4
ZLET,
call: TRTDOVARATF AT 7 ANDTF NNy TH 1% A F—T )
T 0~TOMTLUVERELET, 0IFEKR, 71XTT
iﬁ‘o
cid: VAT AIDDOT RNy TN EA F—TMILET, 0~
TLVERELET, 0ITEKR, 7139 CERLET,
cinfo : AT LMMEROT Ny TN A F—T M LET,
DM TLLEHRELET, 0IXEKR, 73T _XTE2RLE

cinit : VAT ADOPIHULDOT NNy TH N EA F—T NI LU E-
TOMTLULEHRELET, 0ITEKR, 7T _XTERL

transfer

T ANIRIEDT Ry T A X —T NI LET, 0~T7DHETL
HELET, OIFEKR, 71T TE2RLET,

user

=P —EHDOF Ny T A Z—T M LET,

call: TRTOa—P—EHOF RNy FH 152 A R —T T L
0~7 DR TLLZRELET, 0IXFTER, 71LTITES
KR

s password-policy : /XA T — KK Y ¥ —D2—HF —FELDT
NeAF—=T M LET, 0~TOMTLIVEZRELET
HR, 71T _XTERLET,

utils

=T VT A BREMEDT T —F/FA R DTNy T
M LET,

all: TR_RTHD2—F 4 VT 4 a7 4 Xal—arDF N7
AX—=T M LET, 0~TOMTL VLV ERELET, 01XE:
FTRCERLET,
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debug .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AvYRE—K EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDHA KSq4Y By Ty T7Rar74Fal—arDxT—7E CiscolSE¥V—"—HNOSEIERT
T —FlFA R b ERAT DL, debug v REMEH LET,

1

ise/admin# debug all

ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success
ise/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command

6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#
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. delete

delete
Cisco ISE r—_"—n 57 7 A LV EHIFRT 5121%, EXEC E— R Cdeete 2~ F&EHEHA L E
7,
delete [filename disk:/path]

Bt filename T 7 ANA, 80 LWEETORMFETHELET,
disk:/path VRIS NUND T 7 A LD,

AU R TIHIE

T 7 4V N OBEWERMEIZH W FH AL

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE
2.0.0.306 Ioawy RREASHE LR,

FRLEDHA KSA Y

OV T4 X2l = a T ANERIFIAA=VEEIRLE Y T2 L., HIEREZHESRT 5720
DTarT IRFRENET, Flo. MIOFN R AT LA A—VEEBRLE D & LGS
b HIRAEHRTAT-DO T a7 MRFERINET,

1

ise/admin# delete disk:/hs_err pidl9962.log
ise/admin#
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dir I

CiscoISE —_— LD 7 7 A4 Ve —EFK T H121E, EXECE— RCdir a~> K2R LF

7
dir
dir disk:/logs
dir recursive
EX DR directory-name T4 L7 N4, RSO TFOIKTEYFR—FNLET, 74127 NV
2 OFNZIX disk:/ ZHRET HLERH Y £,
recursive EE) . a—HIN T AN VAT EADT ALY M) LT 7 A Vo —

ARV R TIAIE

FRLET,

77 4N FOBEREIZH D EE A,

AvURE—F EXEC
2wy FEE Yy —2 EEANR

2.0.0.306 Zoavwry FRHEASHE L,
EREOHA Sy BL

B

iseadmin#dir

Directory of disk:/

4096 Jun 19 2022 00:01:31 corefileanalysis/
4096 Jun 18 2022 21:33:58 corefiles/

4096 Jun 18 2022 23:22:31 CSD-config-backup/
4096 Jun 20 2022 14:33:12 gc/

16552 Jun 18 2022 21:35:15 upgraderpms.log

Usage for disk: filesystem
42673885184 bytes total used

220581744640 bytes free
277419163648 bytes available

151 2

iseadmin#dir disk:/corefiles

Directory of disk:/
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B i

Usage for disk: filesystem
42674413568 bytes total used
220581216256 bytes free
277419163648 bytes available

1513

iseadmin#dir recursive

Directory of disk:/

4096 Jun 19 2022 00:01:31 corefileanalysis/
4096 Jun 18 2022 21:33:58 corefiles/

4096 Jun 18 2022 23:22:31 CSD-config-backup/
4096 Jun 20 2022 14:33:12 gc/

16552 Jun 18 2022 21:35:15 upgraderpms.log
./corefileanalysis:

./corefiles:

./CSD-config-backup:

./gc:
490314 Jun 20 2022 15:01:01 gc_app.10g.20220620143312.0.current

Usage for disk: filesystem
42674921472 bytes total used
220580708352 bytes free
277419163648 bytes available
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est |l

esr
WHALIY — AL —F a2V — )L aEBET 51215, EXECE— RTesr 2w REfEAL
F9,
esr

EXDiiHA Zoa<wy RZiE, ¥F—UY—FBIUB5IEIIH D FHA,

ATV ERFI4IAN T AN FOBESEIZH Y EHE AL

ARURE—F EXEC
av Y FEE DRSS EERE
2.2.0.470 Zoavwr FREASHE L,

ERLDHA K54 C5921ESR Y7 b ¥ =7 1XCiscolSE U J — R 22 PIBEICHBLCWET, 2OV 7 hu=T
ZREAIATREIC T D ITIZESR 7 A & U ANMETT, ESR 7 A £ ADHFEHRIZHOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel % &/ L T< 72 &0,
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. exit

exit

EXEC £— K CiscoISECLIaZ > K|

CiscoISE 4 — = 50ua 77 NMZXo T I T4 TR E—IF )Ly arz2&T45
N, AT 4 X2l —a = R 12EOE— RL-YLIEITT A%, EXECE— R

Texita~y REEHLET,

Zoawy NZiE, F—U—FBLUSIEIEH Y FHEA,

exit

ATV R FI4NN T AN NOBEBERMEITH Y A,

ARV FE—F EXEC

a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavy RPEAINE LT,
1l

ise/admin# config t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # exit
ise/admin#
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forceout .

forceout
I —P—% CiscoISEV— "= bn /7y hEEAHZ LT, T/ T4 7R F—IF kv s
VRN T S8 AI121%,. EXEC B— KT forceout =<2 RZ&EMFHA L £,
for ceout username

EXDiiHA username ==&, K31 XFOFEETEFR—FLET,

AR R FIHILE

77 4V FOBIEREIZH D EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,

FEREDAA RZA Y

2—W—DT I T 4 Tty a UEBEIFNIK T &8 51213, EXEC E— KN T forceout =~
VREHEALET,

1

ise/admin# forceout userl
ise/admin#
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. generate-password

generate-password

CiscoISED /XA T — RAR Y o — 2R L 7o 22— P — AT — K& ARk 3 5 12iL, EXECE— K
T generate-password 2~ > RE2EHALET, ,

EX DA <word> NRAT— REARTHVEND D 2—V—4 (FKRKEITX3L) .

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

AT RE—F EXEC
av Y FER Jiy—=x EENA
3.1 Zoawr RREAINE L

FEREDHA KSqy HILWERAEL—F—2BINT 25L& X2, CiscolSEGUI Zffifl L Ta—H— "2V — &/t
52 T&EET, CiscolSEDGUIT, A==—n5[EE (Administration) [>[Y R T
L (System) 1> [BHEETF7 2 X (Admin Access) |> [BIE#E (Administrators) 1> [BIEH
a—%— (AdminUsers) | > [#Tila—H—%ENM (Add New User) | DIEIZER L £5, ¥
AT — K (Password) ] fE3 T [Generate Password (/XA T — KDAERR) 1227 U w7 L, B
TOHEHEL—P—D/R2AT— REHBCAER L TEIY Y TET,

Cisco ISE CLI Tid, generate-password =~ > RZ il L T Cisco ISE D/SXA T — KR Y 2 —|Z
HEPL L 72T 2 —— XA T — REERTEET,

il

ise/admin# generate-password <username>

1pNn

ise/admin#configure terminal
Entering configuration mode terminal

ise/admin (config) #username <username> ?

Possible completions:

password Password and user role

ise/admin (config) #username <username> password plain ?

Description: Password. Use of % character must be escaped with (Max Size - 127)
Possible Completions:

<AES encrypted string, min: 1 units, max: 200 units>

ise/admin (config) #username <username> password plain 1pNn ?

Possible completions:

role

ise/admin (config) #username <username> password plain 1pNn role admin ?
Possible completions:

disabled User is diabled

email User email address

<cr>
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halt

AR TIAIE

hatt [Jj

VAT AEV Yy RA U LTUAT AOEREYHITIL, EXECE— RThalt =<2 R&f#
ALET,

Zoa<wy R, F—U—FBIXOBIEIIH D A,
halt

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

halt =~ R& 3473 2R, CiscoISES, Ny 77 w7 Hix, A VA =, Ty 77
L— R, ETHIRBEZIATR CRNWZ 2R L E T, £, application stopise =~ >
RK%&34TL T CiscoISE 7mtv A &EIELFET, FHWT, hat a~> RE2FETLET,

Cisco ISE S Z L6 OWTFNDDOEAEEZIT-o TWAMIZ halt =~ > REEFTT L L, kOWT
NNDEE X v —NERRINET,

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHEDOWTINNDEENRIRINTZGE., B TR E 179 5121 Yes E A S L, 58
T2y BT 512 ENo E AN LET,

halt =< > ROFERABFICMO T BB ARFETIN TWRWES, F3FRIN %5 2
— VI U T Yes & AN LTEGETE. ROBMITISETHARLERNH Y £97,

Do you want to save the current configuration?

BEAZD Cisco ISE iR EZIRFET H72DIZ Yes EATITHE, ROA v E—UNRERINET,

Saved the running configuration to startup successfully

1

ise/admin# halt
ise/admin#
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. idle-timeout
idle-timeout
TRTCOEYy Y a N RET VT 4T HA LT U MNeRETHIZIL, EXECE—RT
idletimeout =~ > RZHEHA L £,
idle-timeout seconds
EXDiiHA session-timeout TRTOEYya IR LT, ET 7T 47 XA LT T FEE
j—o
seconds T VT 4 THALT T O, HRIHEMIL 0 ~ 999998 T
avyRFIALE L
AvURE—FR EXEC
2wy REE yy—2 KENE
3.2 Zoawy RpREAINE LT,

FEEEDHA RS« idletimeout =~ FatBr (0) IZRETDHE, A LTV MPRESNETA,

il

ise/admin$# idle-timeout 40
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license esr

license esr .

est 7 A & A EER FEITT H121F. EXEC E— R Tlicenceesr =~ FAHH L £,
license esr { classic |[smart }

BX DA

AU R TIHILE

classic ESR7Z T3 v 794V AEHMMILET,

smart ESR A~— IS4 AEHMZLET,

T 7 4V N OEMERMEIZH W FH AL

ATV RE—F EXEC
avy FERE )1)—Xx ETEAR
2.2.0.470 Zoavwy RPREAINE LT,

FEREDAHA RS2

C5921ESR Y7 F 7 = 7 (X CiscoISE V U — A 22 LIRRIZAHE L CWET, 2OV 7 hu =T
ZAEHAREICT DITIZESR 7 A £ U ADRMETY, ESR 7 A £ ADFRIZHOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel| # &M L T 72 &0,
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B i

mkdir

EXEC £— K CiscoISECLIaZ > K|

Cisco ISE —_R—ZH LT 4 L7 MU ZERRT 521X, EXEC £— KT mkdir 2~ K%

AL £

mkdir directory-name

X DA directory-name

BT 27 4 L7 b U DR, K80 L FDOIEF ¥R — b L
disk:/directory-name % i i L &9,

ATV R FI4NN T ANV NOEERMEITH Y A,

ARV FE—F EXEC
2wy FEE y1y—2 RENE
2.0.0.306 ZDavwry RBREAINE L,

FEREEDHA K54 > disk/directory-nameZfli i L T 7230, AT L7gu & | disk/directory-name % & 8 2 2273 &
LI LTI —RNERINET,

1

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096 May
4096 May
16384 Mar
4096 May
4096 May
Usage for disk:

ise/admin#

06 2010
06 2010
01 2010
06 2010
07 2010

13
13

13
12

filesystem
181067776 bytes total used

19084521472 bytes free

20314165248 bytes available

134
:40
16:
:42
126

07

:49
:59
227
:53

04

activemg-data/
logs/
lost+found/
target/

test/
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nslookup

nslookup .

CiscOISEY— =2 D U E— h T AT LDKRA AT HI21%,. EXECE— KT ndookup

a<wr REFEHRALET,

nslookup {ip-address |hostname}

nslookup [ {ip-address |hostname} name-server {ip-address }]

nslookup [ {ip-address |hostname} querytype {query-type} ]

B DEREA

ARV R TIFILE

ip-address VE—hK VAT LD IPv4 72T IPV6 7 R LA, K 64 -
ZHR—FLET,

hostname VE—h VAT ADFRA MMy, K64 TF O T % HR—

name-server RBER—L P —R_—ZHEELET, K64 LFOFER T
9,

querytype VE—h VAT LADIPVA 721X IPV6 7 RL A, HDHWVIIAR.

WEDEET, ZhiZiE. PTR., A, AAAA, SRVD L D 7/
A7bEENE T, KK 16 LFOREETEYHR—FLET,

T 7 4 v N OBEWERMEIZH W TR/ AL

ATV R E—F EXEC

avy FRERE )1)—Xx EENAE
2.0.0.306 SOawy FAREASIE LT,
%11

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms
Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 171.70.168.183#53 in 1 ms
ise/admin#

15 2

ise/admin# nslookup ipv6.google.com querytype AAAA

Server: 10.106.230.244

Address: 10.106.230.244#53

Non-authoritative answer:

ipv6.google.com canonical name = ipvé6.l.google.com.
ipv6.l.google.com has AAAA address 2404:6800:4007:803::1001
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. nslookup

Authoritative answers can be

google.com
google.com
google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

.com
.com
.com
.com

nameserver = ns4.
nameserver = ns3.
nameserver = ns2.
nameserver = nsl.

internet
internet
internet
internet

address
address
address

address =

found from:

.com.
google.
.com.
.com
= 216.239.3
= 216.239.34.
= 216.239.36.
216.239.38.

google

google
google

com.
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| EXEC £— K CiscolSECLI 27> K

password .

password

CLL7 17 FD/RAY— REFHT HI21E, EXEC E— RTpassword 2~ > R&ZfEH L E
R

CiscoISE Y U —RZ32 T, Ny =ity #) FI3EES (1) 28 L TRAU— RaERK
T B, BNy I ATy vaits ) ZANTLHIHERSY £, 72L& 20E, abd\l23,
abo\12# D X H 1270 £,

N

(G¥)  CLITA VAP EIFA VAN NVBIEREDNAT — REERT DB, AT —
ROFRBEDXLFEDOBREERNTXFE 1$) 2L NTEEN, ZOXFENRIE-ITMO
VFEOMIZHD &, WA= REIZIFANONETN, CLI~Oa 7 A AMERATE £8
Po

ayy—piu 74 LCCL a~wy R4 %7 ISECD £723 IS0 7 7 A /L& liig7
L2 LI TINEBEETEET, ISOEZEML TR = 2ty M2 FIHIZ, RO
K= A2 P CTHBISILTCWET,  https://www.cisco.com/c/en/us/support/docs/security/
identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

T D EREA Enter old password BAED CLI AT — R&E AT LET,
Enter new password HLWCLI XA — REZEASNLET,
Confirm new password HLWCLI XA — REMRLET,
ATV R E—R EXEC
avy FERE Jiy—=x EENE
2.0.0.306 Zoavy RPEAINE LT,
3.2 Ny vaity @) FELIFEEEL () 2R
LTAAT = REERRT 21213, mfl
JAZyvaity () ZANTHLERHY
9, 7-&ZiF, abdl23, aba12# D X 57
D ijqo
451

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#
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. patch install

patch install

EXEC £— K CiscoISECLIaZ > K|

patchingtall =2~ > FEZMHH L T Xy F &2 A A M= VT BHEIZ, DOy FIfHHETZV U —
2 )= TRy FOAL L A M—LFELSBRLTLLEE N, VY —2 /) — NNai%, BELTEH
FIENGENTEY, O VERDHY 7,
BED ) — RCCLINSLT AU —2 g DR F R RA%BA A T 321, EXEC
£— FTpatchinstal =~ > FZH L E£7,

patch install patch-bundle repository

)

GE) Cisco ISE S HURBRBRE TIX., Ny F RN RNANTXTO® DI XY J— RTHEIZA VA
h—=LENB LI, BEHER—FNLNERNyF N RKLEASL VA=V LET,
X DERHA install FFY r— g L DOEEDIF Ry KA A R—L L%
patch-bundle Ry F N RV T 7 A N4, R255 LFOFHT AR — bk L
repository BELEVRY FURAICRRyFaA A M= LET, K258

ARV R TIFILE

FFE Y R—FLET,

BRANTT 74~ VEH /) —FK (PAN) OHE) 7 = — LA —NR—REEA F—T /I LTWN5D
e, Ny FEA AN TLHANIT 4 B—7 ML TLEE N, BENOTXTO / —
RTCRyF AU APM=ANET LIS, PANOHEBN 7 2 — /LA — =R EE A X —T7 /LI L
3

YUY =220 T A VA R—NTHLEEL, Xy TDA A=V TBEATIE, V7
Mo =T Oy v a il T L IEEanEzRrA, VU =R 20T, Xy TFoA
AN—= VT 2T INT VAN EBLEFER LT, Ny F V7 b= T OBRAMEE HEIIC
R LE T, patchinstall =~ > RO AFNZHWTIEL, BLFOFIZSHL TS 7Z3 0,

T 7 4 v N OEWERMEIZH W FH AL

ATV R E—F EXEC
avy FRERE )1)—Xx EENAE
2.0.0.306 SOawy FAREASIE LT,

FEREDAHA RS2

TV = a VDREEDNN T N KVvE A A M=V LET,

POy FOENWR=a U ThHhHNyTFoeAf A=V LEIETDHE ROTT— Ay
T—UNEIRSNET,

% Patch to be installed is an older version than currently installed version.
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| EXEC £— K CiscolSECLI 27> K
patch install .

CLI?DB Ry F A VA RN—)VDAT —HF A%ERT D56 1E. Cisco ISE al— k /X2 KL
adelog 7 7 A W AZRL T ZE VY,

EENTPAN OBHE) 7 = — LA — R—BENRA R —T N2> TNB L. RO A vE—IN
FRENET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

PAN OHE| 7 = — VI —NN—REZT 4 E—7 M LT, BENOTXTH /) — R TRy F
A VAR=NAMET LA X—T VIR LET,

1

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
%Warning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-0S running configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#
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. patch remove

EXEC £— K CiscoISECLIaZ > K|

patch remove

patchremove 2~ > REZHEH LT/ Ny FE2a— A"y 7T HHIT, EDONy FITfET 2 Y
V=)= TRy FOr—N_"y 7 FIRESRLTIZI, VU —X /7 — N MIiE, #EHER
FHFIENEZENTEY ., WEHMENRHY £7,

TT VI —a OFFED /Ny F R RO R—T 3 U EHIRT 5 I21E, EXECE— KT patch
remove 2~ R&EfEfA LET,

patch [ remove {application_name| version} ]

)

(GE)  Cisco ISE W EURBABREE CTlX, HHER—FNANONyF N RVERIBRT D L, B2

J— R b BEIRIZ Sy FAHIBRSE T,

B DR

i
&

aAvY R FI4ILE

remove TV — g OFRED /Ny F R RAADONR— g o & HIR
VR,

application_name Ry FRHIBRENLT U r—= 3 v O4T, K255 LFOH
PR—FLET,

version HIBRS D Ry F R— 3 Vf T, K255 LTFO5E T2 V73
F9,

EHNTTY 74~ V& —F (PAN) OHBEN 7 = — VA —N—FEEZA RF—7 LTS
WAL, Ny FERHIRTARNCT 4 B—7 M L TLEE W, RNy FOHIBRMNZET LZb.
PAN DH#EN 7 = — VA —N—RELE A X —T NIRRT ENTEET,

77 4V FOEEREIZH D EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry RREAShE L,

FEREDHA KSA4 Y

AVAR=ALEINTHROSNYyFERIRLES ET258 ROTT— Ay b=V REREINE
R

% Patch is not installed
JEBANTPAN O HEN Y = — /LA — =R ENA X —T W75 TW0H L RO A v E—UNR
KREINET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.
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| EXEC £— K CiscolSECLI 27> K
patch remove .

511

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

151 2

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y

% Patch is not installed
ise/admin#
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. permit rootaccess

EXEC £— K CiscoISECLIaZ > K|

permit rootaccess

Cisco ISE CLI D /b— KMZT 7 &% A9 5121, EXEC E— K C permit rootaccess = ~ > K % {i#
LET,

permit rootaccess

N

CE) Fr Lo I/VARVAZEETHIZIE, TACAF—AZAD—EE LTFvy LY h—r VERE

EETIHIVLERSY £9, 20 TAC 77— AT 15 B ORERTT, 15 53UNICF v Lo/
VAR AGZAG Lo oA, BEREFERETHILNERDHY £9, TACHHXITH -
=R T 7 R]AX, V= FLR_XLDT I HRAEKTTHE, TYLUV/LARS AT vE
AL oTry 7 &N,

BXDEREA

aAvU R FI4ILE

Zoawry Rk, F—U—FBXO8EIEH D A,

77 4 FOBIEREIZH Y EE A,

ARURE—F EXEC

avy FER Jyy—= EEAR
2.7.0.349 Zoawr FREAINE L
151
W DFIIE., Cisco ISECLI D/L— MIT 7 v 2+ 5 HFEEZ R LTWET,
ise/admin##

ise/admin# permit rootaccess
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

1

Generating Challenge. ...ttt ittt ittt eeneeneenenns

Challenge String (Please copy everything between the asterisk lines exclusively):
LR R R R R R R R R i e R e R S i S S

LR R R R R R R R R i R R i R I R I R e I i I I S i S

Starting background timer of 15mins
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History
4. Exit

Enter CLI Option:

Response Signature Verified successfully !
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| EXEC £— K CiscolSECLI 27> K
permit rootaccess .

Granting shell access

sh-4.2# 1s
2 .4backup config CT_Deme_Test Rpm
ct_rolling.txt lost+found threadHeapDumpGntr.sh
backup_anc-2.7.0-115.jar corefiles CT_engine-2.7.0-1.0.x86_64.rpm
err.out prrt-server.log tomcat-process-log.txt

backup_guestaccess-upgrade-2.7.0-115.jar corestacks.txt ct persistent.txt
Heap dump20190705 libciscosafec.so0.4.0.1 Thread dump 2019-07-05-19:07:30

sh-4.2# exit

exit

Root shell exited

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History
4. Exit
Enter CLI Option:
3
R R Rk I I h b b b b b b b b b b h h E b b b b bk i i
SN No : 1

R R IRk I I h b b b b b b b b b I b b h E b b b b b b i

Challenge

generated at 2019 06-12 15:40:01.000

R R IRk I kb b b b b b b b b b b h h b b b b ki

SN No : 2

R R IRk I I I h I b b I b b b b b E b h 2E b b b b bk i

Challenge

generated at 2019 06-12 l5 43:31.000
1 Generate Challenge Token Request
2 Enter Challenge Response for Root Access
3. Show History
4 Exit
Enter CLI Option:
4
Exiting........... ...
ise/admin#
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B ving

ping

EXEC £— K CiscoISECLIaZ > K|

UE— MU RAT N EDHEARN IPvA Ry b U — 7 P22 W1 5 121X, EXEC *£— KT ping

o< REFEHRALET,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

B DEREA

AR FI4ILE

ip-address PING #EITTHL AT LADIPT RLU A, K32 LFDOIHT %
FLET,

hostname PING 2 F4TT B L AT LADFA M, BRI LFEOEKT 45 Y
L\iﬁ—‘o

df (EE) « Ny b 7537205 —2 3 VT BEEE,

df Ny N 7T TA T a rEEIET AT, EE 1IE

O —H NIy 2T T 7 A T AEEI32. DFERE LY

E3ICHELET,

packetsize ({EE) o PING Ty bOHA X,

packetsize PING /X7 v R DY A X% 0~ 65507 OFFHTHRE L T,
pingcount (&) ., PING —a—ZRDH,

pingcount PING = 2 —ZRO¥ A 1 ~ 10 OFPHTHHEL £,

77 A0 S OEIERIEIL S D FE A

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEREDAARZA4

pingz~y RiZ, =Ta—FRAry &7 RLRAIGEEL UNEEZRFDLET, pingiE, &

A RAORZADFRME, NADEIE, RA MR RENE

1

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms
18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms,
ise/admin#

. Cisco Identity Services Engine ') 1) —X 32CLU ) 77 LA HA K

D INEFHIET 2 DITRL B £ T,

1001ms
pipe 2



| EXEC £— K CiscolSECLI 27> K

ping6 .

ping6

UE— MY AT L EDIKRHRIPV6 % v b U — 7 $f5i 2274 512i%. EXEC & — K T ping6
a<wy REMALEY, Zhid, IPvdpinga~> REFEELTHET,

ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount}]

-3 qOE L); ip-address PING ZFEITT DV AT LDIPT KL A, HK 64 LFDHH
FLET,
GigabitEthernet EE) « A=V Ry A F—TxA A,
03 A —FFy b A —T o ABFRLET,
packetsize (&) . PING "7y hOHA X,
packetsize PING /X7 v R DY A X% 0~ 65507 OFEIFHTHRE L T,
pingcount ({£E) ., PING —a—ZRDH,
pingcount PING = 2 —ZRO¥ A 1 ~ 10 OHPHTHREL £,

ATV R FI4NN T ANV NOEERMEITH Y A,

ARV FE—F EXEC

avy FERE )1)—= EENE
2.0.0.306 Zoawy RBREAINE LT,

EELOHA K545 pingd o~ Fit, Ta—30R A7y M7 FLAICKERE L OS5 ET. ping 1T
RARASO/RAOEFENE, /SADIBIE, KA MIBFERTRED E 9 M EFHET 5 Dl q&i%i
j—o

pingé =~ > RiE, BEfFO ping 2~ RIZHEEIL TWET, pingé =~ > Rik, IPv4 D37 v
NIRRT (plng:“\?/]\fﬂﬂﬂéﬂfb\é df) A7 v a vz AR—hFLER
AW, FEETA V=T =2 A AR ETEET, A F—T=A XA F T aid, LA
B—=T 2 A AFEDOT FLATHDHY I/ ma—HN 7 FLRALDE HERICEKLDL E T,
packetsize 473 3 > & pingcount 47 > 3 i, ping 2~ ROEE & RERICHEEE L 97,

511

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal05

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:da05 eth0: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seqg=2 ttl=64 time=0.070 ms

Cisco Identity Services Engine ') 1) —X 32CL 1y 77 LV RAHAA F .



EXEC £— K CiscoISECLIaZ > K|

. ping6

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp_seq=3 ttl=64 time=0.065 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#

512

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from

3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms

--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

reload .

reload
Zoawy RiZit, ¥F—U—FBIXOSEILIH Y F¥ A, CiscolSE A XL —FT 4 T AT
L&Y 7 — 4221, EXECE— FCrdoad 2~ F&EHEHALET,
reload [cli]
X DA cli FE L 72D Confd 7 2 A2 FHiEE) L, HH S 472l C CLI:
l/\ijqo
ATV RTFI4NN T ANV NOBERMEITH Y FEA,
ARURE—F EXEC
avy FERE Jy—x EEAE
2.0.0.306 Ioavwr RREAINE L,
3.2 cli BEmEAINE LT,

FEHEDAHA KSq4y rdoada~y NP AT 22V 7 —FLET, a7 Xalb—2a U ERET 7 A /VITAT
L. CLITKEHRAZ = T v 7 a7 4 Fal—va Aldf7ar7Fal—va %
PRIF LT T, rdoad 2~ R&EHA L E T, CiscolSEEHR—X /LT v g THRELZRT
LET,
reload =~ > K& FEITT AN, CiscolSER, Ny 7T w7 i, £ VA b=, Tv7T7
L— R, ETHIBRREE EITHR ClhanZ L 2 MGE LE 9, £, application stopise =~ >
R%594T L T CiscoISE 7t 2 &1k LE4, % T, reoad =~ F&FFTLET,

Cisco ISE B 2 B DEMEE T TWARIZ rdload 2~ REFEITTH L. IROWT D
HEA = NERRENET,

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHEDOWTNNOEENRREINTZHE, Ve — MU EHITT 510 Yes E AL, Fv
N TBIZIE N E A LET,

reload =~ > NOMEHRFCMO T BB ANFIT SN TWRWES, ELFRRSNEE A v
—VITE T T Yes EAN LG AT, ROEMIISET 2888 H Y £,

Do you want to save the current configuration?

BEFED Cisco ISE R EHIRGFT D10 Yes EANT DL, RORA v E—URERENET,

Saved the running configuration to startup successfully

BEANTHE 7 2 — VA — =B X =T NI o> TND L, ROELERX v v—UNEREN
i‘é‘o
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. reload

EXEC £— K CiscoISECLIaZ > K|

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

BATTAHEEIE Tyl . Frvorwrt3881% In) EAHLET,

Cisco ISE 3.1 LLHiTD U VU — AT, #H LV NIC #— K% Cisco ISE \ZBMT 5 72 & O#pfE%E 5
179 % &, running-config}s X ONZF DM DY) /e <> RO EEBIRICERS S, BENKBELIN
F9, CiscolSE U J—232 TiX., rdoadcli @~ FZ AJJ LT CiscolSECLI %# ) @ — 3"
HRENRH Y 9, WIZ, HLBIEN7 NIC & — FORE#HA running-config 72 F BT 5
IR RS NET,

)

GE)  rdoadcli 2~ F&FE{T4 5 &, CiscoISE CLI — v ARSIt & nE 4,

511

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#

i 2

ise/iseadminfreload cli
SWARNING: : The Cisco ISE CLI will restart now and will be unavailable for a few minutes.

Do you want to continue (yes/no) [no] ?yes
Connection to ise closed.
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| EXEC £— K CiscolSECLI 27> K

reset-config

AU R TIFIbE

reset-config .

IP7 FLVA, A7 = UxA, BRA M, FAA %4, DNS —rs3— NTP #—/3—
72F. ADE-OS %y hU—27 a7 4Xalb—var% )ty b 5121E, EXECE— KT
resst-configz~ > REMHLET, ZNHDONRT A =2 L, REFHZERINDGNNTA—F L
EARICFE LT, BHEX., ZOCLIMOEHRENSAV— RZEREINDZ LIEHY £
No Flo, ZOa~<y RIZBED ISEREE2ITEET—4% %2Vt N LEHA, application
reset-config 2~ R&EMIHL T, ZNHDX AT ZF[TTEHNHTY,

reset-config

T 7 4 v N OEMEREIZSH W FH AL

aTURE—F EXEC
avy FERE )1)—Xx TEAR
2.2.0.470 Zoavwy RPREAINE LT,

FEREDAHA RS2

FETRIZT N TOY—EARHEB S ET,

N

GE) FRAMZEFRTLLE, VAR M EHEN L TODIEHERENICRD £9, HLvAA R

HEFBHLTODH LW E CBAGEAEN AR S L, HTTPS/EAP TEHINET, 20/ —
RT CA BN EEHEAFEHT25HE. ELWEAR MOARESNTZH LWVGEHELY 1 o~
A—=hrLET, £/, 2O/ —FNAD KAA L O—THLEE. FITTDHIIC, AD A
Ney TEHIBR L E T,
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EXEC £— K CiscoISECLIaZ > K|

. restore
restore
AT ADLEION Y 7T T EETET 521, EXEC E— FCrestore 2~ > R&HH L *
4, 1ETHEEI Cisco ISE 38 L U8 Cisco ADE OS B DT —# 1 t L £,
CiscoISE 7 7'V /r—3 3 & Cisco ADEOS |23 57— % #Hcd HIciL, koa~wr Rx
AL ET,
restore[ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name} ]
restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}
include-adeos]
EX DA filename VRY RVIHHET DN I T v T 77 ANDT 7 A V4, 12
TORBFTHRELET,
GE) 77 A N DRIZ, targpg &\ D PRIRT-Z AT D 448
D E£7 (myfiletar.gpg 72 &) .
repository repository < > K,

repository-name

Ny 7Ty Tw2EITHIVRY U OARL, 120 05 F TTHE L

encryption-key

(ER) « Ny 7 v 72l d 22— P—EROK T —zh

‘d—O

hash RNy 2Ty FEERT BIHDONY v 2 SPEHEF—, 7
feanie (hyvafbsni) B LS —ZfEE L ET, 40305
fRELET,

plain RNy 2T v 7e@RAHIDDOT L= T XA FOREFF—, f

b ESN =T L—r T F 2 MO Ly —Z2fELE T, 153
THELET,

encryption-key-name

hash | plain JE:U TS —ZfEE L £7,

include-adeos

ADE-OSRET —EZ NN 7T v FIHFIETDHEE. NI T

L. CiscolSE%# U 77— LET

BENTT 74~V EH /) — K (PAN) OHBI 7 2 — /A —R—REEZ A X —7 ML TW5

LA, Ny T v 7 EETTARNC
=5,

ATV R FI4ILE T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC

REZT A=W LTLLES, HIENTETL

PAN DH#EN 7 = — VA —N—FREE A RF—T NIRRT I ENTEET,
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Ry o7y Thibo CiscolSEREF—s 0w |

avy RERE

EREDAARZA4

Jy—= EENE
2.0.0.306 Zhoawry RREASHE L,

Cisco ISE T restore 2~ RZfEH 35 &, CiscoISE — "—NHEHICHEE LE I,
F—HOETCNHE T, BEeF—134 7 a T, BEX—2fE LR LRIy 7
T o7 OETLEVR— T A0, BFEX—7 L Trestore 2~ R&EMHTE $9,
EEINTPAN O HEN 7 = — VA — N—BERA Z—T N2 TNB E, RO A vE—IN
FrEINFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

\}

GE)

Release 1.2 TIEV AR — FXNEH A,

Cisco ISE Release 1.0 38 X O Cisco ISE Release 1.0 MR DX 7 7w 7 235 D1EITIE. Cisco ISE

\}

GE)

l/\i—é‘o

CiscoISE U U —R 1413V V=R 12VUBETRE LIy 7 T v 7o 0ETE YR — K LT

INYD T THhE50 CiscoISEERET—42 NDIETT

Ny 7T T DB Cisco ISERET — ¥ ZHILT 521X, koa~v L RafHLET,
restor e mybackup-CFG-121025-2348.tar.gpg repository myrepository encryption-key plain lablabl2

1

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

Leaving the currently connected AD domain
Please rejoin the AD domain from the administrative GUI

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed
% restore in progress: Adjusting host data for upgrade...65% completed

UPGRADE STEP 1: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...

UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.
- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.
- Data upgrade step 3/67, GuestUpgradeService(l1.2.1.146)... Done in 43 seconds.
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EXEC £— K CiscoISECLIaZ > K|
B 79 TronciscoisEzET—20ER

- Data upgrade step 4/67, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.

- Data upgrade step 5/67, NetworkAccessUpgrade(l.2.1.150)... Done in 2 seconds.

- Data upgrade step 6/67, NSFUpgradeService(l.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.

- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 10/67, GuestUpgradeService(1.3.0.194)... Done in 2 seconds.

- Data upgrade step 11/67, NetworkAccessUpgrade (1.3.0.200)... Done in 0 seconds.

- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.

- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.

- Data upgrade step 15/67, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 16/67, GuestUpgradeService(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/67, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 18/67, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 19/67, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 20/67, ProfilerUpgradeService(1.3.0.360)... ...Done in 236 seconds.
- Data upgrade step 21/67, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
- Data upgrade step 22/67, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 23/67, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 24/67, NSFUpgradeService(1.3.0.410)... Done in 2 seconds.

- Data upgrade step 25/67, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 26/67, NetworkAccessUpgrade (1.3.0.424)... Done in 0 seconds.

- Data upgrade step 27/67, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 28/67, EgressUpgradeService(1.3.0.437)... Done in 1 seconds.

- Data upgrade step 29/67, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 30/67, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 31/67, CdaRegistration(l1.3.0.446)... Done in 2 seconds.

- Data upgrade step 32/67, RBACUpgradeService(1.3.0.452)... Done in 16 seconds.

- Data upgrade step 33/67, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/67, NSFUpgradeService(l1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/67, CertMgmtUpgradeService(l1.3.0.462)... Done in 2 seconds.
- Data upgrade step 36/67, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/67, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/67, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/67, RBACUpgradeService(1.3.0.509)... Done in 17 seconds.

- Data upgrade step 40/67, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/67, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/67, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/67, NSFUpgradeService(l1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/67, NetworkAccessUpgrade(1.3.0.561)... Done in 3 seconds.

- Data upgrade step 45/67, RBACUpgradeService(1.3.0.563)... Done in 19 seconds.

- Data upgrade step 46/67, CertMgmtUpgradeService(l1.3.0.615)... Done in 0 seconds.
- Data upgrade step 47/67, CertMgmtUpgradeService(1.3.0.616)... Done in 15 seconds.
- Data upgrade step 48/67, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 49/67, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 50/67, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 51/67, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 52/67, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 53/67, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 54/67, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 55/67, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 56/67, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 57/67, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 58/67, ProfilerUpgradeService(1.3.0.671)... Done in 0 seconds.

- Data upgrade step 59/67, ProfilerUpgradeService(1.3.0.675)...
................................... Done in 2118 seconds.

- Data upgrade step 60/67, NSFUpgradeService(1.3.0.676)... Done in 1 seconds.

- Data upgrade step 61/67, AuthzUpgradeService(1.3.0.676)... Done in 20 seconds.

- Data upgrade step 62/67, GuestAccessUpgradeService(1.3.0.676) ... ....... Done in 454
seconds.

- Data upgrade step 63/67, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 64/67, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 65/67, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.
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- Data upgrade step 66/67,
Data upgrade step 67/67,

seconds.

UPGRADE STEP
% restore in
% restore in
Stopping ISE
ISE Identity

INY STy TH 5D Cisco ISEBIET— 2 DET

CertMgmtUpgradeService (1.3.0.727) ... Do
ProvisioningUpgradeService (1.3.105.181)

3: Running ISE configuration data upgrade for node sp

progress: Restoring logs...75% completed
progress: Restarting ISE Services...90% completed

Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ne in 0 seconds.
.Done in 103

ecific data...

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed
ise/admin#

~ O ~ - — P —
INY D Ty Thvib®d Cisco ISE ENET—2 DIETT
Ny 77 v 7DD Cisco ISEEMET — X 2G0T 2121%, ROa~y REMHLET,
restor e mybackup-OPS-130103-0019.tar.gpg repository myrepository encryption-key plainlablabl2

1

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...40% completed

% restore in progress: Extracting backup data...50% completed

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed
checking for upgrade

Starting M&T DB upgrade

ISE Database processes already running, PID: 30124

ISE M&T Session Database is already running, PID: 484

Starting ISE Profiler DB...

Starting ISE Application Server...

ISE M&T Log Processor is already running, PID: 837

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed

ise/admin#
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B <v97 97550 ciscoISE &EF—4 & &£ U Cisco ADE 0S F— % DT

INY DTy ThhB5D CiscolSEERTET—4 H K U CiscoADEOS T— 42 D

&x

Cisco ISE ADE OS 7 —# % & ¥¢ Cisco ISE X ET — ¥ # it T H12i1%, kOa~> REFEHL

i‘@_o

restor e mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key plain Mykey123

include-adeos

1

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos

Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore.

oe°

Warning:

oe°

restore
restore
restore
restore
restore
restore
restore
restore
restore
restore
Broadcast

o0 A0 o0 de de oo d° o°

oe°

ise/admin#

in
in
in
in
in
in
in
in
in
in

Please wait...
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Starting Restore...10% completed

Retrieving backup file from Repository...20% completed
Decrypting backup data...25% completed

Extracting backup data...30% completed

Stopping ISE processes required for restore...35% completed
Restoring ISE configuration database...40% completed

Updating Database metadata...70% completed
Restoring logs...75% completed

Performing ISE Database synchup...80% completed
Completing Restore...100% completed

message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
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rmdir

rmdir .

BEfEOF 4 L7 MU ZHIRT A121Z. EXEC E— R T rmdir =~ REFEHLET,

rmdir directory-name

BX DA

R

AR FIALE

directory-name T4 V27 M4, 80 LF-FETORKTFTTHELET,

77 4N FOBERLEIZH Y EE A,

AT RE—F EXEC

av Y FERE )1y —= EEAR
2.0.0.306 Toawry RBREAINE L,
51

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
ise/admin# rmdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

screen-length

BEDE v ¥ g o COBIEDSGR B H O T Z 5K ET 121X, EXECE— R Cscreen-length =
~U REEHLET,

screen-length integer

B DEREA

AU RTIAIE

length BUEDMARBHEZHRK R T D, SUEDE v a »OITEZBRE L s

integer B OITE, B2 MEIL0 ~ 511 T, 0 23 EETH &, H
TO—RHEIELNT 4 B—T ) 17,

HAEDWMEBEICE TS, HEDOE Y 3 v DOF 7 44 FOITIE 24 T3,

AT RE—F EXEC
avy FERE )1y—= LEEHNE
3.2 Zoawy RpREAINE LT,

FREDHA K514

AT M length OIEZMEH L C, BEE @O M IR —RpE kT2 2 A4 I U 72 RELE
T, BEhe &L o ~ 511 T,

1

ise/admin# screen-length 24
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screen-width .

screen-width

BHEDE v a » TOBREOEKREEDOITEEZHET 5I121%. EXEC £— KT screen-width =
~  REHFEALET,

screen-width integer

B DEREA

AU RTIAIE

width HAEDWEKBEICETRT D, HEOE Y a L O EHRT
integer B O, 77 4/ MEIZ0 T, & RIS LET.

PHIZ 0 ~ 511 T,

77 4V MEIX 0 T, 2WEFE RIS L E T,

AT RE—F EXEC
avy FERE )1y—= LTEHNE
3.2 Zoawy RpREAINE LT,

FREDHA K514

Y AT A length OEZ M LT, M O HARHE —FHEIET 57 4 I 72 REL %
ED

1

ise/admin# screen-width 124
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B s
ssh
VE— VAT LEDOR LSzt Yy v a U EBMGT 5121E, EXECE— R Tssh 2w R
ZREMLET,
Y
(B BHEHEEZER—V-RNZoa~vr FEATxET
ssh [{ip-address | hostname} ] [username] [ port {port number | version {1| 2}]
ssh delete host {ip-address | hosthame}
EX DA ip-address UE— kT RAT LDIPVA/IPV6 7 R L AFK 64 LT O T4 T %
L%,
hostname UE—b VAT LDRA MM, 64 LTFETOFRBFTHELE
username SSHZ N LT Ay L TWnWba—F —Da—HF—4,
port UEE) . VE— P HR FOFE— FEEERLET,
port number R— FOFERIEFAIL 0 ~ 65,535 T, T 7/ b R"— FE 22
version (EE) . N—Var&BEERLET,

version number

SSHRX—=V g vFE1EBLO2, 74/ D SSH A=V 3 V]
T,

delete BEDKRANDSSH 7 4 > H—7V v h&HIBRLET,

host BRA R F=DHIRENDVE—F AT LDEKRA M,

ip-address UE—h AT ADIPVAIPV6 7 K L Af K 64 LFDOHET %Y
LET,

hostname UE— VAT LDORA M, BR64 LFOPHF 2 YR — b L

ARVRTFIFLE TAETN

ARV FE—F EXEC
av Y REE )1y—2 KRENE
2.0.0.306 Zoavwry RPREAINE L,
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ssh .

BRLOAA ES4 > shavy Rk, SAFANLHO Y T k¥ AT AE T — S0, BB S
B AT LE T, SSHY 5472 M, BABLUOREICL Y . e ¥ a7 %y hU—
U LT F 2T RBERTEET,

\)

GE¥)  CiscolISE %, FIPS E— RAVISE THZNI 2> TWRWEA T, FIPS £— K TH¥IESSH £ 7=
% SFTP ¥kt & B4t L £ 9, ISE &i@fE59 5 UE— b SSH F 7% SFTP ¥ —/3—73 FIPS 140-2
RS LT NN T AAEBFHFRAILTCNWDZ E MR LET,

CiscoISE T, HFHAIAFD FIPS 140-2 DRRAEF ARE LT Y = — - RMEH W $E9, FIPS
AT TAT U ADEROFEMIZ OV T, [FIPS Compliance Letter] ZZM L T 72& 0,

511

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

512

ise/admin# ssh delete host ise
ise/admin#
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. tech

tech

EXEC £— K CiscoISECLIaZ > K|

BRIy NV A B2 —T =2 A LD NT T 4 v I BF LTI DHIT0E, EXECE—RT

tech 2z~ FEEHLET,

BX DA dumptcp

TCP Ry r—kayy — U x2 7 LT,

interface-number

FHEY A=V Ry b A F =T =2 A ZADFS (0~3) ,

count

RR AN r—VBERELES, 7740 M) T (IR

package-count

1 ~ 10000 ZH¥HA~—FLET,

interface

B =T 2 AZERELET

console

MIFRFREZR TCP Xy haa vy — LW LT

filter

TCP N7 "IN T A NEZ Y T T harT oY ERELET

time-limit

FERIC S W TCa~r ROFETEHRIBLET, T 740 MESA

filename

XY 7Ty LIZTCP R » NEINT D7 7 A VOLRITERE L

localdisk

77 A NVHREMEE N,/ — Ko disk:/dumptep/ (ZHRFESILET

file-size

BT D577 ANDOY A X MB B THRELET, 741
I0MB, fxKTI0OMB 720 £F (T4 A7 E7X VAT FIL
DEEDI)

no-of-files

BT D7 7 ANBERELES, 774/ ME1TT,

repository

ERENTZT 7 ANVERGET 2B e fiE LET,

iostat

3B HT- 0 OFRAPEEE  (CPU) OREHERB LT A 2 &
TarOANHOEEER Y2 Y — i 7 LET, Linux O
a<wy REZBLTIEIN,

iotop

ISE / — R EO7T ot RxZ LI\CIEME: /O fEAREIRUL L ET,

killgdb

ProcessID IZF:SW T GDB 72 2 Z38HI& T LET

mpstat

aryy—VIEESNL T ety PEEERE LY T LET, L
mpstat 2 v > RZZH LT 7Z S0,

netstat

3BTV DI —NMIEEEND Ry U — 7 EEE#R & #
F9, Linux @ netstat 2~ REZSHEL T 72X,
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tech .

top FIFHDOVRATFADEAFI v IR Y TIAHA L Ea—kH
To Ny FEF-RFTSHITLIZETINET, Linux O top °
BTSN,

vmstat 3BTV DORAEY, TrtRER—V 0 v ) — A
9, Linux @ vmstat 2~ REZSH L T 7ZE0,

ARYRTFIALE TAETT
ITURE—F EXEC
avr FERE =2 EEAR
2.0.0.306 Zoavy KEEASHE L,

FREDHA KS14 Y

tech dumptcp @ /7 C bad UDP cksum D& 23 FR S2546 . BIEOIRK TIERWGE R &
V¥, techdumptep=~ > Nk, A —h x>y h~A a7ty H 20 LTHRTTHHIIC,
WGy NERNET, O —YV Ry N TF o TEIRE Ty hOF = 7 H LEFHEL
FTH, ANV —T 4T VAT LA YT NI 2T DAZ y JIFFATLEEA, LIRS T,
BIEXTw 3 badUDPcksum & LTES SND Z EIFRFTIEHY A,

CiscoISE U U — A 3.0 LI, techdumptcp =2~ > RIZITfEHATRE/R A X —T = A AL LTI
DATvarhdHET,

* br-<..>

* docker0

* GigabitEthernet0 (I3 J OMEH] A RE 72 555 13 fth 0> GigabitEthernet 1 > % — 7 = A )

*lo

* veth<...>

511

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6),
length: 200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096

ise/admin#
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. tech

15l 2
ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
avg-cpu: Suser %nice %system %iowait $%$steal %idle

7.26 0.73 4.27 0.77 0.00 86.97
Device: tps Blk_read/s Blk _wrtn/s Blk _read  Blk_wrtn
sda 16.05 415.47 1802.16 3761049 16314264
sdal 0.01 0.23 0.00 2053 22
sda2 0.02 0.22 0.04 1982 354
sda3 0.01 0.29 0.02 2626 152
sda4 0.00 0.00 0.00 14 0
sdab 0.00 0.16 0.00 1479 0
sda6 0.49 0.24 7.45 2189 67400
sda’7 15.51 414.27 1794.66 3750186 16246336
ise/admin#
151 3
ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise) 02/25/13
02:41:25 CPU Suser Snice $sys %$iowait Sirg $soft S%steal %idle
intr/s
02:41:25 all 7.07 0.70 3.98 0.74 0.02 0.14 0.00 87.34 1015.49
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

terminal .

terminal
BEDOYE vy 3 vV OBREDERRICER SNDURO X A4 72 faET 521X, EXEC £— R T
terminal =<2 R&EHEHLET,
terminal
EXDiiHA type WARDAHRTE XA TEER L, TOV—ERADHX A T H A
WD RRrI T — g VEFFTLET, 80 LFEFE TOH
L/iTO
avY R Fo4 VIO
ARURE—F EXEC
av Y FER )1)—X TEAR
2.0.0.306 ooy RREASHE LY,
3.2 vy ROVEET S AU, %K terminal-type 731

A—FrEh<ivELE

FEHEDHA KS4> VTI00 LSOEEI, kY A T 2R LET,
show terminal =~ > K& LT, MiRKZ A FICET HERERRTHIEHTEET,

il

ise/admin# terminal vt220
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. traceroute

traceroute
Ny RRSHEOT RUAZERFIND & ZICEREICHE DLV — M AT 512iE, EXECE—
K C traceroute =~ > R&fEH L £,
traceroute [ip-address | hostname]
BX DA ip-address UE—K VAT LADIPVAT KU A, K64 LT OB T % Y7
iﬁ_o
hostname UE— b Y RT ADRA M, Rk 64 TFOIETE Y H— b L
ATVRFEIFIR T 7N NOEEREITH Y EEA,
avURE—F EXEC
avy FER Jyy—= FERE
2.0.0.306 Zoavy RRNEAINE LT,
5l

ise/admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

undebug .

undebug

TNy JRERE A 29 521X, EXEC £— R Tundebug 2~ > RZHH L F9,

undebug [ all | application | backup-restore| cdp | config | copy | locks| logging | snmp | system |
transfer | user | utils]

X DERA all FTRCOFAR T2 F 42— LET

application I v Ay T A,
call: IRTOT SV r—2a o7y 7N ET 41
i‘d‘o
einstall : 77U r—a DA VA =L DT Ny T
TN LET,
soperation : 77U —a VEMEOT RNy T ET 1
Liﬁ—o
euninstall : 77UV 7 —> a9 DT A VA R—)LDT s
T 4= N LET,

backup-restore Tr7ANENRN I T v 7TBLIOETLLET,
call : N 77 v TBIOEILT, TXTOT Ny 7]
T LET,

sbackup : Ny 7 T v TEBIWEILT, Nv I T v T DT
BT 4= LET,

e backup-logs : Ny 7 7 v TEBIWMETLT, Ny T v
RNy THDET 4 —7 M LET,

s history : N 77 v B IOEILT, BEOT Ny 7 H7)

T LET,
erestore : N 7 T v 7B IOMETL T, BT Ny A
TN LET,
cdp Cisco Discovery Protocol (CDP) 2> 7 4 ¥ al— 3 77

s all : T7XTD Cisco Discovery Protocol 227 4 F = L —:
RNy THD%ET 4 v—7 M LET,

« config : Cisco Discovery Protocol D27 4 F 2 L—3/ 3 .
TN ET 4 B—T M LET,

« infra : Cisco Discovery Protocol DA > 7 F A NTF 7 F %0
HhET 42— M LET,
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EXEC £— K CiscoISECLIaZ > K|

. undebug

config a7 4F=2lb—vary ZrAI,

call : TRTCOIL T 4 Falb—varOTF Ny THITET 4
M LET,

sbackup : N/ T v a7 4 FXal—valrDT NNy}
Fae—T M LET,

eclock: 7y 7 a7 4 Xal—arOTF Ny T HH%ES
T LET,

cinfra: I 7 A X2l —a L AV TTANTTF DT/
HeT 42— M LET,

ekron: A R AFVa2a—F a7 4FXFal—2a DT,
HWhuETF 14— M LET,

enetwork : X hU—27 a7 4 X2l —Ta DTy
F4E—T NI LET,

srepository : YARY hY a7 4 Falb— g DTy 7
F 4= NI LET,

eservice : Y—E R a7 4 X2l —arOF Ny TH 7
=7z LET,

copy ar’— av 2 R,

locks VYy—AnyF o,

call : TRTCHOYV Y =R vX L ITOT RNy THIZT -
L/ij—o

ofile: 77 ANV X TOT NNy THNET 4 =T 11T L

logging aXyy ary4Xal—yvary 7rA),

all: BX LT a7 4 X2 L—2a DT RTOTF NNy 7T
?_7\/141 L/jz‘@—o

snmp SNMP 2> 7 4 X2l — a3y 774/,

all : SNMP 2> 7 4 Fal—3a DT _RTOF Ny FHH%ES
T LET,
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| EXEC £— K CiscolSECLI 27> K

undebug .

system VAT AN T A,
call: TRTCDOVAT LT 7 ANDT Ny THN%ET (&
£
cid: VAT AIDDOT ANy TN ET 4 =7V LES
cinfo : Y AT LMEFROT Ny TN ET 4 B—T T LS
cinit : VAT AOEULDOT Ny SN BT 4 B—T NS

transfer 7 7 A JVERIE,

user Z—YP—DEH,
call : TARTCOA—Y—EFHOT Ny W NET 1 E—7
D
« password-policy : /XA T — KR Y > —Da—HF—F D
NheT 42— LET,

utils a—FT 4T 4 a7 4Xal—ary T A,

all : TR_RCO2—T 4 VT 4 a7 4Falb—2aOF N
F4v—T Mz LET,

ATV R FI4NN T ANV NOBEBERMHEITH Y A,

ARV FE—F EXEC

2wy REE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,
1

ise/admin# undebug all
ise/admin#
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. who

who

EXEC £— K CiscoISECLIaZ > K|

BEO—HF—D3MEF T 5I121%. EXECE— RTwho=2~v> FEHHLET,

who

BX DA Zoaxy RZE, F—UV—FBXUOGHEITH Y THA,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
32 Toavwy RPEAINE L,

ERAEDAA FSS RL

1
RIZ, who =~ RO B ZR L £,

ise/admin# who
Session User Context From Proto Date Mode

*188 admin cli XX.XXX.XXX.XX ssh 17:05:50 operational
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EXEC Show E— F® CiscoISECLI a7 > F

ZDOFETIEL, EXEC £— FT Cisco ISE HEDFRFITHAT 2 bEFRa~ FD15TH
Doshow 2 RIZOWTHHILE S, ZOETIE, 2wy RILIiL, TOEMAGIEOMFH LR
B, A= RO, A EOTA FT A BEOBMFIZRLET,

N

GE)  CiscoISE U U —2% 3.0 IETIZ. HTED show 2~ ROFE[TRICT A —FLFENRNLEL
AL, Crl+C 2L T 6 Q ML £,

s show (109 ~X—7)

» show application (110 ~—3)
s show backup (113 ~<—73")

+ show banner (115 ~X—3)

s showcdp (116 X—7)

» show clock (118 ~X—7)

+ show container (119 ~—73)
s show cpu (123 —7)

s show crypto (126 ~X—1)

s show disks (127 ~X—72)

» show esr status (129 ~X—1)
» show icmp-status (130 ~X—1)
s show interface (132 ~X—7)
« show inventory (134 ~<—73°)
« showip (136 ~<—2)

s show ipv6 route (137 ~<—73”)
+ show logging (138 ~X—3)

s show logins (141 ~=X—7)

« show memory (142 ~<X—3)

e showntp (143 ~X—7)

s show ports (144 ~—73°)

« show process (146 ~—17)
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EXEC Show E— K CiscoISECLI a7 > K |

« show repository (148 ~—13)

» show restore (150 ~X—3)

« show running-config (151 ~<—37)

» show snmp-server engineid (152 ~X—73")
+ show snmp-server user (153 ~—73)
» show tech-support (154 ~=X—77)

* show terminal (156 ~X—73°)

* show timezone (157 ~X—1)

* show timezones (158 ~X—737)

e show udi (159 ~X—2)

+ show uptime (160 ~—13)

s show users (161 ~X—7)

« show version (163 ~—727)
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show

AU R TIHIE

FATL AT LD AFTT 5121, EXEC E— R Tshow 2~ F&2MHA L £,
show keyword

7T 7 4V h OEBHEEIZH D FH AL

show .

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FRLEDHA KSA Y

FTA_XTO show 2~ Nid, BT 2720120 < b 1 2DF—TU — RRMETT,

!l

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#
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. show application

show application

EXEC Show E— F® Cisco ISECLI 2 < > K I

VAT AZA VARV EINTWAET S Y r—a Ry r— Uk RRT HICIE, EXECE—
K -C show application =~ > K& L £,

show application > file-name

show application [status {application_name} ]

show application [version {application_name} ]

BX D& > HHhE7 7 ANV ZA L7 FLET,
file-name CiscoISE 77U r— a UERERFT 27 7 A VD4R,
status AVAN—NVENTWDET TV r—a v DAT—H A% FRRL
version AVAR=NLINTNWET U r— a3 (CiscolSE) O7 7!

Tar AN—=TgrEERRALET,

application_name

ALVA M=V ENTWET T r— 9 O4HI,

e 1255
s begin : —ET H/NF — 1, BRSO LTFOHREBTH2 R — KL
e count : tHHDITHAE L 7 M LET, HEE count D IZHT
LET,
| : count D H S ERGF 4L,

cend : —ETHITTHR T LET, KR8 XL FOHEF & W4
=7,

eexclude : —E T A1TERIN L E T, HwK 80 WFEDIEF%
rLET,

cinclude : =BT 2172 B E T, K 80 LFDIH T4
L/i—a—o

e last : I DRBOEATEFR LET, HEhlast DRITHTF 2
F9, 80ITETORREIR—FLET, 774/ I 10

| : last D H JERG 24K,

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARURE—F EXEC
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show application .

IRy FRE 1) —Z EERNE
2.0.0.306 Ioawry FREASRELE,

ERLDHA KSA4Y YATHEA VA R=ALENTWE Ry F—VIlT 5T 7Y r—va VAT —H AL —
Va v EFRT HITIE, show application =< > R&EfH L ET,

511
ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

151 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

11l 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.4.0.205

Build Date : Tue Mar 3 05:37:10 2015
Install Date : Tue Mar 3 21:06:34 2015
ise/admin#

113

CiscolSE TiIA 7 v a v (UL FR—R) TTREADAT =X ANFERINET, pxGrid,
Certificate Authority, M&T. Identity Mapping Service 72 & D7 12 & AL, IROIKIED TN
30 E9,

« Z47% (Running) : Cisco ISE H— & A [38f#+ C¢9
« FITL TV (Not Running) : Cisco ISE V—E R I ¥ v b XU SN THET
5 (t—7/L (Disabled) : CiscoISE ¥V —ERITF 4 &—7 /L CTT

iseadmin#show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener not running
Application Server not running
Profiler Database not running
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. show application

ISE Indexing Engine

AD Connector

M&T Session Database

M&T Log Processor
Certificate Authority Service
EST Service

SXP Engine Service

TC-NAC Service

PassiveID WMI Service
PassiveID Syslog Service
PassivelID API Service
PassiveID Agent Service
PassivelID Endpoint Service
PassiveID SPAN Service

DHCP Server (dhcpd)

DNS Server (named)

ISE Messaging Service

ISE API Gateway Database Service
ISE API Gateway Service

ISE EDDA Service
Segmentation Policy Service
REST Auth Service

SSE Connector

Hermes (pxGrid Cloud Agent)
McTrust (Meraki Sync Service)
ISE Node Exporter

ISE Prometheus Service

ISE Grafana Service

ISE MNT LogAnalytics Elasticsearch
ISE Logstash Service

ISE Kibana Service

not
not
not
not
not
not

running
running
running
running
running
running

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

not
not
not
not

running
running
running
running

disabled
disabled
disabled
disabled
disabled

not
not
not

running
running
running

disabled
disabled
disabled
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show backup .

show backup

VAT LDy T o TBEETNIN I T v T DAT —H A% FKRT HIZIE, EXECE— R
C show backup =~ > RZ&HH L F9,

show backup [history | status]

B DEREA

AU R TIHIE

history VAT A LEORy 7T o AT BEEERAE TR L E T,

progress VAT AEDNRNy T T AT = F AEFRRLET,

T 7 4V N OBEWERMEIZH W FH AL

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE
2.0.0.306 Toawy RREASKhE LR,

FRLEDHA KS1 Y

VAT LDy I Ty TIEREE AT —F A FRKoRT HITIE, showbackup =~ FAEH L E
7

511

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

15 2

ise/admin# show backup status
%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

% backup name: mybackupl

% repository: myrepository

% start date: Wed Apr 10 02:39:02 EDT 2013
% scheduled: no

% triggered from: Admin web UI

Cisco Identity Services Engine ') 1) —X 32CL 1y 77 LV RAHAA F .



EXEC Show E— F® Cisco ISECLI 2 < > K |
. show backup

host: ise.cisco.com
status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:

oe°

o

success
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show banner .

show hanner

07 A VRN —B I Ne A NS — &R RT HI2IL, EXEC E— R C show banner =~
Y REFERHLET,
show banner [post-login | pre-login]
N —1%, CiscoISEGUI DIRD T 4 > R TRELFET,
E—

[E3# (Administration) [>[Y X T L (System) |>[EEET VX (AdminAccess) ]>[F&E
(Settings) 1>[7P R (Access) |, [T a > (Session) ] % 7%, CiscoISE CLI 5 &
VCGUI DR T A VRIEDNFT—ZRET DI2ODT 4 —/V RRFENTNET,

BXDEREA

AR R TFI4ILE

post-login BI/ED CLI & v 3 3 > ® Cisco ISE Yr— "— TR IE AL TV
BOERNEFREINET,

pre-login BIfED CLI & v > 3 > ® Cisco ISE Hr— /3 — T IE 4L TV
DGR A TR ENET,

77 4N FOBERLEIZH Y EE A,

AvYRE—F EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwr FRHEASHE L,

FEREDAA RZA4 Y

7T 477 SSHE v g CTshowbanner =~ > R&EEHLEY, 7277 1 772 SSH & v
3 VN Cisco ISE FHLH R — X )V TR E S 7z [ KIFIRFE v & 3 > % (Maximum Concurrent
Sessions) | ZB X -%E. #E /xR KT7 277 47 SSH ¥ v a U HICHE (WARNING:
Maximum active ssh sessions reached) | A vt —IVNERRINET,
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. show cdp

show cdp

EXEC Show E— F® Cisco ISECLI 2 < > K I

72> TN D 9T D Cisco Discovery Protocol (CDP) A v % —7 = A AT HIEH %
FRT HITIL, EXECE— RFCTshowedp =2~ K& LET,

show cdp [all | neighbors]

BX DA all A X =TT > TV DT T D Cisco Discovery Protocol 1 > 4
A AR LET,
neighbors Cisco Discovery Protocol R /N—% R L E T,

SR E TR T AN N OBEREES ) E A,

AvURE—F EXEC
avy FERE )1y—= LEEHNE
2.0.0.306 Zoavy FRHASRE LR,

FEHEDAA KS4 > A F—T7 VT > T 5 Cisco Discovery Protocol 1 > % —7 = A 23 L UNCDP KA /N —Z FIR
T 5HI2i%, showedp =~ > R&EMHL £,

N

GE) CDPIE. T AIPVABLIOIPYVE A v X —T7 = A AR EALTEET,

511

ise/admin# show cdp all
CDP protocol is enabled...

broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

1 2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5

Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.114

IPv6 Address : 2001:420:54ff:4::458:1

CDP Neighbor: isexp-esw5

Local Interface : GigabitEthernetO
Device Type : cisco WS-C3560E-24TD
Port : GigabitEthernet0/5
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show cdp .

Address : 172.23.90.45

IPv6 Address : 2001:420:54£ff:4::458:5
CDP Neighbor: 000c29e29926

Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.115

IPv6 Address : 2001:420:54£ff:4::458:2

CDP Neighbor: 000c290£fba98
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.111

IPv6 Address : 2001:420:54£ff:4::458:3
ise/admin#
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amsmW%—Pwmmuﬁcu:7>P|
. show clock

show clock
VATAYTZ N7 sayORER, A, BfF. B, BEE. BIOELZRRT AT,
EXEC =— RCTshowclock =~ > REFEAL F4,
ZOa<wy RNZliZ, F—U—FBLOS#EIZHY FHA,

show clock

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FERLEDHA RS 4q> ROBID showclock DHAIZIE, WHEHSAREE (UTC) | 77V = DFEHERE (GMT) | e
[, FIEA— A —RERRE ENET,

il

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show container

Threat-Centric NAC 7 % 7° 4% & (2B B # & F~9 5 121X, EXEC *&— KT show container

a<wr REFEHRALET,

show container .

Zoaxy ROME, WegstEeMi A v o, TH T EZBER SN BR, 75 7 % OFETRE
[#. 7 %72 OBHEDIREBICE T DEHEHR AR L E3, 27 T4 ETIDITESN T,
BT T AT HHMIEREFTIT DI ENTEET,

show container tc-nac {adapters|all | inspect {container-id container-id | container-name
container-name} | stats {container-id container-id | container-name container-name} } |}

B DEREA

tc-nac Threat-Centric NAC 7 % 7" Z IZBT A EM AR R L £,
all TCNAC L Off7 % &, CiscolSE THIHAIHEZR 9~ TD T 4
TFTARID ZEHT) E—ERRALET,
Wi-Fi & &3 2 &, Wi-Fi a7 @ #EFR L&
adapters Cisco ISE TREE SN TS TCNAC 7 X 74 & —EHRx L3

TFIDBLIRarTFH4, TETHAIMERENTZ AR, T/
1THEE, 74 72 OBUEDIREES —BERRLET,

inspect {container-id container-id |
container-name container-name}

Y EDT X7 XT3 MERE —BERR L ET,

stats {container-id container-id |
container-name container-name}

FrE DT 27 2T D fEHE R AR L E7,

>

HhEZ77 A MV F A1V S LET,
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. show container

EXEC Show E— F® Cisco ISECLI 2 < > K I

I ERR 254K
s begin : —E T H/F — 2 K80 LFDIETH VAR — L

scount : HITDIT78%& 7> F LE T, HFE count DEITET
l_/iﬁ‘o

| = count D HERGT- %L,

cend : —ETAITTKRT LET, IK80 LFDFETFT% 7
ij‘o

eexclude : —ET AITERIN L E T, K 80 WFEDHE T %
]\ L\i‘aﬁ.o

sinclude : —E T 2172 & HF T, KK 80 LFEDRITFTA T
Li—a—o

olast : B ORBEOEITER TR LE T, Hiklast BRI T %
F9, 80fTEFTOEREYR—FLET, T 74/ KL 10

| = last O H JHERGF 24,

ATV R FI4ILL T 7 AN NOBERHEIZH Y EH AL

ATV R E—FR EXEC

avy FERE )1)y—= EEAR
2.2.0.470 Zoawry RREAShELE,
3.1

ZDa<wy RICWI-FIRENEG TN R0
F L7,

FEREDHA K54 > Threat-CentricNAC 7 & 7 Z IZBHF 5 1 2 £” 9 2 121F. showcontainer =~ > F&ffi] L £

j—O

511

ise/admin# show container tc-nac adapte

CONTAINER ID IMAGE
STATUS PORTS

63b8904f41c6 irf-adapter—-nexpose
Up 19 hours

8389f7e249ct irf-adapter-tenable
Up 2 days

ise/admin#

rs

COMMAND CREATED
NAMES
"/opt/CSCOcpm/vaservi" 19 hours ago
nexpose
"/opt/CSCOcpm/vaservi" 2 days ago
tenable
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I EXEC Show E— K ® Cisco ISECLI 2T > K

15 2

ise/admin# show

show container

container tc-nac all

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
63b8904f41c6 irf-adapter—-nexpose "/opt/CSCOcpm/vaservi" 19 hours ago
Up 19 hours nexpose
8389f7e249cf irf-adapter-tenable "/opt/CSCOcpm/vaservi" 2 days ago
Up 2 days tenable
41921c1539pf irf-core-engine:2.2.6 "/bin/sh -c 'npm star" 3 days ago
Up 3 days 127.0.0.1:3000->3000/tcp
irf-core-engine-runtime
cdfeff3cf628 irf-rabbitmg:2.2.6 "/docker-entrypoint.s" 3 days ago
Up 3 days 4369/tcp, 5671-5672/tcp, 15671-15672/tcp, 25672/tcp
irf-rabbitmg-runtime
e682a5a5ad69 irf-mongo:2.2.6 "/entrypoint.sh mongo" 3 days ago
Up 3 days 27017/tcp
irf-mongo-runtime
ise/admin#
113
ise/admin# show container tc-nac inspect container-name nexpose
[
{
"Id": "63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0ab36alba3044",
"Created": "2016-09-22T11:38:03.1461413162",
"Path": "/opt/CSCOcpm/vaservice/nexposeadapter/bin/nexposeadaptercontrol.sh",
"Args": [
"start",
"http://irf-core-engine-runtime:3000/api/adapter/instance/register",
"07bcbaee-fb9f-4845-86cb-886c7c095188"
] 4
"State": {
"Status": "running",
"Running": true,
"Paused": false,
"Restarting": false,
"OOMKilled": false,
"Dead": false,
"pid": 23433,
"ExitCode": 0,
"Error": "",
"StartedAt": "2016-09-22T11:38:05.6094396452",
"FinishedAt": "0001-01-01T00:00:00z"
} 4
"Image": "06ba3230bd64872b988£f4506e7fffddc8c6374c7ece285555eelcc57743ea7e0",
"ResolvConfPath":

"/opt/docker/runtime/containers/63p8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/resolv.cont",

"HostnamePa

th":

" /opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hostname",

"HostsPath":

"/opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044 /hosts",

"LogPath":
"/opt/docker/runt

ime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/

63b8904£f41c6ce2a58660d38eb3500104038e650e4e3365e21le0a536alba3044-json.log",
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amsmW%—Pwmwmﬁcu:7>P|
. show container

"Name": "/nexpose",
"RestartCount": O,
"Driver": "devicemapper",

"ExecDriver": "native-0.2",
"MountLabel": "",
"ProcessLabel": "",
"AppArmorProfile": "",

"ExecIDs": [
"d76578aa48118167d9d029037fcb2e56aa7dce8672b8991a736617a6d6879750"
]I

"NetworkSettings": {
"Bridgell: ""’
"SandboxID": "9873fb92£86e665039%9a6delb5bfe057bc3fd341f7b3%acedee57chbd89b3£f56ce0",

"HairpinMode": false,
"LinkLocalIPvé6Address": "",
"LinkLocalIPv6PrefixLen": 0,
"Ports": {},
"SandboxKey": "/var/run/docker/netns/9873fb92f86e",
"SecondaryIPAddresses": null,
"SecondaryIPv6Addresses": null,
"EndpointID": "",
"Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvo6PrefixLen": 0,
"IPAddress": "",
"IPPrefixLen": 0,
"IPv6Gateway": "",
"MacAddress": "",
"Networks": {
"irf-internal-nw": {
"EndpointID":
"8999c12319144cfd66ad4e99ped0f7fbc228779e43f2a7£20c48867b8b3ca7a49",
"Gateway": "169.254.1.1",

"IPAddress": "169.254.1.6",
"IPPrefixLen": 24,

"IPv6Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvePrefixLen": O,
"MacAddress": "02:42:a9:fe:01:06"

51 4

ise/admin# show container tc-nac stats container-name nexpose

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET
I/0 BLOCK I/O
nexpose 0.07% 327.9 MB / 12.43 GB 2.64% 4.501

MB / 2.446 MB 106.4 MB / 21.27 MB
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show cpu .

show cpu
CPU [ 2 £ /~x7 5121, EXECE— K Tshowcpu 2~ REHEHL F9,
Cisco ISE = AR —x o h T D CPU R OB 4 F "7 2 121X, EXEC E— KT show cpu
usage2~v > R LET, Zoa~y FOHE, 2~ RRFET Ik RO CPUMEH
BOAF v Tvay Mot LET,
show cpu > file-name
show cpu statistics
show cpu usage
BX DA > MhE77ANMZYZA VL7 FLET,
file-name VEA VI D7 7 A NVDL4HI
dtatistics CPU #tatfFsaz &R L £,
Cpu usage A LVAR—=NLENTWDHT Y s — 3 (CiscolSE) D=
FZEDCPUMMREREZRRLET,
I H e T 255

e begin : —E T BN — 2 R8O LT DIET A R —

ecount : HI1DITH A7 M LET, HEE count DEIT
Li‘g‘o

| © count O HEAGT- 2%,
cend : —HTHITTHRT LET, HK80 LTOHEMT %

i‘j‘o

sexclude : —ET TR L E T, &K 80 LFDIL”
]\ L/i‘g—o

einclude : —E T 2172 GO E T, K 80 XFDHET %
L/iTO

elast : HOBBOBITEFR N LET, HEElast DRI
4, 80ITETHORREZYR—FLET, T 74/ I

| : last O H JHERGF 24,

ATV RFEIHIN T 7ANNOEBERHEIZH Y A,

ARURE—F EXEC
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EXEC Show E— K CiscoISECLI a7 > K |
. show cpu

avy FNERE )= EEAR

2.1.0.474 Zoavwry RREAINE L,

FEREDHA KS4 > CPUHHE ZOMEMEHREZFRT DITI1E, showepu =~ REMH L X3,

511

ise/admin# show cpu

processor: 0

model : Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
speed (MHz) : 1861.914

cache size: 4096 KB

ise/admin#

151l 2

ise/admin# show cpu statistics
user time: 265175

kernel time: 166835

idle time: 5356204

i/o0 wait time: 162676

irg time: 4055

ise/admin#

151 3

ise/admin# show cpu usage

ISE Function % CPU Usage CPU Time Number of threads
Profiler Database 0.01 1:26.27 3
M&T Session Database 0.01 1:23.06 18
Certificate Authority Service 0.04 6:57.38 31
M&T Log Processor 0.09 15:44.23 60
ISE Indexing Engine 0.12 21:34.76 75
Database Listener 0.01 0:53.18 2
Database Server 0.36 62:48.64 64
processes

Admin Webapp 0.04 6:46.68 53
Profiler 0.00 0:02.94 26
NSF Persistence Layer 0.05 8:09.70 46
Guest Services 0.00 0:00.32 5
Syslog Processor 0.00 0:12.79 3
Quartz Scheduler 0.05 9:08.80 29
RMI Services 0.00 0:05.98 10
Message Queue 0.00 0:43.99 4
BYOD Services 0.00 0:00.00 1
Admin Process JVM Threads 0.19 32:50.67 10
Miscellaneous services 0.17 30:30.47 3557
Identity Mapping Service N/A

SXP Engine Service N/A

Threat Centric NAC Docker Service N/A

Threat Centric NAC MongoDB Container N/A

Threat Centric NAC RabbitMQ Container N/A

Threat Centric NAC Core Engine Container N/A
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show cpu .

Vulnerability Assessment Database N/A
Vulnerability Assessment Service N/A
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show crypto

show crypto
07 A4 LTWAEHE L 2—F —DARF—B X O —ICBET 2R E R RT DI
show crypto =~ > RZ&HEH L F9,
show crypto authorized_keys
show crypto host-keys

show crypto key

BX DA authorized_keys BAEn 74 o LTS a—F—DHFXF—DEREF R LET,
host_keys B 74 LTS —Y—DR A b F—%2FRLET,
key BER /A v L TWbAa—HF—DXF—DiERr £z LET,

ATVRFEIFIR T 7N NOEEREITH Y A,

AvURE—FR EXEC
avy FRERE )1)—Xx EEHAR
2.0.0.306 Soawy FAEASHE LT,

FEEEDHA KSqy BMERT A LTV L2 —F—DFF % —L&F—2FRd 5121, showcrypto =~ > R fif
ALET,

511

ise/iseadmin#show crypto authorized keys
Authorized keys for iseadmin
ssh-rsa in netadmin@cib

15 2

ise/iseadmin#show crypto key
iseadmin public key: ssh-rsa in iseadmin@ise-1
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show disks

show disks .

FURTDT 7 ANV AT MMEREFERT HI1Z1E, EXEC E— K Tshowdisks =~ > K& {#
LET,

show disks

B DEREA

AR FI4ILE

| H OB A%k
s begin : —ET BH/NF — 1 KO LTFOHRMT %R —

ecount : W17 8&H 7 F LE9, HEE count DI
L\iﬁ—o

| © count D S ERGFZEHL,
cend : —ETHITTHRT LET, K80 LFDHRE T4

£,

e exclude : —ET 2ITEBRIN L ET, T&K 80 LFEDHH-
NLET,

einclude : —E T A1TE2EDET, FKK 80 LFD T4
L7,

e last : HADEBEOBATZFIR L ET, Hiklast DIRIZEC
F9, 0ITETORREYR—FLET, 774/ M

| : last D H JER 24K,

77 A0 S OBIERIEIL D D FE A

aAvU kR E—F EXEC
av Y FERE 1)) —=Z EEAE
2.0.0.306 Zoavy RPRBEAIhELE,
32 filename ZH A AR — hShe <72V L7z,

FEREDHA FS14 Y

showdisks 2~ RNk, TA AT T 7 ANV AT AEMAT27T7 v b7 4 —LTOIHYR—k
SNnFET,

1

ise/admin# show disks

Internal filesystems:

/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)
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. show disks

/tmp : 2% used ( 35960 of 1976268)
/boot : 4% used ( 17049 of 489992)
/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#

A\

EXEC Show E— F® Cisco ISECLI 2 < > K I

6=

Cisco ISE 3.0 TlZ. localdisk /S—F ¢ < =3 ITEIHIC

o ETHRET,
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| EXEC Show E— F® CiscoISECLI o< > K
show esr status .

show esr status

HWDIAAIY —E A NV—F DAT —F A% KT HIZiL, EXEC &— R T show esr status =~
VREMEALET,

show esr status

ARV R FI4INAL  T AN FOBERLEIZH Y EE A,

ATURE—FR EXEC
avy FER )1)—Xx EENE
3.2 Zoavwy RREAINE LT,

FEEEDHA KS4 > showes status 7~ FIZL > T, CiscolSE U UV —2 3.1 HUalid V) V=X THEF STV
serviceesr status = v > A EE#LZ £7,

1

ised49/admin# show esr status
% ESR 5921 is enabled on ethl

ised49/admin# show esr status
% ESR 5921 is disabled
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show icmp-status

show icmp-status

Internet Control Message Protocol (ICMP) T a—8& D a7 4 X b—ra VIFREFR T D
\Z1%, EXEC *&— KT showicmp_status 2~ > R&fEH L £,

show icmp_status| save file_name

EXDiiHA | save HMhuE77 A0 EAL L7 hLET,

file-name VXA VY NTDT7 7 A VD4HI,

I HEffia~> R
sbegin: —FHT B —2, 80 XTFE TCOXEETTHELE

ecount : tHATDIT8AEH 7 b LET, HEE count DK ITET
L7,

*| : count DHAESTF =~ K,

cend: —ET DT TR T LET, 80T E TOIEEFTHRIEL

cexclude : —ET 1T BRAN L 9, 80 0FE TOHETTH
¥

sinclude : —#+ 2172 & HE T, 80 LFE TOHEMF T/
kR

olast : HIVOHBEOEITEFE /R L E T, BiElast DRI T4
4, 0ITETOERREZYR—FLET, T 74/ M 10

o| : last DHDERT- 2~ R,

AT RFIAILR T 7 4V F OEBHEEIZH D FH AL

ATV R E—F EXEC
avy NERE 1)1y —= LEEHNE
2.0.0.306 Zoavwy RPREAINE LT,
3.2 avr FHHEZ7 7 ANV EA LT v T 5
\Zi%, >fileename Ti372 < | savefile_name %
FERT20E R H Y £9,

FEHEEDHA KS4 > Internet Control Message Protocol (ICMP) T —IG&ED a7 4 X a2 L — a UMEREFRT D
(2%, showicmp_status =~ > RZMH L £,
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show icmp-status .

511

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

151 2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show interface

show interface
IPICREINTWAEAS L H—T 2 AD2—YP =V U TFT 4 AT — X A% FRT HIZIX. EXEC
£— FCshowinterface =< F&2FH L E£9,
show interface| save file_name

show interface GigabitEthernet {0-3}

X DERA | save HhE77 A0z #4127 FLET,
file-name A B =T 2 AFEREVZA VT T DT 74 VDL HEI,
GigabitEthernet FEDOXHE Y hA =Ry b AV H—T x4 ADIEREFRL
0-3 XHEy b A=WV xy "ERB, HHTELAREEOHDHES : (
2\ 30
H e 2845

e begin : —E T H/XF — > KO LF-DIHT-H VAR — K L
ecount : HI1Df78A& 7 M LE9, HEE count DEICTHES

LET,

send : T BHITTKRT LET, K80 LFOHIET %7
F7,

eexclude : —ETA1TE2BA LT, HK 80 XFDHE T
FLET,

sinclude : —ETH172&HF T, K80 LFDHFET AT
| =

olast : HODEBEOEITEZFRLE T, Hiklast DEICET 4
9, 0ITETOERREZYR—FLET, T 74/ M 10

ATVRFEIFIR T 7N NOEEREITH Y EEA,

ATV R E—F EXEC
av Yy FERE )1)—2R EENE
2.0.0.306 Zoavwy RPREAINE LT,
3.2 avr RO EZ 7 ANV EA LT v T 5
\Zi%, >fileename Ti372 < | savefile_name %
FERT20E R H Y £,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

EREDAA

-

3

show interface .

4 > showinterface GigabitEthernet 0 D /1 Tld, A F =T = A RT3 DDIPV6 7 FL AN H D

TERDMYET, BHIOA L E—%y T LA Gffe i) X, AT — L AHBREY
R LR TT, ZOEOIIIE, IPV6/L—h T RARXA XA b, TOHV Ty hTA
F =TT BMENDLY EFT, IROT FL A ({80 TEEDLT KL AR) X, AEAR R b
DAa—T%Fl-7enW) 7 a—i) 7 RLATY, IPve HENRE £ 7213 DHCPv6 % & 2B
R, Vo7 a—An 7 RVAXFIZERRINET, HKEDOT RLZX (2001 THELT R
L A) (&, IPv6 DHCP H— 35 S S 7 1 ¢d,

11

ise/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
ise/admin#

151 2

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:£fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#
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amsmW%—Pwmwuﬁcu:7>P|
. show inventory

show inventory

CiscoISET7 7T AT VA ETNARVY TALRRRE, N—RFKuxT A2 I35
WA FoRT HITIE,. EXEC E— R Cshowinventory =~ K& L E9,

show inventory | save file_name

EXDiiHA | save HMhuE77 A0 EAL L7 hLET,
file-name IN=RT =27 A XM IFEREIVAALY FTDHT 7 AL
I HE 24K

s begin : —ET BH/NE — 1, KO LTFOHRBTH R — KL
ecount : HA1F78& 7 b LE9, HEE count DEITHES

L\ij—o

send : —EHTAITTKRT LET, K80 LFORET %7
T,

eexclude : —E T 21THRINLE T, H&K 80 LFEDIHEF %
FLET,

einclude : —E T 5172 & E T, &K 80 WFEDOTHEFT %Y
LET,

elast : HADOBRBOBITEF R LET, Hiklast DB T4
F9, 80ITETORREYIR—FLET, T 74/ NI 10

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV kFE—F EXEC
av Y FERE )1)—=x TERAR
2.0.0.306 Zoavwy RPREAINE L,
32 av N EZ77AMZIEAL LV 8T 5
(21X, >filename Tix7Z2 < | savefile_name %
AT 20ERH Y 3,

FELEDHA KSq> CiscolSET 7T 47T ZADEHAFRT HI121E, showinventory =1~ > Fafii ] L £,

1

ise/admin# show inventory
inventory
NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
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I EXEC Show E— K ® Cisco ISECLI 2T > K

PID: ISE-VM-K9, VID: V01,

Manufacturer: VMware, Inc.
Product Name: VMware7,1

SN: H8JESGOFHGG

Total RAM Memory: 16211484 kB

CPU Core Count: 4

CPU 0: Model Info: Intel
CPU 1: Model Info: Intel
CPU 2: Model Info: Intel
CPU 3: Model Info: Intel
Hard Disk Count(*): 1

(R)
(R)
(R)
(R)

Xeon (R) Platinum
Xeon (R) Platinum
Xeon (R) Platinum
Xeon (R) Platinum

Disk 0: Device Name: /dev/sda:

Disk 0: Capacity: 300GiB
NIC Count: 1
NIC O: Device Name: ethO:

NIC O: HW Address: 00:50:56:bx:aa:bx

NIC O0: Driver Descr: VMware vmxnet3 virtual NIC driver

(*) Hard Disk Count may be Logical.

8280
8280
8280
8280

CPU
CPU
CPU
CPU

@ @ @ @

DN

.70GHz
.70GHz
.70GHz
.70GHz

show inventory .
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ip

show ip

P L— MEHZFRT HI2IE, EXEC E— K Tshowip 2~ R&EEH L ET,
show ip route

X niiHA route IPV— MEHERRLET,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y O REWPNV—T 427 T—=TNVEFRRLET,

!l

ise/iseadmin#show ip route

Destination Gateway Iface
default 10.1.100.1 ethO
10.1.100.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0.0.0 cni-podmanl
169.254.4.0/24 0.0.0.0 cni-podman?2
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show ipv6 route .

show ipv6 route

IPv6 /L— hME# A FRmd H121F, EXEC E— R CTshowipv6route =2~ > K& L £,

show ipv6 route

ARV R FI4NA L T 7AN FOBEREIZH Y EE A,

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FEHEDAA KSq4y ZOATURE IPVONV—T 7 T—=TNuFRLET,

15 1

ise/admin# show ipvé6 route

Destination Gateway Iface
2001:DB8:cc00:1::/64 2001:DB8:cc00:1::1 ethO

£ff02::1:2/128 £f£f02::1:2 ethO0

ise/admin#

151 2

ise/admin# show ipv6 route

Destination Gateway Iface
2001:db8::/64 D ethO

2015:db8::/64 D eth3

2020:db8::/64 2001:db8::5 ethO

default 2001:db8::5 ethO

ise/admin#
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. show logging

show logging

VAT LOX T (syslog) DIRFEBLOHEHED U AT X TRy 7 7 ONBREERTD
\Z1%. EXEC *&£— KT showlogging =2~ > R&fH L £,

show logging | save file_name

EXEC Show E— F® Cisco ISECLI 2 < > K I

show logging application application-logfile-name

show logging container tc-nac { container-id container-id [ log-name name-of-log-file tail] |

container-name container-name}

show logging internal

show logging system system-logfile-name

B DEREA

| save HhzE77 AV ZAL L7 FLET,
file-name VAT A u EREY XAV NTD T 7 A VDA,
application TV =g ulEFERLET,

application-logfile-name

TV r—ar nl 7y A LOLH

container tc-nac

Threat Centric-NAC 2 > 7 F &£ R L FE T,

container-id container-id [log-name
name-of-log-file tail ]

BESN/-a2T7F (TICNACT F 7 %) IZHET e s 7 7 A
i_\‘biﬁ‘o

container-name container-name

BESN-aT7F (TCNACT X7 %) ICHET A O S 7 7 4
i_\‘l_/jzj—o

internal

syslog DAL 7 4 Fal—varrdFnrLET,

system

VAT LD syslog wERLET,

system-logfile-name

VAT L ag 7y A ILVOLHI,

system-file-name

VAT A ad 7y A VDL,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show logging .

H e 25 4%
* begin : —ET D% — 1, K80 LT DI T H VIR —
ecount : HADIT4% 7 b LE9, HiEEcount DEIT

L/iﬁ‘o

cend : —HTHITTHRT LET, BK80 LFDHE T %

=7,

sexclude : —ET TR LE T, &K 80 LFDIL”

]\ Li‘g—o

einclude : —E T 2172 &0 E£T, &K 80 LFDHEK T4

L/ij—o

elast : HAOERBZEOEITEFR N LET, HEElast DI

F7T, 0ITETOERREYR—FLET, 774/ M3

ATV ERFI4IAL T AN FOBESEIZH Y EE AL

ARURE—F EXEC
avy FERE )1y—2= EEANR
2.0.0.306 Zoavwry RREAShE L,
2.7 FRBRBEN Unix D less 2~ RICEFE I E
L7z,
3.2 a2 R E 77 ANV EA L7 M5

\Z1X, >filename Tix7e < | savefile_name %
T 20BN H Y 3,

FERLEDHA KSq4y ZOa~r A syslogT 7 —BIBA N h X ZOREZFRRLES, ZOREBIZIE,
HRART RLVA, aX o IRNA 2= Mo TNHaX o 7ol (2 —, =4 —,
Ny Ty, FREFARARN) BREENFET, Z0a<wr RE2ETTDHE, 207 Y Unix ©
less BREZ TRIMILE T,

511

ise/admin# show

0
1781
4690

0

0

0

38784
16032
32947

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

logging

25
26
26
25
25
25
26
26
26

2013
2013
2013
2013
2013
2013
2013
2013
2013

system
:57
0l:
:40:
15:
16:
16:
02:
02:
:38:

15

02:

02

00

56

19
19

:43

02
01

:54
10:
00:
148
:47

03
03

02

tallylog
maillog
cron
spooler
boot.log
btmp
wtmp
faillog
dmesg

H] Z AT %5& MEBIOBEI =~ FRFTRENET,
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HRSMw%—PwmwMﬁcu:7>P|
. show logging

63738 Feb 26 2013 02:19:49 messages
146292 Feb 26 2013 02:19:48 lastlog
13877 Feb 26 2013 01:48:32 rpmpkgs
129371 Feb 26 2013 02:40:22 secure
27521 Feb 25 2013 16:10:02 anaconda.syslog
345031 Feb 25 2013 16:10:02 anaconda.log
0 Jul 28 2011 00:56:37 mail/statistics
1272479 Feb 26 2013 02:42:52 ade/ADE.log
567306 Feb 26 2013 02:40:22 audit/audit.log
24928 Feb 26 2013 02:40:01 sa/sa26
0 Feb 25 2013 16:01:40 pm/suspend.log
ise/admin#

512

CiscoISE / — ROT7 IV r—arvual 79 A NVEFERTHICIE. kOoa~wy REFERLE
7,

ise/admin# show logging application
61 Oct 07 2016 03:02:43 dbalert.log
4569 Oct 07 2016 03:21:18 ad_agent.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index indexing slowlog.log
0 Oct 07 2016 03:02:59 edf.log
124 Oct 07 2016 03:21:59 diagnostics.log
8182 Oct 07 2016 03:26:45 caservice.log
426 Oct 07 2016 03:19:17 redis.log
1056 Oct 07 2016 03:13:07 caservice bootstrap.log
49637 Oct 07 2016 03:27:40 passiveid-mgmt.log
0 Oct 07 2016 03:02:59 passiveid.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index search slowlog.log
14152 Oct 07 2016 03:26:03 collector.log
0 Oct 07 2016 03:02:59 idc-endpoint.log
134 Oct 07 2016 03:22:34 ocsp.log
0 Oct 07 2016 03:02:59 dbconn.log
0 Oct 07 2016 03:02:59 idc-kerberos.log
100958 Oct 07 2016 03:24:43 crypto.log
0 Oct 07 2016 03:02:59 idc-syslog.log
0 Oct 07 2016 03:02:59 replication.log.2016-10-04.1
10394 Oct 07 2016 03:24:01 guest.log
0 Oct 07 2016 03:02:59 guest.log.2016-10-07.1
0 Oct 07 2016 03:02:59 wvcs.log.2016-10-04.1
288624 Oct 07 2016 03:27:25 1ise-psc.log
ise/admin#
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show logins

show logins .

VAT Au T A OREEFRT HIZIE, EXECE— K Tshowlogins=~ > R&2H L7,

show logins cli

BX DA cli

civn A VgEE —HFERLET,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y diF—UV—FE2EETLILERHY £T, HHELRWEE, =7 =08 ELET,

!l

ise/admin# show logins cli

admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
reboot system boot 2.6.18-164.el5PA Thu
admin ttyl Thu
reboot system boot 2.6.18-164.el5PA Thu
setup ttyl Thu

reboot system boot 2.6.18-164.el5PA Thu
wtmp begins Thu Aug 5 16:05:36 2010
ise/admin#

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

[CNC, BN €, RN, BN, BYe) Be) W o))

09
08

17

:45
:56
07:
18:
18:
18:
:43
16:

17
17
15
09

05

still logged in
:33)

09:30
08:43

down

18:07

(00
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. show memory

show memory

EXEC Show E— F® Cisco ISECLI 2 < > K I

TRTCOETIT e ADAEVHEHELZF T 511X, EXEC &— KT show memory =< >

REfHLET,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show memory

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FEELEODHA KSq> HHAETY ZFRKRT2I12E, showmemory =~ > FEMEHLET,

il

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show ntp

AR TIAIE

show ntp .

Network Translation Protocol (NTP) BEAEffIT D AT —% ZAZF T 5HI12i1L,. EXEC E— KT
showntp =2~ > R&2HHL 9,

Zoawy RZE, F—U—RBXUSEILHY £HA,
show ntp

T 74N FOBERERSH D EH A,

avv R E—F EXEC
av Y RER )1)y—2= EERNE
2.0.0.306 Zoavwy RBREAINE LT,

FRLEDODHA KS14 Y

Network Translation Protocol (NTP) BHu#ft i) #F£R$ 5HI2i%, showntp =2~ REMH L E
7

il

ise-az2/iseadminf#show ntp
Configured NTP Servers:
XX .X.XXX.X
0.north-america.pool.ntp.org
l.north-america.pool.ntp.org

Reference ID : 62BFD502 (mail.example.com)

Stratum I

Ref time (UTC) : Thu May 19 15:49:40 2022

System time : 0.000000384 seconds fast of NTP time

Last offset : -0.000422698 seconds

RMS offset : 0.000422698 seconds

Frequency : 7.323 ppm slow

Residual freq : +2.728 ppm

Skew : 0.352 ppm

Root delay : 0.090078361 seconds

Root dispersion : 0.002209879 seconds

Update interval : 2.1 seconds

Leap status : Normal

210 Number of sources = 3

MS Name/IP address Stratum Poll Reach LastRx Last sample

~? ns-dmz.demo.local 0 7 0 - +0ns [ +0ns] +/- Ons
“+ lofn.fancube.com 2 6 17 45 +5381us[+4959%us] +/- 67ms
~“* mail.intrax.com 1 6 17 44 -3730us[-4153us] +/- 47ms
M indicates the mode of the source.

server, = peer, # local reference clock.
S indicates the state of the sources.
* Current time source, + Candidate, x False ticker, ? Connectivity lost, ~ Too much

variability

Warning: Output results may conflict during periods of changing synchronization.
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ports
show ports
TITFA4TRER— b 2) v AT EHTRTOTav ACETLEREFTT 5121, EXEC
£— K Tshowports 2~ R&HHLE7,
show ports| save file_name
BX DA | save HhE77A ) 2417 FLET,
file-name VEA VLT NTDH7 7 A NVDL4HIL
\ I E B 25

e begin : —ET DK — 1, K 80 LFDIEHT A YR — |
s count : HAIDITHA S U b LET, HEE count DI
| © count D ERGF %L,

cend : —HTDITTHKT LET, HKk 80 LF DR F % W4
s exclude : —ET HITEBRIN L E 97, K 80 SLFDIEF 4
cinclude : =T D172 EDET, KK 80 LFDIHT %

elast : HAIDORBOEKITE R R L £, HiE last DFIET
TETORREZYR—FLEST, 74/ NI 10 TT,

| = last O H IHERG T 224K,
ATV RFI4LE T AN NOBEREIZS Y EE A,
ATV R E—R EXEC
av > FERE )1)—2 EEAR
2.0.0.306 Zoavy RPEAINE LT,
32 av R EZ77A MY AV T 5
(ZiE, >fileename Ti372 < | savefile name %
EATE R H Y £,

FEREDHA KSq4 > showportsa~ >y FZETT 056, R— BT 27747ty v a JCEEFTLATND
WVERH Y F97,

1

ise/admin# show ports
Process : java (22648)
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tcp:
0.0.0.0:9990,
.0:61616,
0.0.0.0:443,

udp:
, 172.21.79.91:8905,
1.79.91:1645,

005,

Process

tcp:

Process

tcp:

Process

tcp:
udp:

Process

tcp:

Process

tcp:

Process

tcp:
: portmap
tcp:
udp:

Process

Process
--More--

show ports .

0.0.0.0:9024, 127.0.0.1:2020, 0.0.0.0:9060, 0.0.0.0:37252, 127.0.0.1:8
0.0.0.0:8009, 0.0.0.0:8905, 0.0.0.0:5514, 0.0.0.0:1099, 0.0.0
0.0.0.0:80, 127.0.0.1:8888, 0.0.0.0:9080, 0.0.0.0:62424, 0.0.0.0:8443,
0.0.0.0:8444
172.21.79.91:1812,
172.21.79.91:3799,
172.21.79.91:1646
timestenrepd (21516)
127.0.0.1:56513, 0.0.0.0:51312
timestensubd (21421)
127.0.0.1:50598

rpc.statd (3042)

0.0.0.0:680

0.0.0.0:674, 0.0.0.0:677
ttcserver (21425)
0.0.0.0:53385, 127.0.0.1:49293
timestensubd (21420)
127.0.0.1:51370

redis-server (21535)
0.0.0.0:6379

(2999)

0.0.0.0:111
0.0.0.0:111
Decap_main

172.21.79.91:1813, 172.21.79.91:1700, 0.0.0.0:48425
0.0.0.0:54104, 172.21.79.91:57696, 172.2

(22728)
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. show process

show process

EXEC Show E— F® Cisco ISECLI 2 < > K I

TIT 4 Tl at AT AR EF RS HI2iE. EXEC T — KT showprocess =~ K%

AL £

show process| save file_name

B DEREA

| save

WMhxE77A MV ALV FLET,

file-name

UEA VT b D7 7 A NVDA4Hi,

(EE) . HIEH 2%k
s begin : —ET BH/NE — 1, KO LTFOHRBTH R — KL

ecount : HA1F78& 7 b LE9, HEE count DEITHES
L\iﬁ—o

send : —EHTAITTKRT LET, K80 LFORET %7
T,

eexclude : —E T 21THRINLE T, H&K 80 LFEDIHEF %
FLET,

einclude : —E T 5172 & E T, &K 80 WFEDOTHEFT %Y
LET,

elast : HADOBRBOBITEF R LET, Hiklast DB T4
F9, 80ITETORREYIR—FLET, T 74/ NI 10

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV kFE—F EXEC
av Yy FERE 1)) —2 EERNE
2.0.0.306 Zoa~vr RREAINE L,
32 axy MO E 77 ANV EA L7 FT5

(21X, >filename Tix7Z2 < | savefile_name %
AT 20ERH Y 3,

FREDOHA RSq4 Y %= 3:show process D 7 4 —JL F DA

J4—ILE G

USER

nrA v Liza—,
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show process .

J4—ILF £ EA

PID 7'n& A ID,
TIME A RS T S 7Rzl
TT 7'ak A HIET D AR,
COMMAND RN -7t AERiZa~vr FOZA T,
!l

ise/admin$# show process

USER PID TIME TT COMMAND
root 1 00:00:02 2 init

root 2 00:00:00 2 migration/0
root 3 00:00:00 2 ksoftirgd/0
root 4 00:00:00 2 watchdog/0
root 5 00:00:00 2 events/0
root 6 00:00:00 2 khelper
root 7 00:00:00 2 kthread
root 10 00:00:01 7 kblockd/0
root 11 00:00:00 ? kacpid

root 170 00:00:00 2 cqueue/0
root 173 00:00:00 khubd

root 175 00:00:00 2 kseriod
root 239 00:00:32 2 kswapdO0
root 240 00:00:00 2 aio/0

root 458 00:00:00 2 kpsmoused
root 488 00:00:00 ? mpt poll 0
root 489 00:00:00 ? scsi eh 0O
root 492 00:00:00 2 ata/0

root 493 00:00:00 ? ata_aux
root 500 00:00:00 2 kstriped
root 509 00:00:07 2 kjournald
root 536 00:00:00 2 kauditd
root 569 00:00:00 ? udevd

root 1663 00:00:00 7 kmpathd/0
root 1664 00:00:00 ? kmpath_handlerd
root 1691 00:00:00 2 kjournald
root 1693 00:00:00 7 kjournald
root 1695 00:00:00 7 kjournald
root 1697 00:00:00 7 kjournald
root 2284 00:00:00 2 auditd

root 2286 00:00:00 2 audispd
root 2318 00:00:10 2 debugd

rpc 2350 00:00:00 2 portmap
root 2381 00:00:00 rpciod/0
—--More--

ise/admin#
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amsmW%—Pwmmuﬁcu:7>F|
. show repository

show repository

VR NV DOT7 7 A VONEEFRRT HI21E, EXECE— R Tshowrepository =~ > K% fif
LET,

show repository repository-name

BX DA repository-name NEZFTRT DU RY MU DAL, 303CFE TOREFTHIE L

ATV ERFI4IAN T AN FOBESEIZH Y AL

ARURE—F EXEC
av Y FEE DRSS EENE
2.0.0.306 Zoavwr FRHEASHE L

FEREDHA KSq4> VAT N ORNEEZFRT SHI2IE. showrepository 2~ > Faflifl L £7,

1

ise/admin# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

A\

show repository .

6=

SFTP U ARY b U @ PKIGEAEZ AN L TV A AL, VAT N Y OARF—% ISEGUI 25

72 TR ISECLI D b AR T A2 MENRH Y 3, SFTP VAR Y h U A ISE GUI 26 iR E S

NTWBEA. CiscolSE DA F—iFT/L— F2—HF— 125t L TOHRER S, BFEEL—F—

(CLINBTRTCOavy REERTTEra—W—) (kL TidERsnEEA, ROFIEIC

W~ T, ISECLI O AT —2ERBLIOBRELE T,

1. BEX—20ERINTWEINE I DEHRLET, kOoa~vwy ROHANEOLEIT, K
FER=NEREIN T RNZ L E2ERLE T,

ise24/admin# show crypto key

2. L7=Bn->T, CLIEXECE— NirnbH, =<2 Kceryptokey generater sapassphrase <secretkey>
AL T —Z2 A LET,

3. UUTF»D, BN ERICERINZZ L 2B T ET,

ise24/admin# show crypto key
admin public key: ssh-rsa SHA256:eEziR/ARPyFolWptgI+y5SWNjGIrgfPmEPEsSwVY7Qib0

admin@ise24

4. Z 0k, EEEIL. =~ K cryptokey export <sample-name> repository
<another-repository-name> Zf# i L C, ladmin] =—%—DAHF—% =/ AR — 7
HMENRH D T,

5. RIZ, <another-repository-name> |[ZIR1F SN TWD 7 7 A L&A, £ivE SFTP % —
3—@ [home/<username>/.ssh/authorized_keys 7 + /L X 12BN L £7,
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. show restore

show restore

BB L E IO AT —FZ A HFrT 5121, EXEC E— RTshowrestore =2~ RZFEH L

7.
show restore {history | status}

EXEC Show E— F® Cisco ISECLI 2 < > K I

B DEREA

AU R TIHIE

history VAT LD A R R LUET,
status VAT LD TOIREEZF R LET,

T 7 4V N OBEWERMEIZH W FH AL

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE

2.0.0.306 Ioawy RREASHE LR,
FRLEDAHA KS4M4> 4

ise/admin# show restore history

Wed Apr 10 03:32:24 PDT 2013: restore
myrepository: success

Wed Apr 10 03:45:19 PDT 2013:
myrepository:
ise/admin#
ise/admin# show restore status

[

%% Configuration restore status

success

% No data found. Try 'show restore history'
%% Operation restore status

% No data found. Try
ise/admin#

'show restore history'
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show running-config .

show running-config

AR TIAIE

BIEDFEITaLy 74 FXalb—rary7ryANVERFar 74 Xal—ra y ONEFEERRT D
21X, EXEC *&— KT show running-config =~ > R&MEH L F7,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show running-config

L

EXEC

FRLEDODHA KS14 Y

J1y—2 EERE

2.0.0.306 Zoavwry R AShELE,

show running-config =~ > R, T X TCOAZ— KT v ar 7 4 Xalb—va U NfEE#R
RLET,

il

ise/iseadmin#show running-config ?
Possible completions:

cdp CDP Configuration parameters

clock Configure timezone

conn-limit Configure a TCP connection limit from source IP
hostname Configure hostname

icmp Configure icmp echo requests

identity-store Configure identity store for CLI users

interface Configure interface

ip Configure IP features

ipv6 Configure IPv6 features

kron Configure command scheduler

logging Configure system logging

ntp Specify NTP configuration

password-policy Password Policy Configuration

rate-limit Configure a TCP/UDP/ICMP packet rate limit from source IP
repository Configure Repository

service

snmp-server Configure snmp server

synflood-limit Average number of TCP SYN packets per second allowed
username User creation

| Output modifiers
<cr>
ise/iseadmin#show running-config
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show snmp-server engineid

show snmp-server engineid

TI7ANDEND, FIERE LI PV ID 2R AT 5121, EXEC E— R C show snmp-server
engined 2~ > REZfEALET, Zoa~vr NI, 734 ATHEI N2 —/LSNMP =
DrBIOTRTOVE—F PO ID #ERLET,

show snmp-server engineid

ATVERFIFILN T IANNOBECHEITH Y EHA,

2T R E—F EXEC
vy RERE )1)—2 EEAR
2.0.0.306 Zoavy RpEAINE LT,
3.1 = R show snmp engineid 7> & show
snmp-server engineid (ZEHT S E LT,
!l

ise/admin# show snmp-server engineid
Local SNMP EngineID: 0x1234567

ise/admin#
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show snmp-server user .

show snmp-server user

EFRSNTVD snmp 2—H—D U 2 FEFRKRd 5I121E, EXEC E— T show snmp-server user
avy REMHEHLET,

show snmp-server user

ARV R FI4INAL  T AN FOBERLEIZH Y EE A,

ATV R E—F EXEC
av Yy FERE )1)—2=R EEAR
2.0.0.306 Zoavwy RPREAINE LT,
3.1 =< F73 show snmp user 7> 5 show
snmp-server user I[ZEHINE LT,
i

ise/admin# show snmp-server user

User: snmp3
EngineID: 80001£88044b4951504a375248374c55
Auth Protocol: sha
Priv Protocol: aes-128

ise/admin#
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show tech-support

show tech-support
WAA—NIREDT 7 =TI NYR— MERERRT DIZIL. EXEC E— KT show tech-support
a~vy REHLET,
show tech-support > file-name

show tech-support file file-name

X DA > HWhzE7r A0z X417 hLET,
file TEEOT V=NV HR—NT—FET77 (0L Tr—AN T
WCRFELET,
file-name TN YR— N T2 ERGFT DT 7 A N, BR80T

FaYPR—FLET,

SR EFETAL R SAT— FRZOMOEF 2 U7 . IR SE A,

AvYRE—F EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEHEDHA KS4 > showtech-support =~ ik, F 77y a—TF 1 7OHMT, Cisco ISE H—/3—I(ZFFF
HREDERENET DOIBLHET, BWEZz#RET 2L, 77 =AY R— oY
HiTH a2 L £,

1

ise/admin# show tech-support
ER R R R R b b b b h b b b b b h b b E E b b b dh b b b b b bk b 2

Displaying ISE version ...
R R R IR R b b b b b b b b b b h E b b E E b b b b b b b b b bk b 2

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R R R IR R b b b b b b b b b b h E b b E E b b b b b b b b b bk b 2

Displaying Clock ...

R R R IR R I b b b b b b b b b h E b b E E b b b dh b b b b b b b b 3 2

Tue Oct 21 11:24:08 IST 2014

ER R R R R I I b b b b b b b b h h b b h h b b b b b b b b b bk 2

Displaying UDI ...

R R R R R I b b b b b b b b b b b h b h E b b b b b b b b bk b b O

ISE-VM-K9
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LR EEE SRS SR SRS EESEEEESEEEEEEEEE SRR SRS SRS

Displaying ISE application status ....

LR EEE SRS SR SRS EE SRR EESEEEEEEEEE SRR SRS SRS

ISE PROCESS NAME STATE PROCESS
--More--

(press Spacebar to continue)

ise/admin#

1

ise/admin# show tech-support
R R R R R R R R R R R R R R

Displaying ISE version
R R R R R R R R R R R R R R R R

Cisco Identity Services Engine

Version : 1.4.0.205
Build Date : Tue 03 Mar 2015 05:37:10 AM UTC
Install Date : Tue 03 Mar 2015 08:25:37 PM UTC

R R R R R R R R R R R R R R R R
Displaying Clock
R R R R R R R R R R R R R R R Rk

Mon Mar 16 03:51:35 UTC 2015

R R R R R R R R R R R R R R Rk

Displaying UDI

R R R R R R R R R R R R R R R

ISE-VM-K9

R R R R R R R R R R R R R

Displaying ISE application status

R R R R R R R R R R R R R R R

ISE PROCESS NAME STATE PROCESS
—-—-More—-—

(press Spacebar to continue)

ise/admin#

ID

ID

show tech-support .
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. show terminal

show terminal

WMARI T 4 Fa b= a T A= OBRECHT D HHREBGFT 51213, EXECE— R T

AR TIAIE

showterminal =~ > R&ZfEH L £1,

EXEC Show E— F® Cisco ISECLI 2 < > K I

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show terminal

T 74N OB SH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FRLEDODHA KS14 Y

W’ DFETIE, showterminal H D7 —L RIZHOWTEHRB LET,

5 4:show terminal 0 7 « —)L K DERBA

TJ4—ILF

aiBA

TTY: /dev/pts/0

SR D HF A TN DIEEOH N 2 FRR L E T,

Type: “vt100*

B EINTWARDZ A,

Length: 27 lines

WMRT A AT LA DEE,

Width: 80 columns

BERT 4 2T LA DD T ADNE,

Session Timeout: 30 minutes

tyva T, BRAEKTT5E CTORRM (BN :

S

1

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ise/admin#
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show timezone .

show timezone
VAT KMMIRE SN TV BRI 2 £/~ 5121%, EXEC =— KT showtimezone =~ K%
FHLET,

Zoa=wy RiZiZ, ¥V —FBIXOBIEIIH FHA,
show timezone

Zoa=wy RiZiZ, ¥F—U—FBXOBIEIIH FHA,

AT VR FI4NN T 7ANNOBEBERMEITH Y A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavy RPEAINE LT,

FEREDHA FS142 fI

ise/admin# show timezone
UTC
ise/admin#
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. show timezones

show timezones

RN TTRE 2 B D U 2 F 2 ES1 51213, EXEC E— R Tshowtimezones 2~ > RafH L

AR TIAIE

\i‘a’_‘o

EXEC Show E— F® Cisco ISECLI 2 < > K I

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show timezones

T 74N OB SH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FRLEDODHA KS14 Y

. Cisco Identity Services Engine ') 1) —X 32CLU ) 77 LA HA K

Cisco ISE ¥ —/3—Cfif F Al e 72 IF#F D FlIZ DWW Cik,  Tclock timezone] DIEAZ S L T <L

7ZEWN,

1

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako
—--More--

(press Spacebar to continue)

ise/admin#



I EXEC Show E— K ® Cisco ISECLI 2T > K

show udi

AR TIAIE

show udi I}

CiscoISE 77T A 7 v ADEGFT /31 ZAiA+ (UDI) ICBET D 1EF8H A2 FRT HI12i%. EXEC
F—RFCshowudi 2~ REHFEHRALET,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show udi

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
avr FERE )1y—2 FERNE

2.0.0.306 Zoawr R EASRELL,
ERLEDHAFS4 2 i1

ise/admin# show udi
SPID: ISE-3415-K9
VPID: V01

Serial: LAB12345678
ise/admin#

512

WO FE. VMware — N—T showudi 2~ > REET LI L XIZHEREINET,

ise/admin# show udi
SPID: ISE-VM-K9
VPID: V01

Serial: 5C79C84ML9H
ise/admin#
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amsmW%—Pwmwmﬁcu:7>P|
. show uptime

show uptime

Cisco ISE —_—D B Ic U 7' — F SN TH 6 OETHMA2F 1T 5121E. EXEC E— T
show uptime =2~ > F&2MH L £7,

show uptime > file-name

X DA > HMhuE77 A0 EAL L7 hLET,
file-name VHEA VY N DT 7 A VDL4F,
| H OB A%k

s begin : —ET BH/NE — 1, KO LTFOHRBTH R — KL
ecount : HA1F78& 7 b LE9, HEE count DEITHES

L\ij—o

send : —EHTAITTKRT LET, K80 LFORET %7
T,

eexclude : —E T 21THRINLE T, H&K 80 LFEDIHEF %
FLET,

einclude : —E T 5172 & E T, &K 80 WFEDOTHEFT %Y
LET,

elast : HADOBRBOBITEF R LET, Hiklast DB T4
F9, 80ITETORREYIR—FLET, T 74/ NI 10

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV kFE—F EXEC
Ay RERE J1—2 EERAR
2.0.0.306 Zoavry RpEASNE LT,

FEREDHA K54 ZDshowuptimeZ /] L T, CiscolSE ¥ —/ =3 §{A%IZ Y 7 — F I TH b D ELTIRAH 2
ABLET,

il

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show users

show users .

CiscoISE r—_—izu s/ /4 v L TWba—P—D—E42FRT 521X, EXEC E— KT show

users i< R&EFEHALET,

show users> file-name

B DEREA

AR TIFIE

> HhE77 A0z #4127 FLET,
file-name VEAL VY N 5H7 7 A VD4R,
| H B 22485

s begin : —E T H/XF — 1, KRS0 LT DOFH T VAR —
ecount : HAIDITHAE T F LE T, HEE count DT

| =

eend : —E T BITTKRT LET, BR800 LFDIET %
F7,

eexclude : —E T AT L ET, K 80 LF DI
FLET,

einclude : —ET 2172 EDE T, K 80 LTFTDHET %
LET,

e last : HODRBEORATEZFR LET, Hiklast DRITE
F7, 0ITETORREIR—FLET, 774/ M3

T 7 4V N OEMERMEIZH W FH AL

avURE—FR EXEC
avy FRERE )1)—=x EZENAE
2.0.0.306 Sooawy RRAEASHE L,

HEREDAA K1Y

Zd showusers =< Ri&, CiscoISE ——jca /4 L TWba—P—D—EZHRT
DGETHEHALET,

451

ise/admin$# show users

USERNAME ROLE HOST TTY LOGIN DATETIME

admin Admin 10.77.202.52 pts/0 Tue Feb 26 20:36:41 2013
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EXEC Show E— F® Cisco ISECLI o< > F |
. show users

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#
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| EXEC Show E— F® CiscoISECLI o< > K
show version .

show version
VAT ADY T N 2T R—=T g VZETAERBLIONY 7 U 2T DA AR M= UERE R
KT 521, EXEC E— R Tshowversion =~ F&#EHALET,
show version > file-name

show version history

Y

(G¥)  showversionhistory =~ RIZFERICANTHIMLERH Y £F, ZOa~r RTHE, EiEFIE
PAR—=FINTHEEA,

BX DA > Hh%E77 A M) Z A4 Lo R LET,
file-name VXAV N7 7 A VDL,
history VTR T R=T a3 CORBREERERLET,
I e 124

s begin : —ET BH/NK —1 KO LFDHRT % R —
ecount : HA1DITE A b LET, HEE count DI

LET,

eend : — T BHITTKRT LET, K80 LFDIE T %
F7,

eexclude : =BT AT L ET, K 80 LF DI
rLET,

einclude : =BT 2172 EDE T, BK 80 LFEDEH T4
LET,

“last : HAODRBEOHATE2FR LET, Hiihlast DR ITE
F7, OITETORREIR—FLET, 774/ M3

ATVRFEIFIR T 7N NOEERHEITH Y EEA,

AvURE—FR EXEC
avy FRERE )1)—Xx EEHAR
2.0.0.306 Soawy FAEASHE LT,
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EXEC Show E— K CiscoISECLI a7 > K |
. show version

FEHEDHA KS4>y O3~ FiE CiscolSE ¥ —/3—THEI{EL T\ % Cisco ADE-OS ¥V 7 7 = 7IZB$ %5 /3 —
Va N #AEFRR L, CiscoISE D=V a v #RLET,

511

ise/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0OS Build Version: 3.0.3.030
ADE-0S System Architecture: x86_ 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: docs-ise-23-1nx

Version information of installed applications

Version : 2.3.0.297
Build Date : Mon Jul 24 18:51:29 2017
Install Date : Wed Jul 26 13:59:41 2017

ise/admin#

il 2

ise/admin# show version history

Install Date: Wed Jul 26 19:02:13 UTC 2017
Application: ise

Version: 2.3.0.297

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#
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avJ4FXalb— 3> E— KD Cisco
ISECLIa< > F

ZOETIL, CiscolSEa~vr KA A F—T7xA(A (CLI) Dary7 4 Falb—ay
(config) E— FRTHEHTLa~ FIZOWTHHLES, ZOETIE, a~v FTLio, £

OEERMFEDOERRHH, a2~ FOREL, A LA RIA4 0 BIOEERMIZRLE
7

*EXECE— RTOar74Xal—vaET— KK~z (167 2—)

AT 4 Fal— a3y E— RTOCisco ISE DFEE (168 ~<—2)

a7 4 Fal—ra P TE—RTO Cisco ISE DFEE (170 _X—)

cCLIZ> 7 4Xal—valy avwl ROT 75/ FRE (171 =)

* backup interface (172 ~X—737)

» cdp holdtime (177 ~X—)

scdprun (178 ~X—7)

e cdp timer (179 ~—72)

s clock timezone (180 ~=X—17)

scls (184 =—7)

s conn-limit (185 ~X—73")

s service cache (186 ~<—73”)

edo (187 =—2)

send (191 <X—7)

sexit (192 X—7)

s hostname (193 ~X—71)

s icmp echo (195 ~—7)

« identity-store (196 ~<—3")

s interface (197 ~X—2)

« ip address (199 ~<—2)

s ip default-gateway (201 ~<—73°)

s ip domain-name (202 ~X—1)

*ip host (204 ~X—7)
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VT4 FaL—Y3av E—FDCiscolSECLI I K |

sipmtu (207 ~—)

* ip name-server (208 ~X—1)
«iproute (210 ~—<°)

* ipv6 address (212 ~<—7)

* ipv6 address autoconfig (214 ~<—73)
+ ipv6 address dhep (216 ~X—3)

* ipv6 enable (218 ~<X—737)

* ipv6 route (220 ~X—73)

« kron occurrence (222 ~<—37)

» kron policy-list (224 ~<—77)

* logging (226 ~—7)

* max-ssh-sessions (227 ~X—73)
entp (228 ~—7)

* ntp authentication-key (230 ~X—3)
« ntp maxdistance (232 ~—)

e ntp server (233 ~X—)

e rate-limit (236 ~<—3)

» password-policy (238 ~X—37)

* repository (240 ~<—73)

e service (243 ~X—Y)

e shutdown (246 ~—<°)

« snmp-server enable (247 ~X—37)

* snmp-server user (248 ~X—73)

« snmp-server host (251 ~X—3)

* snmp-server community (254 ~<—73)
« snmp-server contact (256 ~X—1)

« snmp-server location (257 ~X—73)
« snmp-server trap dskThresholdLimit (258 ~3—1)
+ snmp engineid (259 ~X—7)

« synflood-limit (260 ~X—73)

e username (262 ~—3)

s ZDMDOBEEE (264 X—)
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| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

EXECE— KTOav T4 ¥aLb—vavE—r~ogyuiEz ]

EXECE— FTODaYI74XxalL—a3y EF— KA

V&R

EXEC ®&— R C configure % 7= 1% configureterminal (conft) =~ R&FE474 5L, a7 4
Xal—vary ET—Fe2BBTEET,

CiscoISECLI "6 EXECE— R Carv 74X al—vay avwy REE#EANTAZ LIXT
XFHA, O T4 Fal—Ygryavw R NCE, av oy Rary7 4 Falb— gy

-

EETTHEDIC, ar74FXal—vary 75— RERETOILERHY £,

a7 4 X2l —ar T— RERTTAIT0E. exit, end., £/20LCtrl-za~> KE AL
S

a7 4 ¥ a2 b—aravy RiZidinterface, Policy List, repository 285 £ E 7,
AT 4 X2 b—va T ROREFELZFETTEET, a7 4 Fab—va VOEEN

BROWIFET 74/ THREL, VAT LDY n— RREEFICEFENTNEDNRNE S
L/i—a—o

Cisco Identity Services Engine ') 1) —X 32CL 1y 77 LV RAHAA F .



VT4 FaL—Y3av E—FDCiscolSECLI I K |

B -7 %11—230 == koo ciscoISEDR

AV J4FXal—2 3> EF— KT Cisco ISE DERTE

a7 4Fal—YvaryavwryRBIar7 s Xal—yvary 7 E—RFRavr Re AN
L. CiscoISE »— N—DEEDOHEL AL 7 4 Fal—Tary T— R TCEFETXFET,

ATy T

ATvT3

ATvT4

configureterminal t AL Car 7 4 X¥alb—v gy — RERKBLET,

ise/admin# configure terminal

Enter configuration commands,
ise/admin (config) #

one per line. End with CNTL-Z.

(configuration mode)

SERfF () ZANLT, avy74Falb—varyE—Noavry FO—EE2RRLET,

ise32/iseadminfconfigure terminal
Entering configuration mode terminal
ise/iseadmin (config) #?2

Possible completions:

cdp CDP Configuration parameters

clock Configure timezone

conn-limit Configure a TCP connection limit from source IP
hostname Configure hostname

icmp Configure icmp echo requests
identity-store Configure identity store for CLI users
interface Configure interface

ip Configure IP features

ipv6 Configure IPv6 features

kron Configure command scheduler

logging Configure system logging

ntp Specify NTP configuration

password-policy
rate-limit
repository
service
snmp-server
synflood-limit

Password Policy Configuration

Configure a TCP/UDP/ICMP packet rate limit from source IP
Configure Repository

Modify use of network based services

Configure snmp server

Average number of TCP SYN packets per second allowed

username User creation

do Run an operational-mode command

end Terminate configuration session

exit Exit from current mode

no Negate a command or set its defaults
<cr>

a7 4 FXal—valryYTE—RERBELET, 374 Fa2b—va B NEREEEO= 7 4
Xal—2ar P TE—F0NHDET, EVTE—FICADE, 77 MEBO S HIZIRW L~ T
ECEFET, ZDOLULb, CiscolSE a7 4 Fal— g | lEHEa~vYy REANTEET,

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

27 4 Fal—varyEF—RLEEXECE— ROBFEKTTAHIZIE. =2~v2r F7e 7 FTexit #JEIC
AN LET, exit EASITBHE, CiscoISE (F2—V—D L~ L& | BEEEL, fIOL~VMIZELET, b
) — exit L AJ19 D L. CiscoISE 1T —H%—% EXEC L~ULIZE L £,
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Sv T %aL—vav E—FTociscolSEnEE [

ise/admin (config) # exit
ise/admin# exit
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VT4 FaL—Y3av E—FDCiscolSECLI I K |

B - xar—va0 978 FoodiscolSEDRE

AV J4FXal— 3 TE— KTHDCiscolSENLTE

&

ATvT2

ATvT3

AT 4 X2 —va VY TE- RTREDORED I~ REANTEET, 2077k
ERTLCarZqXal—rary 7nry7 MNEdMGAFexit a~2 FERIZend 2~
REFHTEE9,

configureterminal E AJLTCar 7 4 X¥alb—ray E— F&BLET,

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config)# (configuration mode)

a7 4 Xal—rary VP TE—RERBELET,

ise/admin# configure terminal

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# ?

Configure ethernet interface:

backup Configure NIC bonding feature

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipvé Configure IPv6 features

no Negate a command or set its defaults

shutdown Shutdown the interface
ise/admin (config-GigabitEthernet) #

a~v R 7 R Cexit# AJLTC, ary 74 Fal—var$r7E—Rtary7 s Fal—rar
E—RFOWMGZETLET,
ise/admin (config-GigabitEthernet)# exit

ise/admin (config) # exit
ise/admin#
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| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

CLOY 74 Xal—>3>avy ROTI4ILMERE .

CLila>7J4FalL—33Yy ROTIAIL REETE

CLIZ> 7 4Xal—yaravly N, defalt BB H2Z E03H Y £9, ZoEAIL
:v/b&ﬁ%77ﬁwbﬁ WRLET, FEAYOa~ RIF 7+ N TF 4 ®—7 LT

BRESNTWEED, ZOHEAIFa~vy RCdefault FRAZEH L TH noERXAHEH L THE
CAERICZ D £9,

72720, T4 P TAF—TNVICREENTNT, RBOOEENEEDT 7 /L MEICER

EINTWbHavwry Ry FET, TOLHIREAIC default XD~ FEEHTL L.
Iy RIA =TT . BERT 7 4L MEICRESNE T,
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. backup interface

VT4 FaL—Y3av E—FDCiscolSECLI I K |

backup interface

E A AMEDOTZDICH—DIIEA X —T = AZ20DA —HhFy hA v H—T = A A%HE
(NIC AR T 4 > THEREE TIENIC T — X U 7 HERE L LIEEN D) THI10F, 27 4 F=
L—y gy %7 E— FTbackupinterface 2~ > R&H L ET, NICKRT (> 73 EEH|
BRI 212iE, Zoa~vr FonEXEEHLET, 22004 X —T oA AR T 47
THE. 2O0ONICIEZ 1 O2DOMACT RLAZFEOH—DOF A 2L LRI ET,

CiscoISE DNIC RY T 4V THEREIZ. o— R ARSIV P E-3) vy 77 FA— g ik
BEZ Y AR—F L TWEH A, CiscolSEIE, NICARY T 4 > ZOE A HHMEEES T2 R— L
ij‘o

AVHE =T 2 A ADRT 4 27 Tid, IRORITH Cisco ISE V—EANFEELZ T2
L RLRFEL 9,

c WP A K T = — ADEE
« A v F KR— NEROER (Vv v NF T F TR

cAATF TA L h— ROEE

2ODA VB —T 2 A REBERYT A TTDHE A VF—T A AD—FNT T4~V A
H—T 2 ATIR0, bIH)—FHEIRNw I T v T A v Z—T oA ARV ET, 2O0DA X —
T2A REBRT 4 TTHE, TRTCDONT T 4 w7 3@E, 794~V A X —T A A
BB LET, 774~V A X =T oA ARMLPOBHTRKTLE, Xv T v 7 A
VHE =Tz ARANTRTDO T T 4 v 7 HGIEHNTRELET, RoT 47T T4~
VAL B —Tx2AAZADIPT RL AL MAC 7 R ANRKLETT,

NIC R T 1 v THERE A R ET A BRIZ, Cisco ISE 1ZE T HE NIC 245 T NIC DR
FAUTEBRLET, R T4 T A B =T 2 AR TDDICR T A 7T 52
MW TEXANICIZOWT, ROFBITHEZ R LET,

Cisco ISE D#EENIC O |Linux ¥ NIC DERT |RoTao v Shtz |RoTarFEhniz
E2X:0] NICHO—)L NIC @ & il
FHE > b A —H x> |EthO PS5 4= Ry RO

;O

EHEy kA —H % |Ethl Ny 7T

k1

FHE Y b A —H % Eth2 a2 ) ANV

k2

X7y hA—H % |Eth R DT T

k3
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backup interface .

Cisco ISE D¥IIENIC O |Linux WIE NIC D &R |ARoTarFashtz |[RoTa o9&tz
&I NICOHORA—)L NIC & &
XFHEY b —H Ry TS5 4= K K2

k4

FHEY bA—V x> Ny 2T 7

k5

NICHR T 4 THEREIX, PAR—FENTWDBTRTCOT Ty N7 —b L ) — KXYV FT
PR—FENTWVWET, PR—FENDETT Yy b7 3—LFRDEBY T,
*SNS-3400 > YV —A T 7I7AT A : R FOB LU (CiscolSE3400 > U — X 777 A
T AR K 4 [l NIC VR R— 1)

*SNS-3500 ¥V —X T 7747 A R R0, 1, BLU2

e VMware B~ > : R RO, 1. BELU2 (65D NIC 2MRAR~ & o Tl I FTREZ2R2 338

eLinuxKVM / — R : AR R0, 1. BLU2 (62D NIC MR~ > v THEATTHREZRIBRE)

BX DA

backup interface

NIC R T 4 v TR R E L9,

GigabitEthernet

NPT T AE =Tz AL LTRESNDGTTE Y b
MAE =T 2 A AEHELET,

Ny DT o T B —=Txf AL LTRETLFHE Y b -
~ A= b D%,

AU R TIHIE

AUk E—F

T 7 4V N OEMERMEIZH W FH AL

AVH =Tz A A AT 4 X2l — 3 %7 E— K (config-GigabitEthernet)#

avy FERE

J1y—=x ERAR
2.1.0.474 ZOawy RpREAINE LT,

FREDHA KSA Y

¢ Cisco ISE IR 6 DDA —Y Ry b A v F—T =2 A A%V R—FF5DT, A2 KIiX3

S (R R0, R R1, RKR2) ORFETEET,

ARV RIZEFENDIA L E—T oA ALZERH LY, RO RKDA X —T =2 AD T —)V%
BHLIEVTAZ LI TExEHA, RUFT 47 TEANIC ERY RTOHEENZHSWNTD
BHICHOWTIE, ERROEREZZB LTI &N,

¢BthO A > X —7 =2 A AT, BEHA L HX—T oA AL TUHEA LA HE—T A ADE
CLTHRELET, 20O A 2 —T A R, T EA LA B —Tx A AL LT

RELET,
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. backup interface

RV REERTZEIC, 794~ A F—T = A (FF7A4~UNIC) IZIPT RL &
ZEID Y TOHMLENDY £9, A2 N0 Z{EKT DML, Eth0 A > ¥ —7 = A AT IPv4
T RUZAZFID Y TOMENDHY £3, [FERIZ, AR 1 &2 2/FlkT 2%, Eth2 &
Eth4 f % —7 = A AT IPv4 £7213IPv6 7 RL AZ TN ENEIV B THMLERH D F
7T

e R REERT AR, N2 T v L% —7xA A (Bthl, Eth3. LW EthS) 2
IP7 RLAREID LB THENTWDEIEEIX, NI T v T A F—T A ANLEDIPT
RLAZHIBRLET, NI T v A F—T 2 AZIXIP T L AZEY Y THRWT
<IEEW,

AR RE1ODODH (R F0) fEREL, YDA L F—T oA AZFDEEICTH LD
TEXET, ZOHRE. R ROFEHA L Z—T oA RET U EA LA E—T (R
LCHEREL, RV DA v 2 —T 2 Af AIT A A DA H—T =24 AL LTHRELET,

AR FTIZ, Z9A4A~V A2 F—T 2 ADIPT RLAZEFETXET, 754~V A
VE—T 2 ADIPT RLARALBEINDZDT, BiLWIPT FLARRUT 4 7 &N
A =T A RZED B THENET,

2ODA U H =T 2 AMOR REHIRTLE, RoT o v 73Nz A v F—T =4 A
WCEDYTHNTWEIP T RLARE, 7I9A4~U A0 X —T A AZHOEY Y THN
i‘j‘O

T A AL MIEEND CiscolSE / — R TNIC RV T 4 v THERERRET HITIE, *
D) —FRETTaA A MPBEGEMEL, NICRy T 4 0 7H2RELT, T8, A
MIFHEXGTILENDH Y £9°,

« R K (Eth0. Eth2, ¥72IXEthd A v X —T =2 A R) DT IFIA<Y f L F—T xR L
L CHERET DA o H—T = A RAZAFT 4 v 7 )— EBRREINTWAESIL, W
AVE =T oA ATIERLS R T 4 v T ENTZA U H—T 2 A ATEMET DL HicA ¥
T4 w7 — NP AEBICES S ET,

Bl1:NICHRT 4 2T DHRE
ROFNETIX, EthO & Ethl f > F—7 = A ARUIAR S K0 2RET HHEZHHLE T,

)

GE) RNor 797 A H—TxARELTENET MBS % —7 =1 A (Ethl, Eth3, Eth51
H—=T 2 AR E) ICIPT RLARRESNTWDEHARIE, Xl T v T A F—T AR
MHZDIPT RLVAZHIBRTOZ2MERH D T, Nv I T v T A Z =T AUXIPT N
VAZENY LB TRNTIEIN,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: ¥
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E— F®D CiscoISECLI a7 > F

backup interface .

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

Bl2:NICRT 4 2T DEREDHESR

NIC R T o  THEREDRRIE SN TN DN E D InZ& R T 5I21E, Cisco ISE CLI 75 show
running-config =~ > K %%ﬁbi@‘o WD X I BFEREINET,

|
interface GigabitEthernet 0
ipv6 address autoconfig
ipvé enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

FFEDOH I TIE,  Tbackup interface GigabitEthernet 1] (X, ¥4 &> h 4 —H% %> k 02 NIC
ﬁy?4y7ﬂﬁiéhfwf\#ﬁay%4~%*yk0ﬁf?4vu4y&—7l4x\
XY M A=V Ry NI BRI T T A F—T 2 AL INTNWELI LERLET,
FE72. ADE-OSHETIE, T4~V BIUONRNY I T v T DA o F—7 = A ZTHRIIZFE T
IP7 FLUAZEELTWTSH, runningconfig Ty 7T v A Z—T A ADIPT RLA
ITERRINERE A,

*7-. showinterfaces 2~ RZE[TL T, RUT AV T ENTA LV F—T oA A% FRTE
F7,

ise/admin#¥ show interface
bond0: flags=5187<UP,BROADCAST, RUNNING, PRIMARY, MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255
inet6 fe80::8a5a:92ff:fe88:4aeca prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 Dbytes 307336369 (293.0 MiB)
RX errors 0O dropped 844 overruns 0 frame O
TX packets 1295620 bytes 1073397536 (1023.6 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 <collisions 0

Cisco Identity Services Engine ') 1) —X 32CL 1y 77 LV RAHAA F .



VT4 FaL—Y3av E—FDCiscolSECLI I K |
. backup interface

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)

RX packets 1726027 bytes 307336369 (293.0 MiB)

RX errors 0 dropped 844 overruns 0 frame 0

TX packets 1295620 bytes 1073397536 (1023.6 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6147<UP, BROADCAST, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0O dropped 0 overruns 0 frame O

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfaa00000-faafffff
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cdp holdtime .

cdp holdtime

ZA5T /XA AN Cisco ISE H—/3—7225 D Cisco Discovery Protocol /347~ N & FEFET 5 E TO
R 245 E T 51212, 27 4 Fab—3 g F— R Tedpholdtime =~ > K& L
e

cdp holdtime seconds

FI7HNMBEEBICETICIE. 20a<vr RO nEREFEHLET,

no cdp holdtime

B DEREA holdtime 7 RNH A X EjuT= Cisco Discovery Protocol O PREFIRFH] % f5)
seconds FPEALD T RANH A X E T ARFFREIE, fEOFPHIX, 10 ~
—g‘O

AT R T4~ CDPREFFRFHOT 7 44 ML, 180 BT,

ATV R E—F a7 4 ¥ 2 b— 3 (config) #
av Yy FERE )1)—2 EEARE
2.0.0.306 Toawy RPRBEAINE LT,

FEELEDHA K54 > CiscoDiscovery Protocol /37 v b Z(Ff FIBEIFH. D F U IRFFIFFIOME L & HITKEFE L ET
ZAGT A AL, PRFFIFR] ORI %12, Cisco Discovery Protocol /3% > k @ Cisco Discovery
Protocol {F# Z FEHE L £7,

cdp holdtime =t~ > RICHEETE 251503 1 o721 TF, #EEEELEEBAIE. =7 —2N%4
LET,

il

ise/admin (config)# cdp holdtime 60
ise/admin (config) #
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. cdp run
cdp run
T _RCDA ¥ —7 = A AT Cisco Discovery Protocol A ZNIT HI21F, 2> 7 4 F = b—
varyE®—RTcdprun o~y RaEMHLET,
cdp run GigabitEthernet
Cisco Discovery Protocol # #5523 5121L, ZDa~r KO noFBXEHEH L 7,
no cdp run
X DA run Cisco Discovery Protocol & 1 #x—7/LIZLEF, cdprun =2
R A H L7254 13. Cisco Discovery Protocol 73 EZNIC 72 V) &
GigabitEthernet (&) . Cisco Discovery Protocol %A F—7 /L2 % GigabitE:
AV E—T oA AERELET,
0-3

Cisco Discovery Protocol & 4 r—7 /LT % GigabitEthernet 1 > %
A AFKFERELET,

SR E TR T AN FOBEREES ) E A,

Qv YR E—FR ar7 4 F¥alb—v 3 (config) #
av Yy FERE 1)) —2 EENE
2.0.0.306 Zoavy RPEAINE LT,

FERLEDHA RS,y ZOaXU FTEH 12047V aro5l (2 =T =A%) ZRELET, A7 2
YDA B =T 2 A ZAENRESHRWVES, 3~ RiZd_XTOA ¥ —7 = A AT Cisco

Discovery Protocol & A Rr—7 /LIZ LET,

Y

CE) Zoavry FOTF7x0 TR, $TTIRETERTODA F =T oA ATEHELET, A~
A —7 = A ZADEEIRFIZ, HAI)IZ Cisco Discovery Protocol &5 1k L 97, ¥IZ. Cisco Discovery

Protocol ZiEZHE) L £,

1

ise/admin (config)# cdp run GigabitEthernet 0

ise/admin (config) #
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cdp timer .

cdp timer
Cisco ISE #—/3—73 Cisco Discovery Protocol 7 77— N & X FT HHE A FEET HI1TiX, =
Y7 4Fal—YaryE—RNTcdptimer 2~ FE2EHLET,
cdp timer seconds
F 74V PEEICRTICIE, Zoa<vr Fono BEREEH L £,
no cdp timer
X DA timer BEL-HRcHEGSNET,
seconds Cisco ISE —/3—73 Cisco Discovery Protocol 587 % 2559 5

fLCHRELET, EOREIL, 5 ~254FTT,

ATV RFI4 N EHHRREOT 7 40 ME 60 BT,

ATV R E—F a7 4 X2 b— 3 (config) #
av Y FER Jiy—= TEAR
2.0.0.306 oawy RPREAINE LT,

FEHEEDHA KS54 > Cisco Discovery Protocol /37 v b ZA5fi ATRERFH], D F V IREFRFRHIOM L & HITEE L £,
ZAET A AL, RFFREHI ORI (2, Cisco Discovery Protocol /37 k@ Cisco Discovery
Protocol 1§ & FEFE L £ 77,

cdptimer =~ > RIZHETE 281803 1 720 CF, EHEIEE LIBLAIL. =7 —MREL
=7,

il

ise/admin (config)# cdp timer 60
ise/admin (config) #
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. clock timezone

clock timezone

RS LZRETAICIE. 207 4 Fal—3ar E— RTcocktimezone=~> FEETLE
7,

clock timezone % A >/ —
Y

GE) A2 ABF—/L#IZ CiscoISET I A4 7 A L CRI# A AR 5L, 20/ — K T Cisco
ISE7 7V /r—va Bl TERL D720, ISE #HEET 208N H 0 £5, PIHRE
U 4 P R CEMHORELZ RO D T a7 R FRENT S, BT MY (740 b
UTC) A VA F—/VHFIIRET HZ 2B LET,

X DERA timezone VAT AR E AR TELET,
A DS — FEHEIRE Z R 2 RERTHY D44 R, BeR 64 SCF- D J T % 7R —
SR

TS5 VER ) — R (PAN) OB 7 = — A —R—BEE A F—T M LTV BEAIT.
BEH 2R ET DENCT 4 B—T7 M LT E &, B A2RE L% T 2 — 7 MRS
ZENnTEET,

AT R T4~ BEHRE (UTC)

ATV R E—F ary7 4 ¥ al— 3 (config) #
av >y FERE )1)—2 EERE
2.0.0.306 Zoavry RPRBEAIRELE,
32 Zoa<y FOno ATV R—Fahaleh L,

GEREDHA KS4Y VAT AONEICIE, UTC TORZMEF SN E T, FEORRE AL LARWVEAIE, H
W, H, #HEANTEET AT AICANTHEORMHERB IO —A NTZ VT LT Y
T OEFEEIC OV TR, F4-1, 42, 43 =5H)

\)

GE)  ZhlAMc b ATRE AR R E 23 VW < o D 97, showtimezones & A )95 & i AldE
IR T ORRIE O U A B 28 Cisco ISE r— N—IZFR SN E T, %Y IR0 BRI K b
L 7RI A B L £ 9,

BN TPAN OHEI 7 = — VI —NRN—FRENA R —T IR oTWDE, IROA =N
FREINFET,
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Cisco ISE / —

Cisco ISE / — FOBEITFOER .

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

1

ise/admin (config)# clock timezone EST
ise/admin (config) # exit

ise/admin# show timezone

EST

ise/admin#

Nl EAOESE]

A VA RN—NFIT CiscoISE 7T X5 A4 T A L CHM#EZEEST L L. 0/ — K T Cisco
ISE7 7V r—varaZHETERR0ET, L, WIHIRREY « F— R CEH ORE
EROD T T NREREINTE S, BT AEEY (57 40 FUTC) %A A h—/LHZ
WETEET,

RRRHY O F X, BADFER S CiscoISE / — RN A Sl Bai 5z £,

AN GREET A2, ROFNEEZFEHALET,

AU R7AVERIFTZ4< ) CiscolSE / — F

A UVA RN NBICHE AL = EBEETHITIE, S — RO A=V 2R T AHLERHD £
K

OB ED /NN 7T v TN DHZ LR L, LERFIHELE X —%2 7 AR —FLET,
ALY = EETDHEET. ROBEZITVET,

« 774~V CiscoISE / — R&EHA A—I{LLET,

o f VA R— )L, WEIREA LS — BRI LET,

Ny Ty T LAEAEREITLET,

« Active Directory IZFZMNL, ISE7 R 77 A 770 —7 LDAP 2D /) — R Z L OFIE
AL ET,

thUFYISE/ — K

TIA4<Y = ROREHFEERICICRL Lot ¥ ) /— FORHTEZEET 256,
WOFNAZFATLET,

« LERGAEES =7 AR — hLET,

kN HY ) — ROBGREMRER L E9,

« ) —RZHA A= LET,

« METIR U T, BERFEHEL A UAR—FLET,

« ) —KRETIA~Y ) =Rl ¥) /)—RKELTHEELET,
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B seomms

* Active Directory ICFFZN L, ISE 707 7 A4 770 —7 LDAP 72 &D / — RZ L OFKGE

WA LET,
@ DBl
x5 R A1IHBEOBME (W)
BREEFE -1 AR B 4
RN
GMT. GMTO0, GMT-0, GMT+0, 7 =y VIEHERE (UTC)
UTC. Greenwich, Universal, Zulu
GB [
GB-Eire, Eire TANT R
WET 763 —um o SEER (UTC)
CET e g —m o SEEUERE (UTC + 1 )
EET W —nr v /K (UTC + 2 REfE)
KEBLOH T
EST, ESTSEDT HOEARERF . UTC - 5 IefH
CST. CST6CDT HRARHERF. UTC - 6 el
MST, MST7MDT IR FRAER YERE . UTC - 7 BfH]
PST, PSTSPDT RVFEERYERF, UTC - 8 FF[H]
HST NT A FEAERE, UTC - 10 ¢

A—AEZVTDEAL =2
Y

CE) A=A FZ V7 ORMETIE, HEfiizATva () TRE->TADLET

Australia/Currie) .
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R6:RA2F—R L5 U7 ORERMHE (FE)

7orns1n—> |

Australia

Australian Capital Adelaide Brisbane Broken Hill

Territory (ACT)

Canberra Currie Darwin Hobart

Lord Howe Lindeman Lord Howe Island Melbourne

(LHI)

North New South Wales Perth Queensland
(NSW)

South Sydney Tasmania Victoria

West Yancowinna

FETDRA L=

\}

GE)  TYUTORREIIZ. BTYT. mMTYT. KETYT. ATYT. BEXOHRTOTRHY

F9, MR LT EZIIEEZ AT v 2 () TRYS>TAHLET (B : Asia/Aden) ,

R7:R4&3T7OTOHERTE #E)

Asia

Aden Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Calcutta
Choibalsan Chongqing Columbo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong_Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk
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. cls

cls
VARBEONEZ 7V T7T5I20%, 207 4 Fal— g F—RTdsa~vr REFEHALE
7,
cls

EXDiiHA Zoa<wy RZiE, ¥F—UY—FBIXUB5IEIIH D FHA,

ATV ERFI4IAN T AN FOBESEIZH Y AL

a7V R E—FK A7 4 Falb—a (config) #
av Y FER 1) =2 EERRE
2.0.0.306 Ioawry FBREASHELL,

FEHEDHA KSqy dsiFELa~y RTH, csidCiscolSE TR TE £, a~ NI A4 o CRIFEZ AL
THERLEI ELEGG, CLIA U Z T 7T 4 T~V TIFRRSNEE A,

1
WROBNE, S RONEZ 27 V7 + 5 EEZR L TWET,

ise/admin (config)# cls
ise/admin#
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conn-limit .

conn-limit
EEILIP 7 KL ANDOFEE TCP #HOHIRZHET HICIL, 274 Fal—va E—
KCconn-limit 2= > REFHALET, ZOKELZHIBRTZIZIE, Z0oa<r RO noBEX%E
ERL £,

DA name RTET 5 conn-limit DA RIEZ AT LET,

AR TFI4IE

AU kFE—F

<1-2147483647>

TCP £2ft DEL,

ip (L) . TCP H&mhIR A4 AT 2= L IP 7 L&,
mask (1) . TCPHEEHIRA AT 2 HETLIP v A7,
port (17%) . TCP IR 258 4 5 50 e R — b F5

T 7 4 v N OEMERMEIZH W TR AL

v 7 4 X2 lb—3 3 (config) #

avy FERE

FEREDAA RZM4 Y

J1y—=x ETEAR
2.0.0.306 ZOavwy RRBEAINE LA,
32 ZDawy REEFH I, #EKT D conn-limit (24 A% H] D 2

(2720 £ L7

Z @ conn-limit =<2 Ri%, TCPEERN 99 Z B 2 AAITHEH LE 4, 100 R OB DA

I, ROEENFRENET,

% Warning: Setting a small conn-limit may adversely affect system performance

1

ise/admin (config)# conn-limit lablimit 25000 ip 10.0.0.1 port 22

ise/admin (config)# end
ise/admin
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service cache

ARABRDODNS ERZF ¥ v 2 BHI01F, 27 4Fal—3 3 F— KT savicecache
enable 2~ REEALET, ZOKEBEHENCT S & DNS — "—DAM BB S L E
7,

service cache enable hosts ttl ttl

ZOMREET 4 BT IITHITE, Zoawr FOno BREHHLET,

BX DA

AR FIHILE

avU R E—F

FEREDAA RZM4 Y

ttl XX v aBHINILENE, Fv v aNOKRA N A GERFR]
(TTL) EEMBEATRETETET, DT 74V FREIELH Y A,
ttl TiL 1 ~ 2147483647 O#FFHOEAIEETE £,

T 7 4V N OBMIEREIZH D £ A,
a7 4 X2 lb—3 3 (config) #

TTL X, BEREICR L TZIT AL E T, DNS »—_—THEI N/ TIL fHiX. BE
NI LTZITANONET, DNS V= X—=TTIL REHBZSIN TV ARWEESIZ, a<w K
TRESINETIL ZZ T ANONET, HIEEZEMCTHEXy v 2 BB £,

1

ise/admin (config)# service cache enable hosts ttl 10000
Enabling dns cache
ise/admin (config)# exit
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do

a7 4 Fal—ary EF— NEFIIEEO2 T 4 Falb— gy 7 E— )5 EXEC
VAT AL DAy REFTTHIZE, WInhoarT 4 ¥2b—v g EF— FTdo

a<wr REHFERALEDT,

do EXEC commands

BXDEREA

EXEC commands

EXEC > AT L LD a~wy ReFETTAZ L 2EELE
F4ddoa~vr Foa~vr N 47vay (ki) 25R) .

R8:K44doav > FDAR Y KA T3y (HE)

avyU kR

B

application configure

BEDT ) r—a B RELET,

application install

BEODT IV r— g A R—LLET,

application remove

BEODT ) r—3a U EHIBRLET,

application reset-config

TV r—aryary 7 4 Xab—3a rE TS
EWZV Yy FLET,

application reset-passwd

HBELa—Y—DT7 7V r—rary RAT—KE2 &y K

application start

BT 7)) r—ya RS ERIIA =T LET,

application stop

BT 7)) r—ya Bl EziZT =7 M LET

application upgrade

BEOT 7V r—arm®T v 77— FRLET,

backup N 77 w7 (CiscoISE & Cisco ADEOS) #FE{TL T, Fb.
THEIURY FUIRITFELET,

backup-logs Cisco ISE —"—|Zitk &SN TV AT _RTor 7% U £— h
NPT v LET,

clock CiscoISE 4 —R—DY AT A 7 a v 7 &R ELET,

configure HREE— FEBBLET,

copy ab—gThbabt —HIEBEDO T ANV EaE—1LE T,

debug SESFEhavr PR (22T Ny s T v EEIT.
Xal—Igy, at— UJ—2A0uav 7, 77 AL5EE
TR YY) T, 2T —F ARV MEERLET,

delete Cisco ISE r—_— LD 7 7 A L EHIE L ET,
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av ok & EA

dir Cisco ISE ' —_—D7 7 A V& —ELRRLET,

forceout FfED CiscoISE / — F 2—=HF—DF _RThOE v 3 & @il
T hLET,

halt Cisco ISE h— =% T 4 =T WMZT 50, Yy ¥ L

mkdir LT o L7 NYEERLET,

nslookup UE—F VAT LDIPVE 72T IPV6 T RL A HDWIEIEA |
WEbEET,

password CLIZTHW Y b RRAT— REEHLET,

patch Ry F N RV A=V T 5, EET TV r—3 a0
BT A A M=V LET,

ping JE—F VAT LDIPVE T RLAFTITIARA MAEHELET

ping6 VE—K VAT ALADIPV6 7 KL AZFFELET,

reload Cisco ISE — "—Z HE#H L £7,

restore BrHEFATL T, VAR NIy I T v 772G LET,

rmdir MEfFOT 4 L7 MU ZHIBRLET,

show Cisco ISE ¥ — "—{ZBJ D iFmafett L £,

ssh UE—h VAT LLOE S bENTEy v a v 2Bn L ET,

tech Technical Assistance Center (TAC) =~y Raf2flt L £7,

terminal length

UEAREREDRT A —H B ELET,

terminal session-timeout

TRTCODEZ—IF Ny g ikt LT, BIEEZ A LT 7 M4
iﬁ‘o

terminal session-welcome

TRTOEZ—IFT )Ny g TERENDIYPA vE—T%
WCRRELET,

terminal terminal-type

BUED® v ¥ a » OBUEDERIER SN TV DIRKRD X A 74
£

traceroute

JE—KIPT7 RLADNL— & FL—RALET,
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avwok EL: ]

undebug SEEFRIVV PRI (L 2E Ny T v 7 LT,
Fal—vay, at— VY—A0Oav7, 7715k
B E) T, debug 2~ KON (=T —FiFA R
EF 4w —7 M LET,

write WHIICE Y N Ty T =T 4 VT 4 2 EFL TRy b7 —

Xal—vara/mr S NTHRAX— Ty a7 4%
VEMEL, FHTar 74X al—YarEAA— T v
Fal—vagilat—L, aryY—lE#EHiary7 ¥
ERRALET,

AR TIFIbE

AR E—F

GE) CiscoISE UV U —RZ 32X - Do~y RNER
running-config 35 & O startup-config B&RE DS T AR — |
/Vo

T 7 4V N OEMERMEIZH W FH AL

a7 4Falb—ay (config) # FLIFMTEDa L T4 X2l —ar BT7TE—FR
(config-GigabitEthernet) # & (config-Repository) #

av Y RERE

FREDHA K514

1) =2 EENE
2.0.0.306 Zoawry R EASRhELL,

Zddo =z~ R, CiscoISE #r— "—DFKEHIZ, EXEC 2~v 2 N (show, clear, LW
debug 2~ R&ETr) 2FETTHHAICHEHALET, EXEC 2~y ROFETHR, VAT Al
FRHLTW a7 4 X2l — gy F— RIZEY £9,

1

ise/admin (config)# do show run

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 10.0.0.1

ip default-gateway 172.23.90.1

|

clock timezone EST
|

ntp server time.nist.gov
!

username admin password hash $1$JbbHVKVGS$SxMZ/XL4tH15Knf.FfcZZr. role admin
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|
service sshd
|
backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|

--More--
ise/admin (config) #
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end .

end
BEDa Ly 74 Xal—YarkyiaryEz &7 LT, EXECE— RIZEAIZIZ, =274
Fal—rvagrE®—RTenda~vy REfEHLET,

Zoa=wy RiZiZ, ¥V —FBIXOBIEIIH FHA,
end

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ATV R E—F ar7 4 ¥al—ar (config) #
Q<> RERE 1y —2 EEAR
2.0.0.306 Zoavy RPRBEAIRELE,

FEREDHA KSq4y ZOIAXUFE BUEOa T 4 Falb—ary F— RO T7TE— FIorb b, EXEC
T RICBITLETS

TDavwy RiE, VATLAREEZKT L, EXECE— RIZRE-> T, MEEFIEAZFITT 8412
ERALES,

1

ise/admin (config) # end
ise/admin#
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exit

AR TIAIE

ATV R E—F

VT4 FaL—Y3av E—FDCiscolSECLI I K |

a7 4 X2 lb—Y gy T— REKT LT, CLIE— FEETRICEWE— RITBITT 51T
X, a7 4 F¥a2l—Y gy E—FCexita~yr REFHLET,

exit
Zoawry N, F—U—FBIXO5IEEHY A,
T 7 4V F OEBHEEIZH D EH AL

a7 X2 b— 3 (config) #

av Y RERE

EREDAARZA

)= EERE
2.0.0.306 Zoavwry R EAShELL,

exit =2~ FiL, CiscoISE #—_"—THEDa~w L RE— RZE T LT, CLIE— FEREO®
WZmWnWa vy RE— RIBITT 258 IEA L ET,

7o 2IE, EXECE—RIZEDIZIE, 2074 Falb—varyE—FTeita~vy &AL
T, a7 4 FXal—rary P TE-RCTeita~vy RefifdT5oL, av7 s Xal—
var E—RIRY £F, K IO EXEC E— R Cexit a~ > R&2H4 5% &, EXEC E—
R%Z#T LT, CiscoISE — _—n L EEGRER S VE T,

1

ise/admin (config)# exit
ise/admin#
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hostname .

hostname

VAT LADKRA M ERETHICIE, 27 K2 — 3 F— RThosthame =~ > F%&

EALET,
hostname hostname
X DA hostname KA NDOL4HT, 19 XFETOIERTETHR () 2R —K

A PHIFAR=ALNDLFTIHRD DMERH Y £,

ATV R FI4IARN T AN FOBESEIZH Y EH AL

ATV R E—F a7 4F¥2b— 3 (config) #
vy FERE Jjy—= EENE
2.0.0.306 Toavwy RPREAINE LT,

FEREDHA K54

\}

GE) Thostname| =2~ > R®O CLIZRELE R ICul+C| #R{TT+HE. —HOTF Y r— 5
L R—F MIHWER N EEL, oo R—3> MIFLWE R N AT B0
IR B E[EEMENRH Y £, I XV, CiscoISE / — RITHEHEE L TRV REEIC 2 ) £ 47,

ZOMEZFERET AI121E, Thosthame] =T 7 4 Fal—vgra<vwy REFEETLT, &
AN EHBOMEICERELET,

hosthname =~ > RZHA LT, BEDKA MEEETEFET, Vo INA VAR AKA
TDa<r R THD hostname id, VAT AORERHZ—ELITEITLET, A FITITL
ODBBEEDDVENH Y T, 5P WS, =T —BRELET,

TDavy REMFHLTCiscolSE Y —"—DFR A NEEZEHFTHE, IROBEX vE—IN
TREINFET,

Warning: Updating the hostname will cause any certificate using the old
hostname to become invalid. Therefore, a new self-signed
certificate using the new hostname will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct hostname. If Internal-CA
signed certs are being used, please regenerate ISE Root CA certificate.
In addition, if this ISE node will be joining a new Active Directory
domain, please leave your current Active Directory domain before
proceeding. If this ISE node is already joined to
an Active Directory domain, then it is strongly advised
to rejoin all currently joined join-points in order to
avoid possible mismatch between current and previous
hostname and joined machine account name.

00 0d° 0P A0 d° d° O° J° o° OO o0 O o
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. hostname

1

ise/admin (config)# hostname new-hostname

% Changing the hostname will cause ISE services to restart
Continue with hostname change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ISE Database processes already running, PID: 9651

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise
CLI to verify all processes are in running state.

ise-1/admin#
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icmp echo .

icmp echo
A H—Fy Ml A v E—Y 71 Fa)b (ICMP) O a—gE a2 ETHITiE. 27 4
X2l —v g E—RKTiempecho 2~> F&2HHL 9,
icmp echo {off | on}
BX DA echo ICMP = 2 —S&E &R ELET,
off ICMP =2 —J5&E 5T 4B —7 M LET,
on ICMP — a2 —5&E % A X—T M LET,

ATV RFI4IRE VAT AFICMP Za—SERA Y (M 3—T V) OBRE LRKICEEL 7,

a7V R E—FK A7 4 Falb— a3 (config) #
IRy FBE 1) —2 EEAR
2.0.0.306 Ioawry FBREASHELL,

FERHEDHA KS4 >y ICMP = a— & a4 234 712 51213, 2D icmpecho i L £7,

1

ise/admin (config)# icmp echo off
ise/admin (config) #
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identity-store

CLI ‘¥4 % Active Directory KA A NZBMSHHIZE, 207 4 F 21— arE— KT
identity-store =~ > K& L %3, CiscoISE / — RAEELD R AL 2B TV D55
X, 20avy REMHEHLTSMTED FAAL T2 TY, 4 CLIEEEIIEBIZSN
LE3, CiscoISE B EAELTE T T 5 F TS5 ffifFo TS0,

Zoavwry REFALTSMTDE RAAL N, ISE/ — RIZBMLTWe FAAL U EREILTTH
D% aIE, HHEI LY — VT RAL THSNT 20 ERH Y £4, FH CLI 2 —%—I3
Iy NT—JEBRETHIVNENHY £7,

avy FERE

Y=z EENE
2.6.0.156 Zoavy RPEAINE LT,
v

identity-store active-directory domain-name <aDomainFQDN> user <adUserNameWithJoinPrivs>

\}

(GF)  Active Directory CLI (X, ¥ KA A > 2—HEHEH LZRFEEZ P AR— ML TCWEHA, FRAA

EL RRECER &N A xR — =2kt L, BURIIZSINT 20BN S HEBIDO KA A b
RasnEd,
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interface .

interface
AB—T 2 A ABA THEBEL, {2 F—Tx2AfA A AT 4 Fal— 3y F— NEElh
T A2, intefacea~r Ferary 74 Xalb—rary 2 — RCEALES, Zoa<2 R
ZiEnoERizH v FHA,
Y
GE)  VMware (KR~ > CRAARE/RA VX — 7 = A ADEIT, (KB~ TBMESh DXy b
U= A2 —=TxAA (NIC) OIIZEH>THRRDZENHY F1,
interface GigabitEthernet {0]1|2]| 3}
BXOHH GigabitEthernet FHEY M A=Y Ry b AT =T oA AERELET,
0~3 WETHXAE Y b A=Yy b F— D%k,
Y
GE)  interfacea~> RTX¥HE Y b A —H x> b A= FDEAE AT 25 L. config-GigabitEthernet
Ay 74 FXalb—vary B7E— KRB EINET ko HEXOHH] 258K) |
X DR backup NICR VT ¢ o THEREZRTE L T, WA v X —7 =1 AT
Bk U £,
do EXEC aa~wv K, ZOF—RTEXEC 2~ REFETTEE
end config-GigabitEthernet 7 & — K& #& T L, EXEC E— KIZFh
exit config-GigabitEthernet 2> 7 f ¥ =2 L —Y 3 > $7E— K&K
ip XEHEY hA—H Xy h A X —T A ADIPT KL A&
T ERELET,
ipv6 DHCPv6 $—/3—71 5 [Pv6 7 R L A HEIREB L OIPv6 7
ELET,
no ZOEFE—FOavwry REHEELET, 2200F%F—U— F&2#H

cip: A VHF—T A ADIPT RLRAL Ry N AT &
cipv6: A U H—T 2 A ADIPV6 T RLAZFRELET,

eshutdown : f V' H—7 = A A% v v hE T LET,

shutdown A HE—=T 2 A A%y NET L LET,
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. interface

ATV R FI4NN T ANV NOBEERMEITH Y A,

ATV R E—FK AH =T x4 R AT F 2 b — 3 (config-GigabitEthernet) #
avy FERE )1)y—Xx ETEAR
2.0.0.306 Zhavwy RPREAINE L,

FEREDHA K54 intefacea~r FEHEHALT, AV ¥ =T A AEREL, SEIEREMFEZIA—FT52
EMNTEET,

1

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #
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ip address .

Ip address
GigabitEthernet f > % —7 = A ADIPT KL AL Ry N AV ERETDHITE, AV ¥ —T =
AA A7 4F¥alb—arE—RTipaddress 2~ REMHLET,
ip addressip-address network mask

IP7 RLAZHIERT 2, IP oty JEEHICTHIZE, Zoa~vr RO no a2 A
L/i‘j‘o

noip address

Y

GE) #HEOA L H—T A AT, FALIPT RLAZRETEXET, ZOBEICLD, 2001
H—T A ABOYIY B2 T BE a7 X2 Lb— g CFEEHIETX $9,

= OE ip-address IPvd 7 KL A,

network mask BLEAT ORI IP Y TRy DR 7,

TIA<VEH ) —FK (PAN) OHE 7 = — LA —N"—REE A F—T /L TV DHEET,
IP7 RLAZBRETDHANIT 4 B—T7 ML TLZEW, IPT KL ADOERERIZ PAN O HH)
T2 VA —N—RELA =T VIR T ZENTEET,

ARVEFIANE AFTTI

Av R E—F A B =T A A A7 4 X2 lb— 3 (config-GigabitEthernet) #
avy FER J1)—= EEAR
2.0.0.306 Zoawy RpREAINE L,

FEREDAA RS2

)

GE) lipaddress] =~ RO CLIREAEHIC [Cul+Cl| ZFITTHE, IPT RLAEZEERT 5
B, —EHOT TV =gy aryR—32 MIEHEWIP T FLAERFEHAL, oo R—x
MIFHLWIP T R AZEHATHIREICRD RN H D £,

ZHUT XY | CiscoISE / — FIFHERE L TWRVIREBIZZR D £, ZhzBhEEd 2121, Blo
lipaddress] =7 4 ¥a L —3 3 VCLIZFITL T, IPT RLAZHIOMEIZERE L ET,

T RVRALEFRY b RAZ ZLT1IOTORETLLENDLY £, FHELLVES, =7 —N7
HAELET,
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BBAN TPAN OBEI Y = — /LA — R—RENA X —T MR >TWBHE, IROXA vE—IN
FRENET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

1

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

'show application status ise' command.

ise/admin (config-GigabitEthernet) #
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ip default-gateway .

ip default-gateway
IP7 RLRZHEELTCT 74NV M= MY oA ZEREITRET HITIE, 207 4 Fab—
v a v E— R Tipdefault-gateway =~ > R&2MH L £,
ip default-gateway ip-address
ZOMREZR T AL, Zoawr RO no JBERE ML £,

no ip default-gateway

X DA default-gateway P7 RLAZRELTCT 74V s A — oA 2EHLETS

ip-address FIHNVE F—=b T =2ADIPT KL A,

ARVRFIALE TAETN

ATV R E—F a7 4F¥ a2 b— 3 (config) #
avy FERE Jjy—= EENE
2.0.0.306 Ioawy RPREAINE LT,

BELOAA Foq > HHOBREIRE LIa, SR HE L TOARVEAIET 5 — 7R3k LET,

1

ise/admin (config)# ip default-gateway 209.165.202.129
Adding/Changing gateway may cause ise services to restart.
Are you sure you want to proceed? Y/N [N]:

N\

CE)  JF—=bU=A ZBMELFERE LSS, BEZADNCT 2701 — X2 FEET 5 4%
NV ET,
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. ip domain-name

Ip domain-name
Cisco ISE h—/"—=MNHR A M ZTERIELTOIMEHT T 74V ED RAL A5 TER
5%, ary7 4 ¥ al—y a3y F— RTipdomain-name 2~ K& L ET,
ip domain-name domain-name
ZOMREEZENCT HITIE, Zoavr Rono B EFHLET,

no ip domain-name

X DA domain-name FITFIVED RAL U BEEHRLET,

domain-name KA NG EFREITEDTZOIMHTET 74V D RAAL 4,
XFOHRBFTHRELET,

ATV RFILLE A FTTIL

ATV R E—F a7 4F¥2b— 3 (config) #
av Y FER Jiy—=x EENA
2.0.0.306 oawy RPREAINE LT,

FEREDHA FS1 Y

)

GE) lip domain-name] ==~ RO CLIREZEHFIZ ICul+C)] Z#FHITT DL, IP RAAL A4 EE
B3 5856., —HOT7 T r—rvaryarR—xr MIEWRAL VA EZFL, o= R—
A MIF LW RAAL 42T DREBICR D ATREMERH D £77,
ZHUTE D CiscoISE / — RITHEFE L TWRWIREBIZZe 0 £9°, T EERET 5121, Blo

lip domain-name] =27 4 ¥ 21— a3 CLIZREITL T, FAA 4% BROMHEIZHRT L
£

AN LIEBIER LT ELHAEEIARRLTWDSE, 27— 8ELET,

ZDa< RTCiscoISE — =D R A A VA FHFHTIHHEAIEL, WOEERX -V NE
RENFET,

o

Warning: Updating the domain name will cause any certificate using the old
domain name to become invalid. Therefore, a new self-signed
certificate using the new domain name will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct domain name. If Internal-CA
signed certs are being used, please regenerate ISE Root CA certificate.
In addition, if this ISE node will be joining a new Active Directory
domain, please leave your current Active Directory domain before
proceeding.

o° o0 o0 de do de o

o
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ip domain-name .

1

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #
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. ip host

Ip host

VT4 FaL—Y3av E—FDCiscolSECLI I K |

ethl, eth2, eth3 72 & eth0 IO A —H Ry b A U F—T =2 f RTHKRA RZA YT R LERE
fifi KA A >4 (FQDN) XFH%&BEM T 21013, /v—v a7 4 Falb—v g E—F
Tiphost 2~ REMHHL ET,

CiscoISEIIFEGEYn 7 7 A DU XA L7 FURLZHT A L XIZ, FDOIPT FL A% Cisco
ISE /— K FQDN [T E & #izx £,

ip host [ipv4-address | ipv6-address] [host-alias | FQDN-string]

RAhxA U7 AL FQDN OBEM T ZHIBRT 2121E, Zoa~ry RO no JERXEEH L%
ED

no ip host [ipv4-address | ipv6-address] [host-alias | FQDN-string]

BX DA

AR R TFIHILE

AR E—F

ipv4-address Xy hT—=0 A2 =T ZADIPv4 T KL A,

ipv6-address Xy NT—=7 LB =T A ADIPv6 7 KL X,

host-alias RAPDTZA VT AL, Xy FT—7 A F—T = A X ZHEID 2
AT,

FQDN-string Xy NI =7 A B —T A ZAD5MERMI K A A 4 (FQDN)

TIA<VEHR ) —F (PAN) OHE 7 = — LA —R—REEA F—T /L TWDLEET
4—%*yF4V&~7m41®$xFI%UTX%iUHmN%Qﬁﬁém_T4t 7

LZLTLEZE W, RA A U7 2B KV FQDN OFRETE T %I PAN DHE) 7 = — /L4 —
A%&E%%X TMIRT ZENTEET,

BN TPAN DHE) T = — /LI — RN—FRENA R —T o TNDEE, IROA vEB—IN
FRENET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

77 4V FOBEREIZH Y EE A,

a7 4 X2 l— 3 (config) #

avy FERE

yy—2 EENE
2.0.0.306 Zoavy RPEAINE LT,

FEREDHA KAV

PR—=FENTWDIPV6 7 RLAERIIKRDO L BY T,

SERFRE  au L TRUILBNT 40D 16 EEHiD 8§ SO T —TF, =& 21T,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,
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ip host .

FERFL 1 OO NV—TRNIZH LT E I BRE £, Euo s —7% 2 S0k
oo lEE#z F9, 7= & 2 0E. 2001:db8:85a3::8a2¢:370:7334 T,

e Ky FREID D 4 >DEFL (IPv4A ST B X ONIPvE HEHEIPv6e 7 KL A) 1 72& %
X, Gffff:192.0.2.128 T,

iphost =~ REMHL T, IPT RLAY v BV THIZARA A U T R EZREM NAA
4 (FQDN) CFH|ZBILET, ethl, eth2, eth3 R EDA —H Ry b f 2 F—T x4 X
—%9 % FQDN #RBTHHAIEA L ET, FARMOZA U T AOEREF T HITIT,

show running-config =~ > R&fH L £,

ARA R =AU 7 A/ FQDN XFH|, £71XL DM G Z2ETE £, WMHFDEEIEET 58
HlE, AN =AU T AL FQDN LFHNDEHD 2 L R—F 2 MR—H L TWDLLERH Y
%9, FQDN XFHN DA AHET S &, CiscoISE I URL ND IP 7 KL A% FQDN (& &
ZFET, RANTZA VT AOHREFRET H &, CiscolSEIIHRA N A U T R LFEHEINLTH
HIP RAA A EMABRDETEE272FQDN #Ek L, URLNO Ry hU—7 f X —T =
A AZADIPT KL A% FQDN |[Z[E&H#a 2 £7°,

)

(GE)  CiscoISE3.1 IO /R—2 5 T, iphost 2~ FIZAHRA b= VT R &2E&H 5 2 L Z2HEE
]\/i—é‘o

511

ise/admin (config)# ip host 172.21.79.96 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.

Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #

512

ise/admin (config)# ipv6é host 2001:db8:cc00:1::1 isel isel.cisco.com
Host alias was modified. You must restart ISE for change to take effect.
Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...
Stopping ISE Monitoring & Troubleshooting Session Database...
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. ip host

Stopping
Starting
Stopping
Starting
Starting
Starting
Starting
Starting

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

VT4 FaL—Y3av E—FDCiscolSECLI I K |

Database processes...

Database processes...

Database processes...

Database processes...

Monitoring & Troubleshooting Session Database...
Profiler DB...

Application Server...

Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
ise/admin (config) #
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ip mtu .

Ip mtu
A E =T 2 A ATEZEIND IPNT Yy NORKIEEL=y b (MTU) VA XZRET D
Wik, A v ¥ —Tx2f A a7 4Falb—varyET—RTipmua~> ReHLEST, 7
74V b O MTU YA ZIZRFITIE, Z0a~vr RO no BREZHH L ET,
ip mtu bytes
no ip mtu bytes

BX DA mtu CiscoISE A 4 —7 = A AD MTU ##&%E L £7,

AR TIHIE

AUk E—F

MTU /X 1500 & L CRRESNET,

AV H—Tx2AfA AT 4 F a2l — 3 (config-GigabitEthernet) #

av Y RERE

FREDHA FS14 Y

Jy—x EENE
2.4.0.357 Zoavry RREAINE L,

Py A H—T 2 ZATRESNTZMTU 2T 5 L, CiscolSEIXZENET7 T 7 R
Y MELET, MFRAT 4 T OFTRTOT A AREHET B, BT 72 ba L MTU ZE -
TWAMENRH D F7,

151

WOFNE, A v F—T 2 A ZATMIU ZHETHFHEEZRTLTWET,

ise/admin (config)# int GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ip mtu ?
<1280-9999> Recommended range VM:1280-9216;appliance:1280-9999

WOHNL, MTU O ERICEREINDHENZRLTWET,

ise/admin# show run | in mtu
ip mtu 1350
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. ip name-server

Ip name-server

DNS 7 = U —FE{THHIE T2 KA A v F— L% —3— (DNS) ZFHETHIIE, 27 4
Fal—rarE—RKTipnameserver 2~ REFEHALET, 1 ~3H5DDNS h—n—%
RETEET,

ip name-server ip-address {ip-address*}
COMREAENCT DT, Coavr FonoBRAHEALET,

no ip name-server ip-address {ip-address*}

Y

G Zoa<rFonElzHHT2E RENLTRATOR—2F—"—NHIRENhET, =
DA<y FONKEREIPAD I SEHEHTLE, FOR—2Y— "= DNHIBEREINET,

BX DA name-ser ver F—LP—=NR—=DIPT FLAZRELET,
ip-address =P —RDOT LA,
ip-address* (LB . BMOF—A B —R_—D P T KL A,
GE) IPV4/IPV6 7 R L AD— T3 2% E TE £

T R ATHR =L — =% BINT 554515, ISEet]
H—T 2 A ANIPv6 7 KL A THANIZERE STV
FHERLTLZEW,

EENTT 74~ VEH —F (PAN) OHE Y = — /LA —"—REZA RX—7 /ML TVD
WAL, ip name-server 2 R&FTT HHNCT 4« B—7/LIZ L, DNS —_—%RE L1z
HBTAF—TNMZRELTL &N,

ATVRTFIFIR T 7ANNOEEREITH Y EEA,

ATV R E—F ar7 4 ¥al—ar (config) #
Qv RERE 1y —2 EERAR
2.0.0.306 Zoavy RPRBEAIRELE,

EELEOHA K54 > ipnameserver 2~ REMH L TBINS NI B O R — LY — N—[TEY O EIEE S
FT, VAT AIZOV—N—FRINMEHA LT, IPT R AZERLET,
IPv4 £7213XIPv6 7 L AZFEH LTV AT AR —b b—R—ZEBMNTEET, 1 DDa<
VRT, 1 ~32DIPv4d £721XIPv6 7 RLAZHRETEET, VAT LICTTIT3IBEDXR—
A= NR—=NEREINTVDEHEE, V< b1 BEERHIRTA2ETR—L F—R_—%BIT
XFEHA,
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ip name-server .

1 BOR— LY —=N—ZRYOMEICRE L T, YT AT LANETZOY—"—2 AT 2
2T BITiE, Zoavr Fon Bz L TIXTOR—LF—"—ZHIERL T b
PR Z M D H M EN D D £,

\)

(GE)  ADBEHO ZORELEZER L6, BREHNIT 5H729IZ CiscoISE Z FFELEI T~ 5 LB &
V%9, E7-. CiscolSE THRE SN TWBTTDDNS P — =N TORG#H T 5 ADDNS
La— RZfRCEDMENDHY £9, DNSHENER INI-E, KEFHDADSINAEA
N2SIE U < R S0 GE . BUBLELZ FEICHEITL T D, AD 2R A » R EHSINE
TAHOMNERH Y T,

BB TPAN OBEI Y = — /LA — =R ENA X —T M >TWWBHE, IROXA =N
FRENET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

511

ise/admin (config)# ip name-server ?

<A.B.C.D>|<valid IPv6 format> Primary DNS server IP address
<A.B.C.D>|<valid IPv6 format> DNS server 2 IP address
<A.B.C.D>|<valid IPv6 format> DNS server 3 IP address

ise/admin (config)# ip name-server

512
IP Rr— A P —R_—%RE LRI, WOMINFEREINET,

ise/admin# show run | in name-server
ip name-server 10.0.0.1 10.0.1.1
3201:db8:0:20:f41d:eece:7e66:4eba
ise/admin#

13

ise/admin (config)# ip name-server ?

ip name-server 10.126.107.120 10.126.107.107 10.106.230.244

DNS Server was modified. If you modified this setting for AD connectivity, you must
restart ISE for the change to take effect.

Do you want to restart ISE now? (yes/no)
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. ip route
Ip route
ABT 47— NERET DITIE, :/74’ ¥al—arE—RCTiproutex~ > Rafl
HALES, AZT 4w 70— EHIBRTDICIE, Z0a<vy ROonoBXEHEHLET,
ip route prefix mask gateway ip-address
no ip route prefix mask
BX D prefix SESEDIP — K T LT 4T A,
mask WWHROT VI 4 I A <R,
ip-address Ty NU—ZIZBIET D7D AR/ R 7 A b Ry T O IP
Ao

AR TIHIE

ATV K E—F

77 AV - OBEIERIELDH D EE A

ay7 X2 lb—3 3 (config) #

av Y RERE

FREDHA FS14 Y

)= EERE
2.0.0.306 Zoavwry R EAShELL,

ABT 47 — MIFETREINET, ZHUTE-> T, FRENMES 2V EF (v b
U—7 MR VOETIZEHICHEIS TE EEA) B, BEMIIEFICES RV ET, A¥T 1>
T N—RNI =TT T oI T ebE5T D5 L HERFCX D720, HikiE o
REefEbTEET, £, V=T 47 RY T —DOEMNESH TR 7,

iproute =~ > R{fll % ® CiscoISE / — R TDAZ T 4 v 7 )— FDEFRIEHTE 57207 T
ﬁ< BV H—T 2 A ADT TN M —  E2EELT, SAFA L H—T A AP ) —
(ZEA OIERTFR IP Bak DB 2K T 5 7= OITIRE S E T,

HB—DF 74V ML= BRI ALFA L E—T A A ) —RIREENTWEEE, /— KD
WTNNDIPA VX —T oA AMBZIELIZTXTOIP b7 7 4 v 7%, FERFRIPERE A £
KTBHT 74NV = T2 A DXIT ARy N —T 47 ENET, CiscolSE / — K
WCHEEOT 740 b V— hERET D &, IENRIREDOREN 2720 £7,

WO, BEDOFT 74V~ V— NE2HTETLHHEEZTRLET,

Cisco ISE / — K eth0, ethl, eth2, BLWeth3 f v F—T = A ZADEKDA  F—T = A ZAFKIE
WIZOWNWTENENE ZTHATLTEEN,

ISE InterfaceIPNetworkGateway

192.168.114.10 192.168.114.0 192.168.114.
192.168.115.10 192.168.115.0 192.168.115.
192.168.116.10 192.168.116.0 192.168.116.
192.168.117.10 192.168.117.0 192.168.117.

R
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ip route .

iproute =~ RiX, ZZTIEHEA VX —T A ADT 7 4V h— N EEFRT D720

INET,

ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.114.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.115.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.116.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.117.1
ise/admin (config)# ip default-gateway 192.168.118.1

\ )

GE)  EFEo lip default-gateway] (X, T XCHOA v H—T = ADTF A K UV —hD/L— KTT,

showiproute =~ > RTIX, iproutea~ > REMEH L CTER LICAZ T 4 v 7 v— |k (T 7+
NV — K EFT T4V RS DL — ) | BED Tip default gateway| =~ > ROFFEHIZLY
RESNTN— FE BV AT ML o TER SNV — RO ABRFERSNET, UL,
BNL—RDREA L F—T =24 AT RLET,

N

(F) A H—Tx2AADIPT RLVAEEH LIEHA, BIERERS— N oA OO0
DAZT 47 V— EPEEARRICRDE, ZORZT v 7 b— MIEfTar7 4 ¥2b—
TarnbEirEhEd, BERGEIC R T — MIar YRR ENE T,

512

ise/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #
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Ipv6 address

VT4 FaL—Y3av E—FDCiscolSECLI I K |

IPV6 D—RIIIR T VT 4w 7 AZHEASNWCAXT 4 v 7 IPv6 T RLAZHRTEL, A1 F—T =
A ATIPVO JLERZ T DI, A v F—T A A a7 4 Falb— a3 E—RKTipve
address =~ > R&FHLF9,

ipv6 address ipv6-address/prefix-length

IPv6 7 KL A &HIERT 52y, IPv6 ALEE &2 TN+ Ai2id, Zoa<wr RonoBXEHHA L E
j‘o

no ipv6 address ipv6-address/prefix-length

B DEREA

AR TIAIbE

ATV R E—F

ipv6-address IPv6 7 K LA,

prefix-length IPV6 L7 4wV ADES, L7497 A (FRLADX Y |
#53) ZHERT 57 FLAD Bk ey MaRd 0~ 128 0
BT, 10 #EEORNCAT v afl B2 T2 0ERH Y £

TS5 <V ) —F (PAN) OHE) 7 = — A —N—BEE A F— T I L TWBEAIT
IPv6 7 RL AZRETAHRNCT 4 B—T NI LTLTEEEV, IPv6 7 RL ZDOH/ERIC mm®
HE) 7 2 — LA —_—REEZAX—TIVIIETZENRNTEET,

BN TPAN DHE) 7 = — /L F— R—BENA FT— T IR TNDEE, IROA v E—IN
FRENFET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

77 AV - OBERIELDH D EH A

A B =T 2 A AT 4 F a2l — 3 (config-GigabitEthernet) #

av Y RERE

FREDHA FS14 Y

)= EERE
2.0.0.306 Zoavwry R EASRhELL,

PR—FINTND IPv6 7 R L AERIKRD & B0 TH,

cSERRE  an U TRUILNTZ 4 0D 16 EEHMHTD 8 DD I —TF, =& zIE.
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

HHERE 1 OO T NL—TRNIZH AT T e RREFET, Prd s A—T7% 2 SOEkET
oo AlEE#HzET, 728 2iE. 2001:db8:85a3::8a2¢:370:7334 T,

e Ny FNXUIVWHKE (IPv4~ v B 7B IONIPvE BHLD IPv6 7 K L-R) @ ffff:192.0.2.128
A
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ipv6 address .

80 L7 4w ABRERH LTI 7 a—H)L T RLAZEVYTES, (L Z—T A A
W7 a— )L 7 RLZAZEDYTHE, Vorva—L 7 RLUARBEMICERENET,

Y

GE)  IPv6 7 L AZZEHETHA. ipveaddress =~ KT CLI#EZ # I Crl+C 23 & |
VAT LEAD—EDOT TV =gy 2y R—3 2 MEIEHEWIPVe 7 FLAEFEHL, o=
A= MIFLWIPV6 7 R AT 2 REICR D AEEENH Y 97,

ZHUZEY ., CiscoISE / — RIFHERE L CWW ARV IREEIZ R W 9, Tz BT 5121%, Blo
ipv6 address =~ K& FE{TLTIPv6 7 KL A% BRYDEIZERE L £,

511

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address 2001:DB8:0:1::/64

Changing the IPv6 address may result in undesired side effects on any installed
application(s) .

Are you sure you want to proceed? Y/N[N]: y

Note: ISE Processes are initializing. Use 'show application status ise' CLI to verify
all processes are in running state.

ise/admin (config-GigabitEthernet) #

15 2

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet) # ipv6 address fe80::250:56ff:fe87:4763/64
ise/admin (config-GigabitEthernet) #
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ipv6 address autoconfig

AR R TFI4ILbE

aAvU R E—F

AH =T 2 A ADAT — ML ZAHBRELZMM L2 IPv6 7 F L 2O BERE 2 A
A B =T A ZATIPv6 UERLZH/hZTAI121%, A F— 71423/74%1V%V5/
& — K Cipv6 addressautoconfig =~ > K& L 7,

IPv6 7 KL A HEIER @ 1%. Linux TIXF 7 4V F TA 2—7 /L T9, CiscoADE2.01%., 1 Fr—
TN TWAIEEDA V E—T oA ADE[TAL T 4 X2l — a3 TIPv6 7 KL 2 H
REE T LET,

ipv6 address autoconfig

AHE—T 2 A ATIPV6 7 RV ADOHBREZENZTHITIE, Zoa~wr RO no Bz E
FALET,

77 AV S OBIERIEILDH D F A

AH =T 2 A A AT X2 b— 3 (config-GigabitEthernet) #

2L FRE

EREDAARSA

Jy—= EERNE
2.0.0.306 ooy RPN EASHE LT,

IPv6 A7 — F L ZAHEREIZIE, THIFRER IP 7 FLAZF LW BXF 2 T A HOK L
LADBRHYET, Z0%E LRI, T4 —DIEEIC X » TH-E L £9, showinterface
a<w REMHALT, T4 R —HREVEENR A D> TN D I L EMRTE ET,

1

ise/admin (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config) #

IPv6 BEIEXE DR TE

IPv6 A7 — F VAHBIREEANIT DT, A v F—T=2Af AT Fal—ar T—
|} C interface GigabitEthernet 0 ==~ > I\ EEALET,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#

IPv6 HEIRENA F— T NLDEE, EfTar 7 4 Fal—TaiFkoLoA o Z—T oA
AREEFRTNLET,

interface GigabitEthernet 0
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T34 N — IR DR

ip address 172.23.90.116 255.255.255.0

ipv6é address autoconfig
|

A B —T oA AREEFRT HIZIE, show interface GigabitEthernet 0 =1~ > F%‘:ﬁﬁﬁfé‘
FI, ROBEITIZ, A Z—T 2 A ZAZ3DIPV6 T RLANRSHHZ L AR TxET, &
WOT FLA (Bffe LABE) 1L, A7 — NV AABRRELHEHA L TR IRET,

2T — MUV AHBRREEFEITTHITIE, FOYV TRy b ETIPV6/L— bk 7 RAAZ A XA |
A R—TNMCTEHELERBYET, IROT RL A (80 THREAT FLR) (X, =& FD+
WNEDOAa—T w7 a—h 7 RLATT,

IPv6 HENFZE D> DHCPV6 iR ENMCEFR72<, Vo7 a—h )V 7 RLVAFEICEREINET,
EHOT FL A (2001 LK) | \EWDmm#~A~ﬁ%m%éni¢o

ise/admin$# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:£ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

T34 N\ — RS RE D HERR

show interface GigabitEthernet 0 @~ R LT, 77 A N —ReIEN AT/ > T
WAHZ L EHERTEET, 200 HBRET FLARFEREINET, 1 OO7 RLRAIZF T4
NU—EZR LT, 9 1 DT 74 N —HEH Y T,

OB TIE MAC 1% 3ffe:302:11:2:20¢:29fF:feaf:da05/64 T, FE RFC3041 7 K L A 21X MAC 75
FNTWET, T4 —PRIET F L A1% 302:11:2:9d65:€608:59a9:d4b9/64 T3,

HAERD LD RS E TS

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:€608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ise/admin#
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Ipv6 address dhcp

aAavY R FI4ILk

AU kRE—F

IPv6 (DHCPv6) - —/3— Dynamic Host Configuration Protocol 2> & A > % —7 = A A LT IPv6
T RUVAZERETDHIZE, /v X —T 2 A A7 4Fal— 3 F— RFTipveaddress
dhepa~r REHERALET, A0 X —T =2 A0BT RLAZHIRTAI2Z, Z0a~<2 RO
no IEA A L £,

ipv6 address dhcp
T 7 AV s OEIERIEIEDH D EE A

A B =T A A7 4 Fa2lb— 3 (config-GigabitEthernet) #

vy FRERE Jjyy—= EERNE
2.0.0.306 ZOhavwy RPREBAINE LA,
FALEDHA KS4>

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

IPV6DHCP 3 A 2 — T NV DO¥E, FElT7ar 7 4 Xal—2a kO LI RA v B —T = A A
REERTLET,

interface GigabitEthernet 1
ipv6 address dhcp

ipv6 enable
|

)

G

IPv6 A7 — L ZHBEREB L IPv6 7 KL 2 DHCP IZMHAIZHHMAP TIZH Y A, FL
A H—TxA AZIPv6 AT — b L ABERREB L IPv6 7 KL A DHCP Dl 5 25 E T&
9,

EDIPVOT RUANKFEDA V F—T =2 ATHHAIN TV AENEFRRT HI21E, showinterface
a~vr REFEHLEDT,

IPv6 27— F L ZAHBREB L OIPV6 7 KL & DHCP O 7734 R—T L Ds. EfTa
TA4X 2l —a ik A v 2 —T oA ABREEFERLET,

interface GigabitEthernet 1

ipv6 address dhcp
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ipv6 address dhcp [

ipv6é address autoconfig
ipv6 enable
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. ipv6 enable

Ipv6 enable

AE—=T 2 A A LEDIPV6 ZHNIT DT, AV F =Tz A AT 4 Falb—ar
E— K Cipv6enable =~ > RZEH L 7,

ipv6 enable

A H—7xA X TGVRP ZHNZTHITIE, Z0a~vr FOnoBREHEH L ET,

no ipv6 enable

ATV RFI4ILE T 7 AN NOBERHEIZH Y FH A,

AT R E—F A B =T A A7 4 F a2 lb— 3 (config-GigabitEthernet) #
avy FERE Jjy—= EENE
2.0.0.306 Zoavry RPRHEAINE L,

EELEOHA KSq> ipvbenable 2~ Rix, £ ¥ —7 A ATIPv6 #HL, £ ¥ —7 x4 AMACT R
VAZHESNWTY v 7= 7 RUAZHEVAERTAEAICHER L £,

11

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipv6 enable
ise/admin (config-GigabitEthernet) #

151 2

F 74V F T, ipve ., TRTDOA X —T =2 A ATHII 2> TWET, ZhEERhICT
B2, Zoa<wr RonoBREHEHLET,

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163UP, BROADCAST, RUNNING, MULTICAST mtu 1500

inet6 fe80::20c:29ff:feB83:a610 prefixlen 64 scopeid 0x20 link
ether 00:0c:29:83:a6:10 txqueuelen 1000 (Ethernet)

RX packets 11766 bytes 1327285 (1.2 MiB)

RX errors 0 dropped 13365 overruns 0 frame O

TX packets 6 bytes 508 (508.0 B)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface gigabitEthernet 1

ise/admin (config-GigabitEthernet) # no ipvé enable

ise/admin (config-GigabitEthernet)# exit

ise/admin (config) # end

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163 UP,BROADCAST, RUNNING,MULTICAST mtu 1500
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ipv6 enable .

ether 00:0c:29:83:a26:10 txqueuelen 1000 (Ethernet)

RX packets 64 bytes 5247 (5.1 KiB)

RX errors 0 dropped 13365 overruns O frame O

TX packets 3 bytes 258 (258.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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. ipv6 route

Ipv6 route

IPV6 ZAZ T 4 v 7 NV—baFETHREL, 2BDR Y bV —F 7751 ZAFOBITRIZR /S A
EEHETHIL, Fo—rbar7 4 Xalb— a3 E—RTipvbroute =~ RZMH L
F9, AF¥T 47 — MIBBWICETHTINRNDOT, Xy NU—27 MR YRNELTZ
LRI TFECTRAYT 4 v/ V— FEFERETHLEND Y 7,

ipv6 route ipv6-address/prefix-length gateway route-specific gateway

IPV6 AHXT 4 v 7 )— MEHIBRT 212X, Zoa~vr FOono BERXE2#EH L £,

no ipv6 route ipve-address/prefix-length gateway route-specific gateway

IPv6 7 FLAZIEELTCT 74NN AZT 4 v 7 — b ERETDIIE, ZFro—rUL 3y
7 4 ¥ 2L —3 3 F— KTipvéroute::/0 gateway route-specific gateway =~ > R & f#fH L £
T, IPV6 7 RLAZIRELTCT 74N N AZT w7 — b EERNIT DT, Zoavs
RO no IR AHEHL £,

B D

i
&

ipv6-address IPv6 7 KL &,

prefix-length IPV6 7V T7 4w I ADRESX, V74 v I A (T RLVADX v |
oY) WK T D7 L AD BArdig ey ME RS 0~ 128 ¢
BETY, 10 EEDOHNCAT v 2@ F5 2T D20ERH Y E-

route-specific gateway FDOFy NI — 7 ZRETHT-DIEHATE LRI A R Ry 7
7 KL =&,

ATV R FI4IL R T 7 4/ N OEBERLEIZDH U AL

9T R E—F Jua—N)L a7 4 X alb—3 3 (config) #
vy FERE Jiy—=x EENE
2.0.0.306 Zoawy RPREAINE LT,

ERALDHA KSq4y VTHR—FENTNDIPv6e 7 RLABRITKRDO LBV TT,

cSEREF  an L TRUILNZ 4 oD 16 EEAHTD 8§ oD I N—T, =& ziE.
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

SEMERFE 1 DD N—TRIZHDI TR REET, Ernol—7%2 SOEkET
Lo glEE# i £4, 72 & Z2iE. 2001:db8:85a3::8a2¢:370:7334 T,

« Ny FXEIDEF (IPv4~ >y B 7B LU IPv4 AHAD IPv6 7 R L-A) @ :ffff:192.0.2.128
e

show ipv6route =~ > R, EXEHFAD IPv6 V— hEFRTHHGICHEH L ET,
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ipv6 route .

511

ise/admin (config)# ipv6é route 2001:DB8:cc00:1::/64 gateway 2001:DB8::cc00:1::1

151 2

ise/admin (config)# ipvé route ::/0 gateway 2001l:db::5

0T 7NN —b VLT 4T AR LET,
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kron occurrence

12 Do~ RAFYa—F a~vy RPAKEDO R LT —ERBTEITIND L OICA
ra—Y AR, a7 X2 Lb—3 g2 F— RTkronoccurrence =~ > K% 5
LET, ZOXF T a—AZHETHI2F,. 20z FOnEREFERLET,

kron occurrence occurrence-name

B DA occurrence v R A Va—F avr REAFYa—) 7 LET,
occurrence-name FH VL ADLTH, 80 LT E TORBTTHRELET, kD
MO #2H) .
“
(G¥)  kronoccurrence =2~ > KT occurrence-name % A /)35 & config-Occurrence 2> 7 4 F = L —
a7 E=RRRIBINET (RO THEXOHH] 258) |
X DA at BELIARIIA D L ARFETIND X ICFRELET, A
at [hh:mm] [day-of-week | day-of-month | month day-of-month]
do EXEC 2~v> K, ZOFE—RFTEXEC a2~y REFETTEET,
end kron-occurrence 2> 7 4 ¥ 2 b — g BT E—REHKT L, E

E—FIZED £,

exit kron-occurrence X > 7 f ¥ a2 l— g F— REKTLET,

no ZOE—FDavr REHEELET,
3O0O0F—U—RFNEFEHTEET,

« at : #1575 © at [hh:mm] [day-of-week | day-of-month | month
day-of-month]

e policy-list : AW L RZ XS TEITSNDARY — U X b3
9, 80 LFETORMTFTHELET,

erecurring : AR Y >— U R FDOFETEHY KL £,

policy-list FHV AL TEITEND AV R ATV a—T R v—
EHRELET,

recurring BB L TEITTELI I L AEEELET,
GE) kronoccurrence 5 0 IR UL CEIT L2 WEE, AT Y

REESNT=/Ny 7T » 7D kronoccurrence 2 > 7 4 F
Va VIFEITRICHIBRESNE T,
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AR R TFIHILE

AR E—F

kron occurrence .

77 4N FOBERLEIZH Y EE A,

a7 4 ¥ 2 L—3 3 (config-Occurance) #

av 2 RERE 1) —Z EEAR
2.0.0.306 Ioawy RBREAShELE,

FEREDHA K42

kron occurrence 35 L O policy-list =~ R LT, 1 DLLEDORY —U 2 |36 CHFfH
FRIFMBTEITEIND LA T V2= T LET,

EXECCLI @~y REF{ea~vy K A7 va—7 RY =2 LT, f5E L7k Cisco
ISEY—"—TIFITEINDELIICAT YV a— 73512, dia~vr K& & bikronpolicy-list

avr REffHALET,

\}

GE)

\)

kron <> F&2FETT 5L, —BOLRET (FALAZ U TOBEIMZED) TRy 77 v 7N
VR PMEREN D20, 77 ANADHEWVNC EEXINDZZLIETHY EHA,

GE)

Administration > System > Backup and Restore <~— % fli [ L C, GUI /1 L THE £ 721TE
==V T ORI T T oA a— ) 7T 52 EEHRLES,

Bl BRAN DTy T

ise/admin (config)# kron occurrence WeeklyBackup
ise/admin (config-Occurrence) # at 14:35 Monday

ise/admin
ise/admin

config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # recurring

ise/admin (config-Occurrence) # exit
ise/admin (config) #

(
(
(
(
(
(

Bl2: BRI T T

ise/admin (config)# kron occurrence DailyBackup

ise/admin
ise/admin

config-Occurrence) # at 02:00
config-Occurrence) # exit

(
(
(
(

ise/admin (config) #

BI3: BRINYT T

ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday

(
(
ise/admin (config-Occurrence) # policy-list SchedBackupPolicy
ise/admin (config-Occurrence) # no recurring
ise/admin (config-Occurrence) # exit
ise/admin (config) #
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. kron policy-list

kron policy-list

aAv U R AV a—T7 KU U—DARIT%EFEE L, kron-Policy List 27 4 ¥ o L—3 3 H
TE— REBT 52, 207 4 X2 b— g F— R Tkronpolicy-list =~ > K& L
£, av R A5 Va2—7 R —%2HRT212F, Zoavr FonoEREZHHL %
B

kron policy-list list-name

X DA pO'IC}/-'IS a<w  RAFYa—F R :/*@%ﬁﬁ%?ﬁﬁibi‘ﬁ’o
list-name RV — UR O, K80 XFOFHTAE Y R— M LET

)

(GE)  kron policy-list =~ > R C list-name % A7) % & | config-Policy List 2> 7 4 ¥ 2 L — 3
P7E— FREBINET RO HEXOHH] 228])

X DA cli AV a—FIZ Lo TETENL T~ N, FK 80 SLFDFHK

A—rLET,

do EXEC =2~ K, ZOF— R TEXEC o~ RE&FEITTEET,

end config-Policy List 2> 7 4 ¥ a2 L — g $T7TE—FREKT L,
ET— RNIZEY £7,

exit IOV TE—REKTLET,

no IDEFE—RDavr REGRELET, O1ODOF—T— A
<7,

ccli: A7V a—JICkoTHEITSNDAV LR,

ATV R FI4NN T ANV NOBEERHEITH Y A,

ATV R E—F a7 4 ¥ =2 b—3 3 (config-Policy List) #
av Y FERE )1)—2x EERAR
2.0.0.306 Zoavwry RBREAINE L,

EELEOHA K54 EXECCLIa~vYy REGHa~vy KN A7 Ya—7 KU U—%ER LT, $8E L7RZIC ISE
= N—=TEITINDLICATVa—Y 7T 5T, dia~wr RKe L biZkronpolicy-list
g~ REMAHLET, kronoccurrence 35 X O policy list =2~ R&EEH LT, 1 DL EDOR
U —U 2 FBFR UK EZIIMRTEIT SN K5I A Y a—0 7 LET,
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kron policy-list .

A\

(GE)  kronpolicy-list =2~> FZ#HL T, CLINOHEEBLXOEET —X DRy 7T v Tk A7
Va—V I T HI LI TEER A, Cisco[SEFHER—FNVNLINEDONY 7T v Tk
AV a—Y T TEET,

il

ise/admin (config)# kron policy-list BackupLogs

ise/admin (config-Policy List)# cli backup-logs ScheduledBackuplogs repository
SchedBackupRepo encryption-key plain xyzabc

ise/admin (config-Policy List)# exit

ise/admin (config) #
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. logging

logging
0LV ERET AL, 37 4 ¥ ab—ar F— RTlogging =~ R&MH L £
R
logging loglevel {0|1]2|3|4|5|6]|7}
ZOHHEEEERNICT DI, Zoavr RO noBREHEHLET,

no logging
BX DA loglevel logging =~ > FOu 2 L_LVERETHa~w R,
0~7 ny XAye—CE%ty NTLOEOTIA AT 4 L,

UFr 4 LUV FDERY T (F—TU— FDEZFEAT) -
« 0-emerg (BRAHFHE) : VAT ANMEHAART,
o l-alert (77— F) 7272 BICAE DL,

o 2crit (Z VT4 HN) 7 UT 4 TIIVIRIREE,

e3-err (=T7—) =T —IRHE,
o 4-warn (#45) . HBAERIREE,
« 5-notif (&) @ IEH THDHH., TEEIREE,

e6-inform: (T 74/ bF) HEBA v EB—,

«7-debug : TN T A yE—T,

ATV RFEIHIR T 7ANNOEBERHEIZH Y A,

ATV R E—F a7 ¥ a2 b— 3 (config) #
avy FERE Jjy—= EENE
2.0.0.306 Ioawy RPREAINE LT,

FREDHA KSq4y ZOa<r FiZidloglevd F—U— FRMETT,

1

ise/admin (config)# logging loglevel 0
ise/admin (config) #
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max-ssh-sessions .

max-ssh-sessions

SEIERD ) —RZbica~r R4 A2 —T x4 & (CLI) OxKERt Yy g o HEx
TETHITIL, 27 4 Fa2l—3 32 F— KT max-ssh-sessions =~ > REFEH L ET,
max-ssh-sessions {0 1[2|3[4|5(6|7|8|9]| 10}

EXDiiHA 1~ 10 B SSHE v a v, 74/ ME5TT,

ATV R FI4LR  FAIESNDERKFER CLIE > > a VDT 7 44 ME, Cisco ISE HEHFR—X LD 5127

ESNET,

ATV R E—F ar7 4 ¥al—ar (config) #

av >y FERE )= EERE
2.0.0.306

Zoawry RPREAINE L,

FEREDHA K54 maxsshsessions /N7 A—Z([TaA~vL RIA U fF—T = ANLRETRETITH Y £HA,
TI7T 47 CLlEyYaryORKET, 774~V ERISEEFHER - Lo E
j—O

CLLtyYarORREE#BAZLE, 20ty a 2L TS avr RIA 0 A o 4—
Tz A A Tl KT 277 47 SSHE v a U #iZE#E (Maximum active ssh sessions reached) |
AyB—URFRII, FEIC [AEER : Hitd 73 51213 Enter £7213 Space 4 L £ (Not

connected - press Enter or Space to connect) | £\ 9 A v E—URFRINET,

3y Y —)Link CLIIZe 74 > LT forceout username =2~ > K&+ 5 &, 2—H#—%n
TT7ORNSHTCT I T 4772SSHE Yy v a v OBEEHB TS £7,

AR RTIA A E =T =4 R (CLD) kv ¥ ar ORKEERET 00T Er— =
> /XAIE, Cisco ISE HEFRER—HZ D [k v 3 (Session) | ¥ 7 DIRDBZATNICH Y £,

[BE# (Adminigtration) [>[2 X T L (System) 1>[EEET7 Y X (AdminAccess) | > [E&XE
(Settings) 1>[7 2R (Access) |,
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B o

ntp
NTP %€ & €T 521, authentication-key, maxdistance, 33X W'server 2~ K& dkjz =
Y74 Fal—varyET—RTntpa~vr REFEALET,
ntp authentication-key <key id> <authentication key encryption type> hash | plain <key value>
ntp maxdistance <maximum distance>
ntp reselectdistance <reselect distance>

ntp server {ip-address| hostname} key <peer key number>

no ntp server
X DEEA authentication-key EHETE HMAEORIAEF—Z2HEELET,
maxdistance RSN WIEETORKHTENLV— NEBECTY, 7 74/L h Tl
ISE |[Zf% T STV Dk — b IEEEE 16 BT,
reselectdistance BUERIR S LTV WG L O EEERE, 7 7 4 /L b O[E E A
~A 7 afp Tt
server fEHA4 2 NTP r— _R—ZFRE L £,

aATVRFIHLE AL

ATV R E—F a7 4 Fal—3 3 (config) #
Qv Y REE yy—2 KENE
2.0.0.306 Zoavr RpEAINE LT,

FRLEOHA KSqy ntp a2~ REMH L TNIP REZIEEL £,

T3 AD NTP —ERAZ#& T3 %21, authentication-key, maxdistance . server 72 £ d
F—U— R ERREL T nontp av Y REANTLZHERSY £9, =& 21X, LAl
ntp server 2~ K& FATLIZGAIE, server L& biZnontp 2~ > REMALET,

1

ise/admin (config) # ntp ?
authentication-key Authentication key for trusted time sources

maxdistance Maximum allowed root distance of the sources to not be rejected
reselectdistance Fixed distance for sources that are currently not selected
server Specify NTP server to use

ise/admin (config) #

ise/admin (config)# no ntp server
ise/admin (config)# do show ntp

% no NTP servers configured
ise/admin (config) #

. Cisco Identity Services Engine ') 1) —X 32CLU ) 77 LA HA K



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

np [

ise/admin (config)# ntp reselectdistance ?
<1-10000000> Reselect distance in microseconds
ise/admin (config)# ntp reselectdistance 3000
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ntp authentication-key

R ORAEF —ZHET 5561, 207 4 Falb—v gy E— FCT—EOHINFB LD
F—EAZEEL Tntp authentlcatlon-key avy REeMALET,

ntp authentication-key <key id> md5 hash | plain key value

ntp authentication-key <key id> shal hash | plain key value

ntp authentication-key <key id> sha256 hash | plain key value

ntp authentication-key <key id> sha512 hash | plain key value
ZOWREZ BENICT 52T, Zoawr Fono XA L £,

no ntp authentication-key

BX DA

AR R TFIAILE

AU R E—F

authentication-key BT AR ORBFEFX — 2K E L £7,

keyid ZOF—ITEY Y THHA T, 155 65535 £ TORMEA K-
F7,

md5 FRREX — DO 5L & A 7,

shal RFEX — DAL X A 7,

sha256 PRREX — DO 5L & A 7,

sha512 AL — OB LS A 7,

hash RALD > 2 SPF—, WL A 7\ T, Bk ns
Yadhi) F—EBRELET, 4112 FTORITHRELET

plain WALHDO 7T L —2 T XA DX —, WEEALZ A T T, Hs
TWRNWT L =T F AN F—ZEELET, 1028 ETORE
LET,

key value k52 @ <authentication key encryption type>plain | hash OV 3 417H>
T BHIERD X —1HE,
GE) 16 EEDOXF—EHIZT L7 v 7 A HEX: TIEMNTE:

L

a7 4 ¥ a2 lb— 3 (config) #,

avy FERE

1) —2 EERNE
2.0.0.306 Ioawy RBREAShELE,
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ntp authentication-key .

FEREOHA KS1 ntp authentication-key 2~ > RZffi [l LT, NTPGRAEDORFEF — & & BITRAIR AR E L, £
MICR#T 5 % — ID, F—Kby 1 7, k;o# HREZHELET, ZoF—2FH
TE5HUAMIBMLTO2E ntpserver =~ RIZBMLET,

BV A MBI TV D NTP 3REEF — D 72 WIFZITFIZ R S E A,
Y

(GE¥)  showrunning-config 2~ RiZtF = U T 4 D7Dy v 2 BRI H S 4L D Message Digest
5 (MD5) 7L —r BRI A&z ﬂ?~7a?%%&:m LE9, 7=& xI1E. ntp authentication-key
1 md5 hash ee18afc7608ac7ecdbeefc5351ad118bc9celef3 T3,

511

ise/admin# configure
ise/admin (config) #
ise/admin (config)# ntp authentication-key 1 ?
md5 MD5 authentication
shal SHA1l authentication
sha256 SHA256 authentication
shab512 SHA512 authentication

512

ise/admin# configure
ise/admin (config) #
ise/admin (config)# ntp authentication-key 1 shal plain ?
<WORD> Plain text or hexadecimal number with the HEX: prefix key for a (Max Size -
1028)

151 3

ise/admin (config)# no ntp authentication-key 3
(Removes authentication key 3.)

51 4

ise/admin (config)# no ntp authentication-key
(Removes all authentication keys.)
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ntp maxdistance

ntp maxdistance =2~ > Rid, EFICiIRT /L TV XA L o THEE ZF72 WO EE T O KT
B— MEBEAZRE LET, ZOHBECIL, BHMEXCHF SR Rolc L ZITREL DT
BEMED & 2 BN E . T4 VR ET~DRT 7 F R v FRBIED 0N E TN ET,

T 7 4V bk ClE. Cisco ISE IZFRE SN TW DAL — MEFEET 16 BT,
T4 MEICY Y FT BT, Z20a<wry FonBEREHEHLET,

ntp maxdistance

B DEREA

AR R FIHILE

aAvU R E—F

maxdistance HE SRV EE LD RKRFFR VL — M ERREETT,

L

a7 4 X2 lb— 3 (config) #

avy FERE

FEREDHA K4V

yy—2 EENE
2.0.0.306 Zoavy RPEAINE LT,

maxdistance & K & REICRET D & EEIEA~OERDIHEFICENTH Y, 7 v v 7 OB
DI TRERBEEHMTE 2 — =L ORI Z ATRRICT 2 DICRILBET,

1

ise/admin (config)# ntp maxdistance ?
<1-128>
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ntp server .

ntp server
NTP —N_—Z LDV AT DY 7 "o xT 7 ay 7 ORMAETAIT5HIC i a7 4 ¥
L—YarE—RTntpsarver 2~ REEHLET, ZRENIMEOITICT—Z2EE L
WRRIEOY—N—%FHA LET, T4 T a L NTA—=FTTHR, NWmuKﬁ%%
753‘%‘?“@—;«0
Cisco ISE (Z1F, ®ITHZN TEIEF R/ NTP ¥ — " — RN E T,
X—IA T ay NI A= TTR, NTP = "—ZBEET H2MER D HG01E, F— 2
ETHMLENRHY ET,
Z OFERE A AN T HI12IE. NTPH—"—ZHIER L THIDO Y — =2 BT 55807, 20
a<v ROnBXEMHEHLET,
ntp server {ip-address| hostname} minpoll <minimum poll> key<peer key number>
ntp server {ip-address| hosthname} trust

BX DA server VAT AL ST, FBESNIZY— =R S ET,

ip-address | hostname

7y 7 [ R4 59— =D IPvd £721L IPv6 7 KL
A R, BIEIE 255 XFE COFEBFTTIRELE T, IPv6 T
NTP H— R — % BN 5854 1%, ISEeth0 A % —7 = A A7
LV ATHMIICRESN TS Z L AR LTSN,

key

(EE) . 70X —FK 5, RK65535H 1 THAR—FLF

Z ®F¥—|%, ntp authentication-key =~ KZ4EH L T, 13
F—& LTCENTA2MERH Y £7,

WREZ FITT D701, F— & X —DOfEIZFEEED NTP H—~
SNTWLHF—LEUEICT D MERDH Y £7,

minpoll

2ORFR & LTH—NTRE SN DEROE/NERTT,
minpoll 5 1%, A—U > ZEREN 32 BRI/ A &)
LET, 7740 ME6 (648) | F/MEE -6 (1/645) |
4 (6 v H) TY,

trust

ZOFEIENEDOREREINFICE TH D LIRELET,

)

GE)  key & minpoll 72 g NIAHAFRET T,

AR FIHILbE

TI7HNVEPTREISNTNDH—"—3dH D EEA,

avU R E—F

a7 4 X2 b— 3 (config) #
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. ntp server

IRy FRE 1) —Z EERNE
2.0.0.306 Ioawry FREASRELE,

FEREDHA KS4 > showntp 2~ FEFEMIOREZF R LT, RESNTZWTILO NTP ¥ —/3— & Bl (g
TiEe< | FBRESN TV ARWVWEES (NTPRRFENRE SN TWNDEELA) . Zoavwr Rick-T
B/INDA ST H LEFoun—L~ORBAERENET,
NTP H— R =B A[HE TILR WV, BEICERFES LTV WGA, 20 a2 FEHI DWW
TORFEE I ac b 1,

\}

G Zoawy N AT ot AR E LIoE#ERR LET, 72, 8T ETI
K 20 37005 ZE BB Y £,

!l
ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# ntp server 209.165.200.225 ?

key Peer key number

minpoll Minimum interval between requests sent to the server
trust Assume time from this source is always true

ise/admin# show running-config

interface GigabitEthernet 0
ip address 209.165.200.225 255.255.255.0
ipvé address autoconfig
ipvé enable

|

ip name-server 209.165.200.226
|

ip default-gateway 209.165.200.227
|

ip route 2.2.2.0 255.255.255.0 gateway 127.0.0.1
|

clock timezone Asia/Kolkata
|

ntp authentication-key nn md5 hash XXXXXXXXXXXXXXXXX

ntp server 209.165.200.228 key nn
ntp server 209.165.200.229
|

ise/admin (config)# ntp server 209.165.200.225 trust

ise/admin (config)# ntp server 209.165.200.225 key 2 trust

ise/admin (config)# ntp server 209.165.200.225 key 2 minpoll 7 trust
ise/admin (config)# ntp server 209.165.200.225 minpoll 7 trust
ise/admin (config)# ntp server 209.165.200.225 minpoll 7 key 2 trust
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Aoz 7—2 2oz ]

FIHMED X T— 2 X DFERE

RO AT — % 2 &R T HI2I%, showntp =2~ > RE&H L £9,

511

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.80

Tertiary NTP : 171.68.10.150

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#

512

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150

Tertiary NTP : 171.68.10.80

synchronised to NTP server (171.68.10.150) at stratum 3
time correct to within 16 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095
*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
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. rate-limit

rate-limit
EETLIPT KL ANBDOTCP, UDP, F£72I1XICMP /N7 v FOHIRZRET DT, 207 4
Fal—v gy E—RRCratelimita~r F2ERALET, ZOEELZHIBRT DL, Z0=
< RO no X EFHLET,
rate-limit name 250 ip-address net-mask port

BX DA name BEL TV D L— MHIBROA i,
<1-10000> 1 #& 729 @ TCP, UDP, £7213Z ICMP /347 v kD%,
ip-address Ny b— MR EZEATA2MLENRHDHIEETIP T KA,
ip R L 20881%ip. IPve 7 KL ADHE1%ipve & A LET,
Fo0x
ipv6
net-mask Ny F— MR EZEATAMERH HEFILIP v A7,
port Ny b b— MR EZ BT 2 MERH B5EoEHR— FEE,

aAvU R TFI4ILE

O R E—F

77 AV N OBIERIEIL D D FE A

a7 4 X2 lb— 3 (config) #

avwy FERE

EREDAARZA4

)1)—=x TEAR

2.0.0.306 Zoavwy RPREAINE LT,

32 L— MHIFR CLIIGZIZ, A Bz L — MRS TR R S 372 <
L7z, 7272 L. Netfilter TIZa| e, SRERHI L — NMFRIE %
j—o

BEINTWDEED L— MEIFRIZ, Netfilter D/~ > 2 #IfEREC LY . BE LB L B
HHEAENHY 9, LLTIZ, 20O RX= A2 hOVERMEFSTO, Netfilter 12 K 5 L — MlFRAE
DRIDOFH % —ERRLTNET,

o HlIFRAEAY 5001/s 725 10000/s DA, Netfilter TIHEAEAY 10000/s (2810 EiF HhvET,
o HIBRAE DS 3334/s 705 5000/s DA, Netfilter TIXAEAS 5000/s (2810 B HhvE T,
o HIPBRAEAS 2501/s 25 3333/s D4, Netfilter TIEfE2S 3333/ 12810 EiFHivET,
o Ml FRAEAS 2001/s 7> 5 2500/s D56, Netfilter TIXEL 2500/5 (12810 EiF g T,
o Ml FRAEAS 1667/s 7> B 2000/s D54, Netfilter TIXEAY 2000/ (2810 EiF HhvET,
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rate-limit .

o IR AS 1429/s 725 1666/s D56, Netfilter TIXED 1666/s (2810 EiF HhuE T,
o HIBRMEAS 1251/s 235 1428/s DA, Netfilter TILEDS 1428/ 1I28) 0 EiF S E T,
o HIFRAEAS 1112/s 725 1250/s DA, Netfilter TIEEAY 12505 12810 EiF HivE T,
o HIBRAEZS 1001/s 225 1111/s DA, Netfilter TIXfEAS 1111/ 12810 EiF bk,
o HIFRAEAY 910/s 725 1000/s DA, Netfilter TIELAEAY 1000/s 12810 EiF SivE 4,
o HlIFRAEAY 834/s 725 909/s DA, Netfilter TIXAEAS 909/s 1281V EF HivE 7,
o HIRRME DY 150 KRG OLGE. DI TOILEE A,
Ny Y 2 HIROBIWEDOFERIZ OV TIE, Netfilter © R¥ = A > hE2ZH LTI EEWN,

MHIBRAIZEI D YT HNEZ FHd A I12iE, rate-limit 2~ > KD no B A FH L ThH
[5\ I/—F%IJIEE%E HZLET,

1

ise242/admin (config) #rate-limit limitl 5500 port 6543
ise242/admin (config) #do show running-config | include rate
rate-limit limitl 5500 port 6543
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. password-policy

password-policy
A\

GE)  CiscoISEGUI M5B /8A T — KRR Y —%RETDHZ & HTEXE T, Cisco ISE GUI 41
EENTNAT— RRY > —id, CiscolSECLIZ N L TRESN/- AT — %T)/%%t%
XL, ZORY —X0ELEEINET,

VAT BT D NAT — R A X —T L ETITRET DI, :/74%:V%Va/
£ — K password-policy =~ > R&HHALET, :034%% BT 2IIE, Zoav R
O noEREHEMALET,

passwor d-policy options

Y

(F)  password-policy =~ RiZix, RY ¥ — 47> a URETT ( (HEXOHP ) 228)
passwor d-expiration-enabled =~ > RiL, ff1? password-expiration =~ > KDOREIZ AT 54
RSB 7,

N

() password-policy =~ K& AJj9 % & config-password-policy 27 4 ¥ o L— 3> BT
E— RIZAD 7,

ST ERBA digit-required 2P NRAT— NI FE2 G0l &2 NAIZLET,

disable-cisco-password NAT— Rz, [Cisco] X [Cisco) ZHIeiEEMHHTE RN K
£7

disable-repeat-chars FIUSCENSOLLEEEN TWVWAENRRT— RE2F 4 —7 LT L
do EXEC =+ K,
end ar 74 Fal—varET—REKRTLET,
exit OV TE—REKTLET,
lower-case-required Z—H— RRAT— RN EREENTWERLERH Y 97,
min-password-length BNIR/NAT — RO/ CFE, 40 LFFETTHELET,
No avy REBENCT 20, TDOT 740 MIRELET,
no-previous-password AIEIDORAY — RO—FEFFEHTERVNEIICLET,
no-username NAY = RNZa—P4zeadHd L aflilb LET,
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AU RTIAIE

AR E—F

password-policy .

password-delta

TLFHNHENSRAT— R ERRL LI LET,

password-expiration-days

NR2AT— ROER A, 3650 £ TOBHEZIR—KLET,

password-expiration-enabled

NAT — FOFIHRE A =T WVIZLET,

GH) passwor d-expiration-enabled =~ > R, fho
password-expiration 2~ > ROHRNZA ST 5 LEEAH

password-expiration-warning

IRAT— ROHBARE - TWD Z & ZiaEnd 52448 2 BG4
¥, 3650 £ TOEHEYR—FLET,

password-lock-enabled

RE LB oITnkiLicb, "AU—FRenrny 7 LE

password-|ock-retry-count

AT ZRE L ET, ZORBOBITHRET S & 2—5
FAmy 7 SVET, 20 ETOEEEYR—FLET,

password-lock-timeout

TAD vy 2T e V7T 5 ETORMERE LR
A7) o 55375 1440 43 £ CORREMEA AR — F LET,

special-required

A== NAT — NIRRT NZEN TV DOILERH Y F

upper-case-required

=P = NRAT = RICKRLEREEN TV DLERH D £

77 AV OBIERIEILDH D EE A

a7 4 F 2 b—3 3 (config-password-policy) #

av Y RERE

FREDHA FS14 Y

1)) —2= TEAR
2.0.0.306 Zoa~vr RREAINE L,
7L
!l
ise/admin (config)# password-policy
ise/admin (config-password-policy)# password-expiration-days 30
ise/admin (config-password-policy)# exit
ise/admin (config) #
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. repository

repository
Ry T v TEBETDHIEODICVRY NV TE—RERBTHIZE, 274 Fa2l—va
> E— K Trepository 2~ R&EfEHLET,
repository repository-name
BX DA repository-name UARY MU 0L, TR 80 LF DI FZ Y AR — b LET,
“
GE)  repository =~ RTURY b OAHTAEZATIT 5 & config-Repository 227 f F 2 L— =
VU TE—RRRRBINET ( HEXOEB] 238) .
BX DA do EXEC 2~ K, ZOEF— RTTXTOEXEC a3+ Ra&FEITT
TO
end config-Repository 7 — FZ# T L, EXEC E— FIZRED £7
exit ZOE—FEZRKRTLET,
no ZDOE—KDavry REHTELET,

WD 2ODF—U— REFEHTEET,
eurl : VAT U @ URL,

suser : VIRV MUIZT 78 AT H720D 22— —4 LI/RRAY

url UARY MU DURL, K300 LFOFEHTEVHR—FLET (5
ZW) .

user T IR TAEOOI—F =L L 2T — RERELET, -
WA R 30 SUFO BT /SR T — NI K 15 LR 0 3T
TXET,

INRAT = NI TEDLLFHE, 0~9, a~z, A~Z, -, .| |
#e$ %, A &KL () . BET =TT

\}

GE)  server (X —/3—4 T7, path |L /subdir/subsubdir Z 5§ L F9°, NFS ®rv hU—7 H+——D
== O%IZIE, arr () BDLETT,
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£R9:X45URLF—7—F ()

repository .

F—OJ—F QE—TFEEFIE—E
URL P NR—=BLORIEREEGTe, VARY SO URL 2 AL
K80 LFDOFHFH VAR — N LET,
cdrom: o—4/L® CD-ROM K74 7 (GEAEY BHH) |
disk: o—H) A FL—,
a—H NIRRT FUNOTRTOT 7 A VEERTHITIE,
repository % (T L £,
Gx) T_RTCoOu—HL URY kUL, /localdisk 73—
B S E 9, UARY b U DOURL Cdisk:// Z 487
AT MZ. Nocaldisk (2% AFEX XA TT 4 L
ERS L £9, 7=& 21E. disk://backup, & AJJ3 7
L2 kY iX /localdisk/backup (Z/ERE S0 E T,
ftp: FTP %Xy U —2 $—_—Da bt —rx i3 ' —5E0 UR
ftp://server/path &9 URL ZfEH L 4,
http: HTTP % v hU—2 — =D a bt —rE /- ida £ —% o UR
DELAD
https: HTTPS %> h U —2 Hh—N—Da bt — gt E T a ' —2D |
B EH) .
nfs: NFS % v FU—2 $—R—Dat—rE7-ida =40 UR
nfs:/server:/path &9 URL ZfEH L £7,
sftp: SFTP % v U —7 H— "= at—rEzida & —%o Ul
sftp://server/path &9 URL ZfEH L 97,
tftp: TFTP % v h U —27 H—R_—Da bt — £ 72lEa B —% 0 Ul

tftp://server/path &9 URL ZfEH L £,

GE) CiscoIlSE7T v 77 L— RO FEITIZ, TFTP U AR |
TExEHA,

AU RTIHIE

AR E—F

T 7 4V N OBEMERMEIZH W FH AL

227 4 X2 b—3 3 (config-Repository) #

avy FERE

1) =2 EENE
2.0.0.306 Zoawry R EAShELL,
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FEREDHA KS4y VP 7E—FTurlsftp 2RET25E1E. HANTRSA 7 1 ' —7"Y > (AKA host-key)

ZHZ—27 > h SFTP R A ML ISEICr— RTLH0ERHY 4, TzefToI12id, CLIT
cryptohost_keyadd =~ > REEH L EF, FHMICOWTIE, crypto 2w REZHL T
X,

Z OFSBE & N9 5 121%. EXEC &— KT crypto host_key delete =~ > & L £,

Cisco ISE HHE AR —# /LD B (Administration) ]>[> A7 A (System) ]>[A > T F A
(Maintenance) ]1>[U A U (Repository) ]>[V AR~ VU DiBEM (Add Repository) ] Tt
FaT R FTP UARY MU AGRET 5 & Cisco ISE NLHICIRODELE 2R R LET,

COVRT R EFEHATESLHICTBITiE, SFTP YV —X—DFEA N F—%KA M F— F
FarEFEHLTCLLZN L GEINTA2MNERH Y 97,

BRA R F—ZRETTIC, BFa2TBRFIPIRY IRy 7Ty 7L LY ET5L, XIS
+T AT T —M Cisco ADE D u 7|1z 2 —XnE1,

\}

GE)  CiscoISE %, FIPS E— RAVISE THZNI 2> TWaWiEATh, FIPS £— KT3I SSH £ 7=

X SFTP £kt 2 Btk L £ 3, ISE L7 2 UE— k SSH F 7=1% SFTP H—/X—7 FIPS 140-2
AR T VT AL EFAIL TSI 2R LET,

CiscoISE TlE, #HAIAID FIPS 140-2 DGR A 5ALE Y =2 — LMEH & Tk 9, FIPS
AT TAT U ADEROFEMIZ OV T, [FIPS Compliance Letter] ZZM L T 72 &0,
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service .

service
BHI LI —EREEET DI, a7 4Falb—ar F— FTservicea~r N
LET,
service sshd
ZOMREZR T AL, Zoawr RO no JBERE ML £,
no service

X DA sshd Secure Shell Daemon, SSH 5 —F > 71 /7 LTI,
enable sshd ¥ —E A% A X—T VI LET,

encryption-algorithm

SSHIE BT NI ALEFRTELET, FAR—FINTWD
I3, a, aesl28-cbc, aesl28-ctr, aes256-cbe. 35 TN aes256-

encryption-mode

VAT ALATSSHIGELTE—REZRELET, PAR—FEhT
Fix. cbe & ctr T,

key-exchange-algorithm

sshd VY —ERACTHATHX T NI XLEEELET

diffie-hellman-group14-shal

X —2H7 LT X L% diffie-hellman-group14-shal (Tl BE L

Loglevel

sshd ot XaT VAFLA uICHTAAvE—Vor s
ELET,

o1 : 4k

<2 Efnny
37—

4 fFHR (T7HNR)
«5: LR

c6: TNy

T TRy

“8: TNy T2

9 : TN T3
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AR R TFIAILE

ATV R E—F

VT4 FaL—Y3av E—FDCiscolSECLI I K |

PubkeyAuthentication

P DR — A LT — P —BAEA T O K 5 IR L

GE) A VA N—/VENZ ZTP KA A —3 7 7 A VI AR
GO TWRWEA L, service sshd PubkeyAuthenticat
<~ REFTLARNTLESY, Zoavy ReE]
L. NRT— RR—ZXDOFRFENEZNIZ 72 Y | Cisco IS
BX—ZHHL e/ 3 LBELET, ZDF
FAELUEEEIX, 2 Y —iR— F&#H LT Cisco
0y A4 L, REEZITLICETLERDH Y 77,

T 7 XV N OEBERLHEIZH Y AL

a7 X2 b— a3 (config) #

avy FERE

FEREDHA K54V

)1)y—= TEAR

2.0.0.306 ZDavwry RBREAINE L,

32 PubkeyAuthentication ¥ — 7 — F2NBM S 4vE L7z,
7L

1

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) # service
Configure aesl28-cbc algo
Configure aesl28-ctr algo
Configure aes256-cbc algo
Configure aes256-ctr algo
ise/admin (config) # service

sshd
sshd
sshd

sshd

Configure cbc cipher suites
Configure ctr cipher suites

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) #

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) # service
Configure aesl28-cbc algo
Configure aesl28-ctr algo
Configure aes256-cbc algo
Configure aes256-ctr algo
ise/admin (config) # service

sshd
sshd

sshd
sshd
sshd

sshd

Configure cbc cipher suites
Configure ctr cipher suites

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) #

sshd
sshd

INBAF—RRREE AT D ik

enable

encryption-algorithm

encryption-mode

key-exchange-algorithm diffie-hellman-groupl4-shal
loglevel 4

enable

encryption-algorithm

encryption-mode

key-exchange-algorithm diffie-hellman-groupl4-shal
loglevel 4
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service .

ise/admin (config)# service sshd PubkeyAuthentication

NP S —RRRE & MESNIC H 71k

ise/admin (config)# no service sshd PubkeyAuthentication
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shutdown

AR FIHILE

AR E—F

VT4 FaL—Y3av E—FDCiscolSECLI I K |

A HE =T 2 A A%y MET U THLNE, A v F—T 2 f AT 4 Fal— g T—
KCshutdown 2~ > FEEALET, ZOMELZINTHI2IE. Zoa~<> KonoEX%E
ERLET,

Zoawy NZiE, F—U—FBLUSIEIEH Y FHEA,
T 7 4/ N OEERLEIZDH U AL

227 4 ¥ 2 b—3 3 (config-GigabitEthernet) #

avy FERE

FEREDHA K4V

yy—2 EENE
2.0.0.306 ZOavry RPEASNELE,

ZDavw s REFHL TS v X —TxA AT Yy NI DU TDHE, FOA X —T oA A%
B L7z CiscoISE 7 /' T A4 7 A~DEHEN KbIE T, Ziu, 777347 2 ADEIR
NDERAINTHTHEDLY £H A,

1L, T7I9A T A RICHOP ZFERALTC2ERIDA X —T o4 AEZREL, TDA
VHE—T 2 ANV Yy MEUrENTWRITHE, FO2EHDOA X —T7 oA ARATT
TIAT U AREERTEET,

A VH =Tz A A% vy MU T HBIOHEE LT, ONBOOT /37 A —2 ZfiH L
. letc/sysconfig/metwork-scripts (23 5 ifcfg-eth[0,1] 7 7 A VEEFTHZ L TEET,

A H =T =2 AT =T WZT BITIE, ONBOOT="no" L% E L £,
A UH =T 2 A A F—TWITT HITIL, ONBOOT="yes" LXE L £7,
noshutdown =< > R&EHHAL T, £ v F—T 2 A RAEA R —TWMITHZ L HTEET,

1

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# shutdown
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snmp-server enable

snmp-server enable .

Cisco ISE T SNMP Y — _—%2FHZTHI2iE, Fe— b a7 4 Fa2lb— g3 F— KT
snmp-server enable =~ > R&fH L £,

snmp-server enable

SNMP Y — _—ZHNT HI121F. Zoa~vr Fono a2 H L E T,

AT R FI4NA L SNMP == df R =T IR E SN TVET,

AT R E—F a7 4Fa2b— 3 (config) #

avy FERE 1)1y —= LTEHNE
2.0.0.306 Zoavwy RPREAINE LT,
151

ise/admin (config)# snmp-server enable

ise/admin (config) #
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. snmp-server user

snmp-server user

HLWSNMP 22— P —%2ET DI, Fa— L ar7 4 X¥alb—vary E— KT
snmp-server user =~ R&EMHHL T,

snmp-server user username v3 shal{hash | plain} auth-password priv-password

snmp-server user username v3 sha224{hash | plain} auth-password priv-password
snmp-server user username v3 sha256{hash | plain} auth-password priv-password
snmp-server user username v3 sha384{hash | plain} auth-password priv-password

snmp-server user username v3 sha512{hash | plain} auth-password priv-password

)

GE) ZPDawr RiE, SNMP N—2 3 v 3 ORIICKT U THERTALERH Y 4,

FEE L72 SNMP 2 —H —% {4 2121E, Z0a~vwr FonoBEXEFEHL £,

X DEREA user D e
username SNMP =— = > MZBETAH A b O —F—D4Hi,
v3 Ty TOEEIMEMN TS SNMP DR—T 5

priv i ZX QRauth F—U — RZFNIT HITILSNMP /S — 5 1 3
V74 ETNVEMEHTOMERHD L EHELET,

auth-password RAEL—F = 2T = RZHELET, AT — FOR/NEIT]
TR, EX 2 VT 4 BRERT D708 LT EICT D2 L&k

£
GE) NAT— R iBald, EETE R0 oD, 2

% FEx E?éﬁ%#&)@i@‘ TL—r T FA DS
REZEr—H T XENTZHXA V= A NEIRETE
O—NT7 4 XRENZEA T =X ME, 22— —I1T51
WUFRREET LT Y XL (MD5S £7-21XSHAWCT 5 2
XFET) IHETIHIVLERDHY T, 22— —FIE
V= UK RENDGE iti774w(x&~]
T arZ 4 Xal—ar TrANRYE) ITEXIA
e, D—ﬁ?4féntm£&4/:xk&774
A2 ARINMEIZTL—2 TF R FDI/INAT — R
DICERRSINET,
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snmp-server user .

priv-password e —— 2V —RFEEELET, AUV — RO/ E
TR, BXa2 VT 0 2HET 2028 XFLEICTEZ &
£,

Gx) INAY— REeEnz5E1%, BETE20W=D

AERETHIMLENHD ET, T —2TFA K¢
REFRIEIR—DTA XEINTZEA T A N‘z?éf@
=T XAEINTZEA T =AML, 2—P—
mLtM&TW:JXA(mmitﬁﬁmmﬁz
EED) BT HIVLERLY T, 2—V—F
VIR ENDHGE, FiEFE 7740 (RE
T a7 4 FXal—ary TrANRE) |[TES
iE/\ El*i]?/l’féﬂﬁmwﬁﬁ/f /IX ]\&7—
HAP 2 ARNRFEIZT L =0 TFARDI/IRAYT —
DIZERENFET,

shal FRRESZ A

Sha224 Sh3224 u}g HE& /]) 7

Sh<'51256 Sh3256 EN an:& /]) 7

sha384 Sha384 & Gy HE&/]) 7

shab12 Sh3512 BN an:& /]) 7

{hash | plain} NAT— RiZ, B bRRERITTL—o BT, a1k

U— R, 16 EBDOEATHLLENH Y £7,
ARVEFTIHLE TAET b
ATV RE—F a7 4 Fal—3 3 (config) #
avy FERE )1)—Z EERR
2.0.0.306 Zoavwy RpEAINE LT,

ERLDOHA KSqY T~V —ZRELH, SNMPA—Va VU 3DKRA MARETHLERSY £F, b7 v 71

RIEShiza—HY =727

Ik ESNDTD, X—7 v FIPT RLALLBIZZDOARA N &

ETHITNE, 2= E2RETILENRDH Y 7,

1

ise/admin (config)# snmp-server user testuser v3 ?

hash Hash Passwords

plain Plain Passwords

shal Shal authentication
sha224 Sha224 authentication
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snmp-server user

sha256 Sha256 authentication
sha384 Sha384 authentication
sha512 Sha512 authentication

ise/admin (config) # snmp-server user testuser v3 hash authpassword privpassword
ise/admin (config) #
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snmp-server host .

snmp-server host

SNMP kT v 72 ZEFHITEETHITIE, 207 4 F2L— g F— FTsnmp-server host
a<w U REFERLET, T 740 T, SNMP R T v FlIA F—7 Mo TWEST, 5
7 )V F T, UDP &A— ~iZ 162 T,

\)

GE) snmp-server host I~V REMEHAT 2HIZ, SNMP 22— —%2{ERT 24BN H Y £,

snmp-server host {ip-address| hostname} version {{1| 2c} community | 3 username engine_ID {hash
| plain} auth-password priv-password}

snmp-server host {ip-address| hostname} version {{1 | 2c} community | 3 username engine_ID shal
{hash | plain} auth-password priv-password}

snmp-server host {ip-address| hosthame} version {{1|2c} community | 3 username engine_|D sha224
{hash | plain} auth-password priv-password}

snmp-server host {ip-address| hostname} version {{1|2c} community | 3 username engine_|D sha256
{hash | plain} auth-password priv-password}

snmp-server host {ip-address| hosthame} version {{1|2c} community | 3 username engine_|D sha384
{hash | plain} auth-password priv-password}

snmp-server host {ip-address| hostname} version {{1|2c} community | 3 username engine ID sha512
{hash | plain} auth-password priv-password}

No o FEEEEZEIRTAICIE. 20wy FOnEREFERLET,
\)

GE)  SNMP /N— 53 DARA R CiscoISE THREINTWDHEE, M7 v 7T EI N2 —
P—ZFIHEEND 2D, 22— —Z2Z DR A MIREEMNT 20 RH Y £9°, snmp-server
host =~ > R&ZBI L%, b7 v 7 &2 5T 511, CiscoISE TRHREIANTNDZ LT
VA NERICZ LT U L EM ST, NMS T2—H—27 LT U Uy L ERET DLENH

0 ET,
X DA host SNMP i@ & ZETHHRA R ELET,
ip-address SNMP AR A D IP 7 KL A, ik 32 LFO R T % Y
—a—o
hostname SNMP G# IR A b DA4HT, K 32 LTFOFET 5P HR— b1
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VT4 FaL—Y3av E—FDCiscolSECLI I K |

version {1|2c| 3}

(FE) . FT YT OBEIEATESNMP DR~V g, T2
X1 T,

version ¥ — 7V — R& T 55513, ROF—U— RDOWTi)
LET,

e 1 : SNMPvl,
e 2¢c : SNMPv2C,

* 3 : SNMP v3,

community

CiscoISE & NMS & D] TOAMEF—2HEL ET, RID
DO RILF- L/ NCFEDRRB ST, AR—A I TE £
TxNbh a3a2=7 4 AU 7L Tpublic] T, CiscoISE |
F—ZEH LT, &H(ESNMPERNALTH D08 5 0% T L

username

(73, SNMP R— 3 0 3 BRI LT 3A SO I BE)
ISE CSNMP N—2 5 3 DARA RPBRESNTWALERE, -
ARA N 2 BT £,

engine_ID

(A7 3, SNMP N— 3 03 2588 LA DN
ko dID,

auth-password

(7> 3, SNMP R— 3 0 3 238RIR L7233 A DO BB
a—P— R2AT— RKEZHRELET,

priv-password (7> a3, SNMP /R— 3 0 3 Z38IR L2 AIC DO L 8)
2= RRAT— RERELET,

shal FORES A T

sha224 Sha224 FEFEX A 7,

sha256 Sha256 F&GE S A 7,

sha384 Sha384 FEFEX A 7,

shab12 Sha512 BFEZ A 7,

AVVEFIAAE AR

ATV R E—F a7 4F¥2b— a3 (config) #
vy FRERE Jjy—= EENE
2.0.0.306 Ioavwy RPREAINE LT,
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EREDAARZA

snmp-server host .

SNMP 3T CIZHRTEINTWAEA., CiscolSE TIIT7T X774 7 ADiEdE) (Jr—R) Kic

lcoldStart(0)] ~7 v 7 %% LEJ, CiscolSE Tix, mUNIEEIT 2 & =T TcoldStart(0)]
N7y T HFET D Net-SNMP 7 T A4 7 > ML, 151725 & & 3EERAGDO T v 7
InsNotifyShutdown| ZfEH L £,
snmp-server host =~ > & ffl L T SNMP % Fg% & L7=121%. 8 OBA, EfED

lcoldStart(0)] ~7 v 7 C% [warmStart(1)] b7 v 7 THR<, REBAGDO T v
msNotifyShutdown] %4k L F 9,

Y

GE)

1

SNMP b7 v 7% —% v KA M4 £721X FQDN I L » THE S, DNSIZX->TIPv4 &
IPV6 D ST DT R L AR S D5H4A . ISE (X ipve Tld7Ze < IPv4 2 L TIPV6 7 = 7 /L A
B 7 B—0y NZEEIZSNMP F 7 v 7 Z2EELET, IPv6 2N LT R T v 7REEFEIN
5 X918 T B2, ISE EFE L, DNS I L - THR A 4 £7212 FQDN O &% IPv6 12k L
THRRRT D0, FTUESNMP N7 v 72 ET D& ZITIPve 7 RLAZEHERET 5 Z &0
TXET,

ise/admin (config)# snmp-server community new ro
ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #

ise/admin (config)# snmp-server host isel version 2c public

ise/admin (config)# snmp-server community public ro

2012-09-24T18:37:59.263276+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:44474]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (29) 0:00:00.29, SNMPv2-MIB: :snmpTrapOID.0

OID: SNMPv2-MIB::coldStart,

SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
ise/admin (config)# snmp-server contact admin@cisco.com
2012-09-24T18:43:32.094128+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:53816]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (33311) 0:05:33.11,
SNMPv2-MIB: :snmpTrapOID.0 = OID: NET-SNMP-AGENT-MIB::nsNotifyRestart,
SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpNotificationPrefix

ise/admin (config) # snmp-server host a.b.c.d version 3 testuser 0x12439343 hash authpassword
privpassword
ise/admin (config) #

ise/admin (config)# snmp-server host a.b.c.d version 3 testuser 0x12439343 ?

hash Hash Passwords

plain Plain Passwords

shal Shal authentication
sha224 Sha224 authentication
sha256 Sha256 authentication
sha384 Sha384 authentication
sha512 Sha512 authentication
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. snmp-server community

snmp-server community

ity N —27&H 7o hajl (SNMP) ~D7 VB RA&EHFATHaI2=2F 4 T /A A
N U RBRETAHITIE, 27 4 F 2 b—3 3 2 F— FTsnmp-server community =< > K
EHEALET,

snmp-server community community-string ro

COMREE NS DICIE, Zoavwr RonBEREFEHLET,

Nno shmp-server

X DA community SNMP 23 a2=5 4 AN 7 hTBELET,

community-string NRAT—= RO LD ITHEEET DT 7 B AT, ZHUZ L > TSN
T RANTFAISNET, ZBEIEATEE A, RK255 307
FhEYFR—-NLET,

ro AWMV ERT 7 ARFEELET,

AT YR FI4IL R T 7 /v N OEBERLEIZDH Y AL

ATV R E—F a7 4Falb— 3 (config) #
av >y FERE J1)—2 EERE
2.0.0.306 Zoavy RRBEAIhE L,

FEREDHA KS4 > simp-server community 2~ > FTE, 2 Ia2=7 4 A M) 7 Lg[firoadaEd 20 EN D
DET, HELRWEES, =7 =234 LE 7, CiscoISE O SNMP =— = o MM, FiAH
DEHDSNMPv]l 77 AL SNMP v2c 7 7 & 2 & RO MIB IZH#4E L £,

« SNMPv2-MIB

« RFC1213-MIB

« IF-MIB

« IP-MIB

« IP-FORWARD-MIB

« TCP-MIB

« UDP-MIB

« HOST-RESOURCES-MIB

« ENTITY-MIB : XD 3 50D MIB Z4(DZ7)% ENTITY-MIB TH AR — h ZivET,

« B ID : entPhysicalModelName
¢ /N— 3 > ID : entPhysicalHardwareRev
« > U T )L : entPhysicalSerialNumber

* DISMAN-EVENT-MIB
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snmp-server community .

* NOTIFICATION-LOG-MIB
» CISCO-CDP-MIB

il

ise/admin (config) # snmp-server community new ro
ise/admin (config) #
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. snmp-server contact

snmp-server contact

SNMP $2f5 D E ERIEFH~N—A (MIB) & v AT AMIHRETHITIE, a7 4 Falb—vav
F— FTsnmp-server contact =~ > F&MHA L £, AT 2EKEHEREZEIRT 5121, 2
Da<ry FOonERNE2FEHLET,

snmp-server contact contact-name

BX DA contact ZOEENEG ) — FOHYEFEZIBELET, RK255LFDOFEH
A—=rLET,
contact-name J— ROV AT &SGR 2 R T CTH, 255 0T F TOHRH
FELET,

ATVRFEIFIR T 7ANNOEEREITH Y A,

ATV R E—F a7 4 Fal— 3 (config) #
Qv RERE J1y—2= EEARAR
2.0.0.306 Zoavry R EAINE LT,

FEREDHA KSq4> L
1

ise/admin (config)# snmp-server contact Luke
ise/admin (config) #
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snmp-server location

SNMP 24— 3 > MIB [E% ¥ AT A

snmp-server location .

IRXET DI, :/74’%11/%&5/%%]\1

snmp-server location =~ > REMEHLET, Y AT7Lanr—ra SEREHIRT 51T, 20

avr FOnoJEAZEHLET,

snmp-server location location

B DEREA

AU R TIAIE

ATV R E—F

location

ZOEEHS ) — ROMBERZBFTERE LET, HK255°
FhrYHR—FLET,

location

VAT AOWE O r— g UNEREETUTA, 255 LFEES
THRELET,

T 7 4V h OEHEEIZH D FH AL

a7 4% 2l —3 3 (config) #

av Y RERE

FREDHA K514

1) =2 EENE
2.0.0.306 Zoawry R EAShELL,

word LA TliE, BEEORICT v X4 2ay () Flidnga 7y () 2T 2 L2689
LEd, word SUTHICHEEDORIZZEAZ AT 2546, SUTH% —Es AT (") Tl L3

NV ET,

511

ise/admin (config)# snmp-server location Building 3/Room 214

ise/admin (config) #

15 2

ise/admin (config)# snmp-server location “Building 3/Room 214"

ise/admin (config) #
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. snmp-server trap dskThresholdLimit

snmp-server trap dskThresholdLimit

CMM%N%?475V@Vfﬂ#ﬁ?{%?ﬁ%ﬁ@b%wf@@ﬁ:th%’\WMP
P—N—=N TV TEZETHIIORETHITIE, 27 4 Falb— a3 F— R Tomp-server
trap dskThresholdLimit =~ > RZ4H L £,

snmp-server trap dskThresholdLimit value
T A ATERZFR LEVEICE LRI N7 v TOREZEIET5I2E, 203~ 2 RO no

FEREMHLET,
X DEREA value FEFATREZR T 4 A AR—ADHREFRIE, BEOFPIL 1 ~
7,
ATV R FI4NN T AN NOBEERMEITH Y A,
ATV R E—F a7 4Falb— 3 (config) #
av Y FRER J1)y—2 EENE
2.1.0.474 Zoavwry RPREAINE L,

FEELEDHA K54 CiscoISE DT RTHO/NR—F 1 ¥ a ANIHETHRETT, LEWVEORAE 40 ([ZRET D
L. R=T 4T a DT 4 AT A 60% A I, FED 40% IR o TR T R T v TR
ZELET, DFV, BEEEARESNMEICELZE XN v IBREEEINET,

CiscoISECLI 26 Z D a~y RERET D EL kron ¥ a 7854 2 LICFEFTE N, Cisco ISE
DR—=TFT 4 arrlDOFTOERLET, WTINnoR—F7 g BN LEVED ERRIZET
%L, CiscoISE [ZFXE SN TWD SNMP H—"— 2 v T v T2 EELET, T4 A7 DA
BLOLEZVWED EBREHEELET, HEONR—FT 4 a B LEVED ERIZET S &

BEDO NI v THREEEINET, MIBZ7 7 UHFDORNT v 7 L—"%MiHLTSNMP k7 »
TR TEET,

1

ise/admin (config) # snmp-server trap dskThresholdLimit 40
ise/admin (config) #
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snmp engineid .

snmp engineid

BEEDOT P ID &8 LWVMEICEFE T 5I21E, 307 4 ¥ 2 Lb—3 3 2 F— FTsnmpengindd
command ZfEH L E7, Zoa~vy ML, BEFEOTRXTO2—F—ZBIERT 2 0E R H 5
LWVWIHIBEEFIRLET,

snmp engineid engine ID_string

RELTEZZ VU ID ZHIBRT D3, Z0a~vr ROonoEXREFHLET,

X DA engineid MfEOT P ID 2 EE LTS LUVMEICEE LES,

engine ID_string TV ID ZFNT DR 24 SLFDO TS,

37“/}37_"‘77]')[/f‘ o~ F@?ﬂ77k/1/}*1l§0i3?)@iﬂ‘/uo

ATV R E—F a7 4 X2 b— 3 (config) #

av Y FER Jiy—= TEAR
2.0.0.306 oawy RPREAINE LT,
451

ise/admin (config)# snmp engineid Abcdefl129084B

% Warning: As a result of engineID change, all SNMP users will need
to be recreated.

ise/admin (config) #
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. synflood-limit

avo

4F¥1L—23Y E—FOCiscolSECLaT K|

synflood-limit
TCP SYN N7 v b L— MBRAZ R E L £ T,
synflood-limit ?
BXDEEA synflood-limit FAEND 1 #HHT-0 D TCP SYN /347 v kDR,

AR FIAILE

ATV R E—F

?

1 ~ 2147483647 D& D % 45

ETEET,

F7

=V

AV OEIECEIZH U FH A,

74X alb—3 a3 (config) #

avy RERE

FEREDAHA RS2

1))

LERR

2.0.0.306

Zoavwr FREASRE L,

32

synflood-limit @ running-config )& (2, LD & AV 7-HllBRAE A %

<Y ELE, 2720

iﬁ—o

L. synflood fllfRClE, 5] 54k

LRI

il

TCP

BE
HY

SYN /37w b L— MlRZ R ET 51

ENTWDLERED L— MR
i‘a—o

i?ﬁo

o I FRAE Y 5001/s 7> 5 10000/s DA, fEIE 10000/s
o HIBRME DS 3334/s 725 5000/s DIGE
o IR AY 2501/s 75 3333/s DA
o HIBRAME DY 2001/s 725 2500/s DFE I 2500/ |

o HIFRE2Y 1667/s 736 2000/s DA

o HIFRAEAS 1001/s 725 1111/s DA
o HIFRAE DY 910/s 725 1000/s DHA
o THIFRAE2Y 834/s 736 909/s DA AN 909/s

o HIPRAE DS 1429/s D25 1666/s DiGH

—

o FIFRMEAS 1251/s 7205 1428/s DA

o HIPRMEAS 1112/s 225 1250/s DIH

. fEE 1111/s
fiE1% 1000/s

. synflood | [RDFXF
PUTFIZ, 2O R¥ =22y NOEREER CORIRMEOE Y LT ks BRI LTV

% 5000/s 12

. fEIX 333345 12

H1Z 2000/s |
HI1T 1666/s |
ML 1428/s |

. E 1250/ 1

X, Z @ synflood-limit 2 H L £,

LY, RELIKERRDGED
28y EFohET,
g EFohEd,
oy EFesinEd,
HY BiFehET,
280 EFohET,
28y R enEd,
E EFenET,
g EFohEd,
W28 BB ET,
WZEh EFoinEd,

280 EFeinEd,

o HIRAEDS 150 R OE A ADIFITORLEE A,
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synflood-limit [

1

ised49/admin (config)# synflood-limit 5099
ised49/admin (config)# do show running-config | include syn
synflood limit 5099
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username
SSHZ MM L CCiscolSET 7T A4 T U AT 7 B ATE D a—H—ZBINTHITIE, 27 ¢
¥al—varE—KRCusernamea~> REEMALET, =—FRIT TIFET HHEIE.
ZOATY FEMHLTNRAT =R, FriEL -~V FREMTEZEELES, VAT L00
2—FEYIRTHICIE, ZDavry ROnEREEHALET,
username username password hash | plain {password} role admin | user email {email-address}
BEFO2—F =23t LTE, koa~vy RATva v EFERHLET,
username username password role admin | user {password}
BX DA username 3% username 121% 1 DOHFEO L EFIRETE ET, ZAC_HE
("M IR TE A, &K3 LFOFEKETEVR—F LTS
password INAY— RZdEELE T,
password NAT— R, 40LFETOREBFTHELET, AT — NI,
DFHAL—PIHRET D2RLERH Y £7,
hash | plain NAT—=RDEA T, R34 LFOFBTE Y HR— b LET,
roleadmin | user Z—HF Dz —W— g — L L L L EBRE L E T,
disabled =P —DEFA—NT FLRAIE>T, 2=V —%7T 1 &—7
ESr AN
email 2= —DEFA =NV T RLRAEZRELET,
email-address 2—PF—DET AN T RLAEZEELET, =& 213,

AR TIHIE

ATV R E—F

user] @mydomain.com ® X H IZHRE L 7,

RERF DO~ —F—T7,

ay7 X2 lb—3 3 (config) #

av Y RERE

FREDHA FS14 Y

)= EERE
2.0.0.306 Zoavwry R EAShELL,

username 2~ > R CliE, username 3 & N password & — U — KD IZ, hash | plain and the admin
|user 7Y a VEAIRET HDHENRH Y £,

511

ise/admin (config) # username admin password hash ###### role admin
ise/admin (config) #
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username .

15 2

ise/admin (config)# username admin password plain Secr3tp@swd role admin
ise/admin (config) #

1513

ise/admin (config)# username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com
ise/admin (config) #
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B otos=as

ZTDMDSEER

KDY > 7121%, CiscoISE TIEET 2 L I TEL2BMDY Y —=2ANGERTHET,
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco ISE End User
Documentation.html
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[(EE) YRR ZCERICAZEIIZ, REEDTE (www.cisco.com/jp/go/safety warning/) & CHERLEE W, AEE, kB RaARITR
F1AVMOBEMRTT, VUIBERICOSELTE, BAREBRBERAT., ZERIZT Y ITT—AHY. YD IEDR—UHABHERSL
TWAEENHYFEFTLETTERLLIESVD, HETESBEMRELGYFEFTOT, ERXBABICOVTIEREY A FOFF1 AL FESEE
S, T, BHZEDRICDONTIE, BAERFT/NA— bF—. Tk, BHELFICTERCESL,
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