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AT v 78 Duo Security Z i L THIOWAEERZ 22T, a7 A UV EKRLET, VAT AILEST
07 A VU OHERR S HU. Cisco Secure Sign-On % v ¥ 2R — RN F/RENE T,

AT 75 Cisco Secure Sign-on & ¥ 2 /R — RN Tiiit)72 CDO ¥ A V%7 Vv 7 LET, CDO XA /L%
Y w735 & https://defenseorchestrator.com [Zf &) L, CDO (EU) ¥ A rz27 Vv I35k
https://defenseorchestrator.eu (B8 L £9, 7, CDO (APJC) # A rzr Vv I35k
https://www.apj.cdo.cisco.com (2 E L F 9,

[ 7: Cisco SS0 %y & 1 7KR— K
il . -
Cisco
Work

CDO CDO (EV) DO (APJC) CDO Docs SWC

ATYT6 WHOA—v T 4 r—2E2RELTWDLEAIE, A=k T4 r—4%0ua%r ) vy 7 1LT
[Duo Security] 7> [Google Authenticator] % %R L &7,

cBEfFDT S MITTIla—F—L a—RFRBI5A1F. 0T Mo s/ LE
ﬁ—o

e T TIEEDOT F v Moa——La— FRH DAL, BRiEo CDO 77> b &38R
TEET,

BEFOT T M= =L a— FRRNEEIEL, CDO Oz s 220, 72T b
TATAT AT P EBERTEET,

O—42yFJOEDa =V % ERLEI7AT7 04—
)LD ER

LD ALK DY S Threat Defense 252 1 J -7 6, AMA v X —T = ANDA U HX—F v MZ
TIRBATEDLLIZ, 77 AT U —MIr—T V%R L CEREZ A T D720 T,
FOTBHE, PROFHFIIREEZTE T TEXET,

PROEEBZIIHRTHI7AT0+4—ILDI) TILESDIRH

TrAT VA —NVETy JIZRETDPEER Yy 7 A2 ETHANT, TROEEHE LEE T
DXV TNAFESEREERL TBEET,
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ATy

ATy T2

ATvT3

D7 AT I F—INDT— T IR .

FIE

vy—vbvy—varF—3x FEBEELET,

=T N EERT DHL. ETRE T AT U —IVOEREANDENS, T AT Ur—IL
Rolr—VDA v _ M) EHERLET, YY—YDL AT U b, arvkR—%rb BLO
LED IZOWTHHE L TBL LENDH D £,

T7AT =D TINEESETEELET,

T AT U =D T AESL, BEERy 7 A EHINLTWET, /2. 77 AT U4 —
N —VDEREICHD AT v I—IZ b I TWET,

T7 AT UA—NDY ) T NESEIT fHA/FROARLLED CDO * v U — 7 EHEIZIEE L
F7,

2y NU—I8HEIT, a—F v Frablamr TERBICL. 77AT T+ — WL
TUVE—FNCRETDEDICT 7 AT UA—NADOV Y TIVESNLEILRY 7,

CDO BHE LEEERM T, AV R—TFT 4T DI LTA L ERELET,

274 T 94— LD — T )LIER

ZOME Y7 T, CDONWNEHETE % KL 9 IZFirepower 1010 2 1~ b7 — 7 (28325 HiEIC
DWW L 97,

XTI 7 AT O —NEZTMS THRy NI —JIZHERTIHAIE. o742 T E< 72
SV, ETATIE, 77AT U4 NET AT VA IVDAT—HAERT T 7 AT U4 —
NV EDLED =7 ZZHOWTHB L TWET, MEIZG U T, ITHM & —FEIZLED # /.5
PUTT 7 AT I —VDAT —H ALl TE£4,
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8: Firepower 1010 0 7 — 7 JLEZ#R

Ethernet 1/2-1/8 Switch Ports
inside, PoE+ on Ethernet 1/7 and 1/8

Ethernet 1/
outside, DHCP from Modem (Optional) Console ports
B F @ reon s
sinanfna
cizce
!
&
(=)]

Modem or Router %

! Management Computer

n—XoFTubVa=rTiE, A—VFxy b1/ GME) TOCDO ~DHEGAZ AR — LT
WEJ,

N

) A=V Fxy bIR~IBIFIN—KRT 2T A vFR—FE LTEHEINTWET, PoE+IA —
PRy /T RBIR THHEHTEET,

)

() PoE I Firepower 1010E TlI¥ AR — STV EHA,

FIE

ATV vy —VEROVMITET, "~ RV = THEETA RESR LTI,

ATYT2 A—YVRXy b INAVE—T A ANETA R T Xy hT—27 (WAN) €7 AIZF v b
T— 0 r—TNVEBHE L ET, WANET AL, b A v —y N T 2 Th v,
T7AT A —NPbA L Z—Fy baD— MIb7e ) ET,

ATv T3 NI RARA > h& AA v FK— | Ethernetl/2 — 1/8 (27— 7 /LT L £9°,

A —HF v b 1/7BION1/8 1% PoE+ R— kT,

ATvT4 (EE) FHars b a—Fhar Y —)LiR— MIERLET,
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| CDO T Threat Defense O &R
77479 +r—LoEE0RA ]

T, BERIERT 372002 0 Y —NERIIVNEL Y A, 72770, T T a—
T4 TIIRBRIGENH Y 77,

TJ7A4AT724A—ILOERDZEA

VAT LAOBRITER - FTHEIShE S, EERAZ 3D T A,

)

(GE)  Threat Defense Z ] CiEE 45 & i3, WIHLIZK 15 ~ 30 5300 £97,

FIE

ATy T BRa—RET AL AR L, By MR LET,
EIF o — FZ22E LiATe L EBIRAHBIRICA Y £97,

ATV T2 FARAZAOE@MEITETICH HBIF LED 22 LE T, SEARICEIT L TWAEAIEL, T2
A ADBIRNA > TWET,

Power LED
| l—Status LED

WE @ rreommm & 4
sofnenfua (=]
CI3ED

I
A=l
[=]e)
(=) =]

EARVIC =1 2
VDS =484

| —

ATV T3 TARALADOEREIILEHICH D AT — X ALED #fER L £9, AT L TW DA
EIREARFZWNIC AR L TWET,

ATV T4 TALZADOYHEIT EHICHD AT —X A LED MR LE T, T8 ANEFISES LT
W5 & AT —H A LED 3FkEICTIER R L ET,
RER S HEE1E. AT —Z ALED A Ly PAICTIER AR L ET, Zo%EAa1E, ITH
PHIZERE LT 72 &0,

ATFYTE FAALAOEmMEIZEHOAT—2 2 LED 2R LET, /54 A2 Cisco Cloud (285559
BHE, AT —42 ALED DMk talld o< 0 LA L FET,

FENH ST, AT —ZALED BA L @A EFEEIZEIR L. T34 A2 Cisco Cloud 12
BIFE Lo &l ET, ZOHREIE, Xy NI 5 —TNURnA =YXy M1/ AV
H—T A AL WAN BT DMIEH SN TWD Z E 2R LET, Xy NU—7 r—T V&
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B o—sv57neva-vrcsa7rrouAER

L%, 105 ERE L THT 251 A Cisco Cloud 125 L2 WA TE. IT EPICHER L
TLIZEW,

RDEZRY

CITHIM L #AE AT > T, BAMEFO LY A ATA L T 7T 4 T 1 ZMR LET, Ao
CDO HHEL L biala=r—va VA EAT ILERDH Y 7,

CcIDEATHETTDHE, CDOBHEIIT AN, 22— b NOREBIVEHTE D
L2 ES, ZTNTETTY,

O—AyFTAED I TI2&BT/N ADEAESHE
R—HyFTuEYa =TT N ADY Y T IVE G M L7z Threat Defense D3 AME(

FIE

ATYF1 CDODF S~ a4 RUT[A kY (Inventory) 1227 U w7 L, HEDTT

ARH () 7V w7 LTCT/NA A% [A R —FK (Onboard) ] LET,

ATw 72 [FID| XA NVEERLET,

ATv T3 [[FHE—F] T, [FID] NERENTWEZ L 2HRLET,
FHE— RE LC[FID] Z &N L12ZITWVOTEH, [A~v— A 2DEE (Manage Smart
License) | %7 U v 27 LT, 7 A ATHEHAARERAY— T4 BV AZEEH LD, BEFOD

A= IA B RAEEE LY TEET, HHAARERT A B RTHONWTR, T4 A%
Wi+ s (1~=v) 22RLTIEE,

ATV T8 AR —=T 4 7 HEE LT[V Y TAERSEMA (Use Serial Number) | Z3#R L £9°,
9: ) 7ILBEEHEA

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &'
Firepower Threat Defense

= =
=
- FDM &
m Use CLI Registration Key
C ion

Use Serial Number

hod f

Manage Smart License

AT v T [kt (Connection) ]fEIKT. [F/34 ZAD VU 7 /L& S (Device Serial Number) ] & [F /34 A
4 (Device Serial Number) | Z# AJJL., [k~ (Next) 1227 Vv 7 LFET,

. CDO T Threat Defense M R
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ATvT6
ATy 17

ATvT8

ATvT9

—

A oR—T

LD R

FoR—F 1oy —rEEALEI 7479+ —L0EE [

[XAT—=FRO Yty bk (Password Reset) ] fEIK T, [1TV, ZOFHLWT AL AT /A0
TRV ¥ ORED STV EH A (Yes, this new device has never been logged into or configured
foramanager) | A7 v arRFrE 7Yy 7 L, IR~ (Next) |27 Vw7 LET,

[R U —%Y 4T (Policy Assignment) 1 ICOWTIX, KRy F¥ 7 A=a—%2H LT,
THRAAOT 78X 2y b= RK) —2BRLET, NI —DBRESNLTORVWES
X, [T 74NV DT VA2 ba—/LR Y 2 — (Default Access Control Policy) ] %% L £
R

[V T7T A7 V7 arT A& A (Subscription License) 122V TiE, BN T HEHERET 1
B AEF 2y 7 LET, IR~ (Next) 127 U7 LET,

UER) [M>_X> FU (nventory) |"X—T DA~ Z &7 4 VHZBIIENL DL D, T3

ATV EBMLET, LB AL, FWNWT T ARK () FERLET, T
X, CDO ~DEAYEFRIZT A A SN E T,

RDEZRY

[ X P UIR=Un 6 BAWE L72IE0 0 OF A ZZ@IRL, AN H 5 [EH] ~A
VNCERFRSN TV LA T v a Oz @E@RLET,

4G4 F— FEEALI T 7 A 74—

DRI a T, CDODA Y R—TFT 4 v T4 —ReEHLTAVR—FT 4 7 HIZ
T7AT VA —VERETDHIEIOWTHEHALET,

274 T 94— LD — T )LIEk:

IOy 7 T, CDOMNEIETE % K 9 T Firepower 1010 &2 1 v b U — 7 (8T 5 HIEIC
DWTHH L ET,

CDO T Threat Defense M E .
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10: Firepower 1010 O 7 — 7 JLEZ#%

Management

Ethernet 1/2-1/8 Switch Ports Computer

inside, POE+ on Ethernet 1/7 and 1/8

console OR
inside

Ethernet 1/1, outside - (Alt.) management

I W F & reeoon s
stfnanfns
CI2EQ

g8

EARDE =1
TWYDC =484

Modem or Router

VY Ty TR~ R = T VB ARICERE LA v F—T oA AT U T, A v
B =T oA AFITEBA X —T 24 ATCDO ICHHTEET, ZDOHA RTiE, A1
VHE—T 2 A AR LTWET,

N

(B A—V Xy MIR~IBIFINN—KRT =T AL vFHR—FELTHEINTWNET, PoE+IiIA—
PRy P 1TBIOI8 THEHATEET,

)

() PoE I Firepower 1010E TlI¥ AR — h STV EHA,

FIE

ATYT1 Uy —VEROMTET, "~ R7=2TRETA REZRL TSN,
ATFY T2 A v FZ—7 = A A (Ethemet 1/1) ZANE/L— Z 1285 LET,

HDHWNE, v~ 3=V T BRIIEHA L H—T oA AEFHTEET, AL, ZOHA
RCIXFEIWCHAEA L X —T oA AT VROV THBELET, “hd. UVE— M TR
AWVSIARREEREW T UL THAET-HTT,

ATY T3 N RRA > F&AZA »FR— b Ethernetl/2 — 1/8 |27 — 7 /L CHEot L £,

. CDO T Threat Defense M E R
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77479+ —LoEREA |

A —HYxv b 1/7BLO1/8 1% PoE+ R— kT,
ATy Ty HEHa L  Va—HFhkary ) —)LiR— MERIENEA v X2 —T7 = A AT LET,

CLIZBEH LTIty b7 v 7 &2 F T3 25613, a0 Y — R — MIERT OLERH Y
4, I Y= R —=HFI, FTTN2—T 4 TORTHEMNEICRIBEENH Y £,
DeviceManager i L CHI#E >~ N7 v 72 EITT 55813, WEHA > ¥ —7 =4 A2
LET,

T77A4T7 94— ILOEBREA

VAT LAOBPFITER T — RTHIEI S E T, BEAZ 3H0 A,

)

(GE)  Threat Defense Z ] CiEEN§ 5 & 1%, WIHLIZK 15 ~ 30 550000 £97,

1R BRI

TNA AR L TREEORSWENZMET 5 2 ENEETT (o 21X, MEEEHREE
(UPS) #fH) . BHIDY v v NE T U EI{TDIRWTEINRbND L, BRET7 7 ALY
AT LOBEEGEFIEEZTHREERH Y £, NIV 7700 RTIIEICEZEDO T m& ANE
ITENTWT, BABEDNA L, PATAER T L—AT NI ¥y NET LU TEXER A,

FIE

ATY 1 BRa—RET A AR L, BRI Mok L £,
EBIR o — FE2E LA E BRSPS EHEBMICAY £97,

ATV T2 TN ZAOWHEETIT LEICH HEIR LED 2R L E T, SIS LTV D5E8IE. 74
A ADBIFENA>TWET,

Power LED
| l/status LED

WE @ rreommm & 4
sofnenfua (=]
CI3ED

g |-

EARVIC =1 2
VDS =484

—

ATYT3 THAADY @if:&ij:%mlébéXT S ZALED Z M8 L9, FEIZRIT LTV 2D5HE13
BIFRBRARFZENC A LTV,
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B Aot T - FEERLET A RO VK= T 4 v

FoR—=—TFT A4 T04F—rEERALETNA AR VR—T 427

ATy 1

ATy T2
ATvT3

ATvT4

ATvT5
ATvT6

ATy T1

ATvT8

CLIBFkF—ZfH L. CDO DAV R—F 47 ¢ ¥ — K%/l L T Threat Defense % 7 >
A—KLFET,

FIE

CDO DT —rar 74 RUT[A XY (Inventory) 1227 Vv 27 L, BADTT

ATRH () 7 Vw7 LTCT A A% [4 R —F (Onboard) 1 LET,

[FTD] # A V&R L ET,

[FHE— R]C, [FID] BRI TNWD Z & & fiEB L E T,

BTHE— RNE LTC[FID] Z&INL12ZITWVWOTEH, [A~v— A ZXDOEE (Manage Smart
License) | %7 Vv 7 LT, T/ A TCHHARERA~Y— M7 AU AR LIZY | BEfFO
A= IA B RAEER LY TEET, HHFARRIA Ao, T4 A%
545 (7—) #ZRLTIZIV,

F v R—=T 4 7 HiEE UT[CLIR S F —Z i H] (Use CLIRegistrationKey) ] & 8R L £7,
11:CLIEFF—%ER

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from
e

CDO after onboarding. Learn more &
Firepower Threat Defense

Manage Smart License

[T /34 24 (Device Name) 1 & AJJ LT, [k~ (Next) 127V v 7 LET,

[V —ED YT (Policy Assignment) [IZDOWTiX, Fryv 7 H o A=a—%{fHLT,

TNRAADT 7 A arybr— R —2@8RLET, R —DBRESNTWRVGE

X, [T 74NV EOT A3y ha—/LAR Y v — (Default Access Control Policy) ] 3R L &

7

[ 7 A2 U7 3T A+ A (Subscription License) |22\ Tik, [#BEEFTDT /3 A A
(Physical FTD Device) | A7 > a AR %27 Vw7 LT, AINZTHEMET AL A%

FzvZ LET, IR~ Next) |27V v 7 LET,

[CLIE &k — (CLI Registration Key) ]IZ-2\TliX, CDO L, BEkx— L ZDMDI/RIT A —X

PEALCa~y FEARKLET, Zdha~vwy REa b — L T, Threat Defense D #IHIHERL T

T 20ERHY 3,

configure manager add cdo_hostname registration_key nat_id display_name

CLI T®, F721% Device Manager % L7=WIHEREDE T

. CDO T Threat Defense M R
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agzz I

«CLI ZfE L7-IRR EDFEIT (23 %—2)  BEIR VU N&E5ET Liztk. FID CLI
TZmavwy Fea—LET,

» Device Manager %z i l L 72 JHIER € D FEIT (28 <X—) : =<2 K® cdo_hostname,
registration_key. nat_id ™54y % [Management Center/CDOD R A 44 /IPT K L A
(Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO D % fk % —
(Management Center/CDO Registration Key) ], [NATID] 7  —/L RiZa ' —LE7,

i

CLIty b7 v 7FOHV T ra<w R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUL Y hTy7OH o7 avr R ayR—3y ke

[ 12: configure manageradd 1< > K3 iR—3% 2 k

cdo_hostname registration_key
I I
|

I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9OE
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

ATYT9 FUR—=FT T4 —=FT[R~ (Next) |27V 27 LT, T3 ADBGEFMG L E
j—o

ATFY T  (EE) [4 XU (nventory) |- S—Y DI~z &7 4 L F PRI S L 5, T34

AT EBMLET, LB AL, EWTTARE () FENLET, TUL
X, CDO ~DE AHEHRIZT A ATEAINE T,

RDBERY

[f Ry hUIR=U0 b BARE LT2IE0 D OFT S ZERIRL, ARICH 5 [EEE] <A
NEBRRENTWELE TV a v OWTEER L E9,

=i

FHAER TE
CLI 721 Device Manager % f# [} L C. Threat Defense D#JHIFRE % EIT L £,

CLI Z{E A L F-#I AR E D ETT
Threat Defense CLI (Z#2f5¢ L CHIMIER E ATV E T, CLIZEH L Tty N7 v 7237
THE, BHA LA -T2 A ABLR X =T TIEBR AU H—T 2 A ZADFHEDHFDME

FFSiLEd, DeviceManager ZfEH LTIl > b7 v 7234745 L, BHEHA X —T A
ABIPY X =V X T I AL U HA—T 2 A ZAOFREITMZ T, EEOZHIZ CDO Y] Y

CDO T Threat Defense M E .
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B cuzemLr-anzEoss

ATy T

ATy T2

ATvT3

ATy T4

Z 7o & =T, DeviceManager C5E T L72 T XTDA ¥ —7 = A AERDIRFEFSNET, 77
A Ay b= RY =R EDMDT 7 4V FREIFRFFS RN EITERL TS
AN

FIE

=1 — LR — | C Threat Defense CLI (255t L £,
21 —)LiR— ME FXOS CLI (285 L £,

2 —H%—4 admin B L OVIA T — K Admin123 a7 A > LE7,

WD TEXOSICR 7 A v Li-E &iE, NAT—FREEFTLHIIROONET, 202U —
Ri%. SSH @ Threat Defense & 7' A T HHEH I E T,

G¥) NRAT = RRTTIEFEN T TONLRWEEIE, T3 2 &HA A—I{kL
TRRAT—=RET 74V My NTAHAXLERH Y 3, HA A =D TIEIC
SWTIE, FXOSD RT3 a—TF 47 HA REBRLTLIEE N,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkkk*

Confirm new password: **kkkxkk*
Your password was updated successfully.

[...1]

firepower#

Threat Defense CLI (Z855E L £,
connect ftd

51

firepower# connect ftd
>

Threat Defense (28] TR A FhL, v A2Aaxy Fa—H¥— 54 2E8% (EULA) I
FETHEIROONET, FO%, EHA L F—T A ADBEHDOCLIEY T v SR
V7 ERFERINET,

Fe BB =T 2 A ATIX =% T VBRI LT HAETH, BEA LV E—T = A
DOFENMEHENET,

. CDO T Threat Defense M R
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| CDO T Threat Defense O &R
cu z@AL-mmEEozs ]

GE) HEEIZ VT (T2 xiX, A A—VEHBERTLHZEICEY) L&D, CLI
Ty N T4 = REBDIKTZEIETEERA, 272, ZNHOERET
%, #%7°5 CLI T configurenetwork =< > RZ{EfH L TEFE T& £9, Cisco
Secure Firewall Threat Defense =~ KU 77 LU A SR L TLEE W,

T 7 4V MEETIZLENZ AT Lizf@n3 B v aNIicFr S 3, URICAN LIZfEE 0 F
I 2856 1%. Enter 2 L £97,

WDOHA RT7A4 BB LTLIZEN,

o [DHCP#EH £ 72 (X F8E) CIPv4 % 5% E L £ 9 2>? (Configure IPv4 via DHCP or manually?) | :
[FE (manual) [ZBIRLES, EHA X —T7 oA 22EHATHTERRVBATH,
TIAR=RT RLAREDIP T RVAZRETHHLERNHY £F, BEHA X —Tx
A AMDHCPIZERE SN TWAGE, BHHOT —4 A ¥ —T7 oA AEHRETHZ LI
T FEHA, X, data-interfaces Th H L ENHHT 7 + /L hb— K723 DHCP #—
N=BZFE LT — N T EEEZINDARENH 5720 TT,

c[EEA L H—T = A ADIPVET 7 4V N7 — ~ 7 = A % A7) (Enter the IPv4 default gateway
for the management interface) ]: % — k7 = A % [data-interfaces] {ZFRE L ET, T DHKE
X, ~ %=V % TIRAT—H AV A =T A AZBLCREETEDL L HI1C, RNvr T
L= BN LTER N 70 v 7 BiRE LET,

 [THA R —H)LTEB L E7 ) (Manage the device locally?) | : CDO ZfE/H 3 25 121%
lmol ZANLET, yes& AT 5 &, oV IZ Device Manager i3 % Z £1272 0
EJ e

(T AT VA —E— RERELETH? (Configure firewallmode?) | : routed & AJJ L
T, X =V TR RIF, V=T v R 77 AT Ut —/LE— RTOHYPFR— |k
SNTVET,

51 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xkkkk*

Confirm new password: **kkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPve6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

CDO T Threat Defense M E .
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B cuzemLr-anzEoss

ATvTs <

If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

X=X T VB AROHNEA v —T 2 AERELET,

configure networ k management-data-inter face

Tk, A H—T 2 A ADFEARN 2Ry MU= REEITY LHIRDBZ T 7 by

FRSINET, Zoa~vy FOMERIZHOWTE, ROFMEZZRLTIZI0,

C TR AR =T 2 4 ARG DA A L ¥ — 7 = A AL DHCP % f# 1

TEERA, VIl Y N7y TRHIIPT RV R &2 FEyCTHRE Lo 25613,
network {ipv4|ipv6} manual =~ > R ZEH L THRETZ D L9170 Lto
H—T x A A F— T x4 % data-interfaces | E LR > AL, 22
RCRELET,

configure
HHA

Zbhavxy

e Threat Defense %2 CDO IZB/d 5 &, CDOFA v Z—T =2 A ARE A Z—T A A
LEPT RFLA, F— Tz A ~DEHL— . DNS % —,3—_ DDNS H—,3—7p &)
R U CHERF L £9, DNS — R—REDFEMIZ OV TIE, WESHRL TIZE0,

CDO TlE, B TvRX—V v TV BA A L H—T = AR ELET TX £T 2,

Threat

Defense %7213 CDO 23 B O BN 2 151 % & 0 BB ITIMA 20Tl 72w, &
PGS HIT S AV 7- 35 A . Threat Defense (21X LART D EBH 4 189 % configurepolicy rollback

av U RREENET,

* DDNS P —/ X—%# D URL %% ET 5 & . Threat Defense i3 Cisco Trusted Root CA /X2 K
AN HTRTOEECA OFEEZ BEIIZIENNT 572, Threat Defense |£ HTTPS #f5¢
@ DDNS ¥ —/N—FEBE A MRFE T & £ 9, Threat Defense (%, DynDNS VU &— ~ API ff4%

. CDO T Threat Defense M R



| CDO T Threat Defense O &R
cu z@AL-mmEEozs ]

(https://help.dyn.com/remote-access-api/) Z {9 5§ <T?D DDNS % — \—Z PR — KL
\i ‘g—O

Zoavwr NI, [F—=%] A X =T 2 A ADNS Y —N—%2FELET, By T v
722 )7 T (£7-1% configurenetwork dnsservers =~ > K& L C) #&%E LI2%
BDNS —_—i%, FH T 7 4 v 7 IEHINLET, 7 —4 DNS H— 3—(X, DDNS
BEESNTWDELEE) £HEF 0 =T o AHEAENE2EX 2V T 4R v—
WEHSNET,

CDO Tli%. Z® ThreatDefense (ZHIV M TDH 7T v h 7+ —LRERY —TTF—F A
B —7 x A A DNS P — N—GE I ET, CDO T Threat Defense ZiBMT 5 &, 72—
TINVEREDHERF S, DNSH— =37 T v 87 3 — LAFRER U > —ITBMSvEE A,

7272 L. DNS&XIE % & ¢» Threat Defense |2 T 7 v M7 4+ —ALGKERY v —%EID YT
e, FOHRTEBICEL>Ta—INAFEN EEEX SN ET, CDO & Threat Defense % [FIHf X
FHIE, ZOREIC—KTDHEIICDNS 7T NI+ —LREET 77 4 TITHET
HT LEBEIOLET,

F£7o. B—A/VDNS ¥ —s3—(F, DNS ¥ — =3 GG T S 725812 D 2 CDO
THREESNET, 2exE, BEHA LY —T oA RAEHEHLTT A AZBEL, % T

configurenetwork management-data-interface =~ > FZFH L CTTF—H# A v X —T = A
ZiXE LT-¥A . Threat Defense % /E & —H3 5 L 212, DNS Y —"—%FTe b D%
ETXT% CDO CFHTHRET HLENRH Y £7,

EHLA X —T7 = A A%, ThreatDefense & CDO |Z& Gk L7-1%Ilc, WA L X —T oA A
FHIROT—H A H—=T 2 ADWVT NN EE TE F1,

Ty N T T 4P =R THELTZEQDN N DA F—T oA AMEHENET,

aw U RO E LTT NS AREEREE 7 VT TEES, Z0F T a iz hy v
FUATHEHATEETN, vl y N7 v PRl E OBEIZIIEH L2V T,

T2 EH AT 5L, configure network management-data-interface disable =~

Y READLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
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CDO T Threat Defense M E .


https://help.dyn.com/remote-access-api/

. Device Manager % &/ L 1= #)#A

ATvT6

CDO T Threat Defense DER |

N

i

D
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M

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO 73 5% L 7= configure manager add =2~ > K& L C, Z ® Threat Defense % & H9 5
CDO ##AILET, a2~ ROAERIZOWTX, A R—FT 47 U4 F—ReEf LT
NAADFVR—=T 47 (223—=) #HRLTIIZEN,

il -
> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

Device Manager % L /=#)HAERE D EIT

&
ATFw T2

Device Manager [Z#%ft L C. Threat Defense D #JHIFE % 31T L £, Device Manager % {2 1]
LTIty N7 v 723730 L, BEHA LV I—T oA ABL PR =T ¥ T 7 B AREIC
Mz T, FEEHOZHIZCDOIZYIY Bz 7= & X2, DeviceManager T5E | L2 _XTHOA U HF—
T A AEEBMEFFENE T, T/78A arbar— A R =Rk Xa VT =R ED
OT 7 0 MREIFRFFENLRNZ LIZTHEEL T ESV, CLIZEMRT 5 &, EHA
BTz A ALvRX—=Vx T 7 EAREDHBRFFENET (2L 2T 774V FOWNEA
YH =T oA AERBRFF S ERA)

FIE

BH o B 2 — 4 % Ethernetl/2 ~ 1/8 DWW L £3

Device Manager (212 271 > LE7,

a) 77 UHIZURL (https://192.168.95.1) # A/ L £,

b) =—H¥—% admin, T 74 /L k XA T— K Admin123 ZfFH L Te /A LET,

) TR a—W—IA4 L ABHELFTATHEL, BHE AV —-RFE2ETT5 L9512
Koo ET,
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ATvT3

Device Manager % {5 f L = ) #i5RE D RAT .

WIWERE A2 52 T3 5121, AT DeviceManager (0 7 A L&ty b T v 70 40—
REFHLET, REISLT, X=YDO FNHICH D [T 351 ADFKER A% » 7 (Skipdevice
setup) |27 Vw7 LTy N v 7 U4 PF—RERAXy I TEET,

Ty T T U4 P FEFETTHE, WEA ¥ —7 = A X (Ethernetl/2~1/8 (VLANI O
AL v FR=1F) ) OF 74V MREICMAT, CDO DEHICEIVEZ D & SITHERF S LD
A6 (Ethernetl/1) A V' H—7 2 A AHLRETEET,

a) A F =T A ABLOEFEA LV F—T oA AT L TROA T > a 2 RE L, [
~ (Next) 1227 U v7 LET,

1. [IAERA v 2 —7 =A AT KL A (OutsideInterface Address) | — Z DA X —7 = A A
FlRHEA =Ry N =Rz THY, v K=V TI7EA A F—T AR
ELTHHINDGAER SV £, 75 ZOHMIRERFZHIOINEA > 4 —T = A
AEBRT D LI TEEXA, BMUOIDT =S A F =T =A ZABT 7 4/ h O
A B =T 2 ATT,

TR T 7B RHES (FTENE) CER A =T A AT D
Bl By b T T U4 = FRORTHRICTFEI CTRETHILENH Y 7,

[IPv4DRE (ConfigureIPv4) |: SMifA v 2 —7 = A AFHDIPv4 T KL A9, DHCP
EHEATAD. FRETFETRAEY T 47 IPT RLA, 7 Xy h~wRx7 BLY
F—=b U2 ANTEET, [4£7 (Off) |ZJIRNLT, IPv47 FLAZEE LW
EVWOBERBELHVET, By N7y T U 4= REHEH L TCPPPOEZ R ET H Z &
ICEERA, A X —T 24 ANDSLET L, F—T7LET A, E72I1X ISP ~Dfh
DOEHGEICHERE SN TE Y, ISP PPPoE i L CIP 7 KL 2 &ML T\ 254
%, PPPOE WMEIZ 2 55508 H 0 3, V4P — ROETHIZPPPoE ZiX ETE F
7

[IPv6DFRE (ConfigureIPv6) |: iAo % —7 = A AHDIPv6 7 K L A9, DHCP
EEMAT L0, FREFEBHTAYT v 7 IPT FLVA, L7 4y 7 A B —
NI oA B ASITEET, [F7 (Off) |ZEIRL T, IPv67 RLAZRELRNEWN
IO H Y £97,

2. [EEA A7 —7 x4 R (Management Interface) ]
CLI CHIMIERE & FAT LTI Gh ., BHA V=T oA AORTEIFERRINET A,

T—HAH =T 2 A AT =X T 78 AZHEMLIZHATH, BHA LV H—
T oA ADFENMEHSINET, & xR, T—HF A F—T A AEH LTy T
TU—URBHTL—T 4 VT INDEBR N T 74 v 71, T—HA L F—T A A
DNS H— =TI <, HH A X —7 =1 A DNS ¥ — "—%{f i L T FQDN % fi
rLET,

[DNSH—/% (DNSServers) ]: A7 LADEHT KL ZH D DNS H—3, 4 §ifigs
\Z12LLEDDNS —"D7 RLAZ AJJLET, 7 7 4/L MJ OpenDNS /X7 Y
7 DNS H—/"TF, 74—V REREL, 774/ MR LTEWEATX, [OpenDNS
ZfiH (UseOpenDNS) 1227 Vv 7 45&, 74—/ NIZHEEYIRIPTY NLARY o —
FEhET,

CDO T Threat Defense M E .



CDO T Threat Defense DER |

. Device Manager % £ Fi L =¥ HA EDEIT

ATvT4

ATvT5

ATvT6

ATy T17

[77 A7 74—/ A L4 (FirewallHostname) |: A7 LAOEBET RLADKRA k
Z’T‘a‘@

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [k~ (Next) 1227 U 27 LET,
1 [#A LYV —>2 (TimeZone) ]: VAT LDHA LY — IR LET,

2. [NTP# A LH—,% (NTP Time Server) |: 7 7 # /b b NTP H— & H 4255, i
HLTWAONTPH— DT RLAZFEBTCANTLINZERLET, Nv o7 v 7H
WO — R EBINTEET,

c) [BEHETIZ 90 HF ORI A BA4A (Start 90 day evaluation period without registration) ]
IR E7,

Threat Defense % Smart Software Manager (28 &k L 72 W TL 723V, T XTOT A B AT
CDO THEITESNET,

d) [T (Finish) 1227V v 27 LET,

e) [Z7 77 REHE (Cloud Management) |E721L[A %> K7 a1 (Standalone) | Z&ENT 5 &
IR BLNET, CDO 7 7 v R Management Center DA 1L, [AX > KT r
(Standalone) ] Z®IRL T2 6, [THFE (Gotlt) ] Z@INL £,

[7Z 7 K& (Cloud Management) | 47> 3 L%, L H I —d CDO/FDM HREH T,

(WMENZE L TC) A X —T oA ZAEHRELET, [T/34 X (Device) |>[f > F—7 =
A A (Interfaces) ] DEHA L X —T oA AEBRL TS0,

BHA H—T 2 AL, T—H A H =T 2 ATRESINTZTF— T = A BLETT,

FIT 4N RTIE, BEA X —T 24 AXDHCP O IP T LA EF— = 2ZELE
T, DHCP 267 — bV = A ZZE LeWGha (e xiX, BEA X —T oA A% Xy b

T—7 28R LTV WGE)  F— b V= IT 74NV N TCT—F A X —T A RA|T7¢

D, MHLBRETHLEEEHY A, DHCPA L7 — MU = A 2% L72GER. (b IZE
AL H =T oA RIHHIP T RLAEREL, Y= bV =2A T XA X —T A AT
RETDHLERDHY 7,

VA=V T 7R R T DINBETIINE LS DA v F—T 2 A REFTBINOA o H —
T oA AEHRETDHHEIE. [T 3 A (Device) [H#IR L, [ Z—7 A A (Interface) ]
DY~V =DV 7%7) v LET,

Device Manager (235172 A % —7 = A4 ADOFREDFEMITDOWVTIL,  Device Manager T?D
TrAT T —NVORE] ZBRLUTITEIV, CDOIZT /A A% Bk % & Device Manager
DM ORERIIRFF SN EE A

[T /734 A (Device) ][V AT Li%E (Device System Settings) ][FF 4B (Central Management) ]
[Management Center] [Management Center] [7 /31 A (Device) ][ AT Li%E (System Settings) ]
[H 9/ H#E (Central Management) ] [Management Center] OJIEIZEER L. [§4T (Proceed) ] % 7
J v 7 LT Management Center D& B ZHE L E7,

[Management Center/CDO® ¥4l (Management Center/CDO Details) | Zi% /& L £7°,
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13 : Management Center/CDO 0 5£#8

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOR A M4 E72IXIPT KL A% F1-> CTWETH (Do you know the
Management Center/CDO hostname or IP address) ] T, [I1ZV (Yes) 1227 U v 7 LET,

CDO T Threat Defense M Ef .
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT8

b)

CDO (Z £ Y configuremanager add =~ > R SN E T, a~ 2 ROERIZOWTIL,
FR=T 4T 4= REERH LT AN RO R—T 47 22—V) %5
LT EEN,

configure manager add cdo_hostname registration_key nat_id display _name

&1

14 : configure manageradd A< > K3 > iR—=x > b

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

=<2 R® cdo_hostname, registration key, nat_id Oy % [Management Center/CDOD 7~
A NPT KL A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO
DA Ek*— (Management Center/CDO Registration Key) ]. [NATID] 7 4 —/L RiZa b —L
i —a‘o

[Bhc DX & (Connectivity Configuration) | Zi%E L £7,

a)

b)

[FTD7s A 4, (FTD Hostname) ] Z#f8&€ L %7,

ZDFQDN X, #MA & —7 = A A, F 7% [Management Center/CDOT 7 & A A L X —
7 = A A (Management Center/CDO Access Interface) | FHIZEHR L7z A % —7 = A AT
A E7d,

[DNS#—/3— 27" )L—=7 (DNS Server Group) ] #+5E L £,

BEED 2 N— T 28RN 50, LW A—7 %k LEd, ¥ 74/ hdD DNS 7 /L—
71 CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE F v E T,

TOREICEY, T—H A HF—T 2 ADNS b—R—RNEREENET, By T v
A= R THRELZEFLDNS —_— %, BT 74 v 7 I ENET, T—4
DNS #—/3—|X, DDNS GXEINTWDHHE) ERITZ0A v F—7 oA AZHEH I
X2 VTR =R SRET, BERNTF 74w 2T =X NT T 4 v T O
DI A v H—T = A ARHETDNS h—N"—{CEZET 5720, BEHIFEHLZHD LH
U DNS $r— =7 —T %R T DA REER H D 7,

CDO T, Z® ThreatDefense (ZEIV B THT T v F 74 —LRER) —TT—H A v
A —7 = A A DNS P — 3 —NF Eéhi?‘ CDO |Z Threat Defense % B+ 5L, n—
VR EDPHERF S, DNSYP— =377 v F 7+ —LARERN U I —ITBIENnE A,

7272 L. DNS %€ % 7 ¢¢ Threat Defense (22T 7 v F 7+ —ARERY —%HD M T
HE, FOREILL > Ta—INAREN EEE X ET, CDO & Threat Defense % [AlH] &
HHITIE, ZOREIC—HTDHEIIDNS I Ty N7+ —LBEET VT 4 TITRET
LT EEBEIOLET,

F72. @—H/LDNS P —,3—{%, DNS P — = fHI B TR SN 728548120 CDO
THREEINET,
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ATvT9

ATy 710

ATy INn

Device Manager % {5 f L = ) #i5RE D RAT .

c) [Management Center/CDO7 7 £ AA 5% —7 = A A (Management Center/CDO Access
Interface) ]2 DWW TIE, UM (outside) | ZiEIRL E 7,

WEFEHDEEDA VA —T oA AZBERTEETN, ZOHA RTEHANBEEHRA L T
HZ LEEFIHEE L TWET,

LT DOT =2 A4 =T oA AZRERLIZGAIE. 774V M— FEBILET,

AVE—=T oA AZBRT DT 74NV M— b BRHDHZ L HHERTDEIITKRDDIA =Y
MERENET, IMBEZRIRLIZGEIE, £y N7 v 7O 4= RO—BRLLTIOL— R
FTTICRESNTWET, HOA ¥ —T A AERIRT H551L. CDO IZHHET HRIICT
TAN MV— N EFEICRET HHLENRH Y £, DeviceManager ([T DHAXT 4 v 7 L—
N DORREDFEHIZ DWW TIX,  Device Manager TO 7 7 A 7 7 4 —/VORE] 2B LT
AN

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 Y v 7 L
i‘ﬂ‘o

DDNS (%, Threat Defense @ IP 7 R L ANEE S {L7235G12 CDO e MERM KA A 4
(FQDN) TC Threat Defense (ZEZFETEX 25X HICLET, [T34 A (Device) |>[V AT Lk
7E (System Settings) ]>[DDNS#—t A (DDNS Service) | ZZ/ L CDDNS Z##%E L 7,

Threat Defense % CDO (Z:BI19" % AilZ DDNS % #% &3 % &, Threat Defense (% Cisco Trusted
Root CA /X2 RV BTN TOFEE CA OFEEZ BEHYIZENNT 5728, Threat Defense (X
HTTPS #%%t? DDNS ¥ — /N —FEB#E & FRGE T X £ 7, Threat Defense /£, DynDNS U E— k
API{E4R  (https:/help.dyn.com/remote-access-api/) % {3 %3 ~T?D DDNS ¥ —/—% R —
FLET,

[#ft (Connect) 1227V v 27 LET, [BEkAT —H A (Registration Status) | XA 7 2 77K v
7 A2, CDO~DEI Y R 2T 2HIED AT — X ANRFR S LE T, [Management Center/CDO
ek E ORTF (Saving Management Center/CDO Registration Settings) | FIED %, CDO |2 HE)
L. 7747 U4+ —Vv&BMLETS,

CDO ~DEIN 2 %X v AT 5551E, [BEDOF v &/ (Cancel Registration) | % 77
Vw27 LET, TNLNOEEIL, [Management Center/CDO% kiR E DIRTF (Saving Management
Center/CDO Registration Settings) | FNEA5E T 9% £ T, Device Manager 77 VD ¢ . R
ZPALZRNTLE &N, LSS, et A —WRpE 1k L, Device Manager (2 FF#fE L 7= 55
HBOHFHINET,

[Management Center/CDOS k% & DIRAF (Saving Management Center/CDO Registration Settings) ]
D FNE#IZ Device Manager (ZHaft L72 £ 1275 & Hf&AYIZ [Management Center % 72 {3XCDO
L DOIEFE ST (Successful Connection with Management Center or CDO) ] Z A 7 &2 7R v 7 AN
F7R S 4L, Device Manager 2> H YW SvE T,
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Registration Status

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

~ — Q N =L
ERXKWLGEX1)T4R)O—DETE

ZIZTIE, ROBRTEEFEHL CEANZR X2V T 4R U—%5RET D HIEICHOWTIAL

F7,
NI A v H—T 2 A ALHNHA L H—T 2 A A NEA L F—T = A ATEHEHIPT R L
AEEVMBCTET, v R =X TV EABRED—BRL U THRA v ¥ —T = A ADIAT
EERELELEN, EFFOA 0 EZ—T oA A ® X2 )T 40— 28D Y TEHNLE
NV £9,
«DHCP Y ——: 7 FA T "ONERA X —7 = A ATDHCP r— _—%EH L £,
*NAT : A > H—T =2 A ATA X —T7 = APAT M LT,
TR Fu—Ib NN ~D N T T 4 v 7 BT LET,
eSSH: ¥R — ¥ T/ HBA AL H—T A ATSSHZEMZ LET,

A3 —T 14 ADEKTE
AA v FHR—=FDVLANL AV H—T = A A%BINT D20, AA v T R—b 2T 7AT T4 —
WA H =Tz A RAEBL, EX2 VT 4= A FA—T =2 AZEYVYE T, IPT K
VAZRELET, BEIT., VATLATEROSD N T 7 4 v 7 2@BilmIES o1z, D7l
EL2O0DA U H—T 2 A AERETLHMLERLY 9, @FIL. Ty T AN —2L—4F
TlFA v 2 —Fy MTE LIEAEA v 2 —T = A AL, Mffkoxy T —27 D1 2L EONE
AH =T oA AEMBEHLET, T 74/L FTlX, Ethernetl/1 (ZFMTHICHEH TE 2% O
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A8 —T 1A ADHE .

T7AT I+ — N AL E =Tz ATHY, FHKOVDA L Z—T A AT VLAN1 DAL v F
R—hKT9, VLANl f X —T = A ZA%BEMTHE, ZNENTHA L F—T oA AT DHZ
ENRTEET, FiF, AA v F A= FEMOVLANIZEID Y THN, A vTFKR— &7 7
AT A= N ALE =T oA AIEBTDHEHLTEET,

—WB IRy DN—T 4 T ORPE, WEA VX —T =2 A ATAZT 4 v 7T KL A% ESR
T2 L[ARFIZ, ISP 725 DHCP 24T L CHMIA v #—T7 = A AT RLAZTGT 52 & TY,

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL IL—FT v RE—ROHWEA v H—T = A A
ZfEH LT (Ethernetl/l) . V—7 v RE— RONEHA X —7 A A (VLAN1) ZHELF
7,

FIE

ATv 71 [T/IAM R (Devices) | > [T/ A1 REHE (DeviceManagement) | ZRIRL, 71 2% 27 U »

7 LET,
AT T2 [ % —T=A A (Interfaces) | %27 U v 27 LET,
Overview Analysis Policies LR Objects = AMP  Intelligence Deploy , System Help v admin v
Device Management | NAT = VPNw = QoS  Platform Settings = FlexConfig | Certificates
10.89.5.20 £, Conce

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :i”: . Inline Sets DHCP

4 Search by name & Sync Device | | @ Add Interfaces -
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl,2 physical e o
B etherneti/3.1 SublInterface F] &
Ethernetl/4 diagnostic Physical E] y
Ethernet1/5 Physical El 7

AT T3 (UEE) [AA vFHR—bF (SwitchPort) 1FDATA X% U v 7 LTAAL v FHR—h

(Ethemetl2 405 1U8) OVFIAD AL v FH— e [ Mt 5 2. e (D)
LERENET
AT T4 A v FR—bEAEMLET,
Q) AA v TFHR—+DEI Y vI LET,

CDO T Threat Defense M E .
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Edit Physical Interface

Hardware Configuration

CDO T Threat Defense DER |

Interface ID:

Description:

Port Mode:

VLAN ID:

Protected:

Ethernet1/.

Access

Enabled

(1 - 4070)

QK Cancel

b) [F%h (Enabled) | F=v 7Ry I R4 NI LT, A X —T A AL ET,
c) (EE) VLANIDEZZELEd, 74/ ME1 TH, KT, 2D IDIC—%HT 5 VLAN

A B —T A AEBMLET,

d) [OK]%27Yv2r LET,

ATV TS WNEEVLAN A v 2 —7 = A Z&BMLE7,
a) [M23—7x4XMEM (AddInterfaces) ]>[VLANA 2 —T 4 X (VLANInterface) ]

27V v 7 LET,

[&f% (General) | % 7 RERRIIET,

Add VLAN Interface

IPv4 IPV6 Advanced

Name:

Description:

Mode:
Security Zone:
MTU:

VLAN ID *:

Disable Forwarding on
Interface Vlan:

Associated Interface

. CDO T Threat Defense M R

inside

None

inside_zone

1500

i,

None

Enabled
v
v
(64 - 9198)
(1 - 4070)
Port Mode
0K Cancel
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b)

c)
d)

e)

2

h)

AV8—T 14 RADEE .

48 LT F TO [4HT (Name) | Z AN LFET,
Lz A F—T x4 AT indde £\ S &4FTEITET,

[47%h (Enabled) 1 F=v 2/ Ry 7 2%+ LI LET,
[E—F (Mode) 113 [72L (None) JICRELAEEICLET,

[EFx = VT 4 — (SecurityZone) | Ky 7 XU R MMLEEFONEHEF 2V T 4
= ERIRT B0, T (New) 1227V v 7 LTHLWEXR2 U T 4 —2&iBML
=7,

7= & Z1E, indde zone L WHLAFIDOY —rFBIMLET, KA X —T = AL, EF=
VF 4= BIOA X—T oA AT N—FICEH )L TAVERLY T, (X —
Tz AF, 1O0EX2 VT4 —IZORETDHZEL, BEOA L Z—T A 2T
N—T/THELTEET, Vv FERIFIIN—TZESNTEXF 2V T R v—
ZEALET, mEiX, WEA v X —T7 oA AEWNE — 28D BT, WA v 2 —
T2 A =B U THENTEET, ZOBHE. T 7 4 v 7 BNEND
BB CEX A LT 78R v ba— L R —E2RETHZ EITTE LT,
AF D ENENZANT TR E TE FHA, IZEAEORY) v—iFkxF2 T4 V=0 DR
PR=FLTWVET, NATHRY >—, L7 4 & R — BLOQoS KU I —T,
=V EIFA U E =T 2 A AT N—T R TEET,

[VLANID] % 1 IZRRE L £7,

F 74V R T, TRTCOAA v FR— MIVLAN IR ESNET, 22 TH O VLAN
ID # IR 58581E. FT LW VLANID OF A A v FR— N ERETILERH Y 3,

AVHE—T 24 AERF L%, VLANIDZERTHZ LidTeEHA, T I TOVLAN
ID X, R &35 VLAN ¥ 7 EBREND A X —T = A A 1D DE 5 TY,

[IPv4] % 7, [IPV6] ¥ 7, ETixWl 04 7% 7V v 7 LET,

s[IPv4]: Ra vy 7F XU R RING [AXT 4 v Z7IPEMT 5 (Use Static IP) | %38
WU, IPT RLAREY TRy b~ AT BAT v afil TAHLET,

7o & 2%, 192168112472 8 ATJLET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| Tgé:agi'?égQSS'255'255';28 or

o [IPv6] : 27— b VX HEIRREOE AL [BEELTE (Autoconfiguration) | T = v 7 K v
I AEF AT LET,

[OK] %27 Vv 7 LET,

ATvT6 AT % Ethernetl/1 &7V w7 LE9,

CDO T Threat Defense M E .
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B oucry——omE

[£&f% (General) | ¥ 7 HRERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

VRN T IR ARCIDA v H =T 2 AEFRNCHEEL TWDZD, AV —T oA A
WX T TIZARIBMT SN TEY, AT RLARENZE T LTCWET, b DHARE
ENIEFE LN TL &, BH 95 L. Management Center O B NPT S E T, =
DEETSH, BBF T 74 v IR —Dx2 )T 4= EARETHLENDHY £,

a) [EX=VUT 1Y —2 (SecurityZone) | Rr vy 7 X7 U A MMOLEBEHFONT X2 Y T ¢
V=BT D0, [F New) 1227 U7 LTHLWEX=2 U T Y —2ZBML
ij‘o

7=& 21X, Toutside zone| &WHLRIDY — 2 ZBIMLET,
b) [OK] %2V w7 LET,
ATy 7T [R1F (Save) 1227V v 27 LET,

DHCP H—/\—DEE

75 A7 > b T DHCP Zf# ] L T Threat Defense 225 IP 7 RV AZESFT 2 L 52T 254
X, DHCP H—_—%HH L E7,

FIE

RAT9T1 [T/IAML R (Devices) | > [T/ 4 REHE (DeviceManagement) | IR L, T4 2% 27 U »
7 LET,

. CDO T Threat Defense M R



| ©DO T Threat Defense D ERA
NAT D% 5E .

Z 5w 72 [DHCP] > [DHCP#—/\— (DHCP Server) | #3#R L £,
AT9 T3 [H—i\— (Server) | <—2 T, BN (Add) |22V v 27 LT, ROATvaraRELE

R
Add Server ? X
Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel

(M H—T7 x4 (Interface) |: N YT H T YRXRMNPLA L F—T x4 ALBRIRL F
KR

«[7 KL A7 — b (Address Pool) ]: DHCP %— N—23MEH T2 IP 7 KL ADHK P15
I OB OFPHZHE L ET, IPT7 KL AOHPHIZ, BIRLIZA X —T = ZALFL
7%y N EICGFETHAVNERHY, A VX —T A ZAAFDIPT KL AZEDDHZ &
IETEEHEA,

« [DHCPH— "—% %023 % (Enable DHCP Server) | : @R L7=A > ¥ —7 = A A7 DHCP
Y= N—ZHHLET,

ATy 74 [OK] &7 V)7 LET,
ATv TS5 [{R1F (Save) |27 U w27 LET,

NAT D% E

— 72 NAT L— L Clt. WNET FLRAEANEA v —T 2 A ADIP T R ADKR— MMZE
BLET, TOXATONATV—NVDZ LA X —T A AFR— KT RUALEHE (PAT)
EIEONE T,

FIE

RATY 1 [T/AL R (Devices) |>[NAT]#27 V 27 L, [#LLEKY >— (NewPolicy) ]1>[Threat Defense
NAT] %27 U v 7 LET,

RTw T2 RV —IZ4mizfttd, R v—%2fHT 57 34 A% &R L, [fR17F (Save) 127 U v 7 L
i—a‘o
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B wozz

New Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AR U =75 Management Center [ZIBIISNE T, SI&FEE, RY —I— 2B 203
N ET,

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&R L £,
[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,
ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A

47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,

. CDO T Threat Defense M E R
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nat oz I
Add NAT Rule ? X
NAT Rule: Auto NAT Rule =
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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B niavonsors70vronT

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v
Device Management ~ NAT | VPNv = QoS | Platform Settings | FlexConfig | Certificates

interface_PAT You have unsaved changes

4 changes [[Esa Bc
[F] Policy Assignments (1)
#A Fiiter by Devica ©  AddRule
P Pa N T Iated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Sarvices

¥ NAT Rules Before

¥ Auto NAT Rules

PN Dynamic o any 43 outside_zone R allipva o Interface @ Ons:taise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

Threat Defense Z B§k L7 & X2, EAD[TXTONT 7 4 v V%7 1y (Blockalltraffic) ]
TR aryta— R —FERLTESGEIE. TN AZEMT D NT T 4 v 7 &R
TLHOICRY ==V ZBINTHLERHY £, ROFIATIL, WEHY — 0 BIMET
= ~D T T 4y 7 EFFRIT AV EBMLET, I — R LA, w7
Xy NI—=I~D T T4y 7 HFAITHL—NEZBMLTIEIN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) ]% 4R L. Threat Defense (ZE| V4 THNTWAHT 7 A ar ba—)L iKY T —D
27y LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ?

b4
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i
m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

. CDO T Threat Defense M R
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2 i—Vx 7R TF—2 410874 2TOssHoEE [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

o 5645 — (Destination Zones) | : [ A[HE72> —> (Available Zones) ] 7B 4MHBY —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,

oFETZFOEFICLTEBEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

Deploy ) System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy /2y Show W | [ anay; is || E save || 8 concel
Enter Descriptio
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None
s | [ Policy A )
m Security Intelligence  HTTP Responses  Logging  Advance d
Filcer by Device. <
ame e... - n 1
 Mandatory - ftd_ac_policy (1-1)
A\ inside, o Allow R [ |
There ar ection. id Rule or Add Category
ul Access Control: Block Al Traffic vu

ATy T4 [fRF (Save) 1227V w7 LET,

IH—T TIOEVRT—R A2 —T 24 ATH SSH DHRTE

A o H =T 2 A7 E DT —H A ¥ —T = A AT Management Center 7 7 & A Z NI
L7eBmAE. ZOFIEICHESTEDAS v H—T 2 ATSSH ZENTHLERH Y £,
Z ZTIX. ThreatDefense C1 QLA DT —4% A ¥ —7 = A A% LC SSH #ke & 207
HIFEIZONWTHB LE T, SSHIZBZWRREEA v ¥ —7 = A RATK L THR— b EnEHA,

)

GE) SSHIZBEHA L Z—T A A LTTF 74V FTHEINZ R > TWETA, Z OWm L& SSH
T IR ACEELEH A,

BEA LA —T 2 A AL, T, ADMDA 5 —T = A 2 L3 5BES LTV ET, Management
CenterlZ 7T /NA AEREL, BT H7-0IEHINET, 7—% A ¥ —7 =4 AD SSH
X, BHA X —T 2 A ADSSH L NHB L UOSMER2—H U R h2FLET, TOMOR
FIHMERNCRESNE T, T—F A F—T oA AT, ZOWAEZEMNLTSSH & 77 +&
A YA N BRI Li? F—H A H =T 2 A ADSSH b T 7 4 v 7 XBEDON—T 4~
TREEHEH L, HERICRESNTZAZT 4 v 7 V— R CLI CRESINTAZT 4 vV
Jb— N ifEA Lit{“/uo
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B <+ r7rex75—5108—Tz12TnSSHOEE

BTHA =T 2 ADEE, SSHT 77 AU A k& T 5 I121F Cisco Secure Firewall Threat
Defense =2~ KU 77 L > A @ configure ssh-access-list =~ > REHR LTI, AKX
T4 w7 — MEEET HIZIE, configure network static-routes =<2 REHM L T 7EE
W, T 74V N T, WIHIERERFCEE A LV H—T A AMDT T AV R b— FERELE
D

SSH #ffi 3451z i ARARIPT RUVRAZHATAT 78R L— LT EHY A, 2O
v 27 g OFEICEST, SSHT 7 ERAEZBETAILERH BT T,

SSH (I, BIEARERA A =T =2 A RTOBMEATEET, SSHAR MPIMBA =T = A
CHDEE, SMA  F =T = A AOEEE RO AR TE £,

%.

GE)  SSHZMNL7ZCLI~Dr 7 A aff7)8 3 [mhife L CRIT 5 &, T34 A SSH #Ee13fi& T
L/iﬁ‘o

48 HHIIZ

« SSH N —H—(%. configureuser add =~ > RZHH L CCLITOARETE £,
T 7 4V MR, PIMIERERFIZ S A Y — REGRE LIcAdmin— % —23FE L £ 9, LDAP
F 721X RADIUS EOAEHL—YF —X, 7T v b7 4+ — L% E T [FMTFEHEE (External
Authentication) | ZXETHZ LIZL > THHERETEET,

« TNA A~D SSH #f5i 2 FF [T DR A P EIT Ry NV =2 2 EHKTDIF Y hU—2 F
TVl NPRMETT, A7Vl haar—Ury0—5E L TEBMTEETN, IPT
RLVADITN—THRET DDA T V=V N T V—T 52 EHT LA, L—L T
IR TN —TPNTTIFET DL 2R LET, [FTP o + (Objects) >[4 TPz
2 FEHE (Object Management) | #iEIR L T, A7 V= FERELET,

\)

GF) VAT AT Dany ry NU—2 AT V= MIEATE E
HFh, DOV, any-ipv4 F7-13 any-ipve 2 H L £,

FIE

AT9 1 [TINA R (Devices) 1>[FT T v b 7+—LEKE (Platform Settings) | 23R L. Threat Defense
RY T —Z B E T ITmE L £,

ATY T2 [EF=7 =/ (Secure Shell) ] R L £,
ATw T3 SSHEGAZHATHA L FZ—T A AL IPT RLAZRELET,
ZOREFEHLT, SSHEHREZSITANDLIA X —T A A, BLOENL OB TS

L0 IFGAT Y FDIPT FLAZHIBLET, LADIPT RLAFRLS, Xy hU—2 T KL
RAEEHTEET,

. CDO T Threat Defense M R
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grzozs I}

a) B (Add) 12727V v 27 LCHLWL—AABINT 575, g (Bdit) 1427 Vv 27 LT
BEFEON— IV ERELET,
b) N—ADTFa T 4 EEELET,

* [IP Address] : SSHEi 2 7F ] T DR A MEIZFR Y NV =V 2RET DRy hT—7
ATV NEFIIIN—T, ATV MRy AT A a— I BIERRT D
N FREFEMHEZV I LTH LRy NU—I 47 V=7 MEBMLET,

s [EX=VUT 1 Y — (Security Zones) ]| : SSH#aiFr T2 v X —T oA A %5
o= EBMLET, V=AW, 2 F—T =4 AT, #RENT-EF=Y
T4 =V DIVARNDTDT 4=V RIZA B =T =2 A 24 % AL, [BI (Add) ]
Vw7 LET, BIRSNTNWDA U E—T oA AETEXY — VRT3, AZEE
NTNBLEIZDH, ZHEDNL—LNT A ATHEA SN E T,
) [OK]%#7VUwvZ7 LET,
ATv 74 [Save (RTF) 127Uy 7 LET,

T, [ERE (Deploy) ]>[BERE (Deployment) 1227 U v 7 L, E|0HTiT /A AZKY
V—ZRETEDLLIICARY E L, BHIIRY O—Z2 BT E THEMICRY A,

A —

X TED ERH
PR E DI F % Threat Defense (BB L F T, BFAZREETLIETIE. XM ALTEDOEFEY
TIT 4TI ER A,

FIE

ATy LD [ (Deploy) 127V v 27 LET,
16: [EFE (Deploy) ]

—
l Deploy IQ @ & @ adminv

AT T2 [T_CTER (Deploy All) 1227V v 7 LTTRTDOT A AZEBET D0, [BE 72 R
(Advanced Deploy) %7 U 27 L CRIRL7ET A RZELET,

CDO T Threat Defense M E .
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REDER

17: ¥ X TEH

node1

node2

1010-2

1010-3

1120-4

@ 5 devices are available for deployment

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

18: S ELER

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device

> nodel
> [ 1010-2
> [J node2
> [ 10103
> [ 1204

Modified by Inspect Interruption  Type Group

System
admin, System
System
System

System

FTD

FTD

FTD

FTD

FTD

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Preview

o

[Ful 0 M ~U R 1)

Status

I Ready for Deployment

I Ready for Deployment

I Ready for Deployment
Ready for Deployment

I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,

19:BRARAT—42 X

es Objects

Integration

atliailie

csce SECURE

1010-2

1010-3

1120-4

nodel

node2

Deployments Upgrades @ Health O Tasks

Deploy Qm} @© adminv

0 running 5 success 0 warnings 0 failures

Deployment to device successful.
Deployment to device successful.
Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

.:) Show Notifications

| Fitter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s

. CDO T Threat Defense M E R
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tS5Inva—FsvvErvTFoR |

NS IONoaAa—TFT420EFA0TFHIURX

Threat Defense 5 KU FXOSCLIAD 7o X

av RIA A F =Tz A (CLI) ZHH LTI AT LD Y N7 v &7V, AL
WY AT LD T TNy a—T 4 THITVWET, CLITYy Y a bR —%2RETHZ
LIITEEHA, CLIIZIE, v Y — b R— MR L TT 7 EBRATEET,

NG TNy a—T 4 T DHIZH FXOSCLIWZT 7 B ATE £,

N

GE) F721%. Threat Defense /XA ADEHA X —7 = AZSSH T CExF4, vV —i
Twva IR0, SSHE v g 035 7 4 /v kT Threat Defense CLI 272V . connect
fxos 2~ R&EMH L CFXOSCLIZERH T £9, SSHEHRHADA v X —T7 = A AZBAWNT
WHEA, R TT—HA X —T A A LOT FLAIZHERTEET, 7—F A F—T=A
A~NDSSHT 7% AT 7 4V b TEIZ2>TWET, ZOTFIETIE, 774/ h TFX0S
CLI L7 ay Y — ViR— R T 7 BRZOWTHBLET,

FE
ATy 1 CLIIZu /A 3510, BHara—FE2ar Y —/LR— MR LEJ, Firepower 1000

IZ1E, USBAt0B U T/ =7 ARMBELTHVET, BHENOFLL—F 4> T 2T A
W72 USBY U TNV RTANRNENTA A R—L LT EEW (Firepower 1010 /x— K17 =
THA REBI) . ar Y —AR— MIF 744 P TFXOSCLIC/2 D 3, RO ) 7k
ExEHLET,

* 9600 7R —

87 —X B b

e NNUT 4721

1AMy 7 EY b
FXOSCLIZHEfRe LET, =—V—F admin &, ity b7 v TRHICRE LT/NATY— K%
EMLTCLLIZr 7 A LET (57740 MEAdminl2l) |
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

CDO T Threat Defense M E .


https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/guide/hw-install-1010/console.html
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CDO T Threat Defense DER |

B s s—orrzxcoemEEGEO ST A—F 100

—

> —

AT w72 Threat Defense CLIIZCT 7 A L%,

ATvT3

connect ftd
&1

firepower# connect ftd
>

a7 A %I, CLICEMAMRERa~ Y ROEREZMRT DI, hdp £T 2?22 AN LE
T, FHTEICOW T, [Cisco Secure Firewall Threat Defense =~ > KU 77 L > A ] &
BLTIEIN,

Threat Defense CLI Z#& T3 5121%, exit £72I1% logout =~ K&E AN LET,

Zoa~y RIZE Y, FXOSCLI 7u 7 MIEY £4, FXOS CLI T g 2~ > FiZ
DONTIE, 2?2 AL TLIESNY,

&1

> exit
firepower#

BALB—TD A ATOEBEGED NS IV a—Ta209

HHAOEHRA VX —T 2 ZAEFEHTHRDOVIC, v~ 3=V ¥ T I RART—H A X —T =
A 2 AT 584 1%. CDO T ThreatDefense DA ' Z—7 = A AL X NU—7 OREEE
ET AR, E e PR LAV X D IZHEE LE T, ThreatDefense % CDO (ZiBH1 L 72 #% (2 HEA
VH—T 2 A REA T EEERET DS (T—FPOEHA, FREFEENLT—F~) | AV
A =Tz A REXy NI =7 OFENE LRI TWRWE | FEBE N KD FTRENE
N ET,

IOy 7E, EEERNRDONEGED N T TNy a—T 4 Y TIRILBLET,
EEBEHKAT— 2 ADERT

CDO T, [T/3( R (Devices) |>[T/3f A& (DeviceManagement) |>[T/34 X

(Device) ] >[&EHE (Management) |>[¥Rr—2 v 7Y X - G (Manager Access
- Configuration Details) | > [##& X T—4 X (Connection Status) | ~— ¥ CEELEEE A
T—H AuER LET,

EHRHE D AT — X A FKoxd HIZIE, Threat Defense CLI T, sftunnd-status-brief =<
Y REASLET, stunnd-status 2 LT, LV eeRBEWEsRrT52LbTaE
—a—o

Z 0 AREOHHROH NI B 2RI LET, ET7F ¥ 100 Tkl FHen—he—
MEBMAR RSN TOEREA,

> sftunnel-status-brief
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PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason Both control and event channel connections with peer went
down

Ty TIREOEREO MNP ZRIR LET, BT Fypbioan— b E— MFRAEREN
/Cl/\jz‘a—o

> sftunnel-status-brief
PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v b7 —J RO KT

Threat Defense CLI T, BB IO~ —V ¥ T/ EBAF—H f LV F—T 2 ZADFR
N — I BREERRLET,

show network

> show network
===============| System Information ]===============

Hostname 5516X-4
DNS Servers 208.67.220.220,208.67.222.222
Management port 8305

IPv4 Default route

Gateway data-interfaces
IPv6 Default route

Gateway data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV J-—————————————————————
Configuration : Manual
Address 10.99.10.4
Netmask 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled
=============== Proxy Information ]
State Disabled
Authentication Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

CDO T Threat Defense M E .
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Interfaces

[ GigabitEthe

MTU

—————————————————————— [ IPv4
Configuration
Address
Netmask
Gateway

Configuration

CDO T Threat Defense DER |

: GigabitEthernetl/1

rnetl/1

: Enabled

: Up

: outside

: 1500

: 28:6F:7F:D3:CB:8F

]

: Manual

: 10.89.5.29

: 255.255.255.192
: 10.89.5.1

: Disabled

CDO A Threat Defense D& EFDFER

Threat Defense CLI T, CDO BN T LI Z 2R LET, Zoa~vwr Nk, B
OBAED AT —Z A TRkt D HDO TRV LITHERE LTI EE N,

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

CDO ~M ping

Threat Defense CLI T, kD=
ping L7,

ping cdo_hostname

: Manager

: accountl.app.us.cdo.cisco.com

: accountl.app.us.cdo.cisco.com

: f7ffad78-bfle-1lec-a737-baa2f76ef602
: Completed

: Configuration

<~V REMHHLT, F—4 4% —7 = A A5 CDO IC

Threat Defense CLI C, KD~ REfH LT, A 4 —7 =14 XAH) 5 CDO IZ ping
LET, Zhid. Xy P =02 N LT — 4 A Z—T = AIN—T 4 7 3hE

D

ping system cdo_hostname

Threat Defense RERA B3 — T T A A TDINT Y FDXv TF ¥

Threat Defense CLI T, PN N

v T—r A F—T7 A A (nlp int tap) T/N7 v b

EXYTTF Y LT, BEAT Yy FBRREINTODENE I NEHRLET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

NEA VB —T A RADRAT—R R, #fidt. BLVTy F RO

Threat Defense CLI T, PI&R/
WEZL T 7ZE0,

show inter ace detail

. CDO T Threat Defense M R
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> show interface detail

[...]

Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex), (1000 Mbps)

Input flow control is unsupported,
MAC address 0000.0100.0001,
IP address 169.254.1.1,
37 packets input, 2822 bytes,
Received 0 broadcasts, 0 runts,
input errors, 0 CRC, 0 frame,
pause input, 0 resume input
L2 decode drops

packets output, 370 bytes,
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops,
input queue
output queue

MTU 1500

O O O O U o o o

(blocks free curr/low) :
(blocks free curr/low) :

Traffic Statistics for "nlp int tap":

37 packets input,
5 packets output,
37 packets dropped
1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

2304 bytes
300 bytes

(G2 O I e

IW—TF 4 20 & NAT OWER

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 overrun,

0 ignored, 0 abort

0 underruns
0 interface resets

0 output reset drops
hardware

(0/0)
hardware (0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Threat Defense CLI T, T 7 4/ hLb— Tk (S*) DBMEIN TS &, BIXOEHEA
4 —7 x4 A (nlp_int tap) ([ZWNHE NAT L— A3 FET H 2 L &2t LET,

show route

> show route
Codes: L - local, C - connected, S -
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,
Is-1s, IS-IS summary,
IS-IS inter area, *

i - su -
ia -

SI - Static InterVRF

static,

E2 - OSPF external type 2,

- candidate default,
o - ODR, P - periodic downloaded static route,

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

vV - VPN

IS-IS level-1, L2 IS-IS level-2

U - per-user static route
+ - replicated route

Ll

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>
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show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipvée service tcp 8305 8305

translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>
T DRDERTE DFER

ROa<wy ReESBLT, MOTRTOREMAETHIEE2EERLET, Zhbnaw
v FD% <%, CDO O[T /314 X (Devices) |>[T/34(4 X EHE (Device Management) | >
[T/31 R (Device) 1>[E¥E (Management) |>[YRr—T v 7V X - (Manager

Access - Configuration Details) ]>[CLIH A (CLI Output) | X—Y THiERTE £,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DE#FHMLEI LIz E S EHERET S
Threat Defense CLI C, DDNS O FEHNAL L7202 E 9 E R L £,
debug ddns

> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

. CDO T Threat Defense M R
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DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

FHNZ R L2 35A1%. debughttp =~ > K& debugsd =~ > R&EMHA L £4, iEAE
ORRFEN R L7235/ 1E, v— FREHENRT SA R VA =L SN TWD Z & & HERR
LET,

show crypto ca certificates trustpoint_name

DDNS OEEZ MR T 5121 -

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

CDO RS 774 ILDFESR

https://cisco.com/go/fmc-reg-error &M L T 720,

CDO DEmNXONIZIEGEDEHOO—IL/INY Y

Threat Defense T~ X —Y % 7 VB AT —H A X —T A ABFEHAL, Xy NI —7 2

e

BT 5 CDO D DOHERAEEZREIT 554, Threat Defense DR & %I EBEE L 7-18

lza—n Ny 7 LC, BHERAsETTEET, T0%, *y N —TERESHERESND K
HIZ CDO CHER EZ R L, BEFTE £, v— Ay 7RI, BN RKb T\
WEATHHHATE, 2O N T TNV a—TF 4 L TORRUANA L Tx 9,

RDOHA RTA 2L TIIZEN,

o BiE D EREH D Z Threat Defense TR — /WA TEF9, X OIZUEIORERIC—/L

Ny 7452 LETEEEA,

e —/)LNy 7L, CDOTCRHRETEARTCIZOHEEBLET, =L 2iE, n—A "y 73,

Threat Defense CLI TOHRRETE 2 HFHEHA 7 —7 = A AZBET 5 0 — A /LHERK
(1T L 8 A, configurenetwork management-data-interface =t~ > K& fli Jf] L 7= 1%
DCDO BRI T —F A v Z—T oA AREZZER L, rollback 2~ > FEEHT 5 &,
ZNDOBREIFRFFS NN LITER LTIV, REICER S 72 CDOREIC 7 —
Ny 7 ENET,

« RO HE T SN2 T 7 h A7 /8 FSCEPREHET —Z 1 Tun— "y 7 TEEH

/\/o

s H— Ly JHNZ BUEDRENZ VT SNDTe, #h Fuy 7S ET,
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ATy

ATy T2

FIE

Threat Defense CLI T, LLHIOHE R~ —L 3y 7 LET,
configure policy rollback

71— LNy 7 #% . ThreatDefense (02— /L N 7 BNIEFIZE T L2 & 2 CDOIZE@E L F 9,
CDO Tit, #lkna— Ry 7 ENT=Z L Z2pndT A= BB R REINET,

GH) B—/b Ry 7 3R L, CDO B ME T SN2 Bid, — 7 =B OREIC S
U TChttps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlZ ZH L T 723, HFAEITE -
TiX, CDOFHLT 7 ¥ ADEABICa— ARy I NERTHZ B3 b Y £, =
D&, CDO MO Z R L T, CDO 2»HLHEMTE £7,

1 -
TR =N T I BRIT—F A B —T A A& HT % Threat Defense D4 :

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

BRI L SN Z E B R L E T,

CDO T, [T/ 1 R (Devices) | >[T/\1 REHE (DeviceManagement) ]>[T/34f X
(Device) 1> [EH#E (Management) 1> [¥Rr—2 v 7V R - ki (Manager Access-
Configuration Details) ] > [##i R T—4 X (Connection Status) | ~3— 2 CEHEEEG AT — ¥

AuERLET,

BTG D AT —F A& FKm T HIZ1E, Threat Defense CLI T, sftunnd-status-brief =<2 K
EATILET,

B ORI 10 53 LA ED D561, BO NI TNy a—T 4 VT EITOLER DD F
T, T A A —T 2 ATOEEGED N T TN a—F 47 (48 —) BBERL
TLIEEN,
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CDO ZER L= 7 A7 04— ILOEIRD UM

ATv T
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6

ATy T17

VAT LEHEEYNC Y vy MU UTH I ENEETT, BMICERT T V2R EIRA
AVFEMLIEVT AL, BRRT7AN AT LAOBRELZSIZXR-TZERNHYET, Ny
77Ty RCEFICZHO T o ANFTINTNT, BRT 7 V&2 | B Z U
Liz0d5E, 77AT I+ —NETL—A TN %y hETUTERNWI LEERZTBNT
TZEWY,

CDO #fHA LTI AT ANy Y v LT TEET,

FIE

[Devices] > [Device M anagement] Z 341 L 9,

HRET L7 A AOHICHDWET A2 @) 27V 7 LET,

[T /34 A (Device) | #7 %27V v o LET,

[AT L (System) 72 a v CTAL ADYV Yy NEU LT Aay (W) 270y LE
—§—O

TurTEBRERRENTEDL, TRAADY v v MU EHERB LET,

ALY =NINET AT V=R L TWDEEE, 77 AT VA= ARy Yy b T
THLELVAT AT u T b e®=4—LET, ROT a7 ERFRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

=D EH L CWRWEEE, K30/ TV AT ARy MU LI b %
R LET,

VMBS U TCEIR T 7 720 Ty vy — o O EMICBRA RV T N T 4,

RDATYT

CDO % f# [ L 7= Threat Defense DFXE % #1779 5 1Z1%. Cisco Defense Orchestrator 78— 23—
CESHRLTLEEN,
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