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U— 7 ORI BRI L ET (f : ftdv-south-inside)
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BIRLET Bl [RY FT—ORHDITRTDA V> RE 2R (Allinstancesin the network) 1) .

EfETT IPEEF (SourcelPRanges) | 7 4 —/L NI, BB IP 7 KL AD#iPA% CIDR XU CA ST L ET
(# : 0.0.0.0/0) .
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[FA k3aJL&R— b+ (Protocolsand ports) ] N T, [HEEShf-TA ka)L&R— b (Specified protocols
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[fER% (Create) ]2V 27 LET,

GCP ~ ) Threat Defense Virtual @) EBd
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GCPayvy—pica A4 LET,
FTEF = a3 AZa—0 >[X—4 vy b TLA4R (Marketplace) 127V v 7 LE7,

~—7 > N7 LA AT ICisco Firepower NGFW AL~ 7 1 7 & +—/L (NGFWv)  (Cisco Firepower NGFW
virtual firewall NGFWv)) | ##%E LT, ®HE2BNLET,

[fERk (Launch) 1227V v 27 LET,

a)
b)
c)

d)

2)

[EBFA4 (Deploymentname) ]: A L A X L AD—EDARIZIEE L E T,

[V —> (Zone) ] : Threat Defense Virtualz BB 35 ' — L 28R L £ 7,

[ 2oB2 47 (Machinetype) ] : GCP ~ > > X A TOHR—F Q2—=) IZHESWTELWW~Y
VAL TERFIRLUET,

[SSH ¥— (SSHkey) | (AT 3 >) :SSH X —XT MNHAMRF—ZAEY T F9,

F—XT X, GCP WRGFTIHAF—L, 22—V —NEEFETIWES—T7 7 A LV THEELINET, =
NHEE—FEIHHATEE, AV AX U RIERIZER TEET, XTI A U AX 2 A~DOERIC
VB o B0, HTBEAOBFTIRFE L T E &0,

ZDAVARZRALT VAT DD T a Y e/ NEKD SSH ¥ —%FFF[ 507 0y 7T 50k
B L F7, Google K& = A} [Allowing or blocking project-wide public SSH keys from a Linux instance.]
EHRLTIEEN,

[BE)R V)T (Startupscript) | : A AX U AREETH7-CNCHEML SN X A7 2F( T3 57
12, Threat Defense Virtual f & A X  ZADEIA 7 V7 M #/ERKT&E £,

Wiz, [BEIRY ) T+ (Startup script) | 7« —/L RiZa B — L CTAEY 1T 5 day0 ol 2~ L £
R

{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}

Evk FAT= T —%Pi<ITiE. ISONRRGEY — /L& L C DayO Rl &2 MiREd 2 M D D 9,

!
O

[Ry FT—U 14258 —T 4R (Networkinterfaces) | : 1) &EHE, 2) W, 3) WNEB. 4) AMERDOA >

H—T oA AGEBRELET,

GE) AVAR AR LTI, A VAR LRI,V E—T =2 AEBINTXEHA, K
WY e A B —T = A AERTA VAZ ABER LTS EE, AV AX U ARFIBRL,
WA B —T = A AER CHEER T 2 LERNH Y £77,

1 [#vy F7—2% (Network) | Ka vy 7 &7 U & b, [VPCnetwork (VPC %> h 7 —7) ]
(vpc-asiasouth-mgmt 72 &) 2 @R L £ 5,

2. [4MERIP (External IP) | ey X o U A D, @ity a v 28R ET,

BHA L H—T A AZIE, IMBIP B 7 = A 7 L~ (External IP to Ephemeral) | % 38R L &
T NEBLOSMNEA v 4 —7 = A ATIE, ZHUIA 7> a T,
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port 22 traffic from the Internet (SSH access)) | &= v 7R v 7 A% A2 LT, SSH Z#Frl L £
R

(A E—RY DD HTTPSD 5714 vV %85A[ 3% (FMC access) (Allow HTTPStraffic
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Flows that are initiated from inside toward internet: Flows that are initiated from outside toward backend resources:
-Inside subnets route internet traffic to ILB -Threat defense virtuals are the backend pool for ELB
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-Threat defense virtual — NAT probe packets back to threat defense virtual management -Threat defense virtual — NAT probe packets back to threat defense virtual management
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TiE. YAMLZERA LT, 77V —va VICRBERTXTO Y V=22 ESEATHE
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B cicd-pransm-ftdv-elb-ip address
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B cicd-pransm-ftdv-he-ilb compute.vi.healthCheck
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WHEE, N7 U v
IP7 RLRIIMESDD
FH A,

diagFirewallRule

pa2l

BT AT UL
JL— VD4 il
1

cisco-ftdv-diag-firewall-rule

diagSubnetworkName

pall

2w xy D4
ﬁleo
i

cisco-ftdv-diag-subnet

diagVpcName

P2

ZWr VPC D4,
1

custom-ftdv-diag-vpc

elbFePorts

ELB 7 7 A b A —H
F v haR—k,

1 : 80,22

elbIpProtocol

padl

iS5 ELBIP 7
a k=,

5] : TCP

elbPort

B

ELB i"— &5,
1 : 80

elbPortName

Pl

ELB R— k D4 Hil,
i : tep
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INSA—H %

ERAT=51ME/247

B

JY—RDERE AT

elbPortRange

B

ELB ~"— k O#ilH,
5] = 80-80

elbProtocol

pa=ll

i &2 ELB 7’1
=2

5] : TCP

elbProtocolName

Pl

ELB 7'u h 2/LD4
ﬁﬁo

% : TCP

elbTimeoutSec

FPHAAZ D ELB & A A
7 NERERE,

B 5

elbUnhealthyThreshold

NIVAF v I ARG
[E14 D L & M,

22,

fmcIP

pal

Management Center @
IP7 FLA

% : 10.61.1.2

fimcPasswordSecret &t
L\ FtdPasswordSecret

Pl

B Eni=v—7 1y
~ D44,

fmcUsername

pa2l

Management Center
Virtual O —4—4

ftdvChecklIntervalSec

~NIVATF o 7 DfHE
BF%O

] = 300

ftdvHealthCheckPort

ki

Threat Defense Virtual
D~NIVAT =y 7D
A— FEE,

5] = 22

fidvHealthCheckProtocolName

pa

ASIVATF o 7 I
B kaji,

| : TCP

. Google Cloud Platform ~ @ Threat Defense Virtual 0 & B




I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
Anrisx—4 |

NS A—=5% ERATE=5ME/247 |H5HA )Y —ZDERE AT
ftdvPassword ==l Threat Defense Virtual
DINAT — R,
ftdvTimeoutSec ek Threat Defense Virtual
LD Z A LT T b
51 - 300
ftdvUnhealthy Threshold | #%& 35 ANIVAF 1 T AREHE
%D L& UM,
i : 3
grpID preEl Management Center C

e S T=F A AT
JL— T D H,

1 : auto-group

healthCheckFirewallRule | 5z =7-%1| NVAF 7 T a—
7O 1P FiPHNN D D3
Ty NI L7 7
AT T F— ) )— )LD
i,

1)
custom-fidv-hc-firewall-rule

healthCheckFirewallRuleName | < =7-%1] VAT vy T a— | B
7O 1P FPHNN D D3
Ty hETFETLY 7
AT T F—Lb—LD
Z 7,
i

demo-test-health-allow-all

ilbChecklIntervalSec FFh ILB##ix T = v 79
5 FEﬁ BF?‘]O

%l 10

ilbDrainingTimeoutSec | #¥5 B RLA DX AN
70 NREfE

5] = 60

ilbPort R ILB R — &=,
51 = 80
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INSA—H %

ERAT=51ME/247

B

JY—RDERE AT

ilbProtocol

pa2 7l

fFEHENDILBY 2 b

L,

5] : TCP

ilbProtocolName

pa2l

ILB 7’2 k2/v4,
% - TCP

ilbTimeoutSec

ILB % A 57 7 RN
EiR

5

ilbUnhealthyThreshold

B

NIVATF =y I G
[EI3 D L& VM,

B3

insideFirewallRule

pa=ll

WNEZ 74T 74—
JL— IV D4R,

i

custom-ftdv-in-firewall-rule

insideFirewallRuleName

pal

WNES VPC TOi@E %
FATAE 7 AT
% g — L — LD H
Z

]

demo-test-inside-allowall

BETF

insideGwName

padl

WEST— b o = A DA
ﬁﬁo

5] : inside-gateway

insideSecZone

pa2

Nt x2 )T 4 —
“/O)%_H\-ILJ‘O

51 : inside-zone

insideSubnetworkName

LFS

W7 % > D4
GIR
i

custom-ftdv-inside-subnet

insideVPCName

padl

¥R VPC D4 R,

5] : demo-test-inside

PETF
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INT A=A FERTESME/247 |5 JY—ZADEREZ AT
insideVPCSubnet 5 WEH 7y k0% (B

ﬁﬁo

1)

demo-test-inside-subnet
licenseCAPS peEl| HFHTAHITA B AD

EAi]

%1 : BASE,

MALWARE, URL
Filter, THREAT

v AT SCFH Threat Defense Virtual
VM D~ 2 AT,

%1 : nl-standard-4

maxFTDCount LSy A AR AT N—T
THFA] & 415 Threat
Defense Virtual 1 > A

B A DR RKE,
%3
maxFTDReplicas EiiS HEhR A —V 7o

JL—"N® Threat
Defense Virtual - > A
B ADF R,

il = 2,

mgmtFirewallRule el BTy AT U x—)L
Jb— L DA,

i
cisco-fidv-mgmt-firewall-rule

mgmtFirewallRuleName | 554 fEI VPC TOE(E R
AT 7 AT
U =L =L DL
7

B

demo-test-mgmt-allowall
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| PR

NS A—B % ERATE=5ME/247 |H5HA )Y —ZDERE AT
mgmtSubnetworkName | 3274 BT Ry D4

(i

B

custom-ftdv-mgmt-subnet

mgmtVPCName = T VPC D4,

5] : demo-test-mgmt

mgmtVPCSubnet pasl BEHY TRy ND4
ﬁILJ‘O
) -

demo-test-mgmt-subnt

minFTDCount R EEDOWEETA VAR
VAT N—T Tl AT
HE7¢ Threat Defense
Virtual D/ > A HZ
VA

5l 1

minFTDReplicas EiiS HEhWR 7 —V 7
JL—"7"WN® Threat
Defense Virtual 1 > A
B AD N,

] = 2,

natID SCFH BRACKRT D85 T
Management Center %

BRI D & EITHER
—E (@ NAT ID,

outsideFirewallRule pezil WET 7 AT 7 g —)b
JL— IV DA FiT,

il

cisco-ftdv-out-firewall-rule

outsideFirewallRuleName | < 5% SER VPC TOEfE %
AT 57747
74— =)L D HF
7\‘0

fil

demo-test-outside-allowall
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NS A—B% ERATESME/247 |HHA )Y —RADERZ AT
outsideGwName =l HWER— N7 = A DA
Al

i : outside-gateway

outsideSecZone TFH| S aT 4 —
NERZ AT

5 : outside-zone

outsideSubnetworkName | 552 %1 AT Ry h D4
Ailo
B

custom-ftdv-outside-subnet

outsideVPCName Vel ANEB VPC D4,

5] : demo-test-outside

outsideVPCSubnet CFH AT Ry D4
Al
i
demo-test-outside-subnt
policylD pe=l ACL 7R Y ¥ —0D4i i,
publicKey LT Threat Defense Virtual

VM @ SSH % —,

sourcelmageURL ezl Savxe NTHEHAT
% Threat Defense
Virtual A A —3 D
URL,
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INTGA—=5% ERATE=5ME/247 |H5HA )Y —ZDERE AT

sshUsingExternal [P 7 — LAl Google FEREIZ J. > T3
TV IPT RLA
ETTAR—=KIPT
RL 2D ES 5 HMEH
SNDDERE L F
o

1 : true

true IZEXE S LTV D
Y. Google HhEIL <
TYw 7 IPT RLA
EHALET, falsell
RESNTWDHEEA,
Google FEREIZ T 7 A
N—hFIPT L RA%
BEHLET,

Auto Scale V') 21— 3 VD ERH

ATV Tl Gt VAP ) EZa—h L7 3 ZER L £,

git clone git url -b branch name

RTwF2 geloud CLI T%7» h&EERLET,

gsutil mb -c nearline gs://bucket name

GE) VAT BIA A R =L Z TV D Google Cloud Shell ¥ 7213 Google Cloud SDK T, Z D F
IEDEE D gsutil 721X gdoud =2~ > REEITLET,

ATv T3 Zip BROEME Sy r— U EER L ET,
a) ftdv scaleout BLV ftdv scalein 7+ /NLFnb, LLTFOT 7 A VTR S 4L 5 Zip ERXDE
Mg > r—VBAER L E T,
* main.py
* basic_functions.py
 fmc_functions.py

* requirements.txt

. Google Cloud Platform ~ @ Threat Defense Virtual 0 & B



I Google Cloud Platform ~ () Threat Defense Virtual 0 &R

ATvT4

ATy TH

ATvT6

ATvF1

ATvT8

ATvT9

ATv 710

Auto Scale V') 2 —< 3 VD ER .

GE) W IP 7 R L A &3 5851%, mainpy 7 7 A /L C ssh_ip =
response] ‘networ kI nterfaces’] [2] [‘networkIP’] 2~ R&EH L EJ, 1P 7 KL A
ZHEHT 5561, ssh_ip =response]‘networkinterfaces’] [2] [*accessConfigs’] [0] [‘natI P’]
a< 2 REANLET, £72. 2O TII2 0LV — MBS E T, #rL—
&3 5121%, fmc.create static_network_route (vm_name, ‘outside’, ‘any_ipv4’,
os.getenv(“OUTSIDE_GW_NAME”), metric=1) ¥ & U* fmc.create_static_network_route
(vm_name, ‘inside’, ‘any_ipv4’, os.getenv(“INSIDE_GW_NAME”), metric=2) =2~ > K& f#
HLET,

b) Zip BERXDEME/ Ny I — Y DARITE ftdv_scaleout.zip BL W ftdv _scalein.zip ICERE LE
R

GH) TANEIRNEBE L CERT L7 7 AV E2H2 Y v 7 L, [JEME7 —H 47 (compress |
archive) ] #3425 &, GCP NFtA LD zip BMERK SV E T,

Zip WX DJERE N 7 — (ftdv scaleout.zip BEL W ftdv scalein.zip) #7 7 U K=57 4 ¥
DU —J AR—=RLT v 7r—RKLET,

LLF®D 7 7 A L% Deployment Manager D7 > 7 L —tN5H 7 T KT 4 X DT —F AR—R LT v
r—RLET,

* ftdv_predeployment.yaml
* ftdv_predeployment.jinja
o ftdv_parameters.yaml

« ftdv_template.jinja

Zip BROIER A v r— L%~y B A FL—Vicat—LET,
®* gsutil cp ftdv scaleout.zip gs://bucket name

® gsutil cp ftdv scalein.zip gs://bucket name

NE. 8. SR, ZWA o X —T7 = A AHD VPC LT %y NEERRLET,

BHLVPC TIX, 28V 7 x> b (#:10.8.2.0/28) NHLE T,

D, AN, BB, WA L X —T 2 A AFIC4 OO T 7 AT I 4 — A — L RNETT, -, EH
WTF =7 T —TEHRATET 7 AT T4 —L— L BMNETT,

Secret Manager GUL 2 L C, IRD 2 >D>—7 Ly h&EH L ET, https://console.cloud.google.com/
security/secret-manager Z 2 L T 7231,

* fmc-password

* ftdv-new-password

VPC =2 %7 # B L £,

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>
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1

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

RT9ITN TV YT IPERATEDONRT Y v 75D K 7F v b7 % —AIZ Management Center Virtual % JEBH L
9, KTV v 757 K 7T v b7+ —AIZ Management Center Virtual % &R 32 HFIEOFEMIC
DWW TiX, [Cisco Firepower Management Center Virtual Getting Started Guidel]| ZZM L T 72 &0,

GE) Management Center Virtual Z & L7z A LV AZ VA TAT v 712706 16 #FATLE T,

AT w712 Management Center Virtual £ > A % > A : fmcpassword > —7 L MIRFEINTWAHHED LR L/RA T —
K%Z{#H LT, Management Center Virtual C=— —restapi Z{Ek L £7°, sEic >\ TiE, [=—H—]
LR TLLIEIN,

AT w713 Management Center Virtual f > AX VA« TNRA AT N—T T/ Aaryrp—/L K — BLY
T 7 ARV EER L ET, FEMICOWTIE, [T AT =T D) . TEARNRT 7k
Zaryha—LRY T —DER] . BEO 77823 ha—L—LOERBIORE] 238 L
TLIZENY,

AT 714 Management Center Virtual £ > A A LLFOA 7 V=7 b %AE L £ 7, Management Center Virtual
THAT V=7 FlBRT D EDOHEMICONTIE, 47 V=7 MR 22 L TEE0,

* ELB-IP

* ILB-IP

* Application-IP

« ~VAF w7 O 1P FIFH (4)

e XA X5 —X% (Metadata)

object network hcl

subnet 35.191.0.0 255.255.0.0
object network metadata

host 169.254.169.254
object network ilb-ip

host 10.52.1.218
object network hc2

subnet 130.211.0.0 255.255.252.0
object network elb-ip

host 34.85.214.40
object network hc3

subnet 209.85.152.0 255.255.252.0
object network hcéd

subnet 209.85.204.0 255.255.252.0
object network inside-linux

host 10.52.1.217
object network outside-gateway

host <>
object network inside-gateway

host <>
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AT w715 Management Center Virtual f > AX LA : ¥ X a2 U T 4V —2 (L X =T ARAFT V=7 b)) ZBIER
L%, [Creating Security Zone and Interface Group Objects] &R L TL7ZE W,

* inside-security-zone

* outside-security-zone

A7 716 Management Center Virtual f > A ¥ > A : NAT AR U 3 — & NAT L— VL &2ERR L £3, sV T,
Network Address Translation] ZZM L T 7ZE 0,

nat (inside,outside) source dynamic hcl interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic hc2 interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic any interface

nat (outside,inside) source dynamic hcl interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc2 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc3 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc4 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic any interface destination static elb-ip inside-linux

Source Destination P - L
4 Direction Type Interface Interface (S)nglna\ 8r|q|na| ) (S)ngl.nal ';ranslatcd Erangatr;d ';ran#mcd Options
Objects Objects ources estinations ervices ources estinations ervices
o X D... inside-zone outside-zone B hel B ilb-ip Criginel Interface B metadata Sriginel Dnsfalse W
2 X D inside-zone outside-zone B hc2 B ilb-ip Originel Interface By metadata Originel Dnsfalse W
C 3 X D... inside-zone outside-zone  Eg any-ipvd Interface Dns:false ’u
. X D..  outside-zone inside-zone B hel R elb-ip Original Interface R metadata Original Drsifaise £ W
s X D outside-zone inside-zone g hc2 £ elb-ip Origina) Interface By metadata Originy Dnsfalse W
6 X D... outside-zone  inside-zone b he3 B elb-ip Sriginal Interface By metadata ez Dnsfalse W
7 X D..  ousidezone insidezone B hce & elb-ip Original Interface Ry metadata Original Drsifalse LW
| 8 X D... outside-zone inside-zone g any-ipv4 g elb-ip Interface By inside-linux Dnsifalse /W

AT v P11 EARFTE & O Threat Defense Virtual Auto Scale 3 A @ Jinja 7 7 A /L & YAML 7 7 A VD8 T A — X %
BHLET,

a) ftdv predeployment.yaml 7 7 A /V&EHE, IRONTA—ZEFTHLET,
* resourceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMailld: <serviceAccountMailld>
« vpcConnector Name: <VPC-Connector-Name>
* bucketName: <bucketName>
 fmcl P : <Management Center-IP-address>
* reglD : <registration-ID>

* natlD : <unique-NAT-ID>
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* grpl D : <device-group-name>
* policyl D : <acl-policy-name>
* licenseCAPS : <licenses>
« fmcPasswor dSecret : <Management Center-password>
» newFtdPasswor dSecret : <new-Threat Defense Virtual-password>
» fmcUsername : <username>
« ftdvPassword : <password>
+ outsideGwName : <outside-gateway-name>
* insideGwName : <inside-gateway-name>
* outsideSecZone : <outside-security-zone>
* insideSecZone : <inside-security-zone>
 sshUsingExternall P : <true/false>
b) ftdv predeployment.jinja” 7 A /ViX, ftdv_predeployment.yaml 7 7 A /LN H/NT A —
Z a2z £

¢) ftdv parameters.yaml 77 A NEHE, LITONRT A= ZHHLET,
VPC and Firewall Parameters

« mgmtVpcName : <mgmt-vpc-name>

« diagVpcName : <diagnostic-vpc-name>

+ outsideVpcName : <outside-vpc-name>

+ insideVpcName : <inside-vpc-name>

» mgmtSubnetwor kName : <mgmt-subnet-name>

« diagSubnetwor kName : <diagnostic-subnet-name>
+ outsideSubnetwor kName : <outside-subnet-name>
+ insideSubnetwor kName : <inside-subnet-name>

» mgmtFirewallRule : <mgmt-firewall-rule>

« diagFirewallRule : <diagnostic-firewall-rule>

« outsideFirewallRule : <outside-firewall-rule>

» insideFirewallRule : <inside-firewall-rule>

* healthCheckFirewallRule : <healthcheck-firewall-rule>

« adminPassword : <initial-Threat Defense Virtual-password>
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« deployUsingExternall P : <true/false>
Instance Template parameters
» machineType : <machine-type>
* sourcel mageURL : <source-image-URL>
FTDv Health Check
« ftdvHealthCheckPort : <port-number>
« ftdvChecklntervalSec : <interval-in-seconds>
« ftdvTimeoutSec : <timeout-in-seconds>
« ftdvHealthCheck ProtocolName : <protocol-name>
« ftdvUnhealthyThreshold : <threshold-count>
FTDv Autoscaler
« cpuUtilizationTarget : <percentage-in-decimals (51 : 0.7) >
« coolDownPeriodSec : <cooldown-period-in-seconds>
* minFTDReplicas : <min-number-of-FTDv-instances>
» maxFTDReplicas : <max-number-of-FTDv-instances>
ELB Services
* elbPort : <port-number>
« elbPortName : <port-name>
« elbProtocol : <protocol-name>
+ elbTimeoutSec : <timeout-in-seconds>
« elbProtocolName : <protocol-name>
 elbUnhealthyThreshold : <threshold-number-for-failed-health-checks>
« elblpProtocol : <IP-Protocol>
+ elbPortRange : <port-range>
* elbFePorts : <fast-ethernet-ports>

ILB Services

* ilbProtocol: <protocol-name>
« ilbDrainingTimeoutSec: <timeout-in-seconds>

* ilbPort: <port-number>
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ATv 718

ATy 719

ATy T2

ilbCheckl nterval Sec: <interval-in seconds>
« iIbTimeoutSec : <timeout-in-seconds>

* ilbProtocolName : <protocol-name>

ilbUnhealthyThreshold : <threshold-number-for-failed-health-checks>

GH) Threat Defense Virtual Auto Scale D357, cpuUtilizationTarget: 0.5 /37 A —Z D3GR E S 4
Thh, REJSUTRETEET, ZOEIX, 93T Threat Defense Virtual 1 A ¥
Y AT N—TD CPUMMEN 50% ThHoHZ LamLET,

d) ftdv template.jinja 7 7 A /UL, ftdv parameters.yaml 7 7 A /W H/NT A —F 25T HL
DET,

HOHTD YAML #R% 2 BB L £,

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv predeployment.yaml

1

gcloud deployment-manager deployments create demo-predeployment
--config ftdv_predeployment.yaml

The fingerprint of the deployment is b'9NOyOgsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5¢c55e266e596d-4979c5b6-66d1025¢

completed successfully

Threat Defense Virtual Auto Scale @ BEBRR & 7ER% L £,

gcloud deployment-manager deployments create <deployment-name>
--config ftdv parameters.yaml

1 -

gcloud deployment-manager deployments create demo-asav-autoscale

--config ftdv parameters.yaml

The fingerprint of the deployment is b'l1JCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.

WEST SV r—a b Ay H—Fy MOy FEIRET S ILB O — M EER L7,

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>

1 -

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-1ilb].
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4

Auto Scale A< v 4

oA — M AT —F1I, ¥—47 v FCPUBEHRLNLVE, ALV AKX AT L—TNO—TEH
R 722 T _TCTO vCPU O ED—F & L THRWET,

« BEFVCPU O PIER RN S — 7y MERREZBA DL, A= b A7 —=FIZL>TVMA
VAR ANBIMENFE T, BFFvCPU OEBFEHRNZ —F v MEHR LD IRV
B A=A =TI AE L AEHIBRLUET,

s ZIX, 075X =7y MERERTETHE, A—FAT—FJIIA VAZ AT )—
THNDOFTRTD vCPU OEREFARE 75% (CHERFT 2 L o RS nE 7,

c A=V 7 ORETIE, CPUMMRA NI v 7 OHBBPHEHESNET,

cZpuTy it u— RRT U RF T O Threat Defense Virtual (235558 2 5512458 L
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Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww

FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww

saaanwar-new-ftdv-scaleout-action ~ 1p58rbbtmlww First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

Response body(rest_get): {"links":{"self":"https://34.86.149.90/ap

saaanwar-new-ftdv-scaleout-action  1p58z4quils5d

Configuration is deployed, health status in TG needs to be checked

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d

Deployable devices:{'links': {'self': 'https://34.86.149.90/api/fmc

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d

Function execution took 346329 ms, finished with status: 'ok'

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d

RO Rr—LT 7 MERED 1 7 TlE. Function execution started & Function execution
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saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Function execution started

saaanwar-new-ftdv-scalein-action  9d572q7v16f4

Deregistration of FTDv: cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4

Getting a new authToken

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = Response Status Code(rest_get): 200
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = Response body(rest_get): {"links":{"self":"https://34.86.149.9(
saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = |Deregistration Successful of cisco-ftdv-vxtc
saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = |Function execution took 50852 ms, finished with status: 'ok'
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-ifcs-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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