ASA with FPS 5 5 Threat Defense ~ D17
J—4 7 A—

e RY—x  ROFNE (1 —)

- BATORMHRSEME 3 =)

cBITOFET (1—)

« Cisco Secure Firewall BB1TY — /DT A A h—/L (37 =—7)
« #4741 : ASA with FPS 7> Threat Defense 2100 ~ (38 ~X—2)

ITURY—IVFDFIR

WD 7 v —F v — ki, Cisco Secure Firewall 17> —/L & {# f L T, ASA with FPS % Threat
Defense (2T AV —27 7u—a2 R, L TWNET,

1) Download the 6) Launch the 15) Review the
Secure Firewall Secure post-migration
Local migration tool Firewall - » report
Machine from Gisco.com migration tool
| l
2) (optional) 3) (Optional)  (4) (Optional)
Obtain the Export PKI Export AnyCon-
ASA CLI ASA with > certificates —» nect packages
FPS config from ASA and profiles
file with FPS from ASA CLI
v
5) (Optional) (16) Deploy the
~ Import the PKI migrated configu-
Management i'y‘ggit:;”d ﬁgg;\ from tt\e
Center gemen
packages to the center to threat
management by
center
(7)(optionay  (8)(Optional) (9) specify the (10) Review the (11 Map ASA with (12 Map ASAwith  (13) Optimize, 14) Push the migrated
Secure N Upigaiithe Connect to ] ” aration FPS config FPS interfa review, and configuration to
Firewall ASA with live ASA with |0 g;’:g?;zg‘: _, report _, tions with threat _, to security , validate the _ management center
Migration Tool ~ FPSconfig ~ [PSfromthe Sor milcirsen defense zones and configuration . and download the
fie migration tool o interfaces interface groups Pcst;‘m\gratmﬂ
repo

ASA with FPS 7 5 Threat Defense ~D#177—%~ 70— .



B zorv—zoroFE

ASA with FPS %" & Threat Defense ~D#177—% 70— |

FIE

Cisco.com 75 Cisco Secure Firewall {7 — /L& X o a— KL
*9, FEMARFIEICOWTIL,  [Cisco.com 75 @ Cisco Secure
Firewall BTV — /L DF 7o — | 28R LTLIFEN,

(fLE) ASA with FPS DL~ 7 A VA2 Hf5 L £ 7, ASA CLI 2>
© ASA with FPS Ok 7 7 A4 V&2 BUG7 5 121X, TASA with FPS
W7 7 A VOEEE] 25 1L TL 72XV, Cisco Secure Firewall
BATY — b ASAICEERE T 25 81E. AT v 7 3ICAF vy 7L
£,

(fEE) ASACLI 6 PKIGEHEZ =7 AR—FLEST, ZOF
JIEX. 1 N VPN B X U'RA VPN HEE %2 ASA 7> 5 Threat Defense
WCBATT 5 2 L &R L CWDIEAICOBRMETY, ASA CLI 2>
O PKIGEEZ =7 AR — 3+ 2512i1%, [ ASA with FirePOWER
Services 7> 5 @D PKIGEAED = 7 AR — h LEH B H—~DA
VR—F ZZRLTLIZS Y, 1 ME VPN L O'RA VPN &
BATT 5 TPERRWEEIE, FIETICAX® Yy T LET,

({EE) ASACLIZ»® AnyConnect /N> 77—V % =7 AR— K LE
79, ZOFIAIX, RA VPN FEEEZ ASA with FPS 7> 5 Threat Defense
WZBATT 5 2 &3l LTV A5 ICOHMETY, AnyConnect
Roylr—oe7n 757 A0% ASACLI 7»H 7 AR— 45T
iZ. TAnyConnect/Xv/7r— 7”77 A /LORE] 25 LT
<IEEW, ¥ A FEVPNBLURAVPN 281745 FENRWE
Ak, FE7ICAFTF Y T LET,

(f£&) PKIGEHIE & Anyconnect /3w 7r— U E B X —|2A
YIR—FLET, PKIGEHEZEHE L Z—IZ1 VR —FT 51
1X. [ ASA with FirePOWER Services 7> 5 @ PKI GEEDO = 7 X
R—hrEEHE L X —~DA A — b BIY lAnyConnect /X
=77 A NLVORE] ESBRLTIIEIN,

o — 4 )< 3T Cisco Secure Firewall 17> —/L & iEL&h L F 9,
[Cisco Secure Firewall 17 — /L OfEHE)| #2H L T &0,

(f£&) ASACLI 5 HUS L7 ASAwith FPS k7 7 A V& T v
7 —RL%Ed, [ASAwithFPS 7 7 A LD T v Fu— K]
ZHMLTLIEE Y, T4 7 ASA with FPS (285695 Z & & 3l
LTWAEHEIE, FIESIZAXT Yy LET,

D=9 AR—R
/2 | Local Machine
)
5 ASA CLI
3 ASA CLI
4 ASA CLI
i é Y | Management Center
6\ Local Machine
/5" | Cisco Secure
" |Firewall 17> —
%
/oY | Cisco Secure
(8) . P
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%

Cisco Secure Firewall 217 — /LG EEE, T A 7 ASA with FPS |2
B C&E £, FHEMITOWTIL,  [Cisco Secure Firewall #17 —
LS ASA ~DHEfE] 2B L T TEEW,
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FMEIZ OV TIE,  [ASA with FPS #%5% & Secure Firewall Device
Manager Threat Defense f > % —7 = A4 AD~ vy B 7| #HHL
TLEE,

!

N

-

./’-

Cisco Secure
Firewall #8617 —
I

ASA with FPS # il 78 IE L < BATS 415 & 91, ASA with FPS o &
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V%

BATT B v ADZORT v 7T, BATSNI 2B Y 2 —
ICEE L, BITRLAR— b 240 0rm—RT&EL LI LET,
PR FINHIZOWTIR, BTSN DLL T ~D T v v o
Management Center| ZZM L T 7230,

Local Machine

BATH L F— by v n— FLESFICBBIL, LK— &0
RUET, REMARTFIICOVTI, TBITHLH— hOWER LB
fFORT) 2BBLT RS,

Management Center

BAT LR &2 F Pk v % — 7> 5 Threat Defense (ZJBBE L £97, 7%
MR FIEIZOWTIE, TBITHR LA — FOEREBITONT] &
ZHLTEEN,

BITORITREMY

ASA with FPS # 2 BAT 3 DHIIC, ROT 7T 4 T 4 BFITLET,
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. Cisco.com H 5 M Cisco Secure Firewall #217Y—/)LDA o O0—F

Cisco.com H 5 @ Cisco Secure Firewall 17V —ILO A5 >O0—F

1R BRI

Cisco.com ~DA > Z—% v MEEEEN A HEZR Windows 10 64 £~ b F721% macOS X— g
10.13 LD~ > VU N LEE T,

ATFw 1 aEa2—4% T, Cisco Secure Firewall 81T —/VHD 7 + V2 2 {FRk L ¥,

TDOTFNEIIE, MOT A NERFELRN EE2BEID LE T, Cisco Secure Firewall 17 —/L % &
HForL, vr V=R BIOEOMTRXTOT 7 ANNIOT7 ANV ICHEIIVET,

G¥) Cisco Secure Firewall 1TV — LV DxFi/ A A—Ta v a2 F v ra— KT 5881%, 3555 LW 7
N BB L. BEED 7 A Z I3 LN T E &,

AT 72 https://software.cisco.com/download/home/286306503/type % Z /i L, [Firewallf517>Y —/L (Firewall Migration
Tool) ]2V 7 LET,

rRoV 7% 7Y v I35 L, [Firewall NGFW/3—F % /L (Firewall NGFW Virtual) ] @ [Cisco Secure
Firewall#17> —/L (Firewall Migration Tool) 1 (Z&E L 9, ZEIxHT D05 7314 ADX 7> m— K
FEIE AN D Cisco Secure Firewall BTV — /L& X U u— R+TA52 L TXET,

AT w73 Cisco Secure Firewall BTV — /L OEHNN— a2, fERRLE 7+ VA ICF 7 ya— R LET,

Windows f F 721X macOS ~ 3 > @t 72 Cisco Secure Firewall 517> — LV EZITRRETZ 7 A VB X D o —
FLET,

ASA with FPSHERL 7 7 14 LD EVHF

ASA with FPS #1%7 7 A V2 BT 51213, ROWT o FiEEFER T £,
* ASA with FPS#f 7 7 A L DT 7 AR —F (4 ~—)

« Cisco Secure Firewall 217> —/L 735 ASA ~D#EEGE (11 ~_X—)

ASAWithFPS B 7 7 A LD T Y RFR— k

ZDOHATIX, ASA with FPS #7777 A V& FEITT v 70— R4 L5 8ICOHLETT,
Cisco Secure Firewall 17> — /L7235 ASA with FPS (Z#5%: 4 28541, Cisco Secure Firewall
1TV = b ASA ~DFHE (11 ~—) IR E T,
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ASA with FirePOWER Services 5 5> PKI SERED T 9 2 K— kL gBE > 2 —~01 vi—+ [

\)

GE) 77 ANETI AKR— kL%, ASAwithFPSHEZ FEICa—T > 7 L7eh, AHEEINZ
720 L2 TL7Z&, 26 DOZEF L Threat Defense (2T 33, BT T 7 —»N¥4AT
D0, BATINKILUE T, 728 2IE, MR TR T 7 A V& BV TRAFT 5 &, Cisco Secure
Firewall 1T — /L CNT CERWZER ELITZEZAITHREBMEIND Z ERH Y £,

T AKR— b ENT- ASAwithFPS# ik 7 7 A /W "-More--"F— T — KR THF XA h L LTEE
NTWARWZ EEHERLET, EFENTWE &, BITHNEKRT D HEEND D 9,

Cisco Secure Firewall 517> —/L~® ASA with FPS # 7 7 A L OBITIZ. RO 2 EEO T 0
NPZ G I

s FENFTNFRITTA T TN HEH L CASARER 7 7 A VB2 A Vi R— FTEET,

* FPS % & #1935 Firewall Management Center {285kt L. BITT DL E N H H14{57C ACL R
U —ZBIR LT, FPSHER T 7 A Va A VR — N T HRERH Y £,

RAT9T1 BITT 2D ASA T /31 AE 72T =2 7 F A MIHF LT show running-config 2~ > K& L, =20 b
k& a2 — L £, [View the Running Configuration] ZZH L T 7230,

FE, BATT D ASA T3 AFE T3 7 F A MIx LT Adaptive Security Device Manager (ASDM)
ZHEHAL, [Z74)L (File) 1>[FHLWVWD sV RIICETaY T4 F¥aL—232%FKRTF (Show Running
Configuration in New Window) ] Z&#iR L T, #l~7 7 A LV Z G L £7,

GE) < /LF 3T % A~ ASA with FPS D #3413, showtech-support =~ > R&EH LT, 7 7
ANVADTRTOa T H A NOWREFFTE £,

ATw T2 Wipki%E cfg T3 ctxt ELTHRELET,

W70 YRR D ASA with FPS #%% % Cisco Secure Firewall B1TY —/LIZ 7 v 7 — R4T5Z LI TxFH
/Vo

AT w73 Cisco Secure Firewall BTV — %2 X 70— R L2 Ba—2I2 ASAwithFPS HERL 7 7 A VA d55 L E
7,

ASA with FirePOWER Services ™ 5 PKISEBAZEND T Y A KR— ~ & &
LB —A~ADA R—
1R BHHEIIZ

Cisco Secure Firewall 17 —/LiL, ZFHE— 2O VPN OEHE L X —~OB{TZ PR — |
LTWET,
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/ref-cli.html#ID-2118-000000c8

ASA with FPS 5 5 Threat Defense ~D#%177—% 70— |
. AnyConnect /8w —> &0 T 7 A LORE

ASA with FirePOWER Services Ci&, F 7 A MRA v FET/AEMHEHA LT, FEAEEZERICE
FLET, PTARRA 2 NI, GEAEMREINS 27T, ASA with FirePOWER
Services b 7 A FARA v MIR K2 DOFFAZEZRIFETE £,

ASA with FirePOWER Services %~ 7 - /L ASA with FirePOWER Services b 7 & hikA b
FEEEHECIIAN Y VA BEREENTWVET, LERN- T, TNHEEH Y ¥ —IZEFEA
VIR— T BRI EIETEERY AL

A AR —FEDEHE L X —T, BITRIT 77 47 4 D—E & LT, ASA with FirePOWER
Services F 7 A hARA » M ERIT VPNIEAELA PKI A7 V=7 FELTEHTEITLET,

ATV Tl koa<v REFEHA L, CLLZAN L TA »AR— FITD ASA with FirelPOWER Services #£7> & PKI GFBHE %
F—L L HITPKCSI2 7 7 A M AKR—FLET,

ASA (config) #crypto ca export <trust-point-name> pkcsl2 <passphrase>

ATv T2 PKIGEAEZFHE X —ZA v FR—FLET (A7 V=2 MEHE (Object Management) ][PKI 47 =
7~ (PKI Objects) ],

FEMIIZ DUV CIE,  [Firewall Management Center Configuration Guide] [#38] 22 L T 72 &0,

FE)TIER L72 PKI A7 ¥ = 7 M, Cisco Secure Firewall 17—/ [U E— s 7 27 & AVPN (Remote
Access VPN) JD[hT A RARA > b (Trustpoint) &7 >3 ZH D [MER & MRFE (Review and Validate ) ]
RV THEHATELLIICRY E LT,

AnyConnect /Ny —2 L0774 )LDEE

AnyConnect 7’11 7 7 A /WIA T L a o THY | EBE 7 —F 721 Cisco Secure Firewall #£1T
V= ENLTT v 7 r—RT&EET,
bR BRI

EHE X —DYE— T 72X VPNIZIE, 1 2L ED AnyConnect /X &7 — VN MET
j—o

« #505 Hostscan E ML T T O R r — D TR SN TV DAL, 2 oDy r—
7 v 7u— RTANERHD 3,

HBATHIOT 7T 4 BT 4 D—BRE LT, TXTONRy r—V2EHE 7 —TEINT 24
ERH 9,

* Dap.xml & Data.xml |Z, Cisco Secure Firewall 47> —/L 2/ L CGEMT 2 ML E R H Y F
—gqo

ATV kOa<w REFEHAL T, BRELRy r—T% K550 ASA 725 FTP £ 721X TFTP — R —|2a v’ — L %
j—o
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Copy <source file location:/source file name> <destination>

ASA# copy diskO:/anyconnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <-=—-- Example of copying
Anyconnect Package.

ASA# copy diskO:/ external-sso- 4.10.04071-webdeploy-k9.zip tftp://1.1.1.1 <-—---- Example of copying
External Browser Package.

ASA# copy disk0:/ hostscan 4.10.04071-k9.pkg tftp://1.1.1.1 <----- Example of copying Hostscan
Package.

ASA# copy disk0O:/ dap.xml tftp://1.1.1.1. <-—-—- Example of copying Dap.xml

ASA# copy diskO:/ sdesktop/data.xml tftp://1.1.1.1 <----- Example of copying Data.xml

ASA# copy disk0:/ VPN Profile.xml tftp://1.1.1.1 <----- Example of copying Anyconnect Profile.

ATy T2 Xyra—RLiRyr—VrEHRE 2=/ VA= LET (TP H FEE (Object
Management) ]>[VPN] > [AnyConnect 7 7 1/ JL (AnyConnect File) ]) ,
1. Dap.xml & Data.xml [X, Cisco Secure Firewall 17> —/L O [MEFR & #&R5E (Review and Validate) 1>[")

E—+72 X VPN (Remote Access VPN) ]>[AnyConnect 7 7 1 JL (AnyConnect File) ] €7 =
VINLEHE AT vy — RTALERHY £,

2. AnyConnect 7’11 7 7 A )L, FHEE ¥ —|ZEEET v 7 v — R4 %0, F721% Cisco Secure Firewall £
T — O [HER EHREE (Review and Validate) 1> [ E— F 72 X VPN (Remote AccessVPN) | >
[AnyConnect 7 7 4 JL (AnyConnect File) | EZ7 v a2 N L7 v 7 r—RT&xx7,

FETT v T — REINT- 7 7 A L7 Cisco Secure Firewall BITY — /L CEHATEX 5 L5120 £ LT,

BITOET
Cisco Secure Firewall 1TV — LD E)Y
A\

CGE)  CiscoSecure Firewall 81T — /L ZiEET 5 &, BOT 4 RuTary Yy —npE£d, BT
METe DI H T, CiscoSecure Firewall 1T — /VOBED AT v T OHEEITIRIN 2 0 Y —
JVICERRSIET, BHEIZT Y — /L RERR SR WEE L, CiscoSecure Firewall 517 — /L
DERICH D REMERH D £77,

188 BRI
* Cisco.com 75 @ Cisco Secure Firewall {7 — /L DX 7 o — R
e PR—FENDIBATHROEB YL X —F 7 v a  TEHEEZHRLET,

» Cisco Secure Firewall 517 —/V & 17T 572D, HH/3— 3 D Google Chrome 7 7
TR E2—HIA VA=A ENTNDZ &R L ET, GoogleChrome %7 7 +
NEDOT T uHELTHET D HFIEIZOWTIL,  [Set Chrome as your default web browser
EHRILTLLEEN,

s REALIHER 7 7 A VERBITT A6, BIT vy D a Pl AT ABRR Y = RIEBIC
SRVWEIICAR) —TREEHER L E T,
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asawithfps2ftd-with-fp-migration-tool_chapter1.pdf#nameddest=unique_14
https://support.google.com/chrome/answer/95417?hl=en&co=GENIE.Platform%3DDesktop

ASA with FPS %" & Threat Defense ~D#177—% 70— |
. Cisco Secure Firewall #217Y — L DCE)

ATwF1 B =2—H T, CiscoSecure Firewall 17V — V& X7 a— R L7273 VZ B LE,
ATFvT2 ROWTHNEETLET,
« Windows <~ 3> C. Cisco Secure Firewall 17 —/VOFEITA[RETZ 7 A N E X T NI U v 7 LT,
Google Chrome 7 7 7 ¥ Ciz#h L £ 7,
Ta S IRERENTZDH, [ (Yes) 12727 U 2 LT, Cisco Secure Firewall 517> — /L33 & A
TAIERFEZMZ L2 ENTELLHICLET,

Cisco Secure Firewall 17> —/ L%, T X TOBJE T 7 A /L&A L, Cisco Secure Firewall 17> —
NOFET D7 +NZIARELET (e 7BLOY V=207 LV E EETe)

Mac CiZ. Cisco Secure Firewall 17> —/L® *.command 7 7 A V& BID 7 VX |\ ZBEIL, ¥ —
ST rr— g o &E#E) LT, CiscoSecure Firewall 7Y — /LA VA b—/L I TWD T +
NEEBRL, WOa<wy REETLET,

# chmod 750 Firewall Migration Tool-version number.command

# ./Firewall Migration Tool-version number.command

Cisco Secure Firewall 17> — /L%, T XTOR# T 7 A /L& ERL L. Cisco Secure Firewall 17> —
NOFET D7 ANVZIRGFELET (BT BLRNY Y —RAOT7 3 VX EET) |

(=S Cisco Secure Firewall 1TV — /L&A 5 L35 &, BHEX A T urhERrIhEd, &
AT, H LB B e B 12 L - T Cisco Secure Firewall 217> — /L% Apple (28 8k <
NTWRWEDTT, FAHORBEICLDT 7 r—a 2 < FIECHOW T,

Open an app from an unidentified developer] # &ML T 72 S0,

GE) MAC DX —3FNDzip AV v REFEHALET,

ATFY T3 [ Fa2—%T A 28K (EndUserLicense Agreement) |—3 T, 7 L A FUIERAE T Ao b ibfy
T 5456 1%. [Cisco Success Network & {f#t a4 4325 Z & IZ[AE (I agree to share data with Cisco Success
Network) | #27 U w7 L, TNUNDEEIX[LTITY (I'lldolater) (%27 U w7 LET,

Cisco Success Network |Z#ft #5925 Z LICHET S &, Ciscocom 7V hEFHLTCr A T
5 EDITRDBHILET, CiscoSuccess Network |ZHEFHEEF LW E 2RI ZSGAIX, va—rva s
A NEH A LT Cisco Secure Firewall {17V —/icu 74 > LET,

AT w748 Cisco Secure Firewall BTV —LDa A o _R— T, WROWTINNEEITLET,

» Cisco Success Network & #atZIEH T 5I12i1%, [CCOTHrZ A > (LoginwithCCO) (V> 27 %7 U v
L, VI ra s U AEREMEMA LT Ciscocom 77 MzaZ A LET,

GE) Cisco.com 7 B v > bW A1, Cisco.com D1 7 A L _R—TU TERR L F 7,
cRDOFT 7 x N bul AR T S A LET,
o« —H—4 : admin

e NAU— K : Adminl123

. ASA with FPS /H & Threat Defense ~D#{77—%~ 70—
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AsAwith FPS 7 7 A L7 v 7a—F ]

Ciscocom 7H 7> bafEH LT A L LTWAEAIE. AT v 7 8 ICERET,

AT9TE  [RRAT—RDOYEw b (ResetPassword) ] X—Y T, HUWWSRAT—REFHLWWIRAT—READ L, #H
LWARY— Rz LET,

FLVWRRAT — RE 8 LFLAET, KXFE/NLF, HF. BLORELFE2E0LLERH Y FT,
ATFv7F6 [Ukvy bk (Reset) |27V v LET,
ATY Tl LR U—RTCrl A LET,

GE) NRAT— REBNEEEIT, BEFOT X TOT —H % <migration_tool_folder> 7> 5 HIBR L,
Cisco Secure Firewall 817 — V&2 H A A b—/L L ET,

ATvT8 BATHIT = v/ UAMEfERL, SN TWOEITRTOHEAZET LTS Z L 2B LET,
Frxy 7 VAMDHBEZ 1 DU EET LTWRWESIT, BT T25ETHRITLARNTZE N,

ATv T [HHBEIT (New Migration) ] %7 VU v 7 LET,

ARTYFTN0 [VT7 b U=T 7T v 7T — O (Software Update Check) | #i[i G, Cisco Secure Firewall #1717 — /L7
BHAN—Ta rEBFATL TV LN E I DB ARRGAIX. V2% 27U v 27 L, Ciscocom TX—V 5
ZHERLET,

ATy FN  [#4T (Proceed) 1 %227 VU v 27 LET,

RDRERY
WDOAT » ST Z ENTEET,

« ASA with FPS #ik % a2 > ¥ o — |27 AR — b L7=A1E.  TASA with FPS #5% 7 7
ANDT v T a— K| IZERLET,

* Cisco Secure Firewall 517> —/L % {# H L T ASA with FPS 2> S 15 2 i 9 53413, Cisco
Secure Firewall 17—/ 526 ASA ~OFEE (11 ~2—3) T E 4,

ASAwithFPS R D 74 JILDT7 v JO—FK

IR BRI
{570 ASA withFPS 7 /31 AN BAERR 7 7 A V% .cfg F/2id .txt L LTV AKR—FLZE
hd‘o

N

GE) N—Ra—T 4T LIHRT7 7 ANSFENCTER LR 7 7 A MET v 7 a— RLARNWT
LTSV, TFHAMTT 4 X3, BITICKRIT 2JRIK & 72 525 QTR0 OO EEZ 7 7 A v
B ES,

ASA with FPS 7 5 Threat Defense ~D#177—%~ 70— .
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B asavinfes o7 A LO7 v TO— K

ATv 71 [Cisco ASA (9.2.2 LIF%) with FPSTE#H DAl (Extract Cisco ASA (9.2.2+) with FPS Information) ] [#if#i ®
[F#)7 v 72— F (Manual Upload) €27 > a > C, [7Tv7r—1FK (Upload) ]%7 U v 7 LTASA
with FPS {7 7 A V%7 v 7 r— R LET,

ATw T2  ASAwith FPS #pk 7 7 A VO a5 L, [BI< (Open) 1227 U v 27 LET,

Cisco Secure Firewall BT — VMR 7 7 A V& T v 7 u— R LET, KBEERERT 7 4 VOEGE,
COFNZIFRERE A 230 F9, =Y —Zid, BT O ASA with FPS #RAT 72 & 4T Z L AZHEATIR
Moa TNFRENET, oV —ABDERINLWEEIL. Cisco Secure Firewall 17> —/LDiE#% I
HHROT 4 FUTHERTEET, [ 7 F X DR (Context Selection) | 'E7 3T, 7Ty
n— RENHEA~ LT 2T F 2 SRS T 2008588 S ET,

AT w73  [Firewall Management Center IP 7 K L A/78k A2 14 (Firewall Management Center IP Address/Hostname) ]
74—/ FIZ, ROBET LFEME®RE AT LET,

e N aTH AR ASAwithFPS : BHLIP 7 RL AEITE A M

e vNF AT HAKNASAWIthFPS : FEA L THF A FMDIP T RLAEZIIARA M

ATy 74 [P (Comnect) |27 U w27 LET,

[Firewall Management Center ™~ 12 2 1 >~ (Firewall Management Center Login) | i TR OFEMIEHR %2 A
JILET,

o —H4
. /\OX J— I\
s[m A (Login) ] %7 Y 27 LT Firewall Management Center {Z#%#5¢ L &7,

ATYT5  [FPS T/34 ADi#ER (Select FPS Device) | Ku v 7 X o lid, HEDEHE X —T X v F I T
HFPS TRAADY A MBERENET, TAA AT LI, TS A4 &, BEMNT SR7Z ACL AR
VMERINET,

ATYT6 [T FAPDOER (Context Selection) |77 v a &R L, BIT79 5 ASAwith FPS Z38 R L £,

ATvFT1  [#4T (Proceed) 1 %227V v 27 LET,

T IR AV—VNT NS, ANLERSNET,
ATy T8 [NV~ U — (Parsed Summary) | &7 ¥ a VT AT — X ARFRINET,

AFvT9 Tyl u— RENFHRT 71 /L T, Cisco Secure Firewall 17> — /L 23 H U TR L7 BEHE O %
MR L E T,
ATYT10 [k~ (Next) |27 Vw7 LT, =47 v MTXA—=FE@RLET,

RDZERY
Cisco Secure Firewall 17> — /L O$EE5E T A —Z DfgE (13 ~=—)
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Cisco Secure Firewall #17'Y —JLH > ASA ~DIEHE .

- - —_ ~ =+
Cisco Secure Firewall 3217V — /L Hh 5 ASA ~DIEHT
Cisco Secure Firewall 17 — /L. BITT 2 T840 A0 L. M ARERRIEW A2 i C&
i‘j‘o
1R BRI
e Cisco Secure Firewall 817V — V&2 XA 7o u— RN L CES LET,
U NALTHARNASA DL BHIPT FLA, BHE0 74 UEHR. BLOS
F—=TNRAT— RERELET,
cINFALTHFARNE— NASA DX, BB TXAMNDIPT KL A, &BEn 7
AUER, BIOS R—T N RRAT— FFRELET,

\)

GE)  ASAIZA R—T IR T — KRR STV R0 EA 1L, Cisco
Secure Firewall B{TY — VT2 D7 41—/ REZEADOFEFFICL T
BN TEET,

ATwF1  [Cisco ASA (9.2.2+) with FPSTH R Dt (Extract Cisco ASA (9.2.2+) with FPS Information) ] i [fi > [ASA~
DOFEft (Connectto ASA) &2 a3 T, [HE (Connect) 1 %27V v 27 LT, BITT D ASA T /314 X
ZHEHRE L £,
ATv T2 [ASA 1A (ASA Login) ] T, ROEHREASLET,
1. [ASAIP 7 FL A/FR A b4 (ASA IP Address/Hostname) ] 7 4 —/V KiZ, BHIP 7 F L A F 723K
AN (7 NarsTxADNASADGE) ) BEEHarTIFARNDIP T RUAEIIARA M
(I FarTHFA R ASADHEE) A LET,

2. [=—%4 (Username) ]. [/XAU— K (Password) ]. BL W [A F—T /L AT — K (Enable
Password) | 7 4 —/V NIZ, #UIREBRERHOn 74 L EEIERE AT LET,
GE) ASALZA =T IJVISR T — R EN TV R WAL, Cisco Secure Firewall 17 —
NTZDT7 4=V REEADEFICILTEB ZENTEET,

3. [mF7 A4 (Login) 1227V yZ7 LET,

Cisco Secure Firewall 517> — /L3 ASA [Tkt 3 D &, ASAIZIEFICER INT-ZE WD) XA v —UnFkK
RENET, w/LFarTF Xk ASA D4, Cisco Secure Firewall B47Y —/Lid o5 % 2 M &8P L
TUARMLET,

ATY T3 [2rFTFAbL (Context) | Kuy XU D, BITT25 27X A MERIRLET,
ATvT4 ({EE) [e > b hOYEE (Collect Hitcounts) ] 3R L £ 7,

FATTBHE, OV UL ASA V— UME R STz EE L . ASA BREIRERT DARE £ 7213 ik O ASA
B LARR I Z L — L 3ME ] S AV T etk DI &2 51 U, [#ERR & fRRE (Review and Validate) | ~X— 122
BHERTLET, XY, BITENCA— L OB ZME & BB 2 3 T X £,

ASA with FPS 7 5 Threat Defense ~D#177—%~ 70— .
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. Cisco Secure Firewall #17'Y — /LA 5 ASA ~D i

ATy 75 [ &BAts (Start Extraction) 127V v 7 LE T,

Cisco Secure Firewall 517> —/L2% ASA IZ#56E L. #EFHROME 2B L £9, N EFICETT 5
L [T A FEER (Context Selection) |27 v a T, Ty rra— KRINERNy 7oy
THEARELFATF I THEFRARASA DEL LIZKGT D008 SN EJ,

ATwT6 [T HFANEFER (ContextSelection) | &7 v a &R L, BITTHASAT L THF A FERINL E
R

AT w71 [Firewall Management Center IP 7 K L A/78k A2 4, (Firewall Management Center IP Address/Hostname) ]
74— R, ROBEET LFMIEREAD LET,

e TN AT X AN ASAwithFPS : HHEIP 7 FL A E-I13ER A M

e wNTF AT HANASAWIthFPS : HEHa L TFXFAMDIP T RLAELIIHRA M

ATy T8  [BE (Comnect) 127 U7 LET,

[Firewall Management Center ~® 2 271 >~ (Firewall Management Center Login) | [ TR D FEAME 2 A
JILET,

o 2—H4
« )N A J— ]\
s[m A (Login) ]% 7 Y > LT Firewall Management Center {Z#%#¢ L &£ 7,
RATY T [FPS T /A ZADHEIN (Select FPS Device) | K v 7 X 7 ilid, HEOEHE L ¥ —T ¥ v F I TV
HFPSTNRARZADY A MMBERINET, TNART LI, T3 24 & BEfTT B/ ACL AR Y
MR RINET,
ATY 10 [#i4T (Proceed) 1 %227 VU v 7 LET,
T IR AN VIRT N ANLEFSNET,

ATy TN [fi#fr~ U — (Parsed Summary) | &7 ¥ a NI AT — X ANFR S FE T, Cisco Secure Firewall
BATY —VITHER T 7 A V2T L. ASA 22D YT L £97,

AT 12 TyFu— RNRENTHERT 714 /L. Cisco Secure Firewall 81TV —/L23H UCTRENT L 7- B FZ OB 4
el LE1,

ATV T3 [k~ Next) 1227 Vw7 LT, X—Fy "RFGRA—FEBFINLET,

RDBRY

Cisco Secure Firewall #2177 — /L D5 A — 2 OFsE (13 2—)
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Cisco Secure Firewall #8217V — L DIERFK/NS A — 2 DIETE .

Cisco Secure Firewall #2717V — L DIEFRFT/NT A — 2 DIEE

ATy T

ATy T2

ATvT3

1R BRI

CDO THRANINDBT T T RNR—=2aOBITY—NVEMHLTWAEHAEIT, FIE3ICHEA
TLIEE W,

« 4271 I A Firewall Management Center © Management Center ® IP 7 R L 2 & Hif5: L &
—a‘o

+ [User Accounts for Management Access] DFHAIZHE- T, RESTAPIIZT 7B AT A7
D+4y 72 HEFR T, Management Center (Z Cisco Secure Firewall 47> —/LVOBHT B 7 > b
ZAERCL 7

« (BE) AUV F—TxA ARN— R EDT A AEE OREREBITT 25613, #—
7y b B3 D B 2 Management Center (2381 L £9°,  [Adding Devices to the
Firewall Management Center] #ZM L T 7230,

o [FEZ8 & fFE (Review and Validate) ]-X— Y TIPS £721X7 7 A VAR U ¥ —% ACL |2 A
THMEND LA 1E. BITHIIC Management Center TR VU > —Z21EkT 25 Z & 270 B
B LE3, Cisco Secure Firewall £17 — /L {384t & 417- Management Center 7> 5 7R U 3 —
PG T o7, FLRY =2 A LES, LAY =2k L THEOT 7 & X
HIg Y A MCEID B THE, RT3 —< U ANMET L, 7y aDNRid 2 aREMERH 0
ESCaN

[#—7" > FOEIN (Select Target) | BHE D [7 7 A T 7+ — /L& (Firewall Management) | &7 > 3
T, WOFNEEZFATLET,
a) [ 7L IAFMC (On-PremFMC) 1 A7 a2 x27 Y v LET,
b) EHEELVZ—DIPT RUVAELITZELENM KA A 4 (FQDN) # AJJLET,
¢) [Domain] Ku > XU A NT, BITHD RAL U EBIRLET,
BT DB T3 ATBATT D 5E &, BIR LTz A A CTHE AT 7R BRI 3 2 B 7
WA ZNZDHBBITTE LT,

d) [##¢ (Connect) %7V v 7 LT, FIE2IZHEARET,

[Firewall Management Center~~® 7 77 -f >~ (Firewall Management Center Login) | ¥ 7 2 7K v 7 AT,
Cisco Secure Firewall 1T — VEHT H U v FOa2—H—4 L X2AT—REANL, [BZ A (Login) ]
27V w7 LET,

Cisco Secure Firewall 17> —/L|% Management Center {2 271 > L, % ® Management Center (= J % & Bl
B EHEBIHT DM T AL 2DV 2 2R LET, ZOFIHOETRILUT= > Y — L THBTE
7

[#—7%" > b DEFR (Select Target) ] i D [Threat Defense M (Choose Threat Defense) | &7 =
T, BATED BBUCK T A5 734 R @IRTEET, £z, BEUSKHT DB 7 /31 AR
B1E. ASA with FPS #pk DR Y & — (77 B 2l Y 2 & NAT, BLOAT V=2 1) %
Management Center (2T T& £7,

ASA with FPS 7 5 Threat Defense ~D#177—%~ 70— .


https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/user_accounts_for_management_access.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/device_management_basics.html#ID-2242-0000069d
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/device_management_basics.html#ID-2242-0000069d

ASA with FPS %" & Threat Defense ~D#177—% 70— |

. Cisco Secure Firewall #8517V — L DIEFHE/NS A — 2 DIEE

AT w74 [Threat Defense D% (Choose Threat Defense) | £7 2 3 T, IROWTNNEFATLET,

* [Firewall Threat Defense7 /31 A D& (Select Firewall Threat Defense Device) | Ku v 74 7 U &
Fe27 U2 L. ASAwith FPS R ZBAT T 07 /A A4 I LET,

H&fR L 7= Management Center K A A INOT/SA AR, IPP7 FLRAERRITY A MSvET,

GE)

GE)

Dipd b, BIRT DA T 4 7 BEUTKT DU 734 2121, #1779 5 ASA with
FPSHEpk L R UM B, v X —T =2 A AET2FR— b Fr X A VX —T = A AR
HCd, Dl b, BEICKHT D08 T A ADa T F A AKX AIZIE, [FUHK
OIS B —T 2 A AETNIFR— N TF XY RN A F—T 2 AR TA X —T = A
ARMETT, ASAwithFPSHEK LRI L7 7 A4 7 U 4 —/E— RTT /A ZAEHLT D
VERHY FI, 72770, INHDA U H—T A AL, BHDT /A A TR CARIT
HDHMETH D FH A,

PR—hENTWBZ—4 > b Threat Defense 77 v b7 4 — L0, Bt H——
¥ a 6.5 LAk 2 7= Firewall 1010 T 25512 DA, FDM 5505 AT ¥ — MIILH
R =R EIN, T3 ABEFORY > —|2idfH S E A, Threat Defense 72 L
THEATT % & Cisco Secure Firewall 1T — /L I3HEAL F 721328 U 3 — % Threat Defense |
Ty a LE®HA, LA - T, Threat Defense DT /XA AEA DK TH DA v —
Tz AL — b, BLOY A MEVPNIZBITENERF A, 7275 L. NAT, ACL, &~—
ATV 27 Wil PAR—FENTWAMOTRTORRE (AR —E4 TV
7R 3BT EINNET, UE—FT7 7 EAVPNIZIEARY > —TH Y, Threat Defense
L THBITTEET,

%= 1:ASAwith FPS 7 7 A4 7 72 + — JL#EEE & Y7 R— b S TULVS Management Center & 1= (& Threat Defense (D/\—> 3 >

T 74T 74— LR HR—FINTWEEE Y 2 —F =L Threat
Defense M/\— 3 >

ASA with FPS & U &— hERH 6.7 LAR%

W5~ v 7%+ ~H VPN 6.6 LAR%E

AN R B —T oA A (VTI) E— | 6.7 LAKE

R—2Z (VTI)

ASA with FPS &2 6.5 LAR%

L — A7 Y= k& BGP 7.1 LARE

YE—h 727+EAVPN « Management Center 7.2 DL

« Threat Defense 7.0 LAKE
EIGRP

* Management Center 7.2 LAR%

» Threat Defense 7.0 LA
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ATy TH

ATvT6

[

Cisco Secure Firewall #8217V — L DIERFK/NS A — 2 DIETE .

GE) # A MU VPN, VTI, BEUL— _X—2 (VTI) A v Z—7 = A ZAZBITT5HI120%
Management Center C 2% 5 Bhi#l ZHEpT 2 BN H Y 7,

« ASA 5505 D6, TN AFEAHOWERL (4 57 —T7 =4 ABLOL—%) LIEFRY v — (NAT,
ACL, A7 =7 ’) X, #¥R—FESNTWDLF =57y b BEBICKHT 205 77 v b7 4 — 290
Management Center 73— =1 > 6.5 LARE Zfifi 2. 72 Firewall 1010 D5GAIZDOHBITTE £7,

GE) o X =77 BB R D 5 ASFPR-1010 T/2W54E . £7213 % —4 ~ h Management
Center 2% 6.5 £V HREIOEEA L. ASA 5505 ORBITH R — MIELFRY o —IlcD B
HEnEd, 71 ABBOREITIBITSNERE A,

o B ICHERKIE ASA 5505 TH D72, [T 734 ADER (Select Device) | K v 74
7 U A RS FPR-1010 D A& 3IR T F97,

¢« ASA-SM BATOHHR— ME, AR o —Dhz gt LTWET, T, ZAEA
DREIBITSNERA,

s [Threat Defense % {# &7 #%i{T (Proceed without Threat Defense) 1% 7 U » 2 LC. ##%/¥% Management
Center (ZBATL £,

BT 5 B51 72 LU CRéfT9 % & Cisco Secure Firewall F£17T Y — /L1 & BT kT3 2 BhfE (2 Rk
FFERY =% T v a LERA, LEBoT, BEICKHT D88 OF A ABEHORHEKRTH 5
AHE—=T 2 A AL—F, BIOYA MEVPNIZBITSNEHA, 7272 L, NAT, ACL, ~"—h
ATl Rl YAR—=FEINTNDIMOTRTOMHER GFEHERY — 477 M) 38T
SNFET, VE—FT7Z7EAVPNIIHARY 2 —TH Y, Threat Defense 72 L THREITTE 7,

T (Proceed) 1 %27 U2 LET,

BATHEI2)5 U T, Cisco Secure Firewall BT — /L2 L TBITT DM REZ BIRTX £17,

[H&RED

\j—o

ER (Select Features) |27 v a a7V v 7 LT, BITHRICBITT 2HEEEZ R L GRIRL £

o BERLIT BB T BB TN RZBATT DA, Cisco Secure Firewall 17 — /WX, [T /34 &
DOFERL (Device Configuration) ]2 3= v & 344K (Shared Configuration) | &2 v 3 > C,
ASA with FPS # 5 7> HBAT T & 2HREAZ HBIAVICEHR L £, EIFIIS LT, 7740 FO@ER%
SHICERTEET,

* Management Center {2173 5454, Cisco Secure Firewall 17> — Vi, [#F T%EE (Shared
Configuration) 1£7 > 2 > C, ASA with FPS ##7> 51T CT& 2146 %_" HERICEIR L E T, 2
WIEC T, 7740 FOBRRNE I LICEETEET,

GE) [T /354 ZADO#EK (Device Configuration) |1& 7 33 »id, BT BREUIKT 2B 73
A ZAZERLTORWGEERMEHTE £ A,
GE) [Firepower Device Manager 51T (EH#EK D A)  (Migrate Firepower Device Manager

(Shared Configurations Only)) ] %R L7256, [T /34 A Dt (Device Configuration) ]
v va AMEATE EEA,

« Cisco Secure Firewall 1T — /L ClE. BITHIZKROT 7 AN YR — I TWET,

ASA with FPS 7 5 Threat Defense ~D#177—%~ 70— .
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. Cisco Secure Firewall 3217V — L DERKKL/NS A —F2 DIFE

HIETEX 2 UT 4V = DIRE  BITHO ACL D%k — o O~ B PRGN LET,

=R 7T v Tu Yy 7EER A — N B LV— MZBRE S, PBR, @Iy L— K, B X
ONATIZEZESNER A, A1V F—T xR Xy MU —7FERIL, #L— MERZ ST
DIz INET,

EEITRBLOERLEOX Yy NT—0 3T =27 N TN —TOMWEIZ L > TiE., ZOEEICZLY
=N T A EndbY 1,

o JEMEEAL A L—L (ASA) OF VLT 4 VAR I —E LTORBIT : ASA I AL kv
FNTa NINI— N BT VT 4 NE NI VI BT T AL RO KD RSN
HFI,
T AT ALART T a v OWEE BT 'MENT T 4 v I DFEIT, T 7 A RS AMLEL
TONRT F—< L A%M ESEET,
e RT Fp—< AP L BHAEDO XY v B3 H D EDOMOBEFEIZHOWTH, 77 A X
ARLT Ay I T HIENTEET,

Cisco Secure Firewall 17> — /L%, EETCHEL T S fbsnic b XV T 7 4w 71—
NEREHIL, VT 4 E RN L E LTBAITLES, VT 4 V2R —TRBITS
NI R ANV — LV ERERTEET, L7 4 LXKV 2 —iX, Management Center TRIT S 41
TR arybr— R —IZEEMST O ET,

TLTANE B F A= LTRBAITEND T R haVTIRO EBY TT,
* GRE (47)
«IPv4 71 7L (4)
< IPv6 1 7Lk (41)
e Teredo k> U 7 (UDP:3544)
GE) TVTANEAT v a Y EERLIGOVGE, TXTORRIVETT 4y I b—)
DHHR— RS TWRVIL— L LTBITISET,

ASA with FPS #5i%® ACL k> %/LL—/L (GRE 3 X OV IPnIP) 1%, BIfE, 77 /L F TN
LLTRBITENET, 778 RAa ba—/LOREAT > g T, BEilcn/L—L % W5
MEITHEGFAICEETE 2 L2100 £ LT

« Cisco Secure Firewall 17> —/L 1%, VPN b VX ABITHICRDA v 2 —T 2 A AL F TV b
PR—=FLTVET,

e RN == (5~ v7) : #—% > k Management Center & (2% 9 2B 23/3— 3
¥ 6.6 LIEDSE

o )b— k=2 (VTI) : ¥—7% > b Management Center & ZBIZxT 3 BB 33— 3 > 6.7 LA
KDL 5

» Cisco Secure Firewall 17> — /L%, ¥—47 v MEHE L X =B 12 UBEOEEITZVE— T 7B A
VPN OBITZ YR — T LEd, VE— T 7 EA VPN L, Threat Defense 72 L TBITTX 4R
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ATvT1
ATvT8
ATvT9
ATv 710

ATy TN

1v51v10—71 |}

J 3 —"C79, Threat Defense % fif 3 D17 % BN L7254 . Threat Defense D /3— 3 1% 7.0 LI
THHIUERHY FT,

+ ({£&) [Optimization] &7 > = > C. [Migrate only referenced objects] Z3®IR LT, 77X a2k
H—/L RKY —ENATRY —TEREINTWDHAET V=7 bOREBITLET,

GE) ZOFT v arERIRT S EL ASAwithFPS RN OSSN T\ ianWA 7 V=7 ME
BTSN EEA, 2T, BT RGBS, RIEHOA T2 =7 SR
DIHESNET,

« ({LE) [xi#fk (Optimization) B2 > 3 > T, HEIZKT A8 OF7 72 ARV > —I2 X % il
RAEVMHBLEBT 25E81L, [ 7 V=7 N7 A—7 DRk (Object group search) ] 23R L
£7,

« (ER) [~ T4 7 =71t (Inline Grouping) ]2 i = > T, Cisco Secure Firewall 17> —
NWEFMHALT, CSM E£721EDM THE D EREHADOF Y T =7 B —ERAF T V=7 MAD
TIRAN—NET VT CTEET, ZOFTvaratd7lT5be, ERFELDLT TV =7 AN
BATRHCRFF S NVE T, FRZ DWW TIE, Ao T4 70— k) 2L T IES0,

GE) FTITFNVEITIE A TA L ITN—=TIDF T2 a INEINT > TWET,

(%47 (Proceed) 1 %7V > 27 LET,

[ZEHOBAG (Start Conversion) (%7 U v 7 L, ARG L ET,

[Rule Conversion/ Process Config] © 27 > = > C, [Start Conversion] 27 YV v 7 L CEHE ML £,
Cisco Secure Firewall {7 —/MZ L o> TEB I N - EEZOWME AR L 7,

W7 7 AV IERIZT v 7' a— RBXOWIT SN2 E 9 D EERT 5121, BITE2HITT 20
TRILR— b2 XU o— L THRERLET,

[LAR— DX a—K (Download Report) | %2 Vw7 L, BITRILAR— bERFLET,

BITHILR— kD= —1 . Cisco Secure Firewall 217> — /v & [6 UBATIZH D Resources 7 /L F (T
mEINET,

RDBERY
BATHI L A — b OHERE (19 =—2)

4125409 IL—T 1k

ASDM B LU CSM T AR—C FASAIC L BA T2y R IL—T1k

EEILELFERLEOT FLA, HEIWVTEE L E IR — e X ICE0EE (57
Vxl NEREFAUTA VD) EAJITHE, CSM 721X ASDM TAH 7 V=7 R —
DEBNCIER SV E T, & ASA T /31 ATHERZ BT B8, CSM 3 L UASDM Cfii
INDHINOLDOFT V=7 M7 NV—TDmARRNE, 427 CSM_INLINE 3 X O'DM_INLINE
<7,

ASA with FPS 7 5 Threat Defense ~D#177—%~ 70— .
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B 5ok

\)

GF) A7V=7 VA=A OEEEEF I D121, [V—IL (Tools) |>[5%%E (Preferences) | 7>
b, fBELET VI 4 v 7 AR OFRy NI BIOY—E 247 V=7 M HEERT

U

% (Auto-expand network and service objects with specified prefix) ] /V— /L7 — 7 /LK TE &R L
i ﬁ—o

WIZ, ASDMIZ K> CTHEBL &S ASA T showrun =2+ > K& L CHl S v/t a2 =
Ny FERLET,
object network hostl

host 10.1.1.100
object network fgdn objl

fgdn abc.cisco.com
object-group network DM INLINE NETWORK 1
network-object 10.21.44.189 255.255.255.255
network-object 10.21.44.190 255.255.255.255
object-group network DM INLINE NETWORK 2
network-object 10.21.44.191 255.255.255.255
network-object object hostl

network-object object fgdn objl

access-list CSM DM ACL extended permit tcp object-group DM INLINE NETWORK 1 object-group
DM_INLINE NETWORK_ 2

EFEOFITIX, ASDM UI @ access-list CSM_DM_ACL (%, /L—/LDOEE TR L OBk e D% v
FU—2 & LTDM_INLINE 7 /b —7Z &Rt 0V IZDM_INLINE 7 /L — 7 DNEF & FK

R~LET,

425425 I)L—TF1t : ASDM/CSM

Cisco Secure Firewall 1T — /L DA > T A o 7 —T{kSREZ M+ % & . ASDM %£7-1Z CSM
D~ % — K ASA T /XA A D show running-configuration % gt ¢ £9, ASDM F721L CSM
ERICT7EBAY A M—LD Ul EBRERET AT varBbEd, 2777 ML
BE. BITSN-/—/LiZ. ASA show running-configuration Ttk <4 CV»% DM INLINE
TN—T%BRLUET,

\)

(GE)  Cisco Secure Firewall 217 — /L ~DiX(ETC ASA R 7 7 £ /VAINE, BlEFE ASANS $7-
IZ ASA T34 A (SSH) ~D T A 7kt &I L TUNEE X172 show run F 7213 show tech (272
Y F£9, CiscoSecureFirewall 81T —/L %, OB O¥ENR 7 7 A NV E 213K EVR—FL
TWEH A,

WROKIE, ACE £721% RULE @ [%fE5% v h U —72 (Source Network) ] 7 4 —/b K & [
et hU—2 (Destination Network) | 7 4 —/V K2, TNENA VT A ¥ I N—T{bA~
Va vy OFMMEEILITEIEIZE SN T ED L H I LT A ERLTVET,

. ASA with FPS /H & Threat Defense ~D#{77—%~ 70—
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sirmLt—rowz [

R1: 425405 I—TkHY : ASDM/CSMMBER

SOURCE DESTINATION
Mame Zone Metwork Port Zone Network Port
o 12 CEML| oL outsida 10.21.44,189, 10.21.44.190 A ANY 10.21,44.101, hest?, Beyin_cky1 ANY o

B2: 4542 L—FHY : ASDM/CSM H )

BATHI LR —  DHERR
BATHICBATAI L H— h & & v n— LB, KoY v 2 2EHLTY Y a—F
LTS,

BATRIVA— b X 7 m— R RARA | ¢ http://localhost:8888/api/downloads/pre_migration
summary html format

)

GE) L 7R— B, Cisco Secure Firewall 1T —/L D EITHICOLE T o a— R TEFET,

ATV BITRILA— haeZ v ra— RLESGIMCBE L ET,
BATAILAR— b2 —% | Cisco Secure Firewall 17 — /L & [6 U35TIZ 8 % Resources 7 4 /L X ITR
FEINET,

ATV T2 BATRILA— M EHE, TONRLAEREICHER L T, BITHKRBT 25K &2 2 BEERELET,
BATHIL AR — MME, ROFEPGENTOET,

o [&&DH <Y — (Overall Summary) ] : ASA with FPS #2572, F£721% ASA with FPS
WCFBT v 77— R+ 572010 S5 ik,

FA 7 ASA TG L CWAEAIE. ASAwith FPS TRt SN 7 7 A T U+ —/LE— K, < /LFx
VT XA NE— ROLEF, BITHICER L2 TH A b,

BB K T D5 I IERICBITTE DR — h&f5: ASA with FPS fEp B & . BITRI5 L L TEIR
SN HERE D ASA with FPS #§RED -~ U —,

FA T ASAICE S L W BGE, P~ —iZidk v b vy MER (ASALV— 3R Sz &
FDEA LA TIER) NEENET,

s [T —D & HHRKAT (Configuration Lines with Errors) | : Cisco Secure Firewall F51T > — /L )M C & 72
3o T2 T2 DIZIE IZFAT T & 720 ASA with FPS ORI DOFEM, ASA with FPS R CZ b D~
T—HEBEIEL, FILWHER T 7 A V27 AKR— ML ThH, #HLWHERK T 7 A /L% Cisco Secure
Firewall 1T — /W27 v 7o — R L, HITL T E S0,
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o [FR 972 H 7R — MA#RL (Partially Supported Configuration) ] : ¥R FIIZ D A 1T A AE7: ASA with FPS
MERLEROFEM, D OMIRERICIE, AT v a v G — LA TV EREERTH
B2, §EA T a vEGRHETICA—VERFA T V= FEBITTEET, IO DITEHER
L. #ffiA 7> 3 >3 ManagementCenter CHAR— KNI TWAHENE I D EERLET, HAR—FSh
TWbH AL, Cisco Secure Firewall BT — VA H L TRBATEZE T LIZRIC, 2o F 7T a v
ZTEV O T D L AFE L ET,

o [V AR — FORERL (Unsupported Configuration) ] : Cisco Secure Firewall 17> —/L72% Z i1 6 ORED
BATH YA — F L TRV, BT TE 220 ASA with FPS MR OFFM, 246 DITZ s L.
AFEEEDY Management Center CTH R — FENTWOHME I DEMER L E T, ¥AR—FINTWDIEHE
IZ. Cisco Secure Firewall B4T7Y — V&2 FEH L TBATEZ S T L721RIC, HREZ TEICTHRT D Z L 25
WL ET,

o [MEAR X A #ERK (Ignored Configuration) ] : Management Center & 72 1% Cisco Secure Firewall 47> — /L
THER— F SN TWRNZDIZHES X715 ASA with FPS #a B3R DOFE#M, Cisco Secure Firewall 1T
V=IO DT LEE A, 2D DITEMER L, £ HE)S Management Center TH 7R — |k &
NTHENEIDEHERLET, YAR— SN TWDIEEIE, #iEsd TEICHRT L2 Z L2 LE
R

Management Center &

BT DB THAR— b SN DBEREDFEMIZ DWW TIL,  [Management Center
Configuration Guide] [J%5E

12T IZSW,

73%7:
e
ES

ATv T3 BITEILAR— F CEEHENSHRE SN T DEAIE. ASAWithFPS f VX —T7 = A A TIEIEZ5E T L.
ASAwithFPS#K 7 7 AV EFE T AR — ML THDL, BFHaNHWBl7r A VvE27 v 7 e—FKL, %t
fTLTLEEN,

ATw T4 ASAwithFPSHERL 7 7 A VR IEFIZT v 7 a— FEB IO S47= 5. Cisco Secure Firewall #17> —/LiZ
B, [k~ (Next) 127V v 7 LTBITERFITLET,

RDEZRY

ASA with FPS % & Secure Firewall Device Manager Threat Defense f > % — 7 = A AD~ v B/
e

ASA with FPS #2 R & Secure Firewall Device Manager Threat Defense
VA—T A ADIVEVY

BB DA 73 A AIZ1%, ASA with FPS #5% Tl STV D 5L EoWeE A > 7 —
T2 AER—K FXY IV A B =T 2 ARKETT, TNOLDA U F—T oA A,
FDOT A ATHECARTTHLIMNEILH Y FHA, A F—T 2 AD~ v E L T IiEE R
T&EET,

[Threat Defense{ > % —7 = A AD~ 7 (Map Threat Defense Interface) | Hii C, @I xd
LR TNA A DA H—T 2 A ZADY A MR LET, 7 7 4L b TiX, Cisco Secure

Firewall 17> —/L1Z ASA with FPS DA X — 7 = A A L BT D5 T34 Z&A
=Tz AIDIHE-Tw o BT LET, 2e2E. A F—Tx(4 20 VEHHFH 4
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ASA with FPS # 5} & Secure Firewall Device Manager Threat Defense 1 2 —J 4 ADT v E Y .

VHE—T oA AL, BIBICKT ABE T A ERERH] A X —T oA AZHEINIC
v BT EN, BETEEREA,

ASA with FPS A % — 7 = A A5 BIBIZKT DB A > 2 —T = A4 A~D~ > BV 71X,
BB KET BB TR R B A TSI Lo TRRY £,

« =0y b BT 2B SR A T 4 T HA TOHBEFITIKRO L SIT2Y ET,

o BRI KT DB 11X, 9% ASAwithFPS A v % — 7 = A AF 2 13R— b Fx
v (PC) T—HA B2 —7 = A ANEHLL EMEETT ( ASA with FPS #k D& BE
HHEVTA 2 —T 24 A%RL) . FHECREOSEIX. #—7 > MEBIZxT %
B (B Z A T DA B —T = A AZBIMLET,

TN =T 2 A AL, WA A —T 2 AFETIIAR—= N Fy R~y BT
F-3U T Cisco Secure Firewall 17> —/WZ Ko TERSILE T,

o X —X s N BBICKT A N a T T E A TOREIIRDO L 5 £,

« BRI AN, 95 ASAWIthFPS A v % — 7 = A A WY 7 4 o 2 —
TxA A, R F ¥, FRER—F TRV H T A2 —T A4 ZARFEELL
EETY (ASA with FPS OB EER 2 FR<) o FERBOEGIL. ¥—F >
N BRI B e X A T DA U H—T = A A%BMLET, 72& 2R,
B =77 NI B OMPERA B —T = A ALY T A B —T = AD
3 ASA with FPS TOH LV 100 D726, #—74 v b BIBUZxET 5 Bl (2800
OB E TN IS T A X —T oA AEAERRTE T,

e 7 A B —T = A A%, CiscoSecure Firewall 217> — /L ClIfERE SN EH A, WE
A H =Tz A, R—=+rFy i, £EFVTA =T =2 ABDOA L F—T =
A A BT ORNBHFATINET,

4R8O HHEIIZ

Management Center (282t L. #3kiit & LT EBUCK T 5 28R L T\ D 2 L 2R L
T, FEMIZ DWW TIE,  TCisco Secure Firewall 247 — VO /3T A — X OFFE (13 ~X—
V) | EERLTIEXND,

\)

GE)  BFEUTKT D5 7 /3 A A 72 LT Management Center [Z1T 3 2846, ZOFIAETEA S E
A,

AT A F—T 2 A~y B T EET H5E1E, [ThreatDefensef > % — 7 = A A4 (Threat Defense Interface
Name) |O Ry 7 X7 VA&7 Y v 7 L, TDOASAWIthFPS f V' X —T7 = A A|Z~v v B TT 51
VHA—T 2 AEER L ET,

BEA =T 2 A AD v ETIIEFETEER A, BRI T B A v ¥ —7 = A AT TIZ ASA
with FPS f ' Z —7 = A RZED HTCHLNTWAEEIL, Ry 7 XU URRMDLEDA X —T A
AEBINTEEFHA, BIDYTHELADODIT R TCOA X —T oA AFT LV —FR_RENh, EHTEEHA,

ASA with FPS 7 5 Threat Defense ~D#177—%~ 70— .
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B o507Vt 8T R L—TAD ASAWIhFPS £ V8 —T T4 RDT Y E LY

YT, B =T 2 A A~ B 7T ANETH Y £H A, Cisco Secure Firewall 17> —/LI%. ASA with
FPSHERAN DT R COY T A L HZ—T =2 A ZNZDWT BRI T A T, ZADY T A v F—T = A A
P~y LET,

ATY T2 % ASAWithFPS A X —7 = A A% IR D A v —T oA AT~ BT LIEb, [k~
(Next) 1227V vy LET,

RDZRY

ASA with FPS A v % —7 = A A &30 7e HEIZKT A5 A VX —T = A AAT =7 I,
X VT4V —r, BIUOA v E—T oA AN —F I~y B LET, FEMIONT
., X254y —v A B —T oA AT N—T~D ASAwWithFPS £ > Z— 7 = A X
D<=y BT BEHERLTITEIN,

X2 FaI—2EEAL R —T 24 RTI)L— T~ ASA with FPS 1
BR—T A ADIVELY
A\

GE) ASAwithFPSHERRICT 7R U 2 M E NAT L— A REENTWRWES., £ 60N
Vo —%BITLRVWEEIE., ZOFEEZAX Y 7 LT [Elb, MkoOmER &M (24 ~—
D) e L TE E T,

ASA with FPS RS IEL K BATSND L 9IS, A ¥ —7 = A R &Y BRI 2 851
AVEB—=—T 2 AAFT TV b, X2V T 4=y B 7 LET, ASA with FPS ##
KT, 778X a2 be—LRY —ENATRY U—3 A v Z—7 = A4 (nameif) %
ffEFl L £ 9, Management Center TiX, TNOHDKRY —IA v H—T =2 A A FT V=7 b
fEFLEJ, &5IZ. Management Center R U 3 —|IA L H—T = A A FT V=7 RO X
NI N—FELET,

et X T4 = A E—T 2 A AL, 12D F 2 VT 4 = NIDOBRETHI L
MNTEET,

A =T 2 A AT N—T A B —T =2 RIEH DA Z—T =2 AT N—T BT
HIENTEETS,

Cisco Secure Firewall $17Y — /L Tk, EX 2V 74V =0 BLOAS X =T =A AT V=T L
AH =T 2 A A IX T Ty BT TEET, X2 VT4V —vERFA I —T = A
ATN—=TINA B =T 2 A ATy E T INTWDLEE, oA v F—T 2 AD< v
BN EA T E £8 A, Management Center CIEF Al 41 E 7, Management Center D&
Fa2 T4 =AU Z =T A AT V=T DFEMITHOWTIL,  [nterface Objects: Interface
Groups and Security Zones| [#5E] 2L TS 7ZE WY,
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EF YT A=V EA VA= T TA RTN—TADASAWithFPS 1 > 2 —T x4 20T v ELY [

ATYT [BxXa2 VT4V = AV F—T 2 AT N—T~D~ > 7 (MapSecurity Zones and Interface Groups) ]
Wi T, EHARERA =T A A, X2V T4V =0 BIOA U F =T = R NV—T %R L
iﬁ—o

AT T2 BXa VT 4= BIOA, ¥ —T = A AJL—773 Management Center (Z1FET 256, £loidktda
VT g S—=v BAT FTVx7 hE LT ASAwithFPS k7 7 A MICFFEL, Kry X7 U A KT
R G S, Wb v ¥ —T =2 A~y B 7T 5100E, ROFIEEZFEITLET,

a) [EX¥=VU7 1Y —> (Security Zones) ¥ T, DAL F—T A ADEX2 VT 4V — EEIRL
£

b) [ ¥ —T A AT N—"7 (Interface Groups) ¥ T, TDOA L X —T 2 A ADA L H—T A AT
N—T% @R ET,

RTFYT3 ¥Xa VT4~ F =T oA ATN—T1L, FEHTY V7T bHBTERTDIZE D
TEET,

ATYTE ¥X2 VT4 =0 A =T 2 A AT N—T2FH T o B 7 T5100E, ROFIEEZFEITLET,

a) [EXalVT 4/ —ve A F—T A AT N—TDEN (AddSZ&IG) 1%#2 YV v/ LET,

b) [ExXalVT /v A v E—T oA AT N—T DM (AddSZ&IG) 14 AT /Ry 7 AT, &
M (Add) 1227V w7 LTHLWEX 2V T 4~ ER3 A v =T oA AT N—TEBMLET,

o [EF=2VUTF 1Y —r (SecurityZone) ¥t F=a T Y =X ANLES, HHTE DHKRLF
i3 48 T, FRRIC, A v F—T = AT N—THIBINTEET,

d [FHC% (Close) 1227 VU v 27 LET,

ASA with FPS D TDHE -

X2 VT4V H AT TASA] nbEXa VT 4 V=2 AT =T v FIAA v F N (B

* Management Center [Z—EH DY ¥ = U T ¢ V=% LT AW, BT 5B THaR—
FENDH LWEF 2T 4V — 2 ZEETC ASAwithFPS DY — U LRI CARNCT 5 Z LIF TE £H
}\/o

« 2%{5 7C Management Center (Z/77ET 5., IR L7z ASA with FPS O3 T D ASA ¥ A 7 — 2o
T, B LW BRI T 285 (Ov—F v R/AA v F K) ' — 7 Cisco Secure Firewall 47> —/LC
[V —r~v B (Zone Mapping) | ~—VIZ/ERK S 4L E 9, ASA 7> 5 Management Center ~D (T
CIXHRARY . ASAwithFPS DY F U AT, BXx =2V T 4V —IEFPSRY = b BESHET,
BRI DB fE4 (ASA nameif) (ZEESWTERESND Z &iddh 0 £H A,

e A B =T 2 A AT N—F 1L KT DR A ZHEH L TBATIN D720, NAT IZITREL
FEA,

[FPSY' — (FPS Zones) |77 AIZiX, ASAGREIA L A —T 2 A A vy B 73N T0nHEXF2 T 4
VU NRERIRINET,

ASA with FPS 7 5 Threat Defense ~D#177—%~ 70— .
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ATy T5

GE) OB T AT, BIR L7 ASAWIthFPS T3, AV — U DI NERREN, TNETNDA o H—
T A A LT A MENET,

1 D ASA with FPS ' — 728, [ U ASA with FPS /34 ZDBEED A v Z— T = A A\ AT
THENTWBEA, TDO Y =%, BT THR— M5B 2250 ) —AI0E X
NET,

X2V T4 =AM I T 2 AA RATN =T HAWERIC L > Ty B 73 5121F, ROFIEZE
ITLET,

a) [HEMER (Auto-Create) 1 %2727 VU v 27 LET,

b) [HEMERK (Auto-Create) | XA TR TRy 7 AT, [f v Z—T A A7 /V—7 (Interface Groups) | F
7iX [V —r~ vy B (Zone Mapping) ] DWTILNEIIIM G &2 A N LET,

c) [BHENMER (Auto-Create) | %27 VU v 7 LET,

Cisco Secure Firewall 21TV — /L id, TN 60X =2 YT 4V — 2 ASAWithFPS £ ¥ —T = A4 X L[E U
40 (outside<Cinside7s &) Z T, ARTOHKIZ"(A)" #FE/R L T, Cisco Secure Firewall 17> — /Ll Lo
TERSNTEZEERLET, A ¥ —T7 oA A7 V—TIZ1%, outsde igX°insde ig’2 &D ig¥ 7 4 v
JAPBEIMENET, £lo, EX 2V T4V —v A0 Z—T 24 AT N—TIZ1X, ASA with FPS 1 >
H—T 2 A ALFRILE—RBHY 9, 72& 21X, ASAwithFPS il A % —7 = A AR L3 T— D

B EZOA I =T oA ZARIHER SN X2 VT 4 V= A F =T 2 A AT N—THL3E— NI

0 ET,

FRCDA V=T oA AEWEN X 2 VT 4= A v F—T 2 AT N—TFIC~ LT L5,
[k~ (Next) 1% U v LET,

miEb, WO &R

1T L7 ASA with FPS # 5% % Management Center (27" > = 3 B HIIC, WK & (H B IZHERD
RG] T GBI KT T DB 75 A ADORERNE & —ET 52 & %Eﬁﬁﬂ LET, KK L“C
WO TIE, WD—EDT 72 a e RTTH20ENHD L ERLTWET,

\)

GE) [k, MR X OMEE (Optimize, Review and Validate Configuration) ] [#iffi C Cisco

Secure Firewall /7Y — VAU 2 &, #ITRBREFESN, R TEBITEZHEETEEST, 20
[ O R{IZ Cisco Secure Firewall 217V — /L &2 L5 &, BITIRWIIRTFESINE A, #HTHE

\CEENEAE LGS, [ 4 —T7 =4 A< v 7 (Interface Mapping) ] i/ 5 Cisco
Secure Firewall 17> —/L ZHiLHE L £,

Z U T, Cisco Secure Firewall 17> —/ L%, Management Center (23 CTIZIF(ET DR ABLHEI T
AT (IPS) R =T 7ANKR) =2 WG L, BITTL7 78R3 br—L—u
WZENDZEEF T2 &N TEET,

T ANRY —F, VAT ARSI RT I AEEBRED—BLE LT, Xy NU—27 D5
Ele~ N =TI E 7 7 A NV Z FATT D720 EHT 2 —HEORETT, = O
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siat. #rowzesi [

Wk, 7R ARa b == VDML BT LN T T 4 v INDT 7 AV E RS
DHNZ, VAT AEMLT T AN ERETDHL IR0 F9,

FERIC, bT 7 4 v 7 BEERCICHD D 2 E B[ THR1I, VAT LAORKIET A L L
TIPSKY v—%fHHTEET, RAKRY v—iL, EX2 V70 EXKICEATEI NI 7427 D
BMEFEEZREL, A>T VBETIE, BEOHDL N T 74 v 7870yl £3EFETH
ZENTEET, VATLAPRARI —%2FEHLC NI 7 4 v 7 23T 256, VAT A
EEEA T b A Ky FEBEHALEYT, By FNOKESOEEL, BAL—/L T
W SN AEER L, BMETBLOSEDIPT FL AL R— A LET, BARY > —
WZHDEHAEFEH LT, A— Vil KO8 L — VIREBICH A IP T RLAZRTZ L H T
xFET,

27 CROEDRRRIEE Z R T 21203, FIoEBICH L7 4 — /N FICHAAZ A LET,
T NVOITIRT A VLB, RFEFRIC BT DHEAOBNRRESNET,

\)

GE)  FT74NVETHE, [4 T4 27—t (Inline Grouping) 147> a Y ISENI /> TE
ﬁqo

(MR Diciifl, #ERRF L UOWRFE (Optimize, Review and Validate Configuration) ] i C Cisco
Secure Firewall 17 — V& PHL 5 & | EITIRDBRIFS L, B TRITZHATEET, 20
EE ORI T2 &, EBITRWITRTF SN E A, BITRICEENRELZGA, [ ¥ —
7 A A~ 7 (Interface Mapping) ] Hifi 7> 5 Cisco Secure Firewall 1T — /L % F LB
LET,

72y rOFRELE
ROF7T V=7 ME, BIT7nE AP AT V=7 FORBELIZOWVWTEEINET,

CcREBBOAT V=7 b BITORMEZ, RBROAT V=7 b E2BAT LRV K S ITER
TEEY,

CHHE LA T U=/ b AT V=7 MR TTIC Management Center ([CfFET 2545, BEHE
LTeAT7 V=2 bEERT RV, AV —REAHINET,
T 7R AHEICIZRD 2 >DR 7 T a v NH Y £,
« 7L 7 4 )L % : Management Center (Z1T 4% ASA ACL NFE/RSNET,
*ACP:FPS 7 /A v br—/L KR U —BIOM#ET 25HAFRENET,

a—H SI7e . AR — FENTORWREDES, X9 5 ACL TV R — hxfgst &
LC~—7 &NnET,

AT T1 (A7 ay) kO RE b, R L UOWEE (Optimize, Review and Validate Configuration) | 8 C,
[ACLO#iE{t. (Optimize ACL) %7 VU v 7 LTk — RE2FATL, LTOBEEZFIATLET,

a) FPESIN- ACL by —NE X T rm— T 51203, [#7 > m—F (Download) 127 YV v 7 L
\i—g—o
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b) A—EZRIRL, [FY 3> (Actions) |>[E# & LTHIT (Migrateasdisabled) | £721X [#1TL

¢)

%=Ly (Donot migrate) 1 ZINL T, W07 7 a v E#EHLET,

[R%E (Save) 127V v 7 LET,

BATHEAEDS [B4T U722V (Do not migrate) ] 7°5 [#ERhE L CTHAT (Migrate as disabled) ] £721X% D
WIZEDY £,

WOF T a el LT, —LO—FERREZFEITTEET,
« [T (Migrate) ]: 7 7 4/ hOIRETBITLET,
« [B817 L72\» (Do not migrate) ]: ACL D474 AL £,

s [Exh & L THAT (Migrate as disabled) ] : [IRBE (State) ] 7« —/L N7 [#E%) (Disable) ]IZERE
ENTWD ACL #BATL £,

uf

s [A%hE L THAT (Migrate as enabled) | : [IKHE (State) 1 7 ¢+ —/L K23 [5%h (Enable) | IZEXE
S TWAHACL #ITLET,

ATy T2 b, [OOSR & MFE (Review and Validate Configuration) | i C, [7 27 & AfHlfH/L—/L (Access
ControlRules) 1 #7 Vv Z7 L, ROFIEZFEITLET,

a)

b)

©)

d)

T—=TNHNOEZET R VICHOWNWT, v~ v BT 2R L, THONELWIZ 2R LET,

BITSNET 78 ARY) = —id, v 7 4 v 7 A& LTACLAZMMA L, Thil ACL v —
NG EIBINT 5 Z & T, ASAWthFPSHRL T 7 A /M~ v B 7 LR LET, 7oL &iE, ASA
with FPS ACL D44 {7 "inside_access" D&, ACL OO /N—/v (£721L ACE) 1TO4RilE
"inside access #1" 272V £9, TCP £721X UDP OflA/ LY, HEV—E 24TV =7 b, £720%
ZOMOIEH T — IV EYERT D BN H H55A . Cisco Secure Firewall 21T — /U344 BINZE S fF
XY T4y AEBIMLET, =& 2I1E, FAIA—ABBITOZHIZ 2 DD — L~ JEESN 58
A FNDHONL— LTI "inside_access #1-1" & "inside access #1-2" &) L BTN HIVE T,

PAR—hFINTWARWNWFT V=7 FEETeL—/LDA . Cisco Secure Firewall 17> —/VIZ4A RillC
" UNSUPPORTED" &9 #7 1 v 7 A %M L £,

12U EDT 72 AHIHY A NR U —%2BATLRWEAIL, YT 21TORy 7 AEe 4L, [T
233y (Actions) [>[#1TL7ALY (Donot migrate) | &R L C, [{#7F (Save) 127 VU7 L%
ﬁ‘o

BATLARWZ L BRI R TOL— VL, T—T AT L —RRENET,

Management Center 7 7 A VAR Y > —% 1 DLLEOT 782 av he—L R —IZEHAT 556
W AT HITORy 7 A%F L, [T22 3> (Acions) [>[Z 74 ILKR1) >— (FilePolicy) ]
ZIER L ET,

[Z77A/NKRY — (FilePolicy) | ¥ A7 a2/ T, WOIR77ANKRY —2FIRL, BRLLET S
2 aryire—L R —IZEH LT, #F (Save) 1227V v 7 LET,

Management Center IPS AR U & —% 1 DL EOT7T 78X v hu— R o—IZEAT2HE61E. %
MFDITOR Y 7 AkA L, [FP 3> (Actions) 1> [IPSAHKRY — (IPSPolicy) ] ZiR L
ESC AN
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siat. #rowzesi [

[IPS AR U >— (IPSPolicy) 1% A 7 w7/ C, #UI/RIPSHRY o — xS T 2484t v MaRINL, &
WULIeT 78R aryba—)L R —IZ#H LT, [fR7F (Save) 1227V v 7 LET,

D?Vﬁﬁﬁﬁ’ﬁof“éTﬁ?X:/FDwWW%W®B¥/7ﬁ773/%WETéﬁAﬁ
BT DHITORy 7 A AL, [FP a2 (Actions) |>[A4 (Log) | Z®INLET,

(227 (Log) | ¥ A7 vl Tik, RO E I3 TRE, F7213Z 0T/ XU borF oo
EADMCTEET, uX 72T 25018, el Ny M ARV MEa—TF £7213 Syslog
m\ﬁvm EIFWSGITEET D 2 & RINT DBED DY T, (> F & syslog H—3
WCEET 5 2 & AN L7284, Management Center T CTIZA#AK XA TUN 5 syslog A8 U 3 —% [Syslog]
Ry 77X A ma—nH@RIRTEET,

[T27®A=a ha—/ (Access Control) ] ?*-7‘7&??@%??352%7177'{2% ay ha——L®
TUYarEERTLEEIE. ST AITORy 7 RAEF AL, [T 23> (Actions) 1> [IL—
LT 93> (RuleAction) | #iERL 7,

V=T 273 a3 (RuleAction) | XA 7 a7 dD[7 73 a’ (Actions) | Kr v X T, [ACP]
T ET [T VT 40 (Prefilter) | ¥ 7 2 BINTX E7,

sACP: 77 Aar ba—N—IZiE, VAT IEN—HTDHNT 747 %BEDLHIZHLER
L. B IR T 2005 ETIT 7y arnbxd, 77823y ba—jL— L%
LCHFFA, 3, =%, 7uv 7, Fri@Vty MIET7ayr7onTnnror s va ks
FITTEET,

o Prefilter : L — VDT 7 a1l L->T, —F LT 7 4 v 7 OWELE 0 FEREROTIERIE
DNET, 77 AMRET B Y I BFEITTETET,

Ev bk TR M= L= U IT X FINTWBIPS BIRT7 7 A VDR > —i%
[FFA] (Allow) 1A 7Y a v ZRLSTRTONA—LT 7 ¥ a Zx%x L THENICHIBRS
7,

ACL Rule Category : Cisco Secure Firewall 47> —/L1d, CSM < % — K ASA#K D [/L—/v (Rule) ]
Y7 v a o %fRFF L. Management Center ® ACL 773U & L TEBITLET,

RY —DF % R T ¢ LHIROES : Cisco Secure Firewall 17> — /L%, BT LIz/L— DA
ACEW DY Vi, =5y N 77y 74— ATHHR— IR TS ACEFIIRE g L £ 7,

Cisco Secure Firewall 17> — /W HEE OFE I FESW T, BITE N 72 ACE OREN LEVWMELZB X
ER. B—T Yy TR ZADOYR—KFENTWBHEIBEDO L EVEICIESNTWAEASIZ. AR
ATl =R EBEX =TV ERIRLET,

JL—LH [ACE 77> N (ACE Count) (¥ 2 2%61E, kT2 &b, BITLARWZ &%
WETHZELTEET, BITE2ETLTOL ZONEHREZMH LT, Management Center T/ 3/ =
LTHLEBTAETCORIC, L— A a2ttt 52 b TXFET,

GEx) Cisco Secure Firewall 21T — /L%, EENH > THBIT2 72y 7 LET A,

ACE vy &, FIE, FIE, ZL\W, K20, BIONNROO 7 402 o TNEFY—7r 2 AT
TANEZY T TEDLEHITRDE L,

TANEN TR VT T B0, [ZT4VZ D2 VT (ClearFilter) 1227V v 7 L%,
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ATy T3

ATy T4

ATy T5

ATvT6

GE) ACE [Z}2W2 ACL @ Y — MNEFIL, RroszHKE LTWET, ACL X, BAEL
FEREREIC ST vy a2 &nE T,
WDXETh7 Uy L, HERER 2R LET,
« [NAT /L—/L (NAT Rules) ]

e [AT7 V=2 b (Objects) | ([727 AU AMAT7 =7 b (Acess List Objects) ], [F v b7 —7 %
7Y =7k (Network Objects) ]. [R— b4 7 =27 & (Port Objects) ]. [VPNA 7 =27 k (VPN
Objects) ]. BLO[ENY/L— h47 =7 & (Dynamic-Route-Objects) ])

o[£ % —7xAA (Interfaces) ]

« V—F (Routes) ]

o [YF1 N VPN k2 /L (Site-to-Site VPN Tunnels) ]

s [UE— 7T ZEAVPN (Remote Access VPN) ]
TIEAYARNET Y= M, BGP. EIGRP, 35X U'RA VPN THEH 4L 548 ACL & L3k ACL
MERRINET,

1 DL ED NAT V—VE T3V — b U H =T 2 A AEBITLRWEAX, YT TORy 7 A% A
AL, [7P Y3y (Actions) |>[#1T L%y (Donotmigrate) | #3&IR L C. [fR1F (Save) 127 U v
7 LET,

BITLAWZ EABIRL-T_RTONL—UE, T—T AT L —FRrEINFET,

(LR fkomRETIz, [Fy hU—2 47 V=7 & (Network Objects) |1 %7, [F— A7 V=2 K
(Port Objects) |1 % 7, F7I2IX[VPNA 7T =7 & (VPNObjects) | ¥ 7 T[F7V 3> (Actions) 1>[4
BINZERE (Rename) |ZH#IRNL T, Xy NTV—IFT7 V=7 b, R—bFT7 V= b, ELIFIVPNAT
Tl FOARTEERT DI ENTEET,

LHIDEREINT- ATV FEBRTAT 7 EAL—ILENATRY O—4, FTLWA TV =V R4 T
FHSnET,

[Bf)L— b4 7 Y=  (Dynamic-Route Objects) |27 v a Zidk, BITSNDZTXTOVR— S
TWAA TVl FRFRINET,

e ARY—U Xk
TV T7 4y AY A b
o J— b=/
cAI=a2=74 UADL
« AS /N R

TR UAL

[/b— bk (Routes) | &7 ¥ ailix, kDL — FRFRENET,
[AFAT 4 v (Static) 1 TRTDOIPVEBLIWIPV6 AX T (v 7 V— bEFRLET,
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siat. #rowzesi [

*[BGP] : X TH BGP V— hEFRLET,
* [EIGRP] : 7_XC®D EIGRP b— h&EF R LE T,

EIGRP TiZ. more system:running KN T v 71— KE 1, F—0RF 5 LI N TV RWEE ., RGE
F—NBIFENET, V=AW TEF =SSN T LHEIE, EIGRP DA v ¥ —7 = A Ak
73 aryTXR—HFHTRETEET, WitZ A7 (Kb, RS, F8RE. E7213 L) 2%
WL, TS L TR —Z2HETEET,

«ECMP : #_XTODECMP YV —r%Fr~LET,

G¥) DRy aryTEITTELME—DT V3 E, ECMP Y — > D4R A EE T 52 L
"C:\—a—o

*PBR: T _XTDPBR/L—  2ERLET,

RTv 71 [VUE—FTZ7EAVPN (Remote Access VPN) 17 > 2> Tix, VE— 727 A VPN IZHHIET 5T
RCOAT V=7 FBASADLEREE X —IIBITSN, RO X I IR REINET,

« Anyconnect 7 7 A JL : AnyConnect /X %—3’ Hostscan 7 7 - /L (Dap.xml, Data.xml, Hostscan
Package) . /M7 7 U Ry r— BION AnyConnect 7' 12 7 7 A /UL, PE{FI0 ASA T /34 A
OIEGT2MERHY . £o, BITIHEHATE 2 LERDH Y £77,

BATHIOT 77 4 7 4 O—8 L LT, 73CTD AnyConnect /v r— U B EBE U X —2T v 7
72— RLZEJ, AnyConnect 7’1 7 7 A /UL, HEE L ¥ —|ZEHT v 72— KL7 Y, CiscoSecure
Firewall B1TY — VD7 v 77— KL TEET,

BHY X — 5 L7ZBETF D Anyconnect, Hostscan, F72134ME T 7 U /8w r— U 28RN L £
T 1 DLL D AnyConnect /X 7 — U Z IR HZMEN B D £, FE O TR TREZ2RS G
I%. Hostscan, dap.xml, dataxml, E7=I/NHT 7 UV ERIRT 548N H Y £7°, AnyConnect 7' 1
TrAMIA T a o TY,

dapxmllE, ASADGHGFL7ZIELWTZ 7 ANV THLILERH Y £7, RaEIEL, #7774 LTl
AIREZR dap.xml CTIAT SN E T, MFECHERTXTOT 7 A NVET v 7 — KL TERIRT 2020
HFET, BHIKWT D & ARmELe L ~—27 &1, Cisco Secure Firewall #817Y — /L ITRRFEICHE A F
A,

[AAA] : Radius, LDAP., AD. LDAP, SAML, £ L U\R—H /L LIV AK A T ORI — — 3R
SNFET, TRTOAAA Y —"—DF—%HFH L £, Cisco Secure Firewall 17> —/L 3.0 LIKE,
Live Connect ASA O FHHA ¥ — X A EAVICEASG S £ 7, moresystem: running-config 7 7 A /L %
FRLT, BLYX—280BETOWKET v 7r— T2 8 TEET, AAARGESX—%2 7V
TTXA MG THRET HI21F, ROFIEEEITLET,

GE) I B DOFNEIX, Cisco Secure Firewall 17> — /L OINKTIITTHLERNH Y £,
1. SSH =Y — /L&t LT ASA (28t L £,
2. moresystem:running-config =~ > K& A1 LET,

3. aaa-server andlocaluser 27 > a VICBEIL T2 U 7T X2 MEROT T D AAA L & 5k
T 5 —flE RO ET,
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ciscoASA#more system:running-config
|
aaa-server Test-RADIUS (inside) host 2.2.2.2
key <key in clear text> <——=== The radius key is now displayed in clear text format.
aaa-server Test-LDAP (inside) host 3.3.3.3

ldap-login-password <Z U7 7 FA RD/NAT— > <-———- LDAP/AD/LDAPS /NAU— KRV UTTF A MNE
RTERIND IR E L,

username Test User password <Password in clear text> <----- The Local user
password is shown in clear text.
GE) H—=H N A=Y —=DNZY — R SIS T DEEE. N AT — FE2NECii
T D7, F 721X Cisco Secure Firewall BT — /L TH LUV A T — RAERKTE £
o

* LDAPS TlZ, FHEV ¥ —IZ RAA UBRETT, KLY A 7 LDAPS ® KA A V& HHT 54
ERHY £,
* AD ¥ —/3—@ Management Center |21, —ED AD 77 A4~ RAA VHBRULETT, —BDO RKAA

UOERBIE A L. Cisco Secure F1rewa11 BATY —VZERRENET, BEB RO Ee, 47
Vxl MEEWIZT v aTBHIZE, BDAD FIA <) RAAL U EATTTHLENHD F9,

5k 728 LDAPS IZRRE STV D AAA —R—DHA . ASAIXIP &R A A ERITI R AL U %
PR—FLETH, BEHE X —IHRA MMELIIRAL OB EDR— b LET, ASA HERICH
Xkﬁiti%%4/ﬂaihfwé%é\%h%#ﬁ%éhfﬁﬁéhi?AMA%% LDAPS
DIPT FLANREENTWDE . [VE— b7 27EAVPN (Remote Access VPN) 1D T D[AAA]
v a NI RAAL B AT Lid” AAA ' — =D P T RV RITIRTE D RAAL 2 ANT1T
LHMEENB D F9,

2 ATHAD O AAA Y— 3— (— X=X 1 7IT ASA #§% T Microsoft) D34, [AD 774~V
R A A > (AD Primary Domain) JIZE B & —CHEKT H2M4HT7 4 —/V R TT, ZD7 41—/ R
1% ASA TIHEBNZHERL A9, ASA @O LDAP-base-dn k72 SR &£ 4,

If the ldap-base-dn is: ou=Test-Ou, dc=gcevpn,dc=com

[AD7'Z A4~V KAA > (ADPrimaryDomain) [iE., 774 <V KA A &K T 5 de. de=gcevpn,
de=com TlEE D7 4 —/V K TT, AD 774~ U KA A % geevpn.com (272 V) £7,

LDAP-base-dn D77 7 A )L

cn=asa,OU=ServiceAccounts, OU=abc,dc=abc,dc=com:

Z Z T, dc=abc & de=com 7% abc.com & L CHEA I, AD I A~V RAAL UV ENET,
cn=admin, cn=users, dc=fwsecurity, dc=cisco, dc=com:

AD 774~V R A A X fwsecurity.cisco.com T3,

AD 77 A4~ U RAA ZHBIBICESG S 4L, Cisco Secure Firewall 17 — /MR R SV E T,
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ATvT8

ATvT9

siat. #rowzesi [

G¥) ADTTA < FAAL L OMEIE, VIALAAT V27 FZLIC—ETHHLERD Y £7°,
BEA DR ST ), £ 7213 Firewall BT — /LAY ASA iRk CEZ RO HitZen
BalE. EDOY—"—DOAD 774~V RAL U EZ AT HE RO GNES, AD
TT7A=Y RAAL B AT U THERRZ BGEE L £ 97,

o [7 RLAZ—/L (Address Pool) ]: 9 _XTD IPv4 7 —/L L IPv6 7/ — /LN Z ZIZEREINET,

s [Z—T KR Y — (Group-Policy) |1: 2DV v ailix, 77947 a7y AL, FH7 0
Tr AN, VIAT Y FEVa—, BERTFO 77 A LDRNTNV—TRY) o —%EH 7 L —F
R v—NERRSNET, 7’777 A /LD [AnyConnect 7 7 4 /L (AnyConnect file) |7 > 3 IZ
EMENTWAEEIE, FACRIRENTDRETR REINES, 2—F—Tn7r /)1, FHI 0
T4, BIOIZIAT U N 2= a7y AV EERREZITIHIBRTE 9,

« [BE9i 7 1 7 7 A /b (Connection Profile) | : T _XCOEH T 07 7 A )W/ N FINTIN—T N ZITHE
RENET,

e [FTF A RKRA b (Trustpoint) ]: ASANSEH L X —~D T A MKRA L MEZIEPKIA TV =
7 NOBATIX, BATHIT 274 ET 4 O—EBTH U, RAVPN OBITEIEFICEITT D12 DICTAR AT
RCTT, [VE—LT IR A H¥—7xAA (Remote Access Interface) |7 2 a > T/ u— 3L
SSL, IKEV2, BLOA X —T =2 A AD KT ANKA v M~y B 7 LT, BITOKROFIAICHE
HET, LDAPS 7’1 h a LR FhZ> TWAHEE, 77— 3L SSL & IKEV2 h T A hARA B
IIWZATT, SAML A7 Y =7 MBMFET 535A. SAMLIDP & SP D 7 A hARA % SAML
vt var ey TEET, SPIEHERERIA TV a T, KED MR T =TI ONT
X, hTZARMKRA Y bEeAd—N"—=FA FTHZLHETEET, A—"—F 14 RS/ SAML K 7 &
NARA » MERKDNIEE JE ASA THEAFIREZR A 1X. [SAML O 4 —/3—F A R (Override SAML) |
7 a TEBINTEET,

ASA 776D PKIZEFHEDO = 7 AR — MZ DWW TiL, [ ASA with FirePOWER Services 7> 5 ¢ PKI iiF
HEOxT 7 ZAR— &L X —~DA AR — ] ZBRBLTLITEIN,

«[FEB#E~ v 7 (Certificate Maps) ]: = ZIZFEE~ v FRFRENE T,
(EE) 7V vy FNOFSHREB OFME X 7 v r— KT 5121E, [¥7>a— R (Download) %7 U v

7 L\iﬁ—o
BT T L6, [MEE (Validate) 15227 U v 27 LET,

FRAEF, Cisco Secure Firewall #£17 7 — /L 1% Management Center |Z4%#c L, BEfF D47 V=7 F & B L.
ENODAT V=l NEBITHGRA TV 27 bOU A NEWELET, A7 Y= hA CTIZ Management
Center |Z1FET D854, Cisco Secure Firewall 17> — /WITIR OALEE 2 F4T L £ 9,

« ATV s NOLRETE R E UA . Cisco Secure Firewall ATV — WIBEFOA T V= 7 N & H
FIH L. Management Center (287 L\W\A T V=7 M &ER L £8 A,

FT V=7 FOAHINE U TSR 5%E . Cisco Secure Firewall 1T —/WEA 7T V=27 D
BEEWELET,

BEEOETIRIZ 2 Y — LV CRER X F 3,
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. BITSNIZBROLUTA~D T v 2 2 : Management Center

ATV T KEENZET L, [MFEAT —# A (Validation Status) | A 7 2 VR v 7 A1 DU LEDOAT V=27 D
HOENRRINTEHGEIL., WOFIEEZFEITLET,
a) [BEA OfRR (Resolve Conflicts) 1227 U v 7 LET,
Cisco Secure Firewall /7Y — /Wi, A7V =7 NOBAENRE SNZHITIZS LT, [y hUV—7
477 K (Network Objects) | # 7 £ 72X [A— b4 7 =7 & (Port Objects) | % 7 DT m
FLEWFICEET A a 2R RLET,

b) ¥7E27 Vv s L, ATV MEWRLET,

) MENHLIEAT V=2l bOT U N R L, [72 32 (Actions) | > [REDHER (Resolve
Conflicts) ] Z&#IR L £ 7,

d) [BiAOfER (Resolve Conflicts) 1V 4 > R T, #ET 72 a v 2F(TLET,
7o & 21X, BEf£D Management Center 47 ¥ = 7 h & DFEEERET D7D, A7V =27 MY
T4 AEBMTHEIRKROONIGAENROVET, T 74NV OV T 4 v 7 AEZIFAND
2 WEHDOY T 4y 7 RTEEHRAD T ENTEET,

e) [fEHk (Resolve) |27 VU v 27 LET,
f) 27 EOTRTOAT V=7 FNOPEEMRI LT, [IRFF (Save) 1227 Y v 7 LET,
g) [MEE (Validate) 122 U v 27 LTHREFHGREL, T XTOF TV =7 FOBEEMRk LI L%
MR L E7,
AT TN BEENTET L, [RFEAT —4 A (Validation Status) ] %A 7 1 277K v 7 AT [Successfully Validated| &
WIH Ry B—=URRRINTH, BITIIIHERDOLL T~ > 2 2 : Management Center (32— 3)
(ZHEAET,

BITESN=EBHROLTAD T Y2 : Management Center
W OBFEZEIIE T, T XTOF TV =7 NOBEEERR L TORWIEAIX, BiTEhi
ASA with FPS #i% % Management Center (27"~ = CT& £¥ A,

BIT7 02 ADZDORAT v 7T, BTSN 7-# % Management Center (23515 L £9°, &
WZR9 D5 T3, ZTHERZ BB L £ A, 7272 L. BBk 205 _EoOBEFEORERIE
ZOAT v THEINET,

\}

(GF)  Cisco Secure Firewall 217> — /L3 BAT S 1L7- A% %2 Management Center [Z26(5F L T 5 i,
RERRZZFE LD, T ALY LANWTL &N,

RAT9T1 [EFEAT —# A (Validation Status) ] %A 7 27K > 7 AT, BAEOMEZfEZR L £,

ATy T2 WD 7 > > 2 (PushConfiguration) 1% 2 U v 7 LT, AT L 7= ASA with FPS ##/% 4 Management Center
WCEELET,
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ATvT3

ATv74

sirgLt—rorresroxT

Cisco Secure Firewall 17> — /L O LW iE{WHEREZEA T2 &, BB 7 4 V¥ 2 H L TBITH R4 R
WIS TE £,

Cisco Secure Firewall BT — /LI, CSVF Voo — REF#ELL, X— a2 —TLICF 3T TO
N— T 7 varvzEfiTs2 b TEET,

Cisco Secure Firewall 17> — /W2, BATOETRULOMENF RSN ET, Y —/L{Z, Management
Center IZ7' v ¥ 2 SN TWD 3 AR — 2 MOFEMRETIRAITZS LITRRTEET,

BITHRET LIS, [LAR— DX 7 a— K (DownloadReport) 127 UV v 27 LT, BITHhLR— &4
v —RRLTRFELET,

BITRLAR— bk —11 . Cisco Secure Firewall %17 —/v & 6 UBFTIZ & D Resources 7 # /L& (TR
FanEd,

BITNKRILTESGEIE, BITR LA - v 77740, BRORBIT Y 7 A VR HEBEICHER LT, KK
DIFEA Z 0 L £,

FNITNYa—=T 4 o 7IZOVTE, BR— P F—AIClVEDED ZEHTEET,

BITOXRBOYR— b+

BATICRIT 2561, AR — MZBRHWAEbELIZEN,

1. [B175%€ T (Complete Migration) | Hiff C, [ — (Support) | A& %7 Uo7 LET,
ANIVT PR — bRV RFRENET,

2. [VA— kN> KL (SupportBundle) | F = v /Ry 7 A4 NI LT, ¥ yra— RTH8HR7 7 A
NERIRL ET,

(6z3) 0y 77ANEDB 7 FANME, TN NTE O — FRHIGERSNLTHET,
3. [#Uyru—F (Download) 127 U w7 LET,

PHR— KRR RV T 7 AT, B—h AR Zzipk LTHF Y a— RENET, Zip 7 4/VF ZHhiH
LT, v 77 A/, DB, BIUMNR 7 7 A VERRLET,

4. [Emailus]Z27 VU7 LT, 77 =INTF—AIEEOHEMEETA— LV TEELET,
Fyoa— KLY R— b 77 ANEETA VIR T5Z2 b TEET,

5. [TAC ~—VIZBH) (VisitTACpage) |22V v 7 LT, Y AadDHPR— k=TI TTAC 7 —A %Ak
RLET,

Gx) TAC 77— AL, BITHIZW O TH YR — F_X—=Unh b A —TF o TEET,

BiTH LH— FORBLEBITORT

BITHROLR— ML, SESERDITIVDACL IV M, ACL ik, BL O 7 7
ANVTEITENTIRE DO REN 2 © 2 — BT 23N F R I E T, Sl VL, &
Wi, HEROfER EmEE (24 X—) LT EZE W,
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FT Vs AR L THRAEL £,
- hFIY
« ACL V— L A7HE (BATTE O

o L ORFR L TR IS B ACL L— LV OAE R, TE. vy RukEnbv 3,

« F kD ACL H 7 v MM, HE(LOFIZIC A U B ENTZ ACLV—ILVOEFHE 2R LE

B
BATHICBITHR LA — F a2 v rn— RLENCSEIX. ROV 7 2L THyvrm—R
LTLZENY,

BATHRLAR—FOFZ > m— Rz RARA > b http:/localhost:8888/api/downloads/post_migration

summary html_format

\)

6=

L' AR— ~Z. Cisco Secure Firewall BT — /L OFEITHICOHLE T o — RTE £,

ATv 71 BIFERLR— b2 U — NLEGFTICBE L £,
ATv T2 BITHRLA—MEHE, TONRLZEEICHER LT, ASAwithFPSHERLA & D X 5 ITBAT S hL7zh & 2R
L/iﬁ‘o

« Migration Summary : ASA ASA with FPS 2> 5 BBk T 55 IERICBAT Sk oM E, 1

X —7 x4 A, Management Center 5" A N & KA A L X —5Fy N BBEICKHT 2858 7310 2 (6%

BT 556) « BLOEFICBAT SNV R ERICET A HERIE ENET,

Selective Policy Migration : F1T FIZER S AL72 45 E O ASA with FPS BEEEDFERMIL, [T /31 A KRR
(Device Configuration Features) |, [H:AHERHEEE (Shared Configuration Features) ], 35 X O [t
(Optimization) 1D 3 2D A7 FTYNTHHATE 7,

ASA with FPS Interface to Threat Defense Interface Mapping : IEFIZBAT S NeA ¥ — 7 = A ADFEM

&, ASAwith FPS R DA & —7 = A A% BRI T DM T3 ADA 2 F =T = A RiT= v
T LT, IO~y BT REIREERBY ThH Z L AR L E T,
IO s T a R, S BEICKHT DRI TN A LR WBIT, Ei3BTIcA
DB—=T A ANFRINTWGEWGEEIZITEH S NER A,

GE)

Source Interface Names to Threat Defense Security Zones and Interface Groups : 1E 7 I[ZF1T S 4172 ASA with
FPSERlA v & —7 = A A LAFOFEM, BLOZNS & BBISHT 20 ot )74/ —2 &
AB =T 2 A AT N—=TIZw v B 7 LIk, TNO6DO~y B 7R SR Tho Z L 2

RLET,
GE)

TOERENE) X FENAT NBITICER SN TWEWNES., 2ok vaid@isns

‘A,
+ Object Conflict Handling : Management Center DEEFD A7 V=7 b EHEA LTV D kA S 17z ASA
with FPS 47 V=7 FOFEM, 472 =7 NO4HTERENF CH4A . Cisco Secure Firewall 517 —
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sirgLt—rorresroxT

JViE ManagementCenter 47 ¥ = 7 NEFAIH L CTWET, 7Y/ OLARINE U CHERN R 2
Lald, BHENRENODOA TV 27 FOARIZEELTWES, ThHDOFT V=2 A HEITH
R, BEVNEINIR SN 2R LET,

Access Control Rules, NAT, and Routes You Chose Not to Migrate : Cisco Secure Firewall 17> — /L CEAT
L2V E DR L7z b— L DFEf, Cisco Secure Firewall 217 — /W2 K- TERML S, BTSN
RO ZNEDNL— LV EERLET, ZNOLOITEHERL, BRLEZTRATOL—ALRNZDOET V3
VICVARENTWDZ 2R LET, VEIELT, ZNHDL— L& FETHK TE £,

Partially Migrated Configuration : F£#li4 7> a V72 L CHI— L EBITTE D34 7Y a A& 1 —
WEET, —EROIREIT ST ASAwithFPS /L— L DFEMl, 26 DITERER L, fflld 7y 3 v
Management Center CHR— F S TWHNE I D EMRELET, VAR—F éﬁ’bfb‘%)fa/\ I, Inn
DAT v a v 2FETHRLET,

Unsupported Configuration : Cisco Secure Firewall 47> —/L725 2 b OREREDOBEAT A A8 — K LT
Weh, BATS IR0 72 ASA with FPS HERREER DR, ZH D OIT &R L. B HEREDS BRIk

T L THR—FINTWENE I AR LET, DAL, Management Center T Z 415 D
HEREZ FEVCRERL L 7,

« Expanded Access Control Policy Rules : 1 THREIZHi— 0 Point /L— /L7 S E D I xt9 5B L—
VICPEREE & 472 ASAwith FPS 778 2 2y b — /L AR U 3— Jb— L DFEM,

» Actions Taken on Access Control Rules

+ Access Rules You Chose Not to Migrate : Cisco Secure Firewall 517> — /L CRAT L 72\ K 9 1T L
72 ASAWithFPS 7 7 E A2 hm—lLb— L OF M, ZhHDOITEfR L, BRLI-TRTO
=N ZDEITa N ARINTWHZ EEERLET, LBEISLT, TUHDL—L
FETHEETEET,

» Access Rules with Rule Action Change : Cisco Secure Firewall 817 — V& HA LT [W—1LT 27 3
V] BNEFREINEZTRTCOT 7|8 A ary ba—L R — b— VO, V—NAT 7 a D
i, Allow, Trust, Monitor, Block Block with reset T3, TN HDITEMER L., @R LT
TOL—=NANZOEI7 g AV ARENTWDLZ LR LET, LRBEIISLT, ZNHDL—
N FEI TR TEET,

» Access Control Rules that have IPS Policy and Variable Set Applied : IPS R U > —2 @A ST\ 59
NTOHASAwithFPS 77 A 2 hr—L R Y & — L— /L OFEfll, b D/ — b2 HE|fE
AL, ZOBEREN BEICKHT 205 THR— FENTNDEI0E I hEERALET,

» Access Control Rules that have File Policy Applied : 7 7 A /LR U & —2H SN TV AT XTD ASA
withFPS 77 & 2 2ty b —/L WY o — b— L OFEM, 26D — L EEEICHREL, 20
BEREDS B BUCKHT D THAR— FINTWEINE I DEMRELET,

» Access Control Rules that have Rule ‘Log’ Setting Change : Cisco Secure Firewall 17> —/L & L T

Mo 73] WEHE SN2 ASAwithFPS 77 B A= b i — LL— L OFEfl, v 73 E OfEIE
False, EventViewer, Syslog T%, ZNHDITZMER L, BRLITXTOL—ALNRZDET T3
NV APFSNTWD ZE AR LET, LEITL LT, TNHEDONL— L ZFHTHRTE £,

« Access Control Rules that have failed Zone-lookup : /b — kL 7 7 v TEMEIC L, #ITHLAKR—
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