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Firepower Threat Defense DA A —Y ZHIfRTCE £, ZOWHFEELTT, §X3TD Firepower
ThreatDefense 1 A —VHHIBRL LD & T5 L, DR &b 1 ODA A=V DOHIBRBES S,
[Tnvalid operation as no default Firepower Threat Defense/ASA APP will be left. Please
select a new default Firepower Threat Defense app] C W) LT — X v —UNERINE
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ATy I

ATy T2

ATy 73

HTTP/HTTPS 239 AR — b I TWET,

FIE

Ty —LyxT E— RERBLET,
Firepower-chassis # scope firmware
FXOS Y7 "Ny =7 A A=k AU ra—RLET,
Firepower-chassis /firmware # download image URL
RONTNPOHEL AL TA A —bEND7 740D URL ZHELET,

» ftp://username@hostname/ path/image_name

« http://username@hostname/ path/image_name

« https://username@hostname/ path/image_name

* scp://username@hostname/ path/image_name

* sftp://username@hostname/ path/image_name

« tftp://hostname: port-num/ path/image_name

* ushbA://hostname: port-num/ path/image_name

By =T Nyl v B i o el . PN

Firepower-chassis /firmware # show package image name detail

151
WOBHITIE, SCP7r harzfEALTA A—YEa—LET,

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:
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Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

WOEITiE, HTTP/HTTPS 7 u a2 L a2 AL T A—Y%Far— L E T,

Firepower-chassis # scope firmware

Firepower-chassis /firmware # download image
https://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show download task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.1.1.1.119.SPA

Https 192.168.1.1 0 Downloaded
fxos-k9.1.1.1.119.SPA

Http sjc-ssp-artifac 0 Downloaded

Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: https

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

4 A—CDEEEDHEER

A A=V DIEEVET, T LA A — 73 Firepower4100/9300 ¥ ¥ — U IZiBM &5 & HENIZ
EREINET, VERGAIC, FEITA AV OBAMEZMHERT HICE, KOFIEEZFATTE
i‘ﬂ—o

FIE

AT w1 FXOS CLIZHH#: L £% (FXOS CLI~DT 7 ¥ A% &)
ATy T2 77— 0=T B— RFZBLET,

Firepower-chassis# scope firmware

RTYVT3 A A—VEVARNLET,

Firepower-chassis /firmware # show package

ATV TE A A—VEMRRLET,

Firepower-chassis /firmware # verify platform-pack version version_number
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version_number (%, fERTHFX0OS 77 v R 74— ANV RADONR—V 3 VFSTT (b x
=

XOS 75 kor—L v kLnFyToL—F [

S

1.12.51)) ,

ATy TS FEERIIIES DDA REMENH D Z NV AT A LV EREENET,
yes # AJJ LT, MAEICETeZ & 2R L ET,

ATYVT6 A A—VHERBDAT — X AR T HIIE, IROFIEEZFATLET,

Firepower-chassis /firmware # show validate-task

FX0S 75w FIDA—L NNV EILDOT7Y THL—K

1R BRI

TT RN T AL N RVDY T YT A A—T% Ciscocom nH A7 —RLT
(Cisco.com MHDA A=Y DX 7 a— K 23—2) 25M) | ZDA A—T % Firepower
4100/9300 > v — Nz & m— R LEF (Firepower 4100/9300 ¥ ¢ — 3 ~DFFLF A 2D
VTR 2T A A=V DOF T a— R (63—) Z5H)

\}

6=

FIE

T T L— R Fak AT E 20 ~ 30 5000 £,

AL KT v U ERET S, A% FATH O Firepower 9300 72124100 >V —X X2V 7 4 7
TIAT AT v 7T L —RLTWAEA, 723y — W2 7 A X % F4TH O Firepower
BOEXF=2 VT 4T TIAT U AET v T L—RLTWAIGEE, 7Ty 77 L—FRRIZIhT
T A T WDT A Al L ER A,

VX —UM7 T AXITJET B Firepower 9300 £7213 4100 >V —X & X2 VT 4 7T I7A4T
AT v T L—RLTWAEAE, Ty 7 7L —FRKpZiE, 7y 77— RJIROT A 2%
N7 4y BB LERA, 2L, FTAZNOMDTARAL ZATIZINT 7 4 v 7 i3@iE L
T AB =

AT v F1 FXOS CLIIZH#H: L3 (FXOS CLI~DT 7 ¥ A% &)
ATYT2 77y—2vuxT T—REHBLET,

Firepower-chassis# scope firmware

AT v 73 auto-install E— iz LE 3,

Firepower-chassis /firmware # scope auto-install

ATy T4 FXOS 7T v 74— RN LA A =L LET,
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Firepower-chassis /firmware/auto-install # install platform platfor m-vers version_number

verson_number (X, > A h—/LTHFX0S 77> N7+ —L NV RADONR—V 3 VFRSTT
(7= & 2%, 1.1Q2.51) &

AT TS VATAT, FTA VAN NANTDEY T T =2T RNy r—VEMERLET, T LTHEA A
=N ENTWET IV r—2a EfBELIEFXOS Iy b 74— V7 MU =T Ny lr—
COMOIEBMEE BN LET, FEEGFEOE Yy v a v ERTTHIERT v S L —RD—
HELTUVATLAZYV T — N TAHMERHD Z ERELEINET,

yesz AN LT, BGEICHETZ L 2R L E£7,

ATYT6 A VA RN—IVOFITEMET DICIXyesE, A VA R—LEXy AT HITEnEANLL
£7

FXOS NN R L, a2V R—F 2 b7 v 77 L —RERF Ve —RFLET,

ARTFYT] TS —R FavrrdE=F1520F. WOFIEEZFETLET,

a) scopefirmware # AfLEJ,
b) scopeauto-ingtall # AJJ L E7,
¢) show fsm statusexpand %z AJ) L &7,

Firepower 4100/9300 > v — 3 ~DHET /N1 ADY 7 k
VDITAA—TDAoA—F

FTP. HTTP/HTTPS., SCP. SFTP. ¥ 721X TFTP #HEHA L C. T A ZADY T v =T A
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VT MU T A A=Y T 7 A INDEAERS
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GE)  FXOS28.1LIEDNR—Ta v TlE, 77— A0 27 BIRT IV r—a A A—VDF T
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Firepower-chassis # scope ssa
ARTvT2 77V r—vary Y7 hueT = RICAY ET,
Firepower-chassis /ssa # scope app-software
RATYT3 MBTNAADY T T =T A A=V EFTn—FLET,
Firepower-chassis /ssa/app-software # download image URL
WKONWTNDLOELEFEH LTS VR —bENDT7 74 VD URL ZHEELET,
« ftp://user name@hostname/path
« http://user name@hostname/path
« https://username@hostname/path
* scp://user name@hostname/path
« sftp://user name@hostname/path
« tftp://hostname: port-nunvpath

G A A=V DA A=V thpdnld ZEH LW TL 28V, =T =N A —
ShET,

RT9T84 Fyra—R7FakReE=43 5855
Firepower-chassis /ssa/app-software # show download-task

RATYITE X¥yrua—R 77V r—rvarBFRTHI00E3, kOoavwr REERLET,
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

ATYT6 FFEDT 7V r—a COFMERERTTHI0E, ROa~vr REERLET,
Firepower-chassis /ssa # scope app application_type image_version

Firepower-chassis /ssa/app # show expand

51
WOHITIX, SCP7r harzFEHAL A A—VEaE—LET,

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State
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cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user
Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: 0
Firepower-chassis /ssa/app #
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S 5|2, Firepower Threat Defense fBE7 /N4 A ~DHEHriL, Firepower Chassis Manager O [FHIE
T/\1 X (Logical Devices) | > [#mE&E (Edit) | X— VB L[V RTL (System) 1> [E#H
(Updates) | X—TITIIRBLEN RN Z EIZHEBRE LTIV, ZRbHDON—U T, ERIN
%/3—3 = 1%, Firepower Threat Defense #iBET A A ZAERT 7o DITEH SN Y 7 b
=7 N—=Var (CSPA A—Y) ZARLET,
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GE)

Firepower ThreatDefense D A X — N7 v IR —2 g UV ERETDHE, 77V r—2a v OAHF—
N7 TNR—=2a URHEHINET, LEER->T, 77V 5—va rEFEITHA VA F—L
THMN, TL—REHYME LT, BRLEAA—Va VEAEHATOIMNERHY £5, ZOFIE
I%. Firepower Threat Defense ¥ 7 bV =7 D7 v 77 L— RELFF V7 L— RKETRR
0. BRREFA A=V (A A—=Ufk) T, 207, 77V r—3a UBHIBRS L,
B OBRENKRDILVET,

ASAGRBET NA A TRL = T v T RNR=Va Y EEFTLH L, ASAIZZDONR=Y a7 v
TTV—REH, TRTCORENVEILINET, REICSUTASAARF — T v N—Tx
VEERTHIE, ROU—7 7u—&ERALET,

)

GE)

ASADARR— KT o T NN—=T g BRETDHE, 77V r—va PN HBWICHEEES SN E
T, ZOFEIX, ASAY 7 b =T DT v 77 L — RERIIZ VT L — REFRETT BEF
DOFEITHRFINET) |

ASANA TRATEYT A

1

2.

3.

AL N 2=y NTHRBET NSA AL A=V N=Va VEERLET,
AP 2=y NeT 7T 472 LET,
o=y hTT TV r—var N=Ya VEERLET,
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ASA v Y — U T AL
1 Fogazy b CAS— T v A=V a v EETLET,
2. F—4a=y beflila=y MTLET,

3. mOfilla=y h (ZZTHT—Fa2=y ) TRI=R T v I N=Va VLR LE
R

1R8O BRI

RELT A RMEHT D27 7V r— a4 A—T% Ciscocom 2 H 4 7 a— RKLT
(Cisco.com MHDA A=Y DX a— K 23—2) 258) | ZDA A—T % Firepower
4100/9300 + ¢ — Az & m— R LEF (Firepower 4100/9300 & ¢ — 3 ~DFHILT /A 2D
VIR 2T AA—VDFETra—F (63—V) 25H) .

TG RN T A= N RV A A= 1D DT AV r— g A A=W 5T v
T —FRTB86. T 77 b 74— RNV RALET v 77— RT20ERHY 17,

FIE

X274 - E—-FZRBLET,

Firepower-chassis # scope ssa

Aa—TEHHTHEX 2T 4 TV 2= VIIHELET,

Firepower-chassis /ssa # scope slot slot_number

Aa—=T 5 RHT LT TV r—a VITRELET,

Firepower-chassis /ssa/slot # scope app-instance app_template

AL =R T T R=Va v EHRELET,

Firepower-chassis /ssa/slot/app-instance # Set startup-version version _number
Firepower Threat Defense i Bl 7 /XA A CTT SV r—ya v AZ— R NT v NN—U a3 VERET
Ll MOEEX y—UNEREINET,

13254 : #%%5 . Firepower Threat Defense TILFXOS 7 v 7' 7/ L — Rl AR — h I TV EHA,
FBE &N 7-/3— 3 1%, Firepower Threat Defense DA > A b — )L B EE /R GA1Z O A fif
SNET,

51 -

firepower /ssa/slot/app-instance # set startup-version 6.2.2.81
13254: Warning: FXOS upgrades are not supported for ftd. The specified version will be
used only if ftd needs to be reinstalled.

REEMEELET,

commit-buffer
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| 1+—>cem
7719z 7 7y I7oL—F |

FTZoWV I a By AT AREICaAIy R LET, 77V r—va A A—=UREHEN,
TV =g UAHEELET,

1

wIZ, ExX 2T 4 Fa2a— L1 TEITLTVDEASADY 7 b =T A A—T%F
T o6 RLET, showa~r REATHE, BFHAT—H AR RTEET,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

J27—L9xF7 F7vITL—FK

Firepower4100/9300 > ¥ —3 TV 7 — AV =7 %7 v 77 L— N+ 5 HEICHONTIE, [ Cisco
Firepower 4100/9300 FXOS 7 7 — ALV =7 7 v 77 L— K H4 R] 2L T EE0,

N—3 D201 LTFADFEEFA YT L—F

X2 VT 4 ET 2= MICIMCA A=V HFEITE T 7 L— RT3 (2iE, RO CLIFEIC
PEVET,

)

CE) ZoOFINEZ., S—Ta 211 UBENB =3 U201 DENCE T L— R+ A8 L
\i‘é—o
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ATvT2

ATvT3

1R BHHEIIZ

E T L— KRBT 7Y r—3 3 A A—V W Firepower4100/9300 > v — 3 IZX 7 1 —
RENTWDHZ EZMERLET ( ICiscocom NHDA A= DXy a— R (23—=) |
B L [Firepower4100/9300 ¥ ¥ — 3 ~DiG T /A ADY 7 N 2T A A=Y DH 70—
K (6~=—) | 2H]) .

FIE

CIMC A A=V & AT L—RTDHEIT, A A—UR_R—=T g Ol a 8 LET,

TIANIDT Ty NTF—h A A—=U N—=TVa UEEET DI, ROFIOFINEIZHENE
R

51

firepower# scope org

firepower /org # scope fw-platform-pack default

firepower /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility
issue.

firepower /org/fw-platform-pack* # commit-buffer

firepower /org/fw-platform-pack #

BTV a— VA A=V EX T T L—RLET,
CIMC A A—VHEFETHITIE. ROBOFNEIZHENFE T,
1 -

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version num>
firepower /chassis/server/cimc* # activate firmware <version num>
firepower /chassis/server/cimc* # commit-buffer

firepower /chassis/server/cimc #

MDEY 2— Va2 HHT 51203, LEIJECTIOFIEZ#ED KL T,

FLWT 7 — ATz T N Rk A A M=V LET,
BT T =R A=V A VA M=/ T 500%, ROBIOFINECHENET,
1

firepower# scope firmware

firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version num>
The currently installed FXOS platform software package is <version num>

WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

B o r—cEE



| 1+—>cem
n—vavaut~ozmssrsL—F ||

Do you want to proceed? (yes/no):

RDEZRY

firmware/auto-install “E— K C show fsm statusexpand =~ > R&fEH45 &, 4 A h—b
TR AEE=HTEET,
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