Xl T4 BEEN

X2 UTAHEI LT TAT A (1 =)

«SSH AR A b F—DERE 2 2—=)

¢ IPSec THF 27 F ¥ RILDHEE (3X—)

s NTARNKA L FDAZT 4 v 7 CRLDOEE (8 —)
FEERZNY A FOF = v 7120 T (9 X—)
CRLEMF U ru—RFORE (14 X—)

LDAP ¥— VU v JREAEORE (16 X—)

747 v MERAERGEOANE (17 =)

X)) FAEBEEATSATUR

K ERE IR L. REPFRE B LN o — LREMERIC Lo T St 2 ) T o
IO Y 7 N =T R 2 AT L2 ROOND5E503H Y £9, Firepower
4100/9300 > ¥ — 1L, ZNHDEFXF 2V T (FREEEAED N ONITHERL L TV ET,

ZNDDIEMECHER T HEEEZ AT HAT v 7IZHONTE, RO My 7 2B LT
SV,

« FIPS =— RO AL
c AE IITAT VT T— ROAIL
¢ IPSec THF 27 F ¥ RILDOFEE (3X—=)

s NTARNKA LU FNDAXT 47 CRLOEE (8 3—)

SEHERZNY A POF = v 712250V T (9 R—)
«CRL EHIF o n— ROZE (14 ~2—)

o NTP FZFEDRRE : NTP 28 L7= B & Bz oo

e
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*LDAP ¥ — U U JREEDORTE (16 X—)
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B stz s—oxm

N

t¥a) T REER |

« 7747 v FIEAERGEO AR (17 =)
cH/NNRAT— REFT = v 7 ORE

« v 7 A AT ORKIEEL DORRE

GE)

SSH7RX k

ATy

ATv72
ATvT3
ATvTAa
ATvT5

ATvT6

B Yy 7 Firepower 4100/9300 & v — 3 (21T 23R EHEILO A 3L _Ob\f@ﬁnﬁ
BIL TS Z EIcERELTSEEN, Firepower4100/9300 T — v TREEILE HNIC
b B SNTMET A AZETEDOa T T4 T U ATHEINIC ih%éﬂiﬁh

F—DER

FXOS U U—220.1 £V LaiE, 731 2O ERFIZIER L7=BEF0 SSH A8 A b F—n3
1024 By MIn—Fa— RS TWE LK, FIPS BEUaEY 7747 U 7TRBEICHERT D
I, ZTOHWERAN F—ZWEL THLWWEA N =24 T20ERH Y £4, 3
SWTIE, FIPS B— ROEMEL F7-i1X 2 F 7947V 7 B— RO 2B L TL P
éb\o

HUWSSH AR A b F—Z M L, & UWGEAERELY —2 4R35 121%, ROFIEEZFEITLE
ﬁ‘o

FIE

FXOSCLI 226, —EX E— RIZAD £7,
scope system

scope services

SSH A A~ F—ZHIFRL £,

delete ssh-server host-key

WEZHEE L ET,

commit-buffer

SSH AR Ak F—DH A X% 2048 £ MIHELET,
set ssh-server host-key rsa 2048
WEEZII Y PLET,

commit-buffer

HLWSSH AR A b F—%AEk LET,
create ssh-server host-key

B tx2)T RBEER
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| e%2u5ReEtn

IPSec 17 FrxLoBE |

commit-buffer

ATFYTT HLWER N =DV A XEfiBLET,

show ssh-server host-key
RA N F— P A X 2048

IPSec X217 F¥ RILDEXTE

\)

Firepower 4100/9300 + ¥ —3 ECIPSec %/ E L C, T RY—= v ROT —XKEH(Le, /3
TV w7 Xy NI—=INEBENT L7 —% N7y M 285 — B X2t cE £9,
ZOFTvarit, VATLADIETL I TAT ) TRESOHENEZ TG T H7-DICHRRIND
B 1H5TE, FEMIZONVWTIE, EFXF2 VT 4RBETITAT A (1—2) 2L
TLIEEY,

GE)

ATy T

ATv T2

«FIPS E— RTIPSec EF 27 F ¥ RV ZMHA L TWDHEAIL, IPSec B°7 T RFC 7427 %
PR —FLTWAKLERHY 9,

« IKE B & SA B O T A S —mEOMA 2R ET AT, KOk HIcL
F9 (RO TFNET sa-strength-enforcement % yes [Za%E L ET) .

SA OFERHEBMNZT 555G IKEICXWxIdvo—rEhiF— A X
N, ESPICky Rxdvz— N — W
A XLV /NEWGE, HEiT R LT,

IKEICL W xTvz—hENFdF— A X
2R, ESPICL W Iy —FEn-d— W
A XX RKREZDDELWGE, SAEARE
WA LT, #EIkEh LEJ,

SA D ] & A Lzt SAJE AT S A L, eI L E T,

IPSec X =7 F¥ RN EFRET DL, WOFIEEFEITLET,
Fig

FXOSCLI 2286, X =2V T 1 B— RICAD £,

scope security

F— VT EERLET,
enter keyring ssp

txaurREER ]



B rsecctx27 FrriomE

ATvT3

ATvT4

ATvT5

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATy 714

ATy 715

I create certreq subject-name subject-nameip ip

B9 L AL FEE R IFHREZ A LET,
enter certreq
EHaE2RELET,

set country country

DNS & L £7,

set dnsdns
BIA—NVERELET,

set email T A —/L

IP [ ERELET,

set fi-a-ip fi-a-ip

set fi-a-ipv6 fi-a-ipve

set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6

set ipv6 ipve
=V 7T 4 ZRHELET,
set locality locality
FRkA 2R E L E T,

set org-name org-name
M= MR ERELET
set org-unit-name org-unit-name
INAT— REFRELET,

| set password

WA ELET,

set state state

certreq DY 7V =7 MMLERELET,
set subj ect-name subject-name
®TLET,

exit

EV2TAERELET,

set modulus modulus

B tx2)T RBEER

t¥a) T REER |



| £¥2u7q2EsER
IPSec 17 FrxLoBE |

ATvT16 FEHEZEROFAERERELET,
set regenerate{ yes| no}

AFYT1T FIAMRA U FERELET,

set trustpoint interca

ATy 18 KTLET,
exit
ATV F19 FHLLLERENEZ TR RRA U FEATILET,

enter trustpoint interca

ATy T2 GEAEBELAEREERLET,
set certchain

51 -

MIIF3TCCASWgAwIBAEIBADANBgkqhkiGIWOBAQsFADBWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAwWCQOEXxDDAKBgNVBACMA INKQzZEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtze3BAc3NwLmS51
dDAeFw0xNjEyMDgxOTMzNTJaFw0yNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMA0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
AIUECwwEUIRCVTELMAKGA 1UEAwwCQOExGjAYBgkqhkiGOwWOBCQEWC3NzcEBzc3Au
bmVOMIIC]jANBgkqhkiGI9wOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39XcXA1/x9THCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYrI29yuyOrlqoi9k9gl/oRBzH 1 8BwBwGHBOz3hGrSK

Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/I9x/JSnbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdR SeXy9kMae42+4FIRHDIjPcSN
Yw1g/gcR2F7TQUKRygKckJKXDX2QIiGY SctlISHj1808705s/pmQAWWRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTO85K 3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMS1lvwb+vrSwE9HsAiMI8UuujmHgqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PgXywQydzymVvgE
wEZaoFg+mlGIm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eY Dexvd0gbORWb3 1H32ySI
[la6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8uSB4VcLKIC
x0vkqjo6RVNZJ52sUaDIC3UodTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCY wJKAioCCG
Hmh0dHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
ipx8UOAPK76pVTYQQ5AwHwWYDVROjBBgwFoAU7Jg01A74jpx8UOAPK76pVEY QQ5Aw
DAYDVROTBAUwAWEB/zANBgkqhkiGO9WOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X 1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ1qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbcSR 18n
BNXYHqxuoNMmgbS3KjCLXcHO6XIN8t+Uk{P89hvIt/fluJ+s/VISVZWK4tAWVR 7wl
QngCKRIW6F YpzeyNBctiJ07wO+Wtde3KhIjIDYvA9hFixWeVGDR2r6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue0ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj 1 oulk+/ZyPtBvFHUKFRnho Wj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFqDCCA 5CgAwIBAgIBBDANBgkqhkiGOWOBAQsFADBWMQswCQYDVQQGEwJVUZEL

txaurREER ]
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ATy IT2A

X2 T4

&s
iy

MAKGA1UECAWCQOEXxDDAKBgNVBAcMA INKQZEOMAwWGA IUECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKo0ZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwOXxN]EyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwWEQYDVQQDDAppbnRlIcmOxLWNhMSgwlJgYJKoZIhveNAQkBFhlpbnRlcm0OxLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyExS14P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5YUaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/t9IQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQfCj5hSmk3StVQK gICjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH1yeHJHrL1Zgl5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwWAWEB/zAvBgNVHRS8EKDAmMMCSgIqAghh50dHRwOi8vMTkyLjE20C40L;jI5L21u
dGVybS5jcmwwDQYJIKoZIhveNAQELBQADggIBAG/XujJh5GSUWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiIErKdupLqLOThjnX/WRFfEXbrBQwm5SkWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aRO1GdP/Hwvb0/+uThle89g8WZ0dj TKFUM8uBO3{+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

REAEEAER AR R LE T,
show certreq
1 :

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):

ood

peem |

MIICWTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH

B tx2)T RBEER
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ATy T2

ATvT23

ATy 724

ATy T25

ATy T 26

ATy T21

ATy T28

ATvT29

ATy 730

ATy T3

ATy T3

IPSec tF 217 Fr RILDHKTE

DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
UlAwggEiMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV 7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8tfyyKW TrmvcZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjUSYnR1
qiR4q7j1RmzVFxCDY3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzAIBgkghkiGO9wOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwK gA
rjANBgkqhkiGOWOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh65q5WIp6EO0S] YefK62E7MatRjDjS8DXo0xj6gfn9DqK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVcezmTxXEKJBFLVduWNo6
DT3u0xImiPR 1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

IPSec £— FIZAY £,
scope ipsec

1 7 IlR LUV &R
set log-level log_level

IPSec #Efc & 1ERL L. AJTLET,
enter connection connection_name

IPSec €— K% b o RV I EI135%E

set modetunnel_or_transport

ELET,

DIZDITRE LET,

o—HNVIPT FLAZRELET,
set local-addr ip_address

VE— NPT RLAEZZELET,

set remote-addr ip_address

o T— REFEHLTHDI5E,
set remote-subnet ip/mask

VE—hH7xy haRELET,

(EE) VE—hIDEZRELET,
set remote-ike-ident remote_identity name
X—V I HEFRELET,
set keyring-name name

UEE) =V 7 "R U—RERELET,
set keyring-passwd passphrase

(fEE) IKE-SA OA IR % 43 AL TRl L £,
set ike-rekey-time minutes

tHxa) T4 u:LE—E& .
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B rsxrkrrozs70 9o cRLOEE

ATy 733

ATy T34

ATy T3

ATv 736

ATv T3

ATv 738

ATvT39

minutes fEIZ1%. 60 ~ 1440 DHFLIFAN DL E OB AR ETE £ T,
(&) T D SA DA 273 HAL (30 ~48074)) THRELET,

set esp-rekey-time minutes

minutes fE1Z13%, 30 ~ 480 DHEIHNDIEZ DB ZHE T £7,

(FEE) WIHESRTICFIT T /A E— T ADEFERELET,
set keyringtriesretry _number

retry_number fEIZ1EL, 1 ~ 5 OHIPHDTEDOEE L IEE T ET,

(EE) FEERD ) A MrELZ, AEITEDICLET,

set revoke-policy { relaxed | strict }

Pz AN LET,

set admin-state enable

Bir e —RFLET,

reload-conns

VAT DITARTOERAELEL, Vr— RNLET, T XTOEHOFMHELATITINET,
UEE) BEFO N T A MARA > M % IPsec IZIBMM L £77,

create authority trustpoint_name

IKE #fit & SA {5t & DD, e T 20 5F —REDOEM LR E L £7,

set sa-strength-enforcement yes or_no

FSRXAMRAMDRAAT 495 CRLDEETE

KN UGB, GEIERS U A b (CRL) CERFfESNET, 7947 77—
I, CRLEFEH L CH—"OGEE MR LET, =T 7V r— 3 T CRLEZMHHL
T, BEHEINRL 2ol TA T VT TV =2 arhbD7T 78 ABERETF Al E 72136
LET,

FEBAELZh Y 2k (CRL) 1A H L. Firepower 4100/9300 3 % — M3 &7 GEBH & & MiGiE
THEIICRETEET, ZOFTvarid, VATLOIETL 75747 ) TRE~DOERZ
BT 57D EINHEDO 1 OTY, FFIc 2T, EX2 VT4 RBE T TA4 T~
A (1 %=Y) ZBHLTLIIEEN,

CRL {f iz L CETREM & ZMREET 21213, ROFIEEZEITLET,

B tx2)T RBEER
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gmEsnUR toFzvsizonT ||

FIE

RTYF1 FXOSCLI b, ¥ 2 U7 4 £— RIZAD £,
scope security
ATYvFT2 FTZAMKRA U E—RIZADET,
scopetrustpoint trustname
RTvT3 WOBELE— RICAY 7,
scoperevoke
ATYF4 CRLZ 7 A NVEH T m—RLET,
import crl protocol://user_id@CA_or_CRL_issuer_|P/tmp/DoDCA1CRL1.crl
ATvF5 ((EE) CRLIEBOA VR —K 7B ADAT =X A%FRLET,
show import-task detail
ATv 76 CRLEHD, FEAFERIELAELZRE LET,
set certrevokemethod {crl}

EFRAZELHY R FDF T v IIZDNT

FEAELRNY X+ (CRL) F= v 7 F— K%, IPSec. HTTPS B L ¥ = 772 LDAP ##z C
B E IR ETE £,

FXOS i%, @72 CRLIE#MEZ "I XA+ v 7 FEAXT 4> 7) CRLIEFHRZ, X.509FEHE
O CDP IEHMNOINELET, VAT LAEHIZL > TAXT ¢ v 7 CRLIGEHE FEITH T
o— RLET, ZOF#RIZ. FXOSY AT LD u—h /L7 CRLIE#RZ 7R LET, FXOS Tl
AT v 7 CRLIEBITAEAET = — > N CHIELEE T OFEAZEICR L TOARLIRS L E T,
AHT 4> 7 CRLIZ, ©T7 OFEAETF = — BERICEH S ET,

t % = 772 TPSec. LDAP 35 X OHTTPS #55t DFEAERZIDOF = v 7 A% E 213 B+ 5
FIEIZOWTIE, [IPSec ¥ 27 F ¥ XL DOEE] . [LDAP 7u A X —DfERk] . BX
Y THTTPS OB Tl 2L T &,

txaurREER ]


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos261/cli-guide/b_CLI_ConfigGuide_FXOS_261/security_certifications_compliance.html#id_30485
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos261/cli-guide/b_CLI_ConfigGuide_FXOS_261/platform_settings.html#task_275790B22B4041FDB9B9CFC1B17F81B0
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos261/cli-guide/b_CLI_ConfigGuide_FXOS_261/platform_settings.html#task_opy_12w_cy

t¥a) T REER |
B avzsnuzrorzvsiconT

\}

G¥)

AERERGOT = v 7 T— R E SN TWDLEA., A¥ T 4 v 7 CRLIZETRE
HETF == DLARILUEDEEIZOAREAINET (e 2L, ETiEHETF =—
NI — R CAFEIEB L L — F CAIC L > TEL SN ETEFAEOLNE FN T
%) k %) o

IPSec IZX L CAHX T 7 CRL #i%E L TV A A, [Authority Key Identifier (authkey)]

T4 =L RIIA R — FENFZCRL 7 7 A NVICHFEE L TWABMERHLY £, 95 Th
WA, IPSec I3+ a R R LE9,

AHXT 47 CRLIZ, FURITTNOEDEAF v CRL L0ERESNET, FXOS T
ETREHEA RIS S L XIC, FURITEOER Y (REFEHLD) AXT 4 v 27 CRL N
B, T EHBHED CDP ITEH SN ET,
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sh config
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set certrevokemethod crl
set crl-poll-filename rootCA.crl
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set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname
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exit
(fEE) HILWCRLEZX Vo mn— LT, HILLWREEZT A FLET,
i -
Firepower-chassis /security/trustpoint/revoke # sh import-task
Import task:
File Name Protocol Server 000 Userid 00

rootCA.crl Secp  182.23.33.113 0 MyName [JDownloading[’
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547> raneRimoant [

scope ldap

LDAP — N E— RIZAD £,
enter server {server_ip|server_dns}
LDAP ¥ — V> 7 2B ELET,
set keyring keyring_name
MEXaI v PLET,

commit-buffer
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scope system
scope services
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set https auth-type
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Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

ATV T3 HITPS #akx 7 74 7 2 hAR—RIZHRELET,
set https auth-type cert-auth
ATy T4 REEHELET,

commit-buffer
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