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X3

U T INEE

GMX1135L01K

A~<— k7 A% A PID

752107¢9-e473-4916-8566-e26d0c4a5bd9

A — NIV ADIRBT 7 N

FXOS-general

VAT DO BN

32115

UDI #4h 1D

FPR-C9300-AC

VIEDIFT N=23 v T—4

ASA T/INA RT—4

Cisco Success Network (21X, ZA TV 7 hu 27 R_X—=T g 0o2Y 7 by TIFHRDIN
ELEINnNET, WEBIOE=AWNRDOY 7 My =T IHEREROFIRLET,

F—5 KAk

fEnH!

HZAT

package version

W= v

2.7(1.52)

Cisco Success Network (21X, Firepower 4100/9300 D X 2 U7 4 EY 2 —/V/= T THE)
LTWD ASA T A 2T 2 RAIE SN ET, INEB L UE=2 R D ASA 731 X

THHRERDOFITRLET,

RIASATINARTLA Y T—4

F—8 KA UK

Bl

ASA 7731 A PID

FPRYK-SM-36

ASA TR, AET IV

Cisco Adaptive Security Appliance

ASA F A ZAD Y FAERE XDQ311841WA

JBEZ AT (AT 4 T ETT=2 0T F) Native

X2V T4 arTHRARNE-F (TN T

FIEvLTF)

ASADY T NI =T N—V g v { ,
type: "asa version",

ersion: "9.13.1.5"

}
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T—2 RS b ED B

TNNA AR =T X D=V g {
type: "device mgr version",
version: "7.10.1"
}

B RO A7 — b T A R (
"type": "Strong encryption",
"tagh:

"regid.2016-05.com.cisco.ASA-GEN-STRONG-ENCRYPTION,
5.7 982308k4-74w2-5£38-64na-707999gl0cce",
"count": 1

}

Cisco Success Network (21X, ASA 7 /54 REFDO/NRT 5 —< 2 AEFRNBNESINE T, ZDF
WL, AT ABBIREE., CPUMHR, AE VMR, T4 A7 FEOMAR, B ILOHIK

IO RIS ZENET,

« CPU A : i1 5 43 CPU {1 15 #t

cAEY[MAE : AT LOEZAETY HHAEY, BIOEFAEY
cTARVERE T4 AT OEEEE, HAFAEE. BLIOGHEEDKER

« VAT LOREBER : > AT L OB

RO FERRR : AT LR O RDL (nameif 2SFRE SN XTOA ¥ —

7 = A ANGER)

. VAT AOBENMLUEICZERIOREEN-IBL- YOy b (21T

NAB) ORFGEHEBEZ R LET,

IEB L OE =X HROEREROEFITR LET,

RAY:INTH—RUVATFLAN)T—4

—8 KAk

EDH

=
W5 4y o 25 4 CPU il R

{
“fiveSecondsPercentage”:0.2000000,
“oneMinutePercentage”: 0,
“fiveMinutesPercentage”: 0

}

AT B AT Y MR

{

“freeMemoryInBytes”:225854966384,
“usedMemoryInBytes”: 17798281616,
“totalMemoryInBytes”:243653248000

}
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T—8 KL b

X3

VAT EDT 4 AT fERHR

{

"freeGB": 21.237285,
"usedGB": 0.238805,
"totalGB": 21.476090

}

AT KA OBEI 99700000

AT IR DA TR ! .
"receivedPktsPerSec": 3,
"receivedBytesPerSec": 212,

"transmittedPktsPerSec": 3,
"transmittedBytesPerSec": 399
}

Cisco Success Network (Z21%, ¥ —> D X2 VT 4 EVa2—/L/= Ty THEILTWD
ASAT NA ADKREAT — B A, 7T AL T x—)LA—3— BIOR T A AFRMPIE S
NFET, ASAT A AFHRICEH L UEB I OE=% SNAHEHEROEFIIRLET,

FE5:FLA R F— S OEAE

T2 RA b

fEn!

HEEEA T — & R

[{

“name”: “cluster”,
“status”: “enabled”
}I

{

“name”: “webvpn”,
“status”: “enabled”
}I

{

“name”: “logging-buffered”,
“status”: “debugging”
}]

77 AL NEH

{
"clusterGroupName": "asa-cluster",
"interfaceMode": "spanned",
"unitName": "unit-3-3",
"unitState": "SLAVE",
"otherMembers": {
"items": [
{
"memberName": "unit-2-1",
"memberState": "MASTER",

"memberSerialNum": "DAK391674E"
}
]
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T—8 KL b [EX23Y]

7 =l — S (
myRole: “Primary”,
peerRole: “Secondary”,
myState: “active”,
peerState: “standby”,
peerSerialNum:
“DAK39162B”

}

n 7 A B !
"loginTimes": "1 times in last 1 days",
"lastSuccessfullLogin": "12:25:36 PDT Mar 11
2019"

}

TLARY T7A4ILDH

Firepower 4100/9300 > ¥ —3 7 L' A R UMB N TH U T A IRIEICH 5T XTD ASA 7 /31
AMBZESNTT =X, Uy —VEADOHERSLZEDOMD T 1 —/L K EERK S TH 5 Cisco
Cloud IZEfGENET, TV A NI T—FEROT TV r—a UReWEEETH, 7L AR
ViZy v —AF#H E & HIT Cisco Cloud (Z241E SV E T,

PLTIX. Cisco Success Network 7 L A b U 7 7 A )LDFITT, ZTD7 7 A /L%, Cisco Cloud
{22415 &7z Firepower 9300 D 2 550 ASA T /34 ADIEHRPREIFEI N TVET,

{

"version": "1.0",
"metadata": {
"topic": "ASA.telemetry",
"contentType": "application/json",
"msgID": "2227"
}l
"payload": {
"recordType": "CST ASA",
"recordVersion": "1.0",
"recordedAt": 1560868270055,
"FXOS": {
"FXOSdeviceInfo": {
"deviceModel": "Cisco Firepower FP9300 Security Appliance",
"serialNumber": "HNY4475P01K",
"smartLicenseProductInstanceIdentifier": "413509m0-£952-5822-7492-r62c0a5h4gf4",
"smartLicenseVirtualAccountName": "FXOS-general",
"systemUptime": 32115,
"udiProductIdentifier": "FPR-C9300-AC"
}l
"versions": {
"items": [
{
"type": "package version",
"version": "2.7(1.52)"
}
]
}
}l
"asaDevices": {
"items": [
{
"CPUUsage": {
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"fiveMinutesPercentage": O,
"fiveSecondsPercentage": O,
"oneMinutePercentage": 0
}I
"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0
}I
"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "ADG2158508T",
"systemUptime": 31084,
"udiProductIdentifier": "FPROK-SM-24"
}I
"diskUsage": {
"freeGB": 19.781810760498047,
"totalGB": 20.0009765625,
"usedGB": 0.21916580200195312
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"
}I
{
"name": "firewall user authentication",
"status": "enabled"
}I
{
"name": "IKEv2 fragmentation",
"status": "enabled"
}I
{
"name": "inspection-dns",
"status": "enabled"
}I
{
"name": "inspection-esmtp",
"status": "enabled"
}I
{
"name": "inspection-ftp",
"status": "enabled"
}I
{
"name": "inspection-hs232",
"status": "enabled"
}I
{
"name": "inspection-netbios",
"status": "enabled"
}I
{
"name": "inspection-rsh",
"status": "enabled"
}I
{
"name": "inspection-rtsp",
"status": "enabled"
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"name": "inspection-sip",
"status": "enabled"

}I

{
"name": "inspection-skinny",
"status": "enabled"

}I

{
"name": "inspection-snmp",
"status": "enabled"

}I

{
"name": "inspection-sglnet",
"status": "enabled"

}I

{
"name": "inspection-sunrpc",
"status": "enabled"

}I

{
"name": "inspection-tftp",
"status": "enabled"

}I

{
"name": "inspection-xdmcp",
"status": "enabled"

}I

{
"name": "management-mode",
"status": "normal"

}I

{
"name": "mobike",
"status": "enabled"

}I

{
"name": "ntp",
"status": "enabled"

}I

{
"name": "sctp-engine",
"status": "enabled"

}I

{
"name": "smart-licensing",
"status": "enabled"

}I

{
"name": "static-route",
"status": "enabled"

}I

{
"name": "threat detection basic_ threat",
"status": "enabled"

}I

{
"name": "threat detection stat access_list",
"status": "enabled"

}

]
}I
"licenseActivated": {
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"items": []
}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:18 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226031548496,
"totalMemoryInBytes": 241583656960,
"usedMemoryInBytes": 15552108464
}I
"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"

"CPUUsage": {

"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "RFL21764S1D",
"systemUptime": 31083,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781543731689453,
"totalGB": 20.0009765625,
"usedGB": 0.21943283081054688
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"

"name": "call-home",
"status": "enabled"

"name": "crypto-ca-trustpoint-id-usage-ssl-ipsec"
"status": "enabled"
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"name": "firewall user authentication",
"status": "enabled"

}I

{
"name": "IKEv2 fragmentation",
"status": "enabled"

}I

{
"name": "inspection-dns",
"status": "enabled"

}I

{
"name": "inspection-esmtp",
"status": "enabled"

}I

{
"name": "inspection-ftp",
"status": "enabled"

}I

{
"name": "inspection-hs232",
"status": "enabled"

}I

{
"name": "inspection-netbios",
"status": "enabled"

}I

{
"name": "inspection-rsh",
"status": "enabled"

}I

{
"name": "inspection-rtsp",
"status": "enabled"

}I

{
"name": "inspection-sip",
"status": "enabled"

}I

{
"name": "inspection-skinny",
"status": "enabled"

}I

{
"name": "inspection-snmp",
"status": "enabled"

}I

{
"name": "inspection-sglnet",
"status": "enabled"

}I

{
"name": "inspection-sunrpc",
"status": "enabled"

}I

{
"name": "inspection-tftp",
"status": "enabled"

}I

{
"name": "inspection-xdmcp",
"status": "enabled"
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1
}I

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic threat",
"status": "enabled"

"name": "threat detection stat access_ list",
"status": "enabled"

"licenseActivated": {
"items": []

}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:16 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226028740080,
"totalMemoryInBytes": 241581195264,
"usedMemoryInBytes": 15552455184

}I

"versions": {
"items": [

. ASADS A U RER

{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"
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Z?—FV7F71754t>Z®WE%#

Z DX, Firepower4100/9300 ¥ ¥ — 3 LD ASAFHELT /A AZD %4 LEJ, Firepower
Threat Defense #7734 2D 7 A & 2 ZAOFEMITOWTIX,  [FMC Configuration Guide]
EBRLTLES N,

* Cisco Smart Software Manager C~ A% — 7 17 > M &{ERK L £7,

https://software.cisco.com/#module/SmartLicensing

FET AT ERBHELTRWEAIL. Vo2& 7 )7 LTHLWT ATV FEREL
TL 72 &V, Smart Software Manager Cl, #fko~A X — 7o MEERTE £,

+ Cisco Commerce Workspace 7°5 1 DA ED T A B A AL ET, m—24 A= 0 [H
fhé YV 2—3a &M% (Find Products and Solutions) ] 7 4 —/LV R T, %4577 v
M7 —LEBRBLET, —HOTA B AFERTTN, Av—s VY7 T=T T4
AT MIENLEZBINT2LERHY 7,

VX —UMTA B ABMBELBETEALIIC, VX EDA U H—FRy N T IR
72T HTTP 7%y T/ v A ZMR LE7,

e VX —VNTA B A ORI E R TE D L DI, DNS P —EZHRELET,
s U X —TDIODORFHIEHRELE T,

¢ ASA T A & AEKEFRTET HHIIC, Firepower4100/9300 > ¥ —L CAV—h V7 h U=
T IARAALA T ITANT I F v eRELET,

AX—EYIT DT SGA4ACADHA FSA4 2

TTANF—N—OFR2) O TDI=ODASAHA FS54 >

% Firepower 4100/9300 >+ — /1%, License Authority 721XV 7 7 A ~ $— NITHEK SN D
ERHOET, B XY =y MIENERIE»NY £ A, K74 B A2 THT5
Wi, v =y TEIERD T A B R EEAT DM ERSH Y £,

AR—F VYT DIT SACVADTIAILE

Firepower 4100/9300 > ¥ —< OF 7 # /b bR iEICIL, 74 B ARFER D URL Z457ET 5
[SLProfile] & V9 Smart CallHome D7 2 7 7 A L& FHTWET,

scope monitoring
scope callhome
scope profile SLProfile
scope destination SLDest
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set address https://tools.cisco.com/its/service/oddce/services/DDCEService

BERAI—bMYILDIT SAEVI VT DERE
Cisco License Authority & iB{E 7 5728, MEIZIS U CHTTP 7' 2 ¥ 2 A3 E TE £ 7, License

Authority (2B 8T HI2IE, A~— KNV 7 U7 T4 B AT AT FbEAS L7 Firepower
4100/9300 > ¥ — OB b —27 L ID ZASITEHEVLENH Y £97,

FIE

ATvF1 ({EE) HTTP 7o XL OHE (18 X—) |
ATw 72 (FEE) Call Home URL OHIER (19 ~=2—)
AT 73 Firepower 4100/9300 > % — 3 @ License Authority ~D%Ek (20 ~<—3)

(=) HTTP 70X DERE

Xy NU—TTA L —Fy N TIZERZHTTP 7 u XL 2 FEHTAHE. A~v—hK V7 b
VT GAR LV UTHOTaXY T RLAERRETALERHVET, 202X 0L,
—f%|Z Smart Call Home (Z bl S E 9,

\}

GE)  WEEEEHT 5 HTITP r X AR — hShvEtA,

FIE

ATY 1 HTTP VX2 fk L E7,
scope monitoring scope callhome set http-proxy-server-enable on

1

scope monitoring
scope callhome
set http-proxy-server-enable on

RTvT2 7aXxT URLEZZRELET,
set http-proxy-server-url url
url (X7 e > H— 30 http 7213 https 7 KL AT,
11
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ATvT3

ATy T4

set http-proxy-server-url https://10.1.1.1

R— b ZRELET,
set http-proxy-server-port port
1 :

set http-proxy-server-port 443

Ny 77 RELET,

commit-buffer

(4£%) Call Home URL D #IIf&

PIRTIZE% @& &7z Call Home URL ZHIBRT 51213, WOFEEZFEITLET,

ATy T

ATy T2

ATvT3

RTv74

ATy TH

ATvT6

FIE

T=2 ) o TEIEEANLET,
scope monitoring

Call Home #ifl & A1 L E T,
scope callhome

SLProfile Z#E L £,
scope profile SL Profile
i FRLET,
show destination

1 -

(E%) Call Home URL &1 I}

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

URL #HIBR L £,
delete destination SL Dest

Ny 77 ZMEELET,

commit-buffer
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. Firepower 4100/9300 < +* — < O License Authority ~ M & £%

Firepower 4100/9300 <+ — < O) License Authority ~® & £

ATy I

ATy T2

ATvT3

ATy T4

Firepower 4100/9300 3 v —3 Z&§kT 5 & T4 & AFHAERIC X - T Firepower 4100/9300
x =¥ LI RFRER L OMOBEICHEN SN D IDAEAENFEITINE T, .
Firepower4100/9300 3 v — 3 35%4 9 AT A v > MZEID S THRET, #@H,. ZOFIE
WZ 1RO DA L RAE L ATT, L, BEORMEL EDRETID A ZEOHRR Iz
%1%, Firepower 4100/9300 > ¥ — 3 OFRERA LI/ £,

FIE

Smart Software Manager ¥ 72| Smart Software Manager Satellite T, Z MDFirepower 4100/9300 3 ¥ —
YOBMELERDN=F YNV T AT FORER b= R ERLTaE—LET,

Av— R VT h =T v XV HF T4 M LT h—7 v &R 5 FIEICO
THEL <IX, [Cisco Smart Software Manager Satellite User Guide] (https://www.cisco.com/c/en/
us/buy/smart-accounts/software-manager-satellite. html) #ZM L T 723\,
Firepower 4100/9300 > ¥ —3 OXgk h—27 > 2 A LET,
scope license
register idtoken id-token

(LE) forced 7> a v EAMNILET, TAA RER—HLVETYT 74 OB OBE

FEENFRK TT N, ZABGEN R L7-85E . CTC I, T3 A DOFRGRZ 3 DRI 24 FRR
HHET, WHEAICERESE B ITIL. forced 7> a v EEHALET,

register idtoken id-token force

&1

scope license

register idtoken ZGFmNWM5S5NjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZJIxXxNGQOLTEON] I2NDYx%0AMDIzZNT
V8N3ROAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRD%0AY29NQTO0%3D%0A

BINO T NA ADBERAEIRIRT D121, REANLET,

scope license

deregister

Firepower4100/9300 > v — > O GREfEIRT DL T AU BT A ADHIBRIS N ET,
I, TAALEDOTRTOTA B ARG EAEDNHIRESNE T, BEEMRTHZ L
T, 74 &2 A%H L\ Firepower 4100/9300 & ¥ — > [ZFIHTH 2 L TE£9, /i
Smart Software Manager 7> 57 /N A& HIBRT 52 &b TEET,

IDAEAEZEH L, TX3COEX2 VT4 V2 —LVOBKEEHT DT, kEANLE
R

scope license
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Cisco Success Network D& RN EE .

scope licdebug

renew

FTITANITIE, TAT T 4T 4aEHET6 » HZ L, A48 ABKIL30 HZ LI HE
BINCEFRESNET, A F—Fy b T 7B Z2OHBINRRE SN TWDEESC, Smart Software
Manager C7 A £ AZER LIZGEREIE., INUODOREE FEHTEHRTLHZ L TEE
7,

Cisco Success Network D& FNDLTH

Cisco Smart Software Manager (Z Firepower 4100/9300 % %*§% 9% & & (%, Cisco Success Network
EEMNILET, 2O%, WOFIRZEHL T, B8AT —F AR RELITERLET,

)

(GEX)  Cisco Success Network [ZFli€— K TITHEEE L 8 A,

ATvT1

ATy T2

ATvT3

ATvT4

FIE

VAT LHEIHEANTI L ET,
scope system

&1

Firepower# scope system
Firepower /system #

Y- AHFHEZ AT LET,

scope services

&1

Firepower /system # scope services
Firepower /system/services #

T LA MUHEHEZANLET,

scopetelemetry

&1

Firepower /system/services # scope telemetry
Firepower /system/services/telemetry #

Cisco Success Network B§6E DA Ml & 7= 1T HZhb
{enable| disable}
51

Firepower /system/services/telemetry # enable
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AT w75 Firepower 4100/9300 3 % — 3 T Cisco Success Network D A7 — X A &R L £,

show detail

i -

Admin State(Z Cisco Success Network D1E LWAT — X ANFRINTNWAEZ & 2R LET,
Telemetry:

Admin State: Enabled

Oper State: Registering

Error Message:

Period: 86400

Current Task: Registering the device for Telemetry

(FSM-STAGE : sam:dme: CommTelemetryDataExchSeq:RegisterforTelemetry)

£l

Oper State |IZ OK NERINDH T MR LET, LT LA NI T —EREEHEATHD
ZEERLET,

Telemetry:

Admin State: Enabled
Oper State: Ok

Error Message:
Period: 86400
Current Task:

Firepower 4100/9300 &~ ¥ — > D AR — + A4 VXA U T
54 b YH—/\DEFE

Av—h T4V AYTTA NP —"EEHT 5 X 9 IZ Firepower 4100/9300 % — > % i &
T BT, ROFIEIZHENE T,

1R BRI
e A — KNV T M T x=T TA U ADRHRSME (17—) IZER#HEOT X CORIRSH %
7T HERHD 9,

« Smart Software Satellite Server Z BB L TR E L 7,

Aw—hF T4 A YT T4 KN OVA 7 7 A /L% Ciscocom NHHF 72— KL,
VMwareESXi —/NZA VA P— /LB L ORRE L E T, dFMiZoWTIX,  [Smart Software
Manager satellite Install Guide] #ZM L T 72 &0,

« NEE DNS ¥—/3{Z X - C Smart Software Satellite Server @ FQDN 2Migik CT& 5 Z & & iR
LET,

T T4 KN FTARKA U BT TIAFEL TWDENE I D EHERLET,
scope security

show trustpoint
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ATy T

ATy T2

Firepower 4100/9300 & ¥ —> DAY — b 54 VR T34 b H—/\DEE .

FXOS N— 3 V241 LI TIE, FTARKRA U MIT 740 b TEIMEND Z &I2E
BELTLEEN, FT A MRA Y EBFELZRWEAIE, ROTFIEZMHH L CTECIBm
THLENDY ET,

1. http://www.cisco.com/security/pki/certs/clrca.cer (ZF®) L, SSL FERHED ALK
("emmme BEGIN CERTIFICATE----- /Y P — END CERTIFICATE----- "E£T) &, HEH
T 7 BATE LMt —LET,
2. X2 VT4 == FERMBLET,
scope security
3. FTADNFRA Y FEERL TARIZMSTET,
createtrustpoint trustpoint_name
4. FTARN KA Y NOEHEFREEE LET, AEPEIL, Base6d = 21— K X.509
(CER) 74—~y b THLIUNENHD Z LITEELTIEIN,
set certchain certchain
certchain 24421, A7 v 7 1 Cabt—L7iEHEOT X 2 &AL i £,
a~y FCHEREEREEE LRWGE, b— FEGER (CA) ~DFRE N A % E S
HETARNKAL DY A NERITFEAEELZANT LI kO ET, ANAK
DWDITIZ, ENDOFBUF E AJJLTHRTLET,
5, REZ=2Iv FLET,

commit-buffer

FIE

callhome D E LT T 74 M h—"kty b T v LET,

scope monitoring

scope callhome

scope profile SL Profile

scope destination SL Dest

set address https://[FQDN of Satellite server]/Transportgateway/ser vices/DeviceRequestHandler
Firepower 4100/9300 3 v —3 % 7 A & AFRFERICEER L E T (Firepower 4100/9300 * v — 3~

O License Authority ~DXgk (20 X—2) #ZM) , Av— b FAM BV A=V x 75
A ORI —7 U EBERL, aC—TM0BERHDH T LITEELTIEINY,
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B —=xr5q1tzx300mE

IN—TL ST RFHDETE

Firepower4100/9300 & ¢ — NI 8 —< %> b T4 L A E VY CTH LN TEET, ZD2
=AN—=PFRITIE, T A TERIROEOEAMEEZEHTE X212 £7°,

\}

=)

Smart Software Manager T TE 5 K 512, BHIARTIZ R—v R b FA B AZWAT D4
ERBYET, TRXTOTHTY ERKFETA B ADFHRITOWTEBEINTWND DT T
b0 EA, REZHGTHENCZ OBEEICOW T ZAaDERBIH D Z L 2R LET,

IN—=—TXR AV ADA VA =)L

&M

ATy T2

ATvT3

ATv74

ATvTh

ATvT6

LI FOFNEZ, Firepower 4100/9300 3 ¥ — 12/ 3—< x> b (kfe) 7414 2%&E VB TH
FiEERLTHNET,

FIE

FXOSCLI 726, A48 2D THIEZH I LET,
scope license

enablereservation

TAB AP ERMLET,
scope license

scope reservation

T 7= AN a—FEa4ARKRLET,

request univer sal

show license resvcode

Cisco Smart Software Manager 7~ — % /L Smart Software Manager - > <>~ U 28 L T,
Licenses ¥ 7% 7 U v 7 LET,

https://software.cisco.com/#SmartLicensing-Inventory

Licenses# 7127 # ¥ MIBET AT X TOEGFO T A & AN, EHEL LUV I—~v x> b
DT EbFRRINET,

LicenseReservation 2 U » 7 LT, RSN TRV 72 A F a—RaRy 7 RICAT LE
7,

Reservelicense #7 V v 7 LET,
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ATy T17

ATvT8

ATvT9

ATy 710

B f—vxo b s51trz0Es |

Smart Software Manager NGB 2 — RAEK L ET, a— NEX¥vra—RELEFZ U v 7 R—
Rlizae—CT&£4, ZORET, 74 2 AL, Smart Software Manager (25t~ Tl HH T
@—O

LicenseReservation " %  NRRINRWIGE, BEWVWOT I MIFRR—<x 714 %
VADTRIDHFAI SN TWERE AL, ZOHE, N—v X N TA B AO TR E I LT
MDA~ — K FA BV A a2 REBANTHALERLY £9°,

FXOSCLI C. 5S4t A0mA®mEs A LET,

scope license

TR A A LET,

scopereservation

KRa—FEZ A LET,

install code

Z #LC Firepower 4100/9300 > ¥ — 21X PLR CTEAICT A B AN @A I E Lz,

ASA FHERT /SA A THRED 7 A £  ZABIEE AL ET, TA B ZABIEEAMTT DS
3. ASA 74 B ADEESRLTIIZEN,

(EE) N—TR2 b 412 ADREA

&M

ATvT2

ATv73

ATv74

W= b TAVAPRBEIZ R > T2 6 . ZOFINAT Smart Software Manager (2 1EFUZIR
HFDBERHY T, TRXTORT v WD RWE, TA B AMEMKREDO E FIZ2
V. BOBEFTCHEATE £ A,

FIE

FXOSCLI C. SA4 v A0mA®@mE s A LET,

scope license

TRIFHZ AT LET,

scopereservation

Ne—=w R N TA B AZRAILE T,
return

7272512 Firepower 4100/9300 > v — DT A B AN <720 | FHIREICBEATLE T,

RAITFMa— 2R R L Tat—LET,

show license resvcode
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ATvTh

ATvT6

ATy T17
ATvT8
ATvT9

ATy 710

FXOS L =" —H )L T34 A§HB+ (UDID) #F LTt —LEJ, T T, SmartSoftware
Manager CFXOS f V AX U AEROTHZ ENTEET,

show license udi

Smart Software Manager { X2 kU B E) L T, Product Instances ¥ 742 U v 7 L%
—é‘o

https://software.cisco.com/#SmartLicensing-Inventory

2= X—H )L FNA AR (UDI) % ffiH L C Firepower4100/9300 > v — > Z 52 L 7,
Actions> Remove DJEIZIEIR LT, AR ENTEF TR a— RKERy 7 AT A LET,
Remove Product Instance #7 U v 7 L £,

NRe= R b TA B ABFHARERTA L AD T —MICRENET,

VAT LEY 7 — K LET, Firepower4100/9300 ¥ ¢ — > O FFEEE) D FHIEIZ- DV TIL, Firepower
4100/9300 > ¥ — OFEEIZZR L TS,

AX—FYIT DT T7 S4 2O VTDE=ZRY DY

FTAVLADAT —F A ERFRTHITIT, ROa< REBRLTLEEN,
« show license all
A<— KNIV T NI T A48V TORE, Av— 2 — 22 FOR—T 32 UDI
B, Av—bh =Y MOWRRE, Tu—R)L a7 T34 T A RT—X A, FERET
B2AF—H A FA B RAFHERR, BIUAY— o=V 2V NIRRT DA a2—
NEFRNLET,

N

(GE)  SSL ZERAE ™ QuoVadis Root CA 2 %> IdenTrust Commercial Root
CA 1 ~DO¥ITIE, FXOS DA~— 7 A4 B RTHE L £,
FXOS 2.8x LABETlX, FXOS V7 hU = TIZT v 77 L— R L7
<ThH, HEM U AR— MEREZHEH L CHEEZ R TE £4, T
BON=2aDFX0S Y7 MU =T 2FTT 57 A AT,
FXOS V7 by =TIZT v 77 L—RLARLTH, FEHOEHE
A AR — FFRIEZMEH L CREZ AR TE 7, FEllic N T
IL. TFXOS: QuoVadis Root CA 2 Decommission Might Affect Smart
Licensing] Z#ZM L T 7EE0,

« show license status

» show license techsupport
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23—t vItyz7 542 20BE [

AR—b V7 b0z 7 5S4 ADERE

HEER T35y bk i AR
TA—LY)
|) —Z
Cisco Success Network 271 Cisco Success Network (L2 —VXfind 7 7 7 K¥9—E &

T9, Cisco Success Network ZHF 2029 % & Firepower
4100/9300 ¥ —3 & Cisco Cloud i &% = 7 Za 85 5
fESZ S A, FEAPIRPUZ RIS 2 5 & FEHE RS A B Y —
VT ENET, TUVARNIDA RN —=I 72X D,
XRT — 5 & ASA D HIER L TG (LT Y £ —
BHAT =2 a VCHETHAN=A LR RIS T2
O, MO ENFEBLET,
e Xy M= NORGLOFNEEZ R ESHE D201
FIHIATREZ2 AR FH OFERES B S AV E T,
« W ABET 2BIMOT 7 =0 FR— h —E
AbLE=H Y TITONTEMENET,
o VARG OUEITENL DL E T,

Cisco Success Network (Z 8% 3 5 &, vy —idEick
o T 7p G A ST U CHERF L £ 97, Cisco Success
Network N3 5 2 LT, WOTHZ DA A7
ICTEET, ZICX Y. T /351 A2 Cisco Success
Network 7 7 7 )L ERifEBR S v E T,

Woa~<r REEHEALELRE,

scope telemetry {enable | disable}

WOMmEPSEANSIE L,

[ATL (System) >[4 2R (Licensing) |>
[Cisco Success Networ k]
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TSy bk
T4 —L)
y—2

Bl
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deregister. register idtoken, renew. scope callhome,
scope destination. scope licdebug. scopelicense, scope
monitoring. scopeprofile, set address, set
http-proxy-server-enableon, set http-proxy-server-url,
set http-proxy-server-port, show licenseall. show license
status. showlicensetechsupport A< > RABASIHZFEL
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