kST a—FTa 8

RNy hRYy T (1Y)

« Xy NT—=TEEOT AR (10 =)

EHALUH =T 2 A ADAT —HADKNT TN a—T 47 (123—=)
e AR— K F¥ RN AT —H ZADOWeER (13 2—2)

V7 by TEENLORE (15 3—)

MR T 7 AN AT AOREIE (20 X—)

« BHENZAT — RRRRARGEICBT 5 THIMAREOT 7 40 "R EDEIL (31-5—)
s NTTINY a—T Tl T A VDR (33 X—)
cEVa—NDaTE TN (36 2—)

« U T LE 5 O Firepower 4100/9300 3 v —3 (37 ~—)

« RAID A8 R 7 4 7 OFHEE (37 ~—)

«SSD # i H L CW A HADOREDOFE (39 X—)

Ny b v TFx

NIy b ¥ TF N YR, L REDRIED T X 7R, Firepower 4100/9300 3 ¥ —
VEBMTO N T T 4 v T u—OBERIEHTE AMESH 5EETT, Ny Ry Ty
Y — &2 % & Firepower4100/9300 & ¥ — L DRFEDA ' F —T7 = A Az ilimd 5 ~ 7
T4y TIilonTrZERETEET,

BEON Ty N Fx T Ty Byva VEERTE, Ky ar TEEOA X —T oA R
DRI T4 I X T T XY TEET, "Wy b7 TFrEyra ilagEndE L o ¥—
T xA AR, EARDSRTr Y k F¥ P F v (PCAP) 7 7 A DMERR S ET,

Ny IJL—riR—bIvEDY

Firepower 4100/9300 > v — T, N#N v 7 7L —r K— MIRO~ v B 7 R— K& ff
HLFET,
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rFSILYa—F108 |
B rorsvT77rvoxssasLUHREE

tXalyTq4 EDa—) R"—rTvELY SBA

X2 U5 4 Y =2—/L 1/ | Ethernetl/9 Internal-Data0/0
SN AP =S

*¥2UTF ¢ FY=2—/L 1/ |Ethernetl/10 Internal-Data0/1
X2 UTF g vV

X2 UT g BEV2—L2 Ethernetl/11 Internal-Data0/0
XU T 4 BV a2—2 Ethernet1/12 Internal-Data0/1
TtX=2UT 4 BV 2—L3 Ethernet1/13 Internal-Data0/0
X a2UT 4 FVa2—3 Ethernetl/14 Internal-Data(/1

O O N xr -~ S
INTY R XY TFvDEEBIES LUFHIEEIE
Ny N Fy SF Y V=L, ROFIBEENSH Y E3,

« XX 7 TF ¥ TEDHDITHEAK 100 Mbps £ TTT,

e NNTy N XY TTy By va O HICERTREZ R e TH, Ny b
T 7Ty by rarEERTEET, Ty b XY T TF vy v a U EBRBT DRI,
ERPTREZ2 3 720 BN D 2 L AR T ALERH Y 97,

o U7 VIED 4x100Gbps & 721% 2x100Gbps v U — 7 E Y 2 — /b (ZNEIBLE S
FPR-NM-4X100G 35 &L TN FPR-NM-2X100G) TO /N7 v b ¥ ¥ FF ¥ v v a v OA,
EV 2 —/LD adninstate W off ITREIND &, F¥ 7 F vy a2 HEIIZEZ
720 . [OperState Reason: Unknown Error] &9 XA v —U B4R SNET, V22—
@ adminstate THE on ITRELTHODL, F¥ 7 F vy oy a2 HEHTINENDHY
7,
DT _XTHOR Y J—JFY 2 —)LTiL, FY 2 —/LD adminstate DEE I TH N
Ty hFry T Ty By va S ET,

EEDOT VT 4 TRy N XYy T Fy By g I AR—NERERA,
c WAL v FDOANSIDEMETORF ¥ 7 F ¥ INET,

e NESAA wF N TER WAy b (2F2 VT4 IN—T ET Ry NI —7 H—
ER Ny HZ— 7y ) [Z7 4V OERH Y £HA,
1 O OB TEEOY T A B —T oA ZAEFHTAEETH, By g TLiC1o
DY TAHE =T oA ADNNT y NDOIZEF XY ST ¥ TEET,

« EtherChannel 2{& £ 7= 1% EtherChannel DV 7 A V' H—T = A ZAD/N)r v b a¥ vy 7F ¥ T
XFEHA, 72720, FRET A AIZE Y YT 51TV 5 EtherChannel D354, EtherChannel
DANAZ =T 2 A AT LIRSy Xy T F¥TEET, BA L F—T AR
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Ry kv TFe by avonssriame ]

TR T A A =T 2 ZAFED Y THEERIT, AR, FZ =T A LDy
Xy 7TF¥3H5ZLIETEERA,

XY I F by alNT T 4 TRENE. PCAP7 7 ANV Eat— Lm0, =7 AR—
FTEEHAL

Ry F YT F o varEilRTLE, Ty a NIEETHETRTONRT
&%y 7F v 77 AV BHEIBRENET,

NTy b XY TFvy 2y a OERFELIEE

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

FIE

Nry b ¥y IFy E—FEBlsLET,

Firepower-chassis # scope packet-capture
TANEZEERLET, STy b v T FXxDI2dDT7 4 VEDFRE (65—) ZBHRL
TN,

NRro hFxx T TFry By ia lHBENDIA L E =T A ZADNWT NPT 4V Z ZHH T
TET,

Nry b FyTTFX by a VEAERETIIRET DI2IE. ROBEEZITVET,
Firepower-chassis /packet-capture # enter session session_name

ZONTy ¥ T Ty vy va NUERT Oy Ty A XERRELET,
Firepower-chassis /packet-capture/session™ # set  session-memory-usage session size in_megabytes
HET Dy 77 A XE 1~ 2048 MBIZT 2 HERH Y T,

ZONRTYy XYy T Ty By aryTxx STy IHTy ORI ERELET,
Firepower-chassis /packet-capture/session* # set session-pcap-snaplength session_snap length_in_bytes
2Ty TORERIT. 64~9006 N1 FOHEHFHNICT L20LE R HY £, Byiar AFy S
FEBRELRVEAEDOT 74V bOF v 7F v EIL, 1518 /31 h T,

ZONRTy N XX T Ty By aiIEDLINEND LMY — A R— M E2HEELET,

BHOF— M Bdx 7 F L b | BBH— T 7Y e 2 v e hOFi B LS
ro bk FwTFeEy L a VRIS D LB CEET, MOST Y Ry TFy T A
ARty a NlEENDER— NAIERENE T, EtherChannel £{ED /7 v M &% ¥ 7
Fr 375 LT TEERA, L, T S AZEIY 2T HA TV 5 EtherChannel D5
4. EtherChannel D AL N— f LV B —T 2 f AT LIy " aexy FPF ¥ TEFET, Bl
EtherChannel T3/ 7 A4 > X —T = A4 AZED Y THHEX, A NNA 2 F—T x4 A E
DTy NaeXx 7T X T5HZLITITEERA,
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B rorseT7rvvravokmztizgse

GE) Rry M XYy T Ty By g rypbAR— MEHIRT 512, KICRTa~v L RT

a)

b)

c)

d)

create Db V12 ddlete I L £,

WHAR— b EEELET,
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port_id

1

Firepower-chassis /packet-capture/session* # create phy-port Ethernetl/1
Firepower-chassis /packet-capture/session/phy-port* #

Firepower-chassis /packet-capture/session/phy-port* # set subinterfaceid

1 DU EOBTEEDOY T A v —T = ZAMHATHIHAETH, ¥y 7 F v By ar
TEWNOoDYTA U E =T oA ADNNy NDRIEF ¥ 7 F ¥ TX E£9, Etherchannel
DY TA L E—=T 2 AFPR—= b ENTWERA, BA L F—T o2 A AL A
WCHEND Y THEE, BA =T 2 A AFTY T A X —T =24 ZADWT N EEIR
TEFET, MHFERRTAHZ LI TEERA,

1

Firepower-chassis /packet-capture/session/phy-port* # set subinterface 100
Firepower-chassis /packet-capture/session/phy-port* #

AT AVARUADEE, AT A VAR AL ERELET,
Firepower-chassis /packet-capture/session/phy-port* # set app-identifier instance_name
i

Firepower-chassis /packet-capture/session/phy-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/phy-port* #

TV r—vay AT ERELET,
Firepower-chassis /packet-capture/session/phy-port* # set app name
£

Firepower-chassis /packet-capture/session/phy-port* # set app ftd
Firepower-chassis /packet-capture/session/phy-port* #

UER) BHIOZ7 4 VX E#EHALET,

Firepower-chassis /packet-capture/session/phy-port* # set  {source-filter} filtername

GE) R—=IMB 7 4 VX ZHIRT 5121, set sourcefilter *" Z{FEH L £,

VENIG U T ERRDAT v 720 IR L TRERR— 23~ TEMLET,
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Ry kv TFe by avonssriame ]

ATYTT ZORT Yy b XX T F v vy a ilEGDIVNERSLT Y r—vay Y—AR— e
Ebij—o
BEEOR—= o XyTF ¥ L720, WEHR— T 7V r—2a v R— OG0 BE TR
Ty XY TFr by a rPCRETAZENRNTEET, oYy XYy TF v Tr A
Nty v a ACEENDER— MHICER S LET,
GE) Ry b XYy 7F v BydarnbiR— iR 5100, RIORTa< > RT

a)

create DX V1T dddete L £,

TV —vary A= EEELET,

Firepower-chassis /packet-capture/session* # create app_port module slot link_name

interface_ name app_name

i
&

B Dk

b)

module _slot TV —va DAL A=A ENTWNDHEXF 22U T 4F
Va—l,

link_name A B =T 2 A4 A%tF T2 —H —Ftik4 (linkl, inside portl 7
E) o

interface_name Ny by TF v THDMLENHLT 7V r— a kR
ENTWbHA 2 HZ—7 A A (Ethernetl/1, Ethernet2/27¢Y) .

app_name EFEV 2= MIA VA R=AENTWELT 7Y r—ar (fid,

asa) .

AT T ARG ADE R, AT T A YA ABBIRELET,
Firepower-chassis /packet-capture/session/app-port* # set app-identifier instance_name

1 -

Firepower-chassis /packet-capture/session/app-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/app-port* #

BXDEREA

instance_name Rry XYy TF Ay BNRBERT IV r—vary A VAR AD
4 i (native, container 72 &)

(EE) HROZ 42 &M LET,

Firepower-chassis /packet-capture/session/phy-port* # set  {source-filter} filtername

BXDEREA

d)

filtername lcreate filter] =~ > RIZ X % packet-capture fiH D 7 ¢ /L& 4,

GE) =M B 7 4 VX ZHIERT 5121, set sourcefilter *" 2 L £,

PVEIGE L TCERRDOAT v P20 K L CHRERT ) r—ya v iR— a3 _CEML
i@qo
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B rorser7voron07 0508

ATvT8

ATvT9

AV ¢

Nry b FXYTTFy by a2 SIRBT 2123, ROBIEZITVET,
Firepower-chassis /packet-capture/session* # enable

FLAER L2y b ¥ 7T v By v a 3T 740 b TIEESIC o T0ET, £
arEWRIIICANCTHE, BEERaIy SN XTIy XTI TFy By e
YT T 4 7RV ET, MOty alinTTIIT 7T 4TI RoTWDBE, Bty e
VEANMNCTH LT —NERSNET, ZO® vy a AT AN, TTICT 2T 4

TRRNTy M X T Fx vy a v EEDNCTOILERSD £,

oY T varey AT AREICTI Yy FLET,
Firepower-chassis /packet-capture/session* # commit-buffer

Ry N XX TF¥ By a GOt de, VATAIRT Y NOF ¥ T F ¥ ZBRAL
FT, By a B PCAP 7 7 A N E X U u— RTBHIZ, v 7T ¥ 2EILT 5 0H)N

&)Dijﬂo

il

Firepower-chassis# scope packet-capture

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

TFxvDi=

packet-capture # create session asalinside

packet-capture/session # set session-memory-usage 256
packet-capture/session* # create phy-port Ethernet3/1
packet-capture/session* # create phy-aggr-port Ethernet2/1/1
packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
packet-capture/session* # exit

packet-capture* # create filter interfacelvlanlO00

packet-capture/filter* # set ivlan 100
packet-capture/filter* # set srcIP 6.6.6.6
packet-capture/filter* # set srcPort 80
packet-capture/filter* # set destIP 10.10.10.10
packet-capture/filter* # set destPort 5050
packet-capture/filter* # exit

packet-capture/session* # scope phy-port Ethernet3/1
packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
packet-capture/session/phy-port* # exit

packet-capture/session* # scope app-port 1 linkl Ethernetl/1 asa
packet-capture/session/app-port* # set src-filter interfacelvlanlO0
packet-capture/session/app-port* # exit

packet-capture/session* # enable

packet-capture/session* # commit-buffer

packet-capture/session #

=JL ==

HDT 4 ILRDERTE

RrFEy b FY¥T7F ¥ By al dl&FEND b7 74 v 7 2HIBT 72007 4 VX ZAERT
XFzT+, XAy XY TITFy By arOERPICEDAS B —T oA ADREED T 4 VK
AT AN ERINTE FT,
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Nry b ZXTFvDI=HDT 1 LI DEE .

\)

GE) HEFITHFORY Y Xy Ty Byl a VICHEAIN TS T 4 VE 2 EEF - I3HIERT
LG, Ty a VEBENC L TCOLEERNICT S ETITEIT SN ET A,

FIE

ATV "y N FxTFy - NERBLET,
Firepower-chassis # scope packet-capture

ATFYT2 HLWI T R U =T XxTF ¥ T4 NFEERT DI, ROBIEEITVES,
Firepower-chassis /packet-capture # create filter filter_name

BEFDRT y b FXx T F v T4V Z efmET D123 WOBEEZITNET,
Firepower-chassis /packet-capture # enter filter filter_name

BEFDRT y b Fx T F v 74 V2 2HIBRT 2123 ROBEEZITNET,
Firepower-chassis /packet-capture # delete filter filter_name

RTYTI NOULDT 4 NVE TaRT 4 #RETLHILICE>TT7 AN OFEMEIRELET,
Firepower-chassis /packet-capture/filter* # set <filterprop filterprop_value
GH) IPv4 E721XIPV6 7 RLAZMH LTI 4 L2 Y 7 TEETH, ME AT v b
FrT7Fy By varyTOMFITED T 4T Y TIETEEE A,

R1:HR—bEhBT740L2 TONRT o

ivlan Wi VLANID (AR— h AJJRED 3~ kD VLAN)

ovlan S48 VLANID  (Firepower 4100/9300 3 — /12 K » Tl &7z VLAN)
srcip EETLIP T FL & (IPv4)

destip 5645 IP 7 KL A (IPv4)

STCipv6 FETLIP T LA (IPv6)

destipv6 [5G4 TP 7 K12 (IPv6)

sreport | BE{F LA — B R

destport | 55— hE 5

Zabha |[I[P7a ba) JANAICL > TERSIND 10RO T 2 k a/fH)
L
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B ot xvT7rwyvvavommssvEE

ethertype |4 —H v h 7o ba)L 47 (JANAICL > TEHZEIND 10 EERDOA —F
Fv b 7a bhan 2 AT, 728 21E, IPvd=2048. IPv6=34525. ARP=2054.
SGT =35081)

srcmac BIEITEMAC 7 RLA

destmac SEYEMAC 7 KL A&

1

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanl00
Firepower-chassis packet-capture/filter* set ivlan 100
Firepower-chassis packet-capture/filter* set srcip 6.6.6.6
Firepower-chassis packet-capture/filter* set srcport 80
Firepower-chassis packet-capture/filter* set destip 10.10.10.10
Firepower-chassis packet-capture/filter* set destport 5050
Firepower-chassis packet-capture/filter* commit-buffer

#
#
#
#
#
#

NTYy X TFr 2y a3 ORBELUMEL

ATy I

ATy T2

ATvT3

ATv74

ATy TH

FIE

Nry b FYTIFy E—FeBllsLEd,

Firepower-chassis # scope packet-capture

{EIEE IS 237y P ¥y T F vy By a COEAEANLET,
Firepower-chassis /packet-capture # enter session session_name

Nry b FxTTFr by va VERBT LICIE. ROBIEEZITVET,
Firepower-chassis /packet-capture/session* # enable [append | overwrite]

GE) Moty arOFTHE Ny XY T TFy By va VEIBRTE EEA

NRroy b FXY 7Ty ByarOFTHE, VT T4 vl B T F T HIONTEA D
PCAP7 7 ANDT 7 ANY A XNBEMLET, N7 7DH A XHIRIZETHE, VAT A
DTy NOBEFEEZBG L, BB TN 7 — /L ROENREML 97,

Nry b Fx T TFr by a U EREIRT HIE. ROBIEEZITWVET,
Firepower-chassis /packet-capture/session* # disable
oY rvarey AT AREICTI Yy FLET,

Firepower-chassis /packet-capture/session* # commit-buffer
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Nry b FxTFv J7A00FI00—F .

Ny hFXx 7Ty ByvalrEREMNITHE, By valllEENDLA L H—T A AD
PCAP7 7 ANV ET 7 4 v 7 DNEEZBLET, Eyvardeyrars—4% LEX
THEIICHRESNTWAEE, BEOPCAP T — X ITHESNET, £ TRVWES, F—
2% (b L) BfFEO7 7 A VicBimEhET,

1

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

Ny X TFv J74ILDEHIA—FK

tyvarprbur—rarta—XIXry hxFy 7T v (PCAP) V7 A VEX DU a—
RCT&EFET, TNTHRY NI Xy N TFHFIATEFEHALTONTE L9120 F9,

PCAP 7 7 A /UL workspace://packet-capture 7 4 V7 M VIRFEINTEY, LITD
A Z R L ET,

workspace: //packet-capture/session-<id>/<session-name>-<interface-name>.pcap

FIE

Firepower 4100/9300 > ¥ — /725 PCAP 7 7 A /b & 2 B —4 521d, IROBIEZITVET,
GE) Ty a MO PCAP 7 7 AN aF T rn— REHRNIAT Y b Y 7 F v kv
VaraFElk T o MNERH D 7,
a) R—A/VERICHRE L ET,
Firepower-chassis # connect localmgmt
b) PCAP 77 A L& ab—L %7,
# copy pcap_file copy_destination

1

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/
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Ny b X TF¥ £y 3 0HIK
lx DTy FFRYTF Yy va i, BHEFITL TOWRITNTHIBRTE LT, 777+
TRy N ¥Ry TTFr v ia i, WTRBHIBRTE ET,

FIE

ATy T Xy b Fy 7Ty = RERBLET,
Firepower-chassis # scope packet-capture

RT9T2 FFEONRT Yy b ¥Fx T Fx By arBHIRT 2120, ROFIEEZFEITLET,
Firepower-chassis /packet-capture # delete session session_name

RATYT3 TRCOFTIT 4T Ny hFx7Fy tyvarZHIRT 2%, ROXSICLET,
Firepower-chassis /packet-capture # delete-all-sessions

ARTYT4 NIV I a BV AT AREICAI Yy MLET,

Firepower-chassis /packet-capture* # commit-buffer

1

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

2y RIT—OEGEOTA K

4R8O HHEIIZ

BRIy N — V8t 7T A M T HHBT, Ry NT—2 EORIOT/NA ZDRA "My E
721X IPv4 7 R L A% {#i> T ping ZEITT D21, pinga~> FEFEHLET, *v hU—7
FOBOFT AL ZADHRA ML ETZILIPV6 7 R L A% - T ping ZFE(T4 5121, pingé =~
Y REMEHLET,

Fy NT—7 EOROT NA RZEDNV— " a, TORARNGELITIPVET L RAZfH-T
FL—295I21F, traceroute 2~ > REFHALET, v hU—7 LORIOT A RZED
N— K&, ZORARNELILIPV6 7 R A& T KL —2ZXF 521X, traceroute6 =~
REFEHLET,

eping 2~ RE LW pingd =~ > L, local-mgmt E— RCEHPEE T,
e ping =¥ Ni¥ module E— FTHEHTEET,
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ATy

ATvT2

ATvT3

rvbo—siH072 - ]

s traceroute =~ > KIS L N traceroute6 =~ > Rid, local-mgmt E— K CEHARETY,

e traceroute =~ > Rid nodule E— RTCHEHTE £7,

FIE

WDOa<y ROWTNN 1 D8 ATITHZEI28Y ., 10cal-mgnt F— FFE721E module T— K
WL E T,

* connect local-mgmt
« connect module module-ID {console | telnet}

&1

FP9300-A# connect local-mgmt
FP9300-A(local-mgmt) #

ARy VU — I 8fia 7T A M T HHBT, Ry NI —2 EORIOT /S, ZADRA MMy E
721X IPvd 7 KL A Zff - C ping #FAT L £7,

ping {hostname| IPv4_address} [count number_packets ] | [deadline seconds 1 | [interval
seconds ] | [packet-size bytes ]
1 -

ZoFNE, Xy NU—7 EORIOT SA ZZxE LT ping #Efi & 12 [BIE(TT 5 HikE R LTV
BETO

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 ethO: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp_seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp_seg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp_seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp_seg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp_seq=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp_seqg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp_seqg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms

rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #
2y NI —=27 EOROTNA RZEDLN— o, ZOFRAMEZILIPVE T RL A %o T
rL—ALET,

traceroute {hosthame | IPv4 address}

FSINYa—TFaT II



rFSILYa—F108 |

B c5( 59120254205 TNv2—F 1Y

ATv74

\" m}

5

1 -

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

FP9300-A(local-mgmt) #

(E=E) local-mgmt &— FEET L TR EME— RIZEAICIE, exit # ATTLET,

BAVARA—DTIARADAT—RAD M IV a—T 4«

WIHULEECRR ERFIZ, (522 OHH  (Chassis Manager (27 7 Z A TE R\ ) TEHA
=T oA ANEE) L7V E BN D5E1E, 1ocal-mgmt ¥ = /L C show mgmt-port =<2 K
EHEALT, BHA VYT A ADAT—H A LR LET,

N

GE)  fxos = /L Cshowinterfacebrief 2~ K2R LRWTLZEW, HE, Z0a<w KT

ATvT1

ATy T2

B rsorva—F424

T, BT FRBFTRSNET,

FIE

WDa< REAITTAHZ EIZLDY ., 1ocal-mgmt F— NIZEEF L £9,
* connect local-mgmt

1 -

firepower# connect local-mgmt
firepower (local-mgmt) #

show mgmt-port =~ > RZFEH L TEEA VX —T 2 ADAT— X A LR LET,

i
firepower (local-mgmt) # show mgmt-port
ethO Link encap:Ethernet HWaddr bO:aa:77:2f:£f0:a9

inet addr:10.89.5.14 Bcast:10.89.5.63 Mask:255.255.255.192
inet6 addr: fe80::b2aa:77ff:fe2f:f0a9/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3210912 errors:0 dropped:0 overruns:0 frame:0

TX packets:705434 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
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RX bytes:1648941394 (1.5 GiB)

firepower (local-mgmt) #

show mgmt-ip-debug =~ > R&EHT5Z L TEE M,

#izg U A PBERSHET,

1_ ~ 3:*’1<)b2207' 5’7(0)ﬁﬁmu

ATy T

ATy T2

ATvT3

BE

FIE

TX bytes:138386379

7"0 I~:)'-—\"*)LZT QX(DEEW .

(131.9 MiB)

A VB —T 2 A AREERODIA

BHINTWBER—K F¥yR2LDAT—HF ZAZHBTHI20%, ROFINEEZFEITL £,

WD a< R&E AT LT Jeth-uplink/fabric E— FZHIBLET,

* scope eth-uplink
» scopefabric {a | b}

i

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

BUEDR— b F v 3L & 2N LN OEBIREERS LOEERED U 2 & FRR$ 51213, show

port-channel =~ > K& A LET,
11

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type

State Oper State State Reason
10 Port-channell0 Data

ed Failed No operational members
11 Port-channelll Data

ed Failed No operational members
12 Port-channell? Data

led Admin Down Administratively down
48 Port-channel48 Cluster

ed Up

FP9300-A /eth-uplink/fabric #

Enabl

Enabl

Disab

Enabl

il % DR — b F v g R— MIETLHRZZTTHI2F, kROoa<w P2 AJLT

/port-channel &— K% BRif LET,

FSINYa—TFaT II
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* scope port-channel 1D

&1

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

ATV T4 FEE LR — N FYRrNVDAT—X AEFREFRTHITIE, show 2~ FEANLET,
1 -

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

ATV TS B—bh FXRXNVDRA LN K= hDAT —H AEREFRT HITI1X, show member-port =~ >
REATILET,

&1

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

R— b F Y R, BT AL ZZED ETONDL ETIFFER SN/ LIZERELTLEE
Wy R N F v RADFRET A X BHIBR S NI EOMmELT N ADHIBR S LA,
R— b F v FAN—RHZILRRBIZR Y £77,

ATYT6 BMOR—F Fv LB LOLACP EREZFFRT LI, WOa~vr FaAJT5Z LTk
N /eth-uplink/fabric/port-channel &— }‘%7‘%457 L T fxos E— FNIZAY i‘?’ﬂo

. top

B rsorva—F424
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 connect fxos

&1

BIEOR— kN F¥ 2D~ U —FfaFRKRT 5T, show port-channel summary =~ > R
EATILET,

i
FP9300-A (fxos) # show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
48 P048 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

fxos B— R TlX, & 5|2 show port-channel =~ > KB LW showlacp 2~ RHEHA T %
T, Inboa~vr NEERTLIE, BE, N T 7407 Ao ERRERE, &FS
FRR—F F¥ FALBLOLACP R 2R RTHIENTEET,

RDEZRY

R— b~ F ¥ FIOVERRITIEIZ OV TIE, EtherChannel (AR— ~ F ¥ %L) OEMEZB L TL
720N,

Y7 bz T7EENSDEE

1R BRI

VAT APEFICT = N TERNWY 7 by TEENSEAELEZSAE, LTFOFIEEZFEITL
T V7 N7 OFH A=Y a a7 —CEET, 2O BRAEZFETTHITIE, v 7
AR —F A A—=THETFTP 7 — ML, FHI AT AL R =Ty A A—Vk X T a— R,
BHA A=V EHA LTI — b T20ERHY £5,

BEDFXOS N—=T g DU AN 4 2=, U FoWwWTFnhonrr— g 0 Cisco.com
MO ANFTEET,

FSINYa—TFaT .
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* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

» Firepower 4100 3~ U — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

VANRY A X=X, 320ORRDZT77ANAREENFE T, 7-& 2 1E. FX0S2.1.1.64 D,
HEDOYINRY £ A= FLIFITRLET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

FIE

ATv 71 ROMMON |[Z7 7 A LET,
a) I YV—)LAR— MIEHLET,
by YATALEVT—FLET
VAT AFe—RERG L, TOT 0B RARICA T N B4 —ERRLET,
) WU MU UHIZESS F—%#F &, ROMMON E£— RIZAD £7,
1 -

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

ATFTYT2 ¥ 7 AZ—KM A A=T% TFTP 7— F LET,

B rsorva—F424
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rommon 1 > set

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
BEREERERE

Success rate is 100 percent (10/10)

voryzreErsomas [

BEHIPT FLA, Ay h~RA7, =Tz IPT FLARELLEESNL TN
TEEMRLET, IROOMIE, st A~ REMEHLTCERTEET, pinga~> R
BT D L. TFTP b —"~O#fi a7 A h TX £,
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

X7 AKX — K A A—L, Firepower 4100/9300 > ¥ — N5 7T 7 & AA[HE/: TFTP 7 «
L7 hVicav—LET,

GE) X T AL — A A= D= g FFIE, N ROV g VEEFIZ—
HLEHA, FXOSNN—Va Xy I AZ—F A A= L OMOKR &R~
F#I%, Ciscocom DY 7 ho =7 Fyrma— K X=IJIthHh £,

T—h a<=r REHEALT, ROMMON 2254 A—T %7 — F LET,

boot tftp://<IP address>/<path to image>

G¥) X 512, Firepower4100/9300 > ¥ — D7 1 fXRMZH B USB A1 MZ
FRANLTZFAT32 74—~ FDUSB AT 4 77 /34 A% LT, ROMMON
MWHX I AR — N T = TH5Z L TEET, VAT LOBHTIZUSBT
WA RN LTS G, USBT ANA AR S ¢ 5113 AT L2 HiE#E+ 5
MERH Y £,

VAT AE AA =T EZITH A TCX v I AR — " A A=V a— T 52 LaRd, —
HO#EZRRLET,

ADDRESS=
NETMASK=
GATEWAY=

SERVER=

IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
EEEREEEEE

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2

FSINYa—TFaT II
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NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHA A A A R R R R R R R R 1
FHA A A R R R R 1
FHAH A A A R R R R R R

File reception completed.

Firepower4100/9300 ¥ — ZELATNIC B — K L7eF v 7 A — b A A—=P & =BT 5 Y B8y
VAT ARV A AT EF T a— RRLET,

a)

b)

UBNY VAT AESR—=T Yy A A=V AT a— RT5120F, FEIPT RLALF—
R ZHRETAHALERLDET, THODA A=, USBEFHALTEF Yo —R
TAHZ LI TEET A,

switch
switch (boot
switch (boot

(boot)
( )
( )
switch (boot)
( )
( )
( )

# config terminal

(config) # interface mgmt 0

(config-if)# ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if)# exit

(config) # ip default-gateway <gateway>
(config) # exit

switch (boot
switch (boot
switch (boot

YBNY VAT R H =T A A=V, VE—F P —\InbT7— 7Ty valila
vE—LET,
switch(boot)# copy URL bootflash:
RONWTINNOELEZHHLTA U AR—FEND7 74 /LO URL Z4EE L E T,
« ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
« sftp://username@hostname/ path/image_name
« tftp://hostname/ path/image_name
11

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Firepower 4100/9300 * v — 24 A —VMNIEFIZa b —3In b,
nuova-sim-mgmt-nsg.0.1.0.001.bin " H~ X — ¥ A A=V ~Dsymlink Z/ERK L E3, ZD

B rsorva—F424
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Yo 213, e—FRT5vF3x—Vx A A—V%a— R AH=ALHRLET, symlink £
IE. B—=FRLED L LTWEHA A=VITEfRZ <. #IZ nuova-sim-mgmt-nsg.0.1.0.001.bin
ETDHOVERDHY 7,

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

1

switch (boot)# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config)# ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

( ) (
( ) (
( ) (
switch (boot) (config-if)# exit
( ) (
( ) (
(

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

EHENZA D a— R LY AT LA A=V — RLET,

switch (boot) # load bootflash:<system-image>

&1

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance

FSINYa—TFaT II
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ATy TH

ATvT6

FP9300-A login:

UHRY LA A—UPRa— RENEL, UTFToa<ry FEANLT, VATARIEAL A—V%
P—RLARVWESICLET,

GE) ZOFIEZ, VAN A A=V DOu— FOERIZFITTLLERDD 77,

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility
issue.

FP9300-A /org/fw-platform-pack* # commit-buffer

Firepower 4100/9300 ¥ —> CEHTH 7T v F 74 —L NV RV A A=VEF T A— R
LTA VA=V LET, FICONWTIE, A A—VERZSRL TIEEN,

B -

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

WEID74IL ORXTLDETE

4r & H RIS

A=A DA R =R 7T v 2P L, VAT ARIEFICHATE e ko258
I, WOFIEEFEHA L TUATLAZEETEET, ZO0O7mvRXA2FETTHITE, Fv 7R
H—hARA—=THTFIP 7 —hL, 79 v ab@mB 74—~y bL, I AT LLE 2 —
Cx A RA—TEE T O—FL, FHEAA—TVEFEHALCT = T H3XERHY 7,

\)

6=

T AT LETERIHRET DLENRDH Y £,

ZOFEITIE, VAT LT T v aDETF—~ v MREENTHET, TORE, [HIERIC
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BEDFXOS X—= g DY INY £ 2A—=iF, LFToWwWdhoar— 3 O Cisco.com
MHBAFTEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 2 U — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

UANRY A4 A=DVITIE, 3O0DRRL 77 AN EENET, 728 21F. FX0S 2.1.1.64 DlH]
BAA—TELUTIORLET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

FIE

ROMMON (27 7 A L £,
a) IV —)bAR— MIEERE L £,
b) VAT LEYT7—FLET
VAT AFe—RERB L, EOT 0B RARICA T N A —ERRLET,
) WU MU UHIZESS F—%HF L, ROMMON E£— RIZAD £7,
1 -

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

I AH—F A A=V % TFTP 7 — b LE T,
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BEHIPT FLA, Ay h~RA7, =Tz IPT FLARELLEESNL TN
ZEEMRLET, IROOMIE, st A~ REMEHLTERTEET, pinga~> R
BT D L. TFTP b —"~O#fi a7 A h TX £,
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

X7 AKX — K A A—L, Firepower 4100/9300 > ¥ — N5 7T 7 & AA[HE/: TFTP 7 «
L7 hVicav—LET,

GE) X T AL — A A= D= g FFIE, N RLDONR—=T g VEFIZ—
HLEFA, FXOSNR—V g tF v I RE— K 4 A= L ORIORIGERT

[HH#IL, Ciscocom DY 7 b =27 Xy — RN _X=IZH £7,
T—F avr REFEHLT, ROMMON b A A=Y %7 — hLET,

boot tftp://<IP address>/<path to image>
GE) & 51T, Firepower 4100/9300 > v —> D711 h 7RI H %S USB 21w k
WA LTZUSB AT 4 7 T3 A% H LT, ROMMON 5% v 7 A X —
N7 — b 252 TEET, VAT LOBENFIZUSBT A AZfA LT
BE . USBTNA ZAZREBEEARITIT VAT LA HEETAIMLEND D £77,

VAT AE, AA—VEZTRO TRy I AL — b A A=V —RTDLZEamRT, —
WO # Z2FRKRLET,

rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=

SERVER=

IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2

LJtrrrrrrrn

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
EEEEREERE

Success rate is 100 percent (10/10)

rommon 7 > boot tftp

II kST ia

://192.168.1.2/fx0os-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
—T407



| F3o0va—F104

ATvT3

ATvT4

T PRSI E I |

SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFHFH R AR R R R R R R R
FHEFHFH R AR R R R R R
iasasiasssasiaasasiaasasiassiasiaaiianisatiassisasiassasianiaiiansiiat ittt

File reception completed.

FOIAF— A A=V — R L6, nityysem a2~ REFEHAL T T vy 227 +—
~v hLET,

initsystem =~ > R&ETT 5L, VAT AICF T a— RFERATWLTRTOY 7 hy =T
A A=VRVAT ADOTRTORELED, 77 v aONRIFPESHLET, a~vr %
TTHETK20 ~30 50000 £77,

1 -

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

U /8 A A— % Firepower 4100/9300 v — ~F o ma— RLET,

a) UANY A RA=VELFY a—FT5I2F, FHIPT FLALTF = oA ZRET D
MERHY ET, TNHDA A=V, USBEMH L TH¥ U ua—RKT5Z LIXTEEY
/Uo
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switch (boot)# config terminal

switch (boot) (config)# interface mgmt 0O

switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway <gateway>

switch (boot) (config) # exit

b) VE—F =BT =R 7792 all3 09T X TCOY AN A A=V %ab—LET,
switch(boot)# copy URL bootflash:
RONTNPOWEL L TA A= FEND7 74 LDURL ZHELET,
« ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
« sftp://username@hostname/ path/image_name

« tftp://hostname/ path/image_name

1 -

switch (boot) # copy
scp://<username>@192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

¢) Firepower 4100/9300 3 ¥ — 2 A A —IYNIEFHICa L —SN- 5,
nuova-sim-mgmt-nsg.0.1.0.001.bin 75~ X — ¥ A A —TU~Dsymlink Z{ERL L E9, 2D
Yo 7iF, B— RT3 —Vy A A—V%0— R AHD=XAZHRLET, symlink £
. B—=FRLED L LTWEHA A=VICERZ <. #IZ nuova-sim-mgmt-nsg.0.1.0.001.bin
ETHRERDY £,

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

1 -

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config)# interface mgmt O

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy
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tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TEFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA

bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

Ay FEIR—RLET,

switch (boot) # reload

51

switch (boot) # reload
This command will reboot this supervisor module.
[ 1866.310313] Restarting system.

(y/n)

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1L

Last reset cause: ResetRequest
DIMM Slot O Present
DIMM Slot 1 Present

No USB drive !!
BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
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rommon 1 >

XY I AL =N A A—TVBINAT LA A= NBT— b LET,

rommon 1 > boot <kickstart-image> <system-image>

rFSILYa—F108 |

G¥) AT A A A=V — KR, ALV A X —TU vy DT— XA oB—IUNE
RENDHZENRDVET, TOXIRA Yy E—VITEAL THEVEEA,

1 -

rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096

01/01/12 12:33a <DIR> 4,096 ..

01/01/12 12:16a <DIR> 16,384 lost+found

01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA

01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin

4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA

1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016

[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed
Unpack CMC Application software
Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----
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This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

AA—=T0Oa—RNRETTLHE, VAT ALV PEIBEEREEZ ANTH LI kO b E
T FEHICONWTIE, 2 Y — b AR— FEEH LR EEZ SR L T E &N,
Firepower 4100/9300 > v — > CHEHTH7 7 v 74— NV RV A A=V Rk XTI a— R
LET, FlicoNTIE, A A—VEIHEZSH LTI EEN,

i -
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

RIOFECTCHF 7 a— KL Iy b 74— N RV A A=V A A =)L LFET,
GE) A A M=) Fat AZITEE 15 ~ 20 50300 £97,

a) auto-install T— KIZ L £,
Firepower-chassis /firmware # scope auto-install
b) FXOS 7T v h 74 —L N FL&EA A =L LET,
Firepower-chassis /firmware/auto-install # install platform platfor m-ver s version_number

version_number |Z, A > A M=/ T BFX0OS 7T v b7 4 —L N KADNR—V g &S
T (e xiE, 2.1(1.73) .

) VAT AIF, FTAANNATEY T N =T RNy r—VhMRLET, £ L TEES
VARV ENTWAET S =2 a U ERRELILFXOS Y Iy N7 —AL YT hU =T
Ny lr—VORIOI LB LET, FEMFOEy v a B2 TTHI LT v
JL—RO— L LTI AT L2 7 — "NTHMNERH DL ENEEINET,

yes Z AJJ LT, MGEICHEde Z & 2R L £ 7,
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d) AV AN LOFATERET DITiTyesh, A VA M—LEF ¥ LT 5ITiEnox AT
LET,

FXOS A3 RAVZEFREL, 2 R— v b&T v 77 L —RREFY e —FLET,
e) 77— KR TakREE=XTHITIE, WOFIEEZFEITLET,
« scopefirmware # A1 L £,
« scope auto-install # A/ L £,
« show fsm statusexpand = A JJ L 97,

1l

TB10 /firmware/auto-install # show fsm status expand
FSM Status:
Affected Object: sys/fw-system/fsm
Current FSM: Deploy
Status: In Progress
Completion Time:

Progress (%): 98
FSM Stage:
Order Stage Name Status Try
1 DeployWaitForDeploy Success 0
2 DeployResolveDistributableNames Skip 0
3 DeployResolveDistributable Skip 0
4 DeployResolveImages Skip 0
5 DeployValidatePlatformPack Success 1
6 DeployDebundlePort Success 0
7 DeployPollDebundlePort Success 1
8 DeployActivateUCSM Success 0
9 DeployPollActivateOfUCSM Success 0
10 DeployActivateMgmtExt Skip 0
11 DeployPollActivateOfMgmtExt Skip 0
12 DeployUpdateIOM Skip 0
13 DeployPollUpdateOfIOM Skip 0
14 DeployActivateIOM Skip 0
15 DeployPollActivateOfIOM Skip 0
16 DeployActivateRemoteFI Skip 0
17 DeployPollActivateOfRemoteFI Skip 0
18 DeployWaitForUserAck Skip 0
19 DeployActivateLocalFI Success 0
20 DeployPollActivateOfLocalFI In Progress 1
C2) AF =V DAT—H AN HETH] b (2% v 7] £33 ko) 12Eb5 %

T, WDAT v FITEF 72N TLEEN,

ATFYTN AL A=AV LTETTY T —b RN R A A—=DR AT LOREICHEHTH A A —
RS LTV ARSI, BRIV AT A0 — RIFCHHTE L9 Ik v 7 22— A
A—TBINAT LA A—CEFRTANCTAMERH Y £4, [BEA A—T L LTHLU
AA—VEFHAL VDT Ty N7 =L N RLEA VA N—ITIHEE HEIT 77«
NR— g SIRELERA,

a) fabric-interconnecta M A I — 7" ZRE L £ T,
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FP9300-A# scope fabric-interconnect a

b) FEITHOI =N NR—=Ta o EFITHDOY AT L A—T 3 &2 FRT 521, showversion
av REFHLET, AA—VET 77 4 71221213, ROXFINEHEHLET,

FP9300-A /fabric-interconnect # show version

GE) Startup-Kern-Vers 33 & UF Startup-Sys-Vers 723§ TIZEE S 41, Running-Kern-Vers
¥ L O'Running-Sys-Vers & —E9 255815, 4 A=Y 2 AT 20570 <
FIE 11 TS FE T,

c) WDa<wrREANLTC, A A—%T7 7 407I2LET,

FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

) P—RDORF—H AT TR L7 4 227 (Disk Failed) | ICZEHE S 554
B ET, ZOAvE—VICREEEL ) LEITRL, FIEZETTEE
‘a—o

d) AX—F T w7 "= g UPRELLIH
fpATFT —HF 2T =FT5I121%, showversion =~ REFEHALET,

BE AT =B AN [T I7T 4712 L TWET (Activating) | 7°5 [FEfTA[HE
(Ready) | IZZEDDHE T, WDOAT v FITTH#EE 2N TL ZE W,

FP9300-A /fabric-interconnect # show version

1 -

FP9300-A /firmware # top
FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status:
Act-Sys-Status:
Bootloader-Vers:

Ready
Ready

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)

Warning: When committed this command will reset the end-point

FP9300-A /fabric-interconnect* # commit-buffer

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)

FSINYa—TFaT II
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Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

VAT AEHERLET,
1 -

FP9300-A /fabric-interconnect # top
FP9300-A# scope chassis 1
FP9300-A /chassis # reboot no-prompt

rFSILYa—F108 |

Starting chassis reboot. Monitor progress with the command "show fsm status"

FP9300-A /chassis #

¥ AT Id Firepower4100/9300 ¥ v — ¥ O EJR % F #4191 LT HERT SR, &
X2 VT 4 BV 2=V DOERE AT Lifo_@7mtx 13495~ 10 53230

DET,

VAT LADAT =R AEET=H LET, P ORAT—2 AX K (Discovery) | 75 [

i% (Config) | . HEMICIL TOK) ~EZEDY £,

11

FP9300-A# show server status

Server Slot Status Overall Status
1/1 Equipped Discovery

1/2 Equipped Discovery

1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status
1/1 Equipped Config

1/2 Equipped Config

1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status
1/1 Equipped Ok

1/2 Equipped Ok

1/3 Empty

AW IR AT —H A0 TOK] IZ727UE, AT AFEELZZ L
X2 VT4 TTITAT A (TABVARELZEGT) ZHREL

KT DHENRH Y 9, SO NTUE, REZRL TSN,
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* Firepower 9300 7 A v 7 A% — | JiA R [ZFE] : http://www.cisco.com/go/
firepower9300-quick

» Firepower 9300 2> 7 f ¥ = L—3 3 > A N [2EE] : http://www.cisco.com/go/
firepower9300-config

« Firepower 4100 >V — XD 7 A v 7 AKX — k F A K [HE5E] : hitp://www.cisco.com/go/
firepower4100-quick

s Firepower4100 >V — XD a7 4 X2 L —3 a3 > HA F[FFE] : http://www.cisco.com/go/
firepower4100-config

EEE/NRT— KATRBELGESICES T2 TBEEROTF
I I FEREDETT

Z OFNEIZ L Y Firepower4100/9300 & % — 3 3 AT ANF 7 4 /L FREICRE Y 9, SFHE S
20— Ry EENET, BHA SR — R RHALBEE, ROFIEEZFEH L TF N4 A0ORE
Uty bLET, ZOFETIE, A VA P—LINTWEIHHT A AHEEINET,

\}

GE)  ZOTFIETIX, Firepower 4100/9300 > ¥ —> D2 Y —)WZT 7 B AT H0ERH D £7,

FIE

AT TN HEO=a Yy —Nr—T NV EEHLCPCEay ) —LR— MR LET, ¥—3I )1
L— % Z[AfHEE 9600 R —, T —Z B> h8, NUT 4L, A by Ty 1, 77—l
RUCRELT, 2 Y —VIC#ERLE T, FEMIC OV TiX,  [Cisco Firepower 9300 /~— R
VT RENTA R] #BRLTIZ3N,

ATV T2 TARAADOBEREZANET, KOXLHIRT o P IRFERENTEL, ESCEF—&MLTT— |
WL ET,

51

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.09, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systems, Inc.

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
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MAC Address: 00:00:00:00:00:00

find the string ! boot
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

RATFYT3 TV ITAB— A A=V LV AT LA A=V D4R AT LET,
5 -

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

RATYTl Xy I AZ— A A=V = FLET,
[rommon 1] > [kickstart image]boot

1 -

rommon 1 > boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
'l Kickstart Image verified successfully !!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Tue Nov 24 12:10:28 PST 2015
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgAaBbCcUu

INIT: POST INIT Starts at Wed Jun 1 13:46:33 UTC 2016

can't create lock file /var/lock/mtab~302: No such file or directory (use -n flag to
override)

S10mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #

ATwF5 config ¥ —IF/LE—REHIBLET,
switch(boot) # config terminal

1

switch (boot) #
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

ATYT6 NAUV—REHBREL, EEAMHRLET,
switch(boot) (config) # admin-password erase

G¥) ZOFRNEEFITTDHE, TRTOREPHEESN, VAT LANT 7 4/ bR EILE
Dij—o

1 :
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switch (boot) (config)# admin-password erase
Your password and configuration will be erased!
Do you want to continue? (y/n) [n] vy

config # —I J/LE— RZRLBL T,

switch(boot) (config) # exit

ZOFEDAT v 7T 3 TAELIEVAT LA A=V % —RNL, FIHRE ¥ A7 70 —%&ff
MLUTY AT LN ORELET,

switch(boot) # load system image

1

switch (boot)# load bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Uncompressing system image:
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

SO a—T4T BT T7AILDERK

ATy T

ATy T2

ATvT3

MBS LT, b TNy a—T 0 o TIZRHAT B9, F7201% Cisco TAC ~E(ETH7-2HD
0y 7y ANEERTEET,

FIE

m— ) VEHE— NICER L £,
Firepower# connect local-mgmt

(BWEFIHE) D a<w> RE AN LET
Firepower (local-mgmt)# show tech-support ?

avy FHAKIE, I TNva—=T 40 7 77 A NVEERTE S ayR—3 v FBRERSH
i‘j‘o

i -
chassis Chassis
fprm Firepower Platform Management
module Security Module

NTTNY 2a—=T 4 T Ty ANEAERT DIIE, kOa~v REETLET

Firepower (local-mgmt)# show tech-support <component keywor d>

NIV a—T 4 T 77 ANEERT DI FR—R 2 MIUEDF—T— RREEINT
WAHZ EEMBERLTLSTESN, 22 20X, module¥—U— REEETHE, EX2 VT 4E
Ca— VD NI TN a—T 4T T ANPERINET,
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. FSTNDa—T42T 0T T74LDERK

NG TN a—TF 4 P T ANEERT AR =R MIXWADOF—T — RBIREEINT
WA ZEEMHERLTIES Y, e 2E, fprm¥—U—RZ2EETHETT v b7 4 — 208
BMAOKNI TN a—T 47 77 ANVPERINET,

R2:avrroplEarR—x2 b

AVR—F%Y bk o R AV N/HY |

Firepower (local-mgmt)# show tech-support
chassis 1

vy —

Firepower 77 > N 7 4 — L5 B ZofprmA T a iE, N—=Ta28(1)T

BElL S, A TE <R £,

Firepower (local-mgmt)# show tech-support
module 1

X2V T 42—

1 -

Firepower (local-mgmt) # show tech-support chassis 1 detail

The show tech support file will be located at
/workspace/techsupport/20191105041703 firepower-9300 BCl all.tar

Initiating tech-support information task on FABRIC A ...

Initiating tech-support information task on Chassis 1 Fabric Extender 1
Initiating tech-support information task on Chassis 1 CIMC 1

Initiating tech-support information task on Adaptor 1 on Chassis/Server 1/1
Initiating tech-support information task on Adaptor 2 on Chassis/Server 1/1
Initiating tech-support information task on Chassis 1 CIMC 2

Initiating tech-support information task on Adaptor 1 on Chassis/Server 1/2
Initiating tech-support information task on Adaptor 2 on Chassis/Server 1/2

Completed initiating tech-support subsystem

tasks (

Total: 8)

Waiting (Timeout: 900 Elapsed: 30) for completion of subsystem tasks (1/8).
Waiting (Timeout: 900 Elapsed: 50) for completion of subsystem tasks (2/8).
Waiting (Timeout: 900 Elapsed: 70) for completion of subsystem tasks (5/8).
Waiting (Timeout: 900 Elapsed: 90) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 110) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 130) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 150) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 170) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 190) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 210) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 230) for completion of subsystem tasks (7/8).
—--More--—

The detailed tech-support information is
91105041703 firepower-9300 BCl all.tar

FIEEIC, EX 2T 4B a— A NI IS a—FT 4 T I 7 ANEERTHZ L TE

iﬁ_o

located at

workspace:///techsupport/201--More--

NG TN a—T 4 T 77 ANVNERSNDE, FOT 7 ANFTT—F AR—ANTERT

TET,

dir workspace:/techsupport

B rsorva—F424

ROAS REFATL T, T ANPERINTNDNE I et LET,
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ATy TH

FS5ILva—F4o7 09 74 0% ]

1 :

34426880 Mar 05 13:10:05 2019 20190305130133 firepower-9300 FPRM.tar
56995840 Aug 27 05:30:37 2019 20190827052331 firepower-9300 FPRM.tar
56842240 Aug 27 12:42:42 2019 20190827123535 firepower-9300 FPRM.tar
87623680 Sep 17 06:27:57 2019 20190917062046_ firepower-9300_ FPRM.tar
87756800 Sep 17 10:22:38 2019 20190917101527 firepower-9300_ FPRM.tar

1
1
1
1
1
1 152627200 Nov 05 04:30:10 2019 20191105041703_firepower-9300 BCl all.tar

Usage for workspace://
3999125504 bytes total
476835840 bytes used
3317436416 bytes free
G¥) 30T R_RTPD/8T A—# (form, chassis, module) ZfH LT 7 A NV A2EUNZERK
L7=3%A 1%, Itechsupport 7«4 L7 MU NIZRRSINLET,

WDOa~ ReFITLET,

Firepower (local-mgmt)# copy wor kspace: /techsupport/<troubleshooting file name> ?

HZIE, FXOShbua—AanavCa—d~D T TNy a—T 4T 774 NDat—%
ElZT 25, PAR—FSNTWELH7E FapRaftTHWET, ¥PR—rEnTWn5H7 e b=

NOWTNNEEHTEET,

1 -

Firepower (local-mgmt) # copy workspace:/techsupport/
20191105041703 firepower-9300 BCl all.tar ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI
usbdrive: Dest File URI
volatile: Dest File URI

workspace: Dest File URI

FXOS/MHarv B a—XIZ7 7 A& I —FDHHNI, IROFHERENEZINTVWEZ &%
R LT 72& 0

el —HN AL a—F DT AT T —IUL, MEIRR— B LT%%%M ZIFA
nFEI, =& 23 ?#:7v:w% LT 7 AN Ea—3 A aL P a—H
1L, A— k22 72 EORER— N D O ﬁﬁﬁéﬁgﬁ%bi#o

s T ANDAY—EFATHINE, A a—FNnEXaT ar— (SCP) y—ERFE=
P AR—bhINTWAHE7a hartOoWnTFnaEFITLTVWDLIRERH Y £7, (¥ —
Fv b BT, SFEZFERSSH F7ESCPH—ARY T 2T 2 ROTHZENTEE
T, 7272 L. YA TIE, BFED SCP r— DA VA =)L LREDTR— M3t L
TWEH A,

ATFYT6 7y ANEa—45100F, ROa~<r REFEITLET,

Firepower (local-mgmt)# copy wor kspace: /techsuppor t/<troubleshooting file name> <supported file
transfer protocol>://<username>@<destination | P address>

1 -

FSINYa—TFaT .
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B =c—roarsrionmt

firepower-9300 (local-mgmt) # copy workspace:/techsupport/
20191105041703 firepower-9300 BCl all.tar scp:/xyz@192.0.2.1

EDaA—ILOATETDODEMIE

ATy T

ATy T2

ATvT3

Fa— N TaTFE L TEANCTDE, VAT LI Ty alNELTEREDO N T Ty a—
T4 TN FREMEN H VY . MG LT Cisco TAC IZEETE F 9,

FIE

HEIDEY 2 —/VIZER L E 7, RICHIZRLET,

Firepower# connect module 1 console

(EE) koa<xy REANLT, BUEOaT X T AT =2 2R R LET,
Firepower-modulel> show coredump detail

Zoawy FOWMATIE, a7 X TEENEINE 2D nwote, BIEEOaT X T AT —
2 AEWMNERENET,

51

Firepower-modulel>show coredump detail

Configured status: ENABLED.

ASA Coredump: ENABLED.

Bootup status: ENABLED.

Compress during crash: DISABLED.

GE) Zoavwy NiE, TTTAT U ATASA T A A& FET LTV AHAICDR

i c&, 7754 7 AT Firepower Threat Defense i BT /S A& EITL TV 5
BEIIMERNTE £ A,

configcoredump =2~ > REMEH LT, a7 ¥ 72 G EITEHCL, 7T v akDa
TR TR R A E IR LET,

« VT alffOaT X T OEREANCT HIZIE, config coredump enable Z M L £
R

VT v alfDa Ty XU T OEME AT HITIEL, configcoredump disable Z i H L
‘j‘o

s a7 XU T OIEMEE AT HITIE, config coredump compressenable Z i L 9,
« AT XU T OEMEE NI HIZIE, config coredump compressdisable Z L 9,

51

Firepower-modulel>config coredump enable
Coredump enabled successfully.
ASA coredump enabled, do 'config coredump disableAsa' to disable
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2 U 7 LES O Firepower 4100/9300 & +—> ]

Firepower-modulel>config coredump compress enable
WARNING: Enabling compression delays system reboot for several minutes after a system
failure. Are you sure? (y/n):

y
Firepower-modulel>

Gx) AT E T T AMIT 4 AV REEEELET, BadDRley ., EENER
RO TWRWEER, a7 X TREMI>TH TS, ar X777 AR
BREENZNWZ ERH D 1,

) 7 ILE S DHE Firepower 4100/9300 < v — <

ATy I

ATy T2

Firepower 4100/9300 ¥ ¥ —3 L Z DL U TILE S OFEMA MR T £9, Firepower 4100/9300
=DV TIVESIE, WHEHT AL ADV Y TAEGEITRRDOTHEE LTI EE N,

FIE

V=T OfEMEANLET,
scope chassis

1 -

Firepower# scope chassis
Firepower /chassis #

A X2 MY FERIOFEIR -

show inventory

1 -

Firepower /chassis # show inventory

HOZE, v 7S L ZOMOFEAR RS E T,

Chassis PID Vendor Serial (SN) HW Revision

1 FPR-C9300-AC Cisco Systems Inc JMX1950196H O

RAID (R K5 A4 TDBEEE

RAID (MSZT 4 A7 DILET VA) LI, BN T7r—~v AL 73—/ F LT 2
AT IEHOMS LM RI A TDT LA (IV—2) T, RIA47 7 r—713,
MBERIA TDOITNV—TTT, ZNNHDRITATIE, R RTA T EMEIND =T 13 v
TEHINET,

FSINYa—TFaT II
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B rorErscToEmE

RAID RIA 7 I —7TiZ, B—RFRIATDAFL— VAT AIHRTTF—F A FL—
PO L THEEENESE Y £, FIA TDOEECLLTFT—ZOHEEKIL, kb7 —%
ERODRIATNOEMEET L ETHSZENTEE T, RAID X, /O /X7 4 —~< 2 A
A ESEHLELEHIC, A ML=V T URT ADOEEEZ M ESEET,

RAID KT A 7 OWT DB HET 5047 T A 1272 d &, RAID (AR K7 1 713 bikhe
LRASNET, UTOFIEZMEHA L T, RAID FAR R T A T HRHIREENE D 0 E R L,
MBS LT, B—HT 4 AV R ER#ERY > —% —FFMIC no ICERE L THEEL T2
X\,

)

GE) v—INT A ATRERERY) O—% no lZHRETDHE, T4 A7 EOTXTOT —Z DMK
ShET,

FIE

ATYT1 RAID RIA T DAT—H A %R LET,
1. vy —vE—RIADET,
scope chassis
2. P—r_E—FIZAD ET,
scope server 1
3. RAID = hur—FIZAD T,
scoperaid-controller 1 sas
4. RERNIFIATERRLET,
show virtual-drive

RAIDRAR R Z A 7B LIRIETH 2 56513, BIRIREED Degraded & FRr S L7, RIC
Bl R LET,
Virtual Drive:
ID: O
Block Size: 512
Blocks: 3123046400
Size (MB): 1524925
Operability: Degraded
Presence: Equipped

ATY T2 RAID RT7 A 7T HFEET L0, n—HhT 4 ATRERY) o —1Ri#EEnol % ELET,
COFEEFETTEHET A A7 EOTRTOTF—EPWEINLZLICEELTLIEE N,
1 MBo&EEE A LET,

scopeorg

2. O—HNTF 4 ATRERY —O#MHE A LET,
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ATvT3

ATv74

SSD Zz{E

ssp AL agsomnEnEE I

scope local-disk-config-policy ssp-default
3. R#EZ no lITHELET,

set protect no
4. REZaAIv MLET,

commit-buffer

RAID R A 7 WHHEEIND ETHDLE T, RAID BMEEIAT — 2 XA &b L4,
scope chassis 1

show server

RAID RIA TNIEFICHBEIND . Ay hOBEKWRAT—H AN 0Kk ERREINE
T, WihlZ R L ET,

1 -

Server:
Slot Overall Status Service Profile

1 0Ok ssp-sprof-1

RAID R7 A 7 NIEFEICHHBEINZS, n—W VT 4 A7HRERY ¥ —{ki% yes (TR L ¥

@—O
1 Mfo#EmEE AN LET,
scopeorg

2. B—ANT A ATRIERY —DOHAEZ AT LET,
scope local-disk-config-policy ssp-default

3. Ri#EEZnolTRELET,
set protect yes

4. HEZAI v FLET,

commit-buffer

L TWSIi5EDEEDEE

T AN TS SSDICBIL T, tHEHREZIEEL, B2 O AMEERET 51T,
DITFTOFNEEZFEHLET, SSDORMBEOEROHE LT, T—#EFH .V (DME) Yt
ZDEENKBTHZ Endb Y £,

FSINYa—TFaT .
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B ssozemLcvsssomEnkE

\)

GE)  #HLWSSD ZffATH &, 7 L— KBIOS BHH#BICA X0 BV ICHERER (X407, =5

ATy T

ATy T2

ATvT3

by SN2 E) OHRNMATEINET, a—WNT 4 A7 T —XI%, SSP-OST v 77 L — RD5E
TEHZDOI, A X R VIZANENET, SSP-OSDT v 77 L— ROIRREN £ 72 [HHH )
DA, A XU PVIZIEe—hT 4 27O b U RFRENT, SSD OHEIC T 5 &
ERX o=V HFERINFERA,

UTFOFIEII RSN TSR Y7 7 A4 LD A SSDICET 2 MEZ R L TWH5G1E. TAC
WZBRWEHE L 7ZE W (https://www.cisco.com/c/en/us/buy/product-returns-replacements-rma.html
%5%) o

FIE

FXOS o~ Ry = )UIC#HERE L E 4,

connect fxos

nvram 27 7 7 A )V EFERLET,

show logging nvram

7 —HIDp

2020 Oct 22 13:03:26 MDCNGIPSAPLO2 %$ VDC-1 %$ Oct 22 13:03:25 %KERN—2—SYSTEM7MSG:

[28175880.598580] EXT3-fs error (device sda4): ext3 get inode loc: unable to read inode
block - inode=14, block=6

nry 7y ANEFRRFLET,
show logging logfile
7 —Hop

2020 Oct 21 21:11:25 (none) kernel: [28118744.718445] EXT3-fs error (device sdaid):
ext3 get inode loc: unable to read inode block - inode=14, block=6
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



