AR T /N R

FREET NA AZDONT (1 %—)

BT N A OB L RESEM (11 =)
FRELT N R D EEFH S SR FE (20 X—)
ALy KT a U GmBT A ADBM (27 X—)
A TRXAZEVT 4 XTOEM (57 X—)
7T AL DB (58 N—)

Radware DefensePro ®iXE (95 ~_—)

TLS BBk T7T 7T L —3 g v ORE (106 2—)
BT N 2B (109 ~X—)

TN ZADE=Z Y 7 (121 2—)

PA NI TAZD U TOR] (123 X—)

BT N ZADJERE (128 X—2)

RET/INA X[ZDUVT

BT AN AT, 12T 7Y r—vay A A% A (ASA F721% Firepower Threat Defense
DNFNRD) BERISOATF v ay Falb—4 77U r—i a2 (Radware DefensePro) %
L, P—ERF 2 — L ERRTE £,

BTN ZAE BT AT, 77V —ar AV ARF AR T NN—Ta UV EER
L. AV B —TcA2%FBNN YT, T r— g VREICEESNDLI T — A T v FHE
PRI AZ b TEET,

\}

(GE)  Firepower 9300 DA, B b7 7V r—a v ¥4 7 (ASA ¥ L O Firepower Threat Defense)
A ¥ —VHOMAADEY 2— LA VA M= ATEET, MEDEY 2—LTiE, B2d
N=Ta DT TV r—2ar A VAR AL THFEITTEET,

RET/NA R
|



wEF AR
B x5 re7ovmEsrres SR8 LHET AR

AR R7AVREBTFNAREYSRAALR/BET /N R
WOHBET NN, A A THBINITE X7,

cABURT Ry RZ U RTRURBET AN AL, AF U RT Ry =y NEREANA
TRATEY T 4 T Oz=y h & LTEELET,

« JTRE T RAIGREELT NA AR HHT L LB OEEE V- LT HZ LT, B
— TR ZADTRCOFNENE (FH, v hT—7 ~OfFA) ##Rf4L., RERIERT A
A AL DENAN—T"y F ETURMZFEBLTE £¥, Firepower 9300 72 & DI DE
Va—)L TNA RN, Vx—I NI T AKZY T YR — bk LE7, Firepower 9300 D
BL3DTRTCOEY 2= ARNRAT A TAVAB L RAL AT AV AZ L ADHSTD

I TAZIBMT HVERHY 3, FDMIZZ T AZ ) 7R — L THERA,

BMEBETNAADT7IT)VT—V 3 AR VR AV TTFERMAT 4
5

TINr—yay f VAR AIIRODERZ A T TEITLET,

AT AT A VAR VA AT 4T ALV AZ L RAFTEX 2V TF 4B a— /TP
DFRTDHY Y —A (CPU, RAM, BX T 4 A/ FE) 2FEMAT L0, x4 T 47
AVARR LA 1 DT A VA M=V TEET,

AT F A VAF VA AT T AVARZVATIE, EXR 2 VT4V a2/
DY Y —=2DY Ty NEERT LD, BHOa T FA VAL AEAL VA R—LT
TFET, AT A AZ L ABEREIL FMC Z i % Firepower Threat Defense C D 7
AR—=HFINTWET, ASA 721X FDM i 19 % Firepower Threat Defense TiX ¥4 — k
ERTVEHEA,

\}

GE) T A U RZ U AMRRIL, IR £33, ASA v /LT
arTFARE-RETWET, v F ar7F A E—FR
TiX, B—D7 7V r—va v A VU AZ U ARNR—=T 4 a Ak
ENFETH, v VF AU AX L AERETIE, M Licar T A
VAR UAEMATEET, aryTFA VU AZUATE, =R
U Y —20558E, WEBIOMEAEE, [@iloY) v— R, [#iloy 7
Ny =7 7 77—k, L Firepower Threat Defense ™ 7 /L%
ROV R— MR HFETT, v/ F arTFFx2 N E—RFTE, 3
HYY—=ADOBMFT, BHEDTT7 v b7+ —LTEWEZL D=
VT XA MEYAHR— hTEET, Firepower Threat Defense Tid~
NFarTHARE— RIFEHATEEEA,

Firepower 9300 D6, —EHOEY 22—V THRAT 4 T A LV AZ U AZEH L, o€ 22—
NTIEarT T A VA REFRHTHZENTEET,

B #ETsqr



| #7142

avsravrsvravs—7:42 |}

AVTFAVRARRI VAL VEZ—T (4R

%

AT A H—T 2 ATOERLYIEA X —T = A4 AOMHEAZAIREICT 5725, FXO0S
CVLANDH 7 A & =T = A A% L, BEDOA VA Z L AMTA 2 —7 =1 A (VLAN
FEAWE) 2T HENTEET, XA T AT DA L AX AL, VLANY T A v H—
T2 A RAEREFH_ESN X —T oA AFHTEERAL, SAVTA UV RF AT T AXE,
VLANY 7 A v H—T 2 A A3 FGA X —T oA A TEEEAL, 7T AXHIEY
RSN T, 7 T A H EtherChannel DV 7 A v Z—T7 = A4 A&fFEHTEEd, dHA L Z—
T oA ADIEERMB LI Ra T F AV AZ L ADVLAN V7 A X —T =4 ADEMNE SR
LTL7EEN,

)

GE) AKRETIE, FXOSVLAN VT A v X —T = f ZZOWTCOHBHALET, FIDT 7V r— 9
YNTHTA o F =T = ZZFRNIER TE £, BEMIC OV TIE, FXOS A 7 —7 = A
ATV —ar A B —T A ARBRLTLIEE N,

Y=gy b ERET HAE
VX —VIEASTL B8y MEWTROET 2L ERH Y £F, ZORMR, v v — U,
EDOA ARy MERETEPERETETET,

s —BDALH =Tz AR 1 DDA L AX L ALNPATA 2 H—T = A ZAZEEA T B
TWARWES, VY —UIEEDA LV AF Ay bESELET, 7Y vV 7 —7
A=A B =T 2 A A (FTFTLAXT L N T—FREREIA—T Y KRE—F) | A
VA vy b, FRIIRN YT A B —T oA ADEERIT. ZOFHEEZFIT Y
DOFFEIHER L ET,

c —HOMACT KL A : vy —UiF, AA X —T oA A2 ETLTXITOA X —T =
AAZ—BDOMACT FLAZHBIZAEKR LE T, BEOA L AZ U ARFE A o Z—
T oA AEHEFLTWDLEA, DETFICIESEA VAL ATEDA, VH—T A AZEID
BCONEZEADMAC T RUAREHINET, BHAEDMACT RLARRNE, T v
TAN) =B N—BFIA AR REHEN—T 4 T TEERA, 7TV r—2a v
TEALE =T A AZHFHETHLEIZ, FHICTMACT RLAZRETHZI LB TEE
R

CGE)  $8EMACT RLARYLFF ¥ A ME72ET B — R¥ ¥ A N MAC 7 RLADHE, 7y
FAERIENTHEA L AZ L RATEEERET,

#ET 12 |}


b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_190
b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_190
b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_200
b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_187
b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_187

HETNAZ |

B »an

ok

a5

5

MAC7 RLRZFERLE=HEA V=T A AD/I\ry b 5E

WO, A v H—T = A R WFETLEHDA L AZ L AERLET, AV AX L AC
I =203y b EEETDEMACT RUAREGENLTWSLD, HEFII Ty oA
VAR LA CIZEI Y Y TET,

1:MAC7 FLRAZFERALIEBA VA —T A RO\ V58

[ Internet

Packet Destination:
209.165.201.1 via MAC A20C.F142.4CDC

| eth1/1 (Shared Interface)

[ Classifier |
| [

MAC A20C.F142.4CDA MAC A20C.F142.4CDB vI’\fljp"-\C A20C.F142.4CDC

Instance B Instance C

\
eth1/2.1 eth1/2.2 ‘ eth1/2.3
| Inside . ! Inside - ! Inside L
[ CustomerA [ Customer B ) ( Customer C ™
Host Host Host
209.165.202.129 209.165.200.225 209.165.201.1

RERY FT—IODLDEENZT14vY

WEIR Yy FU =260 DEED, FTIZERGTD2 N7 74 v 7 T _XTHRGEIND AICHE
BELTLIEE, KOKIZ, A ¥ —Fy MZT 7 ®ATLHFy NT—=TNDA L AX L AC
DERAMERLET, SEFIE N7y baA UV AZCACIZEID Y TET, Zhud, ANA
VHE =Tz A ANA—YFX v 123 T, ZOA =V Ry ERAUAZ L ACIZEID S THR
TWAB=HTT,

SRET/ANA R
4 |



| #®ETR1R

H2:RERy bT—IDLDBEENST T4 YD

(" Internet

A

*eim nAa

Classifier

eth1/2.1 eth1/2.2 *’—Jthh’Q.S

/—’ Inside -~ Inside * i Inside
CusiomerA KCustomerB & | CustomerC

-

Host Host Host
10.1.1.13 10.1.1.13 10.1.1.13

FSUVARTZ LM D747 04— LA VARB VR

vl |

NZUART LU N T 7 AT U= AT, BEOAS U F—T 2 A AP THUNENH D F
T, WDONZ, 2y FT—VHNDA AR ACDERA NEDA L Z—F > RIHD /3 b
ZRLET, HETFIE. STy FEA LV AZ U ACIZEV Y TET, Zhud, ASA & —

Tz AANRA =Y FXy 123 T, TOAL—HFy RPRA U AZ A CIT

72O TY,

FDLETHNATND

SRET/ANA R .



RETACZ |

B »a0

H3: hSUARTLU N IT7ATIF—ILAVRE VR

Internet

Y
Classifier
eth1/1.2
T
eth1/1.1 [~ eth1/1.3
Instance A Instance B Instance C *
eth1/2.1 eth1/2.2 eth1/2.3 Y
~ Inside ~ /' Inside -, —~ Inside !
( Customer A Cusiomer B ( CustomerC \
Host Host Host
10.1.1.13 10.1.2.13 10.1.3.13

A1 o2420ty k

ATy NOGEF—BDOA LV E—T oA A=FERATHSLERHY EF, £, 15
DOy MIMERA X —T = A A, F£721F EtherChannel TH A LR H Y £3, RDKIZ,
Iy NT—T DA VAR ACDRANNIDA VZ—Fy "LO/RTy NeRrLET, 4
HAx, Xy b v AZ U ACIZEID Y TET, Zhid, AL T —T A AL —H
Fv 15T, ZOA—FFy hBRA L AZ LA CIZEID S THATNASTDTT,

. SRET/ANA R



| #®ETR1R

E4:420340€y b+

nterne1 )

Classmer
eth1/3
T
eth1/1 B ethi/5
Instance A Instance B Instance C

eth1/2 eth1/4 eth1/6 Y

~ Inside ~ /-' Inside -, ~— Inside &
( CustomerA) Customer B \ [ Customer G \

L

Host Host Host
10.1.1.13 10.1.2.13 10.1.3.13

AVTFTFAVARZVADARYT—F

avsr1ozavzonzsr—r |

BIDA AL ADRNIA VAR ABBEHELEST DI 2 A VAZ L ADII A7 — R EEDY
F9, —FHDA VAL AZADHEEA v E—T oA AT b D —TTDA L AE L ZADNEA
H—=Tx A AELFLA L Z =T 2 A ATT, WODMWDA LV AF L ADAL T 4 Fal—T7
VEBM{ET D5 E. RENA VAR ADIENRTA—FERETDHIET, A VAKX A

BNA— KR TEET,

WOBNZ, =T 2 A DEFRIZ2ODA LV AZ LV ANBET— " T2 A VAZ LV AZRL

ij—o

SRET/ANA R .



RETACZ |
B sonsusozs 28R

B5: 4 REVADARYr—F

( Internet
\ _

eth1/1.2
Outside

Gateway
Instance

Inside

eth1/1.1
(Shared Interface)

Outside

eth1/2.43

Inside Inside
I\\_ - 4

— R ER A VR R EH

KOFNZIZ, V—F v R 77 AT T4 — IV ET—ROaALTF AL AR L ANIOEGENFT,
INBITIROA L E—T 2 A AVREGEENET,

HEHL T RTOA LV AZ UAPKR— N Fr XA o F—T oA 2 (FEYAT) %M

L¥d., Z D EtherChannel IZiX2 2D 10FHE Yy h A —V Ry b A H—T =2 A ADE
IFNET, KTV —varNT, A F—T =2 AFRUEH LY NU—27 T—ED
IP7 RLAZEHLET,

CHNEE KA VAR LAMKR— RN T ZN2 (T—HHEAT) OV T A H—T A A%
A LE4, Z® EtherChannel 1212 2D 10X Ty b A —Y Xy b AV FZ—T A AN
GENET, KV TA L EZ—T oA RFRN&2DFy NT—7 FITEELET,

AN FTRTDA VAZ L ANKR =N T Y INIAS L H—T =2 AR (T—HFIHEXAT)

A L £, Z @ EtherChannel IZIX2 2D 10X HE Y b A —HP Ry h A L F—T = A
AMGENET, £T7 7V r—2a v NT, A2 —T A AFRUHNER Y RT—2 T
—HBOIPT RLAZHEHALETS,

B #ETsqr




| #7142

2vFFAvREVR A=D1 4 Z0EHMACT KLZ |

o T VAR i F A VAR AWK — N TF X 1NA4 (T—HAAT) OV T A H—
T A AR LET, IO EtherChannel {Z2]X2 2D 10 X HFEYy A —H% vy b A
H—T 2 A ANEGENET, VT A X —T A4 AFPlx DXy NU—7 FIZTFELE
ﬁ‘o

|J\ Inside 1 ) Inside 3 ) | Failover 1 ) FailoverS'/_.
( Inside2 ) ( Failover 2
( Management | ' (" outside
- @ W -
po2.101 p02.102 pe2.103 po2.201 po2.202 po2.203
Data-sharing
po1 po2 po3 po4
two 10qig ifcs two 10gig ifcs two 10gig ifcs two 10gig ifcs

Chassis Backplane

poi po1

Instance A pe=m=s p02.201 Instance B i po2.202 Instance C Eem==s p02.203

AVTTFAVRZ VAL VEZ—DT A ADBEBMACY FL X

T —UNE, BA VAR ADIEA R —T oA ANR—BDOMACT RLRAEFEHT AL S
o A VARV AL A —T oA AZADMAC T RL 2% BEWICAERLET,

AVAR U ANDIEFEA L H—T 2 A4 ATMACT FLAZFHTEY Y TEH L, FHTHY
BTOHNIZMACT RLARERSNET, B TTFEHMAC T RLAZHIBRT 5 &, BEIAER
ENET RLARMEHENET, ERLIEMACT FLARR Y FT—ZNORIDT T A ~—
FMAC T RLAREBETHZENENTHY £T, ZOLEIEFE, AV AXZ U ANDA VX —
T2 A ADMAC T RLAZFETREL T IEEN,

HEVER ST FLRAIZA2 THEY, 7T RLANEHET L) A73H 570, FE MAC
T RLAOMEHEIT A2 IZLRNTLIEEN,

Vy—UE, WOBREFEH L TMAC T FLAZAERLET,
A2XX.yyzz.2z222

XXWIEZ = —ERDT VT 4 v I AETF VAT LAERD T VT 4 v I ATHY, zzzli
VX —UPEMRLTENEA T U H T, VAT AEROT VT 4 v 7 AL, IDPROMIZ T 07
7 LI TV 5 Burned-in MAC 7 R L ANDHEAID MAC 7 RLAD FEE2 /314 b &—F L E
9, connectfxosz i L, WiZshowmoduleZ{#H LT, MACT RL A7 — &2 K RLET,

#ET 12 |}



REF NI
B -7 250200 y—z8m

FeziE, B2 L LIZOWVWTRENTVNS MAC 7 R L ZDO#FFED b0aa.772f.f0b0 ~
b0aa.772ff0bf DIFH. AT L F L7 4 v 7 A 0b0 (2720 £,

A—WEROT VT 4 v 7 A, 16EBICERINIEH T, 2—FEROT VT 4 v T R
DA FEEZ RTHEETET, L7472 LTTTEIBETDE, vy —IL77% 16
HEHUE 004D (yyxx) (CZEHAL £, MACT RLATHHT L, L7 4 v 7 RFvv—
FAT 4 TR —ET DL ICHICENET xyy) o

A24D.00zz.zzzz

TV 427 A21009 (03F1) OFA. MACT RLR IO X H12720 £,

A2F1.03zz.zzzz

AVTTFAVARRAVAD) Y —RAEE
AT AR AT EDY) Y —AMERFEERET HITIE, FX0S T1 OFEITEHD Y
V—ATa Ty ANVEERLET, BT ANAR/T TV r—yary AV AZ U ARERT D
X, HEHT )Y —A T e A VERELET, VY =X a7 7 A /LELCPUaT D
BAEZRELET, RAMIZIT OEIZHE-> TEIICEID U TH, T4 AT REIFA LV AX
AT EIZAGBICRESINET, ET AT EIHEMRERY VY —AE2RRTHIZIE, 207
A VAR ADOBEI L FHESRME (19 %—) ZZRLTLEIN, VY —RX a7y ()%
BT, 2T FA VAR ALY Y —AT 0T 7 AV EBIMESZR LT IEXN,

TILFAARRZ VD AMEEDIN T A—T R R5—1) U5 &%

TTy N7 —LDRRANV—Ty b $EHiE, VPNt v a U8 BIXOTLS 7V rex ity
arH) 1Fx. RATATAVAZLUANRAEY L CPU REHTAT-OICEHEINET (2
DX show resourceusage [IZ R SALET) o BEDA L AZ U AEMHEHTLHGEIL, A VA
VANZEID Y TDH CPU a7 DEIRICESNTAL—Ty N ETIHERNHY £, =&
X, AT D50% TALTFA L AZ L ARERT 2561, BAINCAL—T7"> hD 50% %
HETHLERNDHD £, &HIZ, VT AV AX VATHERAFRERAL—T"y NI, A
FUTA AR ATHERARER AL —T > R LD HIRVEERH Y 7,

AVAB U AD ATy N EFHET D HFIEOFEMIZOWTIE, https://www.cisco.com/c/en/us/
products/collateral/security/firewalls/white-paper-c11-744750.html Z &M L T 72 &0,

AVTTFAVARIVARABEIUNA FRASE) T4
2ODEMDY ¥ —TaArTF AL ARV ARFEHLTANA TRATEY T 4 HfEHTXE
T, 220, FRENIOEDA v AZAZ L AEFRT L2000 v —BNh 554, 10D
A TRATGEVT 4 XTEERTEET, N TXA TV T 41X FX0S THEMRINEE
Wo FNA TRATEYT 4 RTET TV r—vay vF3—Vv TR LET,

7B OWTE, I TR T T 0 OB L RHESMA (18—2) | & Tong
TRAZTEUT ¢ SXTOEM (57 3—) | 2BRLTLEEN,

B #ETsqr


b_CLI_ConfigGuide_FXOS_2111_chapter9.pdf#nameddest=unique_177
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/white-paper-c11-744750.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/white-paper-c11-744750.html

| #7142
avrFqvravzakvrszayvy |

AVTTFTAVAREIVABEUNISREYVYG
X2V TF YTV a— M TICloDa T FA VAR AEFEHRA LT, 2T

AR LADY T AR EERTEET, MR EHIZOWNTIR, 77 A Y 7O LH]
M (13 3—) 2B LTLEEN,

MR T /N ADEH ERHRSEH

R L AHERMICOWTIL, RDEZ v a ESRLTIIEIN,

IN—FKDTT7EVIT R T7DAEHLEDEH LRHREH

Firepower4100/9300Cix, B DOET NV, EX 2 VT4 EVa—)b, TTVr—va ¥ 47,
6 KO A FE &R OBSRER AR — STV E T, BRI S A A DEIZ OV T,
ROBEHEZZRL T TZS N,

Firepower 9300 D Z {4

Firepower 9300 (Zi%, 3 2D EF 2 VT 4 EVa—/b Any hEEBI A TDEX2U T 1 E
Va—APRESNTHWET, ROEHFELZSRLTIZI W,

et X2 VT 4ET2—)b XA : Firepower 9300 ([ZH72 D5 4 TDOEY 2— VA A
F—ATEET, 2L 201F,. SMA8ZEY 2—/L 1, SM40#FEY 2—/L 2, SM-56 &
Ca—L3LLTA VAL TEET,

CFIATATA VAR L AL AT FALVAZ LR X2 VT 42—l a T A
VARV AEA VAN —ATAERE, FOFETa— VIO TFFA AR ADIE
PR—=FCTEET, FATATA VAL RATETEY 2= NDTXTO) V—A%MHHT5
e, BV a—WERA T A TA VAR A 1 DODIHA VA N—)LTEET, —HOD
FEV 2= NVTHKATATAVAZ L ARERAL, EOMOEY 2— L TarsTF A A
VAEMATAZENTEET, e ZE, BV EET 2 A2IIRAT 4 TA
VARV AEA VANV TEETN, BV 2—A3EF T TA AL AT AL A
h—/LTEET,

XA T A TA VAL ADT TARY T 0 JTAINEIZ =V THLEINE S »
Wb bT, JITAXNOTRTOEX2 VT 4 EV 2 VERILH A 7 THDHHLEN
HVET, KX —VICERRDZHOEX 2V T 4 BV 2 VEA AN L TEETHR,
FTRTDZEDART Y heEh, v —DFT_RTDEY a— V%Y T AZTEDHVEN
HOFET, ExE V=T 120D SMA40E, ¥y — 212300 SM-40 B A
AP=nLT&FET, BLYY—I21 DD SM-48 L2 >0 SM-40 %A > A b—/L§
LA, VT AZ Y AT E £ A

AT T ALVABRLADY FAZN T B DETNEA T DA AL AEFEH LT
7T AR ENERTE ET, 72L& ZIE. Firepower 9300 SM-56, SM-48, 1 XU SM-40 DA
VAR AL TIOD 7 T AZEERNTEET, 7272l ALY T A Z NI Firepower
9300 & Firepower 4100 Z{RIES 25 Z LIXTE EH A,

RET/NA R
|



RETACZ |

B —roz7evoryrromaabeoElLTEEY

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

SM-56 & EGE-V N Instance B SM-56 [ ELGEY:Y Instance B
9300 |SM-48 MLEENH-P:Y Instance B| 9300 |SM-48 | &LV Y Instance B
SM-40 R ELE-Y:Y Instance B SM-40 LG ELGEY:Y Instance B

_ Cluster3  Cluster 4

4145 WGEELE-Y:Y Instance B 4145
4125 MGEELE-Y:Y Instance B 4125
4125 MGEELE-Y:Y Instance B 4125

o BRI - & AT Firepower 9300 DRI U A 7 DY 2 — L TOHYR— hE T
WET, 2770, 22003y —UIREEY 2a— Va2 G052 RN TEET, 728 2.
%V % —UIZIE SM-40, SM-48, B ONSM-56 3% V) £3°, SM-40 E ¥ = —/Lf#], SM-48
FEVa— L, BEOSMS6F Y a— AR, TRATEYF 4 RTAERTXE T,

CASABIXOFID DT SV r—y a2 A7 BB T7 TV r—yary ATy —
WOBHEDEY 2 — /WA VA =L THZERNTEET, HExiE, TVa—1EE
Ca—J)L2IZASAEA LA =L, BV 2—L3ICFIDEA A —LTBHILNT
xFET,

CASA FFHIXFTD ONRX—2 a3 v fHRI O 2 — VTR A=V 007 ) r— g
VAVABUARABATEFETTHIEL, RILEYVa— Vv OO TR A AR
VALLTETTAZIELTEET, R EV2—V1IZFID63 %2, BV a—/b
21 CFTD64 %, Y 2—/L3IZFID65 %A A h—/LT&E £,

Firepower 4100 D E 4
Firepower 4100 [T DET MCHEH SN TWET, ROFEHFEZSHL TS0,

CHRATATA VAR AL AT A AKX A Firepower 4100 (IZ AT F A VAR
Ak A N=NVTEEE. TDOT AL RO LT F A AR ADI Y IR— T
XFET, AT ATAVAZLRAEITNRA ADTXTOY V=A% FHT 57280, T34
AWWERAT A TA VAR L AE 1 DODHA A =)L TEET,

CFATATAVAB L ADI FAZY T 0 7T AFZNOTRTOY ¥ —BELCET L
ThHOLVENRDHY £,

CAVTIFA VAR UVADYT FAE N T BRI DETNEA T DA AL AL T
7T AR EAERTE £9, 72L& ZIE. Firepower4145 B L N4125 DA L AX o A& L
T1O07 FAZEERTEET, 7L, [RILZ 7 AHXKNIZ Firepower 9300 & Firepower
4100 ZRESHEDL Z LITTEEHA,

. SRET/ANA R



| #®ETR1R

v5z28yvroekemzzets [

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

SM-56 & EGE-V N Instance B SM-56 [ ELGEY:Y Instance B
9300 |SM-48 MLEENH-P:Y Instance B| 9300 |SM-48 | &LV Y Instance B
SM-40 R ELE-Y:Y Instance B SM-40 LG ELGEY:Y Instance B

Cluster3  Cluster 4

4145 WGEELE-Y:Y Instance B 4145 .

4125 MGEELE-Y:Y Instance B 4125 Instance B
4125 MGEELE-Y:Y Instance B 4125 Instance B

CE RN ;IR U 2 A 7 OEF A TORS E— P SRTOET,

cASABLUFID 7 7'V r—3 3 % A7 : Firepower 4100 1L, 1 2O7 7V r— 3
ZATDOHEFITTEET,

sFIDa YT A LV AF L ADNR—V g [AIUEY 2—)LV E TR S /3~ 2 O Firepower
Threat Defense Z{EBD 2T F A L AZ AL LTIITTEET,

DIAREZ) VT DEREAHREH

DSR2 ETILOYR—F

* Firepower 9300 LMD ASA : lx K16 EV 2 —/b, =& 21X, 160D v —L TIODEY 22—
WNEMEALEZD, 8O0V v —3T2ODFEY 2a— VA2 EALT, HKI6DFEY 2—/L %
MAEDLEDLZENTEET, Vr—YHNOTRTOEY 2—/UE, 7 TAFXIZF LT
LHVENRHD ET, Yy —TN, T —TR, BEIOYA MNEZ TAZ Y 7T R—
[

Firepower 4100 U — X LD ASA : g K 16 DT v —, v —Tf, BLOYA MH
JTARY T THR— K,

FTDFirepower 9300 TFMC ZfifH : 1 v —vWNIZHRKI TV 2—/b, 6 EVa—/Li b
I, 30D = T2ODEV a— VEFEHLEZY, 2290 %=V T3ODFEY 2 —
NEFERALZY, ERK6ODDEY 22—V EMAREDLEZY TEXET, V¥ —THNDTT
DEV2—E, ZIFAZIIBLTWARLERHD ET, v r—THNBIOV Y —M7
FGALY T THR— b,

* FTDFirepower 4100 2 U —X TFMC #flifl : I|g K16 v —3, v x—T M7 T7AZ U
7 CHR—h,

« Radware DefensePro : ASA X5 v—Y NI T AZ Y 7 THHR— b,

SRET/ANA R
I



RETACZ |

B /5x2vrnssemesn

» Radware DefensePro : Firepower Threat Defense (2 X2 ¥ — NI T AKX U o FCTHR—
bo AT A VAL RA TR 7T HR—FEINERA,

DSRAB)GN—=F9zF7ELVYI NI TOEHR
JIFAEARNDTRTO v —3

AT A TAVAZLADY T AR ' —Firepower 4100 : X THO ¥ ¥ — U [E LE

TIVTHDHMLENH Y £F, Firepower 9300 : TXTDOEF =2V T 4 TV 2 — VIR LCHF
AT THIVLENRHY £, & 2IE, 772X ) 72T 5841%. Firepower 9300
DFTRTOEY 22— WESM-40 THHLERH Y 7, KL v —VICRRI2HOEx =
V74 BV a— VA A=V TEETH, TXTOEODRATY FEEFED, V¥ —TD
TRTCOED 2—NVE2TTAXIZEDHILENHY £9,

AT FTALVABLADYT TABZN T FAEA L AZ AT LM LR 2 YT o
EV a2 VELF VY —VETAEMATO L EBEO LET, 2L, BEIIST
T, [FML7 7 AZNIZET2 % Firepower9300 £ % = U 7 ¢ & = — /b ¥ A 7% 72X Firepower
HNOOETNDALTFA VAR ARREESE, —HIEHZLNTEET, MLIZTA
4 N Firepower 9300 & 4100 DA > AKX L A ZBAESHEDH Z LIXTE A, 2&2IE,
Firepower 9300 SM-56, SM-48, B L UNSM-40 DA v A X L ZA&EH LT 1 D>DY T A
ZVERCCE £9°, F721%. Firepower 4145 38 X V4125 T 7 A X #ERT& £7°,

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

SM-56 & EGE-V N Instance B SM-56 [ ELGEY:Y Instance B
9300 |SM-48 MLEENH-P:Y Instance B| 9300 |SM-48 | &LV Y Instance B
SM-40 R ELE-Y:Y Instance B SM-40 LG ELGEY:Y Instance B

_UMMS Cluster 4

4145 WGEELE-Y:Y Instance B 4145
4125 MGEELE-Y:Y Instance B 4125
4125 MGEELE-Y:Y Instance B 4125

A RA—VT ST L — REEERE, WMUFXOSBLOXT XV r—2 a3y V7 =T %
ETTHVLERLVET, Y7 Mo T A=V g o RN—HLARNWERT +—< U ARNETF
THHRRERSH D72, TXCTH/ —RERICA T AT v 77— K35 X
AL TLIEEN,

R UEHA X —T A A, EtherChannel, 7277 47 A VX —T=A A, HE, T27
Ly 7 AR E I TAZIZEN Y THA L F—T oA AZOVWTHRIEA VF—T x A R
DEREEZFDDLLENDHY T, WA H—T oA AID OFENR KL, [FAL A
K EtherChannel {24 > % — 7 = A A& EFHITNY RATENIL, Yy —VIZ&ZeHx v b

. SRET/ANA R



| #®ETR1R

v5z28yvroekemzzets [

T—= TV a—VEATEHEATEET, V¥ —IMI77RAZY 7 TlE TXTCOT—
K A H—T7 A A% EtherChannel & THAMENHV ET, ([ F—TxAf AET 2—
N OBEINRCHIFR, £ 721X EtherChannel DFXE/R ENZ L V) 7 T AZ Y U T HHIMI LTtk
IZFXOSTA v Z—T7 A ZZERLIZHEIE, £ v — Y TRILEEEZITVNET (F—
B ) — Kb T, flfl — N ThbY 1) .

B UNTPH—"2HHTHIHLENRSHY £7, Firepower Threat Defense Tix, FMC &, [E U
NTP $h—_—Z T 208N H Y 3, FFRZFE TRE LRV T ZEN,

+ ASA : % FXOS '+ — &, License Authority £ 7213V 7 7 A k — NITHEFEIN TN D
MERHY 9, T—4 /— RiLBME&E2 LCHEATEET, K74 B A2 0T
B, Yy —v T EIEMDT A AEEAT HHLENH Y £9, Firepower Threat
Defense Tlx, T XTHT A A, FMCIZ L > TR ENET,

RLVFADRB VAR DSRB) Vv TDEHR

X2 VT U2 DU TAR ) TR L BED T T AA T, R
VF A a— WD T2 1 O0aryTFH A AR ADHEHHATE £, [
CEVa— IV ETEITENTOWDEEHA, ML 7AZIZ2o0aryTFHA VAL ARIB
M425Z LT TEEREA,

S

NO YE

o) EESIERE Instance A Instance B Chassis 1
Cluster 1 :| Cluster 1

Chassis 2

CJTABLLARZ L RTBUA VARV ADRE : EX 2V T 4 FVa— VTV D
TRTOALYTFA VAR AN TAZIZB L TWDLMEITIH Y FHA, —HOA R
HUARBALZ KTy ) — REiFEmaAE, — e LT EATEE9, £/, FLE
X2 VT 4D 2Dy ETHADA VAR AEER L THEED Y T AKX %1k
Kbz EbTEET,

Cluster 1 Cluster 2 Standalone HA Pair  Standalone

Chassis 1 iEchZ=¥:¥Instance B | [ -1 +- = lE L0} Instance E

Standalone HA Pair Cluster 3

Chassis 2 fUEcl==F: Instance C Instance D Instance E

Standalone Standalone

Chassis 3 LS H=N. Instance C | Instance D Instance E

* Firepower9300 D3 OF X TDEY 2 —/UE 7 T AZIZ/ L TWHMEN B Y £9°, Firepower

9300 DIFFE. 7 T AHIILZ DTN TCDOEY 2a— /LTI ODALTFA LV AK  APLE
TY, me 2, TVa2a— N1 E2DA VAX L AEFER LTI T AZEERL, Y 2—
NIDRAT A TA VAR AEFEHAT D LIXTEERTA,

RTINS R
I



RETACZ |

B /5x2vrnssemesn

NO YES
Cluster 1 Cluster 3 Cluster 1 Cluster 2 Standalone
[Y[els[I[:IM Instance A |Instance B Instance C Module 1 Rl E [0 Instance C
Cluster 2 Standalone
Module 2 RliEIENTE=N: Instance C Module 2 FhEENTE=N: Instance C

Cluster 3 Standalone

Module 3 | i =i == SInstance B | |- =liw- & Module 3 JliEELE=F:NInstance B | |- =i «- &

Y —AFa T A ND—E  FTAEINDLE ) — RTRILCY Y —AF a7 7 A VEhd
T2 EEZHRLES, 2L, 77 RF ) —FREHOY V=270 7 7 A4 )VIIEE
TG, FRIERRDZETAEMEATL2HE6FE. VY —AOR—HBRHFAIINET,

B IAXEEY 7 =TT AKX ) T DG, /7 T AXIEERAD Y Z
AZEHY 7 ML TY, 72ExE, K27 T A FE, WL T A H XA 7O EtherChannel
TEBOYT A o H—T = A ABFEH L=V, {85 EtherChannel ZfH L7V T& F
j‘o

Cluster1  Cluster2  Cluster 3

Chassis 1 i eh =¥ ¥ Instance B ||| - =« &
P048.100: CCL1| P048.101: P048.102: CCL3
CCL2

Port-channel48

Port-channel48

P048.101:
P048.100: CCL1 CcCL? Po48.102: CCL3
Chassis 2 i ehlR N Instance B [||j1-1¢1 (- &

Cluster1  Cluster2  Cluster 3

HTHEA L H—T oA AL G EATDA L EZ—T A RF, VT AZY T TIEY
R—hENFEHA, 7L, RAUEHA L —T 2 AEA RV A H—T 2 A%
By TR THATAHZLIFTEET,

Y TA L BE—=T 2 A ARt NVFA L AZ AT T AZ L, FXOSEFHD VLAN T 71
VH—T 2 A ABFHATEETA, 7T AZFIEY > 7 i3BIS T, 2 Z A% EtherChannel
DY TA B =T 2 ABERATEET,

VX —VETINORE  VTAXA VAR AT LRI X2V T 4BV a— L E X
T —VETNANEMHT AL AR LET, L, REIDSCT, ALY 7 AZNIC
72 % Firepower 9300 £ ¥ = U 7t £ 2 —/L ¥ A 7 £ 7213 Firepower 4100 €7 /LD =1 7
TFA VAR ARRESE, ~HIELENTEET, RL Y T AHXNT Firepower
9300 & 4100 DA VAKX L AZBAESE D Z LIFTE £ A, =& 21E. Firepower 9300
SM-56, SM-48, BLUNSM-A0 DA v AX LV AEHH LTI D07 7 AL EBERTE &

9, FE721L. Firepower 4145 35 K1V 4125 TV 7 A X ZERCTE £7,

B #E71q=2



| #®ETR1R

v5z28yvroekemzzets [

NO YES
Cluster 1 Cluster 2 Cluster 1 Cluster 2
SM-56 & EGE-V N Instance B SM-56 [ ELGEY:Y Instance B

9300 |SM-48 MLEENH-P:Y Instance B| 9300 |SM-48 | &LV Y Instance B

i

SM-40 R ELE-Y:Y Instance B SM-40 LG ELGEY:Y Instance B

Cluster3  Cluster 4
4145 WGEELE-Y:Y Instance B LAE LN Instance A Instance B

4125 MGEELE-Y:Y Instance B LSS Instance A Instance B

4125 MGEELE-Y:Y Instance B LSS Instance A Instance B

tuhih

K6/ — R VFGREANTIHRK6 DO TF ALV AX L AEFERTXET,

D —EI SRRV TDRA Y FEYR

* Firepower 4100/9300 > v —> D7 T AX ) > T EHFET HRANI, AL v T OREETT
L. ¥ =B AL v F £ T TP EtherChannel & BAFIZ855 L TL 72 &V,

s WAR—FINTWVDB AL v FORFEIZ DN TIE,  [Cisco FXOS Compatibilityl] % ZH L T
<TEEW,

H4 Y S X&) >4 FD Data Center Interconnect DH A 245

WROFE L RSO E 7 7 22 HIE Y 7 ~F 7 1 » 7 HIT DataCenter Interconnect (DCI)
WCHERT DN H Y £,

# of cluster members per site

X cluster control link size per member
2

A UNROEMNEY A TR DS, FHEICIIREWTOMEZFEH L1, DCIOH/NEEE
. 1 DDA NR=IHKT BT T AXEIEY 7 OV A ARWEIZTHZ LixTEERA,

Wil R L ES,
CAYA D2 AUN—DHA,
cBEA T ARE A R—
o KHA N2 AL N—
« AL R—3721) 5Gbps 7 T AXHIEHY s

F#19 % DCI H735%0E = 5 Gbps  (2/2 x 5 Gbps)

wET 12 I}


http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/compatibility/fxos-compatibility.html

wETFAA2 |
IR R L

3YA D6 AN=DHE, YA XIHINL £,
s BEF 6T TAL AN
e A M 1UIT3 A= A F21F2A = A 3T 1 A —
o« AL N—8H7210 10 Gbps 7 7 A XY > o

THIF 5 DCI H#H8E = 15 Gbps  (3/2 x 10 Gbps)
2% A hD2 AL NR—DYE,
CRE27TRE A R—
o KHA M1 AN—
e AL R—5H7210 10 Gbps 7 7 A XY > 7

FHI3 % DCI #HH8E = 10 Gbps  (1/2x 10 Gbps =5 Gbps, 7272 Li/INIFRIED 7 5 A 4 Hil{H)
U2 (10 Gbps) DHA ARG /8-> TR D EEA)

NATARASEYT 1« DEHEFHREH

e NATRATEVT 4 T2 LA —NR—%FEIND2O02=y ML, ROFKMEH
TLTWORERDY £,

s fE@RD> v — EIZdH D Z L, Firepower 9300 D ¥ — WA T XA Z U T 11X
PAR—FSINEE A,

A LETNLTHDLI L,

o B HMERRBRT S RZFUA v B —T = A ARED B THR TS L,

A BE—T 2 A ADEEZA TRRILTHDHZ L, " TATEY T 4 /T
HENZ, T_XTHOA v HF—T = A A% FXOS THANCF UREICTDHZ L,

o 1 A ML Firepower 9300 DRI U X A 7D E Y 2 — /L TOHY R — h SR TWVE TR,
2BEDV XY=V a— NV ERESELZENTEET, L2 Fr—IiT
SM-56, SM-48, BILUSM-40 3BV £7°, SM-56 F T = — /L], SM-48 & = — /L[,
BLOSMA) Y a2 — LI ATRA T EY T 4 T 2/ c& £,

AT FIA AL AT, FRETRILY Y =27 07 7 A VEEEZHERTOLERS
nET,

MDA TRATEYT 4 VAT LB ONWTIE, 77V r—a VORI A RO
NATRAZTZEY T AT LHEZZRLTIIEZIN,

B #ETsqr



| #EF Rz
avrrqoravzoztemrzs |

AVTFA VR ADEY LHIREH

HYR—bENhBZ7T)5r—a30 847
« FTD FMC % fi

BRRAVTFTFAVREIVREETILHEZYDY) Y—X

EBavTFAVAZ ALK LT, AV AZ L AZE Y TEHCPUaT O fRE T £,
RAM (T2 7 OEUIHE S TEIIZEI D ¥ THN, T A AT HFRITA VAX U AHT2D 40GB I
mEINET,

RIETILSEDRRAVTTAVREIVREEY)Y—R

ETIL BRI VTT |ERATEELZCPU DT | ERATEEL RAM ERTRERET 4 AU R
AVAZ VA N—X
#

Firepower 4110 3 22 53 GB 125.6 GB

Firepower 4112 3 22 78 GB 308 GB

Firepower 4115 7 46 162 GB 308 GB

Firepower 4120 3 46 101 GB 125.6 GB

Firepower 4125 10 62 162 GB 644 GB

Firepower 4140 7 70 222 GB 311.8 GB

Firepower 4145 14 86 344 GB 608 GB

Firepower 4150 7 86 222 GB 311.8 GB

Firepower 9300 SM-24 &%= U |7 46 226 GB 656.4 GB

TAEY 22—

Firepower 9300 SM-36 &3 = U |11 70 222 GB 640.4 GB

TAEY 22—

Firepower 9300 SM-40 & % = J |13 78 334GB 1359 GB

T4 BV a—)b

Firepower 9300 SM-44 &= U |14 86 218 GB 628.4 GB

T4 BV a—)

Firepower 9300 SM-48 £ = U | 15 94 334GB 1341 GB

T AT 22—/

Firepower 9300 SM-56 & % = U |18 110 334GB 1314 GB

T4 EV 2L

RET/NA R
|



HETFAAR
B ser v xcmyagsmEepnsE

FMC O£

Firepower 4100 3 % — 3 F 721 Firepower 9300 & = — /L LD T _XTDA AKX 2 AR LT,
TAB L ADOEEDDIZFE L FMC Z2FEHTHILERZH D 7,

MIET /N RCEAT S ITEFEEFNEIER

TA RTA 2 ERIRFEIZONTIE, BLTFTOEZ v a a2 L TIIZEN,

—MREVGEHA RS54 2 EHIREIE

T7AT7724—ILE—F
Firepower Threat Defense & ASAD 7 — F A R T v TRETT 7 AT U — /L E—REL—T v
RELIZR T AT LY MIERETEET,
N TRLZEY T«
T TV = a v BRENTNAT AT T 4 2R ELET,

NEBDOTF—H A A —T 2 A A T 2— N F—N"— VI BLIORRAF—F VU7 L 1LT
EHTEXFES, T—FLHFA L Z—T A AT FR—FENTWVERA,

TILFAVARBUVAREAVTHEFRME—F
cASA TII~wILF arTHF AN ET— NIV R —FENTWHEEA,
o BEAZIZ, ASAD~V/ILF avTH AN ET—REERCLET,
AT FTA VAR LR DEHA AL ABREIZ FMC 7% Firepower Threat
Defense (2% L COMEHTE 9,

* Firepower Threat Defense 27 A Y AX V ADEAE, 1 DOFMC TE®X%=2 U7 4 &
Ta— T Ty DT RTDA VAR RAEERT LLERH ) £,

sl K16 O T F A L AR AD TTLS EALT 785 L —ar 2EMCTEE
T

» Firepower Threat Defense = > 7 F A VA ¥ U ADEE, IROBKEIZVFR— ST ERE
}Vo

 Radware DefensePro U > 7 Sl —X#
« FMC UCAPL/CC =— K

e N— Ry 2T ~DTu—FTa— R

B #ETsqr



| #EF 1R
1528005 54 k54 v enmsE

DIARENYT HA L5420 EHIREE

=LY SRRV VDAL YT

B INTWVWADAL TN, VITAE T—H A H—T A AL T TAXGIY) 7 A

VHE—=T 2 A ZADHIFDOMIU & B L TWD I MR LET, 77 AZHEY 74
VE—T A ZADMIUIL, T—F A Z—T A ZADMTU £V 100 34 FELEREL
RETHLENDHY ET, DD, AL v TFEHRT 57 7 AXGHIEY > 7 Z@ulicsk
ELTLIESN, ZIZRAZHIEY 7D NT T 4 v 7T —2 3y NEEREEND
e, ZITAZEKY I XT —F 3y NRIEOY A RITIMA T FAXNT T 47
DA ==~y NIZHRIET DHERH Y F77,

Cisco IOS XR V' AT L TT 7 4 /L SO MTU 2R ET DAL, 7 T AXT /A AD
MTU £ YD & 14 314 P REWIOSXR A X —T =2 A ADMTU ZHELET, 9 L%
W& mtu-ignore A7 3 U EEH LRV R Y . OSPF BEEBIRE T U v 7 ORITANRL
THAREMENH Y £, 7T AZT 34 2AMTUIZ, 10S XRIPVAMTU & —F S8 25 /8
N ET, ZOFHEEIL, Cisco Catalyst 33 L U CiscoNexus A4 v FTIILEH Y £H A,

7?x&ﬁﬁ)y74y& T2 A ADAA v FTIL, 7 IF7AF 2=y MNIHmENn5
AL v F R— M L TANR= 7Y U —PortFast A X — 7N THZEHTEET,
:@iﬁﬂ?ék\ﬁﬁi%‘F®§W7mﬁx%m¥mT%i¢o

AA »FTIX, EtherChannel 2 — K/3XF 2 7 7)Y X A source-dest-ip 7213
source-dest-ip-port (Cisco Nexus OS 3 & U Cisco IOS-XE @ port-channel load-balance =~
N F‘%E?’*?EE) ERERHT2ZL2B8DLETST, V7 I7RAFDOTNRARAIZNT T 4 v 7 R

R T HHEENRHHDOT, B— K ANZ 2 73 XA TliEvlan F—7— R&fEH
L@bvc<téug

AA »F @ EtherChannel 2 — RT3 7 TV X LEERTTLHE, AL vFOD
EtherChannel f > % —7 = A RT—HFIZ b T 7 4 v 7 DEGEAZIE L, A= 7Y ) —
a haPEEELET, T 740 v 7B ETIC, D LEREZ 0 F
R

—EDAAL v FIL, LACP TOXAFTI v K—bt T T7A4F VT 4 2P R—FLTNE
YA (TI2T4TRBICARZ AL Vo d) o BAFIv I R—bNTIT7A4F VT 4 &2
35 = & T, A% K EtherChannel & O HHiMEZ @b 5 2 &N TE £97,

JIALEIY T NRADAA v FTliE, L4 T = v 7V AERIELRNE T HHME
N ET, VIAZGHNY IV RETI XA LY FENTENT 7 4 v Z7IZiE, IELW
4F v 7 IARRESNTWETA, 4F =y 7V LE2HFATHAAL v FITED, |
T4 IM Ry TEINDAREERH Y T,

e AR—= R F X NN RLDF T B A BT, RESNNTWDIF—TTTA4T X —N
NEBZ TR T8 A,

« Supervisor 2T EtherChannel CiE, 7 7 4/ b DO /Ny ¥ 2 fE 7 03U X A SH T,
VSSERFFCTOIEMPR N T 7 4 v 7 WS DI, 7 T AZ T8 AZEH STV DR —
FFr XN TONYy 2 TAIAY RALEEEICEELET,

RET/NA R
|



wETFAA2 |
B /5x52vo 505 esmen

router(config)# port-channel id hash-distribution fixed

TNIY X LETO—/VIERLRNTLIEEI, VSS ET U o7t LCidmas
TN XANEHEATEET,

* Firepower4100/9300 7 Z A Z {Z LACP TV —AT7) A N— A R—KFLTWE
T, L7=o T, BEESLTUWA CiscoNexus A A »F TLACP /'L — A7) 22 /3 —
VU AEAMDOEFICLTBLL ZENTEET,

« 2AA v F DA/ K EtherChannel DX KU U 7R EWE XX, AL v FOEBIA

H—T7 A A% LCLACP @i L — k%A x—7 /LI Tx £9, FXOS EtherChannel |2
(Z7 740 FC [ (fast) JIZHRESHN TS LACP L'— 3% ) £3, Nexus U —
A E—DAAL v FTIE, AP —EX VT vy =2T7 T 77 L—F (ISSU) %FEFT
TAHRICLACPHEL — FRV R = FENBRWVWZ EICEELTLEEN, TDO1=D, 79
AB Y 7 TISSU T2 2 LidfiER s ERTA,

Ly —LMY 5 X 4E 1) 5D EtherChannel

« 15.1(1)S2 X Y i Catalyst 3750-X Cisco I0S ¥ 7 h =7 "= g v Tlk, /A4 =
=v MIAA vF RAH v 7T EtherChannel #8552 £ AR — ML TWEHATL
oo T74HNV DAL v FFRETIE, 7 7 AKX 2=y b EtherChannel 287 B A AKX v 7 |Z
P SN TW %A, filffle=y FORAL v FOBRNA 728D L, RV DAL v FIC

Bt STV D EtherChannel () L WA, A#MEZ B D 5720, stack-mac per5|stent
timer =<2 REZFREL T, +o72) n— RERZHERTE HRE2E, 2L 21X8 %

0 (MEHIR) 722 ELET, El \wﬂn&@k\i@%ﬁbtx4/%/7b

VT N—=Ta T v T — R TEET,

o 2% K EtherChannel & 5 /3A A & —# /L EtherChannel D27 4 2 L —3 g 2 1 AN
VK EtherChannel & 5734 2 1@ — % /L EtherChannel (2% L CAA v F 2 @UNHRE L F
_aAO

o A% K EtherChannel : 77 7 A% = h A3 K EtherChannel (7 7 A X D3 T

DA UINZIEND) DA, BEOA L H—T 2 APFEEENTAL vF LOH
—@ EtherChannel £ 72V £F, HA L H—T =2 A ADBAAL T EDORI LT ¥ 3V 7
N—TRNICHDHZ xR LTI TEEIN,

B #ETsqr




| #®ETR1R

9528059 #i4 k51 vespsE

Switch

RIGHT

VLAN 101 | | Spanned Data Ifc
port-chi port-ch1 LREE

A ethi

i

Node 2

] e

s 7 /34 A 1 —7 )L EtherChannel : 7 7 A% ==~ |~ 7 /3A A 1 — 71/l EtherChannel

(7 7 AZ Y > 7 FICEE & 72 BtherChannel & ZAUZE FNET) 1L, ThzE

FUIST U 72 EtherChannel & L CAA v F ETRELTLEZEW, AL v F ETEED
7 Z AX .= b EtherChannel Z % L C 1 -2 EtherChannel & L7\ T<L 72 X0,

RTINS R
I



RETACZ |

B /sx5v9 50 k50 ehipem

Switch Switch
RIGHT WRONG
VLAN 101| | Cluster Control Link AN 101| | Cluster Control Link
port-ch1 port-ch1 Node 1 -cht port-ch1 N
N\ M ethie A\ ethir
L EENE — (] ezl

ort-ch2 ort-ch1

P 3 eth1/2 Node 2
[ ) ] ethi/3
S NS

ort-ch3 port-chi ort-ch1
g eth1/2 i lodes
| ] eth13 { elNL/3
NS NS NS e

PR PO eth/p Node 4 PO et NAR4
() (] enin =l | | | ehis®
Y w5 _Gai \Vj N =

Y4 MO SREY VT
YA M7 TRZY o TIZONTIE, ROTA FTA - 2ZRLTIESN,

« VT AKHMEY 7 ORBIEN, T R MU w FEEE] (RTT) 20 ms Kiiti TH D MLENH
D ihd—o

« 7T AZHIEHY 7%, WEFORELAT y O Ry TR WEEEOS NS D TH S
VERHY £, e xiE R 7 2EHT20ERH Y £,

OB ERE LRV TLES W, BV A b7 T A7 A L\ & 7
TEEHEA

CFXFHAY I Th LD, T F—HAER (DC) THEAINTVLIHLAETSH,
I AAENIEHY 7 TIREESNDT =X N T 7 4 v 7 RS LER A, A—/S—L A b
7 v AR— MAEE (OTV) ZEHT 256, 13— VEBRRAL L ONHTY T
AZBHENY > 7 EYRiET D84 1X. OTE 24 L7= 802.1AE MacSec 72 & OB L — & Th
FlbEZRETEET,

RTINS R
T |



| #7142

1528005 54 k54 v enmsE

« 7T AL DFEIETIE, BREERMOBEEDOY A FTRAUARKHIESNEEAL, LIz

T, FEOHERIH T 2880 n— AR EEOY A MTEZBL5603H0 £, Zhix
HESNTWDLENETT, Z2EL, T4 L7 2 n—RVE—arafaicdse, n—
ANT 4 L7 D= (A FIDIZHEST) WIHA—TF — LR UV A hbik
RENES, £, TOA—FT—ITHENEET L L, v—IVT A LI ZRFELCHA b
THLWA—T—Z2BRLET (L : ¥4 FHIT R 74 v 7 DB3IERHT, oA —F—
CHEFEN/EELILE D Y T— A MDOOHEGIC T 7 4 v 7 BRAETDHE, VE—
MIA RO = RBHRRAT 4 T4 RUNTT =27y b aXZET 25612132
DYVE—=FIA FDOS = FBHFLWA—FT—ERDZEBHVET) .

cF 4L u—RHVE—a T RONT T4 w7 ZATOr—R ) EP—a %

BR—=FLTWEHA, NATEZIZPATO T 7 4t w7 SCTP A VAT gk
TH9 T 7490, FA—F—DT7F T AL F— gy 7z,

e NTUANRT LU E— RDEE, WEiL—XZ LAV —H OXT RN T A X HET

5L (AKA/ —A BT REEAN) | WGFONHAL—FZBEICMACT RLAZILAE L, W
DOINNL—ZBFECMACT RV AZETHMENOHDET, YA M1 DT TAEZ A
IN=IRH A N2 DA UN—TEE R AR T D & & 5850 MAC 7 RLURITHERF S NLE T,
MAC 7 RLARYA b 1 D—Z LR L THIHEHRICDIA, X7y MIVA b+ 2 D—
ZIZEIELET,

s T UART LY M= ROBE, Wy NT—JRBIO7 7 A7 03— VAIZEYA B

DT —H Fy NIT—7 L= oo V—FINZ7 TAZZELET S E (AKAA—A b
7 A NMEAN) . K7 — b~ T =A L—HF [T, HSRP 7 & ® First Hop Redundancy Protocol
(FHRP) ZiH LT, &V A b TRUBEIPBLOMACT RLAD5E5EE2#RE L 5,
7 —4 VLAN (X, A——L A FT 2 AFR— ML (OTV) FEREBED S O %A
LTHA MeRIChblsTIRRENET, v — IV T — b T2 A V—FS5ETDNT T 4
7 I3DCLRRH THLOT A MIBEE SNRNE 2T HITIE, 74 VZ EERT DR H
VET, Y= bV oA N—FB12DY A FNTEERREICRSTZHE. 77 4 v 7 BIE
WMDY A O — N 2 A IZBETEZDL 0T 4 NV EEHIRTILERDY £,

¢« NIRRT LU FE—RTIE. 77 AZNHSRP L —Z I SN TWAEE, LV—&

D HSRPMAC 7 RV AZEHIMAC 7 RLAT—7 Y L LT, BigEL—XT

HSRP MEH & 5854, HSRPIP T RLA%ECD FT 7 4 v 7 [FHSRPMAC 7 KL A |Z
BEINETH, V= T 74 v VIEREDODN—Z DA U H—T 2 ADMACT R
LAMNBHSRP T TEEENET, LEN-T, MACT RL AT —7 ) LTi@% ., HSRP
IP7 RLA®D ARP 7—7 Vx> b U BHIREIAIZZ2 0 | 2% ARP ZRZ15(F L ULE A
ZELEGEICOREHINET, O ARP 7T —7 =2 hUIXT 7 4 /b kT 14400 1%
WCHARRBIALIZ 22 0 928, MAC T RLAT—7 x> b UIET 7 4/ kT 300 B I H#
[BEINIZ2 572, MACT RLAZT—7LOHIBYIN T 7 4 v 7 O Ra v 72kt
HI-DIZHHFIMAC 7 FL 2y h U SLBETF,

A% K EtherChannel Z{£fl L7=/V—FT v R E— R TlX, 14 FEADMACT FL 2%
HELET, OTVELIFFAKEOLOZFEHA L THA FERIZT —% VLAN ZHER L £,
7 —/N)VMACT RV ARSETD N7 7 4 v 7 5 DCLFRHE T O A MIEFE IRV X
ANZTBICIE, Z7ANVZEERTILERSY T, 7 T7AXB1 OOV A h TEEARRE
o2 E. NI 749 7MY A hDY TAK ) — RIZEFICEETEL LI
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B /5250954 r5q v enmEm

T ANEEBHIRTAMLENDY £, XA FI v I V=T 471, VA MEZ T REZN
WHEE AL D77 —A R Ry P L—F L L THETAHEAS I R— RS EEA,

ZOMDHA K514

c2=y NEBFOV FAZZBEBMLIZEER0, 2=y M2 Ur— RLEE X, —FY

W2, REMZ2 7y M Ka vy 7RRELET, ZIUIEEESRBY OEETT, HE
WX T, Fey 7 &Nl y MREERTERNS AN 7352 ER8b0ET, 2L X
X, FTP 86t FINACK /N7y b3 Ru vy 7 Ensd &, FIPZ A4 7 EBANV T LE
T, ZOLEIE. FTP #i 2 BT O LERH D £,

« AsX> R EtherChannel A % — 7 = A A|ZHzfE S 4172 Windows 2003 Server ZfEH L T\
D56, syslog —/NAR— kR X 7 LTz & T — PR ICMP =7 — X v & — 2 &2 il
Liane, ZHDICMP A vt —Y N7 FAXZERFESNDLZ LIV ETd, 2oL H7%
AyvE—=VIZLY, 7T ARZO—FHDa=y FTCPUMHERNES R N7+ —~<
ANBET LR H Y 3, ICMP =T — A v —U AT L2 HRE L ET,
 LEMERI-E A7, VSS. vPC. StackWise. F 7213 StackWise Virtual {2 EtherChannel
BT A L EHEREL I,

LR —VNTHE, RSV RTEY B KOOV v — Y X ) T BV AR
TR, MDOEXF 2V T 4 BTV 2=V EFATT LI LI TEERA, 7T AFANICT
RCOEF2YT 4 FEL2—NLEEOLIVLERNH Y FT,

« 85 SN TLS/SSLEER DA, A REBIZRM ST, it — T —ICEENEET S
L BESNTERN ) By havET, BTl =y h~OF LW 2 LT D % E
Db ET, HEIhTWWERw (B LAanwr— i —8) BIE8s%073, ELL
BRI ET,

FI4I bk

¢« VG RABDA VA F = FTHEBEIZ. T 7 4 R TENCR Y . A—L REEIZ3 M T,
FIZFNVIETHEH, TR_RTOA L H—T 2 A ATA L H—FR Y h ~VARAET=F Y TRE
7> TWET,

RIGLTer AR 7 D7 T A2 HEFESIIEEREIS, 5 4R CEEHIRICITS U
LEDITHRESNET,

R LTIET =4 A =T = 2D 7 T AZ AFBSIEREIL, 50% L. 2ITRESH
T CAFF T3 ERITShE T,

*HTTP F7 7 4 v 7 TlX, 5 WROERMEELEIEN T 7 4L E THIZ > TOET,
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zavrravars g zoemn |

AR R7RAVRET/INA ADEM

AE Y

25 KT BRI A AR E A TR TEY T 4 2z y e LCHIITE &
Fo A TN TEY T OBRROFMIZ AT, Ao TS, T E Y7 1 T Dithl
(574—2) BBRLTES0,

K7 0> ASA O3B

AH L RT B OET N, AT, HMEII NS TRA T8V T 0 XTCTEELET, #
Boex=2 VT FY 2— /L E# 7 5 Firepower 9300 Tix, 7 FAX E2FAX L KT mr v
TNRAADNT N ERHATEET, JI7AXEITRTOEY 22—V EFHATILERDH DT
W, 2L ZIE 2F V2=V I TRABLE DAL KT 0T, Zh ) ELMAHBEDED
ZEIETEERA,

Firepower4100/9300 > ¥ — 03/ —7 > RELII N T VAT LV R 77 A T U4 —/LE—
N ASA Z R TE £,

YNTF AT HANE— FOLEE, BOICGHEET A AR L TG, ASAT 7 U r— =
YTCRNTFT aArTHxRARN T REAENCTHMERDH Y £7,

1R BRI

e TRHET NN RMEHTHT TV r—va v A4 A—T % CiscocomMbH XU a— LT,
% DA A— % Firepower 4100/9300 > v — 3 [Z¥ 7> u— KL E T,

\}

(GE)  Firepower 9300 DIGH, /2 p 7 SV r—r a2 47 (ASA B
LXOFTD) 3% —3HNOELAx DEY 2 — A v A R—)LTX
EFT, MMEDEY 2—VTlEL, B \—Varo7 7Y r—
YAV ALVAR AR THEITTEET,

CFMEETNA ATHHTLEHA =T A AERELET, FHA L F—T = A AN
TCTT, ZOFHA I =T AL, V¥ —VOBEHOHMHIND v v — T EH
AR—=FEEUTIEHY £FEA (FXOS TiL, MGMT, management0 ® X 9 724 H THR RS
WET) .

s RDIEHREHBELET,
CIDTNAADA U H—T A A 1d
EHA LA —T 2 A AIPT RLRERXYy VU= RS

e = A IPT KL R
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FIE

RFYT1 EX2UF 4 —E R E— REBEHBLET,
scope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

ARTFYT2 TV Ir—ar A VAR ADA A= "= g VBB ELET,
a) fHREERA A—VEFRLET, AT HINN—Va v BEE2EZIHDET,

show app

51

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) EX2VT 4 EVa— NPy Zny MIHEHHEZRELET,
scope slot dot_ID
dot_id /%, Firepower 4100 D& L% (2 1. Firepower 9300 DAL 1, 2. £721%3 TT,
1 -

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

o) TV r—vary A AU AEERLET,
enter app-instance asa device_name

Device nameld, 1 ~ 64 XFOFHTHETEET, ZOA VAKX U ADRBT A 2 %
BT B & &I, ZOT A ZRLEHHALET,

&1

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) ASAAA—UN—=U g ERIRLET,

set startup-version version

B #ETsqr
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1 :

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) Ay hE—FREKTLET,
exit

1 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) T L Tssa®t— RiZLET,
exit

51 -

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

AT9 T3 RET AL AEERR L E T,
enter logical-device device_name asa dlot_id standalone
BNBML7=7 7V r—a v A v A% & LR Udevice nameZ (i L £,
£

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

ATV T BHALHE—T 2 A RET—HF A B —T oA ABHHT AL RZEID Y TES, KA X —
Tz A AR LT, PIEZEY KL ET,

create external-port-link name interface id asa
set description description
exit

e name : = O44 L Firepower 4100/9300 ¢ — 3 A—/S— A P2 Lo THEH SN E T,
THULASA ORETHAT DA v X —T = A AL TIEH Y THA,

e description : 7 L—X &SI HF (") THA, AX—2AZBIMLET,
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ATy T5

RETACZ |

BHA L H—T A A \Vk%vﬁﬁf%ﬁkiﬁﬁwi?<ﬁA®f%54V?*7I
A 2ZEBTHMNILTHEELET, ZHU2iE, IPT RFLADOERELEENET,

1 -

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

BHT— M AT v ERERELET,

a)

b)

<)

T—RANT T F Tl NEfERRLET,
create mgmt-bootstrap asa

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= E—R (=T y R FIX T AT LU b)) 2ELE
ﬂ—o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=RTIE, 71 AFIRy NT—=INOL—F Ky T LRI SnET,
TAVTETIRA VB =T oA RFE R LY TRy b EICHY 9, —FH, FT AR
TV N 7747 U4 —/E, [BumplInThe Wire] £721L (AT VA 77 AT 04—

V] DEIITHERETALA Y277 AT U4 —LTHY ., BEHINTZT A A~D)L—H
/—\1:‘)7D<E LT n:u;&éhjz'ﬁ-/\/

T AT AV E— RIIPHRERICOARELET, 7— MR N7 v 7 ORE % HiE
AT 28546, ZoOREIXMEHINLERTA,
1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & A F—T )N RRAT— REHEELFT,
create bootstrap-key-secret PASSWORD

set value
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d)

z2avr7ovasanen [

EDANJJ : password

EDHERR : password

exit

1 -

FHRRE STV D ASA FHE 22— B LS 2 —T /L NAT— R/ A T — RO

RN D £, FXOS T 7 B AN TE D56, BHE 21— AU FaEhiz L &I
Uty hT&EET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EBA B —T = A ADBREEATOETS
create ipv4 dot_id default

set ip ip_address mask network _mask

set gateway gateway address

exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HHA VX —T =2 A AERELET,
create ipv6 dot_id default

set ip ip_address prefix-length prefix

set gateway gateway address

exit

51 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipvé6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #
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ATy IT1

) BHEHT—MANT T E—RERTLET,
exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERFELET,
commit-buffer

Yy —viE, BELLEY 7 MU T A=V arEFyra—RL, TS ar A VA
VAWLT = RA NGy TRELERA AT 2 A AREE T v 2T HIET, BT A
A%B AL ET, showapp-instance =~ REEH LT, BEOAT —X A %R LE T,
[Admin State (‘Z"¥RIRTE) ]72° [Enabled (%) ]C. [OperState] 25 [Online] D355, 77V 7r—
VaY A VAL CAFFATRTHY | EHTE HREIC/m o TOETS

% -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

X2 VT4 R —OREEMET DL, TASAFREN A K] 28R LT IEEN,

1

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
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FMCDR%Z >

mcozs> k7orFonen [

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

7 02 FTD MiEN

AL RT 0y O T S A%, M E IS TRA TV T 0 AT CTEELEYT, ¥
Botx =2V T TV a—/VEHEHT D Firepower 9300 Tlx, 7 7 AX £/ IZAL L RT R Y
TNRAZADNWTNNERBTEET, 7 I7AXFITRTCOEY 22—V EFHTILERDH DT
O, 22X 2FVa— NI TRAALEE-DRAZ L RT TR 2% ) L MBEDED
ZEETEEE A,

—HDEL 2= NV THEAT A TAVAZ L AEHA L, TOMOEY 22— Tar st A&
HURAEBFERTEET,
1R BHEIIZ

BT S, AERT AT TV r—2 g v f A=V % Ciscocom N H A7 ra—RKLT,
Z DA A— % Firepower 4100/9300 > v — ([ZX 7 —RKLET,

N

(GE)  Firepower 9300 DA, R HT7 SV r—ra 247 (ASA K
LOFTD) 3% —3HNOMA DEY 2 —Af VA F—/LTX
F79, BEOEY 2— Tk, Bedb A \—Ta 077 r—
VAV AVARUA RS THFEITTEET,

WERT NA A THHT 2HHA v F =T 2 A AZRELE T, BEHA v F—T = A 2D
BT, ZOEHA U F—T = A, Yy —VOFERORIMHEND > v — R
AR—hrEFELCTIEHY £EA (FXOS TiL, MGMT. management0 ® X 9 724 R THRR S
nNET) .

BT =2 A F =T A APOLEBEFGHCTEES, 2EL, T FEHEERICL
TR THEHAT LI PENRVGETH, BHA UV H—T oA ZAimBlT /A AZED 4 TH
VERH Y 9, FFEMICHOWTIEL, FTD =2~ KU 7 7 L A® configure network
management-data-interface =~ > RZZB L T LIy,

cF R LB I ODTF =R EATDA LB —T 2 A AELRETAHALERHY FT., 4
TS LT, §XTCOARCEIDIT T 47 (Web A X hpd) ZiES
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wETNIZ |
B coxs> rro mooem

firepower-eventing f % —7 = A A H{ERRCE ¥, MO OWVWTX, F ¥ —T7 = A
AZAT ] ZBRLTITZEN,

e AVTFAUALZURIKI LT, TIAN DT T s ANEERLRWNESIX, 2T
FAUAB LR YA T T A NEBINIES T Y —A T a7 v A )L EBMLE

kR

s AL T A UARUADIGE, O T T A VAR A A A M= T BRI,
TAARAIBIELWT A —<y MIRDHIHICEXF2 VT 4 BV 2V VY ZHEY)
LT 2HERH Y 7, BEFOWREET A ZFHIBRENTH LT S AL LTHA >
A R—=LENDTZD, B—HADT TV r—a VRERTRTRbNET, XA T 47
AVABZ U AZ AT FTA VAL ATEEWZ DGEIE, WICAAT A TA AL A
ZHIRT AMERH D T, RAT A TA LV AZ L Ry T A o AX 2 A HEIIC
BATTHZ LT TEEHA, IOV TL, X2V T 4 BV 22—/ ¥ U ORH)
Wb EZRL T EEn,

cROEHRAEHRELET,
cZDTNRAADA B —T = A A 1d
CEHALH =T A AIPT RLAERYy NU—F v R
e —hFTUxAIPT7T FL R
* FMC R L 7= IP 7 R L A/NAT ID
«DNS H—"DIP 7 KL %

* Firepower Threat Defense 78 A2 b 44 & R A A 4

FIE

ATFYT1 EXa2 VT4 —E R ET— REELET,
SCope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

AT w72 4% Firepower Threat Defense /X\—3 5 > DTy Ra—W—F o 2K EICFRE L E
T ZOFIEEZFATTLHMNERH DD, %4 T 53— 2 VOEULAIZEEZFE L TR0
a DB TT,
a) EHFRERAA—VERRLET, AT OINN—Va VB FE2EIRHOET,
show app

1 -
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WETINAR

b)

d)

mcozs> k7orFonen [

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

HHEA A=V R—=D g VIHRELET,
scope app ftd application_version

51

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

T4 AT ELET,
accept-license-agreement

1

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

REZRIFLET,

commit-buffer

1 :

Firepower /ssa/app* # commit-buffer
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Firepower /ssa/app #

e) KTLTEX2 T4 —ERE—FREBMBLET,
exit

51

Firepower /ssa/app # exit
Firepower /ssa #

AFYT3 TV =g AV ABANTGA—=F (A A= "= g 0 %Et) ZRELET,

a)

b)

B #ETsqr

aVThA AL ADEAE, HHWRERY YA T u T AV EFRLET, T
T ANEBINTEEAIE, VT T A AKX R V=R T a T A )VEIBIN RS
LT &N,

show resource-profile
HRT27a 7y ANAEEZREDET,
fi

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

X2V T BV WYy Any MIHEBHEZERELET,
scope slot dlot_ID

dot_id X, Firepower 4100 DAL T 1, Firepower 9300 DAL 1, 2, F7/21L3 T
R

1

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—ay A RE A EERR LE T,
enter app-instance ftd device_name

Device namelx, 1~ 64 LFOFIFATIHETEE T, ZTOA U AX U ADOFHHT N A A
AR T DL XL, ZOTFT A AL EHERLET,

1

Firepower /ssa/slot # enter app-instance ftd FTDI1
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d)

2)

mcozs> k7orFonen [

Firepower /ssa/slot/app-instance* #

ATFTAVAZ U ADGET, AT T IV = a AV ARB AR T R
RUELET,
set deploy-type container

AVTFA VAR VATIE, BXa2 VT4 BV 2= VDY = ADY Ty
MRt A, EEROaTFA VAR A EA VA= LTEET, IAT 4T
A VABZ AT EF 2T 4 B2/ DT RTHY V—RX (CPU, RAM,
BLOT A AVERE) 2HEHT L0, XA T AT AL AZ U AZ 1 DDHRA VA R—
ILTEET,

WMEDRTFHRIZ, A VAZ LV ASALTEERFTHZLIITEEYAL, T2V NEAT
1% native T,

1

Firepower /ssa/slot/app-instance* # set deploy-type container

AT AVAZ U ADERE, VYA T T A VERELET,
set resource-profile-name name
DT Ty A NAIETT TITHFEL TV DORERH Y £,

BCSIEISERYV Y —RAT T 7 ANEENDYUTHE, A A ANRT B— RI{L,
ZOBMEIZHKIS DD T ERH Y FT, LS, TRA T YT 4 T OAE
W2y B A ADY )—A T a7 7 A NEEDETHEET, TRXTDOA DY A
ANFELTHHI L ETELHRETRHERLTIEIN,

1

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

Firepower Threat Defense 4 A —/"\—2 3 VARE L ET,

set startup-version version

EULA IC[AIET 5 & I ERROFIRTAE LIZN—Va VB EE AT LET,
fi

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

ATF A VAZ L ADEEIX, TLSHSLT 78T L —va a4 X —T )V E T
F4—T M LET,

enter hw-crypto

set admin-state {enabled | disabled}

exit

#ET 12 |}
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ZOREIZEY, "= R =T DOTLSKELT 77 L—2a UREITR D, FFEH
ATDRNT T4 w7 ONRT =< ANMELET, ZOKIEXT 74V T, F—7
Mo TWET, BF a2V T 4 ED2a— LT EITHRR 16 DA A X ZIZHONT
TLSK LT 72T L —va U EZADNITEET, ZOWETRA T AT A AX A
TV AR—FENTHERFA, _0)/( VABRUAIZEID B THR TV AN R = TR
LV Y —ADEIG &2 FRT HITE, show hw-crypto =2~ RE AT LET, N—T 3
2 L0, FXOS27UBETHAESNA TLSH ST 787 L —a v XA 7L T
3

1

Firepower /ssa/slot/app-instance* # enter hw-crypto
Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit
Firepower /ssa/slot/app-instance* # commit-buffer
Firepower /ssa/slot/app-instance # show hw-crypto
Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

A2y b = RFEETLET,
exit

1 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(fE&) Firepower 4110 F 7213 4120 ® Radware DefensePro 1 > A % > A B L £ 7,
DD, BT AN ADIERANC T 7V r—va v A VAR R EERT D LR
BZH Y F9 (RadwareDefensePro (Z 2> 7 A LV AX LV ATHR—FSINTWERFA)

enter app-instance vdp devicename

exit

FlrepowerThreat Defense 7 7"V r—va A VAZ L AZ—FT D K 512 device_ name &
RELET, @7 A ADOFKEETET L6, %l T Firepower Threat Defense iR

/\4’ A& LT, ¥—EAF = — 2 WNIZ Radware DefensePro 7 = L' — X X ET D &

HRAHDFET, RAX L RT7 a2 OHPT /A 2 TO Radware DefensePro D% E (97 ~=2—
V) &, FlE4 DL LT ZEN,

1 -

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

BT L Tssa®t— NIZLET,

exit
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1

Firepower /ssa/slot* # exit
Firepower /ssa* #

51

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

IMELT N A R EAERL L E T,

enter logical-device device_name ftd slot_id standalone

BNZBML7=7 7V r—a v A v A% % LA Udevice nameZ i L £,
11 -

Firepower /ssa # enter logical-device FTD1l ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LA =T oA AT —H A HZ—T 2 RAEFHET A AZEY B TET, KA F—
T oA RIx LT, FIRZ#EVIELET,

create external-port-link name interface id ftd
set description description
exit
« name : Z D44 |illE Firepower 4100/9300 > ¢ — 3 A —/N— A F|IZ Lo THEH I E T,
Z UL Firepower Threat Defense DX E CHEMT o4 L F—T7 =4 AL TIEH Y £H A,

e description : 7 L— X% 5| fF (") THHA, AX—RZBIMLET,

BEA LA —T oA AF, Y —VEHR—-FEFRRYES, BT, FMCTT—4 A V4 —
T A ZAEAMILTHRELET, ZHIZIFXIP T RLRADOERELEENE T,

AVTF A VAR VAT LR RI0DT—HEFA U H—T 2 A REEID B THZLENTE
¥, ¥, KT HEEAN X =T oA RT, AR GEOa T 4 AKX AIZEID Y
THZLENTEET,

&1

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd

#ET 12 |}
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Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

U7 REDORBz AL ET,
set link state sync enabled

v —3 TlX, Firepower Threat Defense BIfEY > VIRfEAE T — 4 A L 2 —T = A4 ADYELY
JRIELFWITE L LI/ F Lz, BfE, FXOSEELRIEN T v 7 C, WY 7 RERN
Ty T THLHRY, A HF—T A AXT v IRREIZ/ Y £, Firepower Threat Defense 7 7
Vor—yarv A4 ¥ —"7xA ADOEBRBIIZE SN EH A, Firepower Threat Defense 7> & D
RN 22 WEE X, 72 & 21X, Firepower ThreatDefense 7 7° VU 77— a VR RIIA T A
WZIRDENS, T—HA B2 —T A APRYERIZT v T IREEIZ/2 5720 | Firepower Threat
Defense D v v MU UBIEHE G LIXS < OIET » 7IREBO E 225 ATtk dH v E
To ATAEY FOBRE, ZOREBOR—FITEIV ATy R Rr Yy TENDLZLBHY
£9, ZAUL. Firepower Threat Defense 23LEECX 5 X 91272 D ATIZANHE/L—H 2% Firepower
Threat Defense ~D N7 7 v 7 OFEEEBT D ENBH DD TT,

ZOMREIXT 7 4V FTENIZ /o TRV FXOS OfEET NA AT LA TEET, =
DOHEREIL, BHSCV TRAA R EDIET —H A v F—T A ATITHELEFE A,

Firepower Threat Defense D U & 7 ARBED R ZHNT 5 &L, FXOS DA »F—T = A AD
[— B RJARFE (Service State) ] 73 Firepower Threat Defense D Z DA ¥ — 7 = A4 ADEFELR
el snEd, 7=& xIX. Firepower Threat Defense TA ¥ —7 = A A% ¥ v hE T
T 5L, —E RREBIL [#S) (Disabled) ] & #&/RSHE 7, Firepower Threat Defense 7 7 U
r—varivxy MU UTHE TRTOAL 2 —T = A AN [ (Disabled) ] &R
ENFEFT, "N—RU=T NS RAR A H—T A ADYA . Firepower Threat Defense T >/
A =T 2 A A EREORWNTY vy N T T25 & —E XREED [#%) (Disabled) ] 12
BREXNFET, 7272 L. Firepower Threat Defense 77U 77— a > Dy % v kX 07 L fthd
V=V LSOV Yy MDY (BRATRE) TE A F =T = A ARTIIHEDRIRGE
ZAHERFL 7

Firepower Threat Defense D U > 7 IREED R 2 Whic 35 &, b —ERREIZFEIZ [BERD
(Enabled) | & RSN ET,

GE) ZOMRRIL, 7 TAZ VT aryT A AKX A F21% Radware vDP T =
L—& Z{iH9° % Firepower Threat Defense Tix ¥4 — h I EH A, ASA TixH
R—hSNTWERA,

A H =T oA ADBEDF—ERIREE L DX v OB %K/~ 5121%, showinterface
expand detail =~ K& AL ET,

1 -

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink

Firepower /eth-uplink* # scope fabric a

Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

B #ETsqr
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Port Name: Ethernetl/2
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Up
State Reason:
flow control policy: default
Auto negotiation: Yes
Admin Speed: 1 Gbps
Oper Speed: 1 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Service State: Enabled
Last Service State Down Reason: None
Allowed Vlan: All
Network Control Policy: default
Current Task:
<. o>

EHT = AT T RIA—FEHRHELET,

INHOREIT. MIHEARN, £33 7 4 RFZ U A ANY T, @Eo@EATIE, BT
TV — a3 CCLIREDIFLEAEDEELEETXET,

a) T— b ARNT T AT PEERLET,
create mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) RATATALAZLADEG, v R—V %% FMC IZRE L E T,
enter bootstrap-key MANAGEMENT_TYPE
set value FMC
exit

FIAT A TA VAR AL, v F =% ELTOFDM b AR— L TWET, @wmET
NARERB LRI X =V A T HEETH LI TEETA,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value FMC
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

¢c) FMC%EHTHIPT FLA, RA M, F7ZIINATID ZfRE L £,
WONWT NN ERELET,

LESACES
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« enter bootstrap-key FIREPOWER_MANAGER_IP
set value IP_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
« enter bootstrap-key NAT_ID
set value nat_id
exit
BHEIL, V=T 4 7 EFEOW GO R THE G OIP T R A Bk —fF&) PHE
THo FMC AT /S ADIP T RVAZIEEL, T7/3 ADFMC D IP 7 K L 2 &2 4]5E
LET, 27ZL, IPT FLAD 1 DDHB D> TWDGE Ob—T 4 7 BRI &/
FR) X, wAIOEERICEEE M. L CIE LW — 2 RBT 572012, #Eom
N~ DO NATID ZHEET 2 4EHH Y £9, NATID & LT, 1~37 LFOEEDT

XA MLTFINEZIRECTEET, FMCE LT A AT, PIHIGEOFRGE L KGR EIT D
72012, BEEF—BLXONATID (IP 7 FLATiEA<) ZEHLET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

FIREPOWER MANAGER IP

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7ATUA—NLVE—F (V=T ) FX TFF AT LU b)) 2HEELE
‘g‘o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=FTIEZ, T RERy NT—=TNOL—F Ky T ERBENET,
N—=T 4 TEATORA L E—T = A ATR R DY 72y P EZHVET, —FH, b7
VAT LN 77 AT U4 —E, [BumpIn The Wire] 721X (AT VA 7747
TA—I] DEIHEETDLA Y2 T 7 AT 7 4—NAThY ., BERSNET A 2~
DN—2 Ry 7 ELTUIRRE SN ET A,

T7AT U —E— FIIWHREFFICOARELET, 77— b A N7 v TORELFH
AT 256, ZORETEHIIEE A,

fi
Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
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Firepower /ssa/logical-device/mgmt-bootstrap* #

TNAZEFMC L ORI THET DX —2HELET, ZOF—DNATL—XE, 1~
37 CFOHIPH TEINTE £, Firepower Threat Defensez 18195 & &2, FMCIZ[R ©
F—2 AN LET,

create bootstrap-key-secret REGISTRATION_KEY
set value

D ATT : registration_key

EDRER : registration_key

exit

fAi :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

BHIEDNRAT — REEELET, 202U — RKit, B#Ha—PF—0 CLI 7 7 & A2
EHINET,

create bootstrap-key-secret PASSWORD
set value

fEDANJ) : password

fEOHEE : password

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FEREMARA M EBELET,
create bootstrap-key FQDN

set value fqdn

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdl.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS #—="—Dh < XEY U X b ZiHEL £,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

7o & 21X, FMCOKR A N ZHET 5854, Firepower Threat Defenseld DNS Z i ] L &
TO

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

MR RAAL DI~ KGN VX FEHELET,
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

EE) v 7T A AZ ATk LT, Firepower Threat Defense SSH & v ¥ 3 > Cx
FANR—FE—FZHFALET, THXFANA—FE—FTIE, GERIN T T 2—T 4
> 7'IZ Firepower Threat Defense v = V67 7 B A TX £ T,

create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit
eyes : SSHE v a b ZDar7hA UV AZ LV RAZEET 7 EAT Ha—P—
N, TFAN—NE— REBHTEXET,

eno: FXOSCLI MO Ay T A VAR L ALT VB AT Ha—F —DH)N, =F A
N—hE— RF&fthc&E ¥ T,
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T7ANETIR AT IA L RZ L ADEE, X ANR—FE-REHEHTE 5003
FXOS CLI 2> Firepower Threat Defense CLI |27 7 E A § 52— —7217 T3, Z Dl
BRIZ, A AL AMOREEERECT G, 2T T A U AS L ADRITHEA ShE
T ~=a T VOFIETRD b7c%E . F 7213 Cisco Technical Assistance Center 7> & 3K
DONTEHEDHR, =X AN—F T—RF2EHLET, Z0F— FE2mT 51213,
Firepower Threat Defense CLI C expert 2~ R&fEH L £,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
PERMIT_ EXPERT_ MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 FHA VB —T 2 f ADFREEITVET,
create ipv4 dot_id firepower

set ip ip_address mask network mask

set gateway gateway address

exit

fi

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HERA L H—T =2 A AERELET,
create ipv6 dot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT — R NA NG ET— RERTLET,
exit

1

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERIFLETS,

commit-buffer

Yy —UE, BELEY 7 by 2T RA=VarEFyrn— KL, T r—var A AH
VAT = FARNT O TRELEHA LA —T A AREE TS v aTHI LT, TS
A &AL E9, showapp-instance =~ > R&EMH LT, BOAT—X AR LET,
[Admin State (G5PRIRAE) 173 [Enabled (%) ] . [Oper State] 23 [Online] DIGE., 77U &r—
arvAVAZRTETHTHY, FHTEOREIZRSoTWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

Firepower Threat Defense Z & X R T /A4 2L LTEML, EX =2V T 4 R > —OfKE % B
T AL, FMC 2y 7 4 X al—vay A REZRLTIZEN,

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container

Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

B #ETsqr
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Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

FDMDODX%2 2 F7RAVFID ZEMLET,

FDMZAAT A TA LV AZ L ATHERATEET, a0 T F AV AZ A FTHAR—FEIRTW
FH A, AF LV RT O OMET S, AL, BMEIEIANAS TXA T80T 0 X7 TEIEL
i‘ﬂ‘o

1R BHHIIZ

CERERT N AR T AT SV r—va A A—T % Ciscocom N H A 7 — K LT,
Z DA A— % Firepower 4100/9300 > v — ([ZF¥ 7o — RKLET,

)

(GE)  Firepower 9300 DIGE, B2 p 7 SV r—T a2 47 (ASA B
LS OFTD) Z3 v —YHNOlA DFEY 22—/l Af VA h—/LT&
7, BEOEY 2—VTlX, BEdr\—Ta o777 r—
YAV ALVAR LA XA THEITTEET,

FRERT N, ATHHATAEEA A —T 2 A AERELET, BHA LA —T = A ADW
BT, ZTOFHA X —T A AF, Vr—VOEBRORMFEHIND Vr—EH
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A—RrEELUTEHY FHA (FXOS TiL, MGMT, management0 ® X 9 724 R THR RS
WET)

cFEl, MR EB 1 DODT—F XA TDOA B —T 2 A AERET LLERDHY £7,
c KOEREHABE L LT,

c ZDTNRAADA v E—T 2 A A1d

EHA LA —T 2 A AIPT RLAL Ry NU—T <R

= VA IPT RL A

«DNS H— "D IP 7 KL %

*FID R A MG & RAAL U4

FIE

ATFY Tl EXx2 VT4 — R E— REEBELET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

AT w72 4% Firepower Threat Defense /X—3 3 DTy Ra—W—F o 28K EIZFRE L £
To TOFIEEZETTDLERDHLDIT, FZET 53— a VOEULAICEZRE L T

BaDHRTT,

a) MEHARERAA—VEFRRLET, BT —Va B SLEIHOET,
show app
11

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #iHEA A —UN—Va VIIRELET,
scope app ftd application_version

&1
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Firepower /ssa # scope app ftd 6.5.0
Firepower /ssa/app #

o) TAEBUVAENICFELET,
accept-license-agreement

51

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]
Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #
d) REZRMFLET,
commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) MTLTEX=2UT 4P —ERE—REHIBELET,
exit

1 -

Firepower /ssa/app # exit
Firepower /ssa #

ATFYT3 TV Ir— g AV ABLADA A= N—= g VEARELET,
a) X2 VT4 BV a— /Yy Any MIRHEZRELET,




HEF AR

B ovoxssrroomEemLES.

b)

d)

scope slot dlot_ID
slot_id i%, Firepower 4100 DHA 1T H 12 1, Firepower 9300 A1 1, 2, £721X3 T,
11

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TFVr—var A AR AR LET,
enter app-instance ftd device_name

Device nameid, 1 ~ 64 XFOFHTHETEET, ZOA VAKX LV ADRBT A 2 %
BT D L &I, ZOT A 2L EHHLET,

&1

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

2L

Firepower Threat Defense £ A —/\—Y 3 VARELET,

set startup-version version

EULA IZ[FET 2 L S ERROFIETAELIEANA—Va v FEEE AN LET,
1 -

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Avy M E—REKRTLET,
exit

51 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

({L:&) Firepower 4110 F 7213 4120 @ Radware DefensePro f » A ¥ > A ZBAEK LET, &
DT=DOIZIE, BT A AMERROFNZT TV r—a v A VAX U ABRERT 20BN B
DET,
enter app-instance vdp devicename
exit

Firepower Threat Defense 7 7' ) 77— 3 A VA X A Z—8F 5 &L 9 IZ device_name % 7%
ELET, BT NA ZAOREXT T Lo, KW T Firepower Threat Defense fmB7 /3 A
A&EH LT, ¥—EAF = — > NIZ Radware DefensePro 7 2 L' — ¥ Z iR ET DML E N H
NET, AX K70 rOi#T 731 A TO Radware DefensePro DX E (97 X—) %,
FIE4 P LTITES N,

i
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Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) T L Tssa®t— RiZLET,
exit

51

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.5.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

LT N A 2 BB L E T,

enter logical-device device_name ftd dot_id standalone

PIENCBM L7277V r—3a A v A X A LA Ldevice nameZ il L £,
1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LI —T oA AT =AU H—T 2 ABHET NA ZZEY Y TET, KA F—
Tz A RIR LT, PIEZEYIELET,

create external-port-link name interface _id ftd
set description description
exit

* name : Z O£ Hi[IX Firepower 4100/9300 > ¥ — 3 A —/S— A FIZ Lo THEHINE T,
Z AU Firepower Threat Defense DR E CTHEMT 514 o Z—T = A AL TIEH Y £H A,

« description : 7 L —XZ 5| fF (") THA, AX—A&ZBMLET,

BEA LA —T 2 AL, VU —VEBIR— R TR ET, 5T, FDMTTF—4 A L ¥ —
T oA AZBHILTRELET, ZHUTIIP T FLADORELEENET,

1 :

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd

#ET 12 |}



HEF AR

B ovoxssrroomEemLES.

ATvT6

Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

U7 REDORB AL ET,
set link state sync enabled

VX —3TlX, FIDEMEYD v 7 REEEZ T — 4 A VA —T = A4 ADWEY 7 IREEL R TE 5
X970 £ L=, BIfE, FXOS BHEURIEENT v 7T, WHELY 7 IRENT v 7 THDHIRD |
AH =T 2 A REIT v TREIZRVEST, FIDT 7V r—var 40 F—T x4 ADEH
REEIBE SN ETA, FID ORIV WAL, 722X, FID 77V 7r—va Ui
SERICA L TA VNTIRDAENT, T—H A L H—T = A ANWEINCT » IRRBIZ /25720 |

FIDDO Y ¥ v N0 UBEHND LIRS OMIET v REO E F I b7 geEnH v £,
A T4y hOBFE, ZOREOR—KIZEIV X ry "R Rey7InNsZ 30 £
T ZHUL, T AP TE D LD IR DRI —FZ BNFTD T /XA A~D 8T 7 (v
I ORGEERMTHZENHHTZHTT,

ZOMREIXT 7 4V FTENIZ /o TRV FXOS OfET A A Z LA TEET, =
DOEREIX, BHESV TAX R EDIET —H A U H—T oA AT ELEEA,

FID DV > 7 IREDRAZGINCT D L. FXOSDA ¥ —T = A AD[H—E AKEE (Service
State) ] FTD DZ DA ¥ —7 = A4 ZAOFIRE L AB S E T, 72& 21X FID TA ~
B =T oA A yy N TLE F—ERREIX [ (Disabled) | & RS E T,
FIDT 7V r—ara vy MU THE TRTOAL o F—7 = A A% (Disabled) ]
CERENET, N—FRU 2T NS RAAL L H =T 2 A ADEA, FID T X —T = A A
EEBEOHMTY Yy MU T5 8, —ERRIEN M%) (Disabled) JIZFRE SAVET,
72120, FIDT7 U —var Oy xy MU Moy — L-_vDy v v XD (B
BATRE) T, A v X —T =2 A AXT XA RIREEHERF L F7,

FTID ® VU > 7 RIED R A2 N T 5 & —ERRIBILFIZ (%) (Enabled) ] & RRSH
£7,

GE) COEEIX, FIoARZ ) VT ar Tl A AKX A, F£7213 Radware vDP T
L—& Z T 5 FTD Tl — b SivEH A, ASA TlEHAR— S TnER
/\Jo

AU B =T oA ADBEOY —E IR L FBED X T OB A2 FRT 5121%. showinterface
expand detail =~ > R& AT LET,

1 -

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

Port Name: Ethernetl/2

B #ETsqr
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User Label:

Port Type: Data

Admin State: Enabled

Oper State: Up

State Reason:

flow control policy: default

Auto negotiation: Yes

Admin Speed: 1 Gbps

Oper Speed: 1 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:

Service State: Enabled

Last Service State Down Reason: None
Allowed Vlan: All

Network Control Policy: default
Current Task:

>

EHT = AT T RIA—FEHFHELET,

INHOREIT. MIHEARN, £33 F 4 RFZ U AANY T, @Eo@EATIE, BT
TV — g3 CCLIREDIFLEAEDEELEETXET,

a)

b)

T— b AT T FT =7 NEERLET,
create mgmt-bootstrap ftd

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

FATATA AL ADE SR, v 32—V v &2 FDMICREL £,

enter bootstrap-key MANAGEMENT _TYPE

set value LOCALLY_MANAGED

exit

RATATAVAZ LA, v 2=V ¥ L LTOFMC 948 — L TWET, FT A
ARAEREBLIZRICY R =V AT EEETHI LITTEERA,

15'] .

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BIEDNAT — REBELET, ZO/NRATU— FiE, FHa—WF—0CLIT 7 & A2
Hanxd,

create bootstrap-key-secret PASSWORD

#ET 12 |}
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d)

set value

fED AT : password
EDOHERS. : password
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

SEREMAA MM ATRELET,
create bootstrap-key FQDN

set value fqdn

exit

B -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS == B o~V U 2 MERELET,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

MR NAL DI ~KEIY U A MERELET,
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

B #ETsqr
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cisco.com,example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

g) IPVAEHA X —T =2 A ADFEZITVET,
create ipv4 dot_id firepower
set ip ip_address mask network mask
set gateway gateway address
exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

h) IPV6 EHA X —T oA AEFHELET,
create ipv6 dot_id firepower
set ip ip_address prefix-length prefix
set gateway gateway address
exit

1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) BHIT7— P AT T E—RERTLET,
exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERGTLET,

commit-buffer

VXY=, BELEY 7 b T A=V arEFyra— KL, TV r—var A VARH
VAWLT = FA NG TRIEEEERA A —T oA AREE T v aTHI LT, BT A
AZEANLE9, showapp-instance =2~ > REHEH LT, BEOAT —X AR LET,

#ET 12 |}
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[Admin State (& BLIKAE) ]7% [Enabled (%)) ]1°C. [OperState] 2% [Online] D3GE, 77V 7 —
A AVARZ L RTFEITHTHY, FHTEDREIZ > TWET,

1 :

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

X2 VT 4R —OREEMHDDHITIE, FDMDO a7 4 Fab—v gy 4 RS L
T<fiéb\0

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.5.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com

B #ETsqr
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

INA TRASEY T4 RXRT7DENM

&
ATvT2

ATvT3
ATy T4

FTD £ 7213 ASA A T_ATEU T 4 (Tz—AA—_"—E (TN ET) 1L, FXOS TiE
BT TV r—=va b WTRESNET, IEL. " TRATEYT 4 DV v — v & T
HI21E, WOFNEEZRL T I,

1R BRI
INATRAZEY T ¢ OB LFHESRMA (18 X—) 2L T EEN,

FIE

BRELT A AZR—DA o H—T = A AZEY B TET,

Tx—VF—nR_R—= Vo7 2T = V71 DFRE200F—F A —T oA A%E|
DYTET,

INBEDAHE =T oA AL, 20D —LYDETNNA TXATENT 4 N T T 49T &R0
WY LET, SAaShic7=—A A==V 7 27—k V2 7IiTid, 10GB DT —%
AVE—T oA AT HZEEHRLET, SRS VF—T A ARHDL5GE. B
D7 z2—NF ==V F e RXTF—hF Vo7 BERATEET, A7 —F U7 03NEEDO K
Yer e LET, 72— A== VT ERFIAT— N VO TIZEREA T DA H—
Tz A REHHATHZLITTEERA, ARy NTV—7 BT A N ETCHMOT A A% T = —
WA= f VB =T 2 AA 2L LTHERETIC, vy —RTAAL v F 2T 52 & 258
HLET,

AT TA AL ADEE, T VA== I HOT =S FA =T = A ZTY
AR—hINTWEHA, BlA ¥ —7 A AE L EtherChannel TH 7 A > ¥ —7 = A A% AE
L, HEALVAZLADY T A H—T 24 AZE VKT, To— A== 7L LT
HRT 2L a2BEO LET. ALBOTRTOI TS I =T 2 A% T 2= VA==
VI ELTHERTAOMERSH DL LICEBRLTLESY, DIV TA L H—T o A% T = —
NA—=N—=V o7 L LTHRT 5T, o740 ¥ —T x4 2 (FT23BIA v F—T7 =
AR) BBREOT—HALH—Tx2A AL LTHATHZLIITEETA,

WHLT A AT TR T E ) TR LET,
N T AL TEY T 4 A LS TA v =T = A REERT D UER D BHEIL, B
WAL U NAEETERZRIT LTINS, 777 4 THRETELZFETLET,

LESACES
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P 2 AZMEM

ALY T EMMATLE, BEOTNAA AT NV—T L TIOORIT NA AL T 5H T
ENTEET, 7 I7AFT, BT A 20T XTOFENE (BHE, Xy NV —27 ~DOfH
x5 —1H T, BT A AL > TERWAL—Ty MBI WLEMELZ#EK L £3, Eo
E Y a— V&G e Firepower 9300 /X, 1 DD ¥ —YHNOTRXTDED 2— V&2 T T AT
N—=TFT D, ¥ —VWNITFRAXZY T EYR—bLET, BHEOVYy—TEELDTY
W=D, =R ITRAZY T BEHTEET, vy =T T AZ Y T
Firepower 4100 'V — X7 PO —F T 2 — )L T A AOMW—D AT 9 L TT,

GE)

HEF AR

ASA DA, FXOS TA v 4 —7 oA AZHIRT D E (Rl ziE, *v hU—7
FY 2 —/LOHIEE, EtherChannel DHIER, F721% EtherChannel ~DA > ¥ —7 = A
ADFEIN YT E) | RERHEEZITO ZLNTEL LT, ASARRETITLD
gy RBMEREEESNE T, RENPDLA UV F—T oA ZAZHIRT D L. IEEVEEEN
H2AEEMER H D 9, ASAOS DWW A ¥ —T = A AFKEILTENCHIFR T &
7

Firepower 4100/9300 > v+ —> DI S XA 1) U JIZDWLNT

Firepower 4100/9300 > ¥ — 3 |27 7 A X ZJBEHT 5 & I TORENEITSNET,

CFATATA VAR ADT FZAZ Y TOGEE 2=y NEBERDO I 7 A ZHI#HD

7 (FT7HNVIDOR—F ¥ 1/ 48) HIERRLET,

TNTA AR AT TR T DOYE 1 DU LD T A% % A 7D Etherchannel T
YTAH—T oA AR FRHETDMNERDY T, KA AZX LRI, MEDY

ALY 7 DLETT,
X —YWNT T AHZY 7Tk (Firepower 93000 %) . Z DV 7%, 7T AKX iE

I

Iz

il

Firepower 9300 /N 7 7' L— 2 i L £ 77,

X — U7 T AZY 7T, vy — Y MaEE M IZ Z O EtherChannel (2B A 2 & —
T A AZFETHO Y TOHLENRDY £7,

TN —va v NDITFTARX T— A NIy T a7 4 Falb— a2 ERLET,

I TAZ BRI HE, JTAZLL VT AZHE) A =T 2 A A BLOED

MDY T AFREEGLR/NBEDT —NA N T v T a7 4 Falb—valrRNyry—v

A=A P EFa=y MIH LT Ty vadNET, V7 I7RZ) VI REE AR~
ARXTHEE, T— ATy a7 4 F¥al—aro—id. 774 — 9 vHN
Ta—PRRETEET,

ARV RAUE—=T 2 A AL LT, VITARRIIZT—F A E—T 2 AZFD Y TETS,
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F54%yazyreenosy 1=y rogs [

T2 A ADERDEY 2 — /M N T T4 v 7 hn—RNT v 735 HICHET
EtherChannel 77 / u ¥V — % HT 5728, ARV RE—RTEHOLWPLZA TOT—X
AVE—T 2 A ADPKERELET, vy —H 7 TRAZY T TR, T RTOT—X A~
K —7 = A ATA/X K EtherChannel ZffifH L ¥ 7,

Y

GE) BEHA L HX—T oA AUSNOELE DA B —T = A AT HR— |k
SN TWVWERA,

B LA =T 2 AA R TARAARNDTRTO=y MIFEBELET,

T547) 2z béEtvhIF) 22y FOBRE

JIGAEDALIND I ONT T, <) 2=y MRV ET, T4~ 2= MIBBINIZ
IEESNET, OTXTOALNRNFTE D FY 2=y MR £9,

TRTOALT 4 X2 b— g ANEETFEENMEA COLFETTIMNERHY £, a2
T4 X2l =g I 0H%, B o) BAICERISNET,

DSRZHEY VD

FAT AT AVAZ LA T FTRAE Y TOgGE 77 AXHEY 7%, R—FF ¥ /148
A B =T 2 A AEA L THIMICER SN E T,

SNTFA AR LR T TGAZY U TDEE 1 DL ED Y T A X Z A 7D EtherChannel TV 7
AV B =T oA A FHRETHLERDH Y T, KAV AX AT, WMAD T 7 A 2l
Vo7 RETY,

VX =V TAZY T TE, T H =T 2 f RAZA N~ U E—T oA A FHY F
Yh, TDOY T AZ XA TDEtherChannel 1%, v —Y NI TFAZ Y THDI 7 AXEEIC
Firepower 9300 /N> 7 F'L— U &R LET, v — M7 7 AKX U 27 Cld, EtherChannel
W12 kDA =T 2 A4 ZAZBMT H0ERNH Y 5,

QAN U=V T AZDOYE, vx—VERIDOY Y —v EDME T T AXGIEY U T
EEEHR LW TLEEW, f v F—T oA AR E#EREGE LSS, —HFDa=y h THEEN
HETDHE, 7 TAZEHY o7 PHERER T, o EFE 2=y FEEWEL R RV ET, R
A vFENLTT TAXGIEY 7 2R LTIZ5A1 ., EFR2=y MIOWTIET 7 A X H|
Y 7 ITEMERHER L ET

TIAEGHNY 7 NTT 4w 7IZE, WEET =X DM EDO N T T 4 v I NEENET,

=L SRAEY LTI SRAAFIE) Vo DA X

AHETHIE, H¥ v —YDOTFHRENDAL—T v MIEDLETZ FXLHEY v 7 A Y
YIFTHRMERDHYES, XTI, 7T ALEIEY 7 BREOTT VAL TE X
T

7 IAZGY T 8T T 4y 7 ONEFIFEIL, RET v 77— PRImESN ATy BT
T, JITAZEY T TCO N T T 4w I OEITFICEALET, BEINDNT T4V T D
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B o—moszsusrossssmy o nat

X, e— RFRZ U ORI, FdRRETRIERED DD+ N T T 0 v I R3D
BEMEIMDITL o TIRED EF, KIHERLET,

* NAT TlIEEH O — K NT UV ITPMETTHDT, 3 XTCONVZ—2 "NTFT T4 v T %
FElwz=y MIBEOEHTHILENH Y 7,

CAUN=VYTNERIND & 7T AZIIREOEROBE SR ELEL T 572D, — K
BNZ 7 T 2 ZHIEY > 7 ORIEE 2 KRB L,

T AZEIEY 7 ORIIEEREL T DL, AU R—Vy TIMNEFRINZ L E ORI EHE
1220, A—F v FOR MLy 7 ZERTE T,

N

(B 7 FAXCKEROIE EHMSNG) LT 7 4 v 7 BbBHAE, 77 ALHEY v 7 0
YA XERELTBLERDY ET.

=LY SRR IO S AAIEY o R

ROKT, AL v F o727 (VSS) | RAHAR— FF v r/L (VPC) . StackWise, F
721% StackWise Virtual BgEE T2 7 A Z#l|f#l U > 7 & LT EtherChannel ZfE 3 5 Hikz L E
9, EtherChannel DT XTDY I NRT 7T 47 TT, AA v TFNALEVATLO—HTHD
A1, [A U EtherChannel NDO 7 7 A T U —V A 2 —T = A A& ZENFi., ILEVAT A
WORRDAAL v FICHFECEET, AA v F A & —7 = A A|Z[A U EtherChannel 78— b
FXRNA LB =T 2 ZADANTT, BREOMEBNIDAAL v FRE—DZA v F O &5 IZH)
ET 5235 T9, Z D EtherChannel I£, A/%> K EtherChannel TiX72< |, 7 /34 A @ —H /LT
HHZLITEELTIEEN,

W Virtual Switch Linkf 5 K&
Switch Tl owieh =n Switch

| I

Q

H 1 H O
Node 1 Node 2

Sr—SMYSREYLTDY SR EFIEY LY OIS

7 Z ARG 7 OBREERAET DI121E, ==y MEOT 7 K Y » 7] (RTT) 2320
ms KRB LI LET, ZORKEEICLY, BRIV A ML A F—EN
7o TAL A RNEDEHRMENR ELET, BIEAFRDITIE, 2=y NEDO 7 7 2 ZHI#
v 7 Cping #FITLET,

7 I ALGNIEY 7%, EFORECNFy O Ra v ZRRWVEBEEDOE WL D TH DM E
BHVFET, 221, A FHOBADOES. FHY V7 2EHTAMLERHY £,
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DSREHEHI) Y 2y v T—5

Firepower 4100/9300 ¥ ¥ — 1%, ¥ —¥ID & 21 v k ID (127.2.chassis id.dot id) (255
WTC, 2=y bOTTAZHIEY 7 A F—T =2 ADIP T NL A& HEAERLET,
W% . [A U EtherChannel D725 VLAN %7 A > ¥ —T =2 A4 AT D~ NT A L AKX
A T AKX DEEIL, VLAN OGBEEZL > TRRD 7 T AZIZELCIP T FLAZHHTE £
T, VIAZERHTHLEXIC, ZOIPT RLRARZDAL~A ATEET, 77 AZHIHY
Y73y NU—=7 T, 2=y Ml —FZ2ED5Z LILTEETA, LA Y2AAL vTF
TIEFRHFRESNTWET, A M NT7 7 4 v 71TiE, A== A FT7 AR — MR
it (OTV) ZEHATLZLaBEDLET,

EEARY FT—2

TRTO2=y N H—OFHR Y N7 IZEHiT 2L 2R LES, 2oy NU—7
X, 77 ALY 7 LTI DO TY,

EEAUA—TIM R

BEAA T DA H—T 2 A A% 7 TAZIZEOV B THMLERNDHYET, 2O X —T <A
ANFAN R A o F—T 2 ATiE7e <, BlZef@pll A v 2 —7 = A ATT, HHA X —
Tz A AL > TH2=y MIEHBEER X ET,

ASA DBEIE, AA > VT AZIPT RLRIZZED I T AL DEET FLATH Y, FICHHE
OFEMERAEAICE LET, 7 FUAEBEGRE LT, BUEOEREH AT AT A2 5 Lo & HALAE
OHEPFANDO T —TIN T RLAEFEHTELLIICTEIMERHVET, ZOAAL L I TAHK
IP7 RLAIZE T, BHEHT 7 EADT FLAR—ARbLEINFE T, EUEHMTHEMAETFINS
L. AL T FALZIPT R LRI LWVEEHALICEEN T 50T, 7 7 A2 OEHEZ T —
LV AZHATCEET, 2—HVIPT FL AL, —T 4 VIR EN, F T 71y a—
TAVTIWCHENLLET, LE2X, 7V ITAZEERTDHINEAA L VT TAZIPT RLRAIZ
i LET, 207 RLAEFIC, BUEOEENMEAIZEEMT b TWEST, He A
W= T 51T, m—B/VIPT FLURIZHERE L E T, TFTP X syslog 72 & DIEEH |~ 7
T4 v DA, BEEHATEN 2 SRS, =BV IP T L AZMA L CTH— 08
wLET,

Firepower Threat Defense TiZ, Al U~ b U —7 OFKBEALIEHIP 7 KL AZE Y Y4 TET,
HHALEZ FMCIZIBINT % & &3, ROIP 7 FLAZMEHLET,

A /\> F EtherChannel

V=BV EDA U E =T 2 A AT V—T LT, FTAZDTRTDY ¥ —¥
\ZJRAN % EtherChannel & 32 Z & 23 T& F9°, EtherChannel (2 X > T, F ¥ ®/LANOMHAHE
RIRTCOT I T 4T AVE—T oA AD T 7 4 v 7 PEHEINET, A3 K EtherChannel
. V=T Yy RE R TUART L MDELLDT7 7 AT U4 —/LE— R TORETETET,
JV—7 v K E— KT, EtherChannel (ZH—DIP 7 RV AZFFONL—FT v R A F—T = A
AELTHESNET, NTFUVAXT LU M E—=RTIE, IPT RLREIT Y v Z—7 R
YRDA B —T 2 A ATIER < BVHIZEI Y ¥ THiLE T, EtherChannel [XfJOn 6, 17— R
INT vy TR EARRENEO—EE LT TWE T,

BT /3 R
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Y4 FERIVSRAAE

PNTFA VAR ADY T AE DA, KT T AZIZILE AT — & Etherchannel 73443 C,
EHEA B —T oA AFFIZVLAN Y T A v —T oA ZAEEHTAHZ LI TEXERAL

Inside Switch Qutside Switch

A
[t g |

Node 1

[\ etnin < e N\

port-channel 5 | | eth1/1 S in1/2 port-channel 6
SInsided Outside
panne Spanned
port-channel 1 port-channel 2
10.1.1.1 Node3 509 165.201.1

|

eth1/1 l eth1/2

)y
FA RS A R A DB G, ROHERTA FTA G RY . 7 F 2K Y 7 ERIATE
ES

K7 TR =, ROV A FIDICETH X IICRETEET,

A FIDIE, A FMEADOMACT RLABIWNIP T RLALEEILET, 7T AXNDLE
FEnrE= 7y ME, 4 NEEDOMACT RLABIOIP T RLAZFEHTADICR L, 2
FAZTZAZ L= Ny ME, Zu— 30 MACT RLABERIPT RLAEZBHALET, =
DOREREIC LV, MAC 7 7 v BV T DRI E 7252 ODRIR LR — Tl FOY A S0 BRT
Ia—/S)VMACT RLAZAAL v F RN FETL20%01ELET, bz, AL vy FIIHA
FOMACT RLADAHRZFEHLET, A4 FEADMACT RLABIWRIP T FLRE, A
X2 R EtherChannel DL &R L/ —F v R EB— R THR— N FET,

HA FIDIX, LISPA VAT v a v afilT527e— T4, T—XBU =D A b
17 FAB N TONRTp—<RAEMEL, U2 8N o 7RG OEBEZ B SE57290
DTV a—aE—vary, BLONI 74 v7 7a—0OR Ny 77T v F—F =04
WA —F— LT8R DA MZH DB OV A NLE®EENICT 270 bEHINET,

YA FHZ TAEZ D T OFEMIONTIEL, LTFTOHAZZRL T ZE W,

» Data Center Interconnect DA > 7 : 7 F AKX Y 7 O LFitgdM: (13 =)
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asa v 5z4miem ]

A NHADHA KA 0 T AZ VT A RTA 0 LHIRFHE (21 =)
e A NEITTOH] . YA NEIZ T 22U 7 Df (123 X—)

ASA U 5 XA MIEN

HUM D Firepower 9300 > ¥ —3 &> v —I NI FAZ L LTCEMTHZ L, O v—
VX —VZ TAZ Y U TIEMTHIEHTEET, VY —VRIZTAX Y T, &
VX —VERRICEELET, 100V Y =T TAXEBMLEL, ROV ¥ —UIZIEIE
FCRREEZ AT LET,

ASA U 5 22 DYERK

ATy T
ATy T2

HHAZ A A =T N—=Ta ANIRELET,

7 7 AH X, Firepower4100/9300 > ¢ — 3 A—/ 33 NS RHEICEB CTE 9, 7XTOH)
R ENSE 2=y NAICEEVER SN ET,

Y=V TAZY T, HUy—TEAICRELET, BAZRFDITTHIZ0IT,
1ODY % =7 TAZZEBAL, ZO%, BRIOOY v —YnHBROY v —UII7— kA b
Sy ar74Xal—varEa—TXFET,

Firepower 9300 > ¥ — 3 TliL, EVa—ANA VA =L INTWARWEETH, 3 20T
TOEYVa—)b, FFRIFIVTFA LV RAEZLVA, FAT Y hO1ODALTF A VAR AT
IIAZN T ERENCT DRENRHY ET, 3 OTRTOEY 2 —/LEZHRELTNRNE,
7T AL IR LEE A

~NANTF AT XA NE— ROGE, BYINSGGHEET S AR L ThE, ASAT 7V r—a
VTVATF AVTRA L T REAMCT HBERD Y T
1R SR

FHERT N AR T AT SV r—va A A—T% Ciscocom B AU — RLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL ET,

s RDOIEHRERABELET,
A LA —T A AID, IPT RLABLOR Y hU—T <R

oS —hT A IPT KL R

FIE

Ao B =T 2 ALHRTELET,
X2 VT4 =R E—RFNEFBLET,

SCope ssa

1 :
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Firepower# scope ssa
Firepower /ssa #

AFYT3 THFUr—2 g ALV RAE ARG A=K ([ A= "=V g L adte) 2RELET,
a) HEHARERA A—VEFRLET, EHTINN—Va VB FE2EIHOET,

show app

1 -

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #HZA A =T N—Ta VIIRELET,
scope app asa application_version

1 -

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

Q) TONR—=VarETFTIHNMMNELTRELET,
set-default

% -

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d ETLTssa®t—RIZLET,
exit

51

Firepower /ssa/app* # exit
Firepower /ssa* #

1 :

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

B #ETsqr
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ATvT4

ATy TH

7T AZEERLET,

enter logical-device device_name asa slots clustered

asa s 525206k

« device_name : Firepower4100/9300 2 ¢ — 3 A= SA WR 7 S 2 XV U T HRELTA
=T 2 A ZALFD U THEDIFEMLET, ZOAANE, ¥F=2 VT 4 F V2 —VRE
THEAISNDG I TAZATIEIHY ¥, EEN—RT =T 24 A =L LTV
ATH, 32T R_RTCOEF2 VT 4 FEVa2—LEEETHLERHY £3,

e ARy MUY=V EVa— V&7 T AZITEHIY Y TET, Firepower4100 DIGH1EL, 1%
8 E LE 9, Firepower 9300 DHA1E, 123 ZHELET, TV 2 —/ADBA A F—L &
NTW7RWEATH, Firepower 9300 ¥ ¥ — 2 D 3 DT X TDETV a—/L A0y NTY T
ALV TERNCT H2UERHY ET, 32T RTOEY 2—/LEREL TN

T AT LEE A,
1 :

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

PITAR T—=R"ANT T ORTA—=HERELET,

INOORGEIL, PIHEATH, 2374 P22 VAN HTE, @EOEHTIX, £ TT

TV lr—ay CCLIREDIFEAEDEEETETEET,
a) VIAB T—R AT FT7V =T NEAERLET,
enter cluster-bootstrap

51

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) YyY—vIDEXRELET,
set chassis-id id

T T AEDE L v —E— B D ID BULETT,

c) VA NEZTAZV L TDHE, VA4 FIDIX1 ~8 OFETHTE LET,

set site-id number.
A b ID ZHIERT H121E, EE20ICHRELET,
1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1

Firepower /ssa/logical-device/cluster-bootstrap* #

d) Z77AZHEY) 7 OHI T 7 47 OFBIEF—EHELET,

set key

#ET 12 |}
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2)

HEF AR

1 :

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

HEWEZ AT DHE I ITKROONET,

HWEIL, 1 ~633LFD ASCIH LFH T, WHMEIT, *—2ERTH72DITHEHS
NET, 247y aid, T—HRA T T v 7 @EFIRET v 7T — Rk S
B2y IR E) WITRELERA, T—H X T 74w 7F FIZZIVT TFA b
LLTEEEINET,

JTAB A B —T 2 A E—RERELET,

set mode spanned-etherchannel

HHR—F XN TWVBE— RiE. A% K EtherChannel &=— KD & T9,

&1

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT 4 BV a2 VRECTT TAY IN—THZERELET,
set service-type cluster_name

A EIE 1~ 38 SLFD ASCIL LFFITh D 2 & BUETT,

1

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

({f£&) Cluster Control Link IP r v hU—27 R E L E T,
set cluster-control-link network a.b.0.0
7T ALHIEY 7 OF 7 4L FTIH1272.0016 %y NU—ZBMERA SN ET, 2770,

—H DXy FU—Z BT, 12720016 T 7 4 v ZIINRATE AL, ZOHRE, 7
FAXDEBEFRY NI—=TIEED /16 %y "I —27 T RLAZRETE £,

cab00:FED/I6 %y NT—2 T RLAZEELET (b—7F "y 7 (127.0.0.0/8)
BLO=/LFFv 2 (224.0004) OF7 RL2A&ZEKEL) , H%0.000ICHETS L,
FTT7F/NVEDOFy FU—7 (1272.0.0) BNMERAINET,

Yy —UiE, Yx¥—vID &Au v hID (abchassis iddot id) (ZHESNT, F=v K
DY FAZHIHY > 7 L F—=T A ADIPT RLAZBHEAERLET,

% -

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

B #ETsqr
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asa v 5252068 [

h)y HFIP 7 FLRAERERELET,

ZOERIT, X2V T 4 BV 2 VRETERAS V=T = AERET DO
SNET,

1 -

1.

1 :

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*

0B—HNWVIPT RVADT—NERELET, ZOT RLAD1OB, f X —T=A
AHDOEK I FALZ 2=y MZEID Y THNET,

set ipv4 pool start_ip end_ip

set ipv6 pool start_ip end_ip

KIKTH, 7I9AXNDO2=y MEERICEDOT RLANREENDLHICLTLIEE
VY, Firepower 9300 DA, T XTCHOET 2— /L Ay MR ESTWRNE LT,
V=V EIZ3ODT RLAEEDDIMLERH D Z LITHERELTLIEE N, 7T X
ZEPBET DT EOHZEX, 7 FLRAEZECLET, BUEOR#E=y MIBET 2K
BIPT RLA (AA T TAXIPT RLREMEIND) 1. 2O —LO—#TlE
BV EFA, LT, FLRY RT—ZDIPT RLAD I DEAAL LI FAZIPT KR
V2ARICHER LT ZE& W, IPvAT RL AL IPv6e T RLZ2 (EBL6Mh—FHT]) Zff
HTx%d,

A LA —T 2 A ADAA LI TAZIPT RLAEFRELET,
set virtual ipv4 ip_address mask mask

set virtual ipv6 ip_address prefix-length prefix

COIPT RLRE, 7F9AF =L T RLRALFEURY hU—7 BICFELTWS
VERHY FTN, 7= NIZEGFENLTWTITR Y $HA,

vy NI—=7 F— R U T RLAZASILET,
set ipv4 gateway ip_address

set ipv6 gateway ip_address

set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

#
#
#
# set ipv6 pool 2001:DB8::11

2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé6 2001:DB8::1
prefix-length 64

VIAZ T—=hANT T FT—REKTLET,

exit

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
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ATvT6

HEF AR

Key: fQarscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BT — R MARNT T NTRA—=FERELET,
INDHORET, PIEAEH, 7237 4 PAZ U AR HTY, @FEOEHTIE, % TT
TV —var CCLIREDIZEAEDEEERTEET,
a) BHT—F AT T AT V=7 FEAERLET,
enter mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) admin & A F—T I RNATU— RERELET,
create bootstrap-key-secret PASSWORD
set value
EDANTJ : password
TEDOHERE : password
exit
i -
FHRE SN TND ASA FHEHE - B LA X—T )L /RAT — RFI2T — RO[EE
RFCBLBEY, FXOS 77 B AR TE 256, FHEA—F "AU—FeEhic e i
Uty hTEET,
15'] .

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) 77ATUA—INE—F (=T R FHET ThTAXT L) ZHEELE
—é‘o

create bootstrap-key FIREWALL_MODE
set value {routed | transparent}
exit

—TF v RE—RTIX, A RFIXy NU—FTRNONL—F Ry T LR ENET, L—
TA T EITIRA =T 2 A AFE R TRy FEIZHVET, —FH, F T AR

B #ETsqr




WETINAR

ATvT1

ATvT8

asa v 5252068 [

TV N T77AT U4 —/E, [BumplInThe Wire] £721L (AT VA 77 AT 04—
W] DEIITHERTDLA T2 77 AT U= ThHY, HESNizT A A~DNL—F
By 7 E LTRSS EE A,

77 AT U4+ —/VE— NIIWHERRICOLRELET, 77— AT v T ORE % FHiH
MT 256, ZOREFEHINEEA,

1

/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* #

Firepower
Firepower
Firepower
Firepower

BHT— MR v E—RERTLET,
exit

51

d)

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERGTLET,
commit-buffer

Uy —UE, BELEY 7 a7 A=V arE A ra—RL, T r—var AR
VAT = FA NG TEREEEBA L H =T 2 A AERTEE T v aTHI LT, millT A
A zHEALE7, showapp-instance =~ > R&EMiH LT, BAOAT—X A2 MERLET,
[Admin State (‘ZFRIRHE) ]72° [Enabled (%) ] C. [OperState] 25 [Online] D355, 77U 7r—
VarAVAZ L RTFETRTHY  HHTEDREIZZRSTWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Profile Name Cluster State Cluster Role

Running Version Startup

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node

ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node

ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

7T ARIZHDY ¥ — BBt A8A81E. ZOFIEXEYIRLUETHA, EAD chassis-id &
ELWsite-id 2R ET D2MENH Y £7, TNLUSNOHEIL, WO v — 2 TR Uik iE &
)ﬂ L\i—g—O
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A B =T oA AL T A X2 —valrPBH LYy —T ERIUTHDLI 2R LET,
FXOS v % — Y REZ TV AR—IFBIUOAVFA—FL, 2O 22 EHICTH5ZLNT
xFET,

ATv T Hfilffla=y F ASAIZHER LT, JITRX YV ITREEDAZ~A A LET,

1

Uy —T1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
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set

set

set

set

set

Key:

set

set

set

set

exit
exit

scope ap

set-de
exit

commit-b

Vy—v2

scope eth-
scope fa

ipv4d gateway 10.1.1.254
ipv4 pool 10.1.1.11 10.1.1.27
ipvé gateway 2001:DB8::AA

ipvé pool 2001:DB8::11 2001:DB8::27

key

f@arscape
mode spanned-etherchannel
service-type clusterl

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipvé 2001:DB8::1 prefix-length 64

p asa 9.5.2.1
fault

uffer

uplink
bric a

create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit

exit
commit-buf

fer

asa v 5252068 [
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scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

HDISAR A INDIENM
ASA VT AR AU NN—ZBNELITEEHZ 1,

\}

CE)  ZoFIEZL, vr—vOBMEEFERICOAEASNET, 77 A% ) v 7RI TITAERIC
725 TN % Firepower 9300 |[ZE Y =2 — V2B E L IXEMRT 256, €Y 2 —/VITHBEIMIZE
mEE7d,

IR HEIIC
EFED T TR, TOHFHLWAUAFHOEFIP T LA —)LNTHSRIPT KL A
DEN B THENTNDEIICLTLTEE N, ZNLSADEEIT. ZOH LW X o3& iB
THHENC, Fv—L LOBAFED I FAR T— AT v FRECTRETHIVLENH Y £
T, ZOEFILVRET A, ANHEZE L E9,
A UB—T oA ADERTEIT. FLOI ¥ —L TORELF L THLILENH Y £3, FXOS
U —VREERT I AR—IBIOAUR—F L, TOTO B RAEBRBITTHIENTE
\i—a—(}
e NF aVTHFARNE—RTIE, PIDT TAX AINOASAT 7V r— 3 TvIb
T arTHRAN T REABILES, BMOT TAL AL NEI T 2T FA R
T— FRTA 2 HBATHRA L £,
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ATV T2 7T AZIIHNDY ¥ — & BINTE5E1E. ASA 7 7 A X OER (63 3—) OFEEZ#ED
WLFETH., —ED chassis-id kELb\sﬂe idZRETHLENDHY £9, TNLSOHAIT
LWy =R URERFEHLET,

FTID 7 S5 X Z MiEM

XA T 4 7F— K BIHO Firepower 9300 ¥ —> % > ¥ — N7 FAX L LCEINTAHZ &
b, BHEOV Yy —VE VY-V TAZY U ICEINT A LB TEET,

CINFA VAR AE—R Uy —V N T AKX L L TH—O Firepower 9300 ¥ ¥ — 2 1 D
FRIEHDO 7 FTAZEBNTEET (BT 2—IA LV AZ A EEDHLENH Y £
T) . F0E VXTI TAXY T DEDITEEDO Y X — 1O DY T AKX EIA
mcxEd,

V?*VW??X&)VﬁTi B —VEPLICERELET, 1 ODY vy —UIIT T AL
PENMLES, ROy —IIZIERUREEX A LET,

FTID ¥ 5 X 2 MDYERK

7 F A H L. Firepower4100/9300 3 v — 3 A— 33, FINLHHEICETE £, 7 XTOH)
HERENS 2=y FAICABERSIVET,

VXV TAZY T, FY v EIAICRELE T, BAZELITT HDIC
1 OO =V FTAZEZHAL, £D%., RHOT ¥ —DHROY ¥ —UITT— A B
Ty arZ4Xal—rvarkat—CcxET,

Firepower 9300 > ¥ — 3 Tl&, EV a2 —ANA VA =L I TWRWEETH, 3 203
THOEVa—)b, F1EFIATTA L AZ A, FAT Y bD1ODALTF A VAL AT
IITGABZN T EHNITDRMERNHY T, 32T X TOEV2—/LEHRELTNRNE,
7T ARITHERELEEA,

4R8O HREIIC

FHFLT A RTERT AT SV r— g A A—T % Ciscocom N H A 71— RLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL ET,

e AVTFAUARZLRIK LT, TIANIDOT O T A NEEALRWEEIT. a2 T
FA VAL AN )= AT T 7 A NNEBINIESTY V=270 7 7 A VEBMLE
KR

cALTF A URARE L ADEE, BN AT T A AR R A A N—LT BHIIT,
FTAAITNELWT —<v MZRLE2IC X2 )T 4 TV 2— VT Pr ZFHEY)
LT 2 MERH Y £, BFOGREET A ZATHIBRSNTH LWT NA AL LTHA
A R—ENDTD, B—HADOT Y r— a3 VEREETRThRbRET, XA T 47
AVAB U A AT FA VAR U AZEERZ DG, WICHAAT A TA L AZ A
%mﬁﬁé%gﬁ&DiTo*4%474/x&/x%:/?%4yx&yxmﬁﬁﬁm

BT /3 R
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BATT 22 L& EHA, FMIZOVWTE, EX 2T 4 EV 2 — WLV DEA)
bAZRL T 7EE 0,

c KOEREHABE L LT,
CEHALH =T 2 A AID, IPT RLVA, BLORY NT—F <R
e F—hU A IPT FL XA
« FMC 4R L 72 IP 7 F L A/NAT ID
«DNS H— "D P 7 R L %
*FTD R A M & R AL 4

FIE

ATYT1 A HF =T AERELET,
ATvT2 X2V T 4 V—ERAET—REHKLET,
SCOpe ssa

51

Firepower# scope ssa
Firepower /ssa #

ATvF3  fEHTD Firepower Threat Defense /13— 5 DTy Ra—H—TF 4 v ALK EICFRE L F
To ZOFIMEZETTDLERH LD, FHT 53— a3 VOEULAICEERE L TR0

e DHTT,

a) fEHAIRE/RA A=V Z2FoRLET, AT -V a B eaFEIHOET,
show app
1 -

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #PHEZA A==V g NITEELET,
scope app ftd application_version

1

B #ETsqr
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c)

d)

51

o o525 0t ||

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

FTA B AEMICFRE L ET,
accept-license-agreement

51

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

RECHRFLET,

commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

BT L Tssa®t— RIZLET,
exit

1 -

Firepower /ssa/app* # exit
Firepower /ssa* #

Firepower /ssa # scope app ftd 6.3.0.21




B ossxs06m

HEF AR

Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # exit
Firepower /ssa* #

RFYTEG TTVIFr— g AV AZVANRG A= ([ A= "=V g 58T 2RELET,

a)

b)

¢)

d)

B #ETsqr

ALTFA AR ADEEIL, FRATRER Y Y —ATa 7 A LV EFRLET, T
T ANEBINTAEAIT. 20T A AL RACY) Y —=ATa T 7 A )V EBINES
LTSN,

show resource-profile
RS 270 77 AN ESEOET,
fi

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

X2 VT4 BV 2Ty Ay MIEBHERELET,
scope slot slot_ID

dot_id X, Firepower 4100 DIGA 1L 1T 1, Firepower 9300 DGA 1L 1, 2, £721L3 T
ﬁ—o

1

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—=vay A VAR AERERLET,
enter app-instance ftd device_name

Device namel, 1 ~ 64 LFOHPATIHETEE T, ZDOA LV AX L ZAOGHET /A A
EERLT DL X2, ZOT A AL EHEHLET,

1

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

ATFTAVAZ U ADGET, arT T IV = a A VRS AR T R
RUELET,
set deploy-type container
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2)

o o525 0t ||

aVTFAVAZ AT, B2V T4 B2V DY) = ADY Ty
N5, EEOa LTI AV AZ L AEA VA S—LTEET, RAT 4T
A VABZ AT EF 2T 4 B2/ DT RTHY V—RX (CPU, RAM,
BT 4 AVRFE) 2HEAT O, XA T AT AVAZ A1 DODOHRA VA h—
ITEET,

HEDRIGRIC, A VAR AR T HERTTH LixTEEthA, 774NV EEAT
1% native T,

1

Firepower /ssa/slot/app-instance* # set deploy-type container

ATFTAVARZADEGRIT, VY= AT T s A VERELET,
set resource-profile-name name
0T T A NLIFTTIFEEL TV DILERH Y 17,

BCSEISERYV Y —RATa T 7 ANEENDLTHE, A A ANRT B— RI{L,
ZOBEIZKIS D ZEMBH Y FT, MELSNTNA TXA TV T 4 XT 20T
I T AZDBE, BIRDYA XDV Y —RA T a7 7 A )LEEDYTHLEEIE, T
DAUNRDHAZARE L THDH I EETELRETRSMER LTI EEN,

1 -

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

AA=TUNR—=Ua v ERELET,

set startup-version version
ZOFETAELIEN—Va v EBEEATILET,
fl

Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

HEE) avTFHA AL AOBERIT, TLSK b T 78I L — a2 Xx—T7 )b
FIT =TI LET,

enter hw-crypto

set admin-state {enabled | disabled}

exit

COREIZEY, "= R =T DOTLSKELT 7T L —2a URAENTR D, FFEX
ATDRNT T 47 DONNT 3 —< AR ELET, ZOWEIZT 74V FTA3—7
Mo TWET, BEF 2T 42— LT EICHRRI16 DA A Z 2 ZIZHONT
TLSHEEALT 78T L —2a VAN TEET, ZOMEIZRAT AT A LV AX A
TV FR—FENTVEREA, TOA L AZ L ARZED B TENTNDNAN—RT = T
LY Y —ADEIE &2 FKRT HIT1E, show hw-crypto =2~ RE AT LET, N—T 3
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1 -

RETACZ |

U2 EiE. FXOS2 7 UBETHAINA TLSIET 78T L —ya v 24 7&2FELTH

*9,
1

Firepower /ssa/slot/app-instance* # enter hw-crypto
Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit
Firepower /ssa/slot/app-instance* # commit-buffer
Firepower /ssa/slot/app-instance # show hw-crypto
Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

Ay h EBE—REKTLET,
exit

1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

Firepower 9300 D 2 7 F A L A X L ZADGEIT, THWODFEEZHED KL THEEFX 2

VF 4V a—Mlars A A2 AeERLET,
BT L Tssa®—RNIZLET,
exit

1

Firepower /ssa/slot* # exit
Firepower /ssa* #

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set deploy-type container

Firepower /ssa/slot/app-instance*

set resource-profile-name silver 1

#
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
#

Firepower /ssa/slot/app-instance*

exit

Firepower /ssa/slot* # exit

Firepower /ssa # scope slot 2

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set deploy-type container

Firepower /ssa/slot/app-instance*

set resource-profile-name silver 1

#
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
#

Firepower /ssa/slot/app-instance*

exit

Firepower /ssa/slot* # exit

Firepower /ssa # scope slot 3

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

B #ETsqr
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ATy TH

ATvT6

o s 5 2508 ]

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* # exit
Firepower /ssa* #

77 AL R LET,

enter logical-device device_name ftd dots clustered

« device name : LIRCBIN L7277 U r—3a v A v AKX & LA L device_name &l L
i‘é—o

c ATy MUY=V EVa— VBT T AZIZEY ECET, Firepower4l00 DAL, 1%
FEE L E 9, Firepower 9300 DAIE, 1,23 2 ELET, TV 2 — WA VA h—/L &
NTWARWEGATH | Firepower 9300 ¥ —3 D 3 DT X TOEY 2—/)L Ay N TT J
ALV T BTN T HUBERHY ET, 32T XTOET 2—/LEREL TN
7T AL IHERE L £ H A,

51

Firepower /ssa # enter logical-device FTD1 ftd 1,2,3 clustered
Firepower /ssa/logical-device* #
P TAR T—hRANT T DONTA—=FEHELET,

INHORET. MIWEAERR, £7237 42 Z VAU AT, @EOEHTIE, % TT
TV — g3 CCLIREDIFLEAEDEELEETXE T,

Q) VIAX T—R AT ATy NEfERRLET,
enter cluster-bootstrap

B -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) Yrv—YIDERELET,
set chassis-id id
7 TABDEY v —UNE—EO ID BLETT,

) VA MHZ FZAZ Y T DA, A FIDIX 1~ 8 OHiPHTHEL ET,
set site-id number.
YA b ID ZHIFRT HI1CiE, HZ 01
il -

ELET,

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

d Z77AZHEY) 7O NT 7 4 v 7 OFFEXF—Z X ELET,

#ET 12 |}
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set key
1

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

IEWEEZANT LI ITKROONET,

HAABEIL, 1~ 633XFD ASCH LFHITY, MAEMEIL, F—2EWRT D70 S
NET, ZOFTvasid, THRARNT T 4w (BERIRET v 7T — FOIRE SR
LNy N E) WIFEBE LERAL, T—XNA NTT7 4o 71%, WIZZ VT TXFA D
ELTHfEESNET,

PITAR A H—T 2 f A FT—RERELET,

set mode spanned-etherchannel

PAR— F SN TWDE— FiZ, A3 I EtherChannel £ — FD AT,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT4 FEVa—ARETY TAY IN—THhEFELET,
set service-type cluster_name

AL 1~ 38 3LFD ASCIL LFHITdh D Z &L BMETT,

£

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

({£&) Cluster Control Link IP v F U — 27 R E L F7,

set cluster-control-link network a.b.0.0

75 ZZEEHY 7 OF 7 40 FTIR1272.00/16 %y KT — 7 ™MERENET, 777 L.
—H DXy FU—Z7 BT, 12720016 T 7 4 v ZIINRNATE £ AL, ZOBRE, 7
FAZDEBFEFRY NU—=TIEED /16 %y U —27 T RLAZRETE £,

cab00: [ EED/N6FRy NU—Z T RLAZEELET Ob—7 3y 27 (127.0.0.0/8)
BIO=LFFv 2 (224.0004) OF7 FL2AZEL) . HE0.000ICHETSH L,
TNV IOFRy NU—27 (127.2.0.0) MEH S ET,

Yy —UiE, Y¥—vID & Av v hID (abchassis iddot id) (2HESNT, F=v k
DY FTAZHIHY > 7 L F—=T A ADIPT RLAZBHEARLET,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network

B #ETsqr
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10.10.0.0

hy 7724 7= ATy 7 EF—FER&TLET,

exit
B -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: fQarscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BT —NANT T NRNFGA—FERELET,
INOOREIL, IHEATH, 7237 4 A X U ANYHTY, @EOEHATIE, #TT
TVYr—vay CCLIREDIFEALDEEERETEET,
a) BEHIT—RFNALNTI T ATV T NEEKRLET,
enter mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FMCZEHTHIPT RLA, RAMAEIEINATID ZHEL T,
WONWT NP ERELET,
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value |P_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
* enter bootstrap-key NAT_ID
set value nat_id
exit
WX, V=T 4 7 RO S OB THEGDIPT FL A CBREkF —fF&) 2R
TYdo FMCXTAA ZDIP T RV RAZIREL, 73 AR FMC D IP 7 F L A Z4RE

LET, 727ZL. IPT RLAD 1 DDA D> TWDIEE Ob—7 4 7 HEIOH/N
BLE) 1, EMIOWBERICEBELZMENY. L CIELWEREGES —Z2HMETAH7-012, #iomm

#ET 12 |}
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HEF AR

N —EONATID ZHETHLELHY £, NATID & LT, 1~37 LFDEFEDOT
XA MLFHNEFRETEET, FMCEBLOT /A 2T, FIHIBEROFRGE & AR E1T 5
72DIZ, BEF—FBLONATID (IP 7 RLATIERL) Z2HEHLET,

fi

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key NAT ID
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value scOrpiusl5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= NE—F (V=T ) FIX TRIF AT LU M) 2EELE
R

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—RTIX, A REIHxy NT—TAONL—H KRy T ERRSNET,
N—TFT 4 THEATOIBEA L Z—T 2 AA ATEZ R LY Ty P RIZHOVES, —FH. T
VAT LN 77 AT U4 =X, [BumpInThe Wire] 721X (AT VA 7747

TA—] DEXIITHERETDHLA VY277 AT UA—NTHY, EFRINTZTNA A~
DON—HF Rmy e L TUIRBEINEE A,

T7AT VAT REWHRERRICOZHELEYS, 77— AT v TORELH
BT %6, ZOREFHEHSHEE A,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

TNA AL FMC L OB THEAT ¥ —2RELET,
enter bootstrap-key-secret REGISTRATION_KEY

set value

D ATT : registration_key

TEOMERR : registration_key

exit

ZOF—ZE, 1 ~3TXFOEEDT F A FLFHNEERNTEET, FMCEZIBINT S &
X|Z, Firepower Threat Defense!Z[F] U —% A1 L £,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples



WET/NAR

e)

2

o s 5 2508 ]

Confirm the value: gratuitousapples
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

CLI 7 7 & A® Firepower Threat Defense’& Bl —H D/ XA T — REZfFE L £ 77,
enter bootstrap-key-secret PASSWORD

set value

DA77 password

EDOHEE : password

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FTEREMIARA M EEELET,

enter bootstrap-key FQDN

set value fqdn

exit

BNRLFIE a—zDOXF, 09T, Fy b () ~M72 () T, KX
FHIE 253 T

i) :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdclusterl.example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS —R_—DHh <XV U A NEHRELET,
enter bootstrap-key DNS_SERVERS

set value dns_servers

exit

=& 21X, FMCOFR R N &2 TEET 535G, Firepower Threat Defenseld DNS # i ] L &
7

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

LESACES
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10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

BB RAAL DI~ KEY U X FEEELET,
enter bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

EE) a7 F A AZ ATk LT, Firepower Threat Defense SSH & v ¥ 3 > Cx
FAN— FE— FEFALET, TF AR~ FNE— Rl BER NI TNV 2a—T 4
> 7\Z Firepower Threat Defense > = /L1657 7 B ATE £,
create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit

sYes :SSHE Y a b IlDary s F AV AZ LV AIZERET 78 AT H2—H—
B, THFANR—FE— REHBTEET,

eno: FXOSCLI MO Ay T A LV AX L ALT VB AT Ha—F —DRH)N, =F A
N—hE— &b c& ¥ T,

TN TR, arT T AV AZ U ADGEE, X ANR— M E— FEEHTE 5013
FXOS CLI 2>% Firepower Threat Defense CLI (27 7 7 A3 5 2—H =721 T3, Z Dl
RiZ, A AZ L ARDOGEEZ T HE, 20T T AV AZ U ADOHITHET S E
9, v =2 T VOFIETRD A, F 721X Cisco Technical Assistance Center 7> 53K
DOENTGEDH, TX A=k T— REFHALES, Z0F— RERBET DI,
Firepower Threat Defense CLI C expert =~ > R&fiH L £,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

PERMIT EXPERT MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TS AANDOEZEEF2)F 4 TP a—LOBEHIP T FLAZRELET,
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GE) Firepower 9300 DA, TV 2 — /LN A VA P =L ENTWARNWEASTY,
X —VDIOTARNTDEY2—/b ZAny FTIPT RLAZRET DHLE
DHVET, 39T R_RTOEY2—LERELTWVARNE, 7T 2 X TR
LEHEA,

IPV4 EA =T 2 A A F TV =7 FERAERT D113, ROFIEZFATLET,

1. BEHALVE—T2AAFTT V=7 FEERLET,

enter ipv4 dot_id firepower

2. =R UxAT RLRAZHELET,

set gateway gateway address

3. IPT RLREVAIERELET,

set ip ip_address mask network mask

4. FHIPE—REKTLET,

exit

5, vy —T0EVDOEY 22— I LTFIELEYIRLFET,

IPv6 BHA L X —T 2 A A LTV MEAERT HI2IE. ROFINEEZETLET,
1. WAL E—T oA ALTT V7 NEERLET,

enter ipv6 dot_id firepower

2. F—=rUxAT FLAZHRELET,

set gateway gateway address

3. PTRVALET VLT 4w I RAEFRELET,
set ip ip_address prefix-length prefix

4, BHIPE— FEERTLET,

exit
5, Y% —1OEVOEIa— I L TFIELZHEVIELET,
1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.35 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.36 mask

RET/NA R
|
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RETACZ |

255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3211
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3212
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT — A RNT v E—FEKTLET,
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggy$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: $pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

REZRFLET,

commit-buffer

VX=X, BELEY 7 =T NNV arEFyra— KL, TV r—var A AL
VAT = AT TREELEERA LA —T oA AREE T v aTHI LT, T A
A %E AL ET, showapp-instance =~ REEH LT, BEOAT—X 2 %R LE T,
[Admin State (FEL{RHEE) ]7% [Enabled (5%h) ]C. [OperState] 23 [Online] DA, 77V r—
VAU A ARG AFETTTHY, HHTE DRBIZR>THET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node

ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node

ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

7T ARIZHDY »— 2 BINT AT, ZOFEEZEYIK L E32, EAH D chassis-id,
HOBEHIPT FL A, BIOELWSite-idaRETHIMLENH Y 7, £ 9 TRWEGAITWE S
DY —vTCRIUEREEFEHLET,

AHE—T 2 A AL T A X2l —arPH LN Yy—T ERIUTHDII 2R LET,
FXOS v % —YBELZT IV AR—IBIOAUFR—FL, 20T A2 RKFITTHLENT
xFE9,

BWHIPT FLAZMEHA LT, FMCIZHIfl~= FaBIL £,

TRCOY T AKX 2=y b, FMC ITEMMT DI, FXOS TE#FREXD I T 2 X NIZTF
HELTWALERDHY £,

FMC 35 —#%z2=v b HEBICBRHE L E T,

LESACES
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scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY




REBET/ANAR
o o525 0t ||

set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
set-default
exit
commit-buffer

VXY —2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit

#ET 12 |}
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exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
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exit

scope app ftd 6.0.0.837
set-default
accept-license-agreement
exit

commit-buffer

RILFAVRBR VR S REY) 2T DA

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0

o o525 0t ||
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exit
exit

enter logical-device FTD1 ftd "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit

enter mgmt-bootstrap ftd

enter bootstrap-key FIREPOWER MANAGER IP

set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit

enter bootstrap-key-secret REGISTRATION KEY

set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

VY —T 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
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create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
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exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer
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vDP THIDERA 7 —T = A ZAZMERT2HET, WA o F—T = A ZADOREITHE > TA
VHE—T 2 A AEHPIIL, TEOXZA TR mgmt IZ2DH L IITREL TSIV, HDHWIE,
TV = a VEEA =T oA A A TEET,

AL KT B U ERE T ASA £721F Firepower Threat Defense fBlT /N4 A ZERR LET (A ¥
Y R7 a2 ASA DM (27 X—Y) FIELFMC DA X K7 a2 FTD OB (33 ~—
V) &M , Firepower4110 £72134120 X2 VT 4 T T TA T UV ACA A=V oA VA
=T 285481, &EE 2 v T HHIIC. vDP % Firepower Threat Defense 4 A —3 & &
BIZA VA M= VT DRENRHDHZ LICERELTIEEN,

X2 VT4 P—ERXE—RFEHHBLET,

Firepower# scope ssa

Radware VDP A > A & o A ZAERK L £ 7,

Firepower /ssa # scope slot dot_id

Firepower /ssa/slot # create app-instance vdp logical_device identifier
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

BREEZ2Iv MNLET,

commit-buffer

#ET 12 |}
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HEF AR

. ARV R7OVDHRET/NA X TO Radware DefensePro D% E

ATvT6

ATy T1

ATvT8

X2V T 4 FEVa— VO VDP DFEE TR Y a = T EERLET,
Firepower /ssa # show app-instance

&1

Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State
State Cluster Role

Running Version Startup Version Cluster

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not
Applicable None

(F7var) PR—FSNTODFIHARERY V=R T 7 7 A NV aeRKRT 520
Firepower /ssa/app # show resource-profile system

1

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model
Count RAM Size (MB) Default Profile Profile Type Description

CPU Logical Core

DEFAULT-4110-RESOURCE
vdp 8.13.01.09-2 No
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRY9K-SM-56, FPRO9K-SM-44,
FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

FPR4K-SM-12

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPRO9K-SM-56, FPRY9K-SM-44,
FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,

FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System

(A7 ar) BIOFEOHEMARELR T 7 7 A VD102 LT, VY —2ATFa77 AL
ERELET,
a) #iHZAT Y M1ICLET :
Firepower /ssa*# scope slot 1
b) DefensePro 77V r—a v f VAKX AEATILET,
Firepower /ssa/slot* # enter app-instance vdp
) VY—=ATuT7ryANVERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource _profile_name

d ®EEZaIv FLET,

WETNAR
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AR R7OVDHIET /A X TO Radware DefensePro D% E .

Firepower /ssa/slot/app-instance* # commit-buffer

ATFYT9 VvDPT IV —a DALV A M=V ENTZL, BT AL AT 78X LET,

Firepower /ssa # scope logical-device device_name

ATYT0 VDPICEHA L F—T = A&EV Y TET, T A ZAOLDLFEUCHEA 7 —T =4
AEMEATLZL b, JIOA v E—T oA AEFERT L2 LB TEET,

Firepower /ssa/logical-device # enter external-port-link name interface_id vdp

Firepower /ssa/logical-device/external-port-link* # exit

2T TN VvDP ONHEHA v B —T oA ARTEEHRTELET,
Q) T hANT T ATV NEERLET,

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) HEHIPT FLAZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap* #create ipv4 slot_id default
) F—bhU=xA T RLAZHFRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address
d) IP7T RLRLSRITEZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask
e) BWHIPHREATI—TEKTLET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) BHT—FALT v TREAT—TE2KTLET,

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

AT w712 ASA F 721 Firepower Threat Defense 7 2 —DRiIZ vDP ZFLET DT — 4 A VX —T = A A%
e L E7,

Firepower /ssa/logical-device* # scope external-port-link name
show external-port-link =~> RZ AN LT, £ X —T oA A4 EFRLET,
ATY T3 FEETNA AT VDP ZiBL 7,

Firepower /ssa/logical-device/external-port-link* # set decorator vdp
VDP 1T %A 2 —7 = A AT LICFIRE#EV IR L £,
(H) B SNIZVDP A X —7 = A A% ASA THIRTHITIE, vDP A X —T = A R
ZBIMETITHIBR LIZZICASA Z Y n— RTH0ERH Y £,
ATvI REEZAIYFLET,

commit-buffer

ATFYTNE J—FR—=F DT TNV r—2a B, A =T 2 ATRESNTNWD I EEHERLET,

RET/NA R
|
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Firepower /ssa/logical-device/external-port-link* # show detail

&1

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

RDBRY

DefensePro 7 7' U 77— a VDN AT = RERELET, NATV—RERETLHETIE, 77
Vr—2a A3dr T4 2R BRN 2 EICER LT ZE N, MOV TR, cisco.com
WHE ST 5 [Radware DefensePro DDoS Mitigation User Guidel] ZZ ML T 72 &0,

v — N9 S5 R4 D Radware DefensePro 0% E
Y

GE) YP—E A Fz—2F, VF¥—SHNITAX a7 4Fal—vag TV R— ST E
A, 7272 L. RadwareDefensePro 7 7' U r—> g id, v —Y NI TAX F U A DAHF
VRT7mry a4 F¥al—i g CEBATEET,

4RO SRS

e vDP A A — % Cisco.com”HZ 71— KL T (CiscocomMbHDA A—T DX 7 ma—
K&EZR) | DA A— % Firepower4100/9300 > v — X 7> — KL %7 (Firepower
4100/9300 > ¥ — ¥ ~DFHET NSA ADY T NI 2T A A—=VDE 7 u— REBH)

FIE

ATYF1 VDPTHIOEEA v ¥ —7 = A A%EMT L25E1E, WA 2 —7 = AOREINESTA
VHE—T A AEFPIL, TOXA TR mgmt 122D X OICRELTLEIV, HDHWIE,
TIVr—raERA =T oA AEHETEET,

ATY T2 ASATY—IHNI T ZZ (ASA 7 T AL DIERL (63 2—) %#%M) . £7-1% Firepower
Threat Defense > ¥ — W7 7 A% (FID 7 7 A X OERL (13 X—) 2#&MK) 2R ELE
R

ATw 73 A (7T A7 MMl A— k% Radware DefensePro T7 2 L— h LE T,

enter external-port-link name interface_name { asa | ftd }

& > I decorator vdp

W #E7 R |
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WETINAR

ATvT4

ATvTh

ATvT6

ATy T17

& > I description

exit

v — A5 S5 X4 D Radware DefensePro D% E .

FRERT A ZADHNBE IR — FEFID M TET,
enter external-port-link { mgmt_asa | mgmt_ftd } interface id{ asa| ftd }

& v K decorator

& > | description

exit

DefensePro OAMVAVEHRN— M2 E Y Y CTEF,

enter external-port-link mgmt_vdp interface name { asa | ftd }

= v b decorator

& > | description

(A7 ay) PR—FENTWBFRIAAGERY VY —RA T a7 7 A VEFRRTDHITIL

show resource-profile system

&1

Firepower /ssa # show resource-profile system

Profile Name

Count RAM Size (MB)

App Name

App Version

Is In Use
Default Profile Profile Type Description

Security Model

CPU Logical Core

DEFAULT-4110-RESOURCE

vdp
4 16384 Yes
DEFAULT-RESOURCE vdp

FPR9K-SM-36, FPRO9K-SM-24,
6 24576 Yes

VDP-10-CORES vdp

FPR9K-SM-36, FPRO9K-SM-24,

10 40960 No
VDP-2-CORES vdp
2 8192 No
VDP-4-CORES vdp
4 16384 No
VDP-8-CORES vdp

FPR9K-SM-36, FPROK-SM-24,

8 32768 No

8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
System
8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System

FPR4K-SM-12

FPROK-SM-56,

FPR4K-SM-24

FPROK-SM-56,

FPR4K-SM-24

all

all

FPROK-SM-56,

FPR4K-SM-24

FPRIK-SM-44,

FPROK-SM-44,

FPRIK-SM-44,

(A7 ay) BiOFNEOHERA AR 7 7 A D1 OEFERALT, VY—RA T 77 AL

ERELET,
GE)

a) #HEAE Y M1IZLET:

Firepower /ssa*# scope slot 1

COEFEaIy TS5 E, FXOS vy —UNHEEEN L £,

#ET 12 |}
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b) DefensePro 7 7 U r—a s A VAX A AT LET,

Firepower /ssa/slot* # enter app-instance vdp
) VY—=ATuT7r7 A NVERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile_name
d &EZ=aIv FLET,

Firepower /ssa/slot/app-instance* # commit-buffer

ATVT8 I IFAZKR—FFrRVERELET,
enter external-port-link port-channel48 Port-channel48 { asa | ftd }

& v K decorator

% | description

exit

ATw T  DefensePro D3 ODFTXTCDA LV AX L ADEHRT — AT v TERELET,
enter mgmt-bootstrap vdp
enter ipv4 slot_id default
set gateway gateway_address
set ip ip_address mask network mask
exit

51

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

ATYvTIN0 FEHT— R NT v TRERAZE T LET,
exit

ATy TN #lE7 L — KT DefensePro 7 7V r—a v A VAKX A ANTTLET,
connect module slot console

connect vdp

B #ETsqr
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AT T12

ATy 713

ATy 714

ATy 715

ATv 716

ATV T

ATy 718

ATv 719

¥ — A9 S5 X4 O Radware DefensePro D% E .

HE~7 L — KT, BHEHIP ZELET,

device clustering management-channel ip

AIOAT v 7 CHERLEZIP Z#EH LT, P 2% ELET,

device clustering master set management-channel ip

77 AL EAMELET,

device clustering state set enable

TV —vay aryy—)VEKTLTFX0OS EYa2—/LCLIWZEREYD £,
Ctrl ]
AT w710, 12, 13, 14 ZVIELTCAT v 7 11 CHBALEHEZ L —RKOIP T KL A%
REL, T V=R T7F IV r—2a AV AX AR LTI TAZ /ML £9,
BEEZaAI v FLET,
commit-buffer
GE) COFNEETET LIZS, DefenseProf v AZ LV ANT T ARZITEREIN TNHANY
9 73%’6%:@@’644%75)3?) ) 35—9)—0
DefensePro 7 7V 77— g VDT RXRTNYZ T AZIZSHIM L TWAZ L E2ERLET,
device cluster show
LT DN DI T, Tprimary] & [secondary] @ DefensePro A > A% A3 LT
LHnhER L ET,

a) DefensePro A > A X  AD#iPH A F§E L, DefensePro D7 7'V r—3 a VgD I % FIR
LET,

scope ssa
scope slot slot_number
scope app-instance vdp
show app-attri

b) Ay FO#HIPHEZFEE L, DefensePro f AKX L ZADFMAR R LET, 207 Fa—F
TiX, Avy b EOFRET ANA AL VDP W SOT 7V r—a v f VAR AFERBE
RENET,

SCope ssa

scope slot_number

show app-instance Z¢l & & BH

DefensePro 7 7V r—a UNA LT A L TH Y T AZLENTWARWEAIL, CLIICKD &
INZEREINFET,

#ET 12 |}
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RETACZ |

&s
it

App Attribute:

ZD

App Attribute Key: cluster-role
Value: unknown

lunknown| ERFRRINTZHBEIL. VvDP 7 T A X ZAERKT 5 7=HIZ. DefensePro 7 7V

= a B ANLTHBEZTL—ROIPT RLAZHRETALERHY 1,

DefensePro 7 7’V r— a VAL T A4 T T AFENTWEEAIL, CLIIZKRD L 91T
FrEINFET,

App Attribute:

1

App Attribute Key: cluster-role
Value: primary/secondary

scope ssa
enter logical-device 1d asa "1,2,3" clustered

B #ETsqr

enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description
exit
enter external-port-link port-channeld48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn

wn

wn

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit
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UDP/TCP 7R—

&

ATy T2

ATvT3

UDP/TCP — k4 — T2 & vDP Web 4 —E &1L [

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

RDEZRY

DefensePro 7 7'V 77— a VDO/RAT— REFRELET, WAU—REHRETDHETIE, 77
Vor—a it o4 026702 EIZEB LT EIV, 3D\ TiE, cisco.com
WICHE STV 5 [Radware DefensePro DDoS Mitigation User Guidel] % & L T< 72 &0,

fDA—T 2 & vDP Web H—E XD EME

Radware APSolute Vision Manager f > % —7 = A Al, X F X F7/2 UDP/TCP R— hZEH LT
Radware vVDP O 7 7"V r— g o Ei@fE LE T, vDP O 7 7' U r— 2 > 7% APSolute Vision
Manager L BET A7, TNOHDR— BT 7 EARETHY 77 A4 T V4 —MIE-T
Tyl IRRNZ EEMEELET, AT T AREDR— FOFEMIZ OV T, APSolute
Vision = —H% A RORDEESHK LTI ZI0,

« Ports for APSolute Vision Server-WBM Communication and Operating System

« Communication Ports for APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXOS v — Y NIZHELE X5 Virtual DefensePro 7 7'V 77— 3
ZEET 572012, FXOS CLI Zf£/f L C vDP Web —E 2R &2 H T HHLENH Y £9°,

FIE

FXOSCLI 725, vDP DT IV r—va vy 4 VAZ L AZEER LET,
connect module slot console

connect vdp

vDP Web % — b 2 2 G314 L £,

manage secure-web status set enable

VvVDP 7 U r—arday—Lu#T7T L TCTFX0S €Y a2—/L CLIWCREY £,
Ctrl ]

#ET 12 |}
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B nsestkroesi—ravors

TISESIE7 V€5 L—> 3 VORE

WD RNy 7 TIETLS BEbT7T 78I L —2ar 280 LET, $7-. FMCA2HERALT, 2
DHEREZ HIN T B HIERAT —H AR FRmT 5 HIEICOWTEA L 97,

R DFRIL, Firepower Threat Defense 35 X N FXOS N— 3 » EMER TSLIE 5O~ v &
‘(“jqo

\}

GE)  FX0S2.6.1 % FXOS2.7x IEIcT v 77 L— R LT84, FID 6.4 13 TLS B8k & A #aE A
7226, FTD 6.4 Tk 5k HEIRIZHE N2 0 8 A,

FTD FX0S Crypto

6.4 2.6 1O TFA VAKX AD
BDOYVR—hK (7=2—X1)

6.4 2.7 IR NA

6.5 LA 2.7 DIR% BRI6DaALTF AL AL
ADPHR—K (7=2—X2)

About TLSEEEL7 V5 L—T 3>

Firepower 4100/9300 (% Transport Layer Security K5 5{k7 77 L —y a V&P R—F L TWE
9, ZAUE, Transport Layer Security/Secure Sockets Layer (TLS/SSL) D51k & 5% ~—
RO =7 CHEITTLHHDOT, TRV ROEmFEEZEBL £,

* TLS/SSL I 5{bds L OME 51k

« VPN (TLS/SSL 5 L O IPsec & & ¢e)
TLSH; BT 78T L —a ViERAT A TA LV AZ L ATHIRICAEDICR D, T 5
TLIEITEERA, TISERET 7L —aridtXa s o D /fEa—1 Tk
WK I6FID2 Y TF A VAR ATHNITHZ EHTEET,

TISEE79 5 L—a VBT HH4 FS5A4 VL FHIBREIR

Firepower Threat Defense C TLS B§ 5L 7 7 &7 L—y a > BREDZ/> TV DAL, RO
RIZBELTL &N,
IVOUEESA VARG Y

A VART gy DUV UG EEFET AL OICRESINLTWVWT, A VAT g
CUMTHETRILIEGEIE, U U RFEEBESNSETTLS/SSL N7 7 4 v 7 iE Re y
TENET,

W #E7 R |
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NSES7 €5 L—>avicBle a4 51 v espsm

Z OEIEIT Firepower Threat Defense =~ > R configure snort preserve-connection {enable | disable}
WZE o THI SN E T,

HTTP DA DN T+ —I VR

N7 4w 7 EEELRWEFIDa T FA VAR A TILS ST 7T L —3 9 0 &2f#
AT2E, RI3p—~ L A E L5220 HVET, TLS/SSL T 7 4 w7 %1EET D
FIDZ > FF A VAR A TTLS B EAbT 785 L—ay OLEMCT A L2880 L
F7,

Federal Information Processing Standards (FIPS)

TLSH 5L T 78T L—1 a v MR RAEEYE (FIPS) AW 5 & BN > TWBEGAE
X, ROFT > a OGN RIL £77,

o« B KA 2048 /34 B AT D RSA F—

* Rivest i 77 4 (RC4)

« BT — XIS LR NERRS (Bl DES)

« Merkle-Damgard 5 (MD5)

* SSL v3
Y& o) T 4 BEEE— FTEIET 5 K 92 FMC & Firepower Threat Defense & i &1 5
&L FIPSHANZZ2 D £, ZOF—FTEEL TWD & ST AFF AT 51213, FTD=

FTFA AR LA TTLS BT 785 L — a3y 2T 50, LTt
TarvERHATAILIICWeD T U ERELET

FEAIC DWW TR, MEBRL T E W,

c AEL I TATUT,

SAHEME HA) &E035REYVY5

FRTAME (HA) 72137 7 A Z {347 Firepower Threat Defense 238 5354 1%, Firepower
Threat Defense = S TLS K5k T 7T L—a v AT H2X0ERNLY £3, 1 >DOT
NAZDTLSHESALT 78T L— 3 UHERIE, HAXRT 72037 T A Z OO T A 2 LT
HHINEE A,

TS /N\—FE—F

—HRDT 7V r—3 3 U TliE, RFC6520 TEF STV 5 Transport Layer Security (TLS) 3 K&
U\ Datagram Transport Layer Security (DTLS) 7'® h 2/L{Zxf L C, TLS/»— hE— K =7 27
YarpMEHSE T, TLS/— hE— hE, ERB LA TH D Z L 2B 5 k%
BUEELET, 77470 FERITP =B ESINTAS MIOT—F ZEF L, IWEEIRT
EOITHFIZERLET, TP LT2GE1E, e b7 — 2Nk E S ET,

TLS K 5bT7T 78T L—a s AT/ > TS FMCIZ X » TEBELEIL TS Firepower
Threat Defense 25, TLS N— hE—h =7 X5 2 g U EFEAT 537 v R 2B L7254,

LESACES


https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/common-criteria.html
https://tools.ietf.org/html/rfc6520

wETNIZ |
B rsesrre50—vavicle 44 KSq UL HBSBE

Firepower Threat Defense % SSL R U > —® [ B ARA[DT 7 3 5 > (Undecryptable Actions) ]
T [ 51k F — (Decryption Errors) ] ® FMC @ E CHRESINT=T 7 v a v =FITLET,

« 71w (Block)
e Uty hLT7m w7 (Block with reset)
TV r—a IR TLS N—FE— FEHH L TWENE D 2R T 5121%. [ Firepower

Management Center # %% 4 K J O TLS/SSL hT7 7y a—F 4 U7 N—)LOEEZZHL TL
TEEWN,

TLSHEZALT 7T L— a VINFID2 VT A U AX A TENI /> TV AIEA1L. FMC
DF v T —2758R Y >— (NAP) O [k~ — b ' — ;& (MaxHeartbeat Length) ] % % /&
T5&, TLS "— hbE— F O LA ETE £,

TLS /»— h B — R OFEMIZ OV Tk, [ Firepower Management Center 15 7(  ] @ TLS/SSL
NGTNY a—F 4 T N—ADEEBRLTLIEEN,
TLS/SSLA—/"—HTRH 1y T3y

TLYSS. A—/N—H%TF A7 JF i a3 &%, Firepower Threat Defense 7% TLS/SSL hF 7 1 v 7
WLV IBARIZ/2 > TWAHIREETY, Firepower Threat Defense ¢ TLS/SSL A —/N—47 2 7
U7y a U RRAETLRENRDH Y ET, TLSHES T 78T b—var 2 R— 15
Firepower Threat Defense TORMBE 1L Z#RETE £,

TLSE;HALT 72T L— a3 v AN/ > TWB FMCIZ L » TEEL X415 Firepower Threat
Defense 234 —/"—H T X7 F 4 T I i=%4 . Firepower Threat Defense (2 L - T35 &b

N ROPNIE, SSLARY —@ [EHAF DT 7 23 2 (Undecryptable Actions) 128 5

[/~ R = A 7 =5 — (Handshake Errors) | DX EICHEVE T,

* T T AN NT 7 v a &k % (Inherit default action)
* Do not decrypt
« 717 (Block)
Uty hLTT7rvZ (Block with reset)
SSL AR Y v —® [HH b ARFI DT 7 23 > (Undecryptable Actions) ] D [/N> R¥ = A 7 =T —
(Handshake Errors) ] D% EDS [1 75 L 72V (Do Notdecrypt) | T, Bh&EfTIT N7 7 A

Ay b=V R —=RN T T 4 v 7 ERETLHEIICRESNTWVDIHEE, A A
arTtbhhET, EEI ThbhEY A,
KEOA—N—=BT 27 VT a UPRREELTHDHEE. KOETvarBdb £,
» TLS/SSL DALBERE S A3V Firepower Threat Defense (27 v 77 L— R L7,
+SSL ARV > —%EH LT, HEOBIILIELAE L 72V T 7 ¢ v 7 FIZ [Do Not Decrypt]
= EBMLET,

TLS A— =BT 27 ) 7L a »OFEMICHOWTIL, [ Firepower Management Center 1% 4 A
RJ OTLS/SSL T TNy a—T 4 7 —LDEEZBB LTI ZEN,

B #ETsqr



| #mEFNR
AVFFA VR VADTSESET o5 L—vavoant ||

NYTITBELEVA T4y TOREFYR—FShTOWERA,

TLS B BAbT 78T L— 9 v DA > TWDEA, TLS/SSL F T 7 4 v 7138w o7
FTIA U TAVE I TREDA LV E—T oA ATIIESTEEHA,

AVTFAVAREZVADTISEBEEIET72ES L—2 3 v OERIE

FMC DA %Z 2 R7a FTD OB (33 2—) THHEINTWA LT, @Bl A H v
ARERTDHE., TLSEE{LT 78T L — 3 v REHBBICENCAR Y £,

TLS B EAbT 78T 1L —2a TR_RTDRAT 4 TA VAZ L ATHNIRY , BT 5H
ZEiITEEEAL

TISKES7tE5L—Ya3a DR T—2ADERTR

TORMNEY T TIE, TLSHEEALT 78T L —2 a VAN S TWANE I N EFERT A
BEIZHOWTHIALEI,

FMC CTIROVEEZFEITLET,

FIE
ATy FT1 FMClcu /A LET,
RTw T2 [T/ R (Devices) ]>[T/34 REHE (Device Management) 1 %7 U v 7 LE7,
ART9T3 27Uy LT, BEIRT A A%MmELET,

ATY T8 [T34 A (Device) "=V %27 Vw7 LET, TLSHE LT 78T L— 3 AT —H AN
[&f% (General) | &7 v a i rEanEd,

nHHI - {’r X@%IE

P S, AEHIEE LY. ASA B RTLUART LY N B— RIZEHBLIED, f X —T =
A AT 4 FXalb—alBBRELEY, ZOMOX AT ZEEFOMRBET A A TEITT D
EnTEET,

FIYHr—S3o0ary—ILADES

TV r—varoayy—VIIERET I, ROFIEEFHLET,

FIE

ATy Tl ary— £ Telnet B 2 L ¢, £ 2—/V CLLICE L £,

RET/NA R
|



HEF AR

B 77— avoavy—n~ons

ATy T2

ATvT3

ATy T4

connect module slot_number {console | telnet}

EEOEX2 VT 4 TV a2a—NEYR—FLABWT A AD®F2 T 4 T VIR
5HIZi%, dot_number & LTC1E2MEHLET,

Telnet ##5t 2 9 2F51E, TY 2 — /VICRBHIERO v v a V2 RETE . H0dEN
WD & T,

1 -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV —=varoaryy—VIERLET, T A0 ha~v L REASLET,
connect asa name
connect ftd name

connect vdp name
A VAL AR FRT DT, AT TICavr FE AN LET,
1 -

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

1 -

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

TV r—vay ary— L EETLTFXOS EY 2 —/L CLLICBE LE7,
«ASA : Ctrl-a,d L AJLET,
*FTD : Tlexit] & ASJLE T,
«vDP : Ctrl-],. £ AJ)

FXOS CLI DA — 334 B L~YLIZR Y F£9,
aAVY—LERTLET,

B #ETsqr
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w7 g 208k ]

a) ~&AJ)
Telnet 77"V r— g XUV DY 9,
b) Telnet 7 7 U r—va ek T3 5100, REANLET,

telnet>quit

Telnet vy av&E8TLET,
a) Ctrl-],. X A%

il

WIZ, BExXx 2T 4 B 2—/L 1O ASAICHEE: LTH 5, FXOSCLI DA — 34
LVrYUIZR B2~ LET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

I T /N A DHIER

ATy T

ATy T2

ATvT3

ATvT4

FIE

X270 =R E—FERBLET,

Firepower# scope ssa

Uy — ¥ EORET AN AOFEMAE R T LET,

Firepower /ssa # show logical-device

HIBRT DB T A AT LI, koa~v s Re AN LET,

Firepower /ssa # delete logical-device device_name

LT ANA RNZA VA=A ENTWDT IV r—3a COFAR R LET,

Firepower /ssa # show app-instance

#ET 12 |}
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ATy TH

ATvT6

HibR T 27 7Y r—va 28, ROavr REATTLET,
a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name

¢) Firepower /ssa/slot # exit

AXEZREE LET,
commit-buffer

NV I a vl AT AREIZaAIy P LET,

1

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

Name Description Slot ID Operational State

FTD 1,2,3 Clustered Ok
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State
Startup Version Cluster Oper State

ftd 1 Disabled Stopping
6.0.0.837 Not Applicable

ftd 2 Disabled Offline
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

DS RFA1=y FDHIK

T, 2=y bEIT T AEZDL RIS, FIIKBRICHIBRT D FIEICOW T L E

B

— B2 HIBR

HEF AR

Template Name

6.0.0.837

6.0.0.837

Tz, N—RU =T ERERy NV DEENRNT, 77 AFa=y MIZ T AHZI)N
SHBIICHIBRS N E T, ZOHIBRIZ, RMEMEESNLETORNRLDTHDLTD, 7
TFALZIIHEBMTEET, £lo, FEITI/ IAZ Y 72BN TH LB TEET,

WETNAR
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52482z roik ||

TNA ANBUE Y T A X NIAFAET % MR8 3 % 121X, Firepower Chassis Manager [imER7 73 A
A (Logical Devices) ]X—"C, showcluster info =< > REHFEH LT AU r—ra v WO
U TARBAT —H ALRERLET,

ciscoasa# show cluster info
Clustering is not enabled

FMC 2l L7 FTD TiZ, FMC7 /3 AU X MITAA Z&FK L, 7 T ALY 7 2 BEA
M LI TINTORREZHMTE D LT LERHY £7,

TN =2 a s TOUTAZY TN T r—3 g VCLIZEHLTYZ 7 A
2T RERZT S Z LN TE EJ, cluster removeunitname =~ > R&Z A LT, &
TJAL L LTS =y NUSDT_RTCOa2=y FEHIBLES, 77— A T v F ar
T4 FXalb—raFEEInT, flfflz=y b2 bRZICEAMI SN2 7 4 FaL—
varbZoEETHLHOT, ar74Xal—varEhkbPIgcErna=y M H
EBMTEEd, filflla=y F2HIBRT H-OICT—F 2=y hTZDa~vr RE AL
THEEE, FrLnfililla=y FBRESINET,

TNRAANKET VT 4TI bE, TRXRTCODT—H AL H—T 2 AN Yy hE T X
nNEd, BHEERA X —T oA ADBN ST T 4 v 7 B kZEGETEET, VT 7407
Tu—%FTHICIE, FIRFY T EREANCLET, BHA VX —T oA X
ZTDa=y NINT—RhANT v 75 iﬁ%xfﬁotWTLVZ%ﬁﬁbf%%ﬁ%%
BREL 720 £, 727ZL, Vr—RLThba=y MBI FRAXNTELET 77 4 7 T
WS, BHEA VX —T oA RTET Y F5,

7 Z AR T EHEAIZT DX, ASA T cluster group name & A/ L TH 5 enable
EANLET, 7T7AF2 ) 7 H#HEANIT 521X, FTD T cluster enable # AJ) L &
R

TV r—vay AR ADEY L : FXOSCLI T, kOB EZSRL TS0,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

BEANCT 21213, KOFIHZFEITLET,

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

X2 VT4 B2/ VY DYy v NH 7 Firepower Chassis Manager O [
X2 T 4V 2—/l/m 2V (Security Module/Engine) ] X—C, [EIRA~ (Power
Off) 174 av%27 Vv 27 LET, FXOSCLI T, ROHIZSHL T 7ZE0N,

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down

#ET 12 |}
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B o= s rcBEftshTOELT TUr—Y a0 £ V8 U ROBIR

Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

BIRZHREAT DI, ROFIEELFATLET,

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

V¥ — DYy v hHF T Firepower Chassis Manager® [#£3 (Overview) ]X— T,
[v v h¥ D (ShutDown) |74 2> %27 Vw27 LET, FXOSCLI T, KDOF|% S
LTLIEENY,

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

ST AR
ROFGEEMEH LT, 77 AF AUNEZFRICHIRTE £75,

FMC #{# A L7= FTD OFE. Vv —Y T TAX VT HENI L% T2 = % FMC
FNRA AN A EMNBHIEEL T ZE,

ST A ZOYIE : FXOS CLI T, ROPIZSR LT &V,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

s —EANPLDOT Y=V FERITEX VT 4 BV 2 VDI AN TN, R
IR+ 2841, KBHAN—RT 2T 275 AFZOHFLNA A= L TEMNMTXET,

HMEBTNA RIZEEMTONTWVEWTZ T 5— 3 AV REF VR
D HIF&

BT S AEHIBRT D & ZTOMBT AL AT TV r—v g VERELHIRT D00 E 5 N
SFhRoNET, 77V r—a VRELZHIRLZZWEESE, TOT7 7V r—valr f VAX R
DHIBRSNADET, BT 7V r—va 2L CGREET S AZERTH 2 LIETEEH
o BX2 VT 4 B 22— WV DU DRBLT A A LT TICEEA T BT WnGA TR,
TV = ary AV AE U ARRIRT HT2OICLLTOFIEEMHTE 7,

FIE

ATV Tl EX2UTF 40— 2 EF— FEBBLET,

B #ETsqr
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ATvT2

ATvT3

ATy T4

FID #2713 20128 —7 11 20ZE [

Firepower# scope ssa

AVAN=NWERT T r—va rOFEflEFR R LE T,

Firepower /ssa # show app-instance

HIBR9 27 7V r—va 2Ll koa~vy RE A LET,
a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name

¢) Firepower /ssa/slot # exit

REEMEELET,
commit-buffer

NI a B AT ARTIZaI Yy FLET,

il

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

FIDRETNAADA 2V EA—T A ADER

Firepower Threat Defense f@EET /XA A TIL, A V' F —7 = A ZADEY B TRLH D Y THEBR 21T
HZENTEET, D%, FMC £721ZFDM TA VX —7 = A ARE#REHTE £,

LA F =T = ZZBINMLTZY | RERADOA 2 F =7 = AZHIRLIZD LTH,
Firepower Threat Defense DX E (2 5- 2 5 8T/ MR TT, 72720, EX=2UT 4RY —T
RSN TS =T = AZHIRT D L. RECEELZLEZET, A F—T A X
X, 77 8A L—)L NAT, SSL. 7A 77 47 4 Jb—/L, VPN, DHCP H#—\72 &
Firepower Threat Defense DF%EIZH T 5% < OLGFT CHEHESRIN TV A AHEMERH Y 77,
X2 VT4 = ERBRTDOIRY U TEEZITET A, Flo. WMET NS REEE 5

#ET 12 |}
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B mosEs < zor8—Tz1z20%E

ATy T

ATvT2 i

ATvT3

ATvT4

ATy TH

Z3, 7D FMC % 721X FDM CToORE 2 M3 L9712, #IY 24T 57z EtherChannel D A
Ny TERETEET,

FMC D& : A VX —T =2 A AEHIRT B E, TOA ¥ —7 = A AZHEEMT LTS
BRIENT R THIBRES L ET,

FDM DA - A v 2 —T7 = A AZHIRT DHT, HDA X —T oA ADBHDA X —
T oA AIHEEBITTE ET,

188 BRI
s MBA K — 71/]’7\0) R E R L OEtherChannel (ZARK— k F¥ %/L) OBIMIHE-> TA »
H—T7 A A%FE L. EtherChannel ZB L £ 9,

c TTIZEID B THENTWD A ' H—7 = A A% EtherChannel 21BN 5121 (th

T IR TTRTCDA U H—T oA ANT TAZZED Y ToHRET) | ETA
AANBA L H—T A4 ADOEY Y TEARER L, WKIZ EtherChannel |24 > % — 7::/1’7\7%
BT 2 0EENH Y £3, H L1 EtherChannel D355, % D% TT 734 A|Z EtherChannel
EREIDYTHZENTEET,

c JTGREN U TRNAT ATV T 4 D72, FMC %7213 FDM TR E % #1351
I, TR_RCO2=y b TAH =T oA AZBMETITHIFRL WD Z & 2R L TL 72
IV, MPNTT —HI AR R 2=y hTA UV H—T oA AEEFE LT, §ilf/ 7 o
TAT 2=y NCEFETLZEE2BEHD LET, LA v — 7m4xi%ﬂiﬁvy
L7ZIREETEMEND 72D, A v F—T 2 A RAF=X ) U TICEBERITIRNZ &I
BELTLEEN,

FIE

X2 )F 4 h—E R E— FEBBLET,

Firepower# scope ssa

BFNA A EfmELET,

Firepower /ssa # scope logical-device device_name

FREET NA AT LAV H—T = A AEE Y Y TET,

Firepower /ssa/logical-device* # create external-port-link name interface_id ftd
FREAE =T A ZAEHIRLRNTIEE N,

RIEZfEE LETS

commit-buffer

FNIUW T a BV ATAREICAI Yy FLET,

FMC CA > ¥ —7 oA AZRPLET,

a) FMClzunZ A4 v LET,

B #ETsqr


b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_197
b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_199

| #7142

ATvT6

FID #2713 20128 —7 11 20ZE [

b) [T/3A R (Devices) 1>[T/\1/4 AEHE (Device Management) ] %% L. Firepower Threat
Defense7 XA A&7V v 7 LET, [ F—T A A (Interfaces) | Z 7 NT 7 /L F T
EIRENET,

c) [Av#—7 x4 (Interfaces) | ¥ 7 DI LIZdH 2D [T 34 AD[FEM (Sync Device) ]7H#
YR U7 LET,

d) EEIBmHENDE, A ¥ —T oA AREPERINTZZ & 2R TRED /ST =08 [A
v —7 x4 A (Interfaces) | X—VIZRKRINET, [7 Vv 7 LTHEMAERSR (Click to
knowmore) |V 27 %27 Vv LTA v X —T =2 ADERNFERRTLET,

e) A ¥ —TxAAEHIBRTHIHEIT, WA X —T A ANLH LA U H—T = A A
WA Z—T oA AREZ FHTERELET,

A B =T 2 RFTELHRL TRV, BIFORELZRTE LT, Hunag o7 —
7oA AZHIRL THIEZHFEITLICE D, SOICHEZBET2HELH 0 £7, MEE
EEITTOHE, AN A =T oA ARFELHEHIN TV DT R TOYRARRINE
7

f) [ZEHEORGE (Validate Changes) 1227 U v 27 L, A U F—T A APELINTHRY
VePEEEL TS Z a2 L £

T —NbLLEIE. AV —E2EH L THRAECRDLERH D £97,
g) [Save (RTF) 127V v/ LET,

h) 73 2% @R L C[EB (Deploy) 127 Vw7 L, BV LB THNET A ZIRY ¥—
ZEMALES, ZEEIRY —2EATLETHMIRY $HA,

FDM TA v Z—7 = A ZA&[FEHM L TBITLET,

a) FDMice 74 v L7,

b) [T/3 A (Device) | %27 U > 7 LThb, [ 23— x4 X (Interfaces) ] ¥~V —IZ
HD[TRTCDOA L H—T x4 A% KR (View All Interfaces) |V 7 %227 U w7 LET,

Interfaces

Enabled 3 of 13

View All Interfaces >

c) [ ¥—7=A R (Interfaces) | 7 A 2> %7 Vv 7 LET,
d) A H =Tz AARAXF Y L ENDLDEFFS>THE, [OK]|Z27 Vv 7 LET,

#ET 12 |}
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B roses s zorvs—oz1z20%E

e)

2)

Scan Interfaces X

@ Interface scan completed.

Added (3) Removed (0)

unnamed

Port-channel?

unnamed

unnamed
Ethernet1/5

HLWA L H—T oA AL, IPT RLAREEZRELET,

BT A5 X —T 2 AOPFOIPT RL AL LTI AHFHATAEAST. LA v X —
T2A ATINOOREEHEATELLIIC, WA X —T oA A%EX I —DL4RATE TP
7 RUATHBKETDHILENRHD £,

HNWA A =T 2 A ZAEFH LA U H—T o f ATEEWZ DI, FWnA v F—T = A
A0 [iE#: (Replace) ] 74 2> %27 Vw7 LET,

[E#: (Replace) |74 3>

TOTatBAICLoTC, AV H—T 2 A AEBRLTNWEHETRTCOHRET, T A X —
T2 AADRF LAV Z—T o ABEEHZ ONET,

[HaF A > % —7 =4 A (Replacement Interface) |1: K2 v 7 H 2 URARNLH LUV A
VH—T o f AEEIRNLET,

B #E71q=2
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outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemet0/4) -

Create new Subinterface

h) [ X —7xAA (Interfaces) | X—TIZA v b=V NFREINET, AvE—VHNDY
YRV LET,

o / to migrate an interface was created. %

Open the task list.

i) [#AZ UAL (TaskList) | ZH~XT, BITHARII LT Z L 2R LET,

Task List
8 total 0 running 7 completed 1 failures Dests sl inthod B
Start
Name Time EndTime Status Actions
Config migration from source interface outside to 06 Jun 06 Jun
destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful
PM PM

AT v T1 FXOS T, T NA ANDA v H—T = ADE) Y TEMERL ET,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link 2~ > RZ A LT, £ v F—T oA A4 EZERRLET,
ATYT8 REEMELET,
commit-buffer

"W a B ATARTIZaI Yy FLET,

wET 12 I}
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B ssaswmsrz01o8—7120%E

ATv 79 FMC £721ZFDM TA VX —7 = A A& HERBAL F7,
H6:FDMIZ&BAVF3—TTAADAFY Y

Scan Interfaces P

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2

ASAGRIEETNARADA U E—T A ADER

ASAGHIRT RA ZTIL, BHA L H —T oA ZADEIY YT B0 Y TR, F/-3@EEHz %
1THZ2ENTEET, ASDM iE, HrLWwA X —T = A 2AHZHEMICHRE LET,

LA v E—T oA AEBMLTED, RMEHOA F—T7 =4 AZHIFRLZD LTH, ASA
DFRTEIG- 2 HEEITR/RTT, 72720, FXOS THEIV Y ToHn/-A v H—7 = A A& HIR

THEE (Ry U= T 2—/LOHIBR, EtherChannel DHIR. Bl 4 ToHNizA v F—

7 = A A® EtherChannel ~DFEH VY TRE) | TDA L F—T A ANREX2 VT 4R

T IS L. HIBRITZASA OREICHEEZ G2 F T, ZTOHE, ASARETIIILD =

~ U RDMRFFESND T2, LERFEZITO M TEET, ASAOSDHWA v F—T = A
ARETTECHIFRCX £,

\)

GE)  FRETAS RCEELZ 5 22, B0 Y THNT- EtherChannel D A 83—y FafETE £
?‘O

1R8O BRI

cWERA B —T = A4 ADIREP L OEtherChannel (AR— ~ F ¥ /L) OBINZHES T, A
VA —T A A%&ERE L., EtherChannel Z B/ L £,

e TTIZENI D B THNTWDA X —T = A A% EtherChannel (ZIBMNT 5121 (72 & 2 1F

T TN R TTRTCDA U E—T 2 AA AN FAXZEHD LY ToORET) . £ iEET/\
AAPBA B —T A4 ZADEID Y TEMFR L, KIZEtherChannel IZ4 % —7 = A A%
BN AMLENSH Y £9, #H LU EtherChannel D54, % D% TF /34 A|Z EtherChannel
EEIDVYBTHZLENTEET,

SRET/ANA R
[ 120 | |
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&

ATy T2

ATvT3

ATvT4

ATy TH

wEr 1 20E=52>7 |

c JTAB VT ERIXT = — VA —N"—%BINTD5H, TXTO2=y h kDA Z—
Tz A ADHIREHRLET, BUNCT —H/AX R 2=y N CA U H—T = Af A%
EHEL D, #7774 7 2=y NCEETHZEABEOLET, LA U Z—
Tz A ATEREX D LIZRETEBNEND T, A VX —T A RAE=X VU TICE
BERKFILERA,

FIE

X2 VT4 =R E—RFZHBLET,

Firepower# scope ssa

IMELT N R EARE L ET,

Firepower /ssa # scope logical-device device_name

AMERT NA ADBA L H—T 2 A ADFND B TEMERLET,

Firepower /ssa/logical-device # delete external-port-link name

show external-port-link =2~ RZ AN LT, £ X —T oA A4 EFRLET,

BHA LA —T oA ADLE, FILWEHA VX —T oA Z2BINT DN, BEDA ¥ —
7 xA A&HIE L. commit-buffer =~ FE2EHLTLEEL=2I v FLET,

FELT N R LA v F—T oA ZA%&HI D B TET,

Firepower /ssa/logical-device* # create external-port-link name interface id asa
BOE 2 MeE LET,

commit-buffer

cNZoY I a Bl AT AREIZaAI Yy FLET,

HRIBTINARADE=_AY Y

* show app

EHRERA A=V TR LET,

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.10.1 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
ftd 6.2.3 cisco Native Application Yes

#ET 12 |}
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vdp 8.13.01.09-2 radware vm Application Yes

« show app-instance

TV r—ay A VARV ADAT— AL IEREFERLET,

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD2 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD3 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD4 1 Enabled Online 6.4.0.10353
6.4.0.1056 Container Default-Small Not Applicable None

show logical-device

AT A ZADFEM e FR LET,

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Oper State Template
Name

asal 1 Standalone Ok asa

show resource-profile system

VDP DY YV —RX Fu 77 A VEFRRrLET,

Firepower# scope ssa

Firepower /ssa # show resource-profile system

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRO9K-SM-56, FPRO9K-SM-44,

FPRIK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPROK-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all

2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all

WETNAR
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4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPR9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System

show resource-profile user-defined

AT FAVABEVADY V=R Ta T s A NVEID Y TCEERLET,

Firepower# scope ssa
Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 8 mid-level

show resource detail

TV —2 g AV ABZ L ADY ) —RE )Y CEERLET,

Firepower# scope ssa
Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

Y4 FEY SRR DT D

ROPITIZ, YR—hSND7 TAZHEANZRLET,

4 FEEDOMACT KLR 7 KLRXZ{EALT-X/%> K EtherChannel
IL—Tv K E—FDOH

WO TIE, A b OF— b= —F EWNEFy NU—7BICEE ST (f—A b
Tz ANMEAN) 20DT =X LU H—DENTIUI2DODT T AL AU N—=NHDLHGEERL
FT, 7 TAZ A R—F, DCIRBEOZ FAZHEY) 7L THERINTWET, &4
A NDTTFAE X RN—X, WNEBXOINSE ST DR > U —271Z%F L A/3 K EtherChannel
HEAHL e =/ AL v FIZ8EEE LE T, % EtherChannel X, 7 7 AZNDT XTDHOY ¥ —
NCANRENET,

5 —X% VLAN IX, A ——L A bT7 U AR— ML (OTV) (EREFEEOLD) 2 #EH
LCYA MEICHEENE T, T T4 v I NI TAZETTHEIBREICNT 7 4 v 7 BDCI
I LTV A MIBEEINZ2WVWE DT AL, Ze— UL MACT RLAZT oy r

RET/NA R
|
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B v/ rEE0MACT KLR 7 LR EBRALER/8 K EtherChannel L—F v K E— KOl

THT 4 NEEEBNTHLERHYET, 1 DOV A hOT T AK ) — RPREFEREICR ST
e, NI 74 v IOV A DY T ALK ) —RIGEESND LT 4 VX EHIBRT D4
ENRHDFET, VaclZHH LT, 7o —S)LOMACT RLVADT 4 VE U T T 50ERD
DET, . T ARPA VAT g VEEBZIL TLEE N,

T IGARE, NEAR Yy NT—27 D7 — b= L THRELE T, TXCHIT T AX ) — R
THEEIND 72— VMR MAC I, N7y NEZETLORTIMEHINET, BE
Ny MEL ADC 7 TZAZNLDY A MEFDO MAC T RLAZMEHLET, ZOEEIC X
D, AA v TFN2OOERLLHHR—NTHEOYA RGRIT 72— MAC T R A% FE
LTLESDEBHWTWET, MAC 77 v B IR EAELARNE S, 1 B MACT KL X
DI ZEFHEHLUET,

COREDOTFT I FFHRDOLERBY T,

« I TAZMBIEESNDTNTOHN ATy ME, A FOMACT FLAZEMA L,
T A —Ta—"T74AINET,

e VTG ARZ~DTXTDOANSIN >y M, 72— UL MACT FLAZHERHLTEEINS
72, WOV A MZHDEED /) — R TZETEET, OTVOTZ 4 VZIZE-ST, T—
Y B—ND T T 4y I Rla—"T74 RENET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

A/\> K EtherChannel FS5 2 AXR7L U N E—F /J—XYHRX YA

~ fE D451

WOHITIE, WL —% LAV — % OfJICEE Sz (/=AY T AFFAN) 2507 —4%%&
VA—DIENFRNIZ2ODT TAE AU ANR—NGHABRAEERLET, 75 AX AL "—T,
DCIRRH D7 Z ALY 7 IC Ko THH SN TWET, YA FDTTFAZ X —F,
R L OWMER D A 23X K EtherChannels ZfEf L T —Hh /L0 XA v FIZEER L E T, &
EtherChannel X, 27 7 AZNDOTXTDY ¥ —UINZANRSIET,

KT —H B A —DNERIL—H LA — 2 X OSPF L., R AT L b ASA %
WL ET, MAC LiXEARY, V—FDIP X TR TCONL—FT—ETYT, DCLIZFE=2 A b
N—hZEDBTHZLIZLY, FFEDOVA N TTRTDI TAZ AU N—=]NZ 7 LIV R
D, b7 4w 2385 T—FEr X —NICHRR SN E T, 7 7 2 X BIEFE O & HEFF T
L7, ASA AT AKX FOL— NI, EVA FTRICTZ Y v ¥ T A—7 %87 5
VENHDFET, 1DODOFA FDOTRXTDT T AHF AU N—IEENEE LGS, VT 740w
TIIHEN—2 D DCIRRBE TV A DT T AKX A= ZkbET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

BV A NDOAAL v FOEEIZIE, WOLDOEZFDLHIENTEXET,

o 1 M VSS. VvPC. StackWise. StackWise Virtual : 2D+ U A TlE, T—F o ¥ —
LI BDAL v TF oA A= 1L, T—HBHZ—=2ZHDAL v TF oA A F—)b
LET, 1o0FA T ar LT, T -k X— @7?x&/~Fin—ﬁwx4w
FIEFICERE L, TEAA /7‘]\774’ v 7 IIDCIZREH LET, ZOHA. HEiolz L
N EDEFIRT — X B X —IZxt LT = VMR SN E T, DCIBRDIRNT 7 4 v
7 EWPET X DA, RIS LT, 4/ — REZDCIREHTH DAL v F Ik T £
T ZOWA. N T T4 v 7 ITEEOT -2t X E N5 72, DCI & FEEITE
BT BT OIIER AT R T,

KV A b —H/L VSS, vPC, StackWise, StackWise Virtual : A A v FDILEMZ & D
LTI, BV A NMI2ODERBRDTEAA v TFXT A VA N—LTEET, ZOHA.
JTAL ) — R, MO —INVAL v FEFICERIN T4 X —1Dv v —
V. BIOERLDOR—INVAL v TFICER SN T —F X =20 ¥ — T TIEAN
> K EtherChannel ZffH L £ 95, A 3 K EtherChannel I1ZFEAHIZ [458E] L TWE
T, Zua—BIIEAA v FiL, A3 K EtherChannel Z %A b & — /L EtherChannel
ELTRERLET,

—_T e

C Internet

Router — ~——__ Router

/ \"_“Higher cost route Spanned Higher cost route —/ N—
EtherChannel \

[ﬂ@de

[ Om::ﬁ.|

/dode 3

GH

5
ﬁ § Mode 4 1
= o3
Data Center ‘ ﬁ )‘
Interconnect "\. : E |
EW"‘"’ 5 "/
| =1 Control
\=——__Inside Inside |
\ Spanned
EtherChannel
el F
Higher cost route e
Router Router
Data Center 1 Data Center 2

SRET/ANA R
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R /X2 K EtherChannel k5 VARFZ LY K E—FRA—X DR YA FREOH .

A /\> K EtherChannel FZ5 VAXR7LU N E—FA—X ;TR b

B4 ~RED B
WOHTIE, VA MOF— oA N—FL2OONEHERy NU—F (TFVr—9
Fv bI—=27LDBXy FU— 7)W’MEéht(4 AP T AMEAN) 200F—F &
VHE—DFINFIUZ2 DD T T AL AUNN—=0N5 DY FUEF, 75K AT,

Daﬁm®771&ﬁﬁ)/7_;ofﬁﬁénfmifo%#4%@772&%/ﬂ~i
KU —2Z7 L DB Xy NU—T DOWjHFIZANN R

NI B L OSNTOT ) r—3 9 v %
EtherChannels ZfEfH L Cr— /L A A v FIZ#HH L E T, £ EtherChannel (X, 7 7 A X ND
FTRTOV Y —VIZANERET,

B A FDF—R T A L—H|Z, HSRP 72 & D FHRP Z i L T, &%+ bk TR Usase DR
EMACT FL A LIPT RLAZIEHLET, MACT RLADOFHIERT T v v J & RET

% 7=, mac-address-table static outside_interfacemac_address =~ > KZ#H LT, ¥—FoU =
AN—FDEEED MAC T KL A% ASAMAC 7 KL AT —7 VZEIIZIBINT 5 2 & 5#)
HDLET, b0 FURRNWE, A M OTF—b T =ABYA 2D~ T = A &
BETLIHAIC. TONI 7 4 v 7P ASA @I LT, WA v Z—T7 = A ZA0BH A K2
WCEREL LS & LT, MENRETDIAREMENH Y £3, 7 —F VLAN (X, A—/—L A bk
T U AR— ML (OTV) (F723REOL D) AL THs MEICIEESNE T, T
TAYINT—= b T2, V—F5TTHLIHEEITNT 7 v 7 DCI Zdim L Tl 1 b
WCEE SNV Dl ?5 I, 74N EBNTLHL0ENRHD ET, 1 OOV A DT — |k
N7 4w 7BV A NOT— N A IZERF S

T A —F REEARRRIZR T2 5E
X974 NFEHIRT HDLENHY T,

e
o ™

e N
[ Internet J
J

\E.,_k___,‘ Gateway Router:
o Virtual MACs and IPs

(FHRP) P
Spanned EtherC lmnﬂl —

Cluster —@7
Node 3 Node 4

' ' Cluster |
{* Control |
_7 Spanned ElherChanneI I I e =

1 . i E
: I |
' . r Spanned EtherChannel
Data Center

o Interconnect =

[ S s G L Al lrg

ApD NW “ﬂk_/r‘ ------ “T\iaﬁ’ SER Switch |

Data Center 2

Switch

Gateway Router:

S Virtual MACs and IPs
~ (FHRP)

Spanned ElherChanTel

o of o
o
E

-
-
”

Data Center 1
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HEF AR

BT /N ADERE

HaE

Y

HEEEHR

Firepower Threat Defense
R > 7R & B
U > 7 RAED[RIH]

¥ —3 Tl%, Firepower Threat Defense BifEY 7 KgA T — X A v X —T = A
AZADOMELY v ZIRREL R CE D X H 170 £ Lz, BIfE, FXOSEHELRRENT v
7T WY 7 IRERT v T THDIRY A F =T = A RLT v TR
Y £, Firepower Threat Defense 7 7' U 7 —3 a v A ¥ —7 = AOEHIREE
IXEE S EH A, Firepower Threat Defense 7> 5 DRI 2 WA X, 72 & 20,
Firepower Threat Defense 7 7'V 77— a3 VRERITA Y T A TR DA, T—
BA B =T A AW T » TIRBEIZ72 572V | Firepower Threat Defense
DYy MY BRI LIE S ORIEY v 7REDO 005 MR &
NET, ATy FOBE, ZOREOARA—BIZL O ANy R Fr Yy
SNBZERHY FET, ik, Firepower Threat Defense 23LFLTX 5 L H 27
DHNIHM LV —# 23 Firepower Threat Defense ~® ~ 7 7 4 v 7 D& #HiGT 5
ZERHLTDTT, ZOKREIZT 7 40 P TEDIC/R > TH Y, FXO0S Dt
THRARAZEIZENZTEET,
GE) COMREIX, VT TREZ VT arT A v AHK A T F Radware
vDP 7 =t L — ¥ Z{# 19 % Firepower Threat Defense Tl&H R — F &h
FHA, ASA TV AR—FENTHEREA,

FB/ZE W X7 Firepower Chassis Manager i : [Logical Devices] > [Enable Link
State]

BrH/ET S 72 FX0S =2~ > K : setlink-state-sync enabled, show interface expand
detail

AT A AL A
[ D FMC Z A L 7=
Firepower Threat Defense
REDNNy 7T 7L
oo

AN
T4 —L
J1)—Xx
2.9.1
2.9.1

Firepower Threat Defense = > 7 F A Y A X L A TFMC Ny 7 7 v FHEILY — /b
ZREATE X920 E LT

Brif/ZE W S 7~ EMC A : [ AT A (System) ]>[Y—/b (Tools) 1>[/3v 2
7 v 785t (Backup/Restore) |> [EBEXf ST /34 AD /N 77 w7 (Managed
Device Backup) ]

HTHR/ETE X7 Firepower Threat Defense CLI =< > K : restore
PAR—rENDTT >~ N7+ —2 : Firepower 4100/9300
GE) Firepower 6.7 S %ETY,
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we7r 1 20BE [

TS5y bk
TA4—L
Jyy—=

HEETEHR

INTARE R
T AL

2.8.1

AT FIA VAR REFER LTI TAZEERTEDL LT LI,
Firepower 9300 TlL, 7 ZAXNDEEY 22— /W1 DDA T FA VAKX A
EEODDLVERDVET, X2 VT 4 VRV 2 VD BB T
FA VAR L AT FARGEMT DI LIXTEERA, VTRAXA VAKX R
TR X 2V T AV a— A EE Yy — VT AEMHT S 2 L AR
LET, 2720, REISLT, [WALY T AFNITEZ S Firepower 9300 & % =
UT 4 Y 2—)L XA T E] L Firepower 4100 ET VDAL TF A LV AL A%
BESHE, —HSE5Z2 R TEET, FILZ T ZXHZNT Firepower 9300 & 4100
DAVAR LV ABRESEDLZ LIXTEEEA,

/A E S iza~ 2 R @ set port-type cluster
GE) Firepower 6.6 LARE S 02T,

FDM T® Firepower
Threat Defense @ 78—
~

2.7.1

%A 7 4 7 Firepower Threat Defense f > A ¥ A%k L, FDM & &ZFE T
XHLHRVELE, 2T T A AZ LV RAFYR— IR THWERA,

HH/ZE T Sz~ R enter bootstrap-key MANAGEMENT _TYPE. setvalue
LOCALLY_MANAGED

G¥) Firepower Threat Defense 6.5 LA 234022 CT 9,

HoarsF AR
2 AD TLS Kb T
7T L— g

2.7.1

Firepower 4100/9300 ¥ % — 3 EOEH D a v TF A v A X A (K 16 i) T
TLS B BALT 7T L—ra By AR—hSnb L o270 £ Lz, LA, £
Va—Ntxa T 4TIl o0ar T A AR AZK LTDOR
TLS B EALT 78T L—2a v 2 /NI TDHIENTEE LI,

BLNA AL ATIE, ZOBREDRT 7 4V P THRIC 2> TWET, 72721,
Tyl T —RZLoTHEGFEOA VAR L ADT 78T L—2a UREINIRD
ZEiEHn A, VT, enter hw-crypto ¥k IZ set admin-state enabled FXOS
av REFEHLET,

LU FXOS CLI =< K : enter hw-crypto, set admin-state
HIFR & 4172 FXOS CLI =< > K : show hwCrypto, config hwCrypto
HIB% X 4172 Firepower Threat Defense CLI =~ > K : show crypto accelerator status

GE) Firepower Threat Defense 6.5 LARE S BT,

Firepower 4115, 4125,
L4145

2.6.1

Firepower 4115, 4125, B X 4145 NEASNVE LT,

GE) ASA 9.12(1) B HETT, Firepower 6.4.0 IZ1X FX0S 2.6.1.157 28 LB T

‘j_o

ERERINTcavr NEIdbo £8A,
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HEF AR

HRER TIv b | BEEIEER
T+—L
)1)—2
Firepower 9300 SM-40, |2.6.1 300X T 4 T 2— b, SM-40, SM-48, FBLUSM-56 2N EA S E L
SM-48, I XU SM-56 7o
OYR=k GE) SM-40 5 1 T8 SM-48 1Z1% ASA 9.12(1) 284 E T, SM-56 121%, ASA
9.12(2) B L UVFXO0S 2.6.1.157 BB TT,
T R_RTOEY =—/WZiL, Firepower Threat Defense 6.4 35 . T8 FXOS
2.6.1.157 BMLE T,
EoREIN-a~<r NIdbo £HiA,
ASA B L Firepower |2.6.1 ASA 3 X OF Firepower Threat Defense #2773 A % [ U Firepower 9300 - C/&Bf
Threat Defense % [A] U TELEOIEE L,
i I
Firepower 9300 DHI0>F GE) ASA 9.12(1) S4BT, Firepower 6.4.0 121% FXOS 2.6.1.157 28 43T
Va— )L TCTHAR— kK
R
EEaspnza<y Kb £8A,
Firepower Threat Defense | 2.6.1 Firepower Chassis Manager C FMC NAT ID # & ECZ 5 L 9127e 0 £ L7z, LAAl
T—=hA LT v TRE IZ. FXOS CLI % 7z1% Firepower Threat Defense CLI N T 7 NAT ID % #% /& T&
(22T, Firepower F L, BEIE, V=T 4 V7 ERIEOW G OB TH GO IP 7 K LA (R
Chassis Manager 'C FMC F—ft&) BUETT, FMCHNT XA ADIPT RLAZIREL, 7 /31 AHRNFMC
DNATID ZRETE D DIPT RLVAZRELET, 7270, IPT RLAD 1 2OH B> TWDHGE
Loy LT, (=T 4 > T OB/ NERE) 1%, BAOBIE A Z AL L CIE LV Vg
F—ZRT D0, HEHROMMIC—EDONATID ZHET 24 ELH YD £,
FMC 36 X O A 2Tl WIHIBEROFGE L KRBEZT O 12D, BErF—B LW
NATID (IP 7 FL A TiE7e<) A LET,
B LV VAR S L2 HEE
[Logical Devices] > [Add Device] > [Settings] > [Firepower Management Center NAT
ID] 7 4 —/V R
EVa—lEFa)  |261 INT, EVa2a—WEXFa T4 200N TNNOILrTF A VAR R

T T DNTI
7@ Firepower Threat
Defense = > 7 F A A
K ATPH SSL /~v— R
7 T L—
va ¥R —k

I L TCSSLN— R =7 72787 L —2a v Z2HNcT 2 LnTE5L91C
ROFELE, oar T A AX AR LTSSLAN— Ry =27 7787 L—
a TN IR S TWETH, XA T 4 T A U AZ L RZIFADMTIe>TVE
T, FEAMZ DWW TIE,  [FMC Configuration Guide] ZZ M L T 72 &0,

B/EFE Sz 2~ > K config hwCrypto enable, show hwCrypto
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we7r 1 20BE [

Hhe4 TIv b | BEEIEER
T+—L
Jy—=x
Firepower Threat Defense | 2.4.1 H—DtXa2 VT 4= VU ERITEY 22—, FE L Firepower Threat

D<IVTA L AHE A
Hne

Defense 2T F A VAKX VARG HEBOGGET NA ARERTEX 5L 512720
F L7z, DT, DX, T4 T T 7V r—vab A VARV AERERBATE S
T TLe, RAT AT AL AZ A G ERETR— S TWET, Firepower
9300 DA, —HBDEY 2— IV THRKAT AT A VAR RAEFHL, tOEY 22—
NTEHar T A VAL AERERATLZ N TEET,

FHRIeBEA X — T = A ADOMEHEFHREIC T 572, FXOS T VLAN 71 >
H—T oA ZAENER L. BEHDOA LV AZ AT v B —T oA A% HT 52
ENTEES, av T AUVARZ U AERBT 56, BV Y Tohiviz CPU =
T OEFRET HHLENRSH Y £9, RAMIT a7 OFIHE-> TERJIZEID 4T 5
N, TAAVEREIFA LV AZ AT LIZAGBICRESNET, 20V V—2E
HAEFHATDLE, BA VAR ADNRT p—< AN AL~ A XTEET,

2ODEBD Y v —vTaArTF A VAZ U AEFEHL TN, TXATEUT ¢
EHEATLZENTEET, ZE2E 10HOA L AZ L RAEFROV Y — V% 2
SFEHATHEIE, 10HONA TXA TV T 4 XTEERTEET, 7T R
ZY T IFYR— b EREE A

GE) NITFA AL ARGREIT, FERITRR Y ET ASA ST Ay
TEXARN T RIZBPTOET, v F a2 TFA N = RTiE, B
—DT TV =2 a v A AR ARNR=T 4 a ALSIVETH,
VILTFA AR ARERETIE, ML LTy T A A R B
TEET, arTFA U AZUATIE, ~N—RU V=205, @5l
OREFREEL, [0 Y o— R EROY 7 sy =TT v T TF— B
& O Firepower Threat Defense D 7 WERED VAR — N3 AIHETT, ~ /b
Far7x¥AME—RFNTIE, EHY Y —2DOEBNT T, FFEOTT v
N7+ —ALTEVZLDarTx A MW AR— K TEET, Firepower
Threat Defense TliX~/LF a7 F A M E— RIEHTE EHA,

GE) Firepower Threat Defense 73— 3 > 6.3 LABE S BT,

HH/ZE T & 7- FXOS =< > K : connect Firepower Threat Defense name, connect
module telnet. create bootstrap-key PERMIT_EXPERT_MODE.
createresource-profile, create subinterface. scope auto-macpool. setcpu-core-count,
set deploy-type. set port-type data-sharing. set prefix. set resource-profile-name.
set vlan, scope app-instance Firepower Threat Defense name, show cgroups
container, show interface. show mac-address. show subinterface. show tech-support
module app-instance. show version

PR/ Sz FMC B

[T/31 X (Devices) ]>[T/ 4 REH (Device Management) ]>[#®s& (Edit) ]
TAary>[4 88— x4 R (Interfaces) 1 ¥ 7
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HEF AR

HEEA TS5y b | #EEER
T4 —L
J1y—=
ASA FHEET XA AD b |24.1 ASAZETHEXIC, hT VAT LU MERIILV—T v RE— FEIRETX
FUAXRT LN E— HEHTHEYEL,
FREAOY = b HR/ER S -2~ R : enter bootstrap-key FIREWALL_MODE, set value
routed, set value transparent
7T ABEIY 7o 241 JIAZEIEY 7 DF 7 0 FTIE1272.00/16 %y T — 7 BMERENET,
B AL <A XA[EE7R 1P ZITFXOS T 7 AXERHATAHALEIIRAY NY—V ERETEET, Vv —
7 RL A I, Yy —yIDBLRZr v MID (127.2.chassis id.dot_id) (ZHESWT, K
= NODITAFRIEY 7 A B —T oA AP T RLAZHEVAERKRLET,
2770, —¥oxy FU—ZREBETIL, 12720016 N7 4 v ZIINRNATEER
o ZDT=H, —T3v 7 (127.0.0.0/8) BLUP<=/LFF+¥ A b (224.0.0.0/4)
7 KLU R&ERE, FXOSIZZ T AZGMHY 7 DT AZ K/16D T F v b EAERKT
XAV E LT,
/A E IR~ K : setcluster-control-link network
Firepower Threat Defense | 2.4.1 FXOS CLIT FMCNATID g% & T& 5 L 912720 £ L7z, LIAIE, Firepower

T—h A NT v TREE
IZ2OWTClE, FXOS CLI
T FMC @ NAT ID %%
ETEDLHLOITRD F
L7z,

Threat Defense CLIIN TD A NAT ID % E C& £ L7z, WX, v—7 44 7&
PREDWE T ORI THE T O IP 7 R A CBgkF—f1%) BMETT, FMC 37
INAAZADIPT RLUAZEFREL, 7A4xﬂmMC®m7va%?EbiT 7
FL.IPT RLAD 1 SDOHB I TS (w%74/&ﬁm@md£
) 1%, mAPIoEEHH _hﬁ%%ibeLm%ﬁ% ERGRT D20, Bt
DN —FE DO NATID {5 ET A0 EEH Y £3, FMC B LOT /31 XA Tl
VIR ER DFEGE & AREAT 5 12D, BEF—B X ONATID (IP 7 KL A TiX
7<) HEHLET,

PH/AETE Sz~ K @ enter bootstrap-key NAT_ID

ASA DY A ~E T T A
&) 7ok

2.1(1)

ASA 7 Z AZ T 5 & EHEID Firepower 4100/9300 > ¥ — > DA |
IDZRECEET, UNNLASAT 7Y 7 —2 a3 YNTHA MDD ZikiET D3
BV FE LI, ZOFH LWHEREIL, #IHPEAZBEIZLE T, ASAHRN THA
FDZERETEX R ot Z LITHEBELTLLEEY, ¥, 1 MEIZ TR XY
VT EOHBMNEEED DT DIT, BEMEE T —~ v AT D EE O EN
GENDHASALTI() BLUFX0S2.1.1ICT7 v F 7L —R+5 2 L A#EL £,

setsite-id =~ ROREEENFE L

Firepower 9300 £ 6 &
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