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Eneryption

Encryption allows you to send encrypted email using the Cisco encryption

technology
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Allows you to configure additional plug-in options
" Additional Options...
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0 New version 1.1.0 available

What's New in this Version:

This release provides the following new features. For more information
about these features, see the Cisco Email Encryption Plug-in 1.1
Admimstrator Guide. This version can be downloaded at
hitn//software cisco com lacated at Securitw/Email Securitv/Cisco
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Cisco Secure Email Encryption Plug-In X

Cisco Secure Email Encryption Plug-In
L] LY [ Epvieiory s
CISCO Lastupdated: 1/11/2021

Check For Updates

This product contains cryptographic features and is subject to United States
and local country laws governing import, export, transfer and use. Delivery

of Cisco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors

and users are responsible for compliance with U.S. and local country laws.

By using this product you agree to comply with applicable laws and regulations.
If you are unable to comply with U.S. and local laws, return this product
immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found
at:
http:/ftools.cisco.comilegal/export/pepd/Search.do

Warning: This computer program is protected by copyright law and international

treaties. Unauthorized reproduction or distribution of this program, or any portion
of it, may result in severe civil and criminal penalties, and will be prosecuted to

maximum extent possible under the law.

Copyright © 2011-2021 Cisco Systems, Inc. and/or its affiliates. All rights
reserved.
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FiX, 794 T MUDT IV r—va A VA=A T LR EDOT AL ANBT
b R_Re—7ERETL2ENTEET, IhE, RN —TEZEE~DIRMNT 7 AL
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This is a secure message

The message opening link is valid till 07/10/2018 03.57. 43 PM UTC

Read Message

HOW TO OFEN LINK AFTER EXPIRY

| Toread this message on dasktop, open the securedoc_20180706
== 10B5741 html attachmant in a web browser

" Toread this message on a mobile device, forward this message to
| | mobile @ga res cisco com to receive @ mobile login URL

Need Help?

Contact the sender directly If you are not sure about the valdity of this message

Copyright & 2011-2018 Cisco Systems, Inc. andior its afiliates. All rights reserved
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T NDBETT,
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BT A—NDT I T4 _X—=vary Yo rxEr )y 7 LET,
ATYT6 LOEBFA—NVIRY, EFaT Ave—VEXTNLI ) v LET,
AT 71 [Password] 7 4 —/L F|Z Encryption Service Z A/J L, [OK] %7V v 27 LCEXxaT A vt—
TEaAHAEY £,
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. Cisco Secure Email Encryption Plug-in for Outlook D% € &



| Cisco Secure Email Encryption Plug-in for Outlook 0 5% 5 & 3 F
gElbshit®a7 Avb—SEnoTHET 25 ||

BEitEnt-tXa7 Avt—CZUOTHEIT 556

Waofbsnletx a7 A vt —V2ZE LS E, TOMFlanicA vyt -T2l <2,
Cisco Secure Email Encryption Service [Z 8§k L, = —W—7h 7 NARET LMLENRH Y
T, V=B RCEEE LKL, THU Y FORAT—=REHEHTLZ LT, ZELETRITO
Wb A vyt =V ZENTEET,

R —BHOA T ay

TJ4—ILF Bz

Language FTFvav, RayZHE o XA=a—nb,

Encryption Service 7 7 7 > b T3 5 558
BN LET, BEA—IET 7 40 Tl
WEECRRINET A, BARGE, H5E, 77
VRAFE, RAVEE, ANA VEE. RNV
BN DLBIRTE £,

First Name W,ZHC9, Encryption Service = —%—7 7 7
v FoAFT K) EANLET,

Last Name WZH T, Encryption Service = —H—7 7 7
v ho4Er ) AN LET,

Password WZETT, THTY NONRAT—REATL
FT, NAT=RE8 LT EEL, KTl
TNT7 7Ry NOWGFEEDLMLEND Y E
7

BFA—ILDOEEFIE

ek 77 /A v EERTDE, 2 Ra—F—3hER Yy FU—7 OAERITE S A — NV E ik
BT HHNC. TAZ by TN A=V EREEL LT, BB NBEREBEFA—IVICT T T %
RETAHZLENTEET, ROWVTINNDREEALA T > g @I L E4,

* Flagh§ &1k, Flaghfs{bA 7 v a v 2FERATLE, =0 Ra—Y— 3Rl 7 7
THEBRETEET, E/z. Cisco Secure Email Gateway |2 & > TE 1 A — /LB LS T
MOEFA—NANRF Yy BT —7 OINFITEE ENET, Flag 5k, = F 2—H#—
DHFSIMNFET D A — N ZIEBALT Z2MNERH Y | N TEET D A — Lol 5{bx
MELE LIRWERITHEHTE £, 7L 2E BEOERIELH > TV HHM#TIE, &
FITEETHRNCEN S DOLEEZRE ST 2MLERH Y £,

c TR by THEBIE, T A by IHEE L TIL, Ciscolfm{bT 7 / ad—%2HFH LT
Outlook NN B A — NV EK S TEET, TO%, AL SNZETA—IANBT AV
My 7T bEEENET, TAZ by TR bR, = K =P —BHEN TEET D

Cisco Secure Email Encryption Plug-in for Outlook M%7 & 5 .



Cisco Secure Email Encryption Plug-in for Outlook D&% & |
B reo 50520 by TRSEORE

AN E WG GALT DREND D EEHENTE £, & 2 Mk &S Om T o
EEIZEBNT, T XTOWBEMBET —F 2L T 20 ENH DL ERETT,

1:FlagfESLETRY by TREEOT—Y 70—

Flag
Encryption @ —rE—bIZI+—+
Email Client with Message Flagged Exchange Encryption
Cisco Email Security  for encryption Server appliance sends
Plug-in key request
Encryption Server
Desktop e
Encryption @ —h@ — T 7] o) |:T B
[ ——— 3
Email Client with Cisco Elerypted I'::xchange Enu'_}'ptlun o
Message Server appliance passes

Email Security Plug-in sends

key request encrypted message

It
R I

Encryption Server

GE) Wy E ko HRUL, Outlook EF A —/L T U v b, F4 ST BCE Config ikt 7 7 A L%
BEAbT D LI o CTkED E3, T 74/ b T, DecryptOnly E— ROENT /20 £,
Ty N a—H =X, FEENLEEEHDEH STz BCE Config 7 7 A V& %[5 L TiE 51k
THZ LK TR R ELEETXH X912, A VA= NVEETTETET,

S — O =
Flag 5 & UTRY by TIESIEDERE
T2 N 2—=H—0 Outlook EF A — /LT AT FOT 74N DALY T 4 Falb—v g T—

KX, Decrypt Only T3, 7 7 7 F 7235 BALBERE A H T DI2IX. EHBEHORMN 7 7 A4
WEEBENOZITERY, ZNEZHEHA Lo Ra—P—DEF A -V TIU L FEREL
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9., £, 77V BLORSEEREEIX A VA =it Lo THEMETE £9, —fEA v
A M= TIE, —#HOILr 74X alb—Ta s 77 A/VRN2—F—OFRE 7 + /X IZEHERAR
ENET, EELIAYyE—UI2, B4 Ehiz BCEWIRET 7 7 A ARG EN TV 256
X, =¥ Ra—HF—RZOfk 7 7 A V& &3 % & Encryption Plug-in for Outlook 73 [ B
IZRXE S4LE 9, Cisco Secure Email Encryption Service (% —H—/N— L LTIV E T,
TR a=F=NT BT PR TORWEEIT, BEkERDDL T 07 FRFRRINE
7

KD3IHODaALT 4 Fal—aryE— REMHETEET,
« Decrypt Only : %5 L7zB5 S bE T A — LV EZE L TEET,

« Decrypt and Flag : Z2RFE | A —/ A vE—VDOMEELE 77 VRIEEITH ZENTE
F9, flagA 7 ara2EHTLE, 20 Fa—F— IS LICKERT T V2R ETE
¥ 9, F7=. Cisco Secure Email Gateway (2 &> TE T A — AR SLINTHLE A —
R FRy NT—T OHNERIZEGFEENET, 777 BHRESINTAvE—V BB LT —
N=TEFITEDLLI I —"—DOREXITOLENRDH D £,

« Decrypt and Encrypt : ZR7HE A —/V A v =V Ol 5L EE T LEITH) N TE
iﬁ‘o

Encryption Plug-in 12 7 7 1 JLDREE)

T K 2—H%—[L, Outlook A —/L T AU Mnb, BB iz BCE Config ik~ 7 A
NEETAET D Z EI2L > T, Outlook B+ A—/L T H 7 MO EALEF DL L0 RET
HIENTEET, 2 Ra—HF—DOZEF ML AT 7 A M E DB A — VB2 WGE
X, ARA A= VETERERA LD T 3 NV Z R T TEEN,

a7 4 Xalb—ary TrANEEETHE, BEH I BCE Config s 7 7 A LAFE D
BHIA Y E—VEZE LB A—NT I NI T TAUBRESNET,

N

GE) \BEIX. 7974 DA A h—)LEFIZ Jave Runtime Environment (JRE) 2% HEIRYIZ A > A
h—vESnET, L, TNUBRETIN2WEAEIT, JREEZFEITA A h—/L T B MR
HVFEF, PAR—FINTNDH/X—T = X, JRE 1.8 £721F Open JRE 11 T,

Outlook fE1 A —/L7 # 7 > hMZxt LT Cisco Secure Email Encryption Plug-in % H%hZ L TR E
THIE, KOFMEEFATLET,

FIE

AT w1 FE4 ST BCE Config 7 7 A ABIRM SN2l A — N X v—V & £, #EOmEH
WCOWTHERZRD D A v E—URERRINET,
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. Flag 51t

Citoo Securs Email Encryption Plug-in »

This masiage containg & secure attachmyent with sestings
fee akshman@eroypeme =

Do you want to apply these settings?

[l Appty Comensn Plug-in Settings

ATw T2 [Yes] %27 U 7 LT, Cisco Secure Email Encryption Plug-in Z 3% @& L £9, % &/ 1E 5 2
INdE, AvE—URERINET,

[Apply Common Plug-in Setting] = v 7 Ry 7 A% A N2 H L, 7774 0 OIEDOFKED
WHENET, HBEOTT VA L OFEEICOWTIEL, BCE Config 7 7 A /LA ] L 7= 4@ A4
TrarORE (1—=) EBRLTIEIN,

File Massage  Help Q  Tell me what you want to do
5 N| - = @
Reply Reply Forward p Raad
Y Aboud
Respond Speech Cisco Secure Emad Cisco Secuse Emad

Cisco BCE Configuration File - Encrypt Mode

lapriyat@«cisco.com
To Lakshman Privathem

/ BCE Contig signedidglami
148

Cisco Secure Email Encryption Flug-In *

Hew changes have been successfully sppied for
Likshman@encrpime.n

| =7 |

Flag iF =1k

Flag 55t A 7 v a v 2T 5 &, =0 Ra—W— 3RS LICNER 7 T V2R ETEE
9, F7=. Cisco Secure Email Gateway |Z & > TET A — LA BK S ENTHLELS A —AR
Xy MU =7 OABITEE SN ET, ARy R T =7 MOANBIZHRIE S d A —/MZx LT
ARBRTANVADAK v o PLBEIRGEIL, Flag 5L iZEHT 20BN S £7,
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Fagissitntr7vay [

Flag B 5L D&% € 1L [Cisco Email Security Encryption] ~*— 2% ¥ £, Flag K 5L D% E %
EEFTHI2IE, ROFIEEZFEITLET,

* Outlook 2010/2013/2016 Ti%., U A @ [Plug-in Options] R&¥ > & 7 U v 7§50, 721
[File] > [Options] > [Add-ins] > [Add-in Options] > [Cisco Email Encryption] > [Encryption Options]
WCRENL £,

* Outlook 2007 T, Y —/ /b 3—® [Plug-in Options] R ¥ > & 7 U v 792 Hh, Fi=1d [Tools]
> [Options] > [Cisco Email Encryption] > [Encryption Options] {28 L &£ 97,

W77 7 A v 2 ARhE T T % 121E, [Cisco Secure Email Encryption] % ~""C [Encryption]
74—V RD [Enable] F= vV Ry 7 A% A U FI213A7ICLET,

[Enable] A NZF DL, AN T BT TANLEFX 2T =0 — 7 THE A — L E Dk
(GRS

Cisco Secure Email Encryption @ [Plug-in Options] ~X—3 :

Plug-in Options X
Cisco Secure Email Encryption

CIsco

Encryption

Encryption allows you to send encrypted email using the Cisco encryption

technology

Enable Encryption Options...
Additional

Allows you to configure additional plug-in options
"y Additional Options...
Diagnostic

The Diagnostic tool collects all plug-in related information
i —

Run Diagnostic
English ~ About Help

Flag B§E1LDA T 3>

[Encryption Options] %27 V 7 9% & | [Encryption Accounts] X— T NERINE T,
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B ramsitcnt-B8r2—LomErFoas

[Encryption Accounts] ~— 37 G’ I%. Flag Encryption Plug-in O3 X TOHE A A —/L 22— — T %
7 MRERRINET, FITICIE, Outlook 7 A7 FOEFA—/L 7 RLR & B
FHFHNTND F— "ﬁ‘“—/\*—ioJ:U\H Bt ¥ A4 7 (Flag % 7213 Encrypt) /RS HUFEJ, [Options]
IV ITHN TAVNT RVRAEXT NI Y v 735 &, [Encryption Options] ~<—3
& T,

[Encryption Accounts] N—=

<<<<< s Encryption Opticns — X
a Encryption Accounts
Your Outlook accounts are listed. For each of these accounts, you can apply different encryption
settings.
Options...
Encryption Accourt Address Key Server Type
lakshman @cifrado in
lapriyat @cisco .com res.cisco.com Flag *
Cance

)

G¥)  Outlook ®H LT 417> b iX [Encryption Accounts] U A MMZ B ERYIZIEMN &AL E T, Outlook 7
Bor MRHIBRSND L, EDT B M [Encryption Accounts] U A k26 HEIRIZHIFR X
ET,

Flag St SN=-BF A —ILDEEA T a >

T2 Ra—P—REEFA -V ER AL T 25810, B bR e LTEF ATy —7
TS, 0FY [T 720051 BERHY £T, _ih RV, EEEMNMER LT 4V
Z o THSALDPBER A v =V E@il TE £75,

)

CE) B RBERET A=/ VT T 7 2BET D Z O ST ATIE, ELHKEET D L 5128
FA=N T Y NEEEETHMERD Y ET, ZOLXFETEHELTNETTEET,

[Encrypt Message] RNE ATEF A —NVOEERFICEHNTEET, ROWTANDTETE
A=W D~ — 27 R ETEET,

[General] # 7
WD [General] DA T a M HERTE £4,
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[Connection] % J

[Connection] % 7 .

[Generall DA T 3>

®

Flag Subject Text

W ELDBFA—NMI T T T HRETDH LD
\ZHAZEA A —/LD [Subject] 7 4 —/v RIZiB
MTEDT XA N, [Subject] 7 4 —/L RiZiB
MT57FARNEATILT, ETA—NVER
T THMERSL 2R LET (F7x
)V MEIX [SEND SECURE])

Flag X-header name/value

bR E L CTET A= T T 7 2T
DX~y X —HFEE A —/VTBMTE £
T, 12ODT 4 — L RIZx~y X —% AL
F9 (57 4/ MHIX x-ironport-encrypt ¢
T) o 200D T ¢ —/b RIiZ true £ 7213 false
EANLET, ue z AN LTSS, HBES
Nizx ~y =D A ve—Uhk st S E
T (77 4/ MEIX true TF) o

R @ [Connection] DA 7T a VN HEIRTE £,

[Connection] DA+ T 3 >

B

No proxy

TuXx T aEHH LRWEGEEICER L ET,

Use system proxy settings

FIFNV IO AT A Fax B EEFEHT
HEAITER L ET,

Manual proxy configuration

FEDTm X VREZANT HHEITERL
£7,

Protocol T 7 4V N OB E A LN D b aik
R L7=%4A. [HTTP]. [SOCKS4],
[SOCKS4a]. [SOCKS5] DWW Fnind 7 a k=
VAR L ET,
Host VAT AERIITa R = R"DOFRA ML E
77IXIP 7 RLABEEELET,
Port VAFAEIT TR F Y = R—DR— &
RELET,
Username P N—Ta—F L RRLERPGHIT, 22—

Y=z A LET,
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Cisco Secure Email Encryption Plug-in for Outlook D&% & |
. [Remember Password] % 7

[Connection] DA T 3 > &
Password VAT LAERII T XY == LTA
N Lica—F—LZIZB#ET A /2T — K& A
JILET,

[Remember Password] % 7

K @ [Remember Password] DA 7L a v BRI L £ 7,

NRT—FDFToay B

Never IOFTSvarE®ERTLHE BT A—NLE
BEALE T IIR LT 5 & XiT, WISk
IRAT— RN/ F9,

Always ZOFTva s EERTLE, RPICE T A—
NEBEEALE T IIREBALT 5 & 2D, K
AL/ RA T — RBMBEIZ/R Y £, NAT—
iy vi=3nET,

Minutes WAL SAT—RFRFyyasild Lol
AL, oA TvarEAFICLET,
NRAT— REBWHTETONEEATD
2, REVEEH L THOBEEELET, 5iE
L7z 5 &, = K 2 —%F—%,
2 b SNT-EF A — V&2 HE LT D BRI
AL NAY — ROF AT BB £,
T 7 )V M 1440 43 CT9,

Desktop Encryption
TAZ Ny IR EALA T Y 3 U TiE, Outlook NN BB A — V&R 5L, ZNET A7 b
TINBIRETE X,

Desktop Encryption #% & 1% [Cisco Email Security Encryption] ~<—3 124 ¥ &3, Desktop Encryption
DREZXEESHIIE, ROFINEZFITLET,

* Outlook 2010/2013/2016 Ti%, U A @ [Plug-in Options] R¥ > & 7 U v 7§50, £
[File] > [Options] > [Add-ins] > [Add-in Options] > [Cisco Email Encryption] > [Encryption Options]
WZBEN L £,

* Outlook 2007 T, Y —/ /b 3—® [Plug-inOptions] R ¥ > & 7 U v 7§25, F1=iZ [Tools]
> [Options] > [Cisco Email Encryption] > [Encryption Options] \Zf8) L £ 9,

TV Ra—W—RHEBALT T 7 A B H/ N ET2IT 823 % 121E, [Cisco Secure Email Encryption]
47 C [Encryption] 7 o —/\- K> [Enable] 7= v 7 R v 7 A& A2 EI2i3A4 712 LE T, [Enable]
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724 by TRSEOA T ||

AT B E, BFA—N Tl T o006t FaT 2o _a—TF THBEA—LEEETE
id‘o

\}

(G¥) =¥ R=—+#—|% [Cisco Secure Email Encryption] ~<— 0L BAL T T 74 v & H b/ Bshit
TEETN, Wbt — N 24 H 1, EHEH BCE_configxml 7 7 A /L&~ TIT 5 &
ERHY ET,

TR by TBEIEDA T 3

[General] 2 7

[Encryption Options] %27 U » 7 9% & [Encryption Accounts] ~<— 23 & F£ 77,

[Encryption Accounts] ~<—37{ZI%, Flag Encryption Plug-in ® 3 X TOE T A —/)b 22— — T %
vy MFEIRENET, FITITIE, Outlook 74 7 hOEFA—/L T RLA L T
B TND F— P — =B LW 5% 1 7 (Flag % 72X Encrypt) /K& Ed, [Options]
BV T B TATSNT RVRAEXTNY U w7325 &, [Encryption Options] ~2—3
DPAE £7

[Encryption Accounts] ~<—3 :

&4 Encryption Options - X
a Encryption Accounts
Your Outlook accounts are listed. For each of these accounts, you can apply different encryption
settings.
Options...
Encryption Account Address Key Server Type
lakshman @cifrado in
lapriyat @cisco.com res.Cisco.com Encrypt *
Coreel

\}

(GE)  Outlook ®FHHLT 717 > M i [Encryption Accounts] U A M HEIJIZEMSLE T, Outlook 7
Hv Ly MRHIBRESND & FDT B M [Encryption Accounts] U A k2 HEIRIZHIFR X
NET,

\)

GE)  WDOFKRIZ, [General] # 7 TCHEHATE LT XTOA v a &R LET, BCE configxml 7 7 A
NOBREIZE > TE, RENRW, FRFHEHTERNA T a bbb £,

KD [General] DA 7L a BRI L £97,
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Cisco Secure Email Encryption Plug-in for Outlook D&% & |

[Generall DA T 3>

®

Use as default encryption account

TADS N, T74V b OWET Iy~
FELTRET2HEIERLET,

Encrypt by default

FTRCOEEBETA—N AvE—VET 74
Wb TR BB A IR L E T,

Server URL

BBk — "D URL Z AN LET,

Always use message body from key server

FITA N, BEEHEORT—LE Y T
JGLTA v B—U AR T 5 558 % HIKT
TELLOICLET, ZoFTvavid, [
Crr—nVa2 T 5% EE TR A vE—
VEFMETOHEAIHERALES, o4 v
VEFTZIZTHE, AvE—UARIUIFIZT
DAT v arTERIRLIET 74V FOSGEE
EHLET,

Default language for outgoing messages

Ripbur—VEFEHTLZEE~DA v E&—
VERETDHLEEIL, EEAvyE-VTHEH
THEEERELET (T LOF=v IRy
I ANE DA

TRTOEEA Y-V THAT A EELE
EFLET (TS LEOF v IRy 7 AIFT
272> TWET) |

Token File Name

h—=27 0%, BFA—N T TAT v N ERE
b — =TT — & BT B 7= DIfl
MEND I A2 ~—[EHDOF—TF, BifE,
ZOERIIH AL~ — PR — N TOBREH &
. BETEXEHRA,

Default Expiration (days)

WS b SNTZETF A — NV BRFRR AR E R E

LEd, ARYMOREARESTD L, Ay

=Y OHEMHIRNIN, ENLUEITIZES
MBAS ZENTE R £,

Default read-by (days)

ZEEPRESLENTA v E—VEGe 2 L

NP HEEZ R THELET, f5E

L=HIBINIC A v =V N EN o725
B, BEFICEMPELNET,

Attachment name

FIFNLEDEF2T A vE—I40F
securedoc.html T, IRfT 7 A 7 HITEET
X, X aT Ay E—VICHEELEH LW
AR S AL E T,
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[Connection] &2 7' .

[Generall DA 7T 3 > &

M essage Security B LB A—NADEX2 )T ¢ Zi%E
L%9., 774/ MilX BCE_Configxm 7 7
AMIERINTNET,

GE) CITEELIEAYyE—V R
U7 41 B A v =212
SLUTOREH S ET,

«[High (&) ]: AvE—ICmnEFal
T EBEE LA, Bk A v E—Y
AT BT ONCREE DO /R AT — R
NERENET,

e [Medium (1) 1: A v E—TICHRED
X VT 4 BRE LSS, ZIEED
INAT— KR F ¥ v = IR TWHIUR,
A=V EEF LT HETH AT —
NiFZERINEFEA,

s[Low (IX) 1: AvE—TiZEn kX2
T4 EBEE LTSS, A vE—UiIRe
WZEFEENETH, Avte—T%ERFL
THETH/NRAT— RRERINEEA,

Send return receipt BE LB A — NV EZEEDRE LRI
BAGHEGE A v B — V2RI D5E 18R L
jz—g—o

Show dialog during message encryption WEbT DA vt —T T IR LA TV 3
VEATAT Ry I A ERRTHITIE, D
FTvarEF A LET,

[Connection] & 0
KD [Connection] DA 7L a BB TE £,

[Connection] DA T 3 > e
No proxy Tax R EA LW SICERIR L £,
Use system proxy settings FITHIN DY AT N T a R E T

HGAEICERINLUET,

Manual proxy configuration FEDTmX VREZANT HHEITERL
£
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. [Remember Password] % 7

Cisco Secure Email Encryption Plug-in for Outlook D&% & |

[Connection] DA T 3 > fi&
Protocol T 7 4N NOERREEHEHA LW L a2
W L7854, [HTTP]. [SOCKS4].
[SOCKS4a]. [SOCKS5] DWW FHind 7 m b o
IVEERINLET,
Host VAT AELII T O R = R"DORA ML E
7ZIZIP 7 RLAZIELET,
Port VAT AERIET e R = R—DR— &
BELET,
Username PN —Ta— P =N NPT, —
P—H AT LET,
Password VAT AFERIFT mF Y = R—TX LTA
N Ll —Y—ZICHET 5 AT — K& A
HLET,

[Remember Password] % 7

K @ [Remember Password] DA 7' L 2 >y BRI L £ 77,

NRAT—KDAT 3y

B

Never

IOFTSvarE®ERRTLHE BT A—LE
BRALELIIRE LT 5 & XiT, WISk
INAT— RINUBEIZR2 D £97,

Always

ZOF T a lEEIRT L L, RPNCETA—
NEEFALET IR ST 5 & Elcoh, K
AL/ RA T — RBMBEIZ/R Y £, NAT—
iy vi=3nET,

Minutes

WL SAT—RFRFyryasild Lol
A5, oA TvarEAFICLET,
NRAT— REBWVHTETONEEANTD
2, REVEZEH L TOBEEELET, 5iE
L7 5 &, = K 2 —%—%,
2 b SNT=EF A — V&2 E ST D BRI
AL RAY — ROH AT BB £,
T 7 )V M 1440 43 CT9,

. Cisco Secure Email Encryption Plug-in for Outlook D %€ & A



| Cisco Secure Email Encryption Plug-in for Outlook 0 5% 5 & 3 F

[Advanced] % 0

N

[Advanced] &2 7 .

GE)

IRDOFRIT,

[General] # 7 CE T& 23 _XTHOA T g »&/xLET, BCE configxml 7 7 A

VOB TEIZ L - TL, BRrENW, FRFEATER2WLI T arbd F9,

WD [Advanced] DA 7 > a VinHER L ET,

[Advanced] DA+ < 3 >

B

Unsecure server URL

A= R=D~ VLTSS, EFa
U7 4 CREZSINTVRWURL, ZOF 73
CERAEM LTSS EIR. SO 27 URL
(http://res.cisco.com) WEEAH I ET,

Connection timeout

X Y N~ OB SN D £ TORFE
ke,

Socket timeout

o P S O F — & AT B O
B,

Display " Open offline" check box

IOAXTvarE@ERTLE, EFaT Ay
& — 12 [Open offline] = v 7 R v 7 ANFK
IRENET,

Display " Remember envelope key"

ZOATvavERERTLHE, EFaT Ay
& — 1T [Remember envelope key] = » 7 7R >
I ANFITRSNET,

Display " Enable personal security phrase"

IOATvarzBERTLE EXaT Ay
& — 7|Z [Enable personal security phrase] 7~ =
IRy 7 ANFRRINET,

Add message bar

TXa2T A=A vE—U N—FB
TAHEGITEINLFT,

Show " Reply" button in the message bar

A=V R=PNEHRoTODEE, Ay
t— N—I|Z [Reply] NERINET,

Show " Forward" button in the message bar

A= N=PREMNIIR S TODGE, Ay
Y — /N—|Z [Forward] NERINET,

Show " Reply to All* button in the message bar

A=V NRN=PBEN o TWDEE, Ay
£ — N—|Z [Reply to All] BEREINFET,

Display " Remember me"

IOATvarzBERTLE EXaT Ay
£ — 12 [Remember me] = v 7 7R » 7 A
TREINET,

Cisco Secure Email Encryption Plug-in for Outlook M%7 & 5 .
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Cisco Secure Email Encryption Plug-in for Outlook D&% & |
B e=stchrgzs—nows

[Advanced] DA T 3 > &
Display " Auto open” DOFTvare@RT5L, BXaT Ay
t— T [Auto open] F = v 7 R v 7 ANFoR
INET,
Open in the same window TXaT AvE—VERILY 4 RUTESx=

T AvE—VERCHBEITERLET,

Display “Encryption usage reminder” COF T a v ERIRT D L, ——
AL EFETTH-NT, BV R AHBTO L
WEbZFEHRTDE W) )~ U ANERS
niﬁ_o

FElESNI=EF A —ILDZEE
A

GE)  BBLEFA—NDT 7 5 /V s ORI A XX TMBTT A, Z O ILE F#E ) BCE_Config.xml
T ANEESTERTEXET (FrK25MB) .

(54

T R 2—P— BT A — /VOVERFFIC [Encrypt Message] RX > %27 ) v 7§52 LT, &
FA—NERRICERFETDHZENTEET, EXaT A vE—T%EET DA, [Encrypt
Message] ¥ VU NA NI TND Z E BB L T &,

[Encrypt Message] N % X FEA A — /L OVERFHZE T TE £ 7,

WDKIZ, [Mail Compose] ~— 3 @ [Encrypt Message] 78 & & [Encryption Mail Options] ~ 2 /L
Y HRLET,

= =

File Message Insert Options Form.

B Encrypt Message

Cisco Secure Email Encryption u Clipboard I

E To
Send Ce

Subiject

B Sl A v b=V 2R ET 2103, F——"—Z2@RL T ATV —F2 A LET,
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geitant-BF A —LokiE ]

Bt A7 > a U EFRET HITIE. A FEEO [Cisco Secure Email Encryption] 7 > F v %7 U v
27 L CIR® [Encryption Mail Options] ~~— Y % Fnr L E T,

)

GE)  W®oOAZY—r 3w kEFRKIZ[EncryptionMail Options] DA 7'+ a DT _XRTERLET, 7=
7L, FREND AT 3 i BCE_configxml 7 7 A /L OFREITIN U THERRY 4,

2kl Encryption Mail Options
Reply Options
v 7| Allows Repl
Y [¥] ply
[] Allaws Reply All
[] Allows Farward
Mezsage security [High -
(] Expiration 5/23/2014 216 P
"] Read By B/23/2014 216 PM

(] 4 ] [ Cancel

N

(GE)  [Encryption Mail Options] Z# &% L7235, ZOEEIIMEMRP OEF A —/L A vE—IIZD A
AanEd,

WDA—)L XT3 g NHRIRLET,

[Encryption Mail Options] SHBR

Allow Reply DX T arE@RIRT 5 & ZEHITN S
{EEFA—IVICRIETED L5172, &IF
DEA A=V A =N HBNICE LS
ET,

Allow Reply All OF T arEERT L E, ZIEHEITNE
{LEFA—NEZELE-2BICRIETED X
N BEDETA—N A yE—UNHE
BRI S b S E T,

Allow Forward IOFT T a v ERRT D L ZEH IS
{EEFA—NVEEETEDH L)1, 5k
THEF A=/ A yE—U B Sk
SNFET,
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B e=stchrgzs—nows

[Encryption Mail Options] AR

M essage Security B LB A—NADEX2 )T ¢ Zi%E
L%9., 774/ MilX BCE_Configxm 7 7
ANMTERINTNET,

GE) IITERELIEAYyE—V R
U7 41 B2 v =212
SLTOREH S ET,

«[High (&) ]: AvE—IC@mnEF®al
T4 EBEE LA, BelbA v E—Y
AT BT ONCEREE DO /R AT — R
NERENET,

e [Medium (1) 1: A v E—TICHRED
X VT 4 BRE LSS, ZIEED
INAT— RBRF ¥ v = SR TWHIUR,
A=V EEF LT HETH AT —
NiFZERSINEREA,

s[Low (IX) 1: AvE—TiZEnEF=Y
T4 EBEE LTSS, A vE—UiRe
WZEFEENETH, Avbe—T%ERFL
THETH/NRAT— RRERINER A,

Expiration Noy 72T ohb, el A —ro
A (HEF) ZHELET, oA
MPWED &, Ay v—I3HIREINE 22D |
THUREIZEENRZDORA v E—V2HLZ
EIFTERL D ET,

Read By Ray 7FHE TG ZEE VR TAEA v —
Uhwmte L TREINAHIM (K ZEEL
9., BEL-HBENICA v E—UREEN
ool GHEIE, BEFTITHANELNET,

ZOF T a UREZ I o T WGEERIE, = Ra—F—N[Send] 27 UV v 27 T5H L, &
FaT7T T _Xe—DF S a rORE (27 X—) 1T X 9 72 [Secure Envelope Options]
N=UNEET,

REXRD ETT—NRETLHZENHV ET, FHIZONTE, =7 —L T T7 v a—
T4 (40 N—) EBHL TN,
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w7 avoEE I

RIEA TS 3 VDG

At —VZ2EET 5L, [Reply]l. [Reply All]l. £ 721% [Forward] 473 2 > DT X TORE
& [Message Sensitivity] 4773 a VOT R TORENBTDOA vE—U bR INET, b
FEETEERA, KRICHERLET,

T 7 AN BFTIE, Ay E—VITREELITEEINIBECHE LS ET,

* [Reply]. [ReplyAll], F7=iX[Forward] 47> 3 > & ILD A v —UNHHMEA TE WG
X, BERA v E—URBEA v E—VERETET, = Fa—HF = [Send] 27 V v
73 HEED ERBMINET,

ey N a—H—N [Reply] [Reply All], F 721 [Forward] 47> a v &2 FITL TV D & X
X, TEORA v E—VICHEEN TV IZEELZHIRTE A,

e = R —H%—73 [Reply]. [Reply All], F721% [Forward] 7' a v ZFITL TN D & &
X, TR v E—VICEEN TV RVWZEREZBINTE LA,

e = R —H%—73 [Reply]. [Reply All], F721% [Forward] 7> 3 VA FEITLTND L X

I%. [Tol. [Ccl. E72iX[Bec] 7 4 —/b R CZEE ZIRIESH-0 . BEIT 52 LiXTx
EcAV.VR

« 7 717~ 7 [Decrypt Only] & 72 1% [Flag Encrypt] I\Z5%E AL TV D IGAETE, (G A v E—
UREA vV EEEFETET, = N2 —— WBmﬂ%ﬁ)/7T5k%®:&
DIBHSIVET,

« 7717 @ [Message Sensitivity] % [High] IZFXE T 5 &, [Reply]. [Reply All], F7=1%
[Forward] ® A » & — Y O S [High] (2720 £,

« 7717 N ® [Message Sensitivity] % [Medium] IZ5%E 7 % &, [Reply]. [Reply All]l, 7=
I% [Forward] D A vt — Y OEMES [Medium] 12720 £77,

« 7717 > k@ [Message Sensitivity] % [Low] IZ5%E T 5 &, [Reply]. [Reply All], F7=i%
[Forward] ® A »&— L OFEEME S [Low] 12720 77,

* [Reply]. [Reply All]. F7zi% [Forward] ® A » & —13 [Sent Items] 7 #+ /L ITIRAFE S 1,
EEBICL - TESETE X,

« B4 S172 BCE Config 7 7 A ANGENTND A v —VEMOm Ly R o—— | hiE%
T5HE, BHENOZUTWMAEGA LITRRY, HERRENKEY T, =7 PRI E
j‘o

t$171y&n—ﬁ®77>3>®&E

Ty Ra—W—F, RORZ Y —ray MRS TWA LI, LLToRICEZH I TV
ék%;7i/mm~7®ﬁ7/a/% RETEFET,

N

GE)  REICL-TIE, BHEHICEFEAS TV a VRERRENRWIERHY £T, Fo, BHAOSHEIX
ARH ORIE JE CTERshEd,

||

B
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B tr27xor0—JorTvavon

& Secure Envelope Options

[¥] Expire On 5/23/2m4 | [= | 1256 PM S

[7] Request a decryplion ng 4 May, 2014 3
The recipient of the Cisco || sun Mon Tue Wed Thu Fri Sat
the envelope 7 2 29 30 1 2

3
4 5 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 2 Pl
25 26 27 28 29 30 31
1 2 3 4 5 6 1
You have re [ Today: 5/23/2014

1 message before opening

English -

Read your secure message by opening the attachment,
securedoc_20140523T125638.html. You will be prompted to open
(view) the file or save {download) it to your computer. For best
results, save the file first, then open it in a Web browser. For access
from a mobile device, forward this message to mobile@res.cisco.com

to receive a mobile login URL.

sender directly.

more information, click the following Help link.

If you have concerns about the validity of this message, contact the

First time users - nead to register after opening the attachment. For

Help - https://res.cisco.com/websafe/help?topic=RegEnvelope

About Cisco Registered Envelope Service -
https://res.cisco.com/websafe/about

[] Don't show this dialog next time

Send | | Cancel |

tXxa7IoRO—TOA T3y

s B

Expire on

ZOFTva rEAINCT HGAICERIRL E
I, BEEALE T A — VN HIREINIC 22 D H B
FEELET, TOHKEZRIAL A vE—
DIEFHIRGIN E 20 | LR, ZEFIFTEDOA Y
VRS ZENTERLI RV ET, HEF
WTEEHE DO — TN H A L= NIERREN
9,

Request a Decryption Notification

EEEVBA v =V OEGILBM A ERTE
&0 £, Bfbashic A vt —v
DBRE S LD & RMEHIZEIAE SN E T,

Language

W7 ¥ A N CHEHTHEELZERLET,

Ky 77X ) A NNLSEEEIRT D &
ZTOEBECTZEHRBMPERIND L DT
nE9,
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%27 xvt—vorE ||

TR a—H— 0)77%7/1\ T Flag B 5L G E STV D . MR B IEE SN DR
@_\ B AWK RALD 7 T I PREESNET, = I\:Lv—ﬁfbﬂ)?’ﬁ'?/]\ IZF A7 Ry

iR ViRt Eéﬂ’(b‘éfa/\ - A —/LiX. Exchange Server |[Z25(8 SILDHNIC, T A
F/7TH%M§&§T

X217 AvtE—VNEE
TR 2—PF—IRD2 ODFETEXR 2T A v —V5BHTEES,

* [Manage Secure Messages] ¥ f 7 = 7 # i LT, IR LA v E—VEFHLET, 20O
AATa 2R LT, BME LS b A—LOEREZe v 7 oy 7R, £7-0%
BHELET,

FAE—VOEH] FAT 07 Mo T BRLET N Y R pLREE ST AT
Ao —VEEHLET, TOXAT a2 HEHLTHEDA vy =V BRLET,

X a2T A —VEEHTLIINLD2O00TFEICHOWTI, RO 7 v a T LD

T, T Ra—F— 3T 0 FEEHH LT, %5 LR A — 2OV T FD 2

EEFATTEET,
cBFA—NOAYY, v Ra—H—iF, DENIHEE LIRS bETA— L En v 7 TX
F9, T, v OEHERELLZY, AvE—URTTICIE v 7 SNTWAEEIX
0y 7 QOEHEZREHCTEET, ZEHEIr Yy SNTEETA—AEZRS I ENTE LR
nET,

cBFA—OOY YR, = Fa—%—i3 LENCEE L S{bEF A —rom v 7
AR TEET, UL T XEBFIZOETFA—NEESLTE LRIV F
j‘o

-Eﬁ%mwiﬁoIVP&~%~M\%ELtH%m 5T A — LTk L CTH IR 2 3%
E. B, 7V T T ENRTEET, B{bEIN=E A —VRYIRGINIZRD L, %
& 13FDE %f—w%@ﬁmT%@<@@i¢

[Manage Secure Messages] % 4 7 05 D {E A

FIE

ATV TN BRTHEEEAOEFALETA— L EZRINL, ZOE A —/V%4H7 U » 7 LT [Manage
Secure Messages] A == — A7 aERRLET,
G¥) Flo, = R a—W—%, BofbEhizE A — 1V E2E5{bd 5 & X2 [Manage
Secure Messages] A = = —I(Z 77‘12%T?—?iﬁ“0 TR a—HP—RNEEHROE
A—=)VDEEFEHETHHEGAEIL. Y —/L73—IZ [Manage Secure Messages] 78 & o 733
RSIET, VY —/b3—)) 5 [Manage Secure Messages] A == —IZ7 7 & A LT
Bl FRIZ 1 DORA v —VICOBLANPROREZEHATE LT,

[Manage Secure Messages] A =a— DA 7 3 .
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. [Manage Secure Messages] % 1 7 04 DA

Search Sent Items [CLrl+E)

Arrange By: Date

4 Today

J 'USEFEF-"-' AiF mem =il = en s e s e DO TN S - =il "I:II'I'I'

Copy
B Quick Print
i@ Reply
il Reply &l
g Forward
@ Manage Zecure Message..,
j Mark as Unread
"?' Fallow Up -
; Duick Steps k
Lf} Fules k
5 Move k

}E Onefote

Igrnore

& dunk 3

X Delete

AT w 72 [Manage Secure Messages] % 3R L £,
RAT—=RBF v v a2 SRNTORWVERIE, RAT—ROANBRRKRDLNET,
[Manage Secure Messages] ~<— Y NERINE T,
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| Cisco Secure Email Encryption Plug-in for Outlook 0 5% 5 & 3 F

Locked

s Manage Secure e ssages
Senk Expres
Fals=

Subject
5/23/2014 245 P

To
uzersl203 Egmail com encnipted amail
LserEl204 Egmail conm 42372004 245 FM 572372014 255 P

B/Z3/2004 245 PM False

userB0205Egmail com enciyoted smail

Change Settings
| ] Lok selected message
5/23/24  [E~ | 255PM =
[ok [ cawel ][ Apob |

[&] Expire

ATYTI ZEHEZLICu vy 7 FRIFAYROL 7Y a U ERET DI, BE LR S{LEF A —L
A vt—T% 1 DLl B3#IR LT [Lock] %7213 [Expire] = v 7R v 7 A& A A2 LT, @bl

fFwma AT LES,

GE) Y —)LN—F J21L Y AR 7 5 [Manage Secure Messages] A == —IZ7 7 A LT24;

B, ROE7 v a AERBSNTND LIS, ARIROBEIT—EIZ 1 >
A=V @A TEEEA,

[Manage Messages] % 1 7 0% OfEH

FIE
U AR (Outlook2010/13 DIFA) F72iZ>Y —/L/3— (Outlook 2007 D¥GH) D [Manage Messages]

ATvT1
RN w77 LET,
[Manage Messages] % A 7 1 7 H3fA& £,
G T RA—P=FTIOA U F =T =2 ZEHEH LT, RE LT N TORSLA >
U EEHTLIENTEET, AU ¥—F vy MERPELS ., 2RO LA >
=V RHLEAE, u— ROT v RTEL 0D ERHY £,
ATYT2 BEDA v —T %S 5L, [Basic Search] & 72 1% [Advanced Search] % 7 U v 7 L £,
EAOHBR 2 FITT 5121, IROEE D [To] 7 4 —/v K & [Subject] 7 4 —/L RIZHMFRET 5 F—

ATv73
U—FREANLET,
XFHN DO KE 1 500 T9,
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. [Manage Messages] ¥ 1 7 05 D fE R

Py gl Bgreals
[y ——) ] e w3 33
DA
e — )
P T
4 [ Pleg-in Wik s
priachctianeing:

repigrintigre o

Birrd bn diponan fhr paadad ty ol choraie of applaction oo K13 o Pt

&

]

i
T4

ATy T4 BELRREZFETTHIL, ROWE CU TFTOMRBNRTA—2% 1 DU ERELET,

s [Keyword 1] : = DO3LFFZHH LT, [To] 7 4 —/v RE 721X [Subject] 7 4 —/L RIZF—
T—RREENTNDA v E—VERELET, F—U— FOREKEIL 500 LFTT,

s [Keyword2] : [Keyword 1] ERIC XS ICHEHLET, MFOF—U—REEETDHE, F—
T—FR220LbEENTWNERA v E—VFBE L THRENFITEINET,

e [In] (F—U— FOKZEM) :[Tol. [Subject], F7=i% [Locked Reason] 7 4 —/L K CTH—
T — ROMBEITINE I DERELET,

* [Failed more than] : Z DA 7' a »AMHT 5 & KL 23T RIS SV TREE 35
ITENET, HRELTERENDAvE—IIE, BELIEEZB 2T, A=K
LT E O bE T, RKEIE 10 TF,

o [Status] : ZDOA T a rEMHTH &L [All]L [Unopened], [Opened]. [Locked], 3 &
[Expired] DWW ND AT —F ZADFREICIHESOTHREEEITLET,

s [From/To] : Z DA v a v afiHT DL, B ERROBBICESWTRBNETINE
T [From] ® BAff DI EFRE LA, &E#)‘a‘bf_aﬁi @ﬁé IEEENTEA v E—VIT
ﬂLT@ﬁ#ﬁbhiT‘Hﬂ@Hﬁ@ﬁ%ﬁﬁbt @mbtaﬁx@m_%m
ENTZA =T L TRBENMTONET, ﬁ‘ﬁﬁ@ﬂﬁ% YE LA, GBIR Lt
SO AFFORNCEE SN A v =Tk L TRENTOILET, EIH%: ﬁza“é
Kay 77X Oh vy Z—% GR350, £ITFEITCAMGZANLET, 77%/1/ b
O BHIBAEO HRFCT N, BN X DMBIXT 740 h TEHIZ /o> TOET,

«[In] (Bftofm®xEA) @ BHBEROMBOEELFRE L ET, HHTELA 7 T3 T
[Sent]., [Opened]. 35 & U8 [Expired] T,
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zenBrsi—rogEeas ]

s Mamaga Macages i [ ]

10212013 %32 PM

107213003 328 PM

4 Tl Working from 10/21/2013 327 BM

ATy TS5 [OK]Z7 V7 LET,

REUBT A — L ORIE & B

T AT Ny TWEEAT T T A AN L RIREA A — V& HEIICKE L, Outlook N TELHD
BHWrbeRArET, = Fa—HF—»BEs bz A v —U2%E LGEEaE, #@E, =
R —7EHET OIS L NAT = REANTAMNERHDVET, EFXF=2T A vkE—T
|21, [High]. [Medium], ¥£721& [Low] DA vt —Y ¥Xx2UT 4 2RETEET,

)

GE) RRU—RFRTR#ESNTZEXF 2V T4 AvE—VEZELELGSE, =0 Fa—HF =X, 20D
A vt—U%BAE 572912, Cisco Secure Email Encryption Service (22— —7 5 7 > b &%
FRLCRELRITNERORNIENRHD ET, P—ERIHEETDHE, THAT PR T—
REMFH LT, ZETHTRTORGF AT e —T7ZRE T4, GFllcO VT, %
RIRRIE/TRTUTEEMEE (37T X—Y) 2L TIEIN,

[Message Encryption High] ~<—1 :
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B z=2vmrs—rosEeas

ﬂ- Erilir ool infanmmaton x

Message Secunty High

i
Lt

This is a secure message

HOW TDOPEH LIME AFTER EXPIRY

Emenl A diresss* wser 3 _cresfiyshon.com - nesoscacam
Fi s el

Due to the secunty level set for ths message, a password & abways required.

= - P Cancsl

[Message Encryption Medium] ~X— 3
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RELGBEFA—IDREERIE

a

ﬂ Enter account inlonmatian b4

Mes=age Secunty: Medium

it {1

This is a secure message

IR T IPEM LIKK AFTER EXPIRY

weruirvckor. XHRET |44 bid w150 rent

Ernail Addrass® lskshman@cifradain - res gacocam

Remember Passward
" = required Cancel

[Message Encryption Low] ~<—73 :

Cisco Secure Email Encryption Plug-in for Outlook %5 & i F .



B z=2vmrs—rosEeas

E"Llllf.’-‘ socoasnt infanrabcn

Cisco Secure Email Encryption Plug-in for Outlook D&% & |

.

Muiiiige Sacurily: Lo

This is a secure message

W T CHUEM LIRS, AFTE

macarmda_ T R0 khorad azashiment

Emai Addres® laksbnarelicilradoin - i ciog.com
Tha message was transmitied securely but daes not requine a passward

* = required [kncw 13

Cancel

WOFRIT, Avb—V X2 VT4 DOF T a2/ LTNET,

At B

AybE—VICEEOEX 2 )T 4 HIEET S
LR bENTA v =V R E S LT BT
WICFEEH D2 T — RRBR SN FE T,

Ay —VICHBREOYX2 )T 4 ZHEET
L, ZEFONRAT—=FRFY v adh
TWAEARIE, TDOA v =V EEZLTD
E XA T — FIFERENER A,

Ayvt—C XA YTFADATOIY
High
Medium
Low

A= BNV EX 2T o 2 EE LY
B FREIFZEITbET R, Befksh
Ay e—VEEFTLHLINTNRAY=F
WESRENER A,

Ty Fa—H—Nrrny s Ik (FREWRIAD) EXFaT Ay be—VaZETLE £20
ZEEMEMT D A v — UM [Message Security] ~— IZHRWVLFETERINE T,
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zemmies~cicgEsm:

B Enter account idormatian b

Mes=age Secunty: Medium

This is a secure message

WA TC CIPEM LI AFTER EXPIY

weurek FHSERET | 4s 6 bl

Emnail Adidress® Iskshman@iifradain - res dscocom

Remember Passward

* = required . Cancel

REFIRIE/T N TISRIE/ERE

Desktop Encryption % 72 1% DecryptOnly E— R & L TW 5 5E12, S {bSiv7c A —/VIZik
BLED, BELEYT5E, EIXT 740 N CHBIMICH S{b S vE T, FlaghfB{b &k
L CWB AL, Cisco Secure Email Gateway |2 L » TG A v —V 0K b anEzd, &
FaTl AvE—VOREL. 2= —NROT 72 a2 FTTEDONEI ML > THBNE
ET,

AU

w R
m
/
N,
ﬁ‘} pal
>
o
K
paflls

%
i
[y
“
it

> =7
BN EDNEE
BT 7 AMIE, TRTORELET 7 a it siny XA MEEnThE,

BN A7 3 1% [Cisco Secure Email Encryption] ~— U\ 2ZH W £5°, BIMNOA T > 3 &%
B2, WOFIHEZFITLET,
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. [Logging] % 7

* Outlook 2010/2013/2016 TlE, U 7R > @ [Plug-in Options] R ¥ > % 7 U v 7 3% 0>, [File] >
[Options] > [Add-ins] > [Add-in Options] > [Cisco Email Encryption] > [Additional Options] % i3
RLUET,

* Outlook 2007 TiX, Y —/L 3—® [Plug-in Options] R¥ > % 7 U v 73 2% )>, [Tools] >
[Options] > [Cisco Email Encryption] > [Additional Options] % &R L &7,

Cisco Secure Email Encryption @ [Plug-in Options] ~~— 3 :

Plug-in Options X

Cisco Secure Email Encryption

dtlran]n,
CIsCO

Eneryption

Encryption allows you to send encrypted email using the Cisco encryption

technology

Enable Encryption Options...
Additional

Allows you to configure additional plug-in options
" Additional Options...
Diagnostic

The Diagnostic tool collects all plug-in related information
—

Run Diagnostic
English v About Help

[Encryption Additional Options] “X—TlX, RDX A T DO T a L ERETHIENTEE
T ZAUILEOE S v a UV THBIL TV ET,

* Logging

* Sending Usage Data

* Privacy

[Logging] # 7

=2 F 2—%—{d [Logging] ¥ 7 CIROA T a v ERETXET,

. Cisco Secure Email Encryption Plug-in for Outlook D %€ & A



| Cisco Secure Email Encryption Plug-in for Outlook 0 5% 5 & 3 F

[Sending Usage Data] 2 7' .

A=

AR

Enable L ogging

Cisco Secure Email Encryption Plug-in ® & %
7 EAIMT 2B EITRRL £,

Log file name

0y 7y ANVOAHIERELET, D77
A Vit %ALLUSERSPROFILE%\Cisco\Cisco
Email Encryption Plug-in\<username> (Z &1 &
NET, =7 77 AN OEBIZIZ, log IX
R EMTD2MERSH Y 7,

Log level

ROWT N2 TR L ET,

* [Normal] : ZDOA 7 a 37 74V bk
THZ > TET, EfEn 7213
MR —, EERRER =T —, B
NEENET,

s [Extended] : =X > FEYLRET H &, Y
OaXL T A= ITNA T, &I
BHRET AN /aX o T A=A
D £,

FrEDRIIIHEIR N T TN a=T 4 T
DL~z Trry L2 ERTEE
9, 7o & %X, Cisco Secure Email Encryption
Plug-in CTRIENBAELGAE, ¥ 71X
JUMS [Extended] (ZEXE SALTW D &, BIFEHE
ZxF U CRTREZR R U O @At L, RO
FBLE Wb £,

[Sending Usage Data] % 0

TR =P ERT - DRE

i‘ﬁ—o

(Sending Usage Data) | % 7 CIRDA /'L a VA ETE

=

Bl

Send anonymous usage data to Cisco

Cisco Secure Email Encryption Plug-in ¢, #f,
DEFIMERT 272007 =2 2 IET L Z
EMTEET, KD 2ODH A T OREHRIUL
E SN, W DOT=DIZ Cisco Y —/ S —|TIRIFE S
NEJ,
TITTA L EIATL TV DY Y ICHET
% — I

T AU MEA DR

Cisco Secure Email Encryption Plug-in for Outlook M%7 & 5 .



. [Privacy] % 7

[Privacy] 2 7

Cisco Secure Email Encryption Plug-in for Outlook D&% & |

T R a—PE[FT AN — (Privacy) | ¥ 7 TROF T v a U ERETEET,

TT7 a3y BILL]
Resets | dentifier fERRDL L A — OB TICEHT A ID %
Uty hLET,
Clear All Passwords TRTCOT I MDOFvy v 2E83NTWA5
TRCONRAT—R&EI7 VT LET,

— — N ~ — ~ N
IS—¢ELITNDa—Ta42Y
Z MIATIL, Cisco Secure Email Encryption Plug-in for Outlook O F 2 4E 2 FIHEMEN H 5
—WHI T T — & ENOERTDIEOD N T TN a—T 4 T EBALET,

)

GE)

FLTT—RA vyt —V%EHRIZITRY . £Dx T —|Z X 5T Cisco Secure Email Encryption
Plug-in SERE L 72 < oo 7o, =0 Ra—HF—(TEE T n A %2 FATTE £ 7, CiscoSecure
Email Encryption Plug-in for Outlook 7 7 A /L DIEE (43 X—2) 2L T ZEW, EET
BEAZFATLTCHE L= 7 =03 8AET 55815, FIEICH > TRy — Lz L, 2=
(27 4 — RNy 7 LTL7Z &V, CiscoSecure Email Encryption 21 — /L D FAT (44 ~X—)
BT EEN,

Outlook ££E1T 5 —

aAVI74FX2L—23 Y 774 IILOWEERICRET ST —
Outlook DEFNFIZIKD A v B —URRRENDZZENHY 1,

+ An error occurred during <file_name> configuration file initialization. Some settings have been set

to the default values.

» Config validation for account <account_address> has failed. Please set the correct configuration

values or contact your administrator.

INEDTT =Ry —IF, —EOREMENEN2GE

<.

%ALLUSERSPROFILE%\Cisco\Cisco Email Encryption Plug-In\<username> 7 = /L % C—{ D

R 7 7 AV L TWAEAICERINE T,

AR R

Cisco Secure Email Encryption Plug-in %, 48 L7=#pk 7 7 4 WIZE N TV D — 5 DR B A
TrarDT 7N MEEETTLERA, RDVIC, —HoE gLz 7ICLES, —
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av74F¥aL—vav araungonstn

T—Ayb—URBROBELERINLIGEIT, BET oA EFETL a7 Fal—T
v 77 ANEBEIELTL &, Cisco Secure Email Encryption Plug-in for Outlook 7 7 4 /L D&
43 <—=) ZZRLTIEZIN,

AVI4FaLb—23r T7A4ILARDMS L

Outlook DEBFFIZRD T T — A v —VMBRINDHZENHY £,

» <file_name> configuration file was not found. Settings have been set to the default values.

iR K
Cisco Secure Email Encryption Plug-in (%, 48 L7 7 7 A VICE FL TV 5D —H DR 51k
AT arOF 7 x 0 MERELLERA, RDYVIC, ke —ReRELES, =7—
A=V LRRESNLDEEIF, BET A ZEITLTar T Falb—var
77 A NVEEIEL T Z &V, Cisco Secure Email Encryption Plug-in for Outlook 7 7 1 /L Df&1E
(43 ~—) ZZRLTIIZEN,

% = ~ Nfhvall = —_ —_-

BB LUVESIEICET ST S —
A7 a R L TWRNWGAIE, [Send] 7 U v 7 3% & [Secure Message Options] <~<—
UNRRREINET, BIA—NT IV NTROLIBAT —F A A=V 2ZETH
ENRBHYET,

EBEA T a UNEMTHE - TWVDIES
A LR OMBEINMELE X4 Y [Encryption Options] 2350272 - TW A 414, Outlook %
FHEESE) L T< 2 &V, OutlookZ FHEEE) L THMER LZRAWE AL, HHFICHWEDE T
éb\o

TFADD OV ENTULDSIES

« Your account has been locked. Please contact your account administrator for more information.

fRIRER
VAT MEHFICE AN T I OOy I RBEEE L T Z S0,
ThHOU N TRV INTWSIEES
« Your account has been blocked and you must reset your password. Please use the forgot password
link to reactivate your account.”SX A U — R & &= 54
ARIRER

WNRAT—=RNV 7% 707 LT, XAU—=RNEF2 T 4 OfEEHAOERRICIELL BE L,
INRAT—KR&EVtEy hLTLEEN,

Cisco Secure Email Encryption Plug-in for Outlook M%7 & 5 .


http://Forgot%20Password

Cisco Secure Email Encryption Plug-in for Outlook D&% & |
B 77y rr—mErsntgs

THhor b —BEFIEShi=5E

« You have no attempts remaining. Your account islocked for the next 15 minutes.

fRIR K
% C https://res.cisco.com/websafe/ {27 7' A &R~ DD, FAHR—F
(https://res.cisco.com/websafe/help?topic=ContactSupport) (ZHEHE L CH R — b &Z1T5HZ EMNT
TET,
ZEBNRERTE

FETLESA—NVIZEENTZASNTORWES, ROA vy —VEZTMLZERHY
£

« An error occurred during encryption: no recipients specified.

EEEhIzT S —AFKLE

A=V OEGATICTHM LN T =B AELE L, 72& 21X, SDKIZL > TRz =T
TJ—a—FzRSNYD, TT7 74 N2 E o THS P EE SN E T,

* An error occurred during decryption.

fRIR IR
Py — N EFITLT, AR — b F—AIZBZE LR — F 2 %E L TL7Z &V, Cisco Secure
Email Encryption 21 —/L DT (44 X—2) ZZHLTIIZ3V,

=2 {ehzTS—MNFLE

Ay —VOREPICTH L2 T =2 AELE L, 72& 2E SDKIZL» TR
T—a—FzRENTY, TT 74 N Ko THIS R HRE SNET,

* An error occurred during encryption.

IR R

Py — L ZFAT LT, AR — F F— AW L AR — F 2K E L T2 S0, Cisco Secure
Email Encryption 21> — /L DFELT (44 ~—2) SR LTIZS W,

ERZEE

5L %f—w®77jwhmﬁk#4xinmfﬁﬁ\_@1iﬁﬁ%#MECm@mm
Tr7ANEH SO TERTEET (lRK25MB) . S LET A —ADEREZEZL TWDL5E
. ROWVTNPDRA vy e—V %% £77,

« This message exceeds the allowable limit and cannot be decrypted.

» This message exceeds the allowable limit and cannot be encrypted.

. Cisco Secure Email Encryption Plug-in for Outlook D %€ & A
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I Cisco Secure Email Encryption Plug-in for Outlook M%7 & f
Cisco Secure Email Encryption Plug-in for Outlook 7 7 1 JLD{&18 .

« An error occurred during encryption: an invalid attachment found.
» Failed to report this message. This message istoo large.

« Failed to report {0} messages. {0} messages are too large.

N

G¥) [Failed to report ...] THAE DIKBED 2 OD A v —V1F, BUEITEEOLTT,

Cisco Secure Email Encryption Plug-in for Outlook 7 7 1 L D1&1E

Cisco Secure Email Encryption Plug-in Z {183 2 121%, RO FNEEZFITLET,

FIE

AT 971 Outlook B3HET LTNDZ & AMERLET,

AT 72 [Control Panel] > [Add or Remove Programs] % &R L £,

AT 73 7T LD T [Cisco Secure Email Encryption Plug-in] % 5,21} C, [Uninstall/Change] % 7
Vw27 LET,

ATY T4 [Repair] 27 Vw7 LET, f VA —TDBEE o ARNETINET,

(6=3)) B bOREITE L LZVEELZY TEERHA, B LOREIX, EFHEHEOHRN
BCE_Configxml 7 7 A /L&l > THEETE £,

ATYTS 2T DN/ T 7y arwFETLET, BETavR0OETHLE LT —n344

%G, ZKY —AVEMEH LT AT 40— RNy 7T 5FIHEZFATL T ZE W, Cisco
Secure Email Encryption 21> —/L D FAT (44 X—2) ZZML T E I,

ZWY—ILEFERLEFS I Aa—T oY

Cisco Secure Email Encryption Plug-in (21, @D N T 7V a—F 4 V7RIV A aD VR —
M ZET DY —APHE SN TOVET, ZEY — L2l TT I 74 Y — b HEE
T —HEIUEL, T E VAT FR— MIkED L EOMFRIZESL L E T,

T T — PR LT AOEE FIE TR T & 7220 Cisco Secure Email Encryption Plug-in (Z B
THREDRE LG, = Ra—F— 32y — 2T Ed, £, 2y —n1%
R 2L, REAOWRERICI RAanx D=7 LREFRZ AT 2L TEET,
Cisco Secure Email Encryption Plug-in for Outlook 7 7 f /L D&M (43 ~<—°) F7=1ZCisco Secure
Email Encryption 21 — /LD FAT (44 ~—2) ZZRLTIZE 0,
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. Cisco Secure Email Encryption 2BV —)LICK YIRE SN DHT—4

A\

GE) ==I9—2ELFEAII. =9—C o7y a—T 1007 QO_—) ORNTT Iy 22—

4/70)h/l\%§ﬁ'€b“(<7‘:éb\o

Cisco Secure Email Encryption 22l —JLIZK Y IRESN 5T —4
WYy — ik, THEHOa Ea— 2 bIROEHREZNE L ET,
« —#D COM =1 7R —3 o MR 2 B EkIG
« BB
» Cisco Secure Email Encryption Plug-in /)7 7 1 /v
« Windows 33 & Y Outlook (2832 1% #
« VAT L a—PHBLOPCH
* ff.> Outlook 77 7' A ZBHT 216

* Outlook (ZBHE# 9" 2 Windows A X s @ /DT kY

Cisco Secure Email Encryption 2287V — LD ZELT
Cisco Email Encryption 21> — /L&, IROWT DG L EITTEET,

« Cisco Secure Email Encryption @ [Options] 2 M5, % 1%, Cisco Secure Email Encryption
O [Options] # 7 b2 WY — L2 FITLET,

+ [Program Files\ Cisco Email Encryption Plug-in| 7 # /L4 (i % C:\Program Files\Cisco\Cisco
Email Encryption Plug-in) 7°5, Z Ui, Cisco Email Encryption Plug-in 253 > A h—/L &
NTND 7 HVHTT,

* [Start] X = =— > [All Programs] > [Cisco Email Encryption Plug-in] > [Cisco Email Encryption
Plug-in Diagnostic] 7> 5,

Outlook O [Options] R— M 5 DEETY —ILDET

FIE

ATYT1 BWY—NEFTT LT, ROLI BB LET,

* Outlook 2010/2013/2016 TlE, U 7R @ [Plug-in Options] R ¥ > %27 U v 7350, F12iX
[File] > [Options] >[Add-ing] >[Add-in Optiong] >[Cisco Email Encryption] >[Run Diagnostic]
CBEN L £9
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Program Files 5 5 D2 BT Y —ILDEST .

* Outlook 2007 TlE Y —/L/3—® [Plug-in Options] R¥ > % 7 U v 7 357>, [Tools] >
[Options] > [Cisco Email Security Encryption] > [Run Diagnostic] (28 L £,

Cisco Secure Email Encryption @ [Plug-in Options] ~X—73 :

Plug-in Options X
Cisco Secure Email Encryption

CIsco

Encryption

Encryption allows you to send encrypted email using the Cisco encryption

technology

Enable Encryption Options...
Additional

Allows you to configure additional plug-in options
"y Additional Options...
Diagnostic

The Diagnostic tool collects all plug-in related information
I —

Run Diagnostic
English ~ About Help

RATYT2 DMWY —NRT—F2WET L2 ETERMAELET, BBy —ABT =2 2INE Lkb-T
O, T—ADNEFICMEENTZZ LER"T Ay E—URERRINET,

Py — 1z X v | CiscoDiagnosticReport.zip 7 7 A V3 Ak &, BIED 2 —H —D My
Documents 7 4 WV X IRAFSNE T, TDT7 7 A MFT Yy Ra—HF =N X7 WEHFITERE
TH, BHEN VAR — FOWYFIZEEFETEET, LR— NERFTDHITIE,
CiscoDiagnosticsReport.zip 7 7 A V& X 77 U v 7 LET,

Program Files 7 5 M2 1TY — L DEAT
RO 2 FEFE D J71£ T Program files 2> L2 WY — VA FITTEET,

* [Start] > [Programs] > [Cisco Email Encryption Plug-in] > [Cisco Email Encryption Plug-in Diagnostic]
I BT — L EFATLET,
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B o rcopsy—ro—gmsIs—0r5ILva—FY

EJ S

» Cisco Secure Email Encryption Plug-in 731 > A b —/L I TV 5 7 /v 4 (GEH I C:\Program
Files\Cisco\Cisco Email Encryption Plug-in) (Zf&) L .
Cisco.Email Encryption.Framework.Diagnostic.exe 7 7 A V&= X 7V 7 U v 7 LE T,

DROADEZEMMY—ILO—BIE IS —D STV a—T a9
WY R T N T H4THITIE, T _XTCOZKa 7V 2EET— NIt 2 0LERH Y £,
FEITH oY — LT JINENRET L6, ROFIEEZETLET,

1. CiscoEncryptionDiagnosticReport\Outl ook\User sAppDataFiles\CiscoEmail Encryption.log |2 &
LET,

2. v 77 ANERE, WOWTNLORBEPEIET 2008 9 1 E iR LET,

M : TLS i v = — h CTEFEH A, (46-3—)
« [JfE : DNS & & fifi T FtH A, (46 3—Y)

« [ : HTITPERZXE T ¥ AL, @7 =)

° F';ﬁf'r_ﬁ : Web 701:’ 5?“:/"3"“/{*‘75) % @FE%@#@%@JT?‘O rHTTP/l-O 407 70]:’ ﬂ‘f /mu nEﬁ‘
VT (47 R—=2)

[l : 7 94T v b~y Tlava 7 o XA LERENESOHD A, (47 X—)

oo

BiRE : TSR E R I I—FTEE A,

[ © 7°F 7 4 7 Encryption Service —/3— (res.cisco.com) (Z#EfE C& 7", TLS #fi &
FvrT—hLET,

ERK « ST A IS VA RNV ENTWD Y T A7 b~ T Encryption Service —
s3— (res.cisco.com) ZHEGEL TW\W5D Z & ZfER L £ 9, Encryption Service h—/3—& 7 5 A
TR UDBORy NI =T TT 7 AT 74—V EFATLTHDHEEIEL. ROB— FEH
SHERHY ET,

*res.cisco.com (7 74/ L (H5) . K5k, BLOT7Z77E—NIEHESNET) .
*verify.res.cisco.com (BCE Conﬁg %‘ig EP&:’@EH% éﬂiw&) o

* updates.res.cisco.com (Microsoft Outlook @ [Plug-in] 47" = > T [Check for Updates] 4
Tvark7 Uy e LRI RET) .

ffi%8 : DNS B ZfZIRTEFE A,

W5 © 7°Z 7' A 7 Encryption Service % —/3— (res.cisco.com) (T T& 9, DNS 4 & ik
TEEHA,
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PIRE - HTTPEREIETE 24, [

fRIRSEE . T TA LV IMA VA F—=ILENTWB I TAT v b~ @A v F—Fy M
N DHZ LR LET,

[ER8 : HTTIPERZEETEFEA,

5 . 77 7 A 7 Encryption Service % —/3— (res.cisco.com) (Z HTTP ZR % i5(5 Cx £+
/Vo

ERR : T A IIA VA NV ENTWD Y T A7 b~ T Encryption Service —
73— (res.cisco.com) ZHEE L TW\W5H Z & 2 L £ 7, Encryption Service h—/—& 7 5 A
TR DOMDOR Yy NI =0 TT7 7 AT U=V EFITLTOWDLEEIE. IROFR— k%
SMERHY ET,

*res.cisco.com (7 7/ (HE) . KElk, BLXOT7 I 72— NIEHENET) .
* verify.res.cisco.com (BCE Config Z#4HIZHHINET) ,

* updates.res.cisco.com (Microsoft Outlook @ [Plug-in] A" 7"3 = > T [Check for Updates] 4
Tvarkrs Uy rIHEEESRET)

I8 : Web 7OFX o5 —/N\—D5DEENESTT, [HTTPA.0407 O X N
ETY]

B - IROWTNDOERBICL Y 7T 714 BT a %P — S—%{FH L T Encryption Service
TV —va R TE £ A,

s TuF Y= N—FEREOFEM (=P —H L RAT =) B A PR S E
A,

o 0T — RN — DA BT,
R« 777 A DA A M=V, BCEWK T 7 A VTt EN 5 7 r v h—3—0
FHEMAMERTAVNERH Y 97,
BB : V9547 b rTlavad o494 LIRENARDOMNY FH A,

S22 . S A RS TA T M~ il Java T o F A LBRENA VA F—/L XL T
FH A,

RS Java T L A A DBREEIN I FGAT VU R~ A VA R—LENTWAZ L AR L
T, CORBIZT I 74V NEENTHET,
- > (o] = - e
I o ARO—7JTO JavaScript DEZE
ZEE A — NPT X1 —7"T JavaScript ZHH L TWALAE, =7 —NAELDEKE 8-

72, X —T7E2T R Rolt VT HARERH Y £3, I DORMEEERET S I
L. MOFINEZEFEITL, Elk SNz~ —7"T JavaScript % #hIZ L £ 7,
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FIE

AT v F1 F— P —,3—=)05 BCE Configuration 7 7 A VDT T L — & X n—RLET,

F—HP—N—|ZFHEH L LT/ 1 L., [Accounts] > [Manage Accounts] > [BCE Config] >
[Download Template] % iR L £ 57,

AT 72 BCE Configuration 7 7 A /L Z ik L, <encryption> 17 L 3 ' OWTIDGFTIC
<usescript>false<usescript> Z B35 7>, <usescript> & 7 239 TITAFE L TV D555 13 % false
ICRELET,
AT w73 BCE Configuration 7 7 f VEHEFL T, F— == ETT7 7 A NVIZEL LET,
AT w74 E4 L7z BCE Configuration 7 7 A /L& 2 —H —(ZEF L 7,

Cisco Secure Email Encryption Plug-in D7 >4 > X b—)L

Cisco Secure Email Encryption Plug-in & 7 > > A h—/L 3" %5|Z1%, [Control Panel] >[Add/Remove
Program] 47> a U EHEHT 50, Eizld setupexe 70 7T AEFEITLET,

TUoA VA RN—ATHE, ROEBEHPHIBRENET,
T ITITA N THERENEZTRTDOLYARN) =k

o [Fur T A0BIMEHIER (Add/Remove Program) |IZ—ERRINTNWAETS T 74 D>
¥R

T T ITAVNCEHET LT 7 AND—H, TRTOT 7 A NADBHIEREND DT TIHRVWOT
EELTEZEN,

« 75 A —)LsX— (Outlook 7> 5 HIER)

)

G¥) TITA v HT A A =L LT Outlook DNT —< L AT ELEEA, ToA v
A b= 3% L XL Outlook T L TBWTLIEEWN,

Cisco Secure Email Encryption Plug-in for Outlook %7 1 > A h—/L 3 5121%, RO FINAZE FAT
LE7,

Encryption Plug-in for Outlook D7 > A > A h— LT TE 2 EIZIZRD 2 23 H 0 £77,

FIE

AT v 71 [Start] > [Control Panel] > [Add/RemovePrograms] %27 U v 7 L £,
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Cisco Secure Email Encryption Plug-in D7 >4 > X k—JL .

AT w 72 [Cisco Secure Email Encryption Plug In] > % 3R L. [Uninstall/Change] > [Next] > [Remove] % 7
Vw27 LET,

HI 1 ODT A A MV

cTITTA DY ST T T AN (T TTA DA A=V LTET7 7 A0) %
X727V w27 L, [Remove] 473 = %8R L T Cisco Secure Email Encryption Plug-in
BT A A M=V LET,
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