atfran]n
CISCO.

Cisco Secure Firewall ASDM7.20(x) ') ') — X
/J—k

¥k - 202349 A7 H
BIREH 202349 H 7 H

Cisco Secure Firewall ASDM 7.20(x) ') /) —X / —

ZD FRF =AY MZiE, Cisco Secure Firewall ASA XH/&D ASDM /N—2 3 2 7.20(x) DY U —
AW S TOES,

\}
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7.20(1) 1%, 9.20(1) £ Cisco Secure Firewall 4200 %R — s LETHR, D77 v N7 +—
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TVHHENE L 2D AREMENH Y £97,

ASDM Java D&

ASDM /Z, Oracle JRE 8.0 (asdm-version.bin) = 7213 OpenJRE 1.8.x (asdm-openjre-version.bin)
ZHHALTA VA P—LTEET,
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ASDM X Linux TIZT7T A FENTWEH A,

R1ASDMARL—T 4 VI VRTLETSIVDER

ARL—T 42T VRTF LA TS50 Oracle JRE OpenJRE
Firefox |Safari |Chrome
Microsoft Windows (ZFFEIS L OVH KGE) % it YR — | % 8O0 NN—T g 1.8
10 7E7C
1% 10
(¥ ASDM v a— hAy MZREN (32
HDEHAIE. ASDM O H ik |z e
B A EEEHE Q=) 0 M) o
[Windows 10] =&ML T 72 PR —
W, Nl
8
7
* Server 2016 & Server 2019
e Server 2012 R2
e Server 2012
* Server 2008
Apple OS X 10.4 LI KR s | ®HiE (64 8.0 N—T = v 1.8
vy b 8u261 LA
N—Vg
Y DH)
ASDM O E #1589 %X EFEI1E
ROFIZ, ASDM O HHNEIZRT 28 E A2 R LET,
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ASDM (3 H .84 SSL sFHEZMZE L. ASA O HAFGEHAED [T (Issued
Oon) 1 & [A3hHEABR (ExpiresOn) 1@ HAFOFHNICZ2WEAITEE Lt A, H
R —E L2 WAL, RO T —NEIRINET,

1:EERENENTY

=i Cisco ASDM-IDM Launcher S

sofbwara nndaka camnlabad

Jevice | J

Jsermi | The certificate present in this device is not valid.

Tasswl Certificate date is Expired or not valid as per current date |
a]4 Close
|l &6

COMBEEMRRT BICIE. ASA CELWIAZREL, Vr—RLET,
FEAEO AT 2GR 21013, WOFIEEFATLET (FllX Chrome)

1. https:/device ip \IZBEN L £,

2. A=a—N—0 [RETIXALY (Notsecure) 17X A &2V v o LET,

3. [FEBAZENEHTI (Certificateisnotvalid) ] %227 UV v~ LT, FGEHEL 22—
TERHEET,

4. [BZRVEART (Validity Period) ] &4 2L ET,

®2:iHEEL—T
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Bookmarks

—~ C'| A Notsecure

10.106.175.136
A Your connection to this site is not secure
You should not enter any sensitive informati
on this site (for example, passwords or credi
cards), because it could be stolen by attacke

Learn more

You have chosen to tun off security warnings for

this site. Turn on warnings

Ihttps://10.106.175.136/admin/public/index html

. . X | ASDM Impc¢
X iate Viewer: ASA Temporary Self Signed Certificate

1 Details
on
it t
o
s
amon Name (CN)
anization (0)
anizational Unit (OU)

ASA Temporary Self Signed Certificate
<Not Part Of Certificate>
<Not Part Of Certificate>

& Certificate is not valid

@ Cookies and site data

& Site settings

z P
amon Name (CN) ASA Temporary Self Signed Certificate
> anization (O) <Not Part Of Certificate>
anizational Unit (OU) ~ <Not Part Of Certificate>
@z
....... . Period
Issued On Thursday, August 3, 2023 at 11:36:20PM
Expires On Sunday, July 31, 2033 at 11:36:20PM
Fingerprints

SHA-256 Fingerprint 49 99 AA AD F4 B5 79 44 C6 0C EC 37 AB 9B 43 3B
35 1F 68 17 FF B7 BF 60 3B 1C A2 3B 67 8D 6C 4B

F8 8D EE 3F BD 29 51 9B 93 FF E0 D6 34 7D 87 8D

B8A40EA 16

SHA-1 Fingerprint

Windows Active Directory 7 1 L7/
FUT 7 EA

B Elc L o> T, Windows —#— Active Directory
ASDM % EF BT 27O ER T 0 7T KT 7 A VORFFT~DT 7 & A7)
FIRSINDZERDHBVET, KOT 4 L7 N ~DT 7 BAPRMETT,

T A Ny ST FNH

RIEIZ X > T, Windows T

* C:\Windows\System32C:\Users\<username>\.asdm

* C:\Program Files (x86)\Cisco Systems

Active Directory 237 4 L' 27 b U 7 7 ¥ A2 ZHIB L TV 5 8E1%. Active Directory
BHEIZT VAR BRTLILERSH Y 77,
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TE

Windows 10

[ZOT7 TVIEHFELDPC TIEETTEEEA (Thisappcan'trunonyour PC) |

TT—AvE—

ASDM 7 v F v & A VA =L 35 L, Windows 102K > TASDM > a— b v
k& —7%" > 7% Windows Scripting Host /S A IZE & #Z BN T, 2O T —03 34
THZERDHVET, va—F by hE—F v FEEET DI, ROFINEEFET
L/jzﬁ—o

1.

[R&Z— bk (Start) ]>[Cisco ASDM-IDM 5 > F +— (Cisco ASDM-IDM
Launcher) ] #i&{R L, [Cisco ASDM-IDM 7 > F + — (Cisco ASDM-IDM
Launcher) 1 77U r—varvahr ) v 7 LET,

[ZDh (More) 1>[Z 74 IILDIZFTZRI< (Open file location) ] Z &R L *
7

Windows 1%, a— Oy b7 A a2 FEHLTT 4 L7 MU 2B ET,

Ya—h Ny "NTAarEE2 Y v LT, [Fr/3F ¢ (Properties) | % %47
L\i—a—o

[VY 7% (Target) | ZIRDEHIZETLET,

C:\Windows\System32\wscript.exe invisible.vbs run.bat

[OK (OK) 127V v7 LET,

OS X

0S X TiL. ASDM DHJEIEFTHHZ, Java DA A2 b — L ZBERENDIHEDRH Y
T4, HEILL T, 77 MIEWET, £ A =L D5 T#%IZ ASDM 2
HEL T,
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AsDM o E#E IS 2xEsE

& AR
0S X 10.8 LAk ASDM (% Apple Developer ID THL SILTWRWED, FITTED LT HHE

;'O r because it is from an unidentified

WHVET, EXa2 VT ORECELLRVE, T —HEPFRINET,

T “Cisco ASDM-1DM" can't be opened

developer.

Your security preferences allow installation of only
apps from the Mac App Store and identified
developers.

Cisco ASDM- DM is on the disk image “drr

:
ASDM %34T T& 5 X 5127 HITIL, [Cisco ASDM-IDM 7 > F % — (Cisco
ASDM-IDM Launcher) | 7 A 2 %4527V v (F72lECul F—Z2#H LN 56
7 Uw7) LT, [BA< (Open) 1 ZEIRL £,

1. Cheg_.ann . Elal_2L_2?l3 2:14 PM 1
[ &

2 Cisco Jabber.app
| Contacts.app

Show Package Contents

1 Move to Trash

1 of 62 selecte
s Getlnfo
Compress “Cisco ASDM-IDM.app”

Burn “Cisco ASDM-IDM.app” to Disc...
Duplicate

Make Alias

Quick Look “Cisco ASDM-IDM.app”
Share >

Copy "Cisco ASDM-IDM.app”
Show View Options

Label:
x| ® e
<

RO T —lEAERRSIVETA, ZOHEHEAH ASDM % ZLE) TX £7,
[BH< (Open) 1%7 Vv 27 LEF, ASDM-IDM 7 > F ¥ N EHE L £,

71052

™y “Cisco ASDM-1DM.app” is from an

&£ } unidentified developer. Are you sure you
0 want 1o open it?

Opening "Cisco ASDM-IDM.2pp" will always allow it
o run on this Mac.

Google Chrome.app downloaded this file on
December 4, 2013 from 10.B6.118.3.

{ ? Open Cancel |

371053
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B ssomor 7557 sEBEOL VR =0

S

TE

ASA TN elE 5L o A4
2 (3DES/AES) MW BL

GE) Av— K 7R
ETNVEMHT S
N Wb =2 (A
A AEFEHET
|\Z ASDM TOHAHID
T 7 AINAIREIC T
nE9,

ASDM Ti%, ASAZSSL##t T H2MERZH D £9, A anigfit L Tuv5 3DES
FAB L ABERTEFET,

1. www.cisco.com/go/license [aE] IZT 7 B A L £,

2. [B5LT A &2 ADEEk%EHAT (Continue to Product License Registration) | % 7
Uy Z LET,

3. IABYVUITHR=ENLT, THART 4=V RORBRIZHD [ZOMDT A+
v ADESSG (Get Other Licenses) 1 %27 U w27 LE7,

4. Ky 77X YR M6, [IPS, K5, ZOf... (IPS, Crypto, Other...) ] %
BINLE T,

5. [f¥—VU— KTk (SearchbyKeyword) ] 7 1+ —/L KiZ TASA] &AL E
R

6. [#4h (Product) ] U A kT [Cisco ASA 3DES/AES License] Z %R L. [Next] &
70Uy 7 LET,

7. ASADIUTNLEEEZANL, a7 M- T ASA @ 3DES/AES 74 &
VAZRERLET,

« HEBAGEWE L ZIfEET
ERANALI AR

* [Pv6

* Firefox ¥ & O Safari

ASANH CBAGEHEE IXEHE CX WG EA AT 54 . Firefox & Safari
TiE. IPv6 24T L72 HTTPS 2] L TR T 255123t F = U 7 1 fisk 2800
952 LIXTEEH A, hitps://bugzilla.mozilla.org/show bug.cgi?id=633001 [J:5E] %
ZRLTLEE, Z 0T Firefox F 7213 Safari 205 ASA [ZHRE S H T
To SSL el L £3 (ASDM iz de) . ZOEEZERET 51213, 5
FHCX DGERD ASA ITxF L CHAT L@ st E LA R E LE T,

* ASA T SSL iF 5t Z21T 9 I
I%. RC4-MD5 & RC4-SHAI
T EHED DA, Chrome
“C SSL false start & #2123
LHVENRHY FT,

e Chrome

RC4-MD5 3 X TNRC4-SHAL 7TV XA (b DT NI Y AANIT 7 4V T
A F—TI) D ERNT D721 ASA D SSLIF S L Z A L7-#;4 . Chrome
@ TSSL false start| F§RED 72T Chrome (X ASDM Z &I TX FH A, ZNHOT
NAYZLDONTNDEBHEANCTHZ L2 L ET ([RE

(Configuration) 1>[T/34 R & (Device Management) ]>[35#1 (Advanced) ]>
[SSLEXTE (SSL Settings) ]~~A > ZZM) . £721L. [Run Chromium with flags |
20> T --disable-ssI-false-start 7 7 2 % i [ L "C Chrome @ SSL false start % %)
IZTEET,

ASDMD7AToT4 TABHEDA VX =)L

Java 7 Update 51 LA 2 (32854, ASDM 7 > F ¥ IZIXFHH CTE it EALE T, FE
PHEOBEMIL, BALBEAMNEO DGR EEL A LA =152 LIC ko THHICHZTZ &
MCTEET, FFFEEZ A A F—/LF 5 E T, Java Web Start {87 f] L T ASDM % #8425 =
EMTEET,
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AsOM a7 s £aL—vavizyoik [

ASDM & —HEICHEH T 572 DIZ ASAICAHCEAT AT T4 T 4atlFZ A A b—/V LT
D, FEBAEZ Java IZ8E L7720 9 5121%. [Install an Identity Certificate for ASDM [#3E] &2
L TLSIEEN,

ASDMO > 74 FXaL— a3 o AFDOEX

ASDM THR— F END|KEEY A XL S512KB T, 2OV A R&2x b, X7 p—=
VADORMBENRAELDZERNBVET, X, a7 4 X2 b—Taroe— FRHIE, &
TLEary 74 X2l —yalrDEENRAT—Z AL Tl Ry 7 AFERENET, 20
LE, VA AXDOKRENVT LT A Fa2al—arTE, ASDMICK - TEFEasy 7 Fa2b—
Va DM THON T TH, BT LEEEOHESMEIE L, ERTFE SN TS X HIT
RZET, ZOXIRIRWMNFEELTZEAIL. ASDM VAT A b—7 AE Y O KEZKRGTH
HTEEHERLET, ATUMMEBLTWD Z EA2HRT DI, Java 2 Y —L T
ljava.lang.OutOfMemoryError| A vt —Y%2EF=4—LF 7T,

Windows TOASDM > D 4 FalL—> 3 AT DEKX

ASDM t — 7' 2 E U YA XZH KT HIZIE, RO FNEEZFEITL T runbat 7 7 A L ZfRE L £
ﬂqo

FIE

ATYF1 ASDM A > A h—AT L7 bU (7= & 21E, C:\Program Files (x86)\Cisco Systems\ASDM) |Z
BELET,

ATV T2 (FEOTXAMET 4 X %&FEMH L Trunbat 7 7 A VZEHRE L £T,

ATw T3 [startjavawexe| THHEDITT, [-Xmx] DT V7 4 v 7 AP T58E2ER L, BHHO
E—7 A RXERELET, 2L 2, 768 MB OHEIE -Xmx768M IZEH L, 1GB DA X
Xmx1G AR L FE9,

ATw 74 runbat 7 7 A LV ERELE T,

Mac0S TOASDM O 74 FalL—a AT DEX
ASDM b — 7" A E Y H A XEHEKT HI12F, ROTFNEEFEITL T Infoplist 77 A VEHREL
3

FIE

AT w1 [Cisco ASDM-IDM]| 7 A 22> %477 U v 7 L. [Show Package Contents] % &R L £ 7,

AT w72 [Contents] 7 # /L& T, Infoplist 7 7 A NaXT NI ) v LET, BEEREY—NVEA LA F—
NLTWLEEIE., TANTA YR MITA B THEET, £ ThWEEIE, TextEdit TH
xET,
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B asa e asomoEms

AT w73 [Java]>[VMOptions] T, [-Xmx] DT VL7 4 v 7 ANWZXFHNEET L, LB —7
YA XEfRELET, 728 2IE, 768MB DA 1T -Xmx768M ICZH L, 1 GB DA 1E -Xmx1G
WCEELET,

<key>CFBundleIconFile</key>
<stringrasdm32.icng</string>

<key=VMOptions</lkey>
<string>-Ems6dm -Xmz5 12m|</string>

<key>CFBundleDocumentTypeas</key>
<arrayr

ATYTE ZOT77A Ry s ENLE ROLI T —RNERENET,

The file “Info.plist” is locked because you
haven't made any changes to it recently.

'j’ If you want to make changes to this document, click

Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

Unlock | Cancel | Duplicate |

HEE4

ATw 75 [Unlockl| 227 Vw7 L, 77 ANVEREFELET,

[Unlock] %A 7 0 VAR v 7 AMFERENRWERIL, =7 4 Z %4 T LE T, [CiscoASDM-IDM]
TAar&4H7 Y w7 L, [CopyCisco ASDM-IDM] Z3&R L C, EBXALMERNH 5500 (5
A7 by ) IV FTEST, T0%, Zoar—hbbe—T A XEEHELET,

ASA & ASDM D FE #utE

ASA/ASDM Y 7 b U = 7B XU — R = 7 OFEHR L OVE Y 2 — /L O B % & T B
DFEAMZSWTIL,  [Cisco Secure Firewall ASA Compatibility] [FFE] 2 L T 72 &0,

VPN O B #uf4%

VPN O HHMEIZ-OW T, [Supported VPN Platforms, Cisco ASA 5500 Series J [#55E] # &M L
TN,

#Ti e

ZDBIZarTiE, KV —AOFEEE R LET,
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asom 7.1901.95) o#isse [}

GE)  syslog A v E—UHA R, Bill, BEFES, BLOBEILL Sz syslog A v E— V&R L T
WET,
ASDM 7.19(1.95) D Fr#4aE
JI)—X :2023%F7H5H

ZOV Y —RTHHERITH D TR A,

ASDM 7.19(1.90) @ 7t e

J\)—XH :2023%2 A 16 B

oYY —

ANHHREREIZ H W £ A,

ASA 9.19(1)/ASDM 7.19(1) D #TH8E

J—ZXB:222F 11 A29H

taE

5158

AN NE LN

Cisco Secure Firewall 3105

Cisco Secure Firewall 3105 O ASA Z#E A L% L7,

Azure 7 — F U = A B — RKNF
W& fi L 7= ASA Virtual H ) A
=N a—rg

Microsoft Azure {27 — b U = A 17— KXF % %fEH LT ASA Virtual H &) R 77—
NI a—va YERERTEET, SOV TR, A ¥ —7 = A AEREL SR
LTLEEN,

T7A4 T+ — LR

*v NU—r % —t 27—
D HR— K

BR1024 DFy NI —7 —E R TN —FHEHTEL LR EL,

NATARAZEYT A ERT—FE) T 1 DEMKEE

NA T ASFEORRE

Master] & [Slave] WO HiEEGra~ B, o~ R, syslog A v &—
i%. [Control] & [Control] IZEE X E Lz,

B/ X iz~ K : cluster control-node, enable as-data-node, prompt, show
cluster history, show cluster info
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Bl

ASA Virtual Amazon Web Services
(AWS) 7 A& Y 7

ASA Virtual iZ AWS THRK 16 / — ROfEBIA Vo H—T 2 A ADT T AKX Y T %
PR—FLET, AWSF— T xzAf 02— KTV OFEINNDLT, 7T A
BV T ERERTEET,

ASDM #R— MEH Y £ A,

IW—T 4 VT HEE

IPv6 ® BGP 7' L — A7 )L J A
45— b

IPv6 7 RLAZ77IUDOBGP /'L — AT )L ZAX— Y R— E2BIMNMLE L,

/AR Siza~ 2 R [BRE (Configuration) 1> [T/Af ADEY b7y
(Device Setup) 1> [JL—T « >4 (Routing) 1>[BGP (BGP) 1>[IPv67 7 X 1)
(IPv6 Family) 1> [ 73— (Neighbor) ]

ASDM COBGP V77 4 v 7 D
N—T N I o H—=T AR
PR —k

ASDM iX, BGP XA X—L v DY —AA L H—T x4 AL L TNA—T RNy A
VHE—T 2 ADEEEY R — T AL VELE, V=T Ny U F—
T A AF, NABEEORRIZESL L T,

Br/ZER S - : [BRE (Configuration) 1>[T/3 ANt 7w 7 (Device
Setup) 1>[IL—T « >4 (Routing) ]>[BGP (BGP) ]>[IPv47 7 X 1) (IPv4
Family) J/[IPv6 27 2 1) (IPv6Family) ]>[#4 78— (Neighbor) 1>[:&h0 (Add) ]>
[£#% (General) ]

A3 —0 T4 ABEEE

ASA Virtual T IPv6 & V7R — k

ASAV X, 7 I9AR—FBIORT IV v 7 VTR TTy 87+ —ALTIPV6 X v
Fo—27Fua harrEdR—KNLET,

=P TKDZEMTEDH L IR E L=,
« day0 FRETIPV6 HHLT RL 22 AN L TR L £9,
« DHCP B X U2 FiEE A L TIPv6 7 R L AZE Y B CTEJ,

Azmure 7— F U =/ B— KT
D ASA Virtual D7 71
VXLAN

Azure ¥ — b7 = A m— KXXF Y% (GWLB) THEATD729DI1Z, Azure D ASA

Virtual D7 710 %2 F— RVXLAN A X —7 = A A% T& £9°, ASA Virtual
X, X7 7uXx O VXLAN ® 7 A2 MEFIH LT, B—O NIC (ZHM6A v % —

T2 ALWEA L H—T =2 A EZLET,

HR/EF S -2~ R @ external-port, external-segment-id, internal-port,
internal-segment-id. proxy paired

ASDM #R— MEH Y £ A,
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Asa9.19(1/aspm 7.19(1) o rigae [}

HaE

Bl

Secure Firewall 3100 [ &R~ — k@
7 7 4V N ORIFTEAY FTIE

(FEC) 7%, 25 GB+ SR, CSR,
BELULR b7 —30D cl74-fc
25 cll08-rs ICEF S NE LT

Secure Firewall 3100 O [EEAR— b TFEC % Auto IZRETH & . 25 GB SR, CSR,
BLIOLR T —R_"DOF 7 3V DX A T W clTd-fo TiE7R < cll108-1s IR E &
NHEHTeFE LI,

BB/ZE T S - : [BR5E (Configuration) 1>[T/8 2Dt 7 v 7 (Device

Setup) 1>[M4 32— 4 ADHKE (Interface Settings) >[4 2 —T 4 R
(Interfaces) 1>[4 2 —T =4 AD#w&E (Edit Interface) ]>[/\— Koz 770

INT 4« DFER (Configure Hardware Properties) ]>[FEC €— K (FEC Mode) ]

ASDM TO/N—T N 7 A
B—T A ADYR— b

ASDM it V=T N J A B —T =2 AW R— b THL120 F L7,

PR/ S - EE : [BRFE (Configuration) 1>[FT/3N1 XDt b7 v 7 (Device
Setup) 1>[4 2 —T 4 ADEKE (Interface Settings) >[4 2 —T (4 X
(Interfaces) |>[IL—T\v o4 28— x4 ADiEN (AddLoopback Interface) ]

PARAFI; 3

KVM £ X O VMware | ASAvS
@ ASA Virtual KAT7 A & AT
O AR — b

T74/NVEOPLR V7 hU =T HIHERKE EEX L, KVM B X VMware (2 2GB
RAM @ ASAv % EBR9 5 & X |Z Cisco Smart Software Manager (SSM) |Z ASAv5PLR
TA VL AERITTDHEOICERTEZH L a~vy RERATE £, RAM 0%
EWZADLETY 7 by =THIHERK%Z ASAVS 7255 7 /L h®D PLR 7 A & AIZ
BRI 7200 <no> BEREEBMT L2 LIk, Zoav REEHRTEET,

VPN #8E

VII V=T Ny A X —T =
A ADHHR— b

N—T Ny ) B =T =2 A VTIDFETLA I —T A AL LTRETED
Xl E L, ISR ESNTZIP T FLADORDVIZ, V=T Ry 7 A
B =T A ADLIPT RLVAZMAT LV R—FbBMEnE Lz, v—7 1y
AVE =T oA AT, NAEEORWRICEILE T, A VX —T A ABX T L
THA V=T Ry A BT A RZED S THERIEIP 7T FLAEEALT
TRCOA L H =T oA AT 7 BATEET,

/AR S -l : [B%E (Configuration) ]>[T/8 ADt v k7w 7 (Device

Setup) >[4 A2 —7 A4 ADMEXE (Interface Settings) [>[41 v 32— A4 R
(Interfaces) 1> [VTIA 42— 4 AM3EM (Add VTI Interface) ]> [
(Advanced) ]

FAFT Iy 7B b A
F—=TxzA A (FAFTIv7
VTI) OHHR— b

ZAF v 7 VITIZE D ASA B8t ENE Lz, "NTOEBDO AL T 47 VTI
WREH DO XA F I v 7 VIIICEEHRZ D ENTEET, NTOHBREEFEYE
T, FILWAR—=Z ZNTIZBMTEET, ¥4I v 7 VILIZZAFI v o
(DHCP) AHR—27 Z%HHR—hFLET,

HR/AER S -mimE : [B%E (Configuration) [>[T/8 ADt v k7w 7 (Device
Setup) >[4 32— 4 AME%E (Interface Settings) >[4 2 —7 A4 R
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