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ATYT2 ToTAR)—LEFT AR — LD LRETDIVNENH D 9, tki 2. EtherChannel
AT A AL, EtherChannel D7 v 7 A ]* U—A/Z T AN — LR ERET DHEN
H0FET,

HEL=Y FTDISRE AV E—T AR E—FDETE
U T ARY T AN T HENC, A3 REtherChannel Z# T 5L 95127 7 A4 T 74—/
EEHWTOIVNERSDET, VAR ko THHATE DA L F—7 = A ZAOFEFENH
[REXND7-0, 207t AT, BEIEORTEICABIED /N, VX —T 24 ARHLINE D
INERER L, %T fEnTWAWAS L B —T oA AERETEXR2NVIIITLET,
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B #Hlflz=y "7 —F 2=y FEBMLARWESZ, #flfflz=y N2 TR 22=y bD
AV HF—T 2 A ZAF— RZZOHOBBEIZHE> CTFHTRETILENH Y £, filiffla=v
b E) 2=y NEBMT585E81E. ASDMBT —X 2=y hDA L H—T = A A
E— FZHEICHELET,

188 BRI

FEHERHA L —T 2 ATV OTH, HRA =T = A (fELE) L L THRETEE
T, BHA LA —T oA AT, lARA v E—T 2 A AL THIENTEET (FTF A
TLy s T77AT 04—V E—RDLETYH) ,

EHA L H =T A AEEIA S F =T 2 AA AL LTRET DL, BHA LI —T =X
WL TCHA T I I N—T 4 T A RX—TMITEETA, AFT 4 v 7 — M &fl
M D 0ERHY £,

FIE

ATy 71 == F® ASDM T, [Tools] >[Command Linelnterface] DNEIZEIR L E 5, D72
War7Z4¥alb—rareRonl, Bl =T A X EF—FICLTHE T T o
Fal—Tal  EZBEETELXOICLET, Z0avy FTIEE—- NIEEENEE A,

cluster interface-mode spanned check-details
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Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command

(#) Single Line Multiple Line [ Enable context sensitive help @)

cluster interface-mode spanned check-details

Response:

Result of the command: "cluster interface-mode spanned check-details"
ERROR: Please modify the following configuration elements that are incompatible with ‘spanned' interface-mode.

= A cluster IP address pool must be specified on interface Gi@/@(outside). Or remove IP address configuration.
= A cluster IP address pool must be specified on interface Han@Emanagement]‘ Or remove IP address configuration.

Clear Response

_Help | [ Close | [Csend )

IE AVHE =T A AE— RERELIEZIT, A ¥ —T oA AR TEDH LD
W0 ET, 2L, 27 AZ ) TEMBICEAT DR OICEEA X —T A A
EHRETAHAMNCASAZ IR —RTH L (L, 7I7AXIP T—NL%EEBINTD
72) . I TAZEHEBEDIRNA L H =T 2 A AT 4 X 2 b— g VIR
INDTD, B TE IRV ET, TOLAIX, a2 Y — /AR — MIEHL T
AV B —T xR AT 4 Fal—a  ZEETHLENHY 4,

RTF9T2 77AB)V U THICA v —T oA A E— REZRELET,
cluster interface-mode spanned force
1 -
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ATvT3

HE1=y rTOs528 1v8—7x142 2= roRE [

| ano Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command
(*) Single Line Multiple Line [ Enable context sensitive help ()
cluster interface-mode spanned force e
Response:

Result of the command: "cluster interface-mode spanned force"

WARNING: Cluster interface-mode is changed to 'spanned' without walidating compatibility of the running configurat

Clear Response

Help Close

TNV IIRTEIEH Y EEA, HARMICE— FE2ERTILERH YV ET, T—FREZHRTLT
WRWEARE, 7T AX D T A X—TNIZTEERE A,

force 47 a v EIEET D &, HEMEORWa Ly 7 4 X o L— g COREIIITHOFICE—
RREHEINET, 274 Falb—a yOfEPHLIGEIX. T— NEEHE LI-EZICTH)
TR HUERHVET, (X —T oA XA AT 4 Fal— g VOEERTX DT
F— FOBRTERICIEOLNLDT, forced I a v BEHATAIZ 2R LEST., 2D LT
THIE., HIETH, BBEOa L 74X 2 b—2a VORENLBTEXEST, SHITHA X
AMMIEREAT, T — FERE L7=#% T check-details 4 7'v 3 » 2 HIETL £,

force 47 a v EIEELRWE, AfEOR NIy T 4 Fa L —a v RNHLBRAE, v
T4 Xal—rarE7VT7LTIa—RT5K5kOoNDDT, a2y —/LiR— M
BLTEHT 7B RAEHRETHILERHY £T, a7 4 Xab— g NZHBMOREN
WA (ENr—R) | BT RRPEEIN, a7 4 X b— g TR SN ET,
AT 4 X2l —varEZ VT LELBWEASIE. nZ AL Ta~vr REKTLET,

A B —T 2 A A F— REfEERT 5121Z. nocluster interfacemode =~ > F&Z AN LET,

ASDM Z#&TL, Ur—RLET, ZJI7RF A F—T A A E—RIZELIFETDHED
\Z ASDM Z HiEB T 52 L ERH Y £9, Unr— KDk, F—L ~X— U2 [ASA Cluster] % 773
FREINET,
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B octE 72 75 b E—FTELEA) HEL=Y FTOA U 8—T 14 RORE

Device Information

| General = License

Cluster Interface Mode: Spanned EtherChannel

Cluster is not enabled.

Details

(2E, TILFOAUTHFRME—FTIERA) FlHI=Y FTODA 23 —T 14 XD

E
I TABN T BT DN, BUEIP T RLARRESN TWDHA v —T = Af A%
TALKICERT HMENRH Y £, Dl &b, ASDM BEERER SN TV HEHA v
H—T 2 ABBEETHVLENHY FI, OA L F—T A AZOWNWTIX, 7 T7AX VT
OEMMEDORTHZ THETEET, BEBEEDF LW FAX A AA—LEMTL L5112, T
RCDAVE =T 2 ALFANHRETHZ EEHRLES, v~V F a2V TFHFARE—RT
X, ZOHEOFIEEZER LT, BFEDOA v —T = A ZAEEET LI, LA E—T oA
AEBRETHLENRHV ET, —F., YUV E— RClE, ZOHEEEK L, &0 kL JEiE
DT 4 — R THIEA LV F—T 2 A ARTA—FERETEET (EATAEY P — F2Aff
L2 92 OERERIZZM 323—2) 28MR) . @A v —T7 = ZAHD
EtherChannel DIER 72 EDBE/RA V H—T = A AFRTEIFT 4 P — R TIEFETTE RNV &I
EELTLEIN,

CITIE 2T AZ VY THEBLERD I DA I =T = AEBET DB OV THB L
gﬁﬁ‘o

EEHA U A—D A REENA A —T A RELTERET S

RIA =T =2 ATBEON—TFT v KA EZ—T 24 ATHY, TNENNEHDOIP T
RLAZIPT RLA =AU BIGELET, AV Z7TAXIPT RLRIE, FOU T AHK
DI=OOEET RLVATHY, HICHEDT 74~ 2=y MIBLET,

BEHA L H—T oA ABHBA A —T 2 A AL LTRETDHZEAHRLET, FAEEHA
VHE—T oA AIRBIE, MEICRN U TE =y MIESEREHGE C& £, A3 K EtherChannel
A B2 =T 2 A ATIE, BEOT T4~ 2=y b~DER LN T EHA,

1R BRI

cwNTF AUTHXARNE—ROBAIE, ZOFIEEE L THFARNTIITLET, 22
UTHXARN T 4 X2l — a3 E— RICAS TWRWEATE, changeto context name
o< K& AJJ L% 7, [Configuration] > [Device List] A > T, T 7T 4 T 72T /54 AD
IP7 RLADFIZHDHATIRANELT LI Y v 7 LET,

e (AT av) AU H—T A A ET /A Aa—N/LEtherChannel f ' #—7 = A X & L
THRETH, BEOH T A o X —T oA ZAEBRETHEELLEISE U TITOET,
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BEA AT 2AEENAva—T 12 LTERETS |

« EtherChannel ®¥34 . Z @ EtherChannel (3> =y MNMIXLTCa—hLTHVH, A/
K EtherChannel TliddH ¥ £ A

cASDMZfEH L CTEHA v X —T = A A2V T— MR L TW AL, kot h
Y 2=y FOBIEDIP 7 R L A T—RH722 b DT,

s FH AL, TTIA=Y 2=y PTCERINZI TAXIP F—A0EHIPT KL XA
NE Y THNET,

« VT AHIP S —/VIE, FHRDOEI XV IPT RLAZEGT, *v NU—2TITT
WERTOT RLAZEGED D Z LT TEEREA,

WIZHI R L E T,

1. 794~V 2=y MI10.1.1.1 Z&ELET,

2. fho== MZiE, 10.1.1.2, 10.1.1.3, 10.1.1.4 Z6EH L E 7,

3 FI9A4~) 2=y hDITALZDIP F—IVERETDHHA. AT THH20

122, 3. ADT RLAZTF—NIZEDH T LITTEXEH A,
4. Rbvlz, 5, 6, .7, 8OEH7, Fy hIT—7DMOIP 7 KL AZFEHT S
VERH Y F4,

\}

GE) 77—, 7I9A4~ ) 2=y FEEDRT TAZDRA LSO
T RUVARMETT, TD 1T RLVRIFIAAL Y JTAXIPT R
LVATHY, BEDT T4~ 2=y hDOHLDTT,

5. VI AZIBMT DL EN—RFNRT FLUATHFES L, hoGfr AT %
TO

FIE

AT w71 [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] XA > &R L £,
ATV T2 A F—T oA ZfTHRIRLC, [Edit] 227V v 7 LET, f X —T 2 ADNRT A —H %
RELET, ROHTA RTA U HZBZRLTIZIN,
[ZDAE =T 2 A AL EHEHIZT 5 (Dedicate this interface to managementonly) ] :
VH =T A AEEHERET—NIREL TR 74 vy 7 RBLARVWE I LET, 7
T4 T, BEAATOA X —T oA ATEREH L L TRESNET, FFR
X7 Ly b E=RTE, 2Oavy NIEFRY A TOA 0 F—T oA ATk L THEITA
=T MR £,

« [Use Static IP] : DHCP & PPPoE I3 K — h S EH A,
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B e 5oz 8@ 85— Tz ARELTRET S

ATvT3

ATy T4

IPv4 7 5 A2 P F—/)L, MACT RL A 77—, BLOY A FHIOMACT L 22BN 5

121X, [Advanced] ¥ 7% 27V v 27 LT, [ASACluster] TV 7 TG A—XEHRELET,

a) [IP AddressPool] 7 4 —/V ROKEIZH D L] ARF v Z 7 Vw7 LTI FAXIP F— L&
L Ed, #RENDEREPAIL, [General]l ¥ 7 TRETHAAL L IP T KL AZX Yk
ELET,

b) [Add]ZZ7V v LET,

Q) AAY I TAEZDIPT RLAEEGERWT RLARKHERELE T, X hU—Z AT
BIEEH SN TWDT RLALEAET A, #iIE, 22X T RLAE W) L oHIT,
7T AZDYA RZEDLETHRIIRELSTLILERH Y 7,

8no Add IPvé Pool
Name: inside_pool
Starting IP Address: | 192.168.1.2 D
Ending IP Address: | 192.168.1.9 [_]

Subnet Mask: 255.255.255.04 :'

Help Cancel oK |

JMe4

d) [OK]%Z7VUvyZ LT, LT —VE2ERLET,
e) TER L8 LT — L& @R LT, [Assign]ZZ U v 27 L, WIC[OK] &2 Y v 7 LET,

7 — L4473 [IP Address Pool] 7 4 —/V RIZERENE T,

) (EE) (7T ar) MACT RLREFEITHRET H%A X, [MAC Address Pool] %
RELET,

IPv6 7 RV AZRET DI, [IPV6) ¥ 7% 7 U v 7 LET,

a) [Enable IPv6] T = v 7Ry 7 A&F NI LET,
b) [Interface IPv6 Addresses] =V 7 C, [Add] 227 U v 27 LE7T,

[Enable address autoconfiguration] 47" = AR — h ENFH A,
[Add IPv6 Address for Interface] %A 7 1 7 7R v 7 ANF/RINLET,

c) [Address/Prefix Length] 7 4 —/L KIZ, 72—/ L IPv6 7 RL AL IPV6 'V 7 4 v 7 AD
FEX&EANLET, =& xiE. 12001:0DB8:BA98:0:3210/48) DX HIT AN L ET,

d) [IARFEZI7V 7 LT, JTAZIP T—LVEHRELET,

e) [Add]Z=7 1V v 7 LET,
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R8> K EtherChannel D% E .

- HaNs] Add IPvE Pool
Name: inside_ipwt_pool
Starting IP Address: 2001:DBE::1002 -
Prefix Length: 32

Number of Addresses: SI

Help Cancel | OK

) T—IOBHIPT KLVA (Ry NU—2 TV T4 v I R) | LT 497 AR, 7KL
A EFHELET,

g [OK]%#7 Uy 7 LT, LT —alERLET,

h)y TERL7=H LW — L AEBIRLC, [Assign]| 227V v 7 L, KICOK] 227 U7 LET,

[ASA Cluster IP Pool] 7 4 —/L RIZF—VinFoRrENET,
) [OK]&Z U v LET,

ATwT5 [OK] %27 V> 7 LT, [Interfaces] A IRV 97,
ATv76 [EH (Apply) 1227V v27 LET,

Z /%> K EtherChannel D% E
A%y K EtherChannel (%, 7 7 AXZNDTXTDASAIZIENDHDTH Y . EtherChannel D E)
EO—EE L Tr—R RT3 7 H2ITH 2N TEET,
1R BHEIIZ
o A% K EtherChannel 1/ > Z—7 = A A E— NIZTAHALERH Y F£77,

eI F aLrTFHRZR EFT— FOBRAIE. ZOFIEEL VAT LFEFTAR—ZATHIBLET,
FREVAT A AT 4 FXalb—ay = RICA> TWRWEAIE, [Configuration] >
[Device List] A > C, 77T 4 772734 ADIP T KL AD F|ZH 5 [System] & & 7 /L
7V w7 LET,

s T UAXRT LU N E—ROBAEF, TV vV INA—TERELET, 7V v UREA
YA —T x4 A (BVD) OFEEZRLTIIEEN,

» A% R EtherChannel Zffi H L CWAEE, 7T AX Y U IINERIIA F—T WD FE
T, R TFxRxNV A F—T oA RAFEBHLEFA, ZOBIZLY, FTAXZDOT Y
TATTIERN2=y NI T 7 4 v I BIRESNDONERNE T,

FIE

AFYvT1 arvTHFAFE—RZLoTKROLEIITEZRY F9,
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. Z /%> K EtherChannel D% 5E

o« UV E— ROEE ., [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] 2
A IR ET,

s wLTF E— RDOYGAE, VAT LAFEITAL—X T, [Configuration] > [Context Management] >
[Interfaces] ~X1 > Z 3R L 97,

AT w72 [Add] >[EtherChannel Interface] DIEIZER L £,
[Add EtherChannel Interface] %A 7 2 778 v 7 ANRERINVET,

ATYT3 WEAX—TMILET,
* [Port Channel 1D]
« [EnableInterface] (57 +/L F TAH TR £9)

* [Members in Group] : [Members in Group] UV A b2, f > X —T A ZA%&/D7p Lt 128
MTHMERHY £, 2=v N T LITHEHBDA % —7 = A A73 EtherChannel |27 £ 41
TW5 &, VSS, vPC, StackWise, & 72i% StackWise Virtual DA A » FIZEi T 55512
" HET,

TRTDOA L E—T 2 AABFRLEA T EEETHDL LI LET, RPNTEMTDHA
H—T x A AT X > T, EtherChannel DX A 7" L HENRED F4, —FH LW A L F—
T ABBMNTHE, ZOA 2 H—T7 A AFEIRRIEIC/Z2 Y £7, ASDM TlE, —#
LgWA v X —T = A ADBIMIBIE S ER A,

ZOBEEDIEY DT 4 —/b L, TOFIEOENY-THH L E,

ATvT4 MACT RLABIOA TV ay NI A—FEFHETHITIE, [Advanced] ¥ 757 U v 7 LE
7

* [MAC Address Cloning] #E8% C, EtherChannel ® F#)j/ 72—/ )L MAC 7 RV AZRE L F

T, AZUNAL MACT RLAZHRELRWNWTL &N, EHENET, BEMRE Y B
U — 7 O E A BIRET A 72D, A% K EtherChannel (21X 7 2 — 3L MAC 7 K L
AEBETALENRHY EFT, MACT RLANRFEHBREINTWALES., ZO MAC 7
FUZIBEOHIEH~=y MIEEV £, MACT RLAZREL TWRWEAIS,
o=y "REREINTHE, LW =y MNIA v F—T = A ZAIZH LV MAC T
RUAZBEHLET, ZHICED, —FRry NU—7 OEEREET HREEENRH Y
7,

“NF aArTHXFARE—RTIE, IV TFAMITA V& —7 = A 25T 85815,
MAC 7 FLZADBEAERZANI LT, FEITMACT FLAZRE LR TT LD
WCLEd, FEFAS L H =T 2 ZADHAH/IF, ZOa~vr FEEHLTMACT KL A%
TFEICTHRETHHLENRSH D Z LICHEELTLEEN,

s (=T v RE—F) A W7 T AZ VT OHA . [ASA Cluster] fHlk T, H4 ~E
BAOMACT7 RLRABIUIP 7Y RLAZRET H7-DIZ, [Add] %2 U v 7 LT, ¥A1 K
ID(1~8 OMACT RLABIORIP T FLAZIEELET, K8 >DY A FT LRI
DFNEZEVELET, VA FEAFDIP 7 RL AL, Za— ULIPT7 RLALRUYT
Xy M RZHOIVLERHY T, 2=y FTHEHT L2V A MNEAD MAC T RLAB LD
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ATvTh

ATvT6

ATy T1
ATvT8

ATvT9

ATv 710
ATvIN

AT T12

R8> K EtherChannel D% E .

IP7 FLRAF, 2=y hOT— " A RNT T ar7 4 Xalb—a NHRELEYA
FIDICXk > TR~ £,

(A7 a ) Z® EtherChannel (Z VLAN ¥ 7 A V¥ —T =2 A AZHELET, ZOFIED

B OEZE, VT A =T oA AT S NET,

(wNF arTHARNE—F) ZOFIBEZETT LIS, a0 TFAMIA U F—T oA A

ZEDYTHLERNH Y £,

a) [OK]Z7 VU7 LCTEENELZMELET,

b) AU X —TxARAEEY Y TET,

) —W—NRETDHILTFANELHELET, [Device List] XA T, 77T 47727
NWAZDIPT FVAD N HDLALTHRAMELTNVI Y v 7 LET,

d) [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] ~A ' ZiBIR L, B A F~
ARTEHER—=FF XY RNV A X —T 2 AZFERLT, [Edit] 227 U v 27 LET,

[Edit Interface] A 7 B V7R v 7 ANERINET,

[General]| # 7% 7V v 7 LET,

(RZ2AXT L2 hE—N) [Bridge Group] Fu vy 77X JRXA MM, ZOA X —T =
ARZEYKTDHTY) vV IN—TE@RLET,

[Interface Name] 7 « —/L RIT, 4Hi1% 48 SLFLUNTATI LET,

[Security level] 7 4 —/L RIZ, 0 (&IK) ~ 100 (Fem) OV~ Lz A LET,

(=7 v RE—NK) IPv4 7 FLRZxt LT [Use Static IP] A7~ a v RE %7 U w7 L,
IPBLON~RAZ % AJJLET, DHCP & PPPoE |IHR— hSnEHA, FA L BV —FKA
MEGEOSA, 31y ROV TRy kv A7 (255.255.255.254) ZIEETEET, ZOHE,
Xy NU—2 F-137 0 —REX AR 7 RLAHFADIP T RLAFTHENERA, FF %
X7 L b F— ROHAIL, EtherChannel 1 > % —7 = A A TiEL, TV I—7~A
VHA—T A ADIPT RLVAZRELET,

W=7y RE—FR) IPv6 7 RLRAERET HITIL, [IPv6] ¥ 75227 Y v 7 LET,

cZ 2T Lk B— ROEAIE. EtherChannel f > % —7 = A ATiERL, 7Y oo 7
N—F A B =T 2 ZADIPT RLAZRELET,

a) [Enable IPv6] = v 7Ry 7 A& AN LET,

b) [Interface IPv6 Addresses] =V 7 T, [Add] Z#7 U v 7 L7,

[Add IPv6 Address for Interface] %A 7 1 7R v 7 ANFRIILET,
GE) [Enable address autoconfiguration] 47" a2 3R — h I EH A,

¢) [Address/Prefix Length] 7 4 —/L NIZ, /82— UL IPv6 7 KL AL IPv6 LT 4 v 7 AD
ESZANLET, =& %X, 2001:DB8::BA98:0:3210/64

d FFvar) AAMT FLRELTModifiedEUL-64 1 % —7 = A ZID 2T 51
&, [EUL-64) F = v 7Ry 7 A% F A LET, ZO%A L. HUZ [Address/Prefix Length]
TA—NVRZT VT 4w 7 2R ANJLET,

e) [OK]#27 Vw27 LET,
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B sarus v—FEERLEY SR8 OERERESM

ATv 713 [OK] %27 VU v 7 LT, [Interfaces] W& IZFEY £,
ATY 714 [Applyl 227V v LET,

BEAANY 4 F— REGA LY 52 OEREESM

7725W@%/*%W?725_£Mﬁf3 L. 77— FANT o TRERENLETT,  (HIHE
— KiZ72%) 1 £ /— K T High Availability and Scalability ™7 ¢ ¥ — F&ZFIT L Tr 7 A
5’ EERR L, T—% /— R&EEBMLET,

N\

GE) I, — RIZ% LT, cLACP 27 A ID BLOMEBEIEM.OT 7 4V N2 ERT L8468, U4
P—RNIMFEHACTES, FTAXEZFEHCTRETDHDVLENDHY £9,

1a s BRI
e wNTF AT HFANE—RTIE, VAT AFATAR—ATROFIEEZFATLE T, £72
VAT ary7 4 Xal— gy ET— FIZA>TWRWESA, [Configuration] > [Device
List] XA > T, 77T 4 TIRTNNAAZADIP T RLAD FIZH D [System]| Z X TNT V) v
7 LET,

U TAZMEHY T A H =T 2 f ANMEHT oA F—T = A AL, RSN AA v
FCT v PRI 5> TV B LERS D £,

BT D s T AL — REBINT 5 & —RpIZ, RERIR T > bHERE R v > 778
RETHZ LY iﬁ“ﬁ\ ZHITRENOEMETT,

FIE

25w F1 [Wizardg > [High Availability and Scalability Wizard] OIEIZER L £, ROFIETZ O 1
P—RDOHA RTA U ZMHER LTI TEEN,
ATFY T2 [A v H—T A A (Interfaces) ] Wi ClLH L\ EtherChannel Z1Efk CT& £ A (7 7 A X
WY 7w
AT 73 [ASA Cluster Configuration] B[ T, 7 — hA F T v 7OREEHER L ET,
o [A U N—DESENALL (Member Priority) ] : filffl 2 — FEEMIZ, Z D/ — FOEIENAN
Z 1~ 100 OFIFHANTRE L ET, 1 B OESRNEN T,

o[ Ob—7 v RE— R, A/ R EtherChannel £— K) #A hA 7 v 27 X ((Routed mode;
Spanned EtherChannel mode) Site Index) |: ¥4 R~ 27 Z A X U FE2FERAT HHEAEIL. &
@/%F@ﬁ%?ﬂD% ZEL T, YA FEADOMACT FL* u~8)#ﬁméﬂé;

\_. l/ \‘i ‘g—O
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BEIRAMY < ¥— RE@EALEY S 2ankrErEsm ]

o (A7 ay) ¥ — (SharedKey) ]: 7 7 AXHIEY 7 OHIE ST 7 4 v 7 Ok
FX—ZRELE T, WHMEIT, 1 ~ 63 305D ASCII L4 T¥, LHMEIL, BE
X—2ARTHEOIEHINET, ZORTFA—HL, T—HANTFTT 1 v T
WREOHEFCEREE X M &) [T B LEYA, T—H AT T 4 v 7%, #
W7V T7TFEFARE LTEEEINET, NAT— RO —E 2% A4 R2—T T %
LA, ZONRTA—RZERETHILERDY 7,

« (A7t = ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :

BROBIBREAMELET, ZONRTA=ZET T4V FTET 4 B—7 T3> T
£T, AROHEIE. 77 A5 O ASA ITEHMICAMIEHRZ LB L, AROI»-> T
BT A AINDRARGDDIRNT AN ZTH LDt A 4 7 n— FLET, ARE#E
TOMMEZ. 1 ~360 BOHPANTIHELE Y., ZONRTA=FF, 7= AT v T
EO—TIERL, HlfHl ) — Ko7 —2 ) — Mg nE T,

G¥) HA ME MR DI U EROBF O ERE LN TLESN, s
A FDYTAE AT EREESHTE £ A,

e (AT aL) [VIFIARFADZDTNA ZAD~NVAE=Z Y T 2G802F % (Enable
health monitoring of this device within the cluster) ]: 7 7 A% J — K~V A F = v JHERES
AL ET, /= FONNAERRT D120, ASADT T AL ) — KiZ7 7 ALY
YU THD ) — RiZn—FE— R Avt—UEEEFELET, /— FBPREENCET
= RN —hE—=h Ay E=UEZELRVGES. TOET / — FIRISERREEZIZ
Ty NRgL R IhET,

GE) AIHEND MR VEFEZITHI EE (L2 T—F A F—T = A ADB
FFHIBR, ASAFZTZFAAL v TF EOA X —T 24 2ADA 2 —T b E 1T
T4 '8—T b, VSS 721X vPC 2T B AA v F OB E) X, ~b
AF vl BT =TI, TA =TI LIEA Vv Z—T =2 ADE=
VT HT 4 B—TNWITEHHNERHYET, PR YOEENET LT,
REDEENTRTO/ — RIZEAY SN, ~NVAF = v 7 HFHEFHT
xFET,

o [TRA ANFEEIRRETS L R &N 5 F TORMERERE  (Time to Wait Before Device
ConsideredFailed) ]: Z DI, /— RFOF—TT T34 T AT —H A A vE—TUDfH
fRafeELEd, X003 ~45BTT, 774/ MI3IBTT,

« (A7 =3 ) [Broadcast keepalive messages to all EtherChannel cluster control link ports
for VSS/VPC support] : 7 7 A Z {1V > 7 73 EtherChannel & L CRRE SN TWT (H
) | VSS £72IE VvPC ST ICER SN TV A EAIE., o4 Fvarv kA x—7
T DT EBMEIRDIGENHY £3, —HDAAL v F TIL, VSSVPCD 12D
=R BTy MU UCEITEET D L £DAAL v FITHEHE S AL EtherChannel
AUN—A B =T oA ANASAZK L TT v 7RETHDEIICRZETN, =
NoEOA B =T oA RFIAAL v FRUO T 7 v 7 @ LTOEFA, ASAholdtime
timeout Z KV M (0.8 72 &) ICRE LA, ASANFR-TZ 7 AL MbHIREH
DHHEHENH D ASAIIN—FE— K A vE—T% 215 DOWT A O EtherChannel
AV H =T oA RATEEFELET, ZOF TV a ez F2—TNMITHE, ASAITY T
ALY > 7 DT TP EtherChannel f > % —7 = AT/N—hbE—k A vt—V
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BT7T79T 47 LT, AR EBIBDAAL vy TFNENEZETEDLT L Z2MERL
£,

s (AFvay) [2ry— N HhEERET 2 (Replicate console output) ] : 77— /— K>
Sl ) — R~ ay y —nEREEHCLET, ZOMEILT 7 4 /L b TENICHRE S
TWET, ASAIL, FFEQOERA RV MBRRAELZELEXIC, AvE—VrEREa Y —
M T 25ERHY £, ar Y —VEBREFMIT L. 7—4% 7 — Rl

J—=RlZary—nNRAyvt—URNEEINDLIDOT, T=XTIHLERSHLDEXT T AXD
Y= )LR— M1 DFETF T, ZONRT A= E, T—FA LT v TEREO—HETIHA
<, il — R T —% )/ —RcERsnE+,

* [Cluster Control Link] : 7 7 A XY 7 4 2 —T = A AZHRELET,

o [MTU] : 7 ZAXHIHY > 7 A B —T 2 ADKNBE ) — RERELET, 77—
BAUE—=T 2 A ZADHRRKMTU L0 D72< &1 100 34 FEME (1400 ~ 9198 /N
A Fo#H) ZFELET, T 74/ D MTU IZ 1500 /34 b T3, MTU % &AMl
WCRETHZEEWRELET, 7 IRAZHIH) 2D RNT T 4w I T —F T
MRENEGENDTZD, 7T AAFEY) 71X T7—2 3 v hERIROY A X2z T
JITABNT T 4w 7 DF—3—=~y FIZHRISTHMENRSY £7, 72& 21E, &
KMTU 9198 XA R TH DI, T—HA X —T A ADHK MTU IZ 9098 |Z
R0, 7T ALHEY 19198 ICRRETE £,

ATV T4 [~NWAE=HX ) TR BDA 2 H—7 =4 A (Interfaces for Health Monitoring) ] [ T, —
DAVE—=T 2 A AZBEEDE=F ) L ITRHRNORANATEES, 2L 2T, EFHA 7 —
T oA ARE, WEUNDA VB —T 24 AD~NVAE=Z Y U T 5T 4 —T I TH &
MTEET,
G¥) MOEND MR VETEITHI L& (2 T—H A X —T = ADBMNET
IZHIBR, ASAE/IFAA v F DA v H—T 24 ZADA F—T b ETITT 4 E—
T At VSS F721E vPC BT D AA v FOBINRE) (X, ~NVA Fxv I %
TA®—=TNIL, TAE—TNILIEA VE—T 2 A ADE=HX VT HT 4
=TT AHMENH Y T, PR OLEENRET LT, REDEENT T
D) —RIZRAPENTZS, ~NAF =y 7 ZRERDNTEET,

AT TS [ ¥ —T7 A ZAATFHFEARE (Interface Auto Rejoin settings) ] HiE T, ¥ —7 = A A
FFT T ALK o7 THEENBELELGEOHBHEGRELNAZ~YA ALET, ¥
AT, ROFT v a v ERETEET,

* [Maximum Rejoin Attempts] : 27 7 A Z ~DFfES OFATREZ EFK T H72DIZ, [Unlimited]
FTIEL 0~ 65535 OHFPFATHEARELET, OIFHBHHEGET A E—7 M LET, T
T AN MEIK, 7 TR A B —T 2 A ADEATE [Unlimited], 7—% A > X —7 = A
ZDEFEIL 3T,

* [Rejoin Interval] : B A FATRIROKM 2 EFR T H7-0OIZ, 2 ~ 60 OFIPH CRIFZ R E L
£, T4V MEIZSESTYT, 7T AZ~OEHEBMNE /) — FRRITT D KA FHH
X, B OREERARS 14400 43 (10 B) ([ZHIBRESET,
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* [Interval Variation] : 1 ~ 3 O#i THREL T, HRZEMESELNEINEERLET
(1:EERL, 2: HATOMRO 25, 3: EATOMRD 3 £5) . 72& 21, MRE 55
WCRRE L, 0% 2ICRE LTS EIE, PORAITN 5 0%, 2 BIHOFRITH 10 2 (2
x5) . 3EEORITAR2043% (2x10) &2V FET, T 74NV MEK, 7 TAXA X —
T2 ADEHITL, T—EA L E—T A ADEHIL 2 T,

AT 76 [Finish)| 227 U v 27 LET,
ATV TT ASAIZEfTAL 74 Fal—2 a2 AXxy L LT, Z2I5AFZ Y U ZI%HE LTV WERED

ATvT8

FREHa~vy ROBEATARET, 740 arv 74 Xalb—vaiibhbbavr Ry, =
ST D30 £, BEfMEOR NI~y RENIRT 5ICIE[0K] 22 ) v 7 LET,
[Cancel| 7 Vw7325, 7 TAXZ VU TIFHEMIL EHA,

LIS T5E, ASDMNZ T AZ ZH N LT ASAICTEHHGE L., ASA DNV T A X |ZBEINE
Ni-Z & W4 % [Information] MW AR SLET,

G¥) AL oTE, VA F—FOETRIZY 7 AZIBIMUTEBRIZ T T =28 AET D

AEEMENH D £, ASDMOUIHr SN Tnd & ASDMIZF UKL =7 —% ASA
PHZELETA, ASDMICHERE LG 2 7 AZ Y IR T 4 B—TIVDYE
X, ASA 22> Y — )L iR— NI LT, 7 7 AX VU ITRT 48 —T 725 T
WA= T — IR Z fWr 3 2 0 ERH 0 F3, - xiE, 77244l >
MWE T LU TWAAREMENRH D £,

T =4 7 — F&BMT2512F, [TV (Yes) 12270 v 27 LET,

HH ) — Kby 4 = FEemETT 56, VAV — ReRMcBladT oL 2 [7 72X
WZBID A 3 —%58/1F % (Add another member to the cluster) | 4 7L 3 V&R L TF—#
J— RFEEBNTEET,

R T 79 [Deployment Options] fE{k T, K [Deploy By] 47> 3 > OWTFNEER L 7,

[4F<YE—ha=y MICLI 2~ F%&iX{§7 % (Sending CLI commands to the remote
unitnow) ]: 7— MAKNT v TEREEZT —H /— K (—F) HFEIP 7 RLRIZEFLE
F, F—H ) — REHIPT RLA, 2—P—% NAT—RKEAHLET,

c[AERESNTECLL o~y FEFETat—L T, VE—hax=y MIAEY 1T 5 (Copying
generated CLI commands to paste on the remote unit manually) |: 7 —%4 / — R® CLI T2~
YRaEA Yy FT U RR=AFTES, £IFXASDM O CLI Y — V2 TE 5 L Hic=
~ Vv RZ&4AR L 9, [Commandsto Deploy] 8 v 7 2 C, % CTHATI-DDa~r N
BIRLTCav—LET,
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Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually =

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet(/4
no shutdown
cluster group clusterl
local-unit asall
priority 2

cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test

enable as-data-node- noconfirm

DIRBVITEHEDHAREZTAX

PITGARY T ~IVA TR Y T TCP G EMOBIE, 7a—0EE ) T 1, MORKE
b AR~ X TEET,

Hl# /) — R TROFMEEZFEITLET,

ASA U S R B DEKXRING A —F DERTE

HfH ) — R ED I FAZEREEINASARXTEET, I TAZ~D /) — ROBINZY 4 —
REHEHLRWGEEIEL, 7 7AZRIA—FE2FEHTHRETEET, TTILZI7AZ Y TN
AX—=TNTHIUL, W DDDT TAK RT AR ERETEET, JTAXV U THRA
X =T M5 TV HITRETE WL DIE, LA/ FRaEnET, ZOFIEICE, ¥«
P—RIZEENTWRWEER T A= L EFENET,

1R BHHIIZ

o U4 = REFEHET, FEITY 7 AXICSMTIHLEIE. 7 7 AZIISMT D01, 4
)= RTITALZHIEY v I A H—T oA AEHRRET HLERHY £, VoI
AE—=T A ADLGE, A F—TNMIZTIHLERH Y F3, HOFRELEMHK LR NTL
72 &V, EtherChannel A > % —7 = A ADEEIL. A F—7 /L2 LT, EtherChannel &—
KEFNBEELET,

s T AT HRARNE— RTIE, #iliHl ) — K EDOV AT AFATAN— 2 TROFIEE FELT
LET, FEVAT LI T 4 Fal—ay T—RIA>TORWES.
[Configuration] > [DeviceList] XA > C, 77T A TRT A ADIPT RKLAD FIZH D
[System] Z X 727V v 7 LET,
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FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] D JI&
(IR L £

T T TAZIZT A APRBEIMSATNT, ZRRHEE ) — ROBEIE, ZO_A X7
7 AHFTE (Cluster Configuration) | % 712HV £,

AT w 72 [Configure ASA cluster settings] = v 7R v 7 A& AN LET,

T IRy I RA%A 71T HE, REDHEINET, NTA—FORENTXTETTDH
% T, [Participate in ASA cluster] &4 N2 L72WVTL 72 &0,

GE) JIGREY T kA F—T NMIZ LTz%%, [Configure ASA cluster settings] = v 7 7R &
I RAEFTIT H5EE, BREISEFLIE) A TITo TS, 71275
LT RTDOIFTRAEZ a7 4 Falb—a N7 U7 S, ASDM 23 S
TWAEHA VA —T 2 A A ELTRTOA U H—T 2 Ab v ¥y hE DL
F, ZOWA. BERAETTHICE, 2 Y — L R—FMTCLIIKT 7k 2T+ %
VERH Y £,

ATYT3I ROT— b AT T NRTA=HERELET,

* [Cluster Name] : 7 7 A X\ ZARTZAHT £, 40T 1 ~ 38 305D ASCI L FHITH D =
EMMETYT, /) RIELICRETEDZ TAFXZIIDET T, JI7AZDTRTDA
UANE CARTEEHT 208N B D £,

* [Member Name] : Z D7 T A% A L 3D[EAGD4HTE 1 ~ 38 LF0 ASCI LFHTHiE
LET,

o [A U N—DENARL (Member Priority) | : #lf#l /) — N®EMHIZ, Z D/ — KOESLNARL
Z 1~ 100 OFEFANTHE LET, 1 D OESEIEL T,

o[ Ob—7 v KE— K, A/\2 REtherChannel€— R) A hA 27 v 7 A ((Routed mode;
Spanned EtherChannel mode) Site Index) ]: %A R~ 27 T 2%V o ZE2EHT 28581%, 2
D/ —RKO¥A MDD EZRELT, I MEADOMACT FL-A (1 ~8) MMEEHEND L
INZLET,

« (A7 = ) [SitePeriodic GARP] : ASA Ti, Gratuitous ARP (GARP) /3% v k&AL
LCAALS v F U T AT TARNT I Fx 2 HITEFOREBIRDET, A FOBEEIA
NAEDR B B EWA NN E ST, 78— UVMAC/IPT RUADGARP b7 7 4 v 7 BNE
AR S vE 9, % A3 K EtherChannel ® / — K&, 4 FMACBLXO'IPT KL
AT LT A NID ZHETDHE, GARP BT 7 4/ N THI/ W £7, GARP [#lFE%
1 ~ 1000000 AR E L ET, 7 7 4/ T 290 B TH,

I TAANLRGEENTZYA FTEOMACKBEXOIP T KL R L X7 o R34 KEA O
MACT RVABLOIP T RLVAZEHTHIOICK L, 7T AZTRE LNy MM
7a— 7LV MACT RLABIQRIP 7Y RLAZEHLEST, T 74 v R8T m—L
MAC 7 R L AN EMICAER SR WGEE, 72—V MACT RLADAA v F T
MACT RVADZA LT T MPIETHAREMENHV ET, A4 L7 7 MRIZZTa—N
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NMACT RVASND T T 4w IVIRAAL v TF U T AT TARNT I TF v 2Rizbizn 7
ToT AT EN, TRICED AR T —= 2B L0 X2 T 4 LOENRET S
EMNHY FEF,

(A7 a ) [SharedKey] : 7 7 AZHIHY > 7 OFH N T 7 4 v 7 DR F — % 3% E

LEd, HAMEIL. 1~ 63 XFD ASCI X4 T, HAWEIX, HEF—24Akd
DO EINET, ZONRTA=HT, T—HRANT T 47 (BEFREOEHO
%%%%Nﬁyhﬁg)kiwébiﬁh T—=BRARNT T 4w 71X, WL VT T*
ARNELTEREENET, XATU— OB —E R %2 A X—T VT HHEICH, 2
DINT A =B ERETHMLENDY 7,

(4732 ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :
OB MEAIMELET, ZONRNTA—ZIT7+NV FTET =712 > T
£, ZONRTA=ZE, TP AT v TREOEFTIEARL, H# ) — b7 =2
— NIZERENT T, AMESHTODEE, ASAIL, 1BSTY OEREICET 51
WA WAL, T LWEERE . 1 o7 OBREN L WT A AP BIRARTOT
NA AT r—FLET, MFEOERBBHSNERA, EHIZ, Z0a~vr NI
BH1= 0 OB SV TCORFESHT D120, %/ — R CTHENL SN -8 OREIIE 58
INT, HEROBEITIFLI RWEERH Y £, AMERE BT HRIFEZ. 1~ 360
BOHANTIEELET, 774V MISHTT,

BRe B0 ) — RIZA7n—REand &, AP R Y £7,

YA A AR T T LTI OB DM ERE LW TS ZEWN, Be59 A ForZ
AL A NI LWt T E £ A,

* [Enable cluster load monitor] : 7 7 AX AL ND T 7 4 v JAMEE=F—T&ELHLIOIC

20 F L, ®BICIE, AR, CPUL AT Y DR, Ny 77 R v 7R Eng
ENET, AMAETEDHA. BV O ) — RNARNEZLUHETX 58581, /—KDs
AR T FENTENZT D0, MIAA v TFOa— KT T RFET AR
WTEFEF, ZOKEEIXZ, 774V P TARX—TNVICENTWET, T 7 1 v 7 OAR
EEMMIICE=X—TZFEd, AMPETIOHEE. /— KTV ITRZ Y T 2FEHT
NI D EZBIRTEET,

ROMEZRELET,

s [Timelnterval]: E=% U > 7 A v —RIOKM A, 10 ~ 360 B O CRE L E
T, T 74 MM 20 BT,

* [ Number Of interval]: ASA 737 — % Z{RFFT D RIROE A 1 ~ 60 OHiFH THE L £
T, 7 7 4/L ME 30 TT,

N7 7 4 v 7 AR EERTRT HIZIE, [Monitoring] >[ASA Cluster] > [Cluster Load-M onitoring]
ML T IZEN,

(A7 ar) [VIAXNTIDTNAADNVAE=R Y T2 T 2 (Enable
health monitoring of this device within the cluster) |: 7 7 A% /— KO~V ATF = v 7 HERE
EHMMCLT, /=R A—hE—hF A7 —=F 2 A v —UHORFMMREZIE L ET,
031D ASHOMTENTEET, 774V MIZHTT, F:HLW —F&7 TR
[BIMLTWT, ASAEIEAL v F O MR UREEINDGE. 7 7 AXBERT D
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FCZOWREL —FRFICT 4 E—T L, T4 =TSN A L E—T = A ADA
VE—T 2 A RAF=EZ N TET 4 =TT HRERH Y £ (B
(Configuration) 1>[7/31 REHE (DeviceManagement) |>[N\A 7RASEYTF 4 ER
4 —35E1F 4 (High Availability and Scalability) ]>[ASA%Z 5 X4 (ASA Cluster) ]>
[VZARBALUB—T A4 ANILRAEZAR1) %4 (Cluger InterfaceHealthMonitoring) ]) .
JTARLE VRO YOEENET Lieh, ZOKEEZHEAS =7 MMITHIENTEE
T, /= RDO~NVAERERT D120, ASAD Y T AK ) — K7 7 ALY 7 THio
J—FRlZ/—hE—h Avb—VEEELET, /— FBPEEEFRINICET /— Kb
N=hE= b Ay E—=VEZELRWGE, ZOET ) — NAUSEREEITT v MIRE
LRI NET,

« (A7 a3 ) [Broadcast keepalive messages to all EtherChannel cluster control link ports

for VSS/VPC support] : 27 7 A X l{#l U > 7 73 EtherChannel & U CEXE SALTWT (H
1E) | VSS I VPC XTICHEHE SN TV AHAIX, ZOA T a v EA F—T
2D ZENVBEIIRDGENRDHY £T, —HMDOAAL »F T, VSSWPC D 1 DD
=Ry y MU CERITEREIT D L. £DOAA v FITHEE S 72 EtherChannel
AUN—=A B =T 2 A RPN ASAICKLTT v IRETHD L OICRAETHN, 2
NoDA B =T 2 A RIAL v TFRDO T 7 4 v 7 %@ L TWEE A, ASAholdtime
timeout Z KV ME (0.8 F)72 &) ITRIE LT-HE. ASAN RS TY 7 AZINLHIERS L
HAREMENRH Y . ASA T NN—FE— bk X vE—T% 215 OWT 7D EtherChannel
AV B =T A RAZERLET, ZOFTvarvkAx—TNMITDHE, ASAIEZY T
ALY > 7 DF_TO EtherChannel f > X —7 = A AT/»—hE— K X vtE—
B7T79T7 47 LT ARLKEBIBDAL v TFNRENEZETELZ L aMEGRL
£

(A7 ay) [T/37 2 AWK (Debounce Time) ]: ASA 23 A > ¥ —7 = A A& [EEN

FELTWHERRL, 7 REZ00 ) — RRHIBREND ETOTFNY o R ZRE L
F9, ZOMREICLY, A X —T oA ADEEEZ LV RHICHRHTEET, TV X
R 28358, MO MREENES 2D 2 EITEELTLESWN, f ¥ —TxA
ADAT—H AWHNEAET DL, ASAIFA v H—T 2 A%EEL L T~v—2 L, 7T
AHANDG ) — REHIRT 5 F TRESINZ I U PDEFHE L ¥ 9, EtherChannel 28 % 7 LIk
BT v IREBIZBITT 2856 (A vFnY ao— K&z, AA v F T EtherChannel
DEMM o127 ) | TR AN LD EL 2D, A= DOV RLZBWTHIO
I TAK ) — ROFNERIRT=D, VTAX ) —RTA U H—T =24 ADEENERIN
HIEEBTHZENRHY ET, T 7 AN NOT T AL 500 ms T, ARYfED
#iPHIZ 300 ms ~ 9 BT,

(A7 vay) [ary—nAHE#HEHT S (Replicate console output) ]: 7 —4 / — K

SHlE ) — R~y — AR A LET, ZOMEEIZT 7 4/ b CEICHRE S
WTWET, ASAIL, FFEDEKRA XU MR ELE X, AvE—VhkEEa Y —
MCHNTDHERH Y 7, ar Yy —VEREEMTHE, T—% /7 — Kbl
J—RiZaryy—nNRAyvt—UNEEENDLIDOT, TE=FTIHMLERHLDITT T AXZD
Y= )LR— M1DOFETFTT, ZONRT A= E, T—FA LT v TEEO—HETIEA
<, il — o7 —42 7 —RicERsnET,

e (AFvayv) VSREYLT JO—FEYTA4FAR—TILIZLET, LISP A 2 AL
7 arORE A5X—) BT EEN,
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« (A7 =3 ) [Enable Director Localization for inter-DC cluster] : 7 — %t > % —DH A k

M7 FAZY T TNRT A=< A% M EZETT U RN » TR OBRIE % FEHET 5
Wik, T4 v 72—V EB—va rE A R—7/MILET, @E. FrLunEpiie—F
NI UAINT, FFEDYA NNDT TAL A N—Z XA SNET, 72720, ASA
X7 4 L7 X OBRENEALEOY A N TAUNRNZEV Y TES, ToLr¥un—h)E—
Ta kY, BMOT 4 L7 BEEINA X —T TR £9, ZiUL, A& ERCY
A MNHFET DR =N T L7 X e AEEOYA MNIEETE L7 a— LT 4 L7
2TT, BIEEET A VI X EFELYA MIBRET DI LT, X7 —~v o ARMELE
T o, TOFEETHREENRELILSGSG, v—IV T o L7 2%, FUYA M THL
WM A B 2 BIR L3, 7T A AU R=RROHV A N THA STV DD /R
Ty NEZETLIHAE., /a—UV T 4 LI ERMEREINET,

« (A7 =) [Site Redundancy] : %1 FOREENL 7 u—%2R#ET 572012, 1 bD
TUEMEAEMNCTEET, BNy I 7T v A —F =04 —F—L R LY A MNhIGE
X, A4 FOBEENS 7 a—2R#ET H72012, BIMONR Y 7T v 7 F—F—nRHloH A
FABBIRENET, ToAL 7 X n—hUEB—Tar b A bOILEMTHI A~ DT
T ZOILD 1 OEFIM G EZRET DI ENTEET,

e (AT vay) HERIFHT 72T L—2a &% 3 % (Enable config sync
acceleration) ]: 7 —% / — KA/ — K & [F UAEEROS G, MO RIIZ A% > 7 L,
armat LET, ZOMEILT 74V b TA X —T M > TWET, ZOBREITE
J— RTRESN, Hll /) — kb7 —% ) — NS ESA,

(6z3)) —HOREa~Y RiX, 7 7AZEEOmEILE ERERH Y A, ZD
DAy RBR ) — RIFET 256, 7 7 AZEGOEBEIRHED /2> T
ThH, REDEWIIFICHRELET, 7 7AXFBEOREREILEZEIEIELHIC
i, EHPED R WEREEHIBRT 2 M3 A B D 97, show cluster info
unit-join-acceler ation incompatible-config Zffi il L T, A D 720G E & R
LET,

s (BRSO LY r— N & HZHZT % (Enable parallel configuration replicate) | : 7 — %
J— REWAT L TRIEERENRSb SN D Koz, Il — FE2AZcLEd, £9 LA
W FIINIERICET I, ZORERRDPND 2 ERH Y £7,

s [7u—KREFEFHOX—T7T F 4 7T (Flow State Refresh Keepalive Interval) ]: 7 12—
F—=F =T A VI EABIUONY I T v T —F— DT —REEHA v E—
(clu_keepalive 3 X O clu_update A v &—) OXF—77 7 4 TkFE%E 15 ~ 20 O
TRELET, 774V MIIS T, 2I7AZHMY 27D NF77 4 v 7 BEREGTI
WIZ, T74NVPEDbRVEARZRET DL TEET,

* [Cluster Control Link] : 7 7 AZ i) > 7 A Z =T = A AEFEELET, ZOA 2 HF—
TxA AT, RESINTWD4ATEEHTEEHA, EHRERA VX —T A4 AR K
0y 7HEY s A MIFERENET,

s [Interface] : f > % —7 = A AID, T&X#iEEtherChannel Z$5E L £7, 7 A ¥ —
T A REERIANT A F—T oA ATFFASNER A,
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1v8—7x42D~LR =8y v psvanERsonE

«[IPAddress] : IP7 L Z|ZIZIPvAT RLAZ$EELET, IPvold, 2 DA F—T =
AATIIYR—FSNEHA,

* [Subnet Mask] : 7w h v A7 ZIEELET,

«[MTU] : 7 7 AZHHY v 7 A v F—T =2 A ADHK Kk /) — REEELET, T—
BALE—=T 2 ZADHRRKMTU L0 D7 &1 100 234 FEME (1400 ~ 9198 /N
A Fo#H) ZHELET, T 74/ FOMTUIZ 150034 T, 7T 2 XY
YIDRNTT 4y ZIET =Ny MEENEEND 2D, 7 T AXEHIEY 7%
T—=H Ny NEERDY A RIMZTI TAENT T 47 DF ==~y RIZH %
T AMENHY £, 7T AZEIY 7 OMTU 2Kl 72 & 21, & AKMTU
1Z9198 XA R THDH-D, T—H AL H—T A ADFKKMTU L9098 (2720, 7
FTALHIEY 71X 9198 IR ETE T,

« (A7 =3 ) [Cluster LACP] : A3 R EtherChannel 4% & %X, ASA X cLACP

R L TR A N— 2 A v F & DM TEtherChannel D 23— 9 > %47\ £ 9, cLACP
FAvT—2a ORI, RILZ 7 AXND ASA IZHEWCHEEET L7720, A4 v FITIE
1250 (AR) TRALATHLEZPOLIICARZET,

« [Virtual System MAC Address] : MAC 7 R L ZJER.TH % cLACP 2~ A7 L ID 2% E

LET, TRXTOASANRFRI LV AT AID ZFEHALET, ZiUdHlE ) — Rick->T
HEVAER SN (F740h) | T H XY ) —RCERESNET, HD00T
HHHOEXCTFECTHRETH 2 b TEET, HiZl6 vy b 16 T, =&
ZI1E. MAC 7 K L A 00-0C-F1-42-4C-DE (X, 000C.F142.4CDE & AL E3, Z D3
TA—=ZE, T— A RNT v TEEO—ETIERL, #fl ) — b7 —% /7 — R
BRIISHWET, 27L, 20X, 753 AZ ) U T2 EN L BEICORETTE
EJ N

* [System Priority] : 1 ~ 65535 OD#IFATL AT L T ITAF VT 4 ZRELET, 774
AV T 4 FEERELHELET D/ — FOWREICHERA S ET, 7740 b TiE, ASA
X7 IAF VT 41 ®ESDTITAF VT 1) ZEHLET, ZOFT7A4FT T 114,
AA v FDOTITAFTVT 4 LD HENZ ENRKETT, ZORTA—=X L, 7T—FA
NT o TREO—HTIEARL, HlIHl /) — Ko7 —% 7 — RicERsnE+, =272
L. ZOfEIX, 7 7A% ) T H2ENLIZGEICOREETEET,

AT w74 [Participate in ASA cluster] = v 7 Ry 7 A% A4 NI LT, 7 TAXIIEBMLET,
AT975 [Applyl 27 U v 7 LET,

AVRA—T A ADANIIR EZ ) U LUVUBHBHEEDERT

T2, BEHA U H—T oA AL WAUNDA VB —T 2 A ZADNVAE=HZ Y T %
TAE—TNMITHENRTEET, [EEOFR— K Fyx/LID, TLEID, H—OWE 1

R —T A AID, ZE=F—TEFET, ~NAE=FY L IIVLANY TS L H—T = A

A, FTIX VNI RBVI R EOIEA X —T = A4 ATEHIATINERA, 7T AXEHI#EY
JDOFE=FY UTIERETEERA, 2OV U7 IXEICE=X—SNTWET,
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B sz 120 0z 228 vrBrvEDBREADRE

ATy T

ATy T2

ATvT3

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] DNEIZERIN L F 97,

[Monitored Interfaces] AN 7 A TA »Z —7 = A A% %R L, [Add] %~ U » 27 L T [Unmonitored
Interfaces] N 7 ANZEDA o F—T = A4 A% BE L E7,

AVHE—T 2 ARART—HA XAy E—VIZL>T, Vo I7BEMBENET, FFEOHE
A B—=T 2 A ADTRTOWYHEKR— b2, FFED /) — F ETIIEENEA LA, Blo/ —
REDORI U#HEAA v X —T 2 A ATT VT 4 TR— I RHDLEE. FD ) —Ridr I 2L005
IS nEd, /— RBBR—L REFEINICA V=T 2 A AT —H A A v —V52Z(EL
ROGEIZ, ASAR A U N—% 7 TAZNLHIBRT 5 TORMIEL, A v ¥ —T A ADHA
T, FD ) — RBWENLE A L NTHLD, FITT7 TAZIIBIMLL S ELTWDNIT
Lo THRARVET, 774N ITEH, ~NAF =2y 7 IFTRTOAS U HF—T 2 ATA F—7
T TR o TWET,

T 2, WA =T oA A Y WAUSNDA VB =T 2 A ZADNVAE=L ) T %
TAE—TNMITHZIENTEET, F—FF ¥ ID LUK ID, £HFHE—-OYELL
H—T 2 A ADEH/ETEET, ~"NAE=HXY U TIIVLANY T A X —T = A, Tz
IZ VNI °BVI 2 EDORIEA » H—T7 = A4 ATRFETSINERA, 7 T7AXFMY > 7 DE=
Y UTIIRETETERA, TV U 7ITFHICE=F—INTVET,

SO WA VER (e 23T =5 A X —7 = AOBMEIER, ASA, F72ITAAL >
FEDA 2 H—T =4 ADOFME/IEL, VSS, vPC, StackWise, F 7213 StackWise Virtual %
BT 2 AL v FOBM) 2179 & &L, ~VA F =y 7 BEZEDCL (RE
(Configuration) ]> [T/34 A& (DeviceManagement) | > [&RIAEERY—FEY T4
(High Availability and Scalability) ]>[ASAY 5 X% (ASACluster) ) . HfbL7z1 v % —
T2A ADE=LZ Y T HEHZLTLTZES, PARTYOETENET LT, REDEENT
RXTO/— R ENTH, ~NAF =y ZHBREEHEGICTEET,

A B =T A A, VAT A, FETTAXEEY 7 IEERRE LIZGAEO BEIERES
DREE N AR~ A ZTHIZ1E, [AutoRejoin] ¥ 7% 27 U v 7 LET, %44 712 L C[Edit]
7w LTIROREZITWVET,

+ [Maximum Rejoin Attempts] : 27 7 A ¥ ~DHEFEG OFITEIEZ EFHRT 572912, [Unlimited]

F721T 0~ 65535 DHIFTHEARELE T, OIXABHFFEEEZT A E—7MICLET, T
TAV MElE, 7T AE A B —T 2 A ADOEAT [Unlimited], ¥—4% A >4 —7 = A
2B LY AT AOBREIE[3] T

* [Rejoin Interval] : FfEAATHBOREZ ERT D722, 2 ~ 60 OFIPH CHIREAE X E L
F9, T7ANVMEIZEGTT, 7T AX~OBESINE J — RPRITT DR KGR
otk DBEEFE ARG 14400 43 (10 H) IZHIRS4LE T

* [Interval Variation] : 1 ~ 3 O#PH T E L T, MBEAEMSELNEIDEERLET
(1:E®ERL, 2: HATOMRO 2%, 3: ERTOMRD 3 £5) . =& 2%, MRE 55
WCRRE L, 0% 2ICRE LTS EIE, PORITN 5 0%, 2 [BIHORITH 10 o0tk (2
x5) . 3BEEHORITAN200% 2x10) &7V ET, T AN MEIX, FTAX A HF—
T2 A ADHEIT[]. T—F A v Z—T =24 ZAB LRV AT LOAI1E[2] TT,
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525 P noEEnEE [

77 4V FEREIZETIZIX, [Restore Defaults] 27 Y v 7 LE 7,

ATy T4 [Applyl 227 VU v 7 LET,

7S5 RA3 TCP ERDEEDERTE

TCP #f5t D 7 7 A X OB A FNMEL T, T4 L7 XNy 7T v 7 7 —{ERlOIBIEIC
L FE AW v —CBE# T 5 TRERIESE) ZHRTEET, T4 L2 X/ I Ty
T 7u—=PMERESNDENC =y bRKET L2551, Enb0T7e—2EETHZ LILTE
FHA, FRRIC, 70 —%2ET 2RI T 7 0 vy 7Bl =y MIHHEINLIHGE. it
NEEETDHZLITITEEEA, TCPDT X2t B+ 25 NT 7 4 v 7 O TCP DER
DBEIEEF L LR NWE ST HHERH Y £,

FIE

X T w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication]. DNIAIZEIR L £,
ATY T2 [Add| %27V v 7 LTROEEHRELET,
* [Replication delay] : 1 ~ 15 O#iH TR 2% E L £7°,
« [HTTP] : 3 XCOHTTP F7 7 4 v 7 OBILEFRE L £,
* [Source Criteria]
* [Source] : IEZILIP T RLAEZHELET,
* [Service] : (A 7'Ta ) FMETLAR— FERELET, W@HFIX, EEICELITIEILR—
FOWTNDERET D0, WL BITRELEEA,
* [Destination Criteria]
s [Source] : 584G IP 7 KL AZFHREL 7,

e [Service] : (A 7'Ta ) FEeER—FERELET, @FIL, FEIXCEITFEIER—
FOWFNNZRET D0 WL BITRE L EE A,

ATy F3I [OK] &7 V7 LET,
ATY T4 [Applyl 227 U 7 LET,

YA FEREEDER

E
A N2 TAZY T DRE, RN ELEMETD 512010, BIEEH A v XTEE

_'j—
j—
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B /5x570—=zev7 0mE

HS5RA 72— EEYTFLDEFE

LISPO T 7 4 w7 2BELT, h—_"=0VA NEEZBHTIHFICTu—F YT %48
Mz TEET,

LISPA A7 g /ZDNT

LISP {ZDu T

ASA LISP ®H R — |

LISP DA KZ A >

LISP N7 7 4 v 7 2HETHZLET, A MNEO7e—DFE ) T 4 2HhIcTEET,

VMware vMotion 72 E DF —Z L Z— R~ U DFEE Y T 41Tk o T, =37 947
v b ~DOEG MR D ERIFFIC, T2 A —REBEITEET, ZokoRT -4k
HZ—=H—=NEEVT 4 P R—= T 2I12L, V= "OBEFF Y —~D ATV — FZ/—
ZREHHTELMEDNH Y £7, Cisco Locator/ID Separation Protocol (LISP) O7 —F%7 7 F ¥
. 731 A ID, DEV = RARA 2 MID (BID) D%, 2EVL—FT 47 nlr—
% (RLOC) B2 ODRRDF L NY T AR=ZIHHE L, b—"OBITEZ 7 T4 T b
WXL CEBIICLET, 72& 2 E, T—BF LW BEi L, 7 747 b3 —IZ
N7 4w BEETDHE, V—FIFH LGN 7 v 75V XA L2 MLET,

LISP CiX, LISP ®iJj > v b—% (ETR) . AJJh> o —% (ITR) . 77 —A K
Ry TP —%, =7 U (MR) . BB~y 7 — MS) REDOHD—EDI—
JNZBW TN —F LV —"BUETT, T—PBRON—Z TR INTND Z L2 —0
Ty —ANEKY T INV—=EZNEINTHE, FONL—=Z[IMDOTRTONL—Z LT —HZX—2 %
FH L, 7747 MIBRINTWDLITRN N7 7 4 v 7 #RITZE LT 7L, #
LW — SNOEGFICEETEDL LT LET,

ASA IZ LISP BIRZFAT L ERAN, BITOEFIZEATHLISP N7 7 4 v 7 &L, v —
LVRAIR 7 T2 o TEEDT-DIZZ DOIFREMEH TE E T, LISPOREEITORWVIGE,
Y= DBH LY A MIBETLE, FT T4 v 7307 e—F—F—0RPYIT, FLw
A NTASA T TAZ A NR—=Z/20FET, FHTLWOASANENFA FDOASAIZNT 7 4 v
JEERE L%, W ASA L, P ANZRIET LD N T T 4 v 7 EH LT A MZEY
WTMENBYVET, ZOMTT7 4y 7a—dKETlEe<., ThraryrR—=v7] F7=2X
(~NTE=07) IR ET,

LISP HEAIZ LD, ASA 7 T AKX AU N—X, BHIOKR v 7 )L—4 & ETR £7/2X ITR [H TR
DY SNAHLISP T 74 v 7B REBEL, 7Re—0OfBEEEZH LA MIEETX E4,

CASA VT AR AN —F, A DT 7 —A N Ky T L—F L ITR £7-1Z ETR OHIC
FAELTWARLERH Y £, ASA 7 FAZAKREIEREE S AL DT 7 —A hky
N—HRIZTHILIEITEERA,

cEEGMINTZ 7o —ORRYR—NEhET, —mfbEhiz7e—, Eoshiz>
n—, FLEfEc0 /= RIZBL WD 7o — 3 LA —F—li@3BEsnEzti, ¥
SEENTZ 70 —ZIZSIPREDT F ) r—varNEaEnTBy, Slvu—LZzn4~
TOF7u—RNHEUL ASAICL > TS ET,
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ASA LISP 53t

ASALISP D% .

I TAZFLAYIBLIP4AD T —RELZBE SE L7 TT, —#HOT7 7Y r—a
YT NEDND AR H Y 7,

cFEFO 70— £ X E VR ACARA R TRWT 0 —DE4E, A—T—0BENIA A TR
WHEEMERH D £, A A7 v a RN v—2RETDH LI, ZOBETHR— b
SNDIT T4 DEATEHGIEITEES, Flo, 7r—FEV T A ZRAIRR T
T4y ZICHIRT 2 0ENH Y ET,

Z OMEEIZIE, BHEOMEICBRT 2R ENGTENTVET (ENHIZOWVWTITRTIDE
THBALET) o

1

(fEE) SABNERIEIT—NIP T FLAIZHESSBRAEMNZR EID OFR : 77 —A bk Fy
T IV—H1L, ASA 7 T AZNEE L TWARWERA FEZITR Yy PU—Z I EID @A v
TV EEETIHGENDHVET, T, 7 TAXCHEET LV "FETRy b

U —7 OFHIZEID ZHIRTEET, 2L 21X, 7 TRAEZNR220H A NOHRIZEHE LTV
D3, LISPR3ODY A R TEITEINTWAEAIL, 77 AZICEHELTWS 205041
MZxF L TOREID 2 F O L LENH Y £,

LISP N7 7 4 w7 A VAT a2 ASA X, 77 —A bRy 7 L—% L ITR £721%
ETR O TEEENS EID A A v B —I128WW T, UDP AR— k 4342 DO LISP 5
T4 vV ERELET, ASA L, EID &U 4 b ID #BHEAIT S EID 7 — 7 VA RFFL £
T, e xE, BRUIOB Yy T NV—FDOHEFEITLIP T R AL ITR £721X ETR O%EE7 KL
A% HOLISP T 7 4 v 7 ERETDOMLENRHY T, LISP hT7 7 4 v 7T 4 LY
ARFED LB THNTEOT, LISP N7 7 4 7 AT 7 A2 REBOILFIZSM LN
LICHEBELTLLEE N,

BESNIE NI 74y TO7u— YT 4 2HMNTHY—ER R —: VR
AINVTAANIR T T 4w 7 T7a—FE )T 4 2ANTINENHY £, 2L
X, 7r—FEE U7 4%, HTTPS N7 7 4 v 7 OHRIZHIR L2V | FFEDH—3 & DI
TRV SND T 7 4 v 7 OBRIZHIRLIZY TEET,

YA FID: ASAX, K7 TAZ ) —FOY A FIDEFERALTHLWOA—FT—2HELE
7,

Ta— VT 4 EHMNIT DI TALZLNVDORE : 7 TAX L)L THL7r— FE
VT 4 Z2HNTHVENRSY £, 204 /A7 OB AHEHTHZ LT, BED
JIGADNT T4 v T ERIEIT ) r—va kLT 7ue—%2E )T 4 2fHHICAD £
i cE £,

LISP A » AT 2 a V DRRIE

LISPO T 7 4 w7 2BELT, —_"=0NVA "HZBIHTIHFICTa— YT 4 %28
M TEET,
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B usprozxxsvaone

&

ATy T2

1R BHHEIIZ

cASA VT AL DEANRTG A—ZDRE B62—) - T, KV TAX 2=y b &
A NIDIZEY B TET,

CLISPO NT 7 4 v T IHN A VAT ay NFTT 4w 0 7T ATEENRN-
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHDO 7 7 A%FET HHLENH Y F
‘j‘o

FIE

(fEE) LISPA > AT v ary~yTEHFELT, IPT FLAZEDSOTHRERF D EID &

flFR L, LISP OFRiHAF—Z2RELET,

a) [#R (Configuration) 1>[Z7 74 72 +—JL (Firewall) 1>[47< x4 k (Objects) ]>
[#E~ v 7 (Inspect Maps) ]>[LISP] &R L £,

b) [Add] %27 Vv 7 LT, Ly 7 EBMLET,

c) 4l (K40 3X7F) LHHAEZANLET,

d) Allowed-EID access-list {22V Tld, [Manage] #7 UV v 7 LET,

[ACL Manager] 2358 & £7,

Ty —A KKy T N—HELITITRETR 1L, ASA 7 7 AZBEE L TWRWAR MET
IFX Yy NU—ZIZEIDBHIA v —VE2EETLZERHVET, 20D, 7 F7RAFIC
B 5 —N_"—F = E Ry NU—7 DHRICEID #HIRC&x £, 7m&ziE, 77 AN
2O0DY A FORIZEEG L TWBN, LISPA3 DDV A S TIEITENTWHEAIE, 7T
AFICEHELTWD 20094 M LTOHREID &0 0LENH D £,

e) 77 AT UA—IVDORENA RIZHE->T, D7<EH 120 ACE TACL ZEL E7,
f) MEISUT, BREF—FATILET,
b —%2 a3 — L%A1E, [Encrypted| v a v RA¥ a7 ) v 7 LET,
o) [OK] %27V vr LET,
F—ERARY = =L ZBEMLUTLISP A VAT v a v EFRELET,
a)  [HRL (Configuration) 1>[Z 74 72 4—JL (Firewall) |>[H—EXKRY —)L—JL
(Service Policy Rules) 1% 3&IR L £,
b) [B (Add) 1227 Vv LET,

¢)  [Service Policy] X— T, A H—T A ZA~D—)LETTT 70—V 72)0—)L % i
% l_/iﬁ‘o

MEOY—E A R) > —THEAT I LORHNIE, ZORY —Ib—LZ&BMLE
4, T 74/ h T, ASA (Tl global_policy L MEEND 7 o — L R =g ENE
T, RV —%7m— VU@ LRWSEEIE, A2 —T7x2A XAT L1 DO —F
ARY —FERTHZE B TEET, LISPA VAT vavid, WHFBICNT 7 4 v
JICHEHT 5720, BETLEMEOT DA LV H—T 24 AT —ERRY v —% i A
FTHUEETHVETAL, NT T4y BB RO 7 TR BT 556, V—LEEH
THALH =T oA AIHADT DT 7 4 v 7 DT XTREEEZITET,
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ATvT3

ATvT4

d)

2)
h)
i)
j)

k)

usp 1 vz~ avonzE |

[Traffic Classification Criteria] ~—73""C, [Create a new traffic class] &2 U v~ L. [Traffic
Match Criteria] @ T8¢ [Source and Destination IP Address (uses ACL)|& 4 > IZ L E T,
Next] #7 U v 7 LET,

AVANT A BAT) T T4 vV BIBELET, 77 —A M ARy T —4 L UDP
R— R 4342 ODITR £72IXETR DO 7 7 4 v 7 ZFE L £ 7, IPv4 ACL 3 LTV IPv6
ACL D EBHHITH N L TNET,

[Next] 27 U v 7 LT,

[Rule Actions] 7 o« #'— K ~_X—F72F ¥ 7T, [Protocol Inspection] % 7 Z &R L £ 7,
[LISP] F =y /Ry 7 A% A N LET,

(A7 a ) [Configure] 7 V w7 LC, /B LTcA U ART g~y THBERL
ESr AN

[Finish] #27 VU v 27 LT, #¥—EZXA RY > — L—LZRFELET,

P—EA R — L—LZBENMLT, BEER NI 74y 70O 7u— )T 028 LFE

—é—O
a)

b)
<)

d)

e)

2)
h)

)

i)

[#8mk (Configuration) 1>[Z 74 72 +—JL (Firewall) 1> [H—EXKRJ >—)L—)L
(Service Policy Rules) % i®R L 7,

GEM (Add) 1227V v 27 LET,

[Service Policy] ~—""C, LISP A VAT v g VIMEHAT AR LY —E AR v—%i%

WLET,

[Traffic Classification Criteria] ~X— " C. [Create a new traffic class] &2 UV > 7 L. [Traffic

Match Criteria] @ T [Source and Destination IP Address (uses ACL)]Z 4 2 L7,

Next] #7 U v 7 LET,

Y= N—= YA NEEHET D& EITHRERTA MIHEHV Y TTD, EOoRRA 7 VT4

AN T T4y 7 HeELET, lc&xid, 7e—EFE VT & HTTPS 77 1 v

IBIWELITHEDY —N—~D T 7 4 v 7 ORIZHIRTE EF, IPv4 ACL B X

WMPV6 ACL D E DL HIZH 5t L TWET,

[Next] Z#27 U v 27 LET,

[Rule Actions] 7 « ¥'— K ~X— & 7213 % 7 C, [Cluster] ¥ 7 Z %R L £,

[Enable Cluster flow-mobility triggered by LISP EID messages] &= v 7 AR v 7 A% A 12 L

*7,

[Finish] 27V v 27 LT, ¥y—EZA RY > — L—LZRFELET,

[#m (Configuration) ]>[T/%f A& (DeviceManagement) | > [EaAKERT—SE Y
T 4 (High Availability and Scalability) ]>[ASAY 5 R4 (ASA Cluster) | >[4 5 R4 &E

(Cluster Members) |DJEIZEIR L, [/ FAZ V77— VT 4 AT 5 (Enable
Clustering flow mobility) | F = v 7Ry 7 ZAZ&F I LET,

ATy 75 A (Apply) 127V v27 LET,

Cisco Secure Firewall 3100/4200 ® ASA 7 5 X % .
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B 525/ —rou=

DSARAZ/—FDEHE

JIGAREBALIHIE, 274 FXal—arvEEEL, V5RAX ) — NEEHTXFE
j«O

HEH/ — DL DF LT —%/ — FDIEN

Hl# ) — R 7 FARICT —4 7 — R&BJITC& £7, High Availability and Scalability ™7 ¢
P—=REFEHL T —% /= N2BINTA5Z b TEET, /) — "7y —4%/— Rz
m¥dse, 77A2GHY 7 2R ETE, BINT LT —4 /) — RV TAZ A F—T =
AAFT—RERECTEDEVNI AT v bBHY £,

FlolEk, 7%/ —RKinrs AL, /S RETEHEI FAX Y TERETHILEHTEE
T, 2L, VTRV T ERA =TI LTERIE, ASDMtE v &g VRIS DT,
T 20BN H D 7,

58 H BRI
e wNT AT HAN ET—RTIE, VAT LAFTAXR—ATROFIEEZFEITLES, 72
VAT Aary7 4 Xal— gy ET— FIZA>TWRWESA, [Configuration] > [Device
List]) XA > T, 77T 4 TIRTNNAAZADIPT RLAD FIZH D [System]| Z X T/NT V) v
7 LET,
EHA Y NT— LTI = RN T T a7 4 Xab—a L EEETIRAIL. T—
B )—RIZT 7 ERARERIP T FLARSH D Z & 2R LT E,

FIE

AT w71 [#R (Configuration) 1>[7 /34 XA EE (Device Management) | > [ERI M ERT—FEY
4 (High Availability and Scalability) ]>[ASA%Y S X4 (ASA Cluster) |>[9S5RA AL
/N— (Cluster Members) | DJAIZEIR L F7,

ATv 72 BN (Add) 1227V v27 LET,

ATV T3 RONRTA—ZERELET,
* [Member Name] : 207 7 A% A LSO ORI A 1 ~ 38 LFO ASCI SLFH THRE
L/ibédo

o [A U N—DENARL (Member Priority) | : #lf#l /) — N®EMHIZ, =D/ — NOELNERL
1~ 100 OFHEHENTHRELE T, 1 BDEEOELIAM T,

o [7 T AXHEN Y > 2 (Cluster Control Link) ]>[IP7 KL A (IP Address) ] : fillf#l / — Ko
7 ALY 7 ERICRy hT—2 BT, 2T RAZEIHY 7 DDA N—IT R
DIPT RLAZEELET,
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s JEBA 72 2 > (Deployment Options) ] fEIk T, K® [Deploy By] A 7v a2 > DWW Ui
ZIERLE T,

[T <CVUE— b=y MICLIZ~Y K& %{57 5 (Sending CLI commands to the remote
unitnow) ]: 7= NART v TREEZT —F /= F () BHIPT FLRCHFEL
9, T4/ —FEHIPT LR, 2—PF—4, A2U—F2AHLET,

s [k SN/ CLl 2~y FEFEICat— LT, VE— b=y MY fFT 5
(Copying generated CLI commands to paste on the remote unit manually) ]: 7 —% /— K
DCLITavwy Fahy b7 FN—=AFT&%, £721E ASDM @ CLI Y — /L & ffi
AT )ica~vy F&4 L E7, [Commands to Deploy] 7~ 27 AT, & T
THDOavry Fa@RLTat—LEd,

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually =

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet0/4
no shutdown
cluster group clusterl
local-unit asald
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- noconfirm

ATy T8 [OK]Z7 V7L, LI [Applyl 227 Vw7 LET,

7O T4T/—KIZHED
I ITARDIET T 4TI AN DIZNE, V7 TAX Y T ary7 4 Falb—ya 3R
BN, FO)—RETIITAFZ ) T E T 42— LET,

\)

GE)  ASAWR (FEIT, I NAT =2y 7 2T7—I1280) T 7T 472D E, TXTOT—
BAE=T A ANy MU ENET, BHEHA X —T oA ZADBNR T T 4 v
JEFEZETEET, N7 74y 7 7 —%2HEAIELITL, 7 TAX IV TEFOA, X —7
MZLET, T, 2O/ —FEI7 TRAXPLREEICHIRLET, BEHA V¥ —T A R
X, ZD ) — KB T TAZIP F—NAnbZ T Wo72 1P 7 RV AZHEH L THl & it X Bk RE
L0 FET, L, Ve—RLTHE/ =BT TFAXNTERT 7T 4 7 TERWEE (7
FTALY T INEN I RIE TR EERG LA ) | BEA V¥ — T oA AT/
FT, TNLBEOa LT X b—ra UERITE, 2 Y — VR — hEERTOIHNERH Y
E3
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B o —rroor—s/—rok7o74 Ttk

1R BHHEIIZ

cINTF AT HFARNE-ROREIE, ZOFIEEZ AT LFTAN—ATETLET,
FIEVAT A AT 4FXFalb—vay = RICA> TWARWEGAIL, [Configuration] >
[Device List] A > T, 77T A4 T72T /A ADIPT RLAD FIZ&H 5 [System] & ¥ 7 /L
7wy LET,

FIE

AT 71 [#m (Configuration) ]>[7T/\A4 RAEHE (DeviceManagement) |>[ErAEERT—FE
5 4 (High Availability and Scalability) ]>[ASA%Y S5 X% (ASA Cluster) ]>[9 SR A BE
(Cluster Members) | DIEIZEN L F 9,

AT 72 [Participate in ASA cluster] = v 7 Ry 7 A& 4712 LET,

GE) [Configure ASA cluster settings] 7= > 7 7R > 7 A% F 7T LRNWTLZEWN, 7
2T 2L, TRTCOITAZ a7 4 Falb—a N7 U7 &, ASDM 34
SN TWDLEHA =T =2 A FGRT N TOA =T A AT ¥y MY
v LET, ZOHA, BA T 51, 2 Y — L A= FCTCLIIZT 7 &
AT HMBERH D T,

AT T3 [Applyl 227 U v LET,

HEH/ — koD T—2/—FDETI T4 T4
F st ) KEIT 1T 4 FNT B, KOFMEETLET,

N

GE)  ASAWIET /T 47l n b, TRXTCODT—H AL X —T oA ANV Y v hE T ENET,
BHEHAA LA —T 2 A ADHBNNT T 4 v 7 B2 EZGETEET, VT 74y r 7u—%FHH
THIZNE, V7 TARZV T EREANNILET, BEA LV F—T A R X, DO/ — KB T T
AZIP T—=NIPDZ TR T-IP T RUVAZEHA LT S xBEREL 00 4, 72720,
Jo—RLTHL/— KRB TFAXNTERET 7T 4 T TIERWEE (7T A% TR
WRETHRELRGFELESRARY) | BHA VX —T oA AR £, TRLFEO =2
TA4Xalb—va MEETR, 2 Y=V R— b EERATLILERH Y T,

1R8O HHIIZ

YNANF ATHEARN T ROHEIE, ZOFIEEV AT LFEITAR—ATETLET, £
VAT A AT 4 X2 b— g F— RIZ ATV WEA L, [Configuration]>[Device List]
NRAT, TITATIRTNNAADIPT RLAD FIZH % [System] X TV Vv 7 LET,

. Cisco Secure Firewall 3100/4200 ® ASA 7 5 X %



I Cisco Secure Firewall 3100/4200 ) ASA 7 S5 X &
v5z258~0E8m |

FIE

ATv 71 [#K (Configuration) ]>[7T/31 RAEHE (DeviceManagement) |>[ErIHAEERT—FE Y
5 4 (High Availability and Scalability) ]>[ASA% 524 (ASACluster) ] DIEIZER L £,

ATY T2 HIfRd DT —4% /) — R&EER LT [HIBR (Delete) 1227 U2 LET,
F—H ) —RDT— ATy a7 4 Xal—2a EZRAUTHY ., FOREEELH - L
BB T—% ) — RFREHBanct&E£d,

AT T3 [Applyl 227 U v 7 LET,

D3RI ~DBSM

= RWR7 T AZNGHIBRENTZIGE (ol 2, BENBELILA VF—T = A ZDGE,
ELFAAR=ZFITHT 7T 4 72 LIEHE) 1, 7 7 AZICFHTHSNT DLENH
nET,

B8 HHEIIZ

« JTARN T HHAFI—T T HIZIE, Y= R — FNEFEHATLIMNERH D F
T, DA L F—T 2 ATy NET U ENET, 7272, ASDM T T AZ Y 7
FEICEMCLIZSA, REZMBEFELTCY a— KL 284815, ASDMTZ 7 A4
Vo7 HBOEMNCTEET, Va— g, FHA X —T = XN/ D720, =
VI T IR ANT TARY T O HME—DITETT,

eI TF AT XA T ROLEEF, ZOFEE VAT LFITAR—ATEITLET,

FEVAT L a7 4F¥alb—valy B— FNIA>TWRWESIX, [Configuration] >

[Device List] XA > C, T T 4 77T /N4 ADIP T RLVAD FIZH B [System] & & 7 /v
7V w7 LET,

« I T ABZSOFBMETITT DR, BEENRLESINTND I EE2ERLET,
FiE

ATYT1 ASDMICELET 7 AL TWDEEIE, BA 1 —7 /T2 /7 — FIZ ASDM % #efe L T,

ASDM TZ ZAZ Y v 7 HFOENNCT D2 LN TEET,

FLWAUAN=L LTEMLTWRWRY | 7 —% ) — RO Z 22 Y 7%l — Rind

BOAMCTHZ LI TEEHA,

a) [#mK (Configuration) 1>[7/\f X & (DeviceManagement) | > [ErRIAMELERT—3
E'JF 1« (High Availability and Scalability) ]1>[ASA% 5 X4 (ASA Cluster) | DIl
RLUET,

b) [Participate in ASA cluster] = v 7R v 7 A& A4 N LET,
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ATy T2

ATy T3

Cisco Secure Firewall 3100/4200 ® ASA 7 5 X & |

c) [Applyl %7 U v 7 LET,

ASDM #fE C&E WA 1 av Y — LT, JI7AX a7 4Xalb— a3y T— &tk
L/\i‘a_o

cluster group name

1

ciscoasa (config)# cluster group podl

JIGAR) T A 2 =T LET,
enable

552505 DRR

ATy T

ATy T2

T T AENEERIIET AT, VTAF T— A NI v T ar7Z 4 Xal—ra 2R
FHIBRT AMERH Y E3, &/ — ROBEOa L 74 Fal—valid TI/T7472=y
MMrGRIIENT) RUTHDLTD, ZITAZNLRET A E, 7 T7AX Y U THiDa 7 4
a2l —var iR\ I T TN T 50, IPT RLADOBAERT Db ar 7 ¥
L—a VEEELTHIOLLRVET Z LB 7,

IR BRI

a Y= IR —FEERHTAMNENLDET, 77RO aLr T4 Falb—ra BHRTS
L BEHA LA =T 2 AA AL T TRAEHIEY I HETe T R TDA B —T 2 A ANT ¥ v b
X o EnET,

FIE

T2 )= FRORE. 7 T7AZ) T EROLDITESELET,
cluster group cluster_name no enable

51

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

PIABY TN T =2 ) — R ETAR—=T Mo TWAHMIE, 207 4Fal—va %
BaiTH> 2 &IETEERE A,

JSGAR AT 4 Xal—arE U7 LET,

clear configure cluster
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ATvT3

ATy T4

ATy T5

ATvT6

HEH/, — KD

sims —rozE ||

ASALT, BHA L H—T AR TRAZFHI) VI 2 ELTRXTOA U F—T oA AT v v
T LET,

JITAR A B —T 2 A AE—ReT =T NMILET,

no cluster interface-mode

F—FNEar7sFab—rvalIRFESRVWED, FEITY vy FTO2R8ERHY F
RS

Ry T T ar7Z o Xal—rarBbdBt, FTar74Fal—raliiny s Ty
T arZ4Xal—varkgavr—LFET,
copy backup_cfg running-config

1 :

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 X2l —a B AR— T FIREELET,

write memory

R T o7 a4 Xal—ya BN RWEEIT, BT 7 2A2H/BRELET, 2& %
X, A HF—T A AIPT RLVRAEZEHEL, ELWKA MEEITLLET,

=E
A\

TE KIS — REEFTDREOITIEL, /) — N Tr 7220 78 L, B Ll

=y FOBRREFFS> T D, 77 AZ Y 7 2BEGINITLH7ETYT, 6l —FZTs
J— RERBIIRET DLERD HE0E. COHOFIELEHR LY, =720, PREpm
EREDS AL, ZOFIAAMEM L THIE , — FEE 258425 & TR Fr vy 7Eh
DT, HrLWHIE Y — B L THiz fHESL T 2 =R H Y 97,

HilfE ) — R 2B 512FE, ROFIEZFITLET,

1R BRI

YNATF arTXRA N T ROBEIE. ZOFHE VAT DETAR—ATIITLES, £72
VAT A AT 4 X2 b— g E— RIZASTW WAL, [Configuration]>[Device List]
RAVT, TITATIRT A ADIPT FLAD FIZH D [System| 2 X T NV7 Vw7 LET,
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FIE

AT 71 [Monitoring] > [ASA Cluster] > [Cluster Summary] % 3 L £,

AT9FT2 Fay7Zo )R Mol ) — RiZT 57 —4% /) — RE&ERL, #lill ) — RIicT 282
Vw7 LET,

RT9T3 HlHl ) — ROELEMRTHEIICRODLENET, [Yes] 227 Vw7 LET,

ATV T4 ASDMZEZRKT L, AL 7 TAZIP T FUALEMEN L THER L ET,

_ . W
HDSRARERTOATY FOETT
avy K& TAZRNOTRTO )/ — RIZ, EFREFED /) — REETHIE. ROFIEZ
FIFLET, show a2~ RETRTD /) — RIZREETE L, T_XTOHAPINE S U THIE
D) —RKparyy)—iFzrEnET, Fofoa~r R, 728 z1F captureC copy . 7
TAZBERTOFATEIEHTEET,
1a s BRI
A< RIAL v A H—T oA A Y=L TCZOFNEEZEITLET, [Tools] > [Command Line
Interface] % &R L F 7,

FIE

FRTO/ = Rica~y FERELET, /— FAGEE LA, HED / — FICEEL
EX

cluster exec [unit node_name] =~ > K

51

ciscoasa# cluster exec show xlate

) — R&&2FRTHI21E, custer execunit? (RIED / — RERELS T RTOLARINERIN
%) EASTHH, showcuster info i~ RE AT LET,

il

FILX Y 7T Y77 ANET TRAENOTTO ) — RS REFFIZ TFTP — N2 =
E—3 22X, il — FCkoa<r FEANLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap
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asasszane=4y>5 |

BEDPCAP 7 7 AV (% — K6 1 5F2) B TFTP h—NZa v —ahEd,
SHEDF ¥ T v 7 7 A NAHIITEEIZ , — RABAINE 4L, capturel asal.pcap.
capturel_asa2.pcap 72 & L7 D £4, ZDOHITIX, asal & asa2 [T/ T AF /) — R4 T
j—O

W OFITIL, cluster exec show port-channel summary =~ > KO L, 77 A XD
4%/ — R ® EtherChannel {F#N R RSN TWET,

ciscoasa# cluster exec show port-channel summary

COl’ltrOl node(LOCAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— L it Lt i
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave-******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e Ao
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)

ASA D SARADMDE=RY2Y

7 IAZDIREBLER AT —BILO NI TN 2a—T 4 VT TEET,

DIRAZRAT—FADEZ=R) VY
7T AZDRBEDE=H Y 72OV TIE, ROBHZBB LTS,
e [Monitoring] > [ASA Cluster] > [Cluster Summary]

ZORLUATIE, B TO ) —RE I FRAXDOFDOMD ) — ROERRERINET,
Fm, O T IASY )= REEFETLHZENTEET,

* [Cluster Dashboard]

T34 <) ) — RDOKR—L_X—TD[F T AL H v 2R — R (Cluster Dashboard) ] & [Z
FALT 7 AT T —& v 28— K (Cluster Firewall Dashboard) ] Zfifl L CTZ T &
A=K TEET,

HSRAREDIT Y FOF Y TF v

7T AETONRTy hOXvr FF v ICHONTIE, ROBEEHAZHEL T 7ZE0,
[Wizards] > [Packet Capture Wizard]
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B 's5x5vv—=z0zE=5y>y

JFGARBIRD NT TN a—TF 4 T Y R— 512, Bl — R ETos I AZEE
N T4y 0DF Yy PFvZHEMMILET, ZNT, ZI7AFZNOTITOT—F ) —FTh
HEIRNZA N2 0 £,

DIRRAYI—RADE=Z YT
JTGARY Y —ADE=H Y U TIZONTE, ROBEHZ B L T 7ZE0,
* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [CPU]
ZONRA TR, 7T AY ) — RERO CPUENREZRT 7T 7 72137 — 7V E AR
TELIENTEET,

* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory], Z D<A > TlL, 7
FAK ) — RERD [22&% AE Y (Free Memory) ] & [fliH## A€V (Used Memory) |
BRRTDHTTTELNEIT T NVEERTHZ ENTEET,

D2RZ b2 7490DEZR)Y
JITRE NG T 4 I DE=ZY U TIZHONTE, ROBEIEESR LT E I,

* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections]s
ZDONA T, 7 TAZ AN BROE e~ 77 7 E 3T =T NV EERT S 2 &
MTEET,
[Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Throughput],
ZORA YT, JTAZAYNEBERD ST T 4 v 7 DANV—=T"y MR d 777 £zl
T NEERT D ENTEET,

[E=42 1 >4 (Monitoring) ]>[ASAY 5 X% (ASACluster) [>[7 SALERDE=S
1) >4 (Cluster Load-Monitoring) ]

Z Z TIZ. [Load Monitor-Information] 3 >~ & [Load-Monitor Details] =<1 > {22V T
LET, A—REZZ—BRICIT. BKEDOAN X —NVDI FTRALANDNT T 4 v
A, BLORESINEHBOAFEOFYE (7744 FTiX30) BERRINET, &M
b DA A & F2v 3 5121, [Load-Monitor Details] <A1 > Z{# H L 97,

— 2 — »
DSREGE) o ODEZR) Y
7T AZDREDE=HY 72OV TIE, ROMEHEZSRL T EE0,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],

ZDRA T, 7T AXEEY 7 D [Receival] 3 L O [Transmittal] A EFE LA FKRT D
T TENEIT =T NVEERTHZ ENTEET,
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s52800—F1vv0E=8y>5 ||

DIREDIL—TA4VITDE=RYT
I TAZDN—T 4 TIZHONTIEL, ROBEZSZRL T EIN,
* [Monitoring] > [Routing] > [L1SP-EID Table]
EIDs &%+ b ID #7~"3 ASAEID 7 —7 V&R R LET,

— » N » E I-LI
DIRZYo0AX2 I DHETE
JIGREY L TOaX T OEEIZOWTIL, ROBEEAEZRL T 7ZE,
[Configuration] > [Device Management] > [L ogging] > [Syslog Setup]

7T ABNOE ) — RIiL, syslog A v —VZFRNCAERKR L ET, Rl—F721ZRR5T7 34 X
ID &% Tsyslog A vE—VHERTDHIENTE, VFITAXZNORI—FRITERD ) — FK»
BDOAYyE=VDIIHEDLZENTEET,

ASA S RB 1) 2T DAl

PLTFOFNZIE, — 728 ACTO ASA DY G AZBEEOTRTOaL 7 4 X2 l— 3 RN
HENET,

ASABLURAYFOaAT4xaL—a3>20f

WD T 4 X2 — g 1%, ASAL AL v TFBOIRDA o Z—T = AP LET,

ASAAL UARA—D A | RAYFA A —T A
R A

A —H v /2 GigabitEthernet 1/0/15

A —H %k 1/3 GigabitEthernet 1/0/16

A —Hxv k 1/4 GigabitEthernet 1/0/17

A —H % k1/5 GigabitEthernet 1/0/18

BAZY DA VB —T AR E—FK

cluster interface-mode spanned force
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ASA1 HlfHlA=w FDT— R +S vy TEHE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

cluster group Moya
local-unit A

Cisco Secure Firewall 3100/4200 ® ASA & 5 X & |

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyri0
enable noconfirm

ASA2 T—R 1=y rDT—FRA SV TEHTE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

|
cluster group Moya
local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0

priority 11
key emphyriO
enable as-data-node

HEHLI=Y FDA 3 —T AR

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode
no shutdown

|

interface Ethernetl/3
channel-group 10 mode
no shutdown

|

interface Ethernetl/4
channel-group 11 mode
no shutdown

|

interface Ethernetl/5
channel-group 11 mode

active

active

active

active
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no shutdown

|
interface Managementl/1

management-only

nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100

no shutdown

|
interface Port-channellO

mac-address aaaa.bbbb.cccc

nameif inside

security-level 100

ip address 209.165.200.225 255.255.255.224
|

interface Port-channelll

mac-address aaaa.dddd.cccc

nameif outside

security-level O

ip address 209.165.201.1 255.255.255.224

Ciscol0OS XA/ v FNDaAV T4 Fal—>ay

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl1/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll

switchport access vlan 401
switchport mode access
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B =<7 vrtoo74791—n

ATAVILEDT7AT7o4+—IL

Node 1
management
10.1.1.1/24 (Pool: .2-.9),
: 2001:DB8::1002/64
© = o o| = .| (Pool: 8 IPs)
= o = = £ o
® E| © | © =
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2:5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

— ]

c""--—-—.__ ,_,.>
. | port-ch5 |
Switch o VLAN 10, VLAN 20 Trunk o
= o™
= =
3 <
= S
l @)
=
A y
Client Server

WieBEXa VT4 RAALUDODT—2 77 4 v 7121, #72% VLAN 3BT Hi
F9, & 2ENET Ry b U —27 HIZiX VLAN 10, #MEry FU—Z7 121X VLAN20 & L

To B ASAITH—DOYEAR— IR HY | SNTAAL v FEliIV—F IR INET, T
XU TBA R =T NI o TWNDEDT, MY 7 EOTXTO/ry b3g02.1q 1 74k
EN x4, ASA X, VLAN 10 & VLAN20 DD 7 7 A4 727 4 —/LTT,

A%y K EtherChannel ZfE 45 & &1k, AA v FMTI_XTOT—F VIR N—7{E
T 1o EtherChannel & 72V £9°, ASAWMEARAIREIZ /R o 728 B 11X, A A v FIFEY o=
=y MEATIrI 740 v 7 BB LET,
FE1ZY DAV E—T AR E—F

cluster interface-mode spanned force
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A=y MEIEHIZY fDT— R S5y TEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZY b2TF—22=Zy FDT—FR S Y THRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

A=y br3TF—4E22A=y bDT— R I Y THRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

HE1L=w bDA B —T 24 AKRTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1

channel-group 1 mode active
no shutdown
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B 5o o0

interface port-channel 1

interface port-channel 1.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

S T4 9O DRE

Cluster Control Link
port-chi
£ 192.168.1.1, 2, and .3 :
Switch e Switch
BN /\ ethi/e
217 [ etnir7
A =N N RE eth2/1 A a
/ \§
S] mgmt 5
- go 1 Node 2 .
AR 55 3vlg eth1/6 o8 §
g J g 243 S d
S A SX=2 eth2/1| SRES g
7y SR | Tp2w o
z ~283 28873 =
o mgmt NI 3
D 3 g0 2
O Node 3 ©
§/\ OZ_ B/ ethif 2 =
gl ) o | [Fl ] ethirz o
& J E\]ﬂJem@ Njcin2/1 | | @
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WESAR Y FU—27 LRy FU—27 ORIT, M7 7 4 v 7 WIS CE £,

FoXicRT X olc, EHlc—F DAY KEtherChannel 238 0 . WNESA A v FIcEm I T
WET, MHFITERICH Y, AL v TFICER SN TWET, HETHIUL, £ EtherChannel
FIZVLAN S 7 A v 2 —T = A Z%&{ETHZ b TEET,
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BAZY rDA VB —T AR E—FK

cluster interface-mode spanned force

A=y MEIEHIZY FOT—FR S5y TEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZw br2TF—422A=y bDT— RSV THE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

A=y k3IT—RA=Y FDT— R SV TEHRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL
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cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

HE1L=w FDA B —T M4 AKRTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

W—TY FEE—FHYAFEISRAE)TDO0TVERE

A3 K EtherChannel 2 L7-V—F v K E— FNIZxd 50 A FHZ 7 2% T ORI
X, OTV Ok E L E=F U U TIC Lo THRARY £9, OTV X, DCI &RIZ 7y M &
HRkd 52 & ¢, EEARAEEZ R LET, OTVIL, kT — 7 /MIIMACT KL A Z528 4
HEZEICDOH, DCIBFIZZ=F ¥ A s T v MEEEELET, MACT RLAA OTV &k
T MFE SN TW WS, =%y A N Xy MI Ry 7SiETd,

0TV EREDHI

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC
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feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown
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otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

YA CFEEQEHIZBRELZOIV I ILEIDEER

YA "NET L LESEEIE, Ju— LV MACT RLREZZNU ET v 7 L THEe X D
2. 74 V2% OTV MBHEIBRT AMLENRH Y £, HERWSDODDBIMMERENH D £,

BEEEL CWD YA FTOTV AA v F LD ASA 72— )L MAC 7 RLRIZKRITHAXT 4 v
7 o N EEBMTALERSHY ET, 20 bIZk-T, KEHAO OTV i$4——1
A AV H =T oA AZINHEOZY N ZBITEET, h—1E7 7472 MZASA HO
ARP = MU BT TIZH 256 (ZHIBFOBROSETT) | ARP IFHEE SRV
T, ZOFERLIIZRD FT, LER-T, OTVITEEET — 7 /LT ASA 7 72— 3L MAC
T R RAZEETHESITIHY FH A, OTVICITEEET —7 LN 12— LMACT R L &
B, OTV OFFHZTEIZOTVIZA— N~ A f X —T 2 A A% N L TL=F % A kX
Ty NET Ty T 4 LRNDOT, =%y AL Xy NI — " n 0 7 e —30 MAC
T RV Ry 7, BFOBRITUIB S E T,

//O0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

oY A FBETX LGSR, 74V ZEHEBINMLT, OTV CIDAZ T 4 v Tk
PHIBRTAMLENHY £, Ja—)LMACT FLADA—R_R—L A = NV EZ 7 U T3
Wi, BHFD OTV CHXAFIv I MACT RLR F—T N %7 U735 LRIEFICEET
KR

MAC7 RLR T—JLDI Y7

YA FBE T L, Ta— )L MACT RLANDAET 4 v 7 T2 FUBNOTVIZEBINEN
HEEIE, MO OTV A — "= f f B —T 2 A ZAD T a—)L MAC 7 KL R &5E T
XAILDITHBHMERHD FET, OV A IBREBILZH, 26D M) A2 7 U T3 540
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ERHD FET, OTV DERET — T NI NSHDT 2 MY RN & EHERT S 72010, MAC
T RLVAT—=TNELTHEL T I,

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— Bt et e e it
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP X vy adDE=RY Y

OTVIiZ. OTVA v A —T 2 A AR THFEEHLIZIP 7 L RIZHT 27 2% ARP ~D ARP
Xy v amHERFLET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

Y4 L EAISRE ) 2T DA

ROPITIZ, YR—hSND7 TAZHEANZRLET,

4 FEEDOMACT FLABELUPIP7 KL R ZE{EA L T=RX/\> KEtherChannel JL—T ¥

FE— ~DHI

WOFITIX, FYA MOT—F U= —F LWNER Yy NU—Z IR ES N (f—A B
Tz A MFAN) 200T —H B U H—DENENII2DODT FAX AUNRN=RNHLH55% KL
FI, VTAZ A=, DCIRERHD 7 T AZEHIHY v 712 L > TR SN TWET, &9
A RNDT T AE A R—F, WER L OSNEH T O R v b U —271Zx%f LAY K EtherChannel
FEHLCa—h/V AL v FIZ8H LE7T, £ EtherChannel i3, 7 7 AZHNDOTXTDHOY v —
SRR ENET,

T —4 VLAN (X, A——L A FZ 2 AK— ML (OTV) (EEREEOH D) 2
LTHA MEICIBEENE T, N T 74 v I BRI FAZETTHLILEIZ N7 7 4 v 7 3DCI
Zi L oY1 MIREEFESNRWVWE 22T HITE, Z7e—YLMACT KL A&7y
THET AN EBMTHLENSY FET, 1 D2OFA FDT T AKX ) — RRBERGEIC /-T2
BE. N7 4 v POV A FDOITTAE ) — RICEEIND LT 4 V2 EHIRT D0
ERBHY ET, VaclZEHA LT, 70— SVOMACT RLVADT 4 )VH U 73T 50N
NET, F3LY—XT A — KRB EIN7= Nexus 2 ED—FD AL v FTlE, ZFm—
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B 5 -E50MACT FLRABETIP 7 KLR £ LR/ K EtherChannel L—F v K E— KOl

JVMAC T RLUAMNLD ARP Ny b a7 v 7T 5120 ARP A VAT v a b
HVERHY £9, ARP A A7 2 3 Tlid, ASA THA FOMACT KL A EHA D
IP7 RVADNGEZRET HLENHY T, 14 NOMACT RLADAEZHET HE5EIE
VP ARP A VART Vg UEBEHCL TS IEEN,

T IGARE, NEAR Yy NT—27 D7 — b= L THRELE T, TXCHIT T AX ) — R
THEEIND 72— VMR MAC I, N7y NEZETLORTIMEHINET, BE
Ny MEL ADC 7 TZAZNLDY A MEFDO MAC T RLAZMEHLET, ZOEEIC X
D, AA v TFN2OOERLLHHR—NTHEOYA RGRIT 72— MAC T R A% FE
LTLESDEBHWTWET, MAC 77 v B IR EAELARNE S, 1 B MACT KL X
DI HFEHLUET,

ZOBREDYFT IV AIFKRDEBY T,

« I TAZMBIEESNDTNTOHN ATy ME, A FOMACT FLAZEMA L,
T A —Ta—"T74AINET,

e VTG ARZ~DTXTDOANSIN >y M, 72— UL MACT FLAZHERHLTEEINS
72, WOV A MZHDEED /) — R TZETEET, OTVOTZ 4 VZIZE-ST, T—
Y B—ND T T 4y I Rla—"T74 RENET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

ZX/\> K EtherChannel F 5V ARF7 LU N E—FK /J—XYH9X Y4 FEIDH

WOHITIE, WEiL—Z LA — 2 OfICEE Sz (/—AV T AFHA) 2507 —4% &
VE—DENENIZ2DODT TAE RUN=RNhHLGEERLET, 7T AL A=,
DCIFEH D7 T A A Y 71k > THH SN TWET, BV A FD7 T AZ X —(d,
R L OWNER D A 23 K EtherChannels 2 L Ca—Hh /b XA v FIZEER LE T, &
EtherChannel |Z, 27 7 AZNDOTXTDOY ¥ —UNIANRIIET,

KT —H B A —DNERIL—HF LA —Z X OSPF L., R AT Lk ASA %
WL ET, MAC LiIXEARD, V—FDIP X TR TONL—FT—ETYT, DCLIZFE=2 A b
N—REEIVYTHZLIZLY, $FEDYA FTITRXTDIT TAL A NR—=RNE T LIRWR
D, NI 74w P 38T =X —RNICHERRESNE T, 7 7 A X BIEFE O & HEFF T
L7, ASA AT AKX FoL— NI, EVA FTRILTZ Y v ¥ T A—7 %87 5
PVERHYET, 120F A FOTRXTOT T AE AU N—|ZEENRELILSEE, T 710>
TIIEN—2 0 DCIRRBTHOY A RDZ T AL A N—|ZEBNET,

FTYA DPDAAL vy FOFKEIZIT, ROLOZEFHLILNTETET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

o %A LM VSS, vPC. StackWise, StackWise Virtual : =D F U 4 Tlk, F—H ko ¥ —
LIC1BDOAAL v TF A A =N 1L, T—FBH—=2ITHDAL v T %A LA F—)L
LET, 1Oo0FTFvar LT, T —Fv o X—DITAL ) —RiZu—GNLAAfy
FIEFICER L, TEAA YT b T 74 v 7 IEDCL 2B LET, ZOHE, Eioie
W E DI T — 2B X = LT = VCHRF SN E T, DCIBRSR T 7 4 v
IR TE DA, LEIDNUT, %/ — RZDCIRHTH FD AL v F I TE £
T, ZOHAE, VT T4 v 7 FEEOT -2 X —ITBEND D, DClAIEFITE
T DO R R TY,

#H A hor—71L VSS, vPC, StackWise, StackWise Virtual : A4 » FDILEMZ @0
HITE, HYA MI2ODRBRDTNEAAL v TFXT 2 A M=V TEET, ZOHAE.

7 FAH ) —RiE, WGFOa—NAAL v FIEFICERIN T — 2t 2—1Dv ¥ —
V. BRBENRLDOU—ANAL v FIERSNIZT =2 X =207 ¢ — T TE AN
> K EtherChannel % L £ 323, A% K EtherChannel (ZEAMIZ [/08fE] LT\ E

T, Zua—hIIEAA v FiL, A3 K EtherChannel % %A b @ — /L ® EtherChannel
ELTRBRLET,

— i LI

(_ Internet

Router Bevmsgen 2 -"'"""'------.._______Iftouter

_ / ﬁ\"_‘Hfgher cast route Spanned Higher cost route —f O
f N\ EtherChannel \
= Outside " [

|
|
%Iode 1 ;\

Data Center
Interconnect

| Inside
Spanned
EtherChannel _\ -

_/

Higher cost route %

Router Router

Cluster
Control

Data Center 1 Data Center 2
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2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

A /\> K EtherChannel FS 2V ARZPLU M E—FA—X DR +HYA FREDH

WOBITIE, VA FOF—b T =g =L 2O0NEFY NT—2 (TFVr—vav
Xy hU—27LDBRy hU—7) MICEEINE (A —A MU =X MFA) 2207 —% %
VHE—=DENFINI2 DD TAE A UN=RBH555% R~ LET, 7T AKX A 3—F,
DCIRH D7 T A ZHIH Y o 7 I ko T SN TWET, HHA FDT T RE X8 —[F,
Wl L OSSN T 7 r—ra 2 hU—27 L DB 3*y hT—7 O FIZA/R R
EtherChannels ZfH L Cr—H/LV A4 v FIZHHE L E T, 4 EtherChannel |X, 7 7 A X ND
TRTOV ¥ —INZANRNENET,

%ﬁ%b®5—#ﬁi4ww5ﬁ\H%P&E@HRP%@%LT\%ﬁ%#fﬁDﬁ%®ﬁ
TBMACT FLA LIPT RLAZRMALET, MACT RLADTHERT T v B2 7 &HElS
57‘_&5 e N = A N—H DFERD MAC T R A% ASAMAC 7 R L AT — 7 /LIZEIIC
EMTHZE2BEOLET, ZROHOZ RUBRNE, A MO —F T =AY A K
207 = A LBETLIHEIC, TORNT 74y V7 RASAZ BB LT, WA ¥ —T =
A APGBYA F22IZBFEL LD E LT, BERRAETLAREMERNH Y £, 57— VLANIE,
F—=—=Ub A T AR— ML (OTV) (F7EFEERO b D) 2 L TH A MEICHE
RSNET, NT 74w I B = VoA V—FETTHLILEEICNT 7 0 v 7 3 DCl %@
WL THOY A MIEEESNRNE T DI, 74NV FEBINTOILERHY £4, 1
DOV A NDOF— T = A —FPREFERRRIC 2o T25E6. N T 7 4 v 7 B™oYA Fo S — b
W:%K%ﬁéﬂé;5&74»&%%%#6%%ﬁ%@i#0

e N

( Iinternet )
J

g O = s

EE R

Gateway Router: P \_, Gateway Router:

Virtual MACs and IPs

Virtual MACs and IPs
(FHRP)

(FHRP)

Spanned EtherChannel

Spanned EtherChannel

;@— -7 Cluster *@— *@—
% Node 2 Node 3 Node 4 SS=s=8

’ Cluster
¢ | Control

ose| S

1
1
T
'
1
1
1
[
1

- Spanned ElherChannel

= K —

[ _ — = =
| s — —
\ ! Spanned EtherChannel 5 i

Data Center
Interconnect

=t —.
Swich ~P7 NV Ml M 1T PPN guiten |

Data Center 1

P2RZ3)

Data Center 2

TDEEEMN

OB aTE, VI ARZY U OBEICET AEEMERN S ENE T,
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B ssaosiieess52500y

ASA DEEEE Y SR B VT

ASA O—IBOMEREIL ASA 7 T A X Y 7 CldthAR— b &d . —HOMRRITHIE 2 — R7210
THR—FENET, TOMOEEIC OV TITEY 2EHICET2EERL 5NV £
¥,
P9I RZ) G THR— kNGRS
KOBHEREIL, 7 7 AZ Y VIR L SETRETE T, a~r RITESINET,
cTLS 7ux &I Hr2=7 74 K ala=r—3 3 U
« UE— |k 727 &A VPN (SSL VPN # L U IPSec VPN)
A N RNA B —T = A A (VTI)
CRDOT TV = ary A VAT g
« CTIQBE
* H323, H225. B L URAS
e [Psec /XA A )L—
« MGCP
« MMP
« RTSP
+ SCCP (Skinny)
« WAAS
« WCCP

ARy bRy N VT T4 T T4NE
* Auto Update Server

*DHCP 7/ 7947 v b, —1_—, BIXUOF %>, DHCP V L —jIVHR— T\ E
7,

s VPN E— R RJ 7
o 7 x— )L —/N—
HAN—T A TRBIOTY v

« FIPS =— K

DIRZ T DHRREPR KR

ROBEREIT, HIH /) — F EZJTYR—bSnEd, 7 7AZOGERLAr—) 7 ahEd
Ao
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\)

GE)  thofEhRSRED T T v 7R, 2T AZHIEY L7 RATA R — ) — FBE S — R
WCHEE SN E T,
HoHMSEEZ T 285813, PREFRBEEED T 7 ¢ v 7 PR RIBEEE L L CodE
NABNCHES BTN T, BIE ) — RSO ) — RICEEESND Z ERHY £9, Z0HS
WX, T 7 4 v 7 DHE ) — Rk iKESnE T,

H R HPRIEERE I DWW TR, il — R CIEENREAET L LT _XTOEGN Fr vy 7Shbd 0
T, HLWHIE Y — P L THseiz LT D2 0ERH Y £,

CROT TV r—ar A AT gy
« DCERPC
« ESMTP
«IM
* NetBIOS
« PPTP
« RADIUS
« RSH
« SNMP
* SQLNET
+ SUNRPC
« TFTP
« XDMCP

AR T 4T N— KN FE=H YT

s Ry NT—7 T AOFIEL LR, TAhU T 4 713 EEFRTITT,
« T4 NHK YT H—E R

« 1 K~[E VPN

cIGMP~/VF ¥ ¥ A Mz hao—)L 7 L—r 7o ha)Vil (F—% 7L —dgixi3”r
T AL BRI S ET)

PIM~/NLFXx¥Ararhao—)L FL—>r7u ha)Vll (5F—% L —imkigr o
AL RIS NET)

cHATFIvIN—T 4T
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B 5c0/—rEmshamge

B0/ — RIZER SN HHEE
SOOI, 7T A REEITHE ) — FTE2<, % ASA / — RICEA S ET,

*QoS:QoSARY v—lF, ar74FXal—ra EGlo—EELTY 7 AZLEKRTHRY S
NET, 2770, AU —i3%/ — RIfEBliz#ERA SN Ed, =& xif, Bk L TR
U T aBETHHAIT. WAL — FBLOEANN—A ML, $5ED ASA 1 HHT
T T 74 w7 ICHHAENET, 3/ — Kb D7 TAEIRHY, FT 74 v 7
BB LTV AHE, AL — MIERICZ 72X O — FO3{FIZ720 £7,

o BRI BRI, — R EICEBNCHEE L E3, 7o & X, EAFEHERIZ — R
BAETT, 2ExiE, F—FAX vy URHEPHEELZVOIL, AX vy N T 70 v 7 BRE
J— KRB Ta— R KRZ v 78N, 1 OO/ —RTIRTD T T 4 v 7 BHERTER
W2 T,

e Y —2EH v L FarTHRRAMNE—RTOY V—REFIT., v— b RIZES
WTE ) — RIEBNC#EH S vET,

LISP N7 47 :UDPAR—F4342 FOLISP FT 7 4 v 713, &35/ — FlckoT
BMEISNETN, T4 L7 X FEHVETCoNERA, &/ —NiE, 7722 THE SN
5 EID 7—7 /W2 BMEETN, LISP b7 7 4 v 7 BIKIZZ 7 A ZIRBEDO A IS
LEHA,

FYET—=O TOAEADANA LGSR DT

Xy NU—27 77 AHD AAA L, FRRE, R, TV T 4T D3 DDA K= b
TR SN ET, RAFLFTTIX, 7T A& Y v 7l — R ECh g Rllgae » | CHEX
NnNTEY, T—FEERNI TAXT—4 ) — RicERSET, HilfH — RB@RIRS =8
B TR DOFFEE L — P —B L2 — P — AT DN 25| S e E Pl < &
BT 5701 T XCOFERZHT LWEIE, — KBARELE T, 2—F—BFED0 T A KL
BIO¥Z A4 A7 0 M, il — FREE IR EEbfEREINE T,

THIT 4TI, 7T AXNOSEHARSREL L TEEINTWES, THhoorT 40070
T —HANLTIFEITEND D, 70—/ TEHT AT T 4 VI RRESHTVWEHEE, £
Tu—%FATHITAK )= RKINThH oo T 4 TR EELED A v —T % AAA T —/3—
WCEELET,

BRSREEISRZ VT

PHehllRIx, 7 7 22 2ficEH s ET (B (Configuration) 1>[2 74 74—
(Firewall) ]>[HY—ERK L— (ServicePolicy) | <—Y%%M]) , &/ — FiZid, 7r—
REYRARABE—=IICESIL IV TRAEZBERKOD T U ZOHEEM/RIHY £, 7T AXEIRT
PHHIIR 25 E LT, RMEEBE L T, MEBICHIIEE CEH INR2WEERH Y £7, &
J— RTlix, EEORETOD Y T AZRRD T T o Z D KGN E 72 1338/ Nl & 41 2 AT RE
MWRHVET, 2L, = RRNT o7 ENET7 T AXTIL, FEEORE E & HITEFHRRN
BErEnEJ,
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FIPEOSREZY LT

«FTPDF v /Lt ar ba— L Fr XD 7a—RNENENRNDT T AL AL _R—Z Lo
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