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I, XU a—FRRETTDHE, 74T MBREEBICA VA M=V INTRES
. BEX a7 RSN SNE T, HERAK T T 5L, ASADKREITIGUT, 72747
VMIFOEEERDLI, FERT A A=A ENET, BEINLA A R—=LENT
WBT FAT Y NOBEIE, 22— —ORFERFIZ, ASAIZL>TZ 74T FOY BV 3
UREREN, BBISUTT v L—RaEnET,

AnyConnect 7 74 7> N VPN 7 4 #— KX, ASANR~LFarTFAME—RD L XIT
a—P—a T XA NOLTHHHARIZZRY ET, BRI VTHFRAINDARNL—U LY
V=R T TAF, VAT A AUTHXAINNLRETDHILERDH Y 9,

CiscoAnyConnect 7 7 A 7 h Ry r—vT7a 7y A VT 7 A NVEFERATHICIE, 3~
TXAPIEDA ML=V RRETY, £33 TFHFAMDTA B AOEIY HTIE, U
V=R I TANKETT, EHT DT A& A1X, AnyConnect 77 7 A 7 > b Premium T
j—O

\}

GE) ZoOvAF—FROEYOBREIX, VoI ArarrdR oEs e
[_J L//Cj—o

* [Psec IKEv2 Remote Access Wizard (13 ~X—7)

IKEV2 IZXE o> T, DX Z—D VPN 7 T4 T v bBNASA IR TEE9, Zick
D, BEXx=2 T anmibsinsd & e bic, ERMAFBIGERNPHEEL T D IPsec U E— b
T AEEEW TR TEET,

IPSecIKEV2 VE—h 77 &R 7 4P — KX, ASAR~YLTaTFAKNET—RDL X
WZa—H— a7 X 2 NOLTHHARIZRV ET, HERIAVTIFAIDY Y—R 7
FAZ, TARREV Y THDOY AT AT XA MDORETHILENHY £3, F
4% 74 A%, AnyConnect 7 74 7 > k Premium T,

)

GE) Zov4 ¥ —FROELOREIZ. Yo7 LarTFX2 NoREs b
RV

* [Psec IKEv1 Remote Access Wizard (8 ~X—73)

* [Psec Site-to-Site VPN Wizard (3 ~X—73)

LAN-to-LAN #5¢ T IPv4 & IPv6 Dl T DT RL v v IAMER SN TV AHHA. ASA T
VPN b R ABRYR— b INDHDF, WMHFOET N ASA THY . 2»OW G ONEHF v b
=7 DT Ry 7 HANR B LTS (lihEd IPvd £721LIPv6) & & TY, Z
L, MHFOET ONEA Y b U —2 28 IPv6 THE R~ b U — 27 8 IPv6 DIFAITH Y4 T
XED E7,
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IPsec Site-to-Site VPN Wizard [JJ}

IPsec Site-to-Site VPN Wizard

2ED ASA TRA A D R A BY—HP A h brxb) I, WOFATY,
P A NV —H A K~ VPN b R TiE, IPsec 72 Fa xR L CF—20»R#EINET,

Peer Device ldentification
s [Peer IP Address] : D1 & (7 T34 ZX) OIPT KL RAEZHELET,

* [VPN Access Interface] : 14 Y —H% A N N UIHERHTH A v F—T7 = A ZAZEIRL
7,

* [Crypto Map Type] : ZOET I SND~y T OZAT (RET 4 v 7 £21E5 4T
Iv7) mHEELET,

Traffic to Protects

ZDAT YT TE, m—=IV Ry U= BIOVE—F Xy NU—JEBELET, Zh
5DOFy FU—27 TiE, Psec AbLZMEH LT NI 7 4 v 7 RSN ET,

s [Local Networks] : IPsec > RNV TCHEHAINDBFA MERELET,
* [Remote Networks] : IPsec h > R/ TSN *y NV =27 ZRELET,

tXxal) T

ZDOAT 7T, BT TAL AL ORFED FIEEZRE L ET, HMRREEZERT 20, #
AIEA X —Z2BECTEET, ELILITHMRA TV a iz 0TI, UUTIZHIAT S
[Customized Configuration] % %R T& £,

* [IKE Version] : &6 503 —2 3 UEMHT 50206 U T, [IKEv]] £ 721X [IKEV2] F = v
IRy I A F AT LET,

 IKE version 1 Authentication Methods

s [Pre-sharedKey] : A F—%2EHT2 L, VE— N ETOEBRERITHOFR >
N = NEELTWALA, BEZTIECEHEICEY Ty TEEd, 2hE
NDIPsec BT 1L, Bx 27 R AT OHFOET Z8IZar 74 Fal—va
UNEREMLE LT A, KB RXy NI =27 TR —J U7 1 ORENET
LDLEENRHY ET,
IPsec 7 DT 1E, FAHEAEXF 2L TEX 2T MU RVEHESLT D0
DV ES, EXaTRhAHEEFEHL T, VE— A FOBEHEE L FRHLAEY—%
L TLEE,

[Device Certificate] : 2 — /L ASA & U E— | IPsec &7 W] OFAECREMIEZEHT 5
Balc sy 7 LET,

FTUHNFEHEIC L D IPSec b RAVDFESLIZER T2 X2V T 0 F—%28hR L <
BHCTXET, TUXNVGEAEICL, 4Al. VU TAEE, S, HH, TP

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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VPN 7« H—F |

T RLRARED, 22— —F 13T, A BT A ERNTDRI N TOVET, £
FTUXNVFERAEICE, AF—0a bt —HEFEFNTWET,

20D T REETAEAIL. GEHEL T OANBAEINET—F EHL T, HA
DOFFEEITVET, BrLWET 2Ry NU—=Z BT 28541%,. ZOET % CAIZ
B LET, o T RNIBMOREEITHILEITHY 8 A,

* IKE version 2 Authentication Methods
* [Local Pre-shared Key] : IPsec IKEV2 f8ilE LB BAL T L3 Y X AZRE L E7,

* [Local Device Certificate] : VPN 7 7 ¥ ZADRGEZ, ¥F 2V T 4 7T I7A T A%

LTITWET,

* [Remote Peer Pre-shared Key] : = —7# /L ASA & U E— b IPsec &7 [H]DOFEFE CHF AL
AxX—2HHT25612) v 7 LET,

* [Remote Peer Certificate Authentication] : ZDF = v VR v 7 ANF D EXE, BT
TNAZAPGEHELZFEH L TZOT AL R L CHHORBIEEIT) Z &N TEE
—g—O

* [Encryption Algorithms] : Z DX 7 CliX, 7 — ¥ OREIHEH T LHE5ALT LT Y X LD H
A TR L ET,

* [IKE Policy] : IKEVI/IKEV2 #BREHF & HEE L £7,

* [IPsec Proposal] : IPsec Ff 5t 7 /2 U XL EFRE L £,

* Perfect Forward Secrecy

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec ¥ — DAEFKIZISV VT, Perfect
Forward Secrecy #fEHT 2 E S0, BIOMEHTAEFEZOH A X2HBELET,
PFSIE, HILWVWF—TT T, 602 EOF— LR LARNE VI Fs{ba &
7 N CY, IPsec F I T—3 3V TlE, PFSBA RX—T IR DHET, 7x—R2
F—IE7 = — X1 F (2SN TNET, PFS Tlid, F—DRLIC Diffie-Hellman J7
APTEHENTNET,

PFSIZ Lo T, EF—D 1 DPFRRiEFi S Th, —HEO RN ¥ —3 X ORE
F=2bIRELIZEy v a v F—id s i< £,

PFS I%, B0 WM TA R—T WIZT D MERH D £7°,

» [Diffie-Hellman Group] : Diffie-Hellman 7' /b —>7" 1D Z3®#IN L £§, 2 DD IPsec T

X, A WMBEREIEET D2 LR EAMEBEERLEHTL7-DICZD ID
PHERHLET, 74 FDOZL—7 14 (2048 ¥ v |k Diffie-Hellman) .

NAT Exempt

* [Exempt ASA side host/network from address translation] : K2 v 7*Z 7  U A M &EHEH LT,
T RUABEHINOERAT DARA M EITRy NV =7 2RI ET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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AnyConnect 7 54 7> VPN 4« H—F .

AnyConnect 7 514 7> K VPN D 4 F—F

Z D7 4 ¥ —KiE, AnyConnect VPN 7 7 A 7 > K ® AnyConnect VPN E ¥ = — /L) 5 D VPN
i a T AND K OICASA R ET D L EIEHLET, 2OV F—FRTlE, 7 %y
NO—2 T RANTED L DT IPsec (IKEv2) 7' h=/LE 72X SSLVPN 7'12 |k 2 /L& 3%
ELET, VPN ERAET Lz & X2, ASA IZ X > THERYIZ AnyConnect VPN 7 7 A 7
I @ AnyConnect VPN & ¥ 2 — /LR Ty Ra—HF—DF A AT v Ta— RIpET,

Connection Profile Identification

[Connection Profile Identification] TiX, VE—h 727X 2 —%—ITx$ % ASA ZHEEL £
T

* [Connection Profile Name] : U E— K 77 A 2—% = VPN D 7-DIZT 7 B2 T 5
AHiZHRELET,

* [VPN Access Interface] : U E— b 77 B R 2—HF =N VPN EHDOT-DIZT 7B AT 5 A
\/&%7I/rx%i%itﬂbi—§—o

VPN Protocols
ORI T 7 AN LTCEFA[T S VPN 7’1 ha L2 E L £ T,

AnyConnect 7 74 7 >k ®F 7 )L ME SSL TF, #fii7 a7 7 A /LD VPN k3L 7'
h =Ll LT IPsec A R—7 M LTIz EIE, IPsec A X— 7 M LT FA4 T b 7'
T ANVEER L TREATZEOMEICRY 9 (ERT I, ASDM O a7 7 A /b
ITTF4XEHFRALET)
WebLaunch D {4V |Z AnyConnect 7 74 7 >~ ZFaiRHET 551X, &HDOZ 747 b
BRI SSL AL, Ty a FIZASAMNDB I T4 T b7y A VEZITERY £9,
DI DG ClZ, 7 9A T v MIFOTFa 77 AL THRESN/-7 e b=)L (SSL £7-1%
IPsec) ZH LET, IPsec NIRESNT-T 077 ANV EITTA T M & BICERER L
Bax, &0 T T4 7T > MERETIPsec BMEH SLET, IPsec A Fr— 7 /WIZ LIRRED 7
FAT RN TaT A INVEERIRERT S TEOZEMZOWTIL,  [Secure Client Administrator
Guidell #&M L T 72X,

« SSL

* [Psec (IKE v2)

s [Device Certificate] : VE—h 727 8RR 77472 MIxtT 5D ASA ZfRELE T,
AnyConnect 7 7 A 7 > b OEEEOHIZIX, Always on X° [Psec/IKEV2 D L 212, H#h72T
NA AGEBEDS ASA ICAFET D 2 L2 B LT 2000 H D £,

* [Manage] : [Manage] % i%#fR3" % & [Manage Identity Certificates] 7 1 > R U253 & £ 7,
* [Add] : ID FEBIE & Z OFEMIEHRA BT 2121%, [Add] Z3BIR L £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B anvcomnect 55472 RPN -k

» [Show Details] : 55 E DFERAE % 3PN L T [Show Details] &7 U v 7 35 &, [Certificate
Details] 7 1 & FUDBHE | EOFEHEDORITHRE L HITHEVRRRINDIIN, &
V7 NVES, ERGE, ST 872 MKRA > b, AR ERFRINET,

* [Delete] : HIFRT 2REEZ @GR~ L C [Delete] #7 U » 7 LE,

* [Export] : FFFAEZZ5FHE R L C[Export] 227 U v 795 L, ZTOFEHEL 7 7 A4 MIZ
T AR—=FTEET, ZOLEIT, WEHARATL—=XET 2089 hEFET
%ij‘o

+ [Enroll ASA SSL VPN with Entrust] : Entrust > ¢ SSL Advantage 7 3 % /L AEBH & % fif
A+25E. #<ICASASSLVPN 77T A 7 ADBB 2 Bt & £,

Client Images

ASAX, VATV RTNAANZUH =T FTARX 3y NT—TWZT 7 8ATHEXIT, &
#D AnyConnect 7 7 A T 2 b Ry r—U%ZDT NA AZHEINICT v 77— RT52 &0
TEFEY, 770V 0a—F -z -V b A AT LM E, EREREZHAL THEE
TEET, £, BEROREICET DR A R/NRICT 57201, &b I<MEAIhD AR

V=T 4T VAT L% Y A NOEHICBH TE ET,

AL &
Z OWE T, FBREHHREEE L ET,

* [AAAservergroup] : ASANY E— M AAA Y — =T N —FIZT7 7 EA L Ta—P—%§
FECEX 2RI LET, AAA Y —— J U —T % FHREINZ I N—T DY R hin
SIS 57, [New] 227 U w7 LTH LW L—TZ2ERL L E7,

* [Local User Database Details] : ASA I[ZAfHS LTV D — /L T —F RX— R ZH L2 —
PF—EBMLET,

* [Username] : = —W —D 2 —H—& Z/Efk L £,
¢ [Password] : L—HF—DNZAT — F&ERL L 7,
* [Confirm Password] : #EFRD 7= OIZFE L/XA Y — RZ2FH AN LET,

s [Add/Delete] : B —H )L T —H X— R —Y—ZBINEILT — X X— A0 L HIFR
LET,

Client Address Assignment
U%— |k AnyConnect 7 74 7 > ks =Y D7=HD P 7 KLV AHFHHEFRE L £7,

* [IPv4 Address Pools] : SSL VPN 77 4 7 > Mid, ASA IZHEE L= & ZIZH LWIP T R L
AxZITMYET, 7747 PUVAERTIEH LWIP 7 RLAIARETT, 7 FL A
T=NALTlE, VE—N I TAT VIR ZITRMAZEDTELT RUAFHNERINE
T BEFOIP T RL A P —VEBEIRT 50, New] 7 U v 7 LTH LWT — /L& ERL
LET,
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AnyConnect 7 54 7> VPN 4« H—F .

[New] ZBIR L7-BE1%, BB ERTOIP 7 RLABIOY TRy b w27 2fET S
VERDHY ET,

« [IPv6 Address Pool] : BEfFD IP 7 KL A F— L Z38IRT 57, [New] 227 U v 27 LTH L
W= 2 ERR L E T

Y

GE)  IPv6e7 RL X 7 —d, IKEV2#:ks 7 a7 7 A AFICIIER T
FH A,

Network Name Resolution Servers

VEe—bha—PF—=NHNERXY NT—=ZIZT 7 8RATHELEITED AL U4 ZFERT D EE
E]\/i—é‘()

* [DNS Servers] : DNS #—X—D P 7 KL A% A LET,
« [WINS Servers] : WINS H— X—®D P 7 RLA&Z AN LET,
* [Domain Name] : 7 7 A/ D KA A 4% AT LET,

NAT Exempt

ASA E TRy FU—T BN A F—T /IR EINTWDHEEIL. VPN v T 7 0 v ZITXFL
TIOEMEGERT HVLERH Y 7,

AnyConnect 7 54 7> b MEA

WD 2 ODTFEDONT N ZEMEH LT, AnyConnect 7 7A 7 > N 7 a7 8% 7747k
FRA RZA VA =L TEET,

o [WebiLHE) (Web launch) ]: AnyConnect 7 74 7 > k /Xy 7r—U1%, Web 77 U &
LTASAILT 7 BALILEZICHBIZA Y A =L ENET,

Y

GE)  Weblaunch (I~ /v F 2 7F A~ E— FTEIVA—bFShEE
A/O

o [FriEPH (Pre-deployment) ]: FE)T AnyConnect 7 74 7k RNy r—T% A VA h—
LET,

[Allow Web Launch] (%, T X COHERIHEN RS2 —ALEETT, ZOF =y IRy

ANRAT7 (FFAfL72v) O%4E1EL, AnyConnect 7 7 A 7 b SSL#EkE L 7 74 7 F L ASSL
Pt THERE L £ 2 A

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. IPsec IKEv1 Remote Access Wizard

HHTEOEGAEIL, disk0:/test2_client profilexml 7’1 7 7 A /L 32 KO HFINZ msi 7 7 A /VH
HH, D 74'77/ k7w 7 7 A % ASA 7»6 AnyConnect 7 7 A4 7 > k /Xy r—UIZA
NTELDERDY £9°, T, IPsecBEfma ML LB ICHEICENES RS20 TT,

IPsec IKEv1 Remote Access Wizard
S

(GE¥)  Cisco VPN Client IZifit HEFCRKHI T, AR — F23& T L TWET, Secure ClientiZ 7 v 7 7 L —
K 2MERH Y £,

IKEv1 Remote Access Wizard ZfEf LT, XA )L 2—HF—72 D VPN 7 T4 T v ML
RUVE—bF T 7RRAEREL, UE— b IPsec ETIHERITHA X —T oA AZEELE
7,

* [VPN Tunnel Interface] : YV E— K 727 BRI T4 TV N CHEHTLA VF—T oA Abi
WRLUET, ASAIEHDOA V2 —T = A ARHDHGEIX. 20T P — REFATT DRI
ASA CA VA —T oA AEFHELET,

* [Enable inbound IPsec sessions to bypass interface access lists] : IPsec iRlEE A DEFEE v =
Y ASAIZ L o THIZHTHEICLET (DFED, A F—T = A AD access-list L
EF 2y 7 LIBRWESIZLET) , BREEyVaryBAA AT DR, A F—T=A
AACL 72 TY, RESNZI/NV—T R v— a—F— BLOFvrr—Kahiz
ACL TEM S ET,

JE—bT7OERISAT7 L
SEIERFATOYVE—N T 7 EARA Z—F =R ZDASA~D VPN > R LZHL &
MTEET, ZORSHLDVPNI FTAT V bDFA TE2FRLET,
* VPN Client Type
* [Easy VPN Remote product]

+ [Microsoft Windows client using L2TP over IPsec] : PPP #BFE7 & b 2 /L2 FE L 9,
B IEL, PAP, CHAP, MS-CHAP-V1, MS-CHAP-V2, # L U'EAP-PROXY T,

[PAP] : @BREHFICZ VT THF A MDD —W—4 L XAT— REESTOT, ZETIHEDH
D EH A,

[CHAP] : = =D F ¥ L VIKTHINE T, 7747 v MIgF ks TF v
LoD RATV—RBLOIZ VT THFA MNDOa—YF—ZZKLET, 2O e ha
X, PAP LV EZETTR, T—H IR bsnERFA,

[MS-CHAP, Version 1] : CHAP &l CWET 25, H——X, CHAPD XL 5727 VT
THARDART— FTIRRL, B LI SA Y — NEG 2 RFRS L O+ 50
TLAETT,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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IPsec IKEv1 Remote Access Wizard .

[MS-CHAP, Version 2] : MS-CHAP, Version 1 LA ED& % = U 7 ¢ 5i{bARE N & T
b\‘ij‘o

[EAP-Proxy] : EAP A X —7 MZLEd, ZhIZXk->TASAL, PPPFRGE7 & 2
AN D RADIUS GRFE— "—ZRITS B Z N TE ET,

VE—KIT7A4T7 T balRNBEEIN TV RWEAEIE, SEELRVWTLEE
VY,

FRETDHDIX, 7 T7A4T 2 Finb F 2L Zb—7 478 username@tunnelgroup & L

TEESNLHETT,

VNI SA 7 RREEARE RO RILTIL—TE

AR R EFRE L, AR o— (hrrxrn Zv—7) Z{EKT 5121, [VPN Client
Authentication Method and Name] A4 > & L 7,

» [Authentication Method] : U E— bk Y%A b 7%, FHRiHA =23 HZOWT & 6E
MLUTRIELET,

* [Pre-shared Key] : ©—71/L ASA & U E— b IPsec &7 [H]OFFE CHRILA ¥ — 4 H

ToHHEEC 7V v LET,

FHEAF—A2FHAT DL L. VE— N ETOEBRENTIrOFR Yy hT—7 BNLEEL
TWAEA, BEEZTIICLEHICE Yy N7 v 7 TEET, ZNENDIPsec BT 13,
X o TR AT ADMHTFOE T Zlilar 7 4 Fab—va VIERENLELE T
B2, KRRy U= TIEAT—J )T 4 OMENRELDHENH D F
7T

IPsec Y7 DE_T 1L, FHRHEAXF—Z2RZHM L TEF 2772 b RIVEHILT HHME
NV EST, EXaT7hFEEFEHLT, VE— A FOBEHEE L FRiAEXX—%
AHLTLIZEY,

[Pre-shared Key] : 1~128 LT DT LTH 2 A LET,

[Certificate] : 7 —H /L ASA & U E— b IPsec B'7 M OFEFE CiEHEZ AT 25451
7V LET, TO®Z T a rEETTHICE, FAC CAILEEL, 1 DL ED
AEHEZ ASAIZX U a— RLTEBLERDY £,

TUHNVFEAEIZ L D IPSec b U FNVDFENLIHEHT 28X 2 U7 0 F—Z28hE L <
FEICTEET, TUXVGEAEIDIL, AR, VU T AEE. Stk #7201
T RLVRpED, 22—V —F 721373, A& T A IERNGTER SN TVET, £
TUXINGERAEIZE, AF—0atr—EENTVET,

T/&'/lxuﬁﬁi%ﬁﬁﬁ‘fé N 7/5'/1/uﬁﬁﬁi%%\é T9 DRAER (CA) Q:%EOT
ERERLET, CAlL, FEHTX DU X —F 31/ CF %Lf_7°§/f“*‘_]*CA
DEELH Y 7,

2ODETNEIETDHAIL., EHEBEL T UXNVEL SN-T — X 2 ZH LT, A
DOFRFEEATVET, ﬁbwt?%z/bv JIZBMT 25681, £OET % CAIZ
BikLET, MO TRBMOREEIT I LEITH Y £H A,
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. IPsec IKEv1 Remote Access Wizard

[Certificate Signing Algorithm] : 7 ¥V Z LGEHEZL T LT Y A LEZ R L ET (RSA

DAL 1sa-sig)

* [Tunnel Group Name] : 4 fi& AJJ LT, Z D IPsec #fii D b v RV AR Y v —% G e L

a— REERR L ET, B Y > —Tik, 385k, Al THU T v T == T
THAN K TN—T R — BLWIKEEYEEZHRECTEET, ZOVPNY ¢ — T
ETDERRY 1%, PBAEREHRE L. ASADT 7 4V FDOTN—TF R —%Aff
ALET,

77’(7/ |“u:|..n

[Client Authentication] ~ > T, ASANY £ — b 2 —W—%FFFT 2 &L T2 HEE
BIRLES, ROFT T a ronTFnnzaEwRLET,

* [Authenticate using the local user database] : ASA ODNFOFERIE T X E=EHT 2551227V »
7 LET, ZoHFAE, 2—PF—DEP VR TREL TV ORETHEHLET, koS
A 2 TiE, ASA Iffilx DA—F—DT v FEfERTE £,

* [Authenticate using an AAA server group] : V E— F Z—HF —FEFETHEHH—— 7 L—7
2T L5AIC7 ) v 7 LET,

* [AAA Server Group Name] : JCIZHERL S 4172 AAA Hh—N— T —T 2RI L £7,
o [New..]: LW AAA r—_— T N—T %R ETHHEICI ) v 7 LET,

User Accounts

[User Accounts] A > Cl, #ikx BRI L LT, ASA ORI —H — F—H X—Z(ZH L
a—YP—zBMLET,

Address Pool

[Address Pool] XA > TlX, ASABYE—RNVPNZ T4 T MIEVYTHua—ANLIPT K
VADT =NV EFRELET,

s [Tunnel Group Name] : 2D 7 RL A F—AN@EH NI e 77 A0 (hxv 7
=) DEBINFREINET, ZOL4FHIE, [VPN Client Name and Authentication Method]
XA (AT w7 3) TRELEZLDTT,

¢ [Pool Name] : 7 F LA 7 —/LOFRik ID Z##R L £,

eNew..] : HrLWT FL A F—LE2RELET,

* [Range Start Address] : 7 KL A 7 —/LOBAGEIP 7 KL AZ A LE T,

* [Range End Address] : 7 RV A 77—/ O TIPT RLAZ AN LET,

* [Subnet Mask] : ({EE) ZNOHDIPT RLADH TRy b~ A7 IR L £T,
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IPsec IKEv1 Remote Access Wizard .

Attributes Pushed to Client ({£%)

[Attributes Pushed to Client (Optional)] “X-f > Cix, DNS #—/3— & WINS H— —{ZfT 5 1F
WMBEOT 7+ N RAA LA EVE— N T 78R T7A47 0 MZHET L DIT, ASA ZRE
l_/i‘j‘o

* [Tunnel Group] : 7 R LA F—ANREMH S o#kR Y o —O4RTZER R LET, 04
A&, [VPN Client Name and Authentication Method] X+ > CHE L7=H D TT,

+ [Primary DNS Server] : 77 A4 < U DNS #—_—D P 7 KL A% AN LET,

* [Secondary DNS Server] : > % U DNS H— =D P 7 RLA&Z AN LET,

* [Primary WINS Server] : 77 A4 ~ U WINS — "—D P T KL A&EZ AN LET,

* [Secondary WINS Server] : © /> % U WINS B — =D IP 7 KL A& AN LET,

* [Default Domain Name] : 7 7 4 /L D KA A 4% AT LET,

IKE Policy

Internet Security Association and Key Management Protocol (ISAKMP) & HIEZN S IKE L, 2 &
DARANTIPsec BFX 2 V7T 4 TYvo—a r OEGEHEE —HIELo0rTvo—
var7arbhanrTd, FIKERXITVT—Ta i, Tx—R1 LT —X2 EMENRD 2
OOFFyINET, 72— 11E, DEOIKERTvT—var Ayvb—VaRi#ET D
BND b FNVEERLET, 7=2—X2 T, 7—XZR#ET D b RABERENET,

[IKE Policy] A > TiE, 7=— X 1IKE *x T — g o OFMEEZHFELET, ZOFRMIC
X, T2 EREL, TTANT—2 LAl BT O ID 2R 2GS B &
O 55 —f5 7 L2 Y X A%E§E{Ld 5 Diffie-Hellman 7 /L —7 NG ENE T, ASAIZZ DT
NI XALEMFHALT, BEX—bnyva F—2EHLET,

s [Encryption] : 7 =— X2 XA T — a L aRi#ETHT7 =2 — X 1SA BT H72DIC

ASA MEMT % PR ST LT Y XL 2R L3, ASA L, ROBE LT LY
ALz PR —=FLTWET,

FILTY XL iR

DES TR HE, 6 By b F—&MHLET,

3DES Triple DES, 56 B> b ¥ —% i L CThf S bz 3T L £,
AES-128 EERF LR, 128 By b F—% AL ET,

aes-192 192 &y b F—%4i/H7 2% AES,

AES-256 256 £y b F—&f 95 AES,

F 74/ F®3DESILDES XV X7 TN, Bkl iESkicit, L& o
FAEAVEL LET, FEEIC, AEST Y a 2L b X o U T 13RI TTS, MLERAL
HELHEALET,
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VPN 7« H—F |
. IPsec IKEv1 Remote Access Wizard

* [Authentication] : FFERT — X BEEMDMEROT-OIHEHT 2/ v a2 T3 Y X L% 3
RLET, 774/ MISHATT, MD5DOHX A V= A MI/HE<, SHA LY b3
WL ENTVET, MD5 I, (SO THREETYT ) WRICI VN D Z L AFERES
ALTWET, LarL, ASA TffiH 415 Keyed-Hash Message Authentication Code (HMAC)
N=2a NI ORBEEHEET,

[Difﬁe Hellman Group] : Diffie-Hellman 27 /L — 7" ID %3&IR L £7, 22D IPsec £ 7 1L, #H
BIZHAMEEMAEET 5 2 L LEREHRZEHT 572020 ID 2 H L%

T, 774/ EDHZ/L—714 2048 > h) X, ZA—72BIRIL—75LD ¢
EMEREWNE R SNET,

IPsec Settings ({£&)

[IPsec Settings (Optional)] XA > TlE, 7 RVAEBEWNARE pa—H )V KA NFXy NT—T %
BEELET, 774/ NTIE, ASAL, XA I v I FHBFAET 4 v I RRrxy NIT—0 T
RLAZH (NAT) ZEH LT, NEORA MBLORY NT—7DEIP 7 KL RAEHEHR
A MMBRLUET, NAT iX, B TE 2WINBA R M2 X2 BEREOMERME A K/ NRICH X F
T A, VPNIZ L - CRRAEB K OMRE SN TV DA A M LTI AR#EY RS 501 H 0 £,

TmEziE, A w7 NAT AT HNEA A M, 77— VD EEAIGRIR LT R L
AEWMETHIEIZED, ZOIP T RLAZEBITET, MNBFR bk, Bl
T RLAFPTIRRZ AL 0ET, KYDIPT RLRIZF—ZE2%EETH LIk T
INHONEBARA MIBELLY ET5YE—F VPN 747 2 MM, NAT @RV — V%
ELRWVERD ., ZHHDORA MR TE 8 A,

\)

GE) I RTOFRAPERY FT—7 % NAT D HH0ERTAEEIE,. 2O, U TIIMLHELEH
AoI/hjﬂlof%fﬁfé&\M@T«fwth&z/bv T IINATIZHEWNE T,

s [Interface] : MR L7=F A MEIT Ry N —TIZHRT 541 > ¥ — 7 = A ADL4RTZ RN
]\/\i—é—o

* [Exempt Networks] : IR L72A v F—T =2 A A Ry NT =T D RERTHARA M EIT
v hT—2DIPT7 RLAZRIRLET,

* [Enablesplittunneling] : U E— 778X 774 T Mo DORT Y w7 4 H—F >y K
D NT T 4wV HEBLETICEETHHAEICERIRLET, A7V vy b bR 7T

D, RSNy VU= D NF 7 4 v 7 B E, REISNLTWRWER Y b
T—IDrF7 4 w73 bEnE A, A7V b bRV T ERA =T NICT D
&L ASAVE, WBFERRIZIPT RLADY A RNEZUE—RVPNIZ FA4 7 MZT v a LE
T, UE—KVPNZ TA T2 M, ASADERIZHDEIPT RLA~D T T 4 v 7 &

B LET, OTRTHO T 7 4 v 7 IS AL SN PICEREA v X —% v MIEY HE
L. ASA IFREE L EHA,

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec % — D AERKIZIV T, Perfect
Forward Secrecy #3225 7, BIMEHT2EFE SO A X&2EELE7, PFS
I, LN F 3T R_T, HOWIBEOF LR LARNVE VIS {ka T T

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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T, IPsecr v T—3 g Tld, PESHA X—TNWIRDET, 72—R2F—([F7 =—
A1 F—ITHESNTWET, PFS Tit. F—dD4xkIZ Diffie-Hellman 720 H ST
i‘é—c

PFSIZX > T, MMEX—D 1 Ok SN ThH, —HOEMARF—B X OWE F—
MOBIRELEEy gy =3 s 20 £3,

PFS %, #OmEMTA x—T NZTDHIVLENRH D 77,

» [Diffie-Hellman Group] : Diffie-Hellman 7 /L —=>"ID Z3&R L £ 9, 22D IPsec 7
X, MAEICAREEHREZERET S 2 & WAMEFREEHT 57201220 1D
EHEALES, 774V EDHZA—714 Q048 B b) X, ZA—T 28IV
N—T7"5 X0 b @eEREmnE R SihvET,

Summary

POEICEZR T UL, [Finish)| 227 U v 27 LEF, ASDMIZ L > CTLAN-to-LAND 27 f ¥ =
L—ya UMEESNET, [Finish| 227V v 7 L72#%IE, 2TOVPN Y 4 F—FREFEHLTZ
DAL T 4 FXal—arrEERTHILIITEETA, ASDM &2 L THLEMEEZ R
FORELTL &N,

IPsec IKEv2 Remote Access Wizard

IKEv2 Remote Access Wizard Z il L T, E AL 22—~/ D VPN 7 7 A T 2 MIZAE
RUVE—bF T 78RR EL, UE— b IPsec ETIHERITHA L H—T oA AZBELE
7,

Connection Profile Identification

[Connection Profile Name] (282t 7 12 7 7 A /L D4 Hij%Z AJ) L, [VPN Access Interface] C IPsec
IKEV2 VE— K 77 RRIZHEHTHVPNT VA A v F—T o4 AEBRIRLET,

* [Connection Profile Name] : 4 Hii&Z AJJ LT, Z® IPsec #feD b v xR Y v —% 5
tolm— REMER LET, $ERERY o — Tl RIE. 70, TH VLT 4 07—
TIZANE IN—=T K= BLOIKERMEZIFETE XY, ZOVPNY 4 F— KT
RET HEA Y —x, RS REHEEL, ASADT 74NV bOITNV—T K v—%
HHALET,

[VPN Access Interface] : VE— K IPsec 7 &£ DEX 2T N RIVEMISLT HA X —
TxA AEBRIRLET, ASAICHEE DA L H—T =24 ADRHIEEIE. 2O 4P —FR%
FITTDHRICVPN 2 7 4 X o b—2 g UaEFHEI L, X a7 a2k 2 TED
UE—hIPsec 7 2 &I, T DA =T 2 A ZRERELTHBMERH Y £7°,

BEBRKEICE D C IPSec (IKEv2) FREER—2

[IKE Peer Authentication] : UE— k o b 7%, FaidAx—, FEHE, 7213 EAP & ff
HALEZETREOW TN EFEH L CRRELET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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* [Pre-shared Key] : 1~128 SCF DR T X o= A LET,

FRHAE -2 L VE— N ETOENPRERTHOHR Y NT—7 RNZEL T
LA, BEETIECSHEREIZEYy T v 7 TEET, FNTEND IPsec BT X, ¥
T IR A ST D TFOE T ZEIlar 7 4 Xalb—va VIEREMNE L TEH0D, K
W2y N =7 CIEATr—F ) T 4 ORENEC L HARH 0 £7,

IPsec 7 DE_T 1L, FRiFHEAF 2L T2 772 b RV EHESLT H0LERH
DET, BXaTRFEZFEHALC, VeE— MV A NOFIHE LEFRiLAT—2H L T
<TEEW,

[Enable Certificate Authentication] : A2 5 & | FARICREEZEHTCE £,

* [Enable peer authentication using EAP] NZTDHE, PBREICEAP A TE LT, 2o
Fryv IRy I A F N LTS i 72— 71 LR wf&%%%ﬁﬁﬁﬁ‘éﬁgﬁ%wi
R
* [Send an EAP identity request to the client] : U E— K 727 A VPN 7 74 7 > NI EAP #%
AEEOR 2 X E TE £
Mobike RRC

* [Enable Return Routability Check for mobike] : Mobike 2345 ZhiZ 72 > T\ 5 IKE/IPSEC & & =
V7 g 7Yvx—vaAlBii5% 41y 7 IP7 RLAOEL%ZF = v 7% Return
Routability Z G20 L £,

[IKE Local Authentication]
s B—HNERAEE A F—T /I LT, FaiAF—FITEAEO W T B3R IR L FE9,
* [Preshared Key] : 1 ~ 128 SLF DS F L FH 2 AT LET,

* [Certificate] : = — /L ASA & U E— b IPsec &7 M OFRAECREHEZEHT 254
IV w7 LET, 207 varERETTHITE. FANZ CAILESEL, 1 DLLED
AEEZ ASA X Ve — RLTEBIMERD D £77,

TYZNVAEAEIZ L D 1PSec N RNV DFENITHENT 28X 2 U 7 1 F—% 2R LL<
FHTEET, 7 UXNVIEAFEITIL, AR, VY T AES Sk M. £ Ip
T RLVRpED, 22—V —F 73T A A& T A IERNTER SN TVET, £
TUXNGERAEICE, AF—0atr—LEFENTWVET,

a /&/VHE%E%{ﬁﬂqﬁ—é 3. 7 /&/antngi%%% T3 B FEE (CA) 7%5)7
R LET, CAlIL, B TE 20 —F 723k TR %Lt774~~%CA
b0 ET,

2ODETHNWETLIHEAT., GFHELF X NEBL INE-T— 22K LT, FA
DFFAEITVET, FHLWET 22Xy h T —2Z0BMNT 58813, FOET % CAIZ
Bk LET, MO T RBMOREEITHI VETH D £H A,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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LA &

IPsec IKEv2 U E— k 7 7 £ A TiX RADIUS §EAED A B AR — S THET,
* [AAA Server Group] : JCIZHERR S 372 AAA Y— " — T —T IR L £,
o [New] : LW AAA T —"— I N —TERETIHHAEZI7 Vv 7 LET,

* [AAA Server Group Details] : Z OfEKAZ#H LT, AAAY—— T —T % VEZSE LT

Client Address Assignment

IPv4 3L VPV DT R LA F— L& ERlkd %0, BIRLET, VE—NT IR Z7I747
VMR, IPVAERIZIPV6 DS — DT RLAREIV Y TONET, MGFEZRELESEAIT
IPv4 7 RUADMER S ET, sEflc O W T, =BV IPT KL R T — )LDk EJ%%
LT EEN,

Network Name Resolution Servers

VE—bha2—PF—=NHNEHRY NU—ZIZT 7 8RATHELEXIZEDL T NAL B EfRRT D
MEFRELET,

* [DNS Servers] : DNS #—/X—D P 7 KL A% A LET,
« [WINS Servers] : WINS H— X—®D P 7 RLAZ AN LET,
* [Default Domain Name] : 7 7 4 /L D KA A 4 &E AT LET,

NAT Exempt

* [Exempt VPN traffic from Network Address Translation] : ASA C NAT 231 X —7 /LI~ T
WAGEIX, 20T =y IRy I A AT HLERHD 9,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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ATv I
ATy T2
ATvT3

IKE DB 1L

ATy T

ATy T2

IKE

«IKE OFERE (17 =)
« IPsec DFE (30 ~<—)

IKE (Z ISAKMP & 1R ., 2 BDEA FTIPsec BX =2 VT 4 7YV vm— a3 o OFEEITE
—HERL-OORIA— g3y Fa halTt, X—F )L FTALA_X—K Xy NT—
7 HIZ ASA ZRET DI, VAT AERICEAT S 70— SV IKE XT A —H R E L,
EHIZ, VPN BT 5720187 NI o— v HIKERY U —H Bk L 7,

FIE

IKE OFZE (17 =) #FEHLTE®CTLZENTEET,
YA P VPN D IKE 23T A—4% (18 X—Y) ZHRTLET,
IKERY >— (25—) ZHRELET,

FIE

VPN el xt L C IKE 2 /23 5 ik

a) ASDM T, [/ (Configuration) ]>[V E— K7 27 & AVPN (Remote Access VPN) ]>[F v
No—2 (V547 ) 727 &EA (Network (Client) Access) ]>[Secure ClientAnyConnect
#it 7' v 7 7 4 ) (AnyConnect Connection Profiles) | # R L £,

b) [Access Interfaces] ik C, IKEZfEHT 5 A > % —7 = A A1Zxf LT, [IPsec(IKEv2) Access]
D TFIZH 5 [Allow Access] A4 2 LET,

H 4~ VPN 2% LT IKE ZH#hc4 5 ik

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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a) ASDM T, [Configuration] > [Site-to-Site VPN] > [Connection Profiles] Z 3R L £ 77,
b) IKEvI BELWIKEV2 ZEHT 51 2 —T = A4 22 EIRL £,

B4 FEIVPN D IKE /NS A —4

ASDM T, [Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Parameters] % #4R L £ 7,

NAT O &:BE %
* [Enable IPsec over NAT-T]
IPsec over NAT-T IZ L Y IPSec Y7 1%, UE— F 77 & & & LAN-to-LAN Djij ;5 DHERE %
NAT 734 2% L CHLCTE £9, NAT-TIXUDP T —% 7 F LD 1Psec NT 7 4 7
H 7L L, HA— b 4500 ZEH LT, NAT 734 A |ZHh— MERZRIEL 7,
NAT-T (T XTONAT 731 A= HEMRH L, LB A7Z T IPsec N T 7 4 v 7 %0
T LET, ZOEEX. T 740 BT Rx—T7 Iz ENTHET,
cASA X, T—HEKWEITH 7 TA4 T > MG LT, HEHED IPSec, IPSec over TCP,
NAT-T. ¥ X IPSec over UDP # [FIFHZ YA — N TE £,

« NAT-T & IPsec over UDP D i 55 A F— T IZ 72 5> TV HEA. NAT-T MBS SN
*7,

o £ X —T T2 5 TWBEEE . TPsec over TCP |34+ R TR HFR L Y HEL S
nNEJ,
ASA 12X % NAT-T ODFEIETIT. ROBEITBW T, H—0O NAT/PAT T34 A DIE%IC
»5IPSec BT Y AR—FLET,
o LAN-to-LAN #5#%%,
¢ LAN-to-LANFEGR /2 13EH D V== T 78 A 774 T bOWT, 727210,
M ERIESEDZ X TEEE A,
NAT-T ZE AT 51215, WOTFNEEZEITTILENHY £9,
o« IR— 1 4500 ZBHL =I5 A4 v Z—T7 = A AD ACL Z1ERk L £7

([Configuration] > [Firewall] > [Access Rules]) .
« ZDA T, TPSec over NAT-T % A X — 7 /LIZ LE T,

* [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies] ~~-
> @ [Fragmentation Policy] /X7 A —# "G, [Enable IPsec Pre-fragmentation] T3 %
A F =T =24 AE@ELET, INPRESNTVWDIHE, P7I AT —T s
YEYPR—=FLTOWRWNAT T AN A& b7 74 v 7 03BETEET, Zhicko
TIPT7 I 7 AT —vareVhR— T 25 NAT 751 ZA0EERIIT oS Z &
IHY £ A,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F



| IKE

#4 rEVPN D IKE/$5 4 —4 ]

 Enable IPsec over TCP

IPSec over TCP Zfi 1% & | FE4E ESP ARV IKE 23HERE C X W BREE, E 72 13BEF D
T7AT T A= =V EEE LIIGAICR > THRIETE 28T, VPNZ 747 b
DENEFHEIC 72 D £97, IPSec over TCP IX TCP /X%~ RN TIKE 7’12 k22L& [PSec 7' 1
ranvaE el L, NAT & PAT DT OT AL ZABI R T 7 A T o —i2k vt
XaT R bRV 7RFBRLET, ZOMWRBIZT 7 4/ b THEICHRE SN TVET,

N

GE)  ZOEREIL. XL R—ADT A T 74— L TIEEMEL 8
Ho

IPsecover TCPIZ, VE— T8R4 7 FCEIELET, £/, T XTCOYHA
VH—T A AL VLANA UV H—T7 A ZATHEMEL £ 9, L. ASA BEREICK S L
TWBHZ7 747 MBSO ET, LAN-to-LAN B8 TITHERE L =85 A,

cASA X, T—EKHEITH IV TA T > M LT, HERED IPSec, IPSec over TCP,
NAT-Traversal, 3 X OV IPSec over UDP # [RFFICH AR — FTx$£9,

o f X —T NWNTZ7 > TWBEA . IPsec over TCP IIL D3 X ToEm A LD HELS
nEJ,

ASA & F D7 54 7 v kD)7 T IPsec over TCP %A 2 —7 /LI LT,

BRI0EDOR—FE2EEL T, 5D KR— MI% L TIPsecover TCP %A F—7 LIZ T
xFJ, K—1bF 80 (HTTP) °AK— bk 443 (HTTPS) 2D =V vy R— e AT
L, FOR—MIBEEMTON TS T T Fa /L EE LR 70D 2 & T G n s
AT MMIFEREINET, ZO/E, 77UV VFEEALTIKE ®hA ¥ —7 =4 A5
ASA ZEHTE < e 7, ZOREEMIT 5121, HTTP/HTTPS EH 4 B AR —
MIFELET,

ASA 72T, V94T FTHLTCP AR— hERETHMLENHVET, 7747
FNOBREICIE, ASA HICHE LR — a2 b 1 OFDHINERHY £,

E7ICEESNSID

IKE X2 x— 3 VCET AT Z#A7 5 [Identity] 23R L £,

Address ISAKMP OFBIE#HR A2 ZH T 5K A RDIP 7 RLUAZHHLET,

Hostname ISAKMP DOFSIER & 22T 2R A S OFEREM FA A A2 LET (5
THNVER) o TOAFNE. RA ML E RAL A THERSLET,

Key ID UE— BT NEFIEE X — AT 5 720 fF T 5 [Key Id String] #5573 L
i‘aAo

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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IKE |

Automatic B4 A TN L > TIKER A —v g VERELET,

s HEHEAEXF—DOIP 7T KL X

FEBAEZEFED cert DN,

£y

V2= %% kil

* [Disable Inbound Aggressive Mode Connections]

7x2—RX1DOIKE RxF T — 3 »ClE, Main E— K& Aggressive E— ROWT %
fFHTEET, EHLHDE—RLREIC—E AL L E T4, Aggressive T— RDGH
WCET M THE L SN D ZHALE T, 3 D TiEe< 227217 T, Agressive E— ROFH N
IR TT, BEN—T DO IDIFREINETA, TOLD, HHREES (LT LoEx =
TR SAZTESLT HENC, BT HTIDEME KT 2 MLERHY £3, ZOKREIZT 7 4
Vv b THEICRE SN THNET,

* [Alert Peers Before Disconnecting]

cASADT ¥y RET LR T —h, Byl ar TARLVELLT Y N, B KGR
MIOEE, FHEICLIEIERE, WS OPOBETZIA4A T ey a it
LAN-to-LAN v a v Ry 7E3nNs 2 E083H 0 £9,

cASA X, Ui SNDERIOE v a 2oV T (LAN BRTEHND) REINZET
B L, FNOICHBARELET, 77— bEeZEB LT ERE 27947
1. FOEAZEEMLTAR N a S ERERy T T v 7 A IERLET,
ZOMREIXT 7 4V h CEIERTE SN TWET,
-:®&47TiI%Aﬁ%h%@Tﬁ—F%%Ebfﬁﬁ%%@@m%ﬁiéléﬁ
TEx5 ko, WmEREE A RX—T NI TEET,

RBESNTZTTAT v FEETIIROLONEGEFENET,
T T — I RA R =T NI TNDEeX2 VT4 TTIAT A
e N—=TV g VAOLUED Y T U =T HFITLTCWDHVPNYZ T4 7 > b (BREITAE)

* [Wait for All Active Sessions to Voluntarily Terminate Before Rebooting]

TRTCOT 7T 47 Bya X PHBMICKT LELEICRY ASAZY 7— 55K 9
2, ATV a—)LERETEET, ZOHKEE i77¢»%fﬂm:&ﬁénfwi¢o

* [Number of SAs Allowed in Negotiation for IKEv1]

—FETORIT=— g 0 SA ORI AHIIEL £,

IKEv2 358 DEEE
BTy v a X, A—7 0 SADOEERIRT S IKEV2 CHEATEET, 774/ KT

=N

. ASDM T &

ASA I3F4—72 SA ODEEFIREL EH A,

3 : Cisco Secure Firewall ASA ') —X VPNASDM718 3> J 4 ¥Xal—>3a >y A4 K
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* [Cookie Challenge] : SA \Z X - TRt E T X7 v FA~DIRE L LT, ASABET T34
AT v F—F ¥ LU VERMETEDLLIICLET,

* [% threshold before incoming SAs are cookie challenged] : ASA (2%t L THFR I N D G5
SADSH, AT —a O SADEIE, ZOREICET S L. LIEOSAR T
V=g IR LT v FxF— Fx L UpMThitET, #iPAIL0~100% T3, 7
7V M 50% T,

* [Number of Allowed SAs in Negotiation] : —fi COR T T — 3 U H SA OfE % il R
LET, Z2ovF—Fx LUV EHT25GAIE. A7 0 X Foy 73 Thbivd L9
2. ZyF—=F XL VDOLIWEZ ZOFIRE Y HES LTI ZS W,

* [Maximum Number of SAs Allowed] : ASA L TFFr] 415 IKEv2 ##c OE & Hi[R L £ 97,
T 7 AN T, T4 B ATHRE ST DR #5878 ERR T,

* [Notify Invalid Selector] : SA TZAZEINTEE Ty NREDSAD NI T 4w LY
B L =B LRWEARIC, BHEIIET ~DOIKEBMOEE LA EITENCTE £,
ZOBHOEFITT 7 4V BT, BT TET,

IKE v2 8 DEXTEIZ & % DoS WED[fLE

EEtXalT7 0 7Y vm—ar SA) #OF¥X L PEITI VI vF—Fx LU TVER
ET D), =T U7 SADEEFIRT S Z LIk V., IPsec IKEV2 #46¢12 %4 25 ¥ — B A5
(DoS) BEEAHIETEET, 7 7 4/4 FTIiX, ASA TA—7" 172 SA O ZHIREET, SA
DI FX—F XL IUEITHIZELDYEFA, FAISNDSAOEEFIRETHZ L TEE
T, ZhICk-o T, FRLUUBKITEGEOR I —2 g UM Thn R kDD, 7 v¥F—F %
Ly UHSRE CIIBHIE CE T HIEE OB A R CX e W afREMER H 5. A E U X CPU ~DH(E
ZBiIECE £,

DoS W TI, WBEHIX, ©T T3, A0 SAR A v b EFE L. ASA BEDIEE &k
FI2EHBELAMLETNL, E7 T AT THULSELEEA, 7 710 AN TH
ZARRERICAT O & INEZFIET D E TASATIH A SN T X TOSATRZMHTE £,

I X —F L VDLEVE (%) 24 F—7NMITDHLE, =T SAFxAvT— g
OEMNFIPRINET, 72&2E, T 74/ FERED 50% TIE, FFal&4uD SA D 50 % Bp =
vE—yva i (A=) OLEIZ, ASAX, BIFE L7ZBMO SAWMI 7y vD Y v X —
F ¥ L PEITVET,

[Number of SAsAllowed in Negotiation] = 7213 [Maximum Number of SAs Allowed] & & & 12 H
TOHEEE, AR u A F2y 2 MTONLE I, ZyF—F XL PVDOLEWVEZ

NHDOFFELY B LTLEE N,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] %R L T, IPsec L'/l

TRTO SA DFFizfillRd 52 &b TEET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B keemgeronTrzyFizonT

IKEV2iESET7 O Y T <y TIZDNT

9.14(1) V U —ALIKE, ASAIKEV2 3T 27V F b~y 72V R—Fr+5L o5V EL
7o RUFRNAVNOETRE T T 5 L IKEV2IZY A NNORD BT TSA DML Z kA F 7,
BRI0EOETT RLAZFFS7 ) 7 b~y 7 HHETEET, IKEV2 TOZOEKET O
HAR— NI, RS, BEET 2 ) S b~y T EEHLTIKEVI 226817 255 1IC% L H
T

IKEV2 I G D 7 VT v~y FTOREYR—FLET, LIZN- T, BEETIINGmD 7
VR FICHRESN, PRV EBRBT 2T LOEREZITANDTZDIZFERLCH D
MER SN ET,

IKEv2 1 =< T —45 DENE

IKEV2ZET (Peerl 72E) Dy gz LET, 5E0 SA INIT #iX{E T Peerl (2|
HETERPoTZEE, EOBHEENETINET, ZOT 77 4 7 41T 25000 F
o

Peerl |[ZFEENFEAT S L. SA INIT A v —I78 Peer2 IZ35E SN ET, Peer2 ICHEETE
FRWNEA 1T, 2 9 12 Peer3 & DB v Y a VEENENBIME S L E T,

UL = TOET VR RNIHATRTOETEFEHAT AL, IKEV2IE., WTFnoe T &
SABFESL ZNDET, Peerl by a v EFHERKBLET, KOKIZ, ZO8EEEZRLE
—é‘o

1: /M= I—42n7atR70—

—_— SA_INIT —>
Peer 1
—_ (Retrans SA_INIT 5 times) —> 2000
e E—— - —_— | — SA INIT request —>
<— (_ SA_INIT response ) ——
Host 1 Initiator Peer 2 Host 2

(19216820 ) (1111 ) AUTH request > 3.3.3.3 192.168.3.0

<4— ( AUTH response _

\)

() IKESA ZBH#AT 2I2i%, MR b T 7 40 v 7 BB TY, TD7=d, TN RIS 5 7=
WCIROETIZHEEIL ., %%m . BETRERE TN SA S LET, FT T4 v s RIS
ﬂk%ﬁﬁ\&®€7THGSA%%#¢5K®K$%FUﬁ—ﬁﬁgﬂﬁ@ifo
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KEz g EF sy T reyFicont ]

IKEv2 L XK > & DENME

IKESADVARUVETNRAZANT VT b~y THRNOBEHOET AL THRESNTWDH
A, IKESADFRITENAT-NZ, A =V 2—HIKESADT RLANR, Z U T b~y THNOH
ET 7T 47 RETOT FLATHIFSNET,

72 zE, ZVT b~y T NOBET 7T 47T (LARVZELTHER) BNEAOET
THDHEA. IKESA X Peerl DIP 7 RLAMWLEMBEINE T, FEEIC, 2V 7 v~y 7D
BET 774777 (VAR ZELTHER) B2FBOET THDHEE . TIKE SA I3 Peer2
DIPT RLUANGEMBENET,

A\

G¥) E'7 b7 X—PuiE, IKEV2 ¥ LFET hARa O L ARCVAMITIEIR—FENET A,

DY TRy TEEBHOET7AVTYIAD) Y +

IV T b~y TEERTLHE, ETA Ty 7 ARERIZ Y FE, VA NADOEAIOE
Thb b RARRBENET, RORIZ, FEORATOERET A 7 v 7 ADOBIT 2R
LET,

R1:SARIDBEBET A VT v 9 ADHEAT

SA BTN E7A2TvI ADHEE
Oty k

BERRERET KFIE

72— 1 FRR—=FLDOLR—K PIIIN

T x—R2 T R—YPILDOR—F XTI

DPD ACK K%15 PSInY

AUTH 7 = —=XHD T 7 4 v 7B L7 ZD | %fI&

A=

Authentication failure (GRFESHK) K hix

ETICEEARRE R 720 F— AR R Ut b

R2:SABRDERET A VT VI ADBIT

SA ZDIKR E7A 0Ty A0HE
o'z

TaR—PVDAR—BIZ L5 F —HAERDOK | Uy b
e
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B keesgerorsss

SA ZDIKIR E7A42T v ADHEE
oty k

F—HERTDONT T4y 7L ZOR— | Uty b

4

VT b=y TOER Ut b

HA AA v F A —r3— X

clear crypto ikev?2 sa JETIRY

clear ipsec sa Utk

IKEV2SA # A L7 7 b Vv b

IKEv2Z 2 ET7 DIEEIE

IKEvi 8 LU IKEv2 70 )L

VT b~y INEFOIKEN—Y a3 VEBLXOEEE T TREINLTWVWDILE, ROETIZE
BT HENC, MHFDONA—T 9 U OF/ET T SA DRITHITHOILET,

7223, 2200 T PLEP2 T/ UM~y T NEEINTWVWAEE, IKEV2 @ P1, IKEv]
DOPl, IKEV2DP2 DX HZ M RADREEINET,

SR A%
HHOEYT -7 )7 b~y 713, HAND L AR ZFTNAL ZA~D b RV EBE LSS,
BAIDT AL ZZEETERVEE, ROV AR ET AL ZZBE L £,

A== TR, R, VAR ETF AL ZAD N RVERBLES, 775747534
AMB TG RE, AR UNATNRA AL, TIT 4T T, ZADPeer2 DIP T KL RN
TH7 YT b~y TR, Peerl DIP T RLANDS RV ENLE 9 L LET,

EHhyS5R4

BEOEYT EHRHS7 ) b~y AL, £H 7 T AFZDORBHEANIZH DL AR ETISA A~D b
VANEBBTEET, BRIIDOT AL AZRETEX WA, RO VAR ZTINA A~DE
A E T,

A== HTNARE, VAR ETNA ASD RV EBE L E T, Peerl ICRFETX
RS, 7T AXNDTRTO ) — RITIRO Peer2 [IZBH L £ 3,

DI SRE

IKEVREEET 7V F R~y PRRESNTWERES, SHr 522 ) o 3 R—FENE
A,
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IKE 1) < —

ke Ay o— [l

ILFAVFFAME—F
CNT AT HRANE— RTIE, BERECTOEMEZISE 2T A MIERERD T,

A= aVAN

F RNV DFENLIZRIE LTS A R, Zhvboavy REAHCL T, MEEZ S HICoi LE
ﬁ—o

« debug crypto ikev2 platform 255
« debug crypto ikev2 protocol 255
« debug crypto ike-common 255

IKEV2EEETIZEAEDOT Ny Z7ua 7 oflzRIRLET, 2o ZiZid, €7 O@EERER
INET,

Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,
initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto
map.

[Configuration] > [Site-to-Site VPN] > [Advanced] > [ KE Palicies]

ZDOA 0, IKEVI AR Y =L IKEV2 R U > —%3B, RE. EI3HIBRT 2720 EH L
F9,

IKEXxdvx=—3 3 VOSEBEFRET HITIE, WIORTHEAZEDIKER DY —% 1 2L EE
L ET,

« —BDTIAFVT 4 (1 ~65543, 1 B’ mDTIAFVT 1) &
s BT D ID ZHERT DAl =,
T — A ERHE L, TTANRN—ETDHE ST,

s HMAC 5, #EFOHTEIRILEL., WEPIZA vE—URNETFIN TV NI & A2 {RFE
L/iﬁ‘o

BB —HB 7 L =Y X L %Ei{bd 5 Diffie-Hellman 27 /L —>7, ASAIZZ D7 /LY XA
FEALTC, edr—_nny o F—2EHLE4,

M — A E XWX DEIIC, ASA DNF DB — 24 14 5 o R,
ZIKE XTIz —arit, 72— 1 E7x2—X2 EMEEND 2 ODFSITHIPNET,

7 x—X 113, U%@KE*ﬁyi—yaV%/ﬁ CERET HERMD bRV EER L
¥4, 7x2—X2TlX — B AR HET D P RADMERR S NE T,

IKEvl OFE1E, K/37 A—ZIZXH LTI DOREL T2 A X—T M TEE T, IKEV2 O
Bl 1 207 o R—Y L CTHEEDFE ([Encryption], [D-H Group]. [Integrity Hash], 35X
[PRF Hash]) ZfiETE £,
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B ke &y —oemErEe

IKERY S —NRESNTWRWIES, ASAIZT 74V FORY —ZFRALET, T 741
MRV =3 E R TA—F DT 74V MERGENTEYD, RV —DF T4V T 413
Wl FALICERE SN E T, FFEDRT A =X DEEEELRWEA, 7 74/ MENEA S
iTO

IKEX Ty om—ya U RBlsshd e, R3vm—va VAR TOETREOR Y —F
THEVE—RN ETICEELET, VE— R TR, —HTARY S —RR0NE I, FTh
THER) =T T34 F VT 4 BITHBEBELET,

Wgft, /v =, FB3E. B X O Diffie-Hellman DESFE U T, SATA 7 XA AR EE ST
RV —DTAT7HALLUTOEEITIE, IKERY —RIC—ENFELET, 74741 A
DELLLARVWEAIE, (VE—FET RV —0n60) BNHTDOTA4 744 AR EHSNE
To —HT LR —=BRVEA, IKE i3RI m—a U adid L, IKESA TR ShvE
A,
Z4—ILF
* [IKEv1 Policies] : B EF A IKE RV > —FNZNDNRT A —=HERELR R LET,

o [Priotity #] : RV > —DTTAF VT 4 R LET,

* [Encryption] : W5 5 b 5 NA R L £,

«[Hash] : "= 73 ALhERLET,

* [D-H Group] : Diffie-Hellman 7' /v — 7" %/~ L £7,

* [Authentication] : FBaF T &R L E T,

o [Lifetime (secs) ]: SA 74 7 XA LEPHTRLET,

« [IKEV2 Policies] : B EH & IKEV2 RV L —FNFND/NRT A —Z R EEZFRLET,
o [Priotity #] : RU > —DTTFTA A VT 4 2R LET,
* [Encryption] : B 5t AR L ET,
* [Integrity Hash] : /~» = 743U X A& R LET,
« [PRF Hash] : 5&{lELERI% (PRF) Ny = 73U X hZ/RLET,
* [D-H Group] : Diffie-Hellman 27 /\—~7 %R L £,
s [Lifetime (secs) ]1:SA T4 7 XA LEPHTRLET,

IKEV1 7R1) > —DEBME = (THRE
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKE Policy]

[Priority #] : IKE R U > —DFFAF VT 4 R ET DHFE2 AT LET, #PHIL 1 ~ 65535
T, I B I@EDTTAF VT 4T,
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[Encryption] : FF S b AR L 9, ZiuE, 2 5D IPSec B 7 TIRiksNnNbd7 — X &%
HET DG BSLT LY XL TT, ROFPLRINTEET,

des 56 £ bk DES-CBC, ZAMEIIMENTT A, oS R L v EiE T,
T 7 HI R,

3des 168 £ |k Triple DES,

aes 128 ¥ | AES,

aes-192 192 £ k AES,

aes-256 256 £ b AES,

[Hash] : 7 — % QDG A LRFET DNy 22 TA TV RLERRLET, X7y b3, £
by MIEENTWARELALREINT-Z L, FAEFICEETEINTWARWT & 2R
LET,

sha SHA-1 |77 5 /b MEIZSHA-1 TF, MD5 DX A V= 2 hDFHIIE L
— DS SHA-1 LV {00 E RAASTWET, LovL, MDSIZHT
HBEED S (ZHUTIERICIRE) LTH, IKEDMEM Y 5 HMAC
NYT v MR OREESEET,

[Authentication] : 45 IPSec &'7 D ID & #1327 812 ASA Mt 3 2 58FF 7 N8I L £ 77,
FHHA T IR T D% v NU =212 LI REAREE 923, /NEEER » T —27 Tk
Y N7y TIRESTY, ROBIRERH D £77,

preshare | i ledr—,

rsa-sig RSA L7 =F % 7L TV XA Lo TERESNEF—F(XDOF VX VIR,

[D-H Group] : Diffie-Hellman 7 /L — 7" ID Z &R L £9, ZDID X, 22D IPSec 7 23, #H
AIZHAREFRZEEET 20 TR, WAMEFREZID M 72OIEH L ET,

1 TN—71 (768 [FZ7 4k O N—72 (1024 £~ |+ Diffie-Hellman)
v h) WX, FA—7 1 F72135 LR L T, CPU OFEITHRITE
WH DD, LZEMITELS 2 97,
2 TN—72 (1024
By k)
5 T—75 (1536
ey b)

14 T N—7F 14 (2048 | 7 7 + /v k@ Diffie-Hellman 7' /L — 71X 7 /L—7 14 (2048
v h) t > b Diffie-Hellman) T,

[Lifetime (secs)] : [Unlimited] Z 4 23250y, SAT A 7 XA LEBH AT LES, T 74V
ME 86,400 B>, O FV 24BEITY, 74 7 XA LBELTHIELE, ASA IZLIHED IPSec &
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IKE |

F2 VT4 T/vm—arzl0Eenicty N7 vy LET, B LMEX 7L~
WD, F—OFAKBRZRIEIZES (W2~340T812) L ThEXxa U7 11
RIEENFET, 74NV b E2FOFTEHFEATHZ L AHEEL £,

[Time Measure] : FEfHEEHEA IR L £, ASA TIFROMEZEHTE ET,

120 ~ 86,400 ¥

2 ~ 1,440 43

1 ~ 24 IKff#]

1 H

IKEv2 /R o—DEBEME-IIHE

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKEv2 Policy]

[Priority #] : IKEV2 R Y & — D7 T A F VT 4 X ET HEFE AT LET, #@PHIL 1~ 65535
T, I B EDTTAAF VT 4T,

[Encryption] : S b FX AR L F7, ZiE, 2 5D IPSec BT TIaiksnbd 7 — & &%
HET DRI BSALT LT XL T, ROFPLRINTE ET,

des 56 £~ ~ DES-CBC 5 51{k% ESP (Zxf L CTHREL £ T,

3des (774w b) U TV DESHEEALT /L= Y X L% BSPIZH L THEE
L\ij—o

aes AES & 128 B b ¥ —H55 k% ESPIZxI L CTHEL £,

aes-192 AES £ 192 B b ¥ —BE{b% ESP 2% L CTHRE L £7°,

aes-256 AES & 256 &' b ¥ —H55 k% ESPIZxI L CTHREL £,

aes-gcm AES-GCM/GMAC 128 ¥ b DY iR — b 5l 5k & &Mz LT
fBELET,

aes-gcm-192 | AES-GCM/GMAC 192 £ kDR — bk Z 5Bl 54k & A6 LT
RELET,

aes-gcm-256 | AES-GCM/GMAC 256 £ b DR — k& Bl 5k & AR LT
BELET,

NULL BB b DTN 2R LET,

[D-H Group] : Diffie-Hellman 7 /L —7 ID Zi8R L 3, ZDID X, 22D IPSec 7 23, #H
HACHARERREEET 20 TR, AMEFREZRY M3 72OEHLET,
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1 ITN—71 (768 | ZHMT 74/ hTH, Group2 (1024 £ b
vy h) Diffie-Hellman) Ti&. EITITHEZR CPUBRRIN D2 720
FIM, Group2 F721L 5 L0 EEMENRLD £,
2 T—72 (1024
By k)
5 TN—75 (1536
By k)
14 7 —7 14
19 TN—719
20 7 N—720
21 T N—721
24 7 N—7 24

[Integrity Hash] : ESP 7’1 b 2V DF — X BEVEZRGET H7o O DNy o T Y X LR
WLET, X7y FB, Z2OXT7y MRS TWDORETLNLREINTZ &, it

WWEE XN TWARNT & &5

sha SHA 1 F 74/ MESHA L T, MD5 DENRA A V= A RHP/NEL,
oy VDS SHA1 XV {000 E RS TnES, LarL, MD5IZx
HWENEKD) (ZHUFFEFICEE) L TH. IKEMEHT % HMAC
NY T MR ZOWELZHEE T,
sha256 |[SHA2, 256 B> K256 By hDOX AV A RN TEFaT Ny o 73 XASHA
DFEAT AR 2EFETELET,
sha384 S$AZ%Mm A Y FDOF A2 A NTEFaT Ny 73 XA SHA
digest 2EEELET,
sha512 5$Az&zm S2E Y FOFAA P2 A RTEFaT Ny o 73 Y XA SHA
digest 2EEELET,
null AES-GCM F 721X AES-GMAC BB L7 /T U XA E L TRES

NTNWSHZ EERLET, AES-GCM B LT3 X h & L
TREINTWDIEHAIR. XNVEAEETAVIT Y XLEZBERT D0
EWRH Y F9,

[Pseudo-Random Function (PRF)] : SA THEH SN AT X TOK LT /LT LD HDF—
B W OFL AL TITAE ] S 415 PRF 248E L £ 7,
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IKE |

sha SHA-1 57 4L MEIZSHA-1 T3, MD5DX A V= A ROFR/NEL

SHA-1 £ 0 {003 E RSN TnET, UL, MDSIZXd
DEEN S (ZAUIIEFICHEE) LT, IKEAMEHT 5 HMAC
NYT VNN ZORELEET,

md5 MD35

sha256 |[SHA2. 256 B>y K [256 By DX A P2 AR TEXRaT7 Ny a 7/)La ) XA SHA
DEAY AL [2ZFELET,

sha384 |SHA2. 384 b v M |384E Y DX AV 2 A M TEF 2T Ny a 7/a ) XLASHA
OEALTxz AN 2EBELET,

shab12 [SHA2. SI2Ey M S12E Y FOX A V2 A N TEXF 2T /Ny o 73 XASHA
DEAY A [2ZELET,

[Lifetime (secs)] : [Unlimited] Z 41232520y, SATA 74 A LEEKTAHLET, T 741
X 86,400F0, DFE D 24 TT, T4 77X A4 LEELTHIEE, ASAITLIED IPsec & ¥ =
V74 T7Yvx—varzloitiElicty N Ty LET, BELREIL+DR L~ ldh D
72, F—OFARBREEBRICES J2~307810) La< Thbexa T ¢ 3RS
NEJ, TN MEFOFTEMERAT L EEHELET,

ASA CTIHIROEZFHTXET,

120 ~ 86,400 ¥

2 ~ 1,440 43

1 ~ 24 IR#fY

1 H

=L

ax AE

IPsec D

ASA T, LAN-to-LAN VPN #£#¢1Z IPsec 23 ] &4, client-to-LAN VPN $£#¢(Z IPsec % {3 ff]
THZLEHBRTEET, PPsec DAHFETIE, 711X VE—FT 2 BRAIIAT b E
FEBOEX 2T F— oA 2R LET, ASAL, A2 BT (IPvd £721X1Pve) &, B
B D¢ _RTOEAECHEHL L 7= — R/8—F ¢ 7 & D LAN-to-LAN IPsec ##i 2 A" — b L
7,

N RNV ERENLT HIINC, 2 DO ETIX, Rk, Bk, B 7 eub, F—EFHRAGET 5
FaVTF 4TV vE—varERrIvEaE—FLET, INHORITT— 3 ZE, bz
JVOMEST (IKESA) &, M RVND T 7 4 v 7 Ol (IPsec SA) &V H 2 OD T =—X
NEENET,

LAN-to-LAN VPN (%, HERRIC R BN H D %y U —7 85 LE T, IPsec LAN-to-LAN
B Cld. ASA IRGME2IBM E U CTHERET 5 Z L A TE £9°, IPsec client-to-LAN %
FETIL, ASAITSEMIE LTOAKEEL £9, BEMILSAZRE L., IEMILX, REINTZ
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SART A—Z W~ T, SADETREZITAND D, HEET D0, £RITHEERLET,
Ve e fleNr 32120, WFDT T 47T 4 TSADR—EHTHLERDH Y 9,

ASA IZ, RD IPSec @MEa R —F L TWHET,

PRECT VX NVGEAEREHT AL X, 72— X 1ISAKMP £ X2 U7 4 7/ x=—
varExrayEz— T 5540 Main E— F

AL CHEAEA X — 2T 5L X212, 7=2—X1ISAKMP X2 T4 7YV xo—3 g
v (SA) ExrIvx— NTBH5ED Aggressive E— K

FRRET VT Y X
* ESP-MD5-HMAC-128
* ESP-SHA1-HMAC-160

o NEFT— K
o FHEHLA S —

e X509 F & VAR E

i W 2= I N
« AES-128, -192, XL 1r-256
* 3DES-168
« DES-56
« ESP-NULL

o JEIRFRRE (XAuth)
cE—RNar74¥al—rval BIAISAKMP 27 f ¥ab—r a3 v HRA)
o« b BT EMEE— R

« LZS Z{HFH L7- IP JE4E (IPCOMP)
F|i§
ATy T e~y 7 B1_—) ZHELET,

ATV T2 Psec FHIZ T/ AT —var R v— @13—=Y) ERELET,
AT w73 IPsec Proposals (Transform Sets) (44 X—3) ZFHELET,

hval = y
CR=INAV AV
[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto M aps]
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B ==<.

ZDA T, IPSec LV LICEBESNTWS, BIEREESNTWAZ U 7~ = v FFmxR
ENFET, 2Tk, IPSec L—/L & BN, fﬁ% HIER, BI0VEY ., BIOREE fHiF L7209
TICBEI S8 T,

Y

GE)  MERoNL—T, RE. B, FR3abr—TXFHA, ASAIZ. XA FTIv T R RALR
) VeMRESINTWAEA, VE—FIZTA T 0D T 7 4 w7 OBIRERZ BRI
ZHANET, BEDN T 74 v I BEIRTDHILICL ST, ZOREEEIMLTEET,

[Interface]. [Source], [Destination], [Destination Service], F7zId [Rule Query] Z 38R, [is] £7=
1% [contains] Z IR, HDHWET 4 NVH NTA—FEANTHZ LIZL-T, V—ILERER

W= NVDFRET7 4 VHUEE) T2 TEET, [L]E27V v 7 LT, BIRAHER TR
TOBFZY NUDIRENTZBREA T e Ry 7 A& Ed, FATT I LI, V—%E
M THERTHEOICHEHLET,

IPsec L— /L TIZLA T ZHE L £,

* [Type: Priority] : /L —/L DX A 7 (Static £ 721X Dynamic) & ZD 77 A AV T 4 ZFRRL
i TO

* Traffic Selection
c[H#] V=NV EFERLET,

* [Source] : NT 7 ¢ v 7 % [Remote Side Host/Network] 7 7 LD Y X NMZHDHIPT N
A TICEETDHLEIC, ZOAL—IHED IP T FLAZRLET, FBMlE—F
([Show Detail] R% > % &) Tix., 7 KL A BT 22, Tany] EWIBENEEN
HAUE =T oA ABDRFEREINDHGENH Y £ (B Tinside:any] ) . any I3,
WEA A —T 2 A ADTRTCDRA NPN—NVOEBEEZTHZ L aERLET,

[Destination] : ~ 7 7 ¢ v 7 %3 [Security Appliance Side Host/Network] 7 7 A @D U A KT
HDHIPT RUANLERFEEINDEEIZ, ZOV—IIWEHIIPT KL RAE—ELXRRL
£, T — K ([Show Detail] R¥ > &) TiX, 7 KL A 7 A2, Tany)
EWVIFENEGENDA LV F—T =4 ALNRRRINDIGERHY £ (B

loutside:any] ) . any %, AMHA > F—T = A4 ADTXTDHRA NPR/L— L OFEE
BT HZEEERLET, SOICFHEME—RNTIE, 7 RLAD T AIIHAD v aTH
FNEIPT FLARGENRS Z L b H 0 £ ([209.165.201.1-209.165.201.30] 72 &)
INHDT RURIE, BHEALT RLATT, WEAA ML o THMNBHE A h~D#z
REPMERR S LD &\ ASA ENEAA DT RL A&7 —LDT RLAICw vy BT L
F9, RANRT U AT RERAIER L%, ASAIZZOT RLA vy BT
ERFFLET, 207 FLR vy B 7L xlate & FETL, —EHIM A E VIR
FranvEd,

* [Service] : —MIZ X o THRESNA Y —E AT harzigE LET (TCP,
UDP, ICMP, F721X1P) ,

¢ [Action] : IPSec L —/DF A7 (T 5, EIIRE LR ZFRELET,

¢ [Transform Set] : +—/VD KT A7 —h Y hERRLET,
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* [Peer] : IPsec E'7 Zakhll L 9,
« [PFS] : L — /L DERHREMER EME R LET,
* [NAT-T Enabled] : 78 Y 2 —"C NAT Traversal X G782 > T E0E I nE R LET,

* [ReverseRoute Enabled] : R U & —TU NR—RAb—h A V=7 a3 (RRI) A F—7
MNZTe 5T BNE I NERLET, RRUIHE Tirbiv, L AR IhET, REN
ERELITHIRENDETEOE LIV ET, ASAIX, V=T 47 T—TNIZAH
T4 w7 v— e HBIZEML, OSPFEHEA L TENLDONL— b ETTARX— K Ry
N — 7 IR —F— —Z Tl L ET,

o [Dynamic] : # A F I v ZITHRESINTWBEEHA, RRIEIPsec EFX 2 UT 4 7T
T—3 3 (SA) DOFELAEIRFIZIERL 41, IPsec SA IR I N D L HIBRSALE T,

\}

GE) XA F I v ZRRIIIKEV2Z R—ADAZ T 4 v 7R~ v 70T
W S E T,

* [ConnectionType] : (AZT 4 v 7 bRV KRY —TOHREAR) , TDORY - —DOHH
4 A 7% bidirectional, originate-only, F 723 answer-only & L CalkBll L £7,

* [SA Lifetime] : L— /LD SA T4 7 XA LEForLET,

* [CA Certificate] : RY > —D CAGEAFELZ R R LE T, X, AZT 4 v 7 8RIZIET
HHSNET,

» [IKE Negotiation Mode] : IKE r &3 =—3 3 > C, Main £ — RE 7213 Aggressive E— K%
T 20EIMERRLET,

« [Description] : ({EH) ZO/NL— L OffEALARAZIEE L7, BEL—LOESIE, L—
JVOIBNRFIZ AT LT23AIC /2 0 97, BEBROL—/UiZid,  [Implicitrule] &V 95 FRaks
BENTWET, ROV —VUNADNL— VOB ZHRET DIT1E, ZOVT Lehs
U w7 LT [Edit Description] Z &R 570, ZOATLEZXTNT Y v 7 LET,

[Enable Anti-replay window size] : UV 7' LA W& LT ¢ RUDY A X% 64 ~ 1028 D
HHHD 64 DIEFTHRELET, BER QSR —THO I 74 v 7 v=—E 7Tk
H7F7A4F V)T 4 Fa—A 22 ( [[Rule Actions] > [QoS] # 7' #ZHMR) DEIKHIEE

X, X7y NOIEENEDLZ L TT, IPsec/NTy N T, 7oF V7oA U4 Ry
PIZA WIS 7 > MZ R D S syslog A v E—URVERSNET, b 0BE

X, 794 F VT 4 Fa—A L TOGRITIERTT, 7oF VT DRI A X%
WET D&, RMEBEET L2 ENTEET,

[Enable IPsec Inner Routing Lookup] : 7 7 # /L K TlE, IPSec k> R/LfRH TEF S5 /8
o Mt LTy 72 7y ZIXFEITENET A, 2y MR OBEREGRL Y 7 7 v 71X
SMERESP /T v MR L TORTONET, —#OFry hU—7 bR TR, =7 4
YT DOEFNZ L S THE AT v POARZAPEERSNTS, Psec b RABELET v 74K
RBOLE. MRV EN LTy MIIEEFICV—T 4 7 8T, SiEICEETEEY

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. [Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7

o ZNEIET B2, IPSec NE X7y by NZEDN—FT 4 T Vo I T
ThA F—T T LET,

[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] # 7

ZDA TR, IPSec L=V DFH LW R RV R —REFELET, ZZTERTHHE
L. [OK] %7 U v 7 L7242 [IPSec Rules] 7 — 7 /VNZF R ENET, TXTO/NL—/VIE, T
7 4L kT [IPSec Rules] 7— 7 /WCEREIND LT ITA R—T MR £77,

[Tunnel Policy] A > Ti&, IPSec (7 =—X2) X aVUTF 4 7Y/ x—T a3 (SA) Ox=T
Y= FTHMATD b R V=2 ERTEET, ASDME, 2—H—Dar 7 ¥
L— g UHRERERZED AL E TN, [Applyl 227 V v 7 T 5 ETHETHOa 7 4 X
L—ya VITIRIFLER A

TRCORFNV R —TlH, P T AT r—h vy bE2EEL, WHT X207 4
TITIAT VAL B =T oA AEREETDHIMNENRSY T, N T A7+ —L%F > hTIE,
IPSec DIF SAVALEL & G BALER A2 FAT T DB LT LT X AB LNy v a 73 XA
FRELET, T_CTOIPSec ET7NRE LT AT RAZFR— T2 LB T-0H, %
KORV—ZBELT, TNENCIODTTAF VT 4 &2EVYTHIHCTHILELT
EFT, TOBEX2VT AT T IAT U AZ, VE—FDIPSec BT & 3T m— KL T,
WHEOET NP R—= DR T AT —L Ty e —HIEET,

Mo xR Y o=, RAET A I FERFIFTATIVICTDHIENTEET, AXT 47
MRV ARV —TIX, BX2VT 4 77747 ATIPSec #fi#7Fr] 45 1 DLLEDY
E— FIPSec t 7 EIEY TRy NU—J ZRELET, AET v 7 R —%HLT,
X2 VT 4 T ITAT VAT EZRGT 200, £V E— N AR M OEEER A
BTomEIDERETETET, A¥T 47 R —TIE, FAIINDIFANERITRY b
T — 7 il T D1 DICERERE AT DHEN S £7,

FAFIvl bV R —E, X2V T4 TT7I7AT AL OERERGT L2 %
FRAISND Y E— R AR MIOWTOERERETE RV, ERITFBE LRWGEAIHER L
£9, UE—FVPNHRY A h TARA ZLEOKRT, ¥X2VT 4 77747 A% VPN
IIAT L MELTULMMERLRWESIE, ¥4Iy PV R O—2RET HME
EHY ERA, 4T Iv7 bRV R =0 bIRA2OF, VE—FNT 78X 7 F
AT D, VPNHFRY A N TARAZRE LTENET D X2 T 4 77 I7A4T o Apba—
=Ry NI =7 ~OERERMTE DL LT HHATT., ¥4Iy 7 oL AR) o—
. VE— T I7 BRI TAT U MIEA T I v ZIZEHD Y TONIIPT RLARD LH5GE,
FIEFZLDVE—RNT I BRI TAT 2 MIRlA DR —ERE LWL T HH5EIT
BB ET,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Tunnel Policy (Crypto Map) - Basic]

* [Interface] : ZDORY > —%WHT HA o F—T = A AL ZFTIRL ET,

s [Policy Type] : 2D bV R o —DF A7 & LT, [Static] F 7= 1% [Dynamic] % #&R L
i‘é—c

s [Priority] : RV > —DFF3A4F VT 4 ASILET,
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[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7 .

* [IKE Proposals (Transform Sets)] : IKEv1 3 & TNIKEV2 @ [Psec 7 2 AR — YL Z$5E L £ 7,

* [Peer Settings - Optional for Dynamic Crypto Map Entries] : 7R U > — D B 7 R EME %

‘j—o

* [IKEv1 IPsec Proposal] : R U > —D 7 aR—H)L (FTFL AT 5—h v ) &R

LTCIAdA| 22 Vv 3DE, TIT4TRENTUATH—LEy hOU R MNIEH)
L£7, [MoveUp] £7-iX[MoveDown]| %7 U v 27 LT, VA RHKRv 7 ANTOT 1
R—PNLVDIEFEE ANEZET, VT N~y 2 NV EREIFATFTIv I Y
TRy MU, KT OTRAR—FLEBINTEET,

* [IKEv2 IPsec Proposal] : R U > —D 7' mR—H )L (AT AT —A&y b)) ZER

LTC[AAd| 227V v 7 F25E, TIVTATRETU AT —L%ky hOVU R NIEH)
LE7, [MoveUp] £72i1&[MoveDown]l %7 U v 27 LT, VA RARy 7 ANTOT 1
A=V NLVONEFE ANEZET, 27V N~y 2 NV ERFFATFIv s 27
Thwy 7 RUIZE, KT oFaR—FLrEBNcEEd,

ELE

e

* [Connection Type] : (AX T 4 w7 F )RV —TDHAEZR) , bidirectional,

originate-only, F72!%answer-only Z R L T, ZORY o —DHF A T2 faE L £
9, LAN-to-LAN##:D355 1%, bidirectional ¥ 7= % answer-only (originate-only TiX72
V) ZEIN L £9, LAN-to-LAN TCE 56 DA%, answer-only %2 3R L £, originate
only Z B L7256 1%, KR I0EOTTRE T ZfiE C& £9, HAMII L TEIT,
originate only £ 7= (X answeronly #fiE CE £7, EHLHHT 74/ FTA R—T7/VZ
o TWERA,

s [IP Address of Peer to Be Added] : iB/IJ % IPSec ET7 D IP 7 KL A% AN LET,

9.14(1) LA, ASA X IKEV2 THEOET 2V AR—MLTWET, RKI0ETEZ27 U
7T h=y FIEMTE ET,

» [Enable Perfect Forwarding Secrecy] : iR U 3 —® PFS %2 A 32— 7 WM T HHEICA I L E
o PFSIE, HTLWF—TT T, HHP5mEOF—LERLRNEN I {ba st
7 hTY, IPSec T T—3 g9 THDT =—R2F—F, PFS ZIEELRVIRY 7 =—
RZESWTERINET,

« [Diffie-Hellman Group] : PFS & 1 X —7 /VIZT 556 1%. ASAE v v a v F—DAERKIC
i 19 % Diffie-Hellman 7 /L — 7 & BINT D2 ME R H Y £3, WOBPRIERH Y £7,

ASDM T

*[Group1 (768 > k) ]:PFSZ{#iH L. Diffie-Hellman Group 1 % f f§ L C IPSec &

ary d—%ERLET, TOLEDOFEHE generator FiX 768 B N T, DA
Ta EEWEEEE R LETE, KV E OB — N—y RELE L LE
R
+ [Group2 (1024 ¥~ k) ]:PFS Z{#i L. Diffie-Hellman Group 2 % fi F§ L C IPSec
tyvard—%AERLET, 0L EDOFEKLE generator L 1024 £ F T, =
DAT v a i Group | KV EWEEMEEZRLETN, L0 EOLIA—N—~y
FEvEE LET,

* [Group 5 (1536 £~ ) ]: PFS Z{fi ] L, Diffie-Hellman Group 5 % i H§ L T IPSec
tyvard—%AERLET, Z0OLEDOFEKLE generator L 1536 > T, Z

w4 3 : Cisco Secure Firewall ASA &') —X VPNASDM718 3> J 4 X¥al—> 3> A4 K .
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. [Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7'

DA T aiEGroup2 LV EWELMEEZRLETH, LVEOUHA— R—~y
REVEELET,

* [Group 14 (2048-bits)] : 52 EHREME 2 HH L. IKEvV2 (2% L T Diffie-Hellman 7 /L —
14 = HEHLET,

« [Group 19] : SEEHRIEFE 2l L. IKEvV2 (Z%d 5 Diffie-Hellman 7' /L — 7 19 Z{#
LT, ECDH #¥%R—hKLET,

* [Group 20] : FEEHREME 2 ] L, IKEv2 (Zxf L C Diffie-Hellman 7' /L—=>" 20 % {#
LT, ECDH #¥%HR—hKLET,

* [Group 21] : 5e&HREME 2 L. IKEv2 2% L C Diffie-Hellman 7 /L — 7 21 % fi#
LT, ECDH # %R — KL %7,

* [Group 24] : 5e&HREME 2l L. IKEv2 (2% L C Diffie-Hellman 7 /L — 7 24 % i
ALET,

[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7'

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rulg] >
[Tunnel Policy (Crypto Map) - Advanced]

* [Enable NAT-T] : = D7 U 2—@ NAT Traversal (NAT-T) %A %x—7 ML ET,

» [Enable Reverse Route Injection] : Z DR Y > —Difi/l— "NEAZA F—T Mz LET, U

N=A = AP =7ay RRD T XA FIv I V=T 407 T barzfl
AT 2NENV—FDON—T 4 T T—TMIT —ZE ANNTHIOIEHSNET, ¥4
FI v N—T 7 7 a haofll LTiE, OpenShortestPath First (OSPF) . Enhanced
Interior Gateway Routing Protocol (EIGRP) (ASA #5474 5455) . v—T7 4 » 7IEHRT
7 k=l (RIP) (UE—RVPNZ T4 7 hR°LAN-to-LAN & v & 3 UZfEH) 230
F7, RRIUIERE TITOI, fEARINET, REVNELEIITHIRESND ETED
FFILRVET, ASAIL, V=T 4 VT T—T AL T 4 v 7 — & BEIIZEN
L. OSPFZEHLTENLDONL— 2T TAX—F Ry NI =T E7 TR —F— L —H
(A LT, REITsEse (0.0.0.00.0.0.0) ZfRiER Y FU—2 & LTHRET 25A1.
RRI%Z A X —T /M LRWTL SN, T 74N Me— b 2EHTE T 7 4 v 71T
LET,

o [Dynamic] : # A F I v ZITHREINTWBEEHA. RRIEIPsec EFX = UT 4 7T
T—v a3y (SA) OWMELRKIIRFIZIERR 41, PsecSA D HIBRE D EHIBRSLE T,
HE . RRIL— M, — EBHFEET. N T 74 v 7 25 LT 0 0ER’H D55
W, PV EBRGT AR ENNET, ¥4I v 7 RRIBAYFR—hShd
E. RURADPHESLENDETL— IPHFIELEREA, LERST, ¥A4FIv 7
RRI AFRE SN~ ASA [ TEH . VAR AL LTOREELET,

\)

GE) XA FIvZRRIIIKEV2Z R—ADAZE T 4 v 7R~ v 720
W S ET,
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[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] % 7' .

* [Security Association Lifetime Settings] : ¥ = U7 4 7Y =—3 3 (SA) O &=
ELET, ZO/RTA—=FIZLD, IPsec SA X —D T A 74 A LAOYERN 2 H5E L £
T TA T XA LIE, Psec SABHIIREINIC 72 5 £ COfFMIRIZ R L, FrLnF— L FH
XTI — T LORERHY T,

* [Time] : ¢ (hh) . 43 (mm) . BROF (ss) HALTSADTA 7 H A LE4EELE
ﬁ‘@

s [Traffic Volume] : ¥ 234 NEAL DO NT7 7 4 v 7 TSATA 7 XA LEERLET,
IPsec SARHIBEINIC 2 D FTO_AL B — RF—ZDFa (4 NgAEANLET, &
/JMEIX 100 KB, T 7 4/ MEIX 10000 KB, HRMEIX 2147483647 KB T,

» [Static Type Only Settings] : AX 7T 4 v 7 F RNV KRV —DONT A —=FEHELET,

s [Device Certificate] : i3 2REEAZRINLET, 7 7 4/L D [None] (FHaidF
F—%fH) DA OMEZERT 5854, [None] AN % IR 95 & [Send CA certificate
chain] &= v 7R v 7 ANRA N0 T,

* [Send CA certificate chain] : N7 A b RA > N F=— 0 BIEKDEBEEE A F—T ML
iﬁ‘o

» [IKE Negotiation Mode] : IKE r Z v =—3 3 > E— K (Main £ 7213 Aggressive) % i3
RLUET, ZONRTA=ZIZLY, F—HROZHL SADY Y VT v T 2T 255
DE—REHRELET, FAvT—2a VORGEUAERTE— REREL, HE
MZHEI R T = — 3> LE9, Aggressive T— K@ T, HIT D7y b &
SRR Z DR D LM TEETH, WBfE—7 4 ODIDIIRES N EE A, Main
B NHEEHT, 7y b EZWEEDN L < 72 £303, BE/—7 1 D ID Z{ki#
LET, ZOF— NIE0ZemnEm<., 7740 FTRIRENTWOET, [Aggressive]
%8R9 % & | [Diffie-Hellman Group] V A R T 77 ¢ 712720 £,

+ [Diffie-Hellman Group] : i# 9~ % Diffie-Hellman 7 /L — 7 Z®K L £ 9, Group1 (768
B> h) . Group2 (1024 > k) Group5 (1536 £ k) DOHFMNSLEIRL £,

«[ESPV3] : BEEICMP =T — X vt —V % BEElb~y T X AT v I b~y 7D
EHEBICH L THEET ADEREL, EX 2V TF BT VYo —3 g R —%53%
ET BN, "I T4y Ta—Xry hEALR—T I LET,

+ [Validate incoming ICMP error messages] : IPsec b > F/L &I L CZIE SN, 7T A _—
N2y hT—27 EONEAA MPBGEHRDO ZNHD ICMP &7 — A vb— V& RiET
HINE D INERIRL £,

* [Enable Do Not Fragment (DF) policy] : IP ~~ #—{Z Do-Not-Fragment (DF) E v h
Ty NEFFORE /Ty & IPSec 17 VAT AN ED LI I T L0 EERL
F9., ROWTHNZEIRNL £,

[Clear DF bit] : DF £ h Z MM L £,
[Copy DF bit] : DF B> k Z#EREE L £,
[Set DF bit] : DF £ h &% E L CTHHAL 7,
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IKE |

. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

Y

* [Enable Traffic Flow Confidentiality (TFC) packets] : F > R/ Z@idT 5 7 7 4 v 7
TuT A NERATTHLI—DTFC Ty b A x—7 M LET,

G¥)

[Create/Edit IPsec Rule]

TFC % A X —7 WIZF HHIZ, [Tunnel Policy (Crypto Map)] @
[Basic] # 7 C IKE v2 IPsec 7' 2 AR —H /L RERE S TWARTIUE
20 EFH A

NR—=ZAh, XA O—=FR VA X, BIREZALT UM RTA—=FEFEHLT, ¥8EL
72 SA TREMNCT UV HLREIONry N4 LET,

. [Traffic Selection] % 7

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Traffic Selection]

ZONA T, RETD GFRD) T T v R LR (JBER) N T T 4 v 7 EE
FCEET,

« [Action] : ZDN—/VTFEITTHT 7 v a a2 ELET, @EREUL, [protect] & [do not
protect] T9,

* [Source] : EEITLAA NEITHRY NT—=TDIPT RLVA, Xy NT—7 X7V b
IN—T EFA A =T A AP T FLRAEEELET, L—1 T, HETLsE
FOMIFTRUT RLAZFEATEEFA, [LJEZZ V27 LT, RO 4 —)V REgETe
[Browse Source] ¥ A 7 12 J AR 7 A&EHE ET,

* [Add/Edit] : IXEILT R AEIEX T N— 7 %8BT 5121, [IP Address] F 721X
[Network Object Group] % %R L F 9,

* [Delete] : => b U ZHIFRL 7,
o [Filter] : AR SNDERE T ANZ Y TFTHIPT RLAZASTLET,

s [Name] : $c< /X7 A =2, EEILHFAMELEFR Y NU—T DLA4FIZEET D2 &
ERLET,

o [IP Address] : fc< /3T A—2 B, FEILAA NELIEIRXY NV—0 DA H—T = A
A IPT7T RVA, BEOY TRy b v AT ZRETHZ A2 RLET,

* [Netmask] : IP7 FLURZHEHT DEHES 7Ry b~ A7 Z@RIRLET, ZONTF A—
H1X, [IPAddress] 7' a > RE U ERIRT D & X IZFRENET,

* [Description] : #iBlZ AT L £,

* [Selected Source] : R L7z MU ZXFL e LTED DI [Source] 27 U v 7 L
*7,

s [Destination] : FE5CHR A 721 EX Y hT—7DIPT RVA, Xy hNT—7 7TV =7 K
IN—"T, ElFA L F—T =24 AP T RLAZEBELET, L—/L Tl HEXesm
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[Create/Edit IPsec Rule] : [Traffic Selection] 2 7' .

O SGTTRLT RLAEZFHATEETA, 22% . [L]2Z27 V27 LT, ROT 4—)b
KZ&&Te 55602 (Browse Destination) | %4 7 12 7 & 4,

» [Add/Edit] : [IP Address] F 7=1% [Network Object Group] Z3®IR L C, %87 KL 2 &z
ZZN—7%BMLET,

o [Delete] : => U ZHIBRL £,
* [Filter] : BRINDFERE T AN Z VL TFTHIPT RLAZASLET,

o« [Name] : fe< 787 A—H20, SEEHAA MRy NU—7 OL4FIZEETDHZ L&
FLET,

« [IP Address] : Ht< /XT A—F N, 3BHAANELITIRY NT—T DA F—T A
A IPT RVA, B 7Ry N v AV ERRETHZEERLET,

o [Netmask] : IP7 RURIZH#HT HIEHETF 7Ry b~ A7 2R LET, ZO/NT 2 —
XX, [IP Address]| 7'V a v RE U HBRIRT D L EICRRINET,

* [Description] : @Bl & AT L £,
* [Selected Destination] : J#R L7z b U 25645 & LT 51213 [Destination] & 7 U
7 L/ i ‘g—c
* [Service] : —EREZ AT D0, 72X [..]%E 2 Y v 7 LT [BrowseService] ¥4 7 12 7
Ry A&, P—EADOY A ML RIRTE £,
« [Description] : [Traffic Selection] D> kU Ot A A L £,
* More Options
« [Enable Rule] : & D/L—/LZ& A 2—T /I LET,

* [Source Service] : ' —ERAZ AT L0, [.]EZZ7 V7 LTH—ERASRE AT 1
TRy 7 A%RE, Y—EZDY XA S HEIRL ET,

* [Time Range] : Z O/L— V& H T 2 REE#IHZ E&HR L ET,

o [Group] : FE< /NT A—H N, FETLHRA NELIFRY NT—FT DA v F—T = R &
ITN—THE/ETHEEZRLET,

o [Interface] : IP 7 RVADA X —T =2 A AL &R LET, TO/T A —H L, [IP
Address] 7' a v RE U EIBIRT 5 & X ICRRSNET,

s [IPaddress] : ZDRY o —NEHINDHA X —T =2 ADIPT RLAZFELE
T, TDORT AL, [IP Address] A7 a v RE U ERINT D L &R RENE
‘a_O

s [Destination] : E{EIL, SEHEDHRA NEITHR Y NU—2ZIZO0T, IPT FL A, X
NT—2 ATVl N TN—T FlFA v F—T A AP T RLAXREELE
T AV TIER, FEILESEOM L TRILY FLAZEHTEEEA, ZNHD
T 4=V ROWTINTL.]EZ Vv T L, IROT 4 —)v REETe [Browse] ¥ A 7 1
TRy 7 AeBEET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

o [Name] : EETCELITHEDORA N ERITR Yy b= E L THERT A v X —T =
AAZERIRLET, ZO/RT A —H L, [Name]l| T 7V a > R¥ U EBRTH L X
WCFERENET, ZHE, ZOF T g VICBEEMAT SR EME— DT A —H T,

s [Interface] : IP 7 KL ADA »Z—T = A AL ZIEIRLE T, ZD/NTA—=HX,
[Group| A 7' v ay RE %27 Vw7 THEIICRRINET,

s [Group] : IE[EILETITSEIDHR A NEIT Ry NV —ZIHBESNT A v F—T oA
RNAFAET DTN —T ORI L ET, VR MIZy MMl se0ngGAa1E, BE
GFIN—TDL4HIEANTEET, ZONRTA—%F, [Group] A7 v ar R¥ %
7V T HEEIIRRINET,

« [Protocol and Service] : ZD/L—/VZBHT 57 0 hajL NFG A =R L —E R NTF A —
S EELET,

\)

G [Any-any| IPsec/L—/VIFEHCTEEHA, ZOXATDNL—)L
Ik, TARALZABIREFOET HEHD LAN-to-LAN k> %L
YV AR—FTERIIDET,

«[TCP] : ZD/—/v% TCPHHRICHM T2 Z L 2 ELET, THERIRT L L,
[Source Port] 7' /L —=" 7R » 77 A & [Destination Port] 7 /L —7 /R v 7 AHFRrEINE
—a—O

+ [UDP] : /— /L% UDPEEICHEH T 5 Z L2 MELET, ZNEERT 5 &, [Source
Port] 7' /L —7" 7R 7 A & [Destination Port] 7 /L —7" 78 v 7 AL ERENET,

« [ICMP] : L—/L & ICMPEEGICHEATH Z L2 ELET, Tha®EIRT 5 L. [ICMP
Type] Z/Vv—7 Ry 7 AHRRINET,

«[IP]: ZON—NEIPHFICHEAT A EE2BELET, TNEB|IRTDHE, [IP
Protocol] 7 /V—7" R 7 AHRRINET,

* [Manage Service Groups] : [Manage Service Groups] XA > #HRRLET, ZTO/ KL T
IZ. TCP/UDP % —E A/R— DI N—T7%800, ftk. EIFHIRTE 7,

» [Source Port] 33 & T [Destination Port] : [Protocol and Service] 7 /L —7" 7R v 7 A TER
LicA 7 vay A2 AR LT, TCP £721X UDP R— h NTF XA —=F NERENE
R

e [Service] : fHlx DY —EADNTFA—=ZEIFEL LI ELTNWDLZ AR LET, 7o
NEOEHARIEHT A2 — A4 T = T VR FERELET,

s [Boolean operator] (7 -</L72 L) : [Service] "y 7 ATHE LIV —EXERETS
EEIMENT 27—V T &M (5. RE S, KRRV, /Neb | 3§ 22—
BERRLET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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IPsec BRI IS AVT—Ya v RYI— .

s [Service] (T-~UL7a L) : BREXMROH —E X (https, kerberos & Dfth) ZFrE L E
9, range V—ERHE L EIBETDHE, ZTONTA=F[F2OOKR v 7 AZEDY
F9, Ry 7 R, #HIHOBRBE LK TEEZATILET,

c[.]V—ERDOU R MRERSN, 2 TR L7 — B 228 [Service] B v 7 21T
BRINET,

* [Service Group] : E[ETEAR— hDOH—E 2 FI—TOL4RIEZEELLI L LTND D
EtERLET,

* [Service] (7~ v72L) AT —ER L —T7Z2RIRLE T,

* [ICMP Type] : fEHT 5 ICMP % A 7Z$8E L ET, 77 4/L MIany TT, [.]H¥F
YEIZV T HE HERAARERYA IOV A NRERENET,

* Options
* [Time Range] : BEAFORFH#EH ORI 28 ET 220>, 72038 LW Z Bk L £,
*[..] : [Add Time Range] ~A > NFE/ RS, 2 TH LWKHHEIAZ ER TS £,

+ [Please enter the description below (optional)] : /L —/ /LI DWCfHZRFAZ A3 572
BHOAR—ZTY,

IPsec ERI 7 ST AV T—2 30 R O—
[Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Prefragmentation Policies]

IPSec Pre-Fragmentation K Y & —Tix, "7V w7 f X =T A RN LT T T4 v %
oV o745 L&, RABEEN (MTU) OREEZBZ 537 v N OWETEEZFRE L
FT, ZOMKRRIZEY, ASAL Y T4 T MEONL—F ETINAT T XA ANIP T T T A
MAERERIT ey 7T HRUUCKHLTE 9, 722X, 77472 b2 ASA DEHD
FTP % — "—{ZXf L TFTPget =~ F&2FETT 5L LET, FIP H— =06 535
Ty NI, B TRMEESNTHGEITRNT ) v A F—T 24 A LD ASA O MTU $1 X%
BT 5AEEMEN H Y £9°, ASATOZNS DO/ v O FEIL, BIRSn-A4 7 v a v
WG CTRED F4, FRIT7 T AT —va R v—i3, ASADNRT Vv f v H—T =
AAPLEHEINLITRTO N T 74 w7 ICHASINET,

ASAZ, PRIV T ENTETRTONRNTy e T LET, 2O 72D,

ASAIIMTU OREMEBZ H /7y b7 T 7 XA MELT, XTI A F—T xR
MHLEELET, TWRAT 74V DRY —TF, ZOFTFvarit, 777420 MEEh
ey RO, BEEZR LT R RV Z TP SN DR CHRE L £ 3, FTPOfITiX, K&
2Ry RIS T R/MESILT G, IPLA YT I 7 Ay MeEShvEd, FRT /A R,
TITA N Ray T o0, FRIRERTIIA L NETE ey LET, m— KA
TV TR AN, BET T SA L N ERY AND AREMENH D £,

FRIZT T T AT = a3 —TMITBHE, B7BIUEORINIZ, MTU O%EMEZE 2
HhorR) T ENTZ NNy NIRT T T A MEENRET, ZNHD/y MIDF By R
REINTWDEEHEAE, ASAIZIDFEY b2 27 U7 L, Xy b7 7 A MELThbh

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



IKE |

B «w2o55205—cvavt7vavoss

b LET, ZOT 7 va ik, XV I A F =T oA RAEHEND 2 OO LT
7T 7 A METP N RMERREIL, BT A N THER SN BRI Ny M7 Z
TAU NEBEBTHZEIZED, ZRHDO/ 7y RBRET YA MCEFIBEESNET, 22
TORITIE, ASAZIMTU Z#8EhfbL, DFEY b2 27 VT35 LI2E~TITTIT AT —
TarEFAILET,

)

G¥)

WTNDA v H—T 2 ATBWTH, MTU £3HERI 7 77 AT —var Dt vay
EEETLE, TRTCOMFEOHEGENUIMSNET, ez, TV v s A Z—Tx (R
TI00MHDT 7T 4 TR M FABPKET L, O L XA X —7 =4 AT [MTU] £7=
I [Pre-Fragmentation] 47> a V&2 AR T 5L XTIV w7 A U B—T 2 ADTXTOT 7

FTATIRI RN ey 7 ENET,

ZONRA TR, B UTCEIR LA X —T = A ADEAFED IPSec FRIT T T AT —
v a v R v—& Do-Not-Fragment (DF) Bv b RV v —%2FKREIIRELET,

J4—IJLF

* [Interface] : BRI NTcA V F—T = A ZAGEWHILET, ZOXAT R IRy 7 ZA%EEHL
Th, ZORTA—HFIERTEERA,

* [Enable IPsec pre-fragmentation] : IPSec D[ 7 7 7V AT —v a e A 32—V E T

TAE=T M LET, ASA X, I BT HHEIIC, MTU OREZ#BZ D bl »
TINTRTry N7 7720 MELET, ZTILH0O/37 > MIDF By BRRE ST
WDA. ASAIZDFE Y h&2 2 UT L, oy a7 77 A MELThb 7k
LET, 207733k, "7V I A0 F—T A ZA%&BENDH2OOM LTI
TR MEIP X7 RAMERR S, BT A N TEBRESND ey MY
TRV NEERTHIEIZLY, 207y RRET YA MIEFIEEIRE

R

+ [DF Bit Setting Policy] : Do-Not-Fragment ¥ > ~ 78 U »— : [Copy]. [Clear], 7= [Set]

IKEV2 7S50 A T—23 >0 AT a3V DETF

ASATIE, IKER 777 AT —2a v 3x—TNERET 42— NITDHIENRTE,
IKEV2 X7 hDT7Z 7 A METHEAT S MTU (Kick2=v b) ZiFECcxxd, *
7o, BHEIIROEE T, BETLH7I5 7 A0 T—a o FRERETEET,
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE parameter |

FIT7FN P TIE, TRTDIKE2 7T 7 AT —3 3 RN A X —7 2720 . MTUIZ576
(IPv4 DGE) F721% 1280 (IPve DIGFE) | B35 HUL IETF #E4E RFC-7383 &£ 720 &
7,

KDOEZEER LT, MTU 2 EL T &0,

« T2 MTUMEIZIX, TP (IPV4/IPv6) ~~v X —+UDP ~v ¥ —DH A X &8 HHHHMN
HvET,
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Ke2 755 4v7—vavA7vavonsz |

EHBEIC Lo THRESNTWRWES., T 74/ FDO MTU X576 (IPv4 DE) £7-1%
1280 (IPv6 DIGH) &720 £,

cIRETAH L. L MTU 2 IPv4 & IPv6 O CTHEA S E T,
« FRhEDHIL 68 ~ 1500 T,

\)

GE)  MTU ORERFZ ESP A — " —~y REZBETIHILENH D 3, BELFiz MTU 1B S
% ESP A — 8 —~y RIZL Y, BBbBIC 37w YA AR L £9,  packet too big]
T T —NEREINTZHEIE, MTU A X2fER L, X0V MTU 2% 7E L TS0,

KOV R—FENTWAB T T T AT — a3 FROWETN%E, IKEV2 ODEBET S 7 A v
T—arFR ELTHRETEET,
« IETF RFC-7383 fE¥#ER—ZA D IKEV2 7 T AT —3/ 3 oy
c ZOHNIL, MEFOETRRrIvT—2a Y R— e TV 77 LU RAERET
HHEAITEAESNET,
c ZOFREEHTHE, 75T AT —2 a ORI LD FET S, FIKEV2 7
FTAEN AvE—UMEBNARESNE T,
eV RAAMBDT T T AT — 9
s ZOHAIT, T4 AnyConnect 7 7 A 72 M I EOETIZ L o TRt SN HMHE—D
FETHAEES., EREmForTizrdso—y g P R—FeF Y 757 1L
AERET HHLAITHEH I ET,
c ZOHFRKEMHATEE, BRALORIZT T T AT —a U BRFETINET, ZEH
DETIE, TRTOTITITALMEZETDHET, Avk—VE2ESTLHILLEE
TrzLbTEEEA,

e ZHRUT., RSO T L OMEERMEIIH Y EHA,

B8 HHIIZ

e RAMTUT 4 AHNV IV R—FENTWERHA, MTUIZ, 2y bT—7 D=—XIZH&
DETCTFHTRET LI LENH Y 7,

c ZOREIT T v — L THY, REDOWABICHELSND SAICEELRITLET, #H
VIR SA IFELZITEFA, 777 AT—arBNF 48— TWVWHES
THEEETT,

KK I100DT7 T T A baZETEET,
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FIE

AT w71 ASDM T, [Configuration] > [Site-to-SiteVPN] >[Advanced] >[I KE parameters] (I8 L 7,
AT w 72 [Enable fragmentation] 7 « —/b N % 34R F 72 1 TBRAFER L £ 7,

AT 73 [Fragmentation MTU] TH A XZ45E L £7°,

AT v 74 [Preferred fragmentation method] THET 5 FXEREL 9,

IPsec Proposals (Transform Sets)
[Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)]

NTUATF—AE, T—F 70 —TCEITSINDIBIEDOE Y N T, T—XFGFE. 7 — X B
P, BEOT =X EMEERLET, 2201 12D T A7 5 —A0%, 3DESK5{k L
HMAC-MDS5 #ZiF7 /L= Y XA (ESP-3DES-MD5) 2L % ESP 7' u k2L T4,

ZDORA UNF, BT 5 IKEVI BEWIKEV2 7 A7 +—A By MaFRoas, BN, RE.
FRTHIBRT D70 LET, &7 —7 L, BREFHAD VT AT 3 —h®y D4
A &R R R SN E T,

[IKEv1 IPsec Proposals (Transform Sets) ]

* [Mode] : ESPIE S L L FEFEZ WM 2E— R, ZHICL D, ESPR#EHINLA Y V)
DIP /™7y FDOERGBIRE S ET,

* [Tunnelmode] (774 /v 1) : ESPHE G4 LRBREDRSITTDOIPRT w h Ak (IP~y & —
ET—F) WTHEHAIND T2, KRDKEFILT RLUREFEET RUARIERRITRD
FT, TOIPT—H 77 LABENPEELSI, FILWIP N7y hOXA m— K27
@iﬁo:@%%ﬁfm\w%&&E@*/hv 7 FRA AN Psec DT 1 F b
LTEMECTE X9, DFEV., L—FNEKRMRbo THELZITWET, EET
No—B PRy FEREEE L, TPsec b V&AL Clist LE9, sid—& i
JTEDIP T —H 7T LEEft L, 58 AT LCHEEELET, FrrbE—ROK
XFEE, U R VAT LAEERE LR TH IPsec FHTEH E VD Z 2T,
it\b774/& W biRi#ET b TEET, bRV E—REFEHTD

CBEHEIZ N RN DT Y RRA R b, b S E Ry
k@$%®%@ﬁ&m%ib#@iﬁ&(_M%#h/zw@i/bT4/k&HL
BaTCHIEER) .

s [Transport mode] : IP XA v — RZZF N SL S, STTDO P~y X —ZZFDE EIT7
DWET, ZOE—RTIEL FTy Mo FLrBmashd, "7y 7 xy b
T—7 EDOT A R, Ny N ORMEIIREFEIC LA ZRHETE D L) FLEN
bV FET, BBEE— RTIE, FHER Yy hT—27 TORRBIZRAEE (72 & 21X QoS) %,
I[P~y X —DFERIZESNWTETTEL LR ET, L, LA Pa~vZ—
B FLEND T, N7y FORENHIRESNET,
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« [ESPEncryption] : hF v A7 4 —Ahty hOATENMEF2UF ¢ 71 b2 (ESP)
R T LY X, ESP Tk, 7—48 FIA N —P—E R AT a D7 —FR
AR, BEOY T LA BRI — E AR S R E T, BSPIE, RHEENTV ST~ %
AT 'MELET,

» [ESP Authentication] : T > A7 4 —A v FOESPFEFET /LT U X A,

[IKEv2 IPsec Proposals]

* [Mode] : ESPREHAL ERBGEZ AT 5E—F, ZHICE Y, ESPREHA SN A4 Y Vv
DIP X7y FOEGHRESIVET,

¢ [Tunnelmode] (&7 #/v k) : BT EWLE— RN F RV E—RICRDET, b
FIV E— RTlX, ESP B BAL EFRFEN T IP X7 v R &K ([P ~y X —LF—H)
WEH SN D720, REROREFILT RLRELFEET RUARIERRICRY £, LD
IPF—4 77 LAEERBEE AL S, HLWIP N7y hO_A m— RiZeh £9,

ZDOF—RTIE, V—Z R EDX Y NU—2 T34 AR IPsec D7 1 x & L CEME
T&EET, 2F0, L—FNKEA MR- THE(LEITWET, EEFTL—F 0
o hEREB{L L, IPsec b &ML Clinik LE, 36— XIZcD P 7 —
27T NE@FE L, VAT MIEBELET,

Mo ET— ROREZBRFAFIL, = RUVATLAEZER L7 ThH IPsec #FH T
HEVWHZETE, Flo, NI T4y I bRETHZE B TEET, FuRb
F— REEHTAL, WEFITIZ R RO RERA RLrbbT, hoxl
VT ENTNRTy NORROFEE I ESEITDONY FHA (ZhHR vz
RABRA > FERUGETHREE .

[Transport mode] : 7 23 %4 — k L TWaWgEE, I 7/ bE— N, horxrv
TR T A= ANy 7T LFT T a ANFEDEEE— FIZ/RY £, transport £ —
RTIXIP A v — FREF P AL S, TDO P~y X —3ZOEEEM SN ET,

ZDF— RIZIE, &%y MBS b LyrBmEnd, X7y 2y hU—7 Lk
0)7/\4’2 Z. /\/7/ h DOEFEHII2IEE L E IR TED LWV IHIFEARH D F
T, AT — R T, PlRy U —27 TORBIZRME (72 & 21£QoS) %, IP~v
A —DIERICEESNWTEITTE DL IRV ET, 2L, LA Y4~y X —K5
fbans7=oH, X7y FOBREXFHIRSILET,

* [TransportRequired] : 7 7 & /W LE— RIFHREE— RIZLovie D FH A, b E—
RIZ7 44—y 7352 LI TEERA,

\)

GE)  HEEE—FE, VE—F 727X VPN IDIIHRINEEA,

HT B EE—RORXRIv=—2a COBITIRO LB T,

e A = T — A NEEET— REIREL, LARUVER PRI E— RCIHELEEES
A=V Z—HF R RNV TR T =Ny 7 LET,
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* FEfZMU7S tunnel &— FZHER L, JREM7S transport & — R TISE L2356, &M
tunnel £— RIZ7 4+ —/b Ny 7 LET,

o« FEAE73 tunnel & — R 24278 L, IS transport-require E— KOG ILEMIL
B AR—PLZRE L EE A,

o [AREIZ, A =2 =— & transport-require E— KT, VARV XN F R E— KD
Bk, AR A )35 NO PROPOSAL CHOSEN 23 24(5 S E T,

» [Encryption] : IKEV2 IPsec 7 2 R —HF LD F bt X2V 7 4 v b2/ (ESP) K
FAET NI ALE R LET, BSP TlE, 7—% FTA R — P —ER A S a0
T—HRRE, BEXOY T LA BRI — AR S E T, ESPIL, RESN TV D
F =B e h T L ET,

* [Integrity Hash] : ESP 7' s a /L D7 — ZBEEVEARFET D720 DNy 2 Toa Y X4
ERLET, Ty MPBEELERELPOREINZIE, FERICEREIATY
HTEEBRIELET, Ny OBEELERECOLRESNTZ &, ElshicE®
ENTVWAHZ EEHEIEL£9, AES-GCM/GMAC 3RSk T7 /LT XA L L TRESNT
WAEAIL, XNVEEGHET LTV ALEZRIRT HZMERH D 7,
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NATRAZE) T4 ATy

i

P AATALTEY T4 I TV ay @7 4—Y)
cVPN B — R RT3 (49 X—)

INATRASEYT XT3y

SHHE VPN 7 FAZ Y 7 a— R ARNT vl BT = — A — =T, EnEhtk
RE L BN EIRDNA T ATV T 4 HEETT, RIUC K - TUE, EEOBREAZ HABREE T
FHTLZERNHY ET, DETIE, ZDDEEICOWTHLET, 2HBIVPN E 7 = —
A= N—DFEMIZ OV TIL,  TASA General Operations ASDM Configuration Guide] 3] 72
VU —=2EZBLTLIIEESN, B— K A7 0 ZOFEMIELL FICRE S TunET,

Secure Firewall eXtensible 7 XL —7F 1 > L X7 L (FX0S) v —
EDVPNED SRR DY

ASAFXO0S 7 7 A X%, S2S VPN IZxd D AEPENAY 72 2 >DE— K (PR & 721345 #)
OWTINNETR—F L THET,

cAHEFRVPNE— R, T 74/~ T—RKTT, £FE— FTlE, VPNERILZ 7 A X DOH|
=y N DOHMELINFET,

VPNHEEZ M CE 2013l = > M2 THY ., 7 72X O a] AEEEEIXIEH S
FHA, HlHl=y NCEENKE LG AIE. T XTOBEFO VPN Kbil, VPN
Eishlao—V—2bo T —v 20k L7 £9, FrLOLEIEZ= > FARE X
iz & X1, VPN i BT 2 0B RH 0 77,

VPN F > RV E AR RA v BZ—T 2 A4 ZADT R U RITHERT 5 & )y B BRI HI 6
A=y MIEREESNET, VPNEEO S —LIEAEIL, ¢T3 Toha=y MIER S E
j_o

« YHH VPN £— K, ZOF— T, S2S IPsec IKEV2 VPN i S ASA 7 T AKX D A
N=RRIT S, RN SN E T, 7 T A F DA 2 N—2{KIZ VPN i % 47
BT HZET, VTR DOEFREEAN—T"y NOWFERKBIIEHTE 5728, £
VPN DOFERE 8 2 CTRIEIC VPN YR — h &R CT& £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B vwwno—ris5ouy

NTRASEYF4ATvay |

\)

GE) PR VPN 7 7 A% Y 7 F— FiE, S2SIKEvl & S2SIKEv2 %R — kL TWE7,

VPN O0— K /N

DR VPN 7 7 A X Y 7 F— RiL, S2SIKEV2 DA%V HR— kL TWET,
SHOM VPN 7 7 A% ) 7 &— K&, Firepower 9300 TOHY R — kX TWET,

VEe—h 727EAVPNIZ, EFRFEIIHERDO VPN 7 T AKX Y 7 F— KT FR—F

SNTWEEA,

S0

VPN 10— RRZ 2 7%, VPN B — RRZ U I N—TFHNDOT A AT '— T
JHBAVPN T 7 4 v 7 ¥ T D AN =AALTT, ZOMEIL, ALV—T7y ¥z
ILZEDOMOERZEZBE L2 WHHZe T 7 4 v 7 OFRICHESNTNET, VPNr— R T
T ITN—TNE, 2L EDT NN ATHEREINE T, 1 DDT A ART 4 LI XL
EDOMDTINA ZAFIA L N—FTNRA RV ET, TNA—T DTN RF, BRI XA T
ThHAHNLIETRLS, ALY 7 R 2T A= g SO AT A0S H Y FH A,

VPN — RRZ U o T TN—TNDTXTCDT I T 4 TIRT A ANE v a v OARE IR
ELET, VPNa— RRFT U TICi0, NI 74 v 737N —7RNOKRLAR DD IRNT
N ATHEE S L, AT R TOT AL A ENET, ik, VAT ALY V—
AP S, N7+ —~v AR EL, N TR TV T 4 NEBLINET,

J1x—)LA—/\—

Tx— )V —N"—ar 7 4 X2 b—a TE, 2HOFR—DASAPEHDO 7 = — /LA —/3—
Vo7 TSN, REIONUT, AT—F 7V 72— F—R_—= 17 (&) Thik
ENFT, TI/T7 4T A =T 2 ABIOEBEBO~NNANE=F—SINT, FIEDT =—
WA= N=FHIZ =L TWDENEI RSN ET, ZhLDOEMFIC B LTEHEIT.
T = V== ToNET, =A==, VPNE T 7 A T U4 — VOl FD
T4 F¥a2lb—varEiR—rLET,

ASAIZ. T T A4 TIT 7T 47 72— NVF == T IFT 4 TIAZ N, T z—)LF—/—
D2ODT =— VA —NR—REETR—FLTWVET,

TITA4TITIT 4T 72— )bA—"—=TlL, MHOEERXY NT—F NTT 4 v 7 %
FTZENTEET, T, FAUHERICRDWEERH Y 30, EOor— KT 7T
bV ERHAL, 7oA == TbhdE, BODOT 7T ¢ THEEN, HEINTZT
A—HIZHESNVTRAEINTZ N T 7 4 v 7 OlREGIEHEET, LEEN-T, 77747/
TIT 4T TV —E N T A5, WMFOREEOEF NT T 4 v 7 BEEEOR
BLUNIZRD LS5 ICTDRERHY £77,

TIT 4 TIAR LN T 2=V —"—=T{E, 1 DOEBEZTN N T 7 4 v 7 @il SED
ZENTE, I IOOEBEIFAZUAALRETHEL T, N7y Z@RIEEEA,
TIT A4 TIAR N, T 2= F—"—=TlE, 2FHD ASA AL T, BEORAE L%
BEOWRELLIEMETET, 777 4 TEENEET L L, AZ A AREICEDY, L TA
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| MF7R45EYFAATay
vno—knsvouy

B UNABEENT I T 4 TIRRBIZEDY £3, T 77 4 727 D EEN, EEORAE LI EE
DIPT KVA (F7201F, PTUAXT LU N 77 AT U3 —LOEEITIEFIPT FLX) B
FOMAC 7 RLRAZBIEMHNT, T 7 4 v 7 OIEEEZRGLET, BUERAZ A5
TWAMEEN, T/ T 4 THEBEBORAF L NADIPT RLRAEZF| &M ET, 77T 4 7THE
TREENBETHE, AXNAEET, 7747 N VPN bz filid 52 a5l
TR ET,

VPN O— K /\S > U8

VPNO— KNS 201220V T
VE—RITAT 2 MERT, HEDOASA ZR Ry NU—Z I8 LTV E—F vy
VEMFE L TWAEE, VPN B — RART U v IV L —F5ER LT, 2B DF /A AT
tyTa VARMEGHT AL OICRETEET, VPNR— AT U7 Tk, b AMOIK
WTNRAL A8y ary NI 747 REESNET, 20D, TXTOT /A A TEM
DABENET, ZHUTEY, P AT LU Y —ZAERRFIHTE, 73—~ X LT[
PEREELET,

VPNE— RS v TN —FNDOFTXTDOTF A, ARy g v OARELELES, 7
N—TRND12ODT A ATHDLT 4 L7 XX, HEEHERE A L N—=FT 31 R LTINS
MDOFNRA AHRELET, T4 L7 XE, IA—THDTRTOT N, AZER L, £
A ADAMEZIBIFL T, TOAMIIESINTEy v a VORAMESHLET, T4 L7 XD
EL, 1 DOYWET AL ZTFE T 5D b DO TIERLS ., TRAALAMTY 7 P TEET, &=
LR BEOT 4 VI X THEENREET DL, TA—THDORA L R—=F A ZAD1OBED
BEZ S E/HNT, TITH LT 4 L7 X0 £7,

VPN B — RRZ v 77—, D7 747 2 MZ 1 SOFMEIP 7 KL AL LT
ForENET, ZOIPT RLARIZ, FFEOYET NA RREOMITF b TWERA, 2t
BUEDT 4 L7 ZIZB L TWET, RO ZRA TS VPN 7 74 7 > ME, BN
FIPT7 RLVARIZERLET, T4 L2723, FA—THNTHHTELERAMDI L, kbA
MOENKARDNRTY v 7 IPT RVAZT T4 T MIELET, 2O R T o7 v g
Vo(—P =z LURERM) 1S b . 774 T MIAA MIE#EEF L ET, VPN
0—RNRTU T ITN—=TDOT 4 LI XL, TOXHT LTI Y — AR EN DR
WChNT 7 4w EBERELET,

TN—THNO ASA THEENBETDHE, KT SNty va dEbICREIP 7 KL AL
i TEET, RIS, T4 L7 XX, TV—TRNOUNOT 7T 4 7T A R 26 DR
BERELET, T4 LI X THEENBELIESGE, JV—THDORA U NR—=FT A AN, 2155
WHLWT 4 L7 X BEINICE SHEET, TV —THNOEEOT A ATEENIEEL T
Hh, TNA—=THNONTNNOT A AR L T THERAFTETHDRY, 2—F— T/ r—
TIlThl EE R TCE £7
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- R Y= DEIN

VPNO— KNS 507V X L

VPNE— RRXFZ o T ITN—FF 4 L7 XL, IPT RLADHRIETY — &N —7
AN—=DY A NRFEELET, FEAVNN—DAMNIX, BEONX—t T —2 (T2 T 477
tovaroth) ELTEHFEEINET, AnyConnect 7 7 A 7> hET VT 4 7R v a i,
VPN 2 — RXRF 2 7 TSSLVPN 2 — RIZED bNER A, T4 L7 ZiL. IPsec b FR/L
& SSL VPN b > RV E AR BIRWT N1 A2, ZOMOT A 2 LY ARD 1% m< 7R
DETULALI FLET, TRTOAUA=RT 4L ZID b 1% @ 8dL, T4L7
I T 747 EAHIZV XAV FLET,

722 12ODFT 4 LI RZE2ODAUN=RHILEE. ROV A ZAVNYTUIED 4,

)

GE)  FTRTCDO/—FiE0% 2HHEED, TXTOEGIIUELASNET,

1L TH4LZZF, TRTDAUR=IZT 4 L7 ZEDH 1% EWEARLDLIES. Hafl
ALET,

2. T VI EANEREEH LWEGE, ROAMEOERWA L AN—R3tEy g VR L E
ﬁ—o

3. T RTORAUN=IZRICEEDAMMN N> TNWBEES., Ty a i bbint s
NR=ntviar20ELET,

4, FTRTCOAAN—IZRLEEOAR LRI LEDOE Yy v a U RH DA, IPT RLADRERD
INEWA U R—=RE v g ZRELET,

VPN O— RKN\S LU 5 )L — TR
VPN o — KNG oo 77 n—71F, RUCY U —AFEFBIEY U—AD ASA B T
4, =720, kOFFRHY £,

cF/LECUU—ZAD2EDASANBIERRIIND VPN — RT3 7 7 )—1%, IPsec.
AnyConnect 7 7A 7 > h, BEIWRITFA T FLVASSLYVPN 7 A7 FEy gD
HHABDEIH LT VPN B — RGP R BT TE £ T,

CBIEV Y —RZXDASA #&Te VPN O — RRT o 7 7 —1%, IPsec By v a v &t
AR—=FTEET, 27FL., Z0kohhar 74 ¥alb— 3T, ASAIZFNEFNRO
IPsec DX ¥ /N T L IZHERITE LR WA[RRENH Y £5,

TN—=TDF 4 VI AT, TA—T DA NR=Cty v a  EREEY L CTES, ASAIE,
NTOE Y=, SSLVPN £72iE IPsec Z RS L Aa L, TN O ZFFITH Y M TES, 7F
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DIPT FLAEZFELET, NAT 2 H L2WIEE (F72137 /34 AN NAT AT 5
T7AT T A= NVOBFRITIZRNDNGR) X, 2TO7 44—V REZADOEFIZLTLES
A
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« [NAT Assigned IPv6 Address] : Z DT /XA ADIP 7 KL A% NAT [Z &k » TEH L7=% D
IP7 RLUAZFRELET, NAT ZfEH LeWGa (F72157 31 AN NAT 235
T7AT U r—NVOERIITRVES) 1L, 207 4=V REEADEFIZLTLEE
W,

«[Send FQDN toclient] : ZDF = v 7R v 7 Z& AT 5 E, VPNV T AE v AKX —)3
VPN 7 AT v bMERiA T TALZ TNRA RV EA LT vT D L&, AMFIPT FLR
DORIDOVIZT TAL TINAADKRA NG E RAAL B EER L TREEM KA A 4038
FanbsEHric2 £,

T FIET, ASAITE—RNRTG U T UEAL VLI aDIPT RVAEITE 7 T4
7 MZERFLET, DNSAICESSEAEMNMEH SN TV D5E. ZOFEAET Ny 7
T TNRAL R EAL VT DENTZ & EITEBHITRY 1,

VPN 7 T AT v N RO T AH TANAL A (7T AZHNDR]ID ASA) IV XA L7
FFBEXIZ, ZTOASAIZ VPN 7 T AL v AKX —L LT, DNSW/Ly 77T v 7 % H
L., TDZFAZTFNALZAD BMBIPT FLATIEARL) 2fEMi KA A 4 (FQDN)
EEFTEET,

JFGARNOE— RNF T TR ZADT_XRTONMBBLONE Ry NU—2 A
B—T A AT, FIUIP Ry hT—7 BICFETHLENDH D £77,

GE) IPv6 ZfEfI L. FQDNS 27 A4 7 > MIXET D & X2, 26 DLARNIE
DNS % U C ASA THER TEX 20 ENH Y £7,

RDEZRY

BELD ASA /) — R — RN Z v T Didlzy 7 AZ (& L, AnyConnect 7 7 A 7 2
BRI 7 V—7 URL O R MLEL 25 A, 4 D ASA / — R TUTEITHILERH Y £,

FVE— N T I BRSO T AN, KO — R RTG UV TRB S TG AR T RL A
(IPv4 B L IPv6) O Z V—7F URL #HELE T,

e ZD/—FKDVPNE— KRS 7 X7y 7 7T RLRIZH LTI L—7 URL &%
E[/ijqo

7 V—7"URL IE, [%& (Configuration) ]>[VE— 7 7 AVPN (Remote Access VPN) ]>
Ry hUO—27 (74T ) 778X (Network (Client) Access) ]>[AnyConnect 77 7 A 7
v M7 1 7 7 A /v (Connection Profiles) > [##kt~ 1 7 7 A /L4 (connection profile name) ]
> [EMNE 72136 (Add or Edit) 1> [FEfEXE (Advanced) |> [/ NV—T A UT R/ T N—TF
URL (Group Alias / Group URL) ]S4 > CHE L E7,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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VPN O— RN\S U2 VT DEERRE

HERESR Jyy—= PERETEHR

SAML #fH L7~ VPN 2 — F 507 [9.17(1) ASA 1%, SAML 3RGF&f#EH L7~ VPN -
THEVR—bTDHEIR0ELE,

VPN 2 — RRZ v 7.2(1) COMRENEAINE LT,
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VAT AF T ay (64 5—)

K VPN £ v ¥ a VEORE (65 <X—)

* DTLS D& E (66 ~—3)

e DNS #r—/3— JL—T DORE (67 X—)

s AL T OT—LOFEE (67 2—)

«SSLVPN #5027 747 b 7 RLAFRE (68 ~X—)

s IN—TRY — (70 X—7)

P m T AL (116 X—2)

« IKEvl i 70 7 7 A b (137 RX—2)

CIKEREHFETAT 74 (143 X—)

e IPsec £721X SSLVPN 55t 7' 0 7 7 A L ~DFEAED~ v B 7 (145 ~2—)
« Site-to-Site FEft 7 2 7 7 A )L (149 _X—)

* Cisco Secure Client f A —3"® AnyConnect VPN £ = —/L (158 ~X—7)

* AnyConnect 7 7 A 7 > MMT7 7 UH SAML /N 77— (160 ~—2)

« AnyConnect 7 71 7 > VPN # D% E (161 ~<—2)

» AnyConnect 77 74 7 > b HostScan (169 ~X—73")

« HostScan/Secure Firewall RAF ¥ DA A h—)LE-I1ZT7 v 77— K (170 2—)
* HostScan/Secure Firewall R AF ¥ DT A A F—)L (172 X—)

« 7 )V—T7R Y L —~D AnyConnect 7 7 A 7 MMEREE Y 2 — L OEIY BT (172—)
» HostScan/Secure Firewall 78 2 7~ Bl#E R (174 X—2)

s Secure Client Y J =—3 3 > (174 X—7)

« AnyConnect 7 7A T s DAAZ<AXu—H Y=gy (176 ~—)
« AnyConnect 7 7 A4 7 > b I A& LJ@PE (180 ~—2)

*IPsec VPN 7 A4 7 h V7 h =7 (182 X—)

* Zone Labs Integrity Server (182 ~X—1)

<ISERY —DiEH (184 ~—2)

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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~ — O & ~

VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
MALTEIE) 2#H9 5L, ASA ED IPsec & v a & VPN & v ¥ 3 UZ[EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 7 27 7 4 7 72 IPsec VPN & v 2 3 >
DERRBOFIRE A F—TNVEIET =T M LET, #HIE, ~—Fv=T7 7Ty
N7 —bLbY T U=T T4 BVRIZESTRRY 9,

+ [Maximum IPsec Sessions] : 7 27 7 « 7 72 IPsec VPN & v ¥ 3 > O KiF a5z f8E L
FT, ZOT 44— RiE, ERROF = v IRy I AEA NI LT, T T 4 772 1Psec
VPN & v a v OERRBAEGIRLUIESGEIZIZT T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—7"7 7 A 7 A v — TV OBEZ AL THEE L £
T, #PHIE 10 ~300 2 TF, T 74/ ML 60 B TT, Ziud, Network (Client) Access
EHORERV AT A ATV a0 TT,

* VPN R U RV ORESIRFC, BEfFO 7 e —%FafE L7,

* [Preserve stateful VPN flows when the tunnel drops] : %> F U —27 §LiEE— F (NEM) TO
IPsec b /L 70 —ORFF2 A X =T NVETITT 4B =TI LET, K722 IPsec
f v Ta—REE A R —T VI T B &, [Timeout] XA 70 7Ry 7 AT b2 RLH
FERSNDIRY ., ¥X2 VT4 T T IAT UV ARAT— MERIZT 78 ATE 57280,
F=RIFEFIC7o—%28TLET, ZOF T a i, T 744 FTEHTT,

)

GE) MRV TCP 7R —E Ry P EN72Wad, 7 U —2T v E
TCPZ A LT U MIUEFELET, 72720, FED Fr RV 70—
DHEA LT T IWBT 4 =TIl > THHEA. FEIE 3o
FiE (ET7IHOTCPRSTARE) IZL-T7 VT SNHET, £
D7 —I AT ANTHREENET,

* [IPsec Security Association Lifetime] : €% = U7 1 7V m—3 3 (SA) O ZHRE
LET, ZORTA=HIZLD | IPsecSAF—DT A 7 XA LOWPERN ZFE L £,
TA 7 HA LIE, IPsec SA BHABREINLIZ /2 5 F TOFRMMEZ/RL, HFLnF—L xR
VE— T HMERH Y ET,

* [Time] : B¢ (hh) | %0 (mm) . BEOW (ss) HALTSADT A 77 A LEFREL F
.ﬁ‘O

* [Traffic Volume] : ¥ 2 /34 NEfLONTF 7 4 v 7 TSATA T XA LEERLET,
IPsec SADVHAREINIC 2 D ETORA ua— R T —FDFua{ NMEEAHLET, F
721% [unlimited] % 4 12 L £ 9, &/IMEIE 100 KB, 7 7 4 /b MEIE 10000 KB, K
1% 2147483647 KB T,
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* [Enable PMTU (Path Maximum Transmission Unit) Aging] : ‘& EEHE 725 PMTU OD=— > 7 % A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

* [Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
Wi SNIZD T, ZOREIC & > T, AL Sh, EX=2VT7 4 VA7 2R L
< THRARADNT =< AP RLEnEY, (=7 F) r—BlU0a—%—
BALOFFAI ACL X, SI&HE T 70 v 7@ ENET) .

IOFTarEAZIZTAI LK, TR A= EE—H)VIP T R L R (A
TEHZ L AMEIRNEATEEST, 778 RA A—Tue—B P T RLRIZHEM S,
VPN X7 hEBIL SNSRI SN CWamD 7 47> P 7 LA A
SNFEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

* [Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSLVPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

BRAVPN YL 3 #MDEKRTE

ATy T
ATvT2

VPN & v 2 5 > £7-13 AnyConnect 7 74 7> b VPN & v ¥ a U THA SN D RREATE
T 5, WOFIEEFATLET,

FIE

[Configuration] > [Remote AccessVPN] > [Advanced] > [Maximum VPN Sessions] %% L £ 9,

[J KAnyConnect 7 7 A 7> bt v a ¥ (Maximum Sessions) |7 4 —/L KiZk v gD
RRIFREEANTILET,

AHEE, 1O DTA BV ATHREND Yy v a VORKEETTT,
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B onsons

— iz VPN B |

AT w73 [Maximum Other VPN Sessions] 7 4 —/L K C, #FA[ T 5K KO VPN v a a2 AN LE

T, ZHIZIE, CiscoVPN 7 A4 7> kb (IPsecIKEvl) & LAN-to-LANVPN & v 3 U EE
nNET,

HMEIZ, 1 DT A B ATHEEIND Y Y 3 VORRKEETTT,

ATy T4 [Applyl 227 U v LET,

DTLS D&% *E

ATy I

Datagram Transport Layer Security (DTLS) Z{#H 7 % &, SSL VPN £t % 2. L T\ %
AnyConnect 7 7 A 7>k T, 22D bR/ (SSL b %/ & DTLS b2 3/V) Z[RBFICAE
FACcx%Ed., DTLS i3 5 & SSL Hfi CHAET B IBAES I OV kg O RS [F18E <,
Ny NBIEDEBEZITRT WY TAEA LT TV r—2a ORI r—< ANRAELE
D

1R BHHEIIZ

D~y R R TDTLS ZFR/E L. i+ 2 DILS D 3X—2 g U 2 MERT5121%. SSLRE
(255 =) R LTLESV,

DTLS % TLS ##i2 7 +—/L Ny 7 ¥ 5121E, 7 v RETHE (DPD) %A F—7 /LT
HHVENRHY £9, DPD A2 A r—T7 /WIZ L7204, DTLS ##t CHREN AT D &, TLSIZ
T A= Ny 7T HRDITHERITE T LET, DPD OFEMICOWTIL, WEZ L—7 R Y
> —., AnyConnect 7 7 A 7> ~, 7 v FETHM (103 X—) 2S5 LTIEIN,

FIE

AnyConnect 7 74 7 b VPN ##2l2xf L CDILS 7' v a VAfRELE T,
a) [%& (Configuration) ]>[V E— h7 7 AVPN (Remote Access VPN) ]>[F v hT—7
(747 K~) 727&A (Network (Client) Access) ]>[Secure Client AnyConnectiii 7" =
7 7 A /v (AnyConnect Connection Profiles) J[7 Y7 XA 32 —7 x4 X (AccessInterfaces) |
I vaicBEILET,
b) [ % —7 x4 A (Interface) |7 —7 /LD AnyConnect 7 74 7 > b BEEIZRET DA >
B =Tz ADITT, A V=T 2 A ATAX—=TMIT 572 harzAd Al LET,

* [SSL Access / Allow Access] % 4 23 DA F—7 WIZ L7254, [Enable DTLS] i
T H NV N THELFIAR—T VTR £T,

« DTLS % #2729 %5121, [Enable DTLS] Z4 712 L £, SSL VPN ##f¢/3 SSL VPN
N RNDIERE L E T,

c) [Port Settings] #EIN L, SSL R— b ZREL 7,
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« [HTTPS Port] : HTTPS (7 7 U #~_—2R) SSL &kt HICA R—T /T T LR — b,
PRI 1 ~ 65535 T3, 7 74/ MIA— b 443 TF,

* [DTLS Port] : DTLS 8t HIZ A r—7 /W23 2% UDP A — b, &PHIX 1 ~ 65535 CT1,
T 7 F )V MEAR— b 443 T,

ATV T2 BEOIN—TFRY L —IZF L TDILS A7 a v EELET,

a) [#¢7E (Configuration) ]>[VUE— K7 27 EAVPN (Remote Access VPN) |>[* v kT —7
(7747 ~) 7T27&A (Network (Client) Access) |>[Z /L —7K U T — (Group

Policies) 1> [BM/#REE (Add/Edit) ]> [EMERE (Advanced) ]>[AnyConnect 7 7 A 7
FICBEI L XTI,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (7 7 #/V &) | [Enable], F7zi%
[Disable] Z®R L £ 7,

¢) [DTLS Compression] @ [Inherit] (77 #4/L }) | [Enable], #72/%[Disable] Z R L, DTLS
DEM 2R E L ET,

DNS H—/\— FIL—TDHTE

[Configuration] > [Remote Access VPN]>[DNS]| &% A 7 12 77K v 7 A TiX, Y—/— 7 )L—74
== XA LT U OB, TRV I, BEXORAAS 42T, REFHD
DNS #—R—=NTF =T IR RINET, ZOXA TR TRy 7 AT, DNS H—/3— 71—
TEREM, wE. EITHIRTEET,
* [Add or Edit] : [Add or Edit DNS Server Group] ¥ 4 7 2 7R v 7 AN X 3, BIOEGATIC
HH~NVT
s [Delete] : BR L7272 7 — 7 A OHIBRLET, ERINT, LVELDL TEERA,

« [DNS Server Group] : & O#%#i0 DNS —/_— 7 )L—F L U THHT 50— —Z@IR L
F9, 7 74/ biX DefaultDNS T3,

* [Manage] : [Configure DNS Server Group] # 1 7 1 7' 7R v 7 A3BH & £97,

et T D T—ILDEKTE

MNP~ F T a7 (SMP) 77 v 74— L TOREba 7T OEY L TEAEEL
C. AnyConnect 7 74 7> N TLS/DTLS N7 7 4 v 7 DAL—TFv & LSHDH T ENRT
EFEJ, TOEFEIZIL - T, SSLVPN T —H RANE#LE ., AnyConnect 7 7 A 7 2 b,
A<w—h o, BEOKR— MEEICBWNT, 2—F—0RMTE 537 4 —~v U AH ER
EHLET, KOFIETIE, Yo7 rarT7dA N E—RELEIYLF 2 TFANE—R
TR b7 —NVERELET,
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AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] & &R L £,
AT 72 [AcceleratorBias] Kz v 727 U A Wb, BT 78T L—% 7at vy oE Y4 ChHik

2L £,
GE) DT 4=V R, BEENT A A THERFRERGA I TR RINET,

e [balanced] : BBk NN—F T =7 U YV —R&WEIZH5H L £T (Admin/SSL 3 X OV IPsec =
7).

s [ipsec] : IPsec T2 LI F b N—RU =7 U Y —2%E ) Y CTEF (SRTP K
{bEFR T 740 v 7 25T .

o [ssl] : Admin/SSL %92 K 9 I Bk — R =7 VY —2%&H 0V Y4 TEJ, SSL
~_X—2A® AnyConnect 7 7A T b UE— 77 EBA VPNt ar&2HhR— 55
BlE, ZORLTAEFERALET,

AT T3 [Applyl 27 Vv 27 LET,

SSLVPN #EHAD Y S A7 7 FLRIEE

IDEATOU TRy I ARG LT, Fa—SL 54T s T RLADEY Y TRY o—
ERHEL, A VF—T A AZEHEDT RVAT—VERELET, ZOXATRITRY 7 A
EHHALT, A =T RAZEEDOT RLVA T —LEBI, e, E3HBRT2 281
TEET, FATaTRy 7 AFTEOT —TIE, BREESNTWEHAL L F—T = A A[EFD
T RUVA = O—ERFRINET,

* [Global Client Address Assignment Policy] : 3T IPsec #4ft & SSL VPN Client 5t
(AnyConnect 7 7 A 7 > MEhia Gie) (THWEBETLHRY U—52RELET, ASAIX, 7
RLRAZREDTHE T, BRENTY —AZNEFITHEA L ET,

* [Use authentication server] : 7 747 8 7 RLAD Y —ZA & LT, ASA DRt T—
N=DHZRH L LI IHELET,

*[Use DHCP]: 7 A4 7> s 7 FLADY—A L LT, ASA 7 DHCP OffH %5 H 5
EOIHRELET,
* [Useaddresspool] : 7 7 A 7> b7 RLADY —AL LT, ASANT RL A T—/LD
FERZRARD X ITHEELET,
* [Interface-Specific IPv4 Address Pools] : BXiE SV TWHA LV F—T = A AFHFDOT KA
TN DO EERRLET,

« [Interface-Specific IPv6 Address Pools] : X E SNV TWNWHA LV F—T = A AFHFDOT KA
TN DR EFRRLET,
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* [Add] : [Assign Address Pools to Interface] % 1 7 2 7R > 7 ANHE 4, ZOXA 7wl

Ry 7 AT, AVF—T2AABIPEYVYTEHT FLA T L2 BINTEFT,

«[Edit] : A > X —T = ALT KL A F—LDT 4 —)L RITENIY A ENTIRRET,

[Assign Address Pools to Interface] %4 7 12 77K v 7 AN X £,

e [Delete] : IR LToA o F—T = A AZEFEDT FLA T =L EHIBRL £, ERINT

LVELLTEEEA,

Assign Address Pools to Interface

IDZATuT Ry 7 AEHRALT, A =Tz A ZAZBRL, TOA U F =T 2 AT
RL A 7= 1 DL EEIY Y TET,

s [Interface] : 7 RL A T — L DEID B THA L H—T oA AEHTIRLET, T 74/ ME

DMZ T3,

« [Address Pools] : fEEL72A v X —T = A AZEIVYTHT RLA F—L&IEELET,
s [Select] : [Select Address Pools] ¥4 70 7Ry 7 ABRAEEST, ZOXATalRy 7 A

T, 2O H =T 2 A AZEIVETHT RL AT — L& 1 DL BB TE 9, BN
WZEIE, [Assign Address Pools to Interface] %A 7 & 2 78 v 7 A @ [Address Pools] 7 4 — /L
NIZERINET,

Select Address Pools

[Select Address Pools] # A 7 VAR v 7 AZiX, 7 74T b7 RLUAOEIY YT CiERATEE
T =N, BT RLRAETT RLA BT RLA =LV TRy b A7 BHRR
Sh, VAo M ZEN, wmE. BIfRTE £7,

* [Add] : [AddIPPool] ¥ A T 0 VAR > 7 AMAE ET, ZOXAT IRy 7 ATIEL, #L

WIPT7 RL A =V EZRETEET,

« [Edit] : [EditIPPool] ¥ A 7 0 VAR > 7 ZANRMEET, ZOXA T r TRy 7 ATIL, #R

L7ZIPT7 RLVA =LA EETXET,

s [Delete] : BRL7=7 RL A F— v ZHIBRLET, MRINT, COVELLTEEREA,
*[Assign] : A U HX—T 2 A AZEID LB THNTNWDET RLVA F— A4 E2RRLET, 4

H—T 2 A ABINT Dl % ODRE DY CT—NE2X TN Y v LET, [Assign] 7 1 —
IVROT—NVEY) YT ERNEHFINET,

Add or Edit an IP Address Pool

IP7 RLVA =V aREEITERELET,
*[Name] : IP 7 RV A F— L ZEID B THNTWDARTERELET,
* [Starting IP Address] : 7 —/VDRAIDIP 7 R AZ$EE L ET,

* [Ending IP Address] : 7 —/VDFRHEDIP 7 RLAZHELET,
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s [Subnet Mask] : 7 —/VINOT RLRAZHMAT AV 7 xy b X7 8RR LET,

R o—

TN—7" R —ix, ASA OWHEL (m—A/v) F72135MD RADIUS % 7213 LDAP H—/3—
WA SN TN D 22— — RO RME L EOT O~ N TY, VPNERZ /LT DT, 7
N—T RN =2 LoTI T4 7 MIEERFIV Y TonET, 774/ b TiE, VPN2L—
P—IZZ I N—7" R =2 bnERA, F—7 R —F#RiL, VPN £ 7 1
TZr7AN (b TN—7) BIXOPa—¥—Thour b CEHASNET,

ASA [Z1%. DfitGrpPolicy & W) ZFIDOT 7 4/ b Z)V—TF R o—NHY £4, T 74/ b
TN—T NG A=K F, TRTCOITN—TBLO2—F— (2B THDIEEZDLND/NT A—
AT, arv74Xalb—a XA OMFBRKESLBET, LW AL—T1XZDF 7 41
N ITN—=TNoNRTA—=2% Ik C&, 2=V —IZAFOINV—TFEIT 7+ N 7

N—=TINERT A=K % K] TEFET, 2NHONTA—=HXF, ITL—TBLOR2—H—
ERETDHEXICEEETEET,

WE 7 NV—T R =BT N—T R —%RETEET, NI NA—T R —lFn—
HIARIE S T, A58 7 v— 713 RADIUS Y—/3—F 7213 LDAP YV — — IS TIRE S N
ij‘o

[Group Policy] # A 7 0 7R v 7 AT, IROFED/NT A —F 2 ELET,

s —fi%JEM: - AR, N —, T RVR T Frbhan, TaurY T BRLOEERD
g&hi’o

P — R— : DNSBLXOWINS — 83— DHCPAa—7 BIOTFT 74V b KA A 4,

FEENE : A7 Yy h RV Y7 BT T UY T aXx s AnyConnect 7 74 7 2 b,
BELWNIPsec 7 7147 |,
INBDNRTA—=FZRET HAN, WOHEBEZRET DLENH Y £7,

o 77 & AWM ([General] > [More Options] > [Access Hours]) ,

« 7 4 V% ([General] > [More Options] > [Filters]) ,

sIPsec t¥ =V 7 1 7 —3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations]) .

e T ANEZ VU ITBEXOATY v b bV 7HORy hU—2 U A ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) ,

o 2 — P —FRREY—/3— L NHERAEY—/3— ([Configuration] > [System] > [Servers] >
[Authentication]) ,
WKDLATDIN—T R o —%FHETEET,

I N—T RY — (12X—) AT V—T R Y 2—|Z, RADIUS F 7213 LDAP
P—R—Z ASA IR L, NEZ L —7 R P —IZHESNTWNDE LI RRY o —{FHRD

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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KD ZEEETEALIICLET, AEIN—T R —F, Xy bU—F (0F9A4T
K) 727 & VPN #fE, BLOY A MU VPN #5126 L CRIC FETRESNE T,

cHEZ N—T R v— (7TAX—=)  TNHOEHIE, =2 FRA 2V MIA A F—L
SINTWDH VPN Y 747 2 MZ X > TRItGSHLE T, Secure Clientds & Uf Cisco IPsec VPN
74T ME VPN FA4 T FOBERABITT, VPN 47 FRBRESND &
FotA FogGE, VE— b a2—WF—3 ¥Ry NV—J 3TV r—va T
tATEET, VE—ba—WP—Lh¥EXy NUV—IROT—F FTT7 471, KBE
fBlckoTA v —Fy Ml d HBRICREINET,

« AnyConnect 7 74 7 > bR V—T R Y 2— (81 ~—2)

« VA FENEZ V—7 R v— (111 =)

[Group Policyl "1 > 714 —JL F

ASDM @ [Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Group Policies]
N L, REFHDOIN—T RY) —RN—ERRINET, VPN I L—T R v —%%E
I 27200 [Add]. [Edit]. 3L [Delete] R ¥ > &L IR LET,

c[Add] : Fay 7 X JRANBRERII, WEEZIIINBO T N—T" KR Y > —%ZB8NT

BINEIDEFRNTEET, HIC[AAM 227 Y v 7 FTH5EF. 774V ML VRIS
N—T" RV —%ETHZ L2V ET, [Add| %7 U v 7§ 5 &, [AddInternal Group
Policy] # A 7 & 778 v 7 A & 7213 [Add External Group Policy] % A 7 1 778 v 7 AN [ & &
T INHLDXA Tl Ry 7 AEFEH LT, HILWIAL—TRY v—%—FITBMTX
F9, TDOHXA TRy 7 RE, 30D A= a—k 7 varnbHET, TNEHLOD
Ama—HBZ7 Uy 7 320E, TOHAONAT A—ZRFRRENET, HEMLZBEHT
HEEX, ASDMITREEZRFFLET, TR TOA=Z2— 8T v a v TRITA—XDORE
DHET L7256, [Apply] £721d [Cancell 27 V v 7 LE T,

« [Edit] : [Edit Group Policy] ¥4 72 /Ry 7 A%FRLET, ZOXATRT Ry I A%
FHLT, BEOIN—F R o—ERETEET,

* [Delete] : AAA 7 )L—7 R v—% U A MM OHIBRLET, RINT, LVELLTE
FH A,

* [Assign] : 1O LD T 0 7 7 A M T N—TF R =2 BN Y THZENTEET,
e [Name] : BIEREENTWE L —7 R > —D4RTE —EFRRrLET,
« [Type] : HIFERE SN TNDE T N—T R o —DF A T —BERLET,

s [Tunneling Protocol] : BIEHE SN TWAEKE T N—T KR v —0RNEHT D b7 7
0 halE—ERRLET,

* [Connection Profiles/Users Assigned to] : & D7 /)L—=7 7R U o —(ZBHEAHT 5072 ASA IZIE
BERESNE R T 077 A v a—F—%2RLET,
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B ssr—7x0o—

NERTIW—T R o—

NEB T N—T R —1F, A — "= 5B X ORI EO B EEZ IS L £9, _0)7
N—T R —|ZL->T, ASADEMNAZ A TE 5 RADIUS 721X LDAP h—/— 7 L —7
FRETEL, TNO0BEMERET A L EIHERAT ARV —-RERELET,

ASA TOH 7 V—T 41, RADIUS H—_—Da—HF—Z 525 TWET, O?.E D, ASA
WO N—T X %% E L7256, RADIUS Hh—"— 37 =V —% 22— — X |24 5785
R E R LET, Lo T, A7 —71%, ASA I & - THBIZ2 B 2 > RADIUS
P R— D= =T H T MZTEETA, BT N—TBENRRGET 2 TED L —H—
&£ A URADIUS — N—ZHFET D56, TNOOMTARIZEESEL Z LIETEEFA,

SNEBY— =% T2 K DI ASA 23R ET DANT, #U72 ASA RAEMEAZFEE L T —
N%%ﬁﬁbx%h%@@ﬁ@#ﬁﬁ/FﬂE@ﬁ@n%f VX B REEDFFAI & E Y 24T
DBERH D FT, %%B'H_“—/\“—%&hﬁﬁ—é 2, mu BRI KL OGERERH O ERY— /N —] DR
B> TS TEE WY,

5@ RADIUS f%EICIL, 7 — I /LFBRED RADIUS, Active Directory/Kerberos Windows DC
@ RADIUS, NT/4.0 K A4 > ® RADIUS, LDAP ® RADIUS 23 & £ T,
NEITIN—T RYS—DT4—ILE

s [Name] : BIELIZEFTTHI7N0—F KRY o —%FE L EJ, [EditExternal Group Policy]
DOEE., ZD7 44—V RIFRF-FHTT,

* [Server Group] : ZDHRY v —DiME L LTRIHTE A2 —n_"— 7L —T7% —-BERRL
i‘g—o

¢ [New] : #f L RADIUS H—/3— 7 L—"7"F 721381 L\ LDAP —— JL— 7 % Bk
TOMEIMEBRBIRTELXA TRy 7 A& T, EHEL05AD [Add AAA
Server Group] ¥ A 7 2 7R v 7 AN E £,

s [Password] : Z DV —_— T )—TF R L —D/RATU— REHEELFET,

AAA B ——DIERE L O EIZ SV T, [Cisco ASA Series General Operations ASDM
Configuration Guidel]l @ [AAA Serversand Local Database] OEZ &ML T 72 &0,

AAA H—/N\—([Z KB/ RJ—FEHE

ASA IZ. RADIUS BXTYLDAP 7’1 ha /LD RAT — RE#HEZ Y HR—F L TWET,

[password-expire-in-days] A 7't @ >id, LDAPIZK L COHYFR—FINFET, FOMDI
T A=ZIL, ZO XD @EaEbgEE A Y AR — h 45 RADIUS, RADIUS )i NT #—/3—_ LDAP
P72 ED AAA B — X—THZHTY, RADIUS F721% LDAP FBiENRE STV
A ASA TIEZoa~y RBRERINET,
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| —#aa7s VPN B E
AAA H—/N—Z & BH/RRT— FEE .

\)

GE) ﬁf@k’%MSGMP%#?%%LTVT% MS-CHAPV2 [TH AR — %LTm&memB
PF— =80 T, ZOMBEIZIEX MS-CHAPV2 N LEER =D, N A — TR L TLFE
W,

ASA TlZ. W% . LDAP |2 X B3 £ 7213 MS-CHAPv2 %% 4"— F 4% RADIUS =1 7 ¢
F o b— g N K DFERC, RO X A TR T 2320 — REBEBPTR— I E
j—o

« Cisco Secure Client AnyConnect VPN 27 Z A 7 2 ~ @D

*IPsec VPN 7 7 A4 T I

eIPsecIKEV2 7 7 A4 7 2 I
Kerberos/Active Directory (Windows /XA U — ) E72IINT4.0 RAA Tlk, NAY— FEH
T AR— b S EEA, —HD RADIUS #—/3— (Cisco ACS 72 &) 1F, FHFEZER %A B DG

Y= R—=Z 7T REENHY FI, 7272 L. ASA 7>5 (% RADIUS %— X— L 721 i@E
LTQ‘Z)J: 9 \—E‘Kij«o

\)

(G£)  LDAP C/RARU— RZEEET H2IE, 1D LDAP H—/3—Z LT A O FEAMEH T
F 9, HFE. ASA TIE Microsoft Active Directory 33 & T8 Sun LDAP H—/ X —{Zx L THO &, Jilt
HONRAT— REHr Yy 7 2335 L T0ET,

AT 47 LDAP (21%. SSL ##5 /N LEE T3, LDAP O/ AU — REHL 2 F1T9 HE1IC, SSL
LETOLDAP 24 X —TNZTAMENRHY E9, T 7 4/L FTiL, LDAP IR — b 636 = fif
)EH L‘ij‘o

AnyConnect 7 S 4 7> M2 & B/8RT— KDY KR—
ASA TiZ. AnyConnect 7 74 7 > & DIRO/SAT — NEBBEREZ Y R—F LET,
e =P L LD & L& 2D 2T — NHREIFL O @A,
e R2ATU — ROHIBRARYIN D ETONRAT — REIRBGIND Y ~ A &,
« NAYU— FHIREIN O, ASA L AAA — "= b D32 U — NEIREI D@ %
R, 22— —OHRETFTLET,

PNRAT— REWHEZRETHE, ASAIL, VE—bha—HF—RNar/f o LErE Lz

BEDONRAT — ROHIRAGIN TS Z & EIEHIBRUART SN TS Z & 2w L E
T, TNMDH ASAIE, 22— =B RU—RELETEHLIICLET, BUTORRAT—F
DR L TORNGAE, 2= — 32O H WA T —REFHLTr /A v LT T, % TR
AT — REELTHIENTEET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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RETIL—T

— iz VPN B |

AnyConnect 7 74 72 N Z/NAT — ROEFZFIMHETE T, AAA T — /=5 0BT ER|C
ASAZN L TISETHZ L LMTEERA, AAA —3—|T, ADIZ 72 * %% RADIUS
PN —_ FZILLDAP Y —N—ZTHMENHY 9,

ASA X, ROFKUETFTTIEAART— REHEZYFR— N LEFA,
e m—71v (NER) RREZEH 5%
« LDAP §¥GEAEM T 256
* RADIUS FBFED A Z A L TH Y . = —%—23 RADIUS H—/3— F—F X— 2| TAFAET
Y Ny

IRAYT — RHIRUIN OB 2R ET S & ASA L AAA Y— 3—7 5 @D account-disabled 1 >
DV — B RERTH L0 ET, 2T, X2V T4 FOY R TITRDLAREENH Y £
T, i xiE, BHEONRRT—REEFE LWL IIZTIHAERHY £,

IRAT— REHE A R—T NI T D L. ASA T AAA V—/3—|Z MS-CHAPV2 FR3EEK 4 12512
LET,

R —

RETIL—T R o—, —fEEH

[Configuration] > [Remote Access VPN]> [Network (Client) Access]> [Group Policies] <A1 > T,
[Add or Edit Group Policy] # A 7 7Ry 7 A%&EHTH L, BMELIIERETLH 70— K
Vo= b7 7aban. 707 EigE, BEOP—"—2fHETEET, =
DEAT TRy I ADET 4—/L KT, [Inherit] F=v 7Ry 7 AEHTNTH L. KETH
REDMET 74NV K TN —T R = HfETEE T, [Inherit] X, ZDX¥A T2/ Ry
I ADBMNETXTOT 7 4V METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Z3&R L C, W7/ NV—7 R o —D—ixkEtaZE L Ed, kOB
IZ. SSLVPN v gt IPsectyyaAl@flanEd, Zoid, WO @kt
1 ODFAT DRy Y a ATRRIIL, MOF A FINTRRSNERE

s [Name] : DT N—TRY O —DARTZRK6A LFTHEELET (AX—XDOHEHT) .
Edit BERED Y. 2D 7 4 —/b RIEFA Y BEH T,

* [Banner] : B 7 A VIFIZ 2 —F =T L TERTHNNFT— TFRAMEEELET, BSIX
R 4000 CF-TH, 7740 MEIZH D 8 A,

IPsec VPN 7 7 A 7 > NI, N FT—HO5E272 HTML % 3R— L TWET, 727201, 7
FTAT VNV AR—HZ)LE L AnyConnect 7 7 A 7 > M IEEE72 HTML 2 7R — h L
TWET, NP =RV E— 2 —HPF—THYNIFREIND LT DT, ROTA KT
A NZHENET,

eIPsec 7 7A T > h 22—V —DFEIT, mM X 7 EEHALET,
 AnyConnect 7 74 7 > b jl 2—H# —|I<BR>¥ VI H L T 723\,
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missL—7 Ky o—, —mEE [

* [SCEP forwarding URL] : CA D7 RV A, 7747 K 7077 A/)VCSCEP 7uxT %

BIET B HANBETT,

* [Address Pools] : 2D 7 —7 RY o —THEMTLH 1 2L EDIPVAT RLA F— /L D4

AiZFEE LE T, [Inherit] F= v 7Ry 7 ANA L OEE, I A—7 KR —IIT 7 /v
KN A —F R —THREISNTWALIPMT KL A FP— L& LET, IPvdT7 RL
A T =)V EBINETIIRET 2 FIEOFEMICI OV TIE, 22 LT 7ZE0,

\}

WNEZ NV —T R 2 —TIPv4d & IPV6 [l DT KL A F— )L %45
ETEET,

[Select] —ZDARZ %7 77 4 72T HITIL, [Inherit) F= v 7Ry 7 A% A7 LF
7, [Select] #27 U v 7 LT, [AddressPools)| ¥ A 7 0 /Ry 7 A%&EET, ZOXAT
By Ry 7 A&, 7 I7AT N T FUAEID S TTRINAGERT RV A T — D7 —
N BT RVRAEHETT RL A, BROH TRy hv AT RRRIL, £DY A bip
by b U AR, GBI, R, HIBR, BROHFID S TTEET,

« [IPv6 Address Pools] : 2D 7 —7" K Y > —THHTH 1 DU EDIPV6 7 LA F—/L

DAATZREELET,

[Select] —ZDARK L %&T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 UV w735 &., BIHROD X 9 72 [Select Address Pools] Z A 7 & J 7R v 7 AR
FEET, IPv6e 7 LA F— L Z BN E 72 ITRE T 2 FIEOFEMIZ DWW TIE, 23R L
TLIZEW,

* [MoreOptions] : 7 4 —/V ROEMIZH D FTRAIZZ Vv 7 FTDHE, ZOTN—TF KR —

DFDMDREFRER AT a v RFRENET,

s [Tunneling Protocols] : D7 /V—T7 R EHTEx5 b x> 7a haviEELET,

a—P—iF, BRI TWDL 7w ha 2l 2 ATcE sy, ROBRERH Y £7,

* [Clientless SSL VPN] : SSL/TLS (Z& 5 VPN Offifl#f5E L£d, Z® VPN TiL, V
TR 2TRN—=RT=2T DI T7A7T 2 MILERL, Web7 7 U & H L TASA
~DEX2TRYVE— T I EA NURADBMSLSNET, 7 74T ML ASSL
VPN 235 &, HTTPS A > Z—3 v F A FEFIHTX B AL ET R TO=
VB a— D, D Web A b, Web XfI5T SV r— 3> NT/AD 7 7 A )V
HH (Web*fii) . BFA—/L, BEORZEOMDTCPR—R T 7Y r—g 0 |
MESVRZEY V) — R CHBICT 7B ATED X )1 £,

*[SSLVPNZ 7 A 7> L (SSL VPN Client) ] : Cisco AnyConnect VPN Client & 7213 L %
v —SSL VPN 7 7 A 7 > ~® AnyConnect VPN & = — VOFEHEZETE L £,
AnyConnect 7 74 7~ M &AL TWAHEGAIE, 2071 k2L & &R LT Mobile
User Security (MUS) 3R —FENDXIITTHRERH Y £,

e [[Psec IKEVI] : IPE¥ =2 U T ¢ 71 hajb, IPseclIfgbtFaT7 7 m halt &
NTEYD, VPN F RV DIRIERERT —F 7 7 F v 2t U ¥ 7, Site-to-Site (E
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— iz VPN B |
B mso—o#k0o— —mEn

TY—¥YT) B, BIX W Cisco VPN 7 74 7 >k & LAN [ D5 D 5 T IPsec
IKEvl Z#fEH & £ 9,

s [IPsec IKEv2] : Secure ClientiZ & > TH A — b I TWET, IKEv2 2 L 7= IPsec
ZEM T % AnyConnect 7 7 A 7 MNERTIZ, Y7 bV =TT I T— b8 T4
TrhTuTrAn, GUIOu— Y B—var (FR) LA Z~AB—T a2,
Cisco Secure Desktop, SCEP 7’1 & 3 7¢ E DL REN IR S N E T,

¢ [L2TP over IPsec] : —#D—fixH) PC LE/NA )LV PC DA R VL—T 4 7 VAT LTH:
HEND VPN 747 bEFEHLTWS Y E— b =—H%—%, L2TP over IPSec (Z
fFoT,. XT Vv I IPRy hU—IRBATEXF 2V T A T T ITAT VAR T T A _—
Fﬁ%*yFU%7«@f%17&%ﬁ%ﬁﬁf%iﬁsanm\?w&wky*
Y ZIZPPPoverUDP (ARK— F 1701) #HLET, EX=2VT7 4 77734 TR
1%, IPsec IRt E— NAICERETHDLELRH D £,

o [Filter] : IPv4 F72I1X IPV6 B CHAT 27 7R a2 ha—L VA NEEET L), 7
N—T R = DEEWRAT DNE I DERELET, 7 4 VX ITEEO L — L B
ENTHWET, ZRHDOL— T, ASAENLTCERBLE M RV T F—2 Xy
NEFFRIT 2 0MER T 0%, EEILT RVA, 568567 RV A, 7’1 oz BiziEksn
THWRELET, VPN 7 4 VX I IWIER I coA@EHEINET, 77V r—ar AR
&7yay@77yayr;of%ﬁmﬁsmf?47%ﬁ@£®twy§9%ﬁmuﬁ
HAEShEtA, 74V 2BV —LERETHIZIE, [Manage] 27 Vv 7 LET,

« [NACPolicy] : ZDOZN—7" RV > —IZ#HT 51y hNV—2 T RIvararybu—
IR —DL4HTEEIRLET, 73 aONACKRY O—2F TN —F R > —|2E
DWUTRZENTEET, T 74/ MAIK --None-- T,

* [Manage] : [Configure NAC Policy] # 4 7 0 7R v 7 AN ET, 1 2L ED NACKY
—ERETSH L. [NAC Policy] BYEDORED R v F &7 U & MMI, &E L7 NAC R
Vo—&mAtrvare LTRRENET,

* [AccessHours] : Z D —H— |2 SNHBAFEDT 7 AR Y > —2NbH 5581320
LZHIABIRT B0, FRTH LW 7 AR Y —2ER LET, T 744 ME
[Inherit] T9~, F7=, [Inherit] = v 7 7R v 7 ZANA 7 OYE DT 7 4 /b b I [--Unrestricted--]
T¥, [Manage] 2 U 27 LT, [BrowseTimeRange] ¥ 1 7 R /ARy 7 AZFEET, =
DIZAT BT w7 AT, WREMZEN, wWE, £2EHRTE £,

« [Simultaneous Logins] : = D — W —(ZFFa[ T B[R0 74 v O REERELET, 7
7 AV MEE3 T, B/MEZOT, ZOHER A R BEHIRY =P =T 7 A
ZEEIELE9,

\}

GE)  HREOHIRIZIH D AN, BHROREGEOHF AR X2 Y
TADEKTZBE, XT3 —~ L ACHEBELZRITTEBENLH Y
iﬁ—o
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s [Restrict Accessto VLAN] : (7> ar) [VLAN<=v B> 7] EHFEINET, O
TA=ZIZEY, ZOTN—T R —EfAInsty v a Ol J] VLAN A X —
T A AEELET, ASAIZ, 2O NA—TNoDFTRTDONF 7 4 v 7 HHRESHE-
VLAN (Z#zt L E9, ZORM%EEZHEH L TVLAN 27 L—7 R o—2E 04T, 77
A arbie—AE @R LET, ZORMEICHEEZEIY Y TSHHIEIL, ACL #fH LT
vy alrDONI T4 I ET AN Y o TTHHEORBERETT, Ry Xyl
A M2, T 7 A0 ME (EEHIFR (Unrestricted) ]) OffLiZ, ZOASA TRESN TS
VLAN 72 RERRSNET,

)

GE) ZofEeid. HTITP 850G AT ERI TN, FTP B X OYCIFS

B ClIfEH T £ A,

» [Connection Profile (Tunnel Group) Lock] : & D /3T XA —X i35 & | @RS i 7
n7 7 AN (b Th—") i35 VPN T 7 B ADREFFA L, B0 7
ANEERT BT 7 2 A&ERCTE £, 77 4/0 b ORKAEIE [None] TT,

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANA 7T > TWDHIGH, TD/37 A —
Z TR — P —Hefgi ] & oy AL TRk e L £
T CHRE LI 5 &L AT M3 A& T LET, S/MEIX 1. R

1%35791394 43 T, #ilFR7e L O#ERERE 2 77 735 121&, [Unlimited] #4112 LET (5
TR

Idle Timeout : [Inherit] = v 7 R v 7 A& 47 LIcGE. ZO/NT A—2TT A KLEF
Mz AL TRELET,
ZOMBNZHER CHEIET 77 4 €7 4 DR WIGA, BRIk T LET, R/ARERIX1 4.

BRIFREIE 10080 23 TdH Y . F 7 /b ME 30 4 T, iR 2 EHIFRIC T 51213,
[Unlimited] 4 12 L £ 7,

[Security Group Tag (SGT)] : Z D7 /—"7 R > —THf 925 VPN = —HF—|ZH D B TH
Mo SGT # 7 Dl a NI L £,

[On smart card removal] : & 7 # /L kD47 3 > [Disconnect] Z &R L7=85A 1%, #8FEIC
RSN A= M I—FPBROANEND L, 7747 NI a W L £7, #o
., A~v— = FZarva—XIkfFT52 L2 —F—ITERLRVGAITL. [Keep
the connection] =27 U v~ 7 LE7,

Aw— bk — RO LICEHT 2 EIL, RSA A~— bk 1— R&H T 2 Microsoft
Windows CTOLHERE L £ 77,

[FRgE >y a7V o7y a U CRIEOZRW b 2 VHIBRZ 820123 % (Disable Delete
tunnel with no delay in Simultaneous Session preemt) ] : fFE D = —H —NFFr] S 7z [[EFF =
27’4+ (Simultaneous Logins) ] DHIfRICET L &, 22— —DRDOr 7 A L FHITTIE, K
bWty a VERVICHIBRT 2 LERH Y £3, ZOHIBRIZITER 0D Z LR
D, 2—F=DBHF LWy v a a2 T ITHLTERWEERHY £, bty
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B mso—T#kys—omE. y—r—EH

Ta OB TEEETICEH Ly g VEEY T AL OIC VAT AR T BT
X, ZOFF g s aBRLET,

Maximum Connection Time Alert Interval : = —% — (2 A v —TU 2 FRT D, KK
(2T D F CTORF IR,

[Inherit] = v 7 R v 7 A% 4 7|2 LIz#A . [Default] F= v 7 R v 7 ZAIXHBRIZA
RV FET, TSk, Byvar 7T — MRS 30 DICERESNE T, FTLWMEE
FeE T 5%A0%, [Default] #4712, 1 ~3050kyar 77— bUlgA2ECL £
j—o

Periodic Certificate Authentication Interval : FIFFA EEREEN EHAICEHFZIT SN D F TOREHE
fbE (RE AL

[Inherit] = v 7 7R v 7 ANF 7272 > TV DHGE, B 72 AEERRGE D F T bR % 5%
ETEXFET, HiFIZ1~ 168 T, T 7 4V MIENT > TWET, HEFIBOMEEE
FFAl4 5 12i%, [Unlimited] Z 4 12 L9,

NETIL—T R o—DFRE. Y—/N\—EH

ATy T

ATy T2

ATvT3

RTvT4
ATvy7T5

[Group Policy] > [Servers] 7 « > K7 C, DNS #—/3—_ WINS —_—FB LU DNS A a2 —7
ZRELET, DNS B IR WINS r—_"—({FZ 7/ b xVv7 T 47k (IPsec, AnyConnect
7747 v b, SVC, L2TP/IPsec) DFAZiH v, ARifERICHEH SvEd, DHCP XA 22—
7%, DHCP 7 KL AE Y Y THREIN TV DL INET,

FIE

[Configuration] > [Remote AccessVPN] > [Networ k (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers] ZiEIRN L £,

DefaultGroupPolicy Z it 3 25 A k& . [DNSH— N—D#k#& (DNS Servers Inherit) 17 = v
IRy 7 A A7 LT, ZOZN—7"THEMT % DNS #—"—0D IPv4 L7213 1Pv6 7 K L
AHBEMLET, 22ODIPvET KL AL 2ODIPv6 7 RLAZIBETEE7,

BHODNS —N—%f5ET25E, VE—RNT BRI IA T MI, 2O 4—/LRT
FBESNTIEFCTDNS —"—ZfHL L5 & LET,

ZZTH o EFHIZ, ASDM O Z DI N—T KUY —%FHALTNE27 74T hD
[Configuration] > [Remote Access VPN]>[DNS] 7 ¢ > KU TiRE I N7 DNS HE L VB I
\i j—o

[WINSH— 3 — D7k (WINS Servers Inherit) | F = v 7 Ry 7 A& 4712 T, 774~V E
FOEDZY WINSH—"DIPT RLAZANLET, RANCHEETHIPT RLARTZ
A~Y WINSH—"N"—DIP T RLATY, 2FHE (LE) OIP T FLRiTEH & U WINS
HP—=R—DIPT7 FLATT, ,

[More Options] /3N—® " ERKF1% 27 U v 7 LT, [More Options] =V 7 ZEB L £7,

[DHCP A =1 — 7 Dk (DHCP Scope Inherit) ] #4712 L C, DHCP A a—7%E&H L £7,
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ATvT6

ATy 17
ATvT8

mas—7 Ky v— 7599 7oxs ||

¥BH7a 77 A NVDT KLU AT—/WIZDHCP H—_—% 3 E L7zHA. DHCP A2 —7 32D
TN—T DT = )MHEHT HY 73Ry F&@sl LET, DHCPH— 1 "—|ZiX, ZOAa—7(Z
Lo T ENIRE Y TRy FROT FLALRESN TWAMERHY £, Aa—T%
HEHTHE, ZORED I N—IEHT 2 DHCPH— "—TEHRINTNDLT RL AT —)L
O 7y NEBIRTEET,

I NI —7 ZAa—7%EFLRLWVES,. DHCP ——{I7 FL X F—VOREIEIC S —
NHNERELTIP T RLVAZEID Y TET, REVYTOT RLARROMNDET, 7—n
NEIZHREE S IVE T,

Aa—FHEETHITNE. BOT =LV ERUES T Xy b REICHY ., Z2OT =N
N—TFT 4 VT ARERT RLAZ AN LET, DHCP r—_—iL, ZDIPT KLANETHY
Txy FEHBIL, FOF—ANEDIP T RLAZE Y Y TES,

N—T 4 T DA THRRGEIIEIC, AV =T ZADPT FLAZERTLZ &%
HelE L4, 728 20E, 7 —/12810.100.10.2 ~ 10.100.10254 T, A > Z—T = A A7 KL &
73 10.100.10.1/24 O¥54A, DHCP A=2—7 L L 10.100.10.1 ZH L E7, *v hUV—27 &K=
EEA L2 TL 7S, DHCP X IPv4 7 RUAFREICORFERT 2 Z AT EF, Bl
L7277 RUARA U H =T oA AT RLATERWEGE, Aa—TT RLVADAZT 4 v 7
N— N AT D MERH D F7,

T 74N KAL) [EEE (Configuration) ]>[YE— F7 %2 £AVPN (Remote Access
VPN) ]>[DNS] 7 ot & RO THIE SN TWRWERIE, [T 74/~ KA A (Default Domain) ]

TA—IVRTTT7HN K RAL VEFET HDLENRHY £3, 72L& 2L, example.com &) H
RAL B E Ry T Lo RAL U EBALET,

[OK] %227 U v 7 LET,
[Applyl 27 U v 7 LET,

RETIN—T R o—, TS50 Joxd

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >[Add/Edit]
> [Advanced] > [Browser Proxy]

ZDHXAT TRy 7 AT, Microsoft Internet Explorer D% E & F k5720127 A4 T
YMIT v a SN BREERELET,
« [Proxy Server Policy] : 7 A4 7 > k PC ® Microsoft Internet Explorer 77 7D 7 o %o 7
vvary ([ AVyR]) ZFELET,
* [Do not modify client proxy settings] : Z D72 7 7 > k PC @ Internet Explorer ¢ HTTP
T2 Sk = AN"—RELFLEELETA,
* [Do not use proxy] : 77 74 7 >k PC @ Internet Explorer ® HTTP 7' & % L EE T «
=7 LET,

* [Select proxy server settings from the following] : ZHRANZIZIG UC, [Auto detect proxy].
[Use proxy server settings given below], 33 & T [Use proxy auto configuration (PAC) given

below] DF = v 7Ry 7 A% F NI LET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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s [Auto-detect proxy] : 7 7 A 7>k PC C. Internet Explorer ® H#) 7" 1 &% 3 $— X —f
HOMEHEZ A X =T VI LET,

* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/V
THESINTEZMFEHAT 5 L 912, Internet Explorer @ HTTP 7' 12 &% 3 - — /X —g%E
AR ELET,

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 4 —
NVNRTHRELEZZ 7 A VE, BElar 74 Fal—vary@glEoy—2 & LTHEAT
LEOITHEELET,

» [Proxy Server Settings] : Microsoft Internet Explorer % f#i /i L C. Microsoft 7 7 A4 7> hD 7
2Xx Y =N RT A= EFELET,

» [Server Addressand Port] : Z D27 A 7 >k PC Tiifl S5, Microsoft Internet Explorer
YP—=N—=DIP 7 FLRAEZZIAH, BIOR—F2EELET,

* [Bypass Proxy Server for Local Addresses] : 7 7 7 &  PC T® Microsoft Internet Explorer
TR TaX a— ) S NAREMERELET, [Yes] ZIERTHEm—0
IV IS ISAPA X =T T2 Y | [No] ZEIRT DL m—T NANANT 48 —7
T2 Y £

s [Exception List] : 72 % $—_— T 7 L ANLRNT DV —_—DL4HI L P T K
VAZ—RFRLET, Tud v —N"—RHDT 7R ZTDRVT FLADY A
FaE AN LET, ZDYU XKML, [Internet Explorer @ Proxy Settings] Z 1 7 & 778 > 7
ANZ & % [Exceptions] U A MIFHY L ET,

» [Proxy Auto Configuration Settings] : PAC URL [ZHE)F%E 7 7 A /LD URL Z45E L £,
DT 7AMIT, TITUFRT eX UEREEE LGN TR SN TWET, TeFxs
BBz 74 F¥alb—ar (PAC) HiEEZHEHT 2546, VE— hax—¥—iI, Cisco
AnyConnect VPN 7 7 A 7> &35 4L ERH D £,

2 DFy NU—ZBREN, Web 77 UV EREDFR Y NU—27 U YV —RCHHT D
HTTP 7’ X V2 EHRLTWET, HTTP hT7 7 4 v 7 B F% >y hU—2 U YV —R|ZHET
EXH5DF, Tax R T ITUNIHEESN, VAT MNBRHTTP 7 7 4 v 7 &7 0¥
NN —T 4 T T BEETET T, SSLVPN b /U2 LV, HTTP 7 2 & v DEHEMN
BHEZ D E9, BERXY NPT —ZIZ RV T THEXTHERT R IN, Ta—
RS REERURRH CTA v ¥ — X MR SN L &0, =K =T 4 Xy NT—7
Lz D XTI ERLDLIXRRL BB DD TT,

Fo, KRy NV 2R L QWA RETIE, o7 X h—N"—%2FEL,
—HF 7R RRBIC SN T —RNZOHF NS 7 e U b= R—2RRTE D L H 12T 5
ZEMMBEIZRDGENH Y T, pac T A NVEHEATH L, BHEIHEOT X
UL EDTRXVEMNOTRTOI I T b arCa—X ERT0ERETD
B—DAJ7 VTN 77 A NVEERTEET,

WIZ, PAC 7 7 A NVEMATHHZ N Do LET,
O — R NRNFG U T DDA MNLTad T A LNTERLET,
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AnyConnect 7 54 7 > FRERT IL— TR o — .

s —N—DRAUTF VARGV a— ) WIHHET B2, FEAIET IR 7 7 %
VERRTHEALET,

e ITAY TuX U THEENBELLEGAIHA T, TRy Ty FuXx
V= R—EEELET,

e —HN YT Ry eIl B—I S a—HF—HIEbLITW T e XU EEELE
R

TEXAP T4 ZE2EALT A7 7T nR AR a7 4 Falb—da s

(pac) 77 A NWEAERTEET, pac 77 A /L&, URLDO2 T VTG U T, i
T51OU DTk —_"—%2EET LYy 7 &5 JavaScript 7 7 A /LT,
[PACURL] 7 4 —/V F&EEH LT, pac 7 7 A L OESFIC URL #FRE LT, 77 UF
X, pac 77 A NVEMH LT 0% U3 E R L £,

* Proxy Lockdown

I IFAT N ARTADOT R my 7 XY &F A (Allow Proxy Lockdown for
ClientSystem) ]: Z DEREZ A *—7/LICT % &, AnyConnect 7 7 A 7 h VPN & »
v =2 D, Microsoft Internet Explorer @ [#%f¢ (Connections) | % 7 NIRRTV
F9, F£72. Windows 10 /3—37 =5 2 1703 (LK) TiZ, ZOBREEZANCT D &,
AnyConnect 7 74 7> VPNt v a VO], ZET FVDV AT LATOaXT X7
HIERRITRD 9, ZOEEZ ERHIZ L TH . Microsoft Internet Explorer @
[Connections] % 7 L X ET 7V DT X ¥ T OERRIEDLY FHAL, TNHDXT
DT 7 4V NREF, 2= =D L TR MY REIDS U TRREITIERRITR D F
R

\}

AnyConnect VPN & v >z VO], ET 7V DV AT AT ¥
VAT EIERRIZT HITIX, AnyConnect 7 7 A T2k X—T 3
> 4.7.03052 LAREDSLEE T,

AnyConnect 7 54 7> FAE T IL—THR1) o —

RNETIL—TR1) >— F¥#l. AnyConnect 7 514 7> b

* [Keep Installer on Client System] : UE— bk a2 Ea—¥ ETKEHRTZ TAT 2 DA v

A M=V EARRIZLET, ZNEAX—TNMITHZEIZLY, 7947 NOBEBRR
T oA VA N=IRERENT 4 B—T N0 ET, 77472 M, BEOERDT=DIC
VE—F IV Ea—HXIf A= VENEEROT, VE— b 22— =DM
DM ET,

* [Compression] : [EAEZIT D &, #EEINDH /Ty ROV A IR T L7720, X2V

TA T TIAT VAL TA T MEOWBENRT —~ 2 AN ELET,
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AnyConnect 7 514 7 > k

« [Datagram TLS] : Datagram Transport Layer Security (Z X ¥ . —&(0> SSL £t (2 BiE 9~ 5

Ik L HAREE OREZBREL . N7y MEBEDORELZIFTOT WY T XA LT T r—
arvDONRT < A WELET,

* [Ignore Don't Defrag (DF) Bit] : Z OA&RETIX. DF B FOEKE STV D37 b & 5|

N7 57 AT —ary LT, brpLzlmsEsrZencaEd, HHME LT,
TCPMSS X I v T —v g NIEUNZIEE LW AR Y BT —7 OH— —|{ZxT B H 7
ENRHY FEF,

(7947 h3A /3271 ks a)L (Client Bypass Protocol) ]: 7747k 7u hajv
PNANRZERERHEAT DL, ASAWNIPV6 b7 7 4 w7 T2 FHLTWDH EED
AnyConnect 7 7 A4 7 8 77 AT MZXDIPv4 N7 7 4 v 7 OFEHFGIES, 1Pvd N7
TAvIREFTETHL TN EEDIPV6 NT 7 4 v 7 OFERFGIELZRETHIENTE
EJaN

AnyConnect 7 7 7 2 & 7% ASA |2 VPN #f¢t 9 % & {2, ASA (X IPv4 & IPv6 D— 5%
TIXE S OT RUAZED Y TEF, ASA 2 AnyConnect 7 74 7 > b il IPv4 7 K
VAETXIPV6 7 RV AT 2FN 0 Y TIEGAIZ, ASANRIPT RLAZEID M TRrho
TeAxy NU—7 N7 T 49 7IZO0WC, 7747 h 7 bhal L RR2K->TED
NI T7 400 % Ray 7 E&EE0, ETRIEASAEZNNANALTI IA T bbb OREE
k72 L, 2F0 (7 UT7TX2A+] L LTOXREEHTTIHINERETEL LR E
L7,

7o & 21X, ASA 7 AnyConnect 7 7 A 7 > b #ElZ IPvA 7 RLADKRZEID YT, =
RRA VMR T 2T NVAX 7 EINTWVWDHELET, 2O RRA L MR IPV6 7 KL
ANDEFEEZRRT-E X, 7 T7AT 2 b AR T a fa$iEnT «B—7 108
FAIELIPv6 T 7 4w IR Ry TENETH, 7 T7AT 0 F NS RZ T a fapA
F—TNVOEEX, IPV6 8T 7 4 v 7137 FAT Y I 7 U7 THFARME LTEES
nET,

SSL #:#5: Tl3 72 < IPsec b v RV EFESL L TWABEAIX. 754 7> K TIPv6 AT
o TWVEME IR ASA I IN2W2D, ASAITHEICI TA T M XA RA T o
NaVHREE T v a X LET,

[FQDN of This Device] : Z DIEF#HIL. VPN & v a VOFFESL CHEA SN D ASAIP 7 K
VABIRRT B0, 2y NT—27 a—I 0 I OB T IAT7 v MaEREShET, =
DEENL, éiéi&m7nhzwmz/h7 s —I TV R— 1 T59 %
THEETT (IPv4 5 IPv6 2 Y) .

Y

G¥)

AnyConnect 7 747 >~ 7'm 7 7 A )LiT&H % ASA FQDN % fi ]
LCar—I U 7HIZASAIP 7 RLAZEMSGTHZ LIF T EH
o TRLVARB—=RNRNT T U FUFOELNT A A
(FURADBFESLINTNWDT S, R) =B LRWGERH Y
£
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WNEBY IL—TF R >— 540, AnyConnect ¥ 514 7> b+ .

TRA ADFQDN N T4 7 v MIEUE SN2 WIGhE. 774 7 2 ME, BRI b xu
DHESLSIVTWADIP T RUASNORERZAALEST, BRDHIP 72 b2 (IPvd b
IPv6) OF vy T —Z7HDu— 7 %33R — b3 5121, AnyConnect 7 7 A 7 k1%
F/ZW@ﬁﬁiuﬁﬁﬁéA&YTFVX%&ET%éiO»\3_1/7&u7A4
AFQDN DA AR AT O MLERHV ET, 7747 M, PRI e 7740
\ZfFTET 5 ASAFQDN ZfEH L £3, LIEDtE v v a iR Clix, 6. FAM
WIZ, ASAIZ Lo T vy vaasile (£, ZA—7 R O —CEHENRRKELRL) T
/NA A FQDN Z i L £7, FQDN 23i%E S AL TRV GA . ASA IX, [Device Setup] >
[Device Name/Password and Domain Name] D% ENAENH T 734 A FQDN Z# HifS (B LW
7747 MTEE) LET,

TNAAZAFQDN BN ASAIZ Lo TF v a S TWeWgaA, 7747 v M, Bied 1P
Fa haloxy hT—r7Moa—I 0 JHRICVPN Yy v g VEABSLTEEE A,

[MTU] : SSL ##i D MTU A R Z3f# L £, %&wmmﬂ4F®MIT1%lﬁLi
9, 7 74 /v b Tid, IP/UDP/DTLS DA —/R—~v Ro3%EZE LGl &, B CHAT I A v
2 —T A AD MTUIZESNT, BEIUIZ MTU A AR E T,

[Keepalive Messages] : [Interval] 7 4 —/L RI{Z 15 75 600 £ TOHAEATTHZ LI
X0, BN TA NVORFEINT A AL > THIBRSNTWAEATH, ¥—77 74
T A=V ORREAF—TABIUOTEL T, Trk Ty AT U+, EF
NAT 734 A %58 Uik IV E Rl encEx 4, £/, MREEH
B HZ L2k, UEe—F 22— = Microsoft Outlook <°> Microsoft Internet Explorer
MEDI 7y bR=ADT TV r—2a VERRICFATLTORNWE ST, 77447
~ NG & R A AT DN 2 ERRFES N E T,

[(Foo0—KRg5FTa>DU54F7> M EDa—IL (Optional Client Modulesto
Download) |: # v > r— R AT 272012, AnyConnect 7 74 7 ~M&, HH—
FLTWOBBEEEICKEREY 2 — L7210 % (ASADD) #vrm— R K 91C8 kL
F9, KDL iiﬂﬁ@’%%ﬁﬁ%w‘:%? TICT HEY 2a—VOALREIRET 2HERH Y F
9, AnyConnect 7 74 7> MZIE, RDEV 2—ANEHEENTHET (—HDIENN—T 3
CTIEEY 2 — OB 72 < 73? DET)

* [AnyConnect 7 7 A 7 > DART] : Diagnostic AnyConnect 7 7 A 7 >~ I Reporting Tool
(DART) 1%, hT7 7N a2—T 4 7iERZMHIZ CiscoTACIZIAETE 2 L 51
VAT AT DAF T a v PBLOTOMOBZKIERE XY 7 F v L, zip 77
ANET AT by TIHER L E,

* AnyConnect 7 7 A4 7> b x> NU—2 7 7R wx— % : LI Cisco Secure
Services Client & FEITNTWE L7, ZOFT2—MF, BHETA YL ADHHED
Zy NT—=Z 2T 7 8ATA57-0D802.1X (LA ¥2) &F - AHAEHEZTWE
ﬁ‘o

* AnyConnect 7 7 4 7 >~ | SBL : Start Before Logon (SBL) (%, Windows ® 1 7 A 4
AT VTR 7 ANFRSIDHHENT AnyConnect 7 7 A 7> b ZBIET 52 L1T &
. —% % Windows ~D 12 7 A RIZ VPN #5200 L CTRHEA v 7 T~
Pt S H £,
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. RES IL—TFRY) o —. M. AnyConnect V) 54 7> +

» Secure Firewall 7R A F % & ¥ = —/L : LLRiIE Cisco Secure Desktop HostScan f#E & M-
NTWELE, ZTORAF ¥ EY 2—/UL AnyConnect 7 7 A 7> M ZHEA S, Z
T XY AnyConnect 7 7 A 7> Fd, ASA~D VY E— hT 7 & AR & MESLT DRI
WCRAF X THEAAL DI LT U VERETE L L 52D £7,

sISE-RATF ¥ : OPSWAT V3 FA 77 VAL THRATF ¥ F=v 7 2FTL, =
RARA L FOEGHEEZFHMELET, D%, = FARA VMR EAETHETEY b
T— T RAEFIB LY, a—h L 2—F—OWHEREZHIL L) TxF9,

cAMP A % —7 7 : = RiRA » MATOEE R~ /L w7 = TR (AMP) %8 A4 2%
FERELEAHSNET, N TE—D LA RA PER TS ——nb T KR
A > hOH 7 &> MMZAMPforEndpoints ¥ 7 U =T %7 v a2 L, BEFO2Z—H—
N—2ZAMP ¥ —E 2% A VA b—)L LET,

e Xy M= ATV 2 — b T R T 4 LV —EADFHE, B, a7 T4
TUA, BIOEX2 VT 0 oI LT, RENEFHEOERITRRDZN LT
T NVM (R hU—Z AR Y 2—L) 1T, = RRA U FDOT LA MU ZIY
LLT, 7ue—F—FLT77 AV L 2T — g UEsyslogllitdkL, BT, 77
ANDHHTEUIA =T 2 A ZADRMAEITIa L7 F (h— KX —=F 4 X H—)
b7 — La—RKzx7 AFR—kKLET,

* Umbrella Roaming Security €= —/V : 777 4 772 VPN 2372\ & X2 DNS LA ¥
X = UT ¢ 242 L EF, Cisco Umbrella Roaming & OpenDNS Umbrella #-— &2 D
WD T DT AT Y T a o aRHE L Intelligent Proxy 38 KNP LA il
FHRERE A BN L £ 97, Umbrella Security Roaming 7' &2 7 7 A /WL, xtind 5 —E X
& A REBH A BT 1T T ST O RE LA HEINICANCLET (2T
TANZV T BEORY — )72 VAR — R, Active Directory #i 5. £ 7135k
AHJZRDNS LAY &%=V T 1)

* Always-On VPN : AnyConnect 7 7 A 7> h #—E A7 07 7 A VDO FR$EE VPN 7 Z 7
WEET 4= N T D0, £720F AnyConnect 7 7 A 7> b —E AT a7 7 A L%
EERBHTD2MEND 50 ERELET, HREHEEE VPN #RICE Y, 2—F =2z
Va—XizuZ4292% &, AnyConnect | VPN & v v a &2 HEWICHENL LEJ, VPN
tyvari, a—V—Rarva—2nhon st 75 ETHEINET, WE
kb Thty v a IHERFS L, AnyComnect 7 74 7 2 b i, @M EX 2V 7 o
TTTAT AL ORI RO ML A TRITL, VPN v VAR L E
7

HRFE VPN IC L > T, R Y o—zlH LT, ¥F 2 U7 4 BBNO TS 2 %AR
ETEET, WRHER VPN ZfEH LT, =2 RARA & FMEBER Yy h T —27 N T2
LAV DT AnyComnect 7 74 7 F VPN By v a VEMSL L2 L AfERTX
FT, AX—TNCT DL, HERPFELRWGAEDOR Y MU — 7 B OB B EZ R E
THRY U—DREEINET,

A\

GE)  F7-, BRI VPNIIZ X2 U T 4 7 74 7 2 MEREE VR —
F9% AnyConnect 7 7 A 7> b U U —ZARMETT,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F



| —#egzs veN
AnyConnect 7 SA 7V b bS 7 4 v IICRTBRTUY LR VT DERE .

[Furu—KRKT5H577A47 > 7 a7 7 A/ (Client Profiles to Download) ]: 727 7 A
MIar 7 4 Xalb—2al RITA—=ZDTNV—T"ThY ., AnyConnect 7 7 A 7> hT
VPN, Xy hT—=2 T EATR—=Y %, Webtx=2UT ¢, ISERAF ¥, AMP A
X—=77, Xy MU= AT Y 2 —/b 35 X1 Umbrella Roaming Security €3 = —/L

OFEBIHEHENET, EM (Add) 1227 Y 27 LT[AnyConnect 7 74 7> v 77
A VDI (Select AnyConnect Client Profiles) |V « > KU ZE#Ef§+5 &, LlaiZv—7
R =R ENT=T a7 7 A VERRETEET,

AnyConnect 7 SA 72U b bS5 T74 DI/ THRTIY ORI VT DERTE

ATy R RY U 7NE, —E#@ AnyConnect 7 A T b Ry NT—T T T 4 v T %
VPN F o RIS L GBS (B | thoxy NI—2 8T 7 4w 7 % VPN b xR
NOIMTHEE L £9 FERE b, £ 7 V77X MOIREE] )

ATV N RV T HEFRETDHICNE, ATV b borRx V7 R —%EkL, D
RV —lz7r78Axaryta— L VA NEREL, JAV—T KRV —IZATY v b hrrxw
RV v—%BMLET, V=T RV —%T7T74T7 2 MIEET DRI, 7747 MEA
TV b hoRY TR —DACLEFEHLTCEZICRY NU—F T T 4 vV ZIRET
HINERELET,

\)

CE) 27V Y b bRV o232 ) 7T ABETIIRS, FT 70 v 7B TT, BKRO
X2 VT 4 2WERTDITE ATV b bR T AR =TI LN WL E
j—o

Windows 7 7 A4 7 b TlE, BWNZASAMNSLD T 7 A4 T 7 4 —/b b— LRl & 41, RIZZ
TAT U MDTZ 7 AT V4=V L—ADHESIET, MacOSX Tld, 774 T FDT7 7
AT U=V = VBILRT 4V F )—)UITEH S EHE A, Linux A7 5D AnyConnect
/N—30 5 2 3.1.05149 LABETIE, circumvent-host-filtering & W9 £ BIDO I A ¥ AEMEE T V—7
TR T7 7 AMIEML TtruellRETDHZET, ZI9A T DT 7 AT U+ —/Lb—/LB L
N7 ANV EN—)VEFIT 5 & 912 AnyConnect 7 74 7> b ZRETXET,

TI7EA VA NEERTDHE
T A ar v — R MIIIPVE BLIOIPV6 i F DT KL AZIRETE £7,
HEMEACLEEAT AL, 1207 RLRAFERITIXy NT—Z OHLBERINET,

cJERACLEZMEHT DL, VA Ry NT—INRATY v b bRV T Ry U=
RV ES, ZOHA, sk y P =73 ERENET

sany DX EINT=T 78 A U R FR, splitinclude F 7213 split exclude 7% 0.0.0.0/0.0.0.0 F 7=
FOICRESNTZT Z7EAVANMI, 7947 MIHEENEFA, TXTDORT

T4 T ENFIVRBATEETDICIE. A7 Y v b F o Policy (2% L C Tunnd
All Networks Z i8R L £ 7,
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B anvcomect 55472 bS5 T v HIZHTBRTU Y b R Y L TORE

&

ATy T2

ATvT3
ATy T4

« 7 K1-20.0.0.0/255.255.255.255 £7-1% /128 1%, A7 U v b b xR YU 2 —» Exclude
Network List Below DA DT FA T 2 MIEESNET, ZORTEIX. Forx b
T4 INa—AN Y TRy NI TRNWI R TA T Ma@mLET,

« AnyConnect 7 74 7 h TlE, A7V v b bRV T RY —THRESNLZTITO
A b, BIXRASAIZL»TEVETCOHNEZIPT RLRALERICY TRy FRNIZH DT
TOYA MR T 74 v 7 BREINET, mEZIE, ASAICL>TEID Y THENZIP T
RUA2310.1.1.1, = A2 H3255.0.00 DA, =2 KARA 2 T8 A%, A7 U > b b
YRV TR —ICBRZR <, 10.0.0.0/8 B LT HTRTCONT T 4 v 7 EBELE
T, FOD, VL THNZIP T RLAR, #iffsndu—h $7 %y F&#Eylc
2T DL LI, Fy h~A7 EZHHALET,

sheb BHEIIZ
« WY/ ACE TT 7R URMNEERTALERH Y F7,

« AUy b hFRIVARY —%IPv4 Xy T —F & IPv6 v U —27 FIZER LT-
BaiE, BELIERX Yy hUY—2 VR MBI OTa ha v TCERSET, 2079,

Fw hU—27 JRZARMIE, IPMBERIPV6 DM G D RNT 7 4w 7 DT VA 3y ha—
Nz (ACE) BEENTWALENHY T, 25D ACL Z{ERK L TV W
BlE. AR ER s 74X a2l —ar HA FEBRBLTL &N,

WOTFNETIE, 7 4 —/V KOBRIZ [Inherit] T = v 7 R > 7 ARH5HTXTOS— AT, [Inherit]
T2y IR T ARFT L DEEDLE, BELTWAINA—TFRY —iF, £O7 14—V R
DNWTC, T74N KN ITN—T R o— LR UEE#HEHT 52 L 2B LET, [Inherit] 7= »
IRy I AL 7 CTDE, INA—T KR —ICEHAEOH LWMEEIRETEET,

FIE

ASDM Z il L T ASA (28t L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (Zf8) L £,

[Add]Z 27V v 7 LTH LW IA—TRY =% BINT 50, BEFEO I NL—T KR —& i8R
LTCI[Edit| 227 V27 LET,

[Advanced] > [Split Tunneling] Z &R L 9,

[DNS4 (DNS Names) | 7 1 —/V RIiZ, b2 %/L%4 LT AnyConnect 7 74 7 > b THFRT
HRAAL B EATILET, TNHOLAFNE, TTAX—F Xy T —7 EOKRA MIHIGL
£, split-include b >R U 7 NRESNTODHEAIE, FESHZ DNS ——28% v k
T—7 JZANMIBFENTWOIRERDY £T, 74 —/L NiTiL, BREM A A 4, IPv4
T RUVA, £721LIPv6 7 KL AEZ AN TE £,

HALF I ATV b bV d RALLITIE, by T LrUL RA AL Oz 77<
EHL1DODRAL A TUVPMETT, ¥A4FIv 7 A7V b U 7E, FFED
RAAL BT 70 —% 4 =7y heTHXCRoT0DHH, hy LU RAA
vo(org 72 E) P EBETAZLIFETERVDTYT, hy LUV RAL L EDRED ]
DD KA AL 47~ (domainorg 72 &) # ANTHXLERSH Y 7,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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ATy TH

ATvT6

AnyComnect 7 S 7> kb5 T4 v 28T 52T b kot vrosE |

ZFY v b N RY LT %EF 42— T MIF BT, [Yes] &2 U v~ LT [Send All DNS
Lookups Through Tunnel] 2 A % —7 /W LET, ZOF T a2kEdTHE. DNS F T 7 4 v
BT X7 AR, 2T TRAPTEEEND T T 4 v 7 BMER SLET, DNS
RIS 2 &, 7 FURAIIRMBHROE F5%Y £9, AnyConnect 7 71 7 > hME, VPN 4+
DT FURZMFRLE D LIFLERA,

A7)y b bRV T A T =T MITDHITIE, [No] ZBIRLET (F74F) ., 2O
BETIE. V94T MIAFT v oA RY —I1ZHt>T 2% L TDNS 7=
VaEEELET

A7)y b bR T ERETHIE, [Inherit] Fx v 7Ry 7 A4 7IZLT, A7 Uy
M ForRU 7 RY —%8IRLEI, [Inherit] F= v 7Ry 7 A% 47 LRWEE, 7
N—T R =T, T 74/ DI )N—7 7R > —DfltGrpPolicy TEF I NT=AT YU > k
MRV TREMEHESNET, 774NV IN—T RV —DAT Vv k hoRxU s
RV ¥ —DOF 7 4V X EX [Tunnel All Networks] T3,

AFY b hrp Y 7R —EEHET DI, N v P& [Policy] B & ONIPv6 Policy]
MOIBIN L FE9, [Policy] 7 4 —/V FTiE, IPvAxy NU—7 NI 7 4w 7 DATY v~ b
XV TR —EEHZELET, [IPv6Policy] 7 4 —/V KTl IPV6 % U —2 FT 7 1 v
IDAT Uy N "RV o7 R o—%FRLET, £ LEEVWDIMNI, 206D 7 14—
VRO BENEFE T T,

[Inherit] F= > 7 RNy 7 A% A 72 LEEGEIE, IROWTNADNDRY) — A7 g U a@RT
TET,

* [Exclude Network ListBelow] : 7 UV 7 7% A N TEHEESND b T 7 4 v 7 DRy NTU—
JDYAMEERLET, ZOMERIL, ARy BT =212 bR EIT LTHHE L2208
O, B—ANV Ry NT—T EOTNRNAR (FV o E2eE) IZ778ATHYE—h 22—
Pl o THENLHET,

* [Tunnel Network List Below] : [Network List] C{EE SNz r v hT—ZROFTXTD F 7
T4 IBN bR T ENET, AV NV—K Xy hT—27 UARADT KL A~D
N7 T4 W hrRx V7 E3NET, TOMTXTOT FLRAZKTLHT—XIEX, 7V
7 THRARNTEEIN, VE— b 2—HF—DAf U F =Xy F b—ER T a M F—(C
rotn—F oo 78nET,

ASA91ALIBEDNR—T g Tl AV IZNA— R VR NEBETAHEXIC, A7 V—F
HHEANOY TRy MZZZ A7 V—R VA MBIRETEET, IboRAbESnitT
Fy MEI bRV T7E3NT, ANV —RURARDEVDOFRY NT—=TIT o) 7
SNFET, A7 NV—RIURANDOY TRy NTIERVWZ I AT N—T 3 UARNNOFR Y
NT—21%, 7747 FTEGAEINET, Linux DA, V7 31y SO EZ R — K
THIIE, TN—T R = hAZ LENEEZBINT20ERH Y F3,

RICPlERLET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B anvcomect 55472 bS5 T v HIZHTBRTU Y b R Y L TORE

ATy T17

ATvT8

ATvT9

Configuration > Remote Access VPN > Nebwork (Client) Access > Advanced > ACL Manager

@’EditﬁDelete|1~ $|$Ba@-|qFrnd

£ Enabled Source User Security Group Destination Security Group Service Action

= TunnelExdude
1 # g 10.10.10.0/24 & any e-ip €3 Deny

B wooos | 1 e | mo | em]

GE) Split-Include % U —27 3w —J /L 7 %y FOFER— (192.168.1.0/24 72
E) Oo%hE, ST HN 774 v 73 bR 7 ERTWET, Split-Include
Fy NU—rRa—hL 75y hOA—3—F v b (192.168.0.0/16 72 )
OHFE. FETHRT 74 w71k, va—AVH TRy hElRrE, bV T
ERTWET, e—INVH T Xy b b T 7407 b bR U THITE,
—%4 % Split-Include & v b7 —72 (192.168.1.0/24 3 L 1 192.168.0.0/16 Dt
J7% Split-Include % NV —7 L L THE) ZENT20ER’NH Y 7,

Split-Include % > b 7 —27 23E%h (0.0.0.0/0.0.0.0 72 &) DA, 27U » b b
YRV TET AT IRV ET (TRTDORNT T4y W) o7
SNET) .

313023

* [Tunnel AllNetworks] : ZORY > —iX, T RXTCDOLTZ 74 v 7B R r7EndE9
WCHELET, ZoHETIE, BFENICAZTY v b b U o 23BN £, U
T b a—P— I ¥Ry PU— ERBLTA LV Z—Fy MCT /7 EALETA, o—
HI Xy NT—=ZIET 7B ATEE A, TNURT 74V DOF T 3 TT,

[Network List] 7 1 —/V KT, A7 Uy b bRV 7 R o—%#HAT57 782 a2k
72—/ U A NZE®RIRL E 9 [Inherit]) F= v 7 Ry 7 ANRET U OHE, JA—7 K v—x7
TN TN—T KR o—THESNTWAD Xy hT—27 URA MR LET,

[Manage] =~ > R AR % %33R L C[ACLManager] ¥ 1 7 2 7R > 7 A& ET, ZORy
JATIE, Ry hU—=27 VA RELTHEHT27 78X ar he— L VA NERETEET,
Xy NT—27 U A NEAERE T ITRET 2 FEOFHEMIZOWTIEL, —KBREH= 7 1 ¥ =
L—va v 4 FEZRLTIZEN,

VEEACL VA MCIXIPVA 7T RL AL IPV6E T RLADW T E&H 5 Z LN TEET,

[Intercept DHCP Configuration Message from Microsoft Clients] (% DHCP %4 75215 (2 [E A DB X
Z A =2 % LET, DHCPRATZIFIZ L > T, MicrosoftXP 27 74 7 MEIASATATY v
N oV T EREHTEDLLDICRY ET,

* [Intercept] : DHCP RATSAG ZFFAI T 500 & 5 & fEE LE 7, [Inherit] 23R L7254
T 7 # )V RERIEI [No] TI,

* [Subnet Mask] : T2V 7Ry h v A7 Z®IRL £,

[OK1 %27 U v 7 LET,

. ASDM 7% 3 : Cisco Secure Firewall ASA > 1) —XVPNASDM 718 2> 7 4 X¥alL—i 3> HA K
88
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g4+3299 27Uy k boruvrngz I

BAFI YO RT)y bk bRV TDEERTE

ATy I

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

HAF w7 A7 o b oD 7T, MRV DRESLHIZ, DNS KA A I HES0n
THERIZAT Y RV X D T HRATHIZENRNTEET, AT I 7 ATV v b b
XV T HRRETHITNE, W AXLEMEEERL, Z0—7 R —|EMLET,

1R8O HHEIIZ

Z OMREZ T 512X, AnyConnect U U — R 4.5 (F/-1XFLIKE) NHLE T, FEMIZS
WTIE,  [About Dynamic Split Tunneling] ZZ L T 7230,

FIE

[E%%E (Configuration) ]>[)E— ;72 £RXVPN (RemoteAccessVPN) |>[F#y kT—49 (U
472 k) 7YX (Network (Client) Access) ]>[7 F/3> X (Advanced) ]>[AnyConnect
7747 NHARRLEMN (Custom Attributes) | Wi 2 &M L £9,

[Add] %27 Y v 7 L. dynamic-split-exclude-domains ZJBMEZ A 7L L TASIL, B E A
LEJ,

ZOFHLWEMNEZZ Y v 7 LTCHEMA L7265, Ul EEIZ®H 5 [AnyConnect 7 714 7 > b
custom attribute names] V > 7 %27 U v 7 LE T,

VPN b RN OD T T4 T MK DT 7B ARNERE 7 T U R/Web —E {2
W, ®GT D AZ LEMEAZBINLET, 72& 201X, Google Web #— B A IZEH7 % DNS
RAAL 4 DY A K& LT, Google domains ZiEM L ET, ZiuHD KA A X, [AnyConnect
754 T v M AK LJEMA (Custom Attribute Names) ] EE O [fi (Value) ]*B 7T, RAA
VEhAyvFE TR a s~ XE0E (CSV) B EMEH L TEFR L £, AnyConnect 7 7
AT v R, K0T (K300 D@FE A XD R AL 4) ZER H)D 20,000 3T Fx
DEEINET, TORIREZEZ D FAAL CATEHINET,

H AL LEMEIL 421 SCEURNTRITUIR Y £ A, RERENATIEN D L. ASDM (T 421
WFE PR ETHEBOMHEIZHEINET, FEDBMEX A 7 EARIOT X TOLFNL, *E
NI TAT L NI T v aZ3nbdEXFITASA L THEINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] =2 L .
AT Iy ATV y st bR ) T REERRED 7 NV—T R =ML £7,
HLWIN—T R —%{ElT 50, [Edi|Z 7Y v 7 LCTEEFO I NV—T R v — % EH
THIENTEET,

RDZARY

ATV hegGe bRV ITMBREINTWDEE, 4TIy 7 A7) v MShE, 27
Uy FagTrky RU—ZIZDNSJSEIP T FLAR 1 DL EEEN LA DHR, FEITENFE
T, DNSIGEIP T RLRAERT Y v haBhrry NT—2Z OWNWTHPORIZE -7 BEARD
DRWEE, T_XTODNSIWEIP T FLAIZ BT DT 7 4 v 7139 TIT bR U I
LB ESNTWATED, AT v 7 27U v MR OFEITIIAETT,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .


http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect45/administration/guide/b_AnyConnect_Administrator_Guide_4-5/configure-vpn.html#concept_fly_15q_tz

B srzvo27uy

BALFIv9 R

— iz VPN B |
RS R DR DT DBE

Ty RN RO R) VT DERTE

ASDM ZfEL T A F v 7 X7V v FERA R 7 2 HNTT 2121E, ROREF
BEZFATLET, ¥4 FIv 7 ATV MR RALS A T — K RAAL U OWTHE
FINTWDIHEEIE, FAA L AO—BUC K DRSS AT I v 7 ATV v MRS U 7
DA/ 0 3, 728 203, B IL example.com ~D ;7 7 ¢ » 7 % www.example.com LA
ST TR D L9 IR ETE £9, Examplecom{ZZ A F v 7 A7V v MRI R A A
YThYH ., wwwexamplecom|ZX A FI v ATV R AT )— R RAAL L TH,

N

GE)

TAFI v ATV v "IN 2 U 7 T 5121%, AnyConnect U U — 2 4.5 (LLF%)
DWEETT, F£72, AnyConnect U U —RZ 4.6 (LIFE) T, WiFD RAAL UBRESNTWDHE
BOWREAFT I v ATV h A7 N—FRERT T v MRADTZDOBERIMZ HivE
Lize #AF v 7 A7V v MERAMT tunnel-all X 7E., split-exclude 7% &, 33 & O split-include

ATy T

ATy T2
ATvT3

RTvT4

ATy Th

m oo

REICHEMN S ET,

1R BHEIIZ

AnyConnect 7 7 A 7 b DEMFZHONTIEL, XA T Iy 7 A7V v b bV 7] OB
AL TLTEEN,

FIE

[%%E (Configuration) ]1>['JE— 742 AXVPN (RemoteAccessVPN) |>[y kT—4 (&
AT b)) 721X (Network (Client) Access) | >[7 K732 X (Advanced) ]>[AnyConnect
7747 hhRELREM (Custom Attributes) | MM L £,

[Add] %L’y U ‘77 I_/\ dynamic-split-exclude-domains %E‘fﬁ&/f 7°k Lf)\jj I_/\ ?}EE»EJ %L’)\jj
L/i‘j‘O

ZOHLWENEZ Y v UCEA LD, Ul EEIZH 5 [AnyConnect 7 74 7 > b
custom attribute names] V> 27 %2 U v 7 LE£7,

VPN R RIS D T FA T v MK DT 7B ARUERE S 70 R/Web ¥ —E {25
WTC, ST 20 A% Mgz ML ET, =& 21E. Google Web H— " A 1Z(9 % DNS
RAAL DY A RE LT, Google domains ZiBMLET, ZiHD KA A X, [AnyConnect
74T b AL NEMS (Custom Attribute Names) ] O [fll (Value) 155 T, A A
VEAUIXFTREL a XV E (CSV) B EHH L CTEE L ET, AnyConnect 7 7
AT 2 T KD 3CF (K300 QMY A XD FAA H) ZERS EAHID 5000 SLFO A
NEFINET, ZOHIREEAD FAAL CATEHIET,

B AL NBMENT 421 SCFELUNTRITIER D T8 A, KRERERANIENS &, ASDM (% 421
WFE PR ETHEBOMEIHEFSINE T, FFEORMEY A 7 LAFHIOT X TOLRNL, %E
MITGAT U NI T v vra2aZ3NDHEXITASA LK CHfESNET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] &/ L |
TAF Iy A7V NS Y T RMEERFED 7 NV—T WY =TI L7,

7w % 3: Cisco Secure Firewall ASA > 1) —X VPNASDM 7183 > J 4 XalL— 3> HA K
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g4F+395 27y ragrvryvioiz

ATV T6 HLWITA—T KU —%EkT 50, [Bdit] 227 V7 LTBEFEOZ NV—T7 R v —5EH

THIENTEET,

AT9 T EMOA=2—T, [F#MERE (Advanced) | >[AnyConnect 7 71 7 > ] >[HREZ LEH

(Custom Attributes) 1427 Vv 27 L, oy 7 Xy UnbREZ A 728 IRLET,

BALFI v RT)y bSO RY VT DERTE

ASDM ZH L THEAF I v 7 ZAFV v b A I N—F b3V U720 T 5120, &
DOREFIEEFEITLET, ¥A4FTIv 7 ATV NI RALS AT N—R RAL D
M GBERSNLTWDEEIL, RAA AO—EIZLDIEEX AT Iv 7 ATV A7
=K SR DU TRENCY £, 728 201E, BHEI domaincom ~D T T 4 v I &
www.domain.com UISMITRTEEND L HICRETE E I, DomaincomiIF A+ I v 7 A

TV b A7 —FK FAAL L THY ., wwwdomaincomlZZ A F v 7 ZA7 U » MRS R R
A4 TT,

)

(G£)  AnyConnect U U—2Z 4.6 (LURF) bV, XA FIv 7 ATy b AT N—F b v
TERMHATHLENSHY £9, £7-, AnyConnect U U —2 4.6 (LIFE) T, WD KA A N
BESNTWDGEDILREA AT I v 7 ATV M AT N—RERT Y v NERIDTZDHD
WENPMZONE L, XA T Iy A7 Y v b A 27— R split-include 7% & (2 D A
ShET,

188 BRI

ATy I

ATy T2

ATvT3

ATy T4

AnyConnect 7 74 7 b DESRZHONTIEL, XA F Iy 7 A7y b b7 OB
ML T Z3N,

FIE

[%%E (Configuration) ]1>['JE— 742t AXVPN (RemoteAccessVPN) |>[Ry kT—% (&
472 bk) 7YX (Network (Client) Access) ] >[7 /32X (Advanced) ]>[AnyConnect
7747 NhRELEMSE (Custom Attributes) | Hi a2 L £,

[Add] Vv L, BEZATELT dynamic-split-include-domains EATIL., AR AT
L\i—a—o

ZOHLWEMEEZ Y v UCEA L2, Ul i E#I28H 5 [AnyConnect 7 7 4 7 > bk
custom attribute names] V > 7 %27 U v 7 LE T,

VPN R RN DT T AT ML DT 78 ARMER%4 7 T 7 K/Web H—E R 2D
W, ®GET D AZ LEMEAZBEINLET, 72& 21X, Google Web #— B A IZEH7 % DNS
RAAL 4 DY A KE LT, Google domains ZiEM L ET, ZiuHD KA A X, [AnyConnect
7747 v b AK LJEM4  (Custom Attribute Names) ] HEE O [fE (Value) &80 T, KAA
VEAyvFE TR a s~ XU E (CSV) JBREMEH L TEFR L £, AnyConnect 7 7

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



B ==vnrorione

ATy TH

ATvT6

ATy 71

— iz VPN B |

A7 FTiE, KEIY 3T (8300 DEFEY A XD RRA A 24) 2R FEIIO 5000 KFO I
NEEBINET, TOHIBREZBZS AL UAITERSNET,

B AL NEMENT 421 SCFELUNTRITIER D A, REQENIAIENS & ASDM i 421
XFE ERETLEBOMEICHEISNE T, FEOREY A 7 EARIOT X TOLRIL, *E
NI TATLMIT v aZ8NbEEIZASAICL > THEINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] = 28 L
T AT IvI ATV b A I NV—R bRV TREEARFFED 7 NV—T R —IZ8
mUET,

HLWIN—T R =BT 52, [Edit| 227 Y v 7 LCTEEFEO I V—T R o — & E R
THILENTEET,

FEAHID A = 2 —T, [FHXTE (Advanced) ]>[AnyConnect 7 7 A 7> b >[h R 2 LEHE
(Custom Attributes) 1| 227V v 27 L, Ny X7 Uonb@EEs A4 72@RLE£7,

EIVPN O RILDETE

ATy T

ATy T2

BHE VPN k> U2k, IVPJ%%V&OTWW%ﬁﬁ%iéﬂék%ﬁﬁ?ﬁ<\7
TAT VN VAT AOERBADLTZRNCHANR Y MU —7 OFF PRI NET, 7 1 A
Xy N —Z7I|Z VPN 240 L Ca— PRI L7207 /31 AWK LTSRS, SR o
F7 4 AP RARA > kT Patch Management 2179 Z L3 TE £9, Z OBERRIZIX, N
X MU= DAV L THZ U RRA L OS2 27 VT MIHTHA) v b
HoET,

BHELVPN b=y R a—WFZxt LBRNTH L2, 22— 77V r—vaiido

TR ENT XYy NU—2 v T 7 4 w713 FT 740 FTEEZZTEEAN., Kby IcEH
VPN bk > RV DOINEBITHRIE SVE T,

By A UBNMEHETH D L a—Y—noWMEINTGE, BN R URBEENIERE SN TN

WATREMED B 0 E 3, BNMOEME, FER SN, IR, B L OEE VPN oD R 7 7L
Ta—T 4 oW T, [Cisco Secure Client Administration Guide] ZZ& L T 7 &y,

1a s BRI
AnyConnect U U —2R 4.7 (F721XZ LI A8

FIE

RN T N—T ORFET L. [EXE (Configuration) 1>[') E— 7YX (RemoteAccess) ]
SRy bIT—=D (V34T I~) 742t X (Network (Client) Access) ]>AnyConnect 7 74 7
v MR TR T 74 )L (Connection Profiles) 1> [BAN/#RE (Add/Edit) [IZBEI L., [REIE
D (certificate only) |1 & L THET IMLENRH Y £7,

Wiz, RLT Y > KT, [Advanced]> [Group Alias/Group URL] Z 3R L, FEH VPN ' 7 7
ANVTHET D7 V—7URL ZBMLET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F


https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html

| —meears veN s

ATvT3

ATvT4

ATy TH

$I%y rOBAEFH— 1T B00 Linx 0Bz [

DRV TN—=T DT N—T R —IZiE, RV TNA—T TERESNTZT RLA

T—=NEMHTHTRTOIP 7a ha/VIxLTAZ Y 7 MG bR ) U T RERESNT
WAMENRH Y 7, [RemoteAccessVPN] > [Network (Client) Access] > [Group Policies] > [Edit]
> [Advanced] > [Split Tunneling] 7> % [Tunnel Network List Below] % ## L £ 9,

(AT vay) a—VF—2RHBELExy N —Z@BEICEELZ2NE DI (FE VPN b x
JNTEBRTHL720) A7V MG MR Y T ORENT 74V N TRETT, ZOH)
Ead— =54 FF210F, HE M RXERTHEA SN TS 7 —T R O —IZ WA Z
LEMEZRE L ET : AnyConnect 7 74 7 > kN W AZ K@M (180 X—) |

WEDIP 7a haizktd b bk ZA—FTTF KL R P— LR E ST WNEA
7 )V—"7 7R 2»—"C [Client Bypass Protocol] A x—7 /WL, 7 KL A F—/LDg\IP 7
o hanet—HTH58T 7 4 7 PEH VPN F RV THIFESNARNWE DT HHERDH Y
£7,

T 7y ANEERL, TR T s A VOBEHOEE VPN R kL3R L £ 7 : AnyConnect
II3A TN TR T s ANLDHRE (162 2—)

I3y FOBRNFHR— T 5=HD Linux DERE

ATy T

ATy T2

ATvT3

ATy T4

A2 7w kb b3 VU > 7 FIZ [Tunnel Network List Below] % 7% & L7234 . Linux CTiX¥ 7 % v
s DRI E YR — M T DT DITEMNMOKEN LI/ Y £97, circumvent-host-filtering & VY 9
ZRIOH A S NEHEEER L Ctrue ICRRE L, A7V v b R ) U7 RICHRESNIZZ L—

TRY —ICEEMT O LERDH D FT,

FIE

ASDM (Z#&fe L. [X%E (Configuration) ]1>[") E— k7% X VPN] > [Network (Client)

Access] > [F£#2%E (Advanced) ]>[AnyConnect 7 71 7> h h XA LEM (Custom

Attributes) | IZBEI L £,

[Add] #7 U » 7 L. circumvent-host-filtering &9 4 RTDO I A X KEPEEVER L T, ZOfE

Zotrue lZRE L E T,

IIAT N7 7 AT U= MIH L TERTED 7 V—7 R v —aifFkE L, [FHERE
(Advanced) ]>[AnyConnect 7 71 7 . F]> >[h XA LEM (Custom Attributes) ] I H)

LET,

VERL U724 2 % K@M circumvent-host-filtering # 27U v b b2 U U ZIEA$ 2 70—

TR —ITEMLFET,

RES JIL— TR o —. AnyConnect 7 54 7 > FEMH

[B%E (Configuration) 1>[VE— K7 2 & AVPN (Remote Access VPN) ]>[F v hT—7 (7
TFAT v R) T2 A (Network (Client) Access) ]>[Z /L —7"R U > — (Group Policies) ]>[i&
IimsE (Add/Edit) 1> [REMEE%E (Advanced) ]>[AnyConnect”7 A 7 > RIZIL, D7 )L—
TR Y U —TEE AIHE/2 AnyConnect 7 74 7 > N DRMENF RS NET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B mso0—F%0 o—. AnyConnect 754 7> R

* [Keep Installer on Client System] : U E— k 2 B a—¥ ETKkEHNR7 747 hDA >

A N—=)VERRRIZLET, ZHEAF—TNITDHZELEY, 7747 FOBEENZR
T A UAN=IRERENT 4 =T NIV T, 7 T4 T ME BROERDOT-DIZ
VE—h 3 Ea—ZIIA A =N ENTEEROT, VE— | 22—~
NEMEESNET,

N

G¥)

(M AN=T—=%TTFA47 2 M AT LITRFF (Keeplnstalleron
Client System) ]iX, AnyConnect 7 7 A 7 > FND/X— 3 2.5
BT AR— RS THEREA,

« [Datagram Transport Layer Security (DTLS)] : —i#B¢ SSL ##5¢ (B4~ 2 2 4E & ks o [

. ASDM T &

FEZEREL . N7y MBEOEEBLZZ T T WY TAEAL LT T r—3 9 D/RT 4 —
v AERELET,

[DTLS Compression] : DTLS |Z31F D) EMi &2 E L 77,
[SSL Compression] : SSL/TLS (28T 5 [ Efi A% € L £,

[Ignore Don't Defrag (DF) Bit] : = OFEEETIL, DF By FRRE SN TWBH 237 v | & il
N7 Z 7 A T—var LT, bt d 2 ENTEET, MAFE LT,
TCPMSS *r A T— 3 VZHUNIRE LRy b U —7 O — _— x5 B 72
EmdH0 ET,

[7FA4 7T hNA %271 k2L (Client Bypass Protocol) ]: 7 747> b 7u haj

INANATIE, ASAMNIPV6 8T 7 4 v 7 122 TH L T\Wb & & D AnyConnect 7 7 A 7

YR ITATUNIEBIPVE N T T v 7 OEEFIES, IPv4 8T 7 4 v 7 2T & T
LTWHEEDIPVE NT 7 o v OEBRGEZBELET,

AnyConnect 7 7 A 7 > b 75 ASAIZ VPN #ft 3 % & &2, ASA X IPv4 & IPv6 D—T5 %
FETHOT L AZE Y UTESF 254 T 2 h SA 82 71 k2T, ASA 75 [P
T RUVARBEDYThpoT= b I 7 4w Fay X350, 721X ASA N A /RA L
TIITAT Y FPLOBREEAR L, SED (27U T 7% 2 M & LTOREEFAT 50
ERELET,

7c & 21X, ASA 73 AnyConnect 7 7 A 7 > b #EZ IPvA 7 RLAD K ZEID T, =
RBRA L IR T 2T VAL 7 INTWDHELET, TOZ RKRA L R IPV6 T R
ANDRFEEZRLIZEZIT, 7 T7AT 2 b AR Ta b a)VERENRT B —T7 VD5
BIXIPV6 R T7 4w B Ry TINETN, 7747 2 b XA XX 7 handg
F—TNDBEE, IPV6 8T T 4 v 7IZ 7 TAT U 7 U7 THFARE LTEES
nEJ,

[FQDN of This Device] : = DIFHI%, VPN & v a  OFEMESL THA S5 ASAIP 7 R
VAZFRRT HT-DIZ, Xy NT—7 ma—I 7 D% T IA4 Ty MRS ET, =
DOREF, SESERIP e baroxry NUV—Jor—I 0 T R— 1759 %
TEETT (Pv4 N5 IPv6 72 Y) |

3 : Cisco Secure Firewall ASA ') —X VPNASDM718 3> J 4 ¥Xal—>3a >y A4 K
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RERS )L— TR & —. AnyConnect 7 54 7 > FEME .

\}

(GE)  AnyConnect 7 7 A 7>k 707 7 A MZ&H % ASA FQDN %
LTE—IVJHRICASAIP 7 RLAZEMST 5 Z L3 ca gt
hvo T RUVARBR =R NRT v FUFOELNT /A A
(R RPN EZNTNDT AL R) L= LARWGERHY
7.

TNA ADFQDNMN Y T4 7 v MIEUE SNWGE, 774 7 > M, BN b
DHESLSIVTWDIP T RUASNOFERZAALE ST, BARDHIP 72 b (IPvd b
IPv6) OF vy T —ZfHDu— > 7 %R — b4 5HI2iE, AnyConnect 7 7 A 7 kI,
N RVOFRESLIER T2 ASA 7 RLAZWRETE S LHIC, v—I v TRICT A
A FQDN DA RMFERZAT O BN H Y £3, 7747 > M, ¥R T2 7 7141
\ZAFET D ASAFQDN 2 H L £ 77, LDt v o a U FE CTlx, fEHTRER G A& 1X
WIZ, ASAIC R > TF vy vaasiie (£, FA—7 R —CERENRE L) 7
/XA A FQDN il L &9, FQDN 235%E STV /2G4, ASA X, [Device Setup] >
[Device Name/Password and Domain Name] D% ENA 2> 67 /34 A FQDN # Hifg (B LW
7747 MTEE) LET,

TNRAAFQDN N ASAIZ L > TT v vaSPUTWRWES, 7747 M, £e5 1P
Zu bhartory hI—27MOa—I U TRICVPN® Yy Vg VEBY. TE ¥ A,

[MTU] : SSL ##t D MTU WA XZF{#& L £, 256 ~ 1410 /31 M OHFIPHTEZ AT L F
9, T 7 4/v b TiL, IP/UDP/DTLS DA —/R—~v Ro3%EZE LGl &, B CHAT LA v
H—T A AD MTUIZIKSNWT, HEIMIZ MTU o XRFEINE T,

[Keepalive Messages] : [Interval] 7 4 —/L RIZ 15 75 600 £ TOHAEAITHZ LI
X0, BN T A NVORFEINT A AL > THIRSNTWAEATH, ¥—77 74
T Ayt —VOMBEEARX—TVBLORHELT, Tux 7747 Ur—/b, £iF
NAT 73 A% 0@ LTe ki A RV E T2 enTcEEd, o, MEZH
BFHZ L2k, VE—F 22— =2 Microsoft Outlook X> Microsoft Internet Explorer
REDY 7y bRXR=ADT IV r—2a VEEBRCETL W RNWEE T, 7947
kNG & R A AT DR W T E R RFESNE T,

(Forua—RT547arDr 547 MEY2—/L (Optional Client Modules to

Download) ]: # U — R Z 859 2 7212, AnyConnect 7 74 7 > ME, ¥AR—
FLTWOBEREIC KL E LT Y 2 — L2 % (ASAD) XU rma— T X 0ICERL

£, ROL D RMOREEL A X —T MTT DEY 2 — VOARTEEET 2 LENH Y F

9, AnyConnect 7 7 A 72 hD/X—= 3 2 4021F, ROEY 22— L BEENTWVET
(A= a2 U TIEEY 2= VOENRD <RV ET) |

* [AnyConnect 7 7 A 7 > DART] : Diagnostic AnyConnect 7 7 A 7 >~ I Reporting Tool
(DART) (X, F 77Ny a—T ¢ » 7 FERZMHIC CiscoTACIZIHETE 2 X 912,
VAT AT DAF T a v PBLOTOMOZKIERE XY 7 F v L, zip 77
ANET AT by PIHERLET,

« AnyConnect 7 7 A 7> b Fxv NU—27 T 7 A ~F— % : LLHIIL Cisco Secure
Services Client & FEIZNTWELTZ, ZDOEFES 2—/UT, ABREIA YL ADEITD

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B mso0—F%0 o—. AnyConnect 754 7> R

N

Fy NU—=TIZT7 78 AT 520D 802.1X (LA Y¥2) ¢T3 4f AFiEEHZ T\ E
‘g—O

* AnyConnect 7 7 4 7 >~  SBL : Start Before Logon (SBL) (%, Windows ® R 7 A %
AT VTR 7 ANRFRIIDHHEINC AnyConnect 7 7 A 7> b BT 252 L1T &
D, —H% Windows ~D 1 7 A HIT VPN H&fie &2/ L TREEA 7 T ~Faifiliic
o7 TRl S B

* AnyConnect 7 74 7 > b Web £F% = U 7 1€ =2 —/L : LIHiIL ScanSafe Hostscan &
MR CWE Lz, ZOF Y 2—/biE, AnyConnect 7 74 7 > M A S TVE
To Flo. WebX—TVDEREZ LT, FRFICHEERZ O TELROICLET,
0%, ERINTVWDEX2Y T4 R —IZESWT, ZTFANFRERI T
VEANL, BEROHL AT UYRHAETE R arT Y E ey 7 LET,

« AnyConnect 7 7 A 7> b T LA NI EVa—/L: EBEOHDL T Y DOFRIEFEITIC
B3 2 1E#H % CiscolronPort Web 2% = V7 4 77T 4 7 A (WSA) IZEELET,
WSA Tl, ZOF—F %R LT, URLO 7 4 VEZ Y I —LERELET,

G¥)

7 L A N Ui AnyConnect 4.0 Tix#aA— hZivEH A,

o ASA IRAF ¥ E ¥ =—/b : LLAIIZ Cisco Secure Desktop HostScan H4HE & FEIZIL TV E

L7z, ZORAF ¥EY 2—/LiT AnyConnect 7 74 7> M IZIHEA S, ZHUTED
AnyConnect 7 74 7 > b I&. ASA ~DV T— 7 7 & A ML D ENTA A
FXTHEAAL DI LT Uy VERETE DL HIZR £7,

sISE-RATF ¥ : OPSWATV3 A 77 VEMEALTHRATF Y Fov 7 2FTL, =
RKARA > boOMEEMNEEZFHMOILET, 0%, = RARA v MR #EETH ETEY b
T—7 T RAZHIRLEY ., o—h 2—F—OMBRERIL LY TX E7,

*AMP A X —7 7 : =¥ RARA v MATO®EER~ LT = 7Bt (AMP) %8 AT 5
FELLEHINET, N TE—I AR SN TS —"—nb = KR
A hOH 7 & MMZAMPforEndpoints ¥ 7 F U =T &7 v a2 L, BEFO2—H—
N— 2T AMP ¥ —E 2% A VA b—)L LET,

e Xy NU—J AT a—b x0T 4 LY —E RO, Eh, 2774
TUA, BIOEXF2 VT o 0L T, BENEHEFOE TR ZM ESEE
T, NVM (X hU—Z "[filE Y2 —)) X, =V RARA U FOT LA U %I
H£LT, 7e—FT—F LT 7 ()L L EaT—a v Esyslogllitdk L, &b, 77
ANDHHTEUIA =T 2 A ZADRMEAITIa L7 &Z (h— KX —=F 4 X H—)
b7 — Lba—RKzx7 AFR—kLET,

* Umbrella Roaming Security €~ = —/V : 77 7 ( 772 VPN 372 & X2 DNS LA ¥
X7 ¢ 28R L ES, Cisco Umbrella Roaming & OpenDNS Umbrella #-— "2 D
WTNNNZFT DY T AT U T a AR L Intelligent Proxy 38 KX TVIP LA Vi
FHRERE A BN L £ 97, Umbrella Security Roaming 7' &2 7 7 A /WL, xtnd 59 —E A
& A RBA & BT T T ST DR L L2 BEIICARNCLET (27 Y
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MESIL— TR —. AnyComnect 754 7> k 051 vi&E

TANEZN T BBEORY —, #)72 LAR— R, Active Directory # 5. £ 7135k
AHJRDNS LA ¥ X207 1) ,

* Always-On VPN : AnyConnect 7 7 A 7> b h—E R 70 7 7 A VO FRHEH VPN 7 7 7
REET A B—7MZT D0, £7201X AnyConnect 7 A4 7> N h—E AT 07 7 A )Lk
ELEMT2MENH D0 RE L ET, WREH VPN R LY | 22— —pna
Va—XlZn 45 L AnyConnect I VPN & v 3 v & HEIICHESZ L £§, VPN
tyvasit, a——Rarta—ahon st 7T 5 ETHERINET, WENREE
Kb THE Y v a VIR S 4L, AnyConnect 7 74 7 2 M i, @M ExX=2 YT o
TTIAT AL OWER R O A TRITL, VPN E Y v a V2 FB L E
R

WL VPN IC L > T, ERV > —Z2#EHL T, EX2 U7 BB DT A ZA %R
HETEET, WREHE VPN 2 LT, = R A v F3MEEA Yy N —27 AT
LAl 2T AnyComnect 7 74 7 N VPN By v a VEMENL L2 L A fERTX
FT. AX—TNIT DL, HERPFIELBRWEEOXR Y MU — 7 B OE B IEZRGE
THRY U—DREEINET,

\}

GE) F 7o, WEREEERL VPN (ZiZAnyComnect EX = 7EE Y 7 1 HEHE %

YA — 9% AnyConnect 7 7 A 7 > b U U —ZANMNETT,

[Foru—KRKT577A47 > 7 r7 7 A/ (Client Profiles to Download) ]: 727 7 A
MIar 74 Falb—alry "NTA—=ZO7V—7ThHV ., AnyComnect 7 7147 h T
VPN, *y NT—2 77 A V32—V %, WebtF¥=2VUT 1, ISERAF ¥, AMP A
X—7 7, Fyv MU=V AHME Y 2 —/b I KO Umbrella Roaming Security &3 = — /L
OFBEIHEAEINET, BN (Add) 1227 Y >~ 27 LT[AnyConnect 7 54 7 > v w77
A VDI (Select Profiles) |V 1 > KU EEENIT 5 &, DT /V—7 R Y > —RIZ/ER
SNTETu T A NVERETEET,

RERS JL— TR & —. AnyConnect ¥ S A 7> k A5 A VERE

WS 7 v—7 7R Y >—d Advanced > AnyConnect 7 7 1 7 > bk > Login Setting ~1 > Tix, Y
F— hax—H%—IZAnyComect 7 7 A 7 DX U u—RERDBETa T veRRLED,

74T hLASSLVPN DR—Z)L_R—VICH A L7 MERGTDH L O ASA ZRETEXF
j—O

* [Post Login Setting] : = —H#—Z7 BT hNERRLT, T 74NV EDRA L BT A 3
REFATTL7ODZIA LT U MNEeRETDHGITERLET,

» [Default Post Login Selection] : @ 7' A Y &IZEITTHT 7 v a raBERLET,

DS5AT 2 T7AT04—ILIZEKD VPN TOO—HIL T/ANL R HR— FDERE

WIS 7 V—7 R Y > —O [EHIERE (Advanced) ] >[AnyConnect Y S A 7V R > [V 54T >
274 72+—I)L (ClientFirewall) 1A v TlX, 7 7A T FTONRTY v I Fxy T —

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



— iz VPN B |
B /57 974794 —LIz& B VPN TOO—HIL 7134 X HHK— FOEMIE

7 ETTAR—= IRy N7 OB BET D7 TA TV N ATADT 7 A7 U+ —)WC
EETHIL—NLERETEET,

UEe—h =P —=DNASAICERTHE. TRTDORNT 74 v I BZTDOVPNEERZ ML T h
XV T7ENDTD, =P —lIn—HINVRxy NT—27 LEOV YV —RIT 7 8ATE 72720
F9, ZHOLEYY—RIZF, u—hrara—FLRERTATY X AT Windows
Mobile 734 A (TH— FRA ) RERFENET, ZOMEIX, 7747 FTn7y
A /LT [Local LAN Access] Z AN 5 Z &L THEHSLVEY, 2L, m—U Ry hU—7
DT 7B ANEHIRIZ /D720, —EHOBEETIEEX2 VT 40N = o0 TRENAE
CAHHEEMERH Y £, TV 20T — TS R ERFEXA T Oa—H U Y —R Tkt
THT VB AEHIRTHT L RRA L RDOSDT 7 A T U5 —/L )L—)LEEATHEHIC
ASA ZRETEET,

ZDOOEEL LT, FHIRMAOKER—MIHTE227 AT N 77 AT 75—/ b—)L
EEMCLET, 74T T, BEA—NLEREL—ARKINI ET, HIREEEDOS
B 7 TAT 2 FTIIREERICHE R R — MEBk S ETHN, HFE T 74 v 713 TT
Ty s InET,

\}

GE) ®wHELL oA Liza— =T, ASAICED 7 IAT v h~BHENTZT7 7 AT V4 —
NN—VEEETE S Z LICEENPLETT, REMNMERZFFO>—F—%, L— L EEE
TEEHA, EH60a—WF—DAE, BRPKET LERR T 74T NIV 7747
VgV =L R S AVE T,

IIAT N T AT VA= NVERELTWDHEGS, — % —7% Active Directory (AD) ¥ —
N=TRIEEND &, 7 TAT 2 FTIHSIEHMEASA DT 7 AT U —/L R =0 &
NWET, 72720, ADZ V=T RY U —TERINTN—ME, 7 IAT L N T 74T 74—
NDON—V LY HBIEINET,

ASATUFGAT U N T 7 AT T4 — )L Lb— L RRE ST, T RABRA > F T VPN HEST
ENTWBHEE,

CASA T, 77 AT A —NN—NERE T FAT v MTEELET,
s VIAT Y MEI, MBI LTI 7 AT U — b — v &2wmHLET,

LIFOHETIX, IROLELEAT O T2 DD FINAIZ W TIEHA L £,

e —NN TV R EYR—= T EDDOITAT N 77 AT U —LORER (99 _—
D)

e VPN OFT W' — F 314 2 PR— FORE (102 X—)

T7AT7 04— ILOEEICET HFEEIA
LUFIE, AnyConnect 7 7 A 7 F TDZ 7 A4 7 U+ — /)L OHIFIECEAT 2 EEFHTT,

s T AT UA—IL = VIIIEETLIPIIFEHINEYA, 7 T4 7 T, ASAND
BEINZT AT U4 = LVINORETT IP HFRITER I N E T, BETIP L.
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

W=V PIRT Y o I NT TAR—= NS LTI IA TV FRBELET, TV v 7
N—iE, Z7I9A T b EOTRTOAL U F—T =24 AZHAENET, T4 X—F
V=L, BT Z 7 A IicEA EnEd,

¢ ASA |Z, ACL LV — /Ut L THEEL< O m barzdhR—rLTWET, 72720,
AnyConnect 7 7A 7> s D7 7 A T 74— /MERETH R — S TWboik, TCP,
UDP, ICMP, BXWIPODATY, 7747 hTiE, B7p57 v ha/LTL—IRNZE
SNTGE. EON— TN T7 7 AT U A — N b— e LTS, Sbiltx=
V7 4 EOBHNOAT Y v b o x U I RE L 70 bR U U THBMER &
nNET,

cASA9.0 D, NTV v Xy FU—7 L—LABIRTIA_X—K Xy NU—27 L—)L
X, 2=77A4 77 AxAarybta—L VA2 R—FLTWNET, ZNHDT 7k
A ayiho—)L JARMEI FUEL—=LTIPEBLOIPV6 T 7 4 v 7 2 EHRTHHA
WEHATEET,

LR E S, ARV —=T 4 7 VAT D Lo TEENRRR DT DIEEN LI TT,

» Windows = > E' = — % O34 Windows Firewall CTlX S /L— L3 FF AL — VTG L E
T ASAIZ XV FFR/L—/LH AnyConnect 7 7 A 7> M7 v a3 ThH, 2—HF =N
H AL KOFESN— IV EAERR LTV D 8A . AnyConnect 7 74 7 2k Jb— U3 S
FHEA,

« Windows Vista D4, 77 A4 7 74—/ L— LB ER SIS L. Windows Vista Tl —

NESOFHEN D o~ XYY OXFHNE LR S E T, A— P, KT 300
A—FTF (1~300, 5000 ~530072&) . Fi& L&D 300 R— &2 55613,
BAID 300 R— M L TORT 7 AT U+ —/L b— AN S ET,

« 77 AT U4 — )L —E AN AnyConnect 7 7 A 7> MZ XV BIEEINHZMLERH D (v
AT M X0 HEHZBIAA & 7)) Windows = — 5 — (%, VPN $5#t O WL FR ] 23 Kig
W2 D, ERH D £,

*Mac 2 B2 — % OE, AnyConnect 7 74 7 > b Tlid, ASA CHEH SN 7-EF L RT
NEFECA—ARNEHISNET, Fe— U b—UF ST REZICR S LI LT IEEN,

e =KX= 4 T AT U+ —/NVDYHE, AnyConnect 7 7 A 7 8 77 AT U4 —/L &
=R =T U T7AT VA= VOMSTTHASNTND N T T4 v I ZATDINT T4
7 DFHiEIETX ET, AnyConnect 7 74 7> b THFAISNTWDHRFED NT 7 4 v I X
A TR —=RR=FT 4 Ty AT U F—NTT a7 ENDFE, TDEATDRNT T 4 v
T 74T R T a7 ENET,

O—AIL TY2EEHR—bTBEODISATUN T7A4T7 94— ILOER

ASA IZ. ASA R— = 83(1) LA L TN ASDM 23— 5 > 6.3(1) LA T, AnyConnect 7 7
ATV RN T77A4T7 U —NREEYFR— N LET, ZOWHTIE, a—AL TV Z~DT 7
TANRHFAENDEINCTITAT U N T7 AT U+ —IVERET HHE, 8L VPN #lio
KBEFIZ 7 7 AT 04— NEFEHATHEI 2 T4 T T a7 7 A VERET HHEIZONT
FHLET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B /570974794 — LI B VPN TOO—HL 734 R $— FOEMIE

D9S5AT 2747 24— ILDKIBEIE
TIAT N T7AT 4 —ZFEHALTa—0/L LAN 7 7 & 2 Z |9 5 5A 1213k O]
FREIEA A SN ET,
«denyipanyany 77 A ~N— hL—/LFFFR S EH A,
+ OS OHIBFIHIZL Y, Windows XP NEITINTWE AL Ea—FDITA T N 77
AT T —NVAKRI)—iF, BRI I 74 v 7K L TCOREHINET, RELV—NLEBX
U FAL— VB S E T, 22X, Tpermitipanyany] 72D 7 7 A 7 U7 4 —)b
J—VINEEIET,

» HostScan (B37E D4 Hijl Secure Firewall Posture) <0—HiDY— Ko8—F ¢ 77 A T U 4 —
I, 77 AT U4 —NVEHETHAREENRH D 97,

IFoFIZ, FELR—FBEOMERN - FOREICLVEEEZZTDNT 7 4 v 7 DI %E

FELOELDOTT,
ZE{ETTAR— b~ (Source Port) | iE#EsEHR— b EELZTHLNSTTAVID
AHH
BEDKR— &= BEDKR— &5 FEBLIORE
HWEEIT TT_T) (T |#FEERIE (3T (X | BEBLO%RE
0) 0)
HEOR— MR HPAEIT T (I | BEOR
0)
#AEEE 19T (T |FEDOR— RS RAZ DI
0)

O—AJLENRIIZES9 % ACL JL—IL D45l

ACL AnyConnect 7 74 7~ Local PrintlZ, 7 747 N 7747 U4 —/)LVEXKIE
LT < TH720HI2, ASDM 2z TWET, Z—7 K Y 2 —0 [Client Firewall] ~*
ALDNRTY w7 Xy NT—7 JL—L D= ACL Z3&IRT 50T, —EITkD
ACE % EOHOET,

% 3: AnyConnect 7 5 A 7 > +_Local_Print ® ACL )L—)L

BLL] HERR Av8— |7Fa ka3 |&EEx |3ET FLR|5EER—F
TJxA4RX |]L R—Fk

TRTHES fHA NT YUy | WTHD| T 7 A | DT T 7 F b
7 (Any) |k (Any)
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VPN O O — A JLENRIY R — + DR E .

BL)] HERR 48— |Foba|EEx |EET FLR|TEER—F
TR )L R—+b

LPD =) 7Y |TCP F7 a0 luPnge |55
7 k (Any)

IPP el X7 Y |TCP F 7 x| DT 631
7 ~ (Any)

AP T RK7Yy [TCP | F7aa v Ph 9100
4 ~ (Any)

mDNS S %71~ |UDP 57 41 224.0.0.251 [5353
7 ~

LLMNR FFA] 471 » |UDP = 4122400252 [5355
J k

NetBios Eae N7y |TCP F 7 30 DT 137
7 f\ (Any)

NetBios T %71 » |UDP F7 3 PR 137
4 ~ (Any)

GH) 77 b b OR— MEHEIE 1 ~ 65535 T,

N

GE)

a— 7 VHIMZ BN T 5121E, BFFH ACL L— L Tallow Any Any| 12X L, 7

FA T v~ 7177 AL® [Local LAN Access] HEfE & N T 2 VBN H D £4,

VPN O O— A JLENRIYR— F DERTE

&

ATy T2
ATvT3

TR a—V—RNa—u T UFZIIHNTEE X927 5120%, FA—T7 KR o—TCHEEHE
ACL Z1ER LE£9, ASAIZZDACLAZ VPN 7 A4 7 MIEEL, VPNZ IA4 7 v MIY
FGAT UV " DT 7 AT U F— VR EEEELET,

FIE

TN—T R 2 —T, AnyConnect 7 74T > 87 74T U4 —/LEHHINZLET, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [Group Policies] & H&4R L £,

TN—7 R —&ERLT, [Bdit] 27V v 27 LET,

[FEMIE%E (Advanced) ]>[AnyConnect” 7 A 7 N>[7 FA T 877 A4 7 74—/ (Client
Firewall) | Z#8RLET, T4 X—F Xy bT—27 L— x5 T 5 [Manage] 7 VU v 7
LET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B venoFv— 750 2 k- rozE

ATY T8 il L7 ACE 2 & T ACLZ/ERLET, ZTOACLEZTT7AX—hK Xy hU—27 L—)L Lt L

TEMLET,

ATY TS WREHOHEVPNAR Y U —Z2HZIC L, o7 n—XRKRY o—%2EEL TV D5E. VPN

BEENEAET D Ea—F—[Ir— AN ) Y —RCT 7 EATEETA, ZOVFIUATHE, 7
077 AV T 4 XD [Preferences (Part 2)] I HE) L. [Apply last local VPN resource rules] % A4
VT HZELIZEST, I7 AT U — N —VEHMATEET,

VPN O TH— T/ X B R— FDEE

T = TN, 2P R— L ChERY N7 B HRETIHEE, I —7 R o —THE
R ACLEERR L, TV — T A A THEHT 2507 FLAORBHAZEELE T, 5612,
MRV T VPN T 7 4 v I BT 212y hT—27 UARELTAF Y v b by
Y MO ACL ZHE LET, F7o, VPNIEERIIIIR%EDO VPN 2—H/L U Y — A JL—/L)3
FHENDZIZITAT U N 07y ANERETDHI EHLHETT,

N

GE)

ATy T
ATFw T2

ATvT3
ATvT4
ATy Th

ATvT6
ATy T17

ATvT8
ATvT9
ATy 710
ATFvIN

ATvT12

AnyConnect 7 74 7 > b #3473 52 Ea—& L[RAMT HHENH 5 Windows E/3A LT
A AUZDNTIE, ACL T IPVA 5557 F LA % 169.254.0.0, F7-1% IPv6 5iseT L A%
fe80::/64 LAFE L 77,

FIiE

ASDM . [Group Policy] > [Advanced] > [Split Tunneling] Z 3R L £ 7,

[Network List] 7 4 —/V RO§IZ & % [Inherit]) F = v 7 ARy 7 A% A 712 L, [Manage] 7 V v
7 LET,

[Extended ACL] # 7 %27V v 7 LET,

[Add] > [Add ACL] Z#IR L £ 7, Hr L\ ACL DARTEZfRE L ET.

T—T7NTHLWVACL #BIR LT, [Add] %27V v 7 L, EHIZ[AddACEl %27V v 27 L%
7

[Action] {Zx%f L C [Permit] 7> 3 > RZ U ZEIR L E T,

SEESRE = ) 7T, IPVASESET KL A% 169.254.0.0, E72ILIPV6 56557 KL A% £e80::/64 &
fBELET,

[Service] IZxF LT IP Z3IR L £,

[OK] %7 Vw7 LET,

[OK] %7 U w27 LT, ACL Z{R{FL £,

Wi 7 v—=7" 7" U o —@ [Split Tunneling] <A > C, A7 v 7T THRELZIP T RLRIZEHT
“C [Inherit for the Policy or IPv6 Policy] = » 7 78 v 77 A% 4 7|2 LT, [Exclude Network List
Below] Z 84K L £9°, [Network List] T. 1B L7 ACL Z3#R L £,

[OK] %227 U v 7 LET,
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RERS IL— TR & —, AnyConnect 7 54 7> b F—DEER .

ATV F13 [Applyl 227 Vw7 LET,

RES IL— TR —. AnyConnect 7 S A 7> b X—DHBER

ASAL 7 F5A T v M RF—ZFARL, BEXT— WY MLonWTHERI YT — g 7
HEXIL, F—FAERRITVZ—Ta URETIN, EROEXa ) T o NI ET,

W 7 —7 R U o — [FEfEEE (Advanced) ]>[AnyConnect 7 7 A 7 > [F—D 4
i% (Key Regeneration) | %A > CiX, F—FHEMRDNNTA—FEZRELET,

« [Renegotiation Interval] : & v 3 a » ORRIEN G F—OFERNEITEN D E TONHE |
~ 10080 (1) OFPHTHHRET HIZIL, [Unlimited] F= v 7 Ry 7 24712 LET,

» [Renegotiation Method] : [Inherit] = v 7 R > 7 A% 4712 LT, T 74/ DT NL—T
R =38 smravz—rva V FRAERELET, ¥—HERET 1 E—71IC
T HITIE, [Nonel 7> a v RE U ZBIRL, F—FARKRRFCH LW b RV E TS
BHII%, [SSL] £721% [New Tunnel] 7Y a > RA R L ET,

)

(G¥)  [Renegotiation Method] % [SSL] & 7= 1% [New Tunnel] [ZEXET 5 &,
F—FAEMRRFICSSLFER Ty =—v a VT, 2947 v
RS — A RIS L b o RV ARSI T D 2 EMEE S LE
7", anyconnect ssl rekey =~ > RDOJEREICHONTIL, 2w R
77 L AEZRL TSN,

RE S IL— TR —, AnyConnect 7 SA 7> k., Ty RET7ERH

Dead Peer Detection (DPD) (&Y, BT DINEN R EERN KL TV D EEIZIE, ASA
(F—=ho=A) £20F7 747 MUTBRRFIZRECTEES, 7> FET L (DPD) &6
§<JJ L. AnyConnect 7 74 7 > b £721X ASA 7 — N U = A 73 DPD % FATT HBE A ET
ZiX. UTOFIEEZFATLET,

48 HHIIZ

Z OEREIL. ASAS— R U =1 & AnyConnect 7 71 7 > |k SSLVPN77/I'77/ N2k
mwﬁ_%méhiﬁommi\@@ﬂﬁ#ﬁTéh&wﬁﬁﬁ 2S5 72, IPsec
LR TEERA,

e DTLS # A % —7 /L2t % & . DeadPeer Detection (DPD) &1 %—7/LIC72 0 %4, DPD
WL, RMLZZDTLS#t D TLS ~D 7 4 — /Ny 7 3, F—T /IR0 £9, FiLL
SOYE. BRI T LET,

« ASA TDPD BNAZNZ /2> T 5 & &, Optimal MTU (OMTU) #REAEA+2 &, 77
AT MR DILS N7y FEEFIZETZENTEAHRKRKOT Y RFA > b MTU % 7o
FHZENTEET, HMAMIU ETHRT 4 7 ENTZDPD X7y NEEETHZ LI
XoT, OMTU 23 LFEFT, M B—FROELWTa—%~y K= RNLEETD

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B mss—Tkuo— 95472 FLRE—2 LD AnyConnect 5 5 7> k HRATA X

&L MTU A A3z ARG E T, ZIF AL T28E. MTUI/NES < Sh,
7a b A THA SN TSR/ MTIUICENET 2 E T, MVIRLYm—7 B3R ESE
j—o

FIE

ATv 1 BHOIZL—T RY —IlB# L ET,
* [(%7& (Configuration) |>[VE— F7 7 EAVPN (Remote Access VPN) |>[F v N T —7~
(7547 727+8A (Network (Client) Access) |>[Z /V—77R YU 2 — (Group
Policies) | DNEICBEI L, BEIDO 7L —7 R —%8 (B (Add) 1) F7oi3fRE
([fm%E (Edit) 1) L. [EMEXE (Advanced) ]>[AnyConnect 7 74 7 > K] >[T v NE
7 HitH (Dead Peer Detection) ] XA & BHE £97,

s FIIFFEDO =Y =R U > —IZEET HITIL, [XE (Configuration) ]>[7 /3A AEEE
(Device Management) |>[—%—/AAA (Users/AAA) |>[—H—T >k (User
Accounts) | IZBEI L, BMO=2—YF =T 7 N&BM (B (Add) ) F72idmE
([ (Edit) ) L. [VPN7R U — (VPNPolicy) ]>[AnyConnect 7 7 A 7> h]>[F v
Fe7#itH (Dead Peer Detection) 1731 v ZBI& £,

ATFY T2 F— by =AROBHEZELET,
DPDZ X2 VT A T FI7AT A (F—bUxA) ITEoTETTHILEBETHITIEL.
[Disable] F= v 7Ry 7 A% 471 LET, ¥X=2UT 4 7T 74T ANDPD #3745
a4z 30 B> (7741 1K) 206 3600 PO TATI LET, fH300 BHEEINET,

ATFYT3 79447 MiloHERELET,
DPD% 7 FA TV "RFELTT DI EEEET DHITIL, [Disable] = v 7Ry 7 REF 7T LE
T, 7747 MR DPD #FETTHRIRE 30K (T 740 ) D 3600 FPOEHTATIL
F9, 30 A HERINET,

NETIL—TR)—, 953472 FLRAR—% )LD AnyConnect 7 514 72k H A%
R
W 7 —7 R > — [FEflEE (Advanced) ]>[AnyConnect 7 74 7 2 N >[I AFX~A
A (Customization) ] XA > Cix, FNV—TRKI T —D7 FA T NVAFR—=ZLDua s A
NR=TENAL <A ATEET,
o [R—2NDJg A% ~A X (Portal Customization) | : [AnyConnect 77 71 7 > h/SSL VPN]
R=INR=VITHEAT 2D AT~ A= a VEBIRLET, FRIREFHLDOR—HZ L
HAZ=A R =V ary A7V =7 be@BRT 50, 237740 s =7 R ¥—
TERINTWVWDINAI A= a a2 AND LN TEET, 774/ M
DfltCustomization T3,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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RERS IL— TR & —@ AnyConnect ¥ S A 7> FH A Z LBHDHRTE .

* [Manage] : [Configure GUI Customization object]s 4 7 2 77K v 7 AR X £ 4, ZD
ATl Ry 7 ATlE, WAZSA L= a4 727 NoBIN, k. Bk,
AR —b, FREFTI AR FERECTEET,

s [Homepage URL|(A 7' > 3 ) : Z)v—7 R —ICBEff T bhica—F—Dr 747
F LA R—=FZWATEKRT DB —2 ~X—T O URL %?bﬁbiﬁ'o http:// & 7213 https:// D>
THUNTHEDA N V7T DMERHY £, BRI TDHE, 7 IFA4T R R
A—P=ZFT I ZOR=UNFRENES, VPN RS EFICHLSND &
AnyConnect 7 7 A 7 MZX>TT 74/ D Web 77 U3 EE S 4L, 2@ URL
FRINET,

N

RETIL—TRY) o —

(GE)  AnyConnect 7 7A 7 > b X, Linux 77 > F 7 4 —2A Android
ENANTANAL A BEO Apple i0S ENXA LT SNA AT D
74— FEBUEY R — LTV ETA, RESNLTVDIHE,
ZH B D AnyConnect 7 7 A 7 2 MR I L ET,

* [Use Smart Tunnel for Homepage] : 7~ — MREE M H T 5D 0 IR —Z VIZHRiT 5 A
~— bk hrRAEAER L £,

* [Access Deny Message] : 7 7 B AZELRT L2 —P—ICRRTDHA v —V &K T DI
I, 207 4=V FIZASLET,

@ AnyConnect 7 54 7> b h R LEMHDRE

N7 N—7 RV > —0 [FEMERE (Advanced) ]>[AnyConnect 7 74 7 > M >[H A ¥ LF
P4 (Custom Attributes) ]34 > iE, ZORY —IZHEFIV U THNTWDE I A X L@EMEE IR
LET, 2OFATalRy 7 ATIE, TTIRERBFADNAX LgtE Z OR Y o— (B
(T B0, BAZLEEEZERZLTIORY —CEEfTLZ N TEET,

J3 22 I JEPEIT AnyConnect 7 T A 7 2 MTEE S, 7 v 77 L— ROEH 72 & DHRE
ETDHEOICHEHINE T, IAX LB A 74N EOERHY 9, TTEED
DA THEFRLICE, ZOFATOARMTEDEE 1 DU BEFRTE E7, HWRglokt L T&E
TLEAA DAL LEPEDFEMIZOWTIE, M L TWa AnyConnect 7 74 7>k U U —2X
@ [Cisco Secure Client Administrator Guide] ZZ& L T 7230,

B AL NEMEE, [RXE (Configuration) 1>[VE— h7 7 A VPN (Remote Access VPN) ]>
[y bO—2 (2547 F~) 727 ¥EA (Network (Client) Access) ]>[FERliE%E (Advanced) ]
>[AnyConnect 77 7 A 7 > N 73 A% L@ (Custom Attributes) ] 35 & OV [AnyConnect 7 7 A 7
v I AH LNEMES (Custom Attribute Names) | CHANIERT HZ &b TEET, FRIE
%Ltﬁx&AEﬁm\ﬁ%fiy&77thJ/—kﬁw—7T)/—®ﬁﬁfﬁ%é
ET,

ZOFMEEZEH LT, HAZ @A BMEIITRE L ET, REFHDN R Z L@ME4 kR
FTHZLHTEETN, BOIZA—TRY —ICBEEMT STV D 5E 13 £ 72 i3HIBR T
S FEEA,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B rsec kev) s547 roRBIL—T Ky —

ATy T

ATy T2
ATv7T3

ATy T4
ATy S5

FIE

[%%E (Configuration) ]>[YJE— 7% tAVPN (RemoteAccessVPN) |> [y kT—%

(547> k) 721X (Network (Client) Access) >[4 )IL— TR 1) — (Group Policies) ]>

[EM/#RE (Add/Edit) ]>[F¥#E%%E (Advanced) ]> [AnyConnect 7 7 A 7> M >[ARA L

Bt (Custom Attributes) JI2&Eh L 9,

[Add] #7 V > 7 L T [Create Custom Attribute] <1 > Z B & £,

ey 72y U A MNOHREANIERINTZBIEY A TZ2IERT 50, ROFIAZFETL TR

P& A T2 ELET,

a) [&H (Manage) 127V v 7 L, [WAXLEMEZ A 7 DFEE (Configure Custom Attribute
Types) 1A CLEM (Add) 1227V v 7 LET,

b) [BAX LEMEY A 7 DVER (Create Custom Attribute Type) ]34 > C, HLWEMD [#
A7 (Type) ] & [#tH] (Description) 1 Z#AJILET, EH6D7 4 —/L RHMHEAT
79, AnyConnect 7 7 A T > b B AL LgfEA 7> a 220V TIL, AnyConnect 7 7 A 7
v b AARZ LEME (180 X—) BB LTLIZE,

) [OK]Z27 Uy 27 LTZO_A 2L, 5 E[OK] 227U vZ7 LT, HILIERLE
TIAL NEYEDSZ A T 2IEIRL ET,

[fE DI (Select Value) ] ZEIR L F7,

MEDEIR (Selectvalue) | Kz v 7 X7 U R Kb REANIIERR S N4 FIT S Off 28RN

B0y, WOTFNAZEFAT L TH LWARI O 2% E L7,

a) [P (Manage) |27 Vv 7 L, [FAX LEMEDOFE (Configure Custom Attributes) ] 2
A THEM (Add) 1227V v 27 LET,

b) [ A X LJEM4 OVERL (Create Custom Attribute Name) ]34 > T, AIICER F /21358 E L
TS A 7 HBIRL, T LWBEMED (4417 (Name) | & [fE (Value) |2 A LET, &
L6507 4 —)V FHMFEHEATY,

EABEMT 5%, pEM (Add) 122V v 7 LCIEZ AL, [OK]Z27 Y v LET,
EIX 420 CFHEB2 IR A, HERZOEIZB2 5551, BofEar s
HAOBEDOEZENMLET, BREMIL AnyConnect 7 T 4 7 > b 1ZEF S5 BN HERE S
nEJ,

) [OK]ZZ Vw27 LTZDO_A %ML, &9 —E[0K]Z7 Y v27 LT, ZORMEDHL
STEFZLTZ4AIM & OMERIRL 7,

ATV T6 [HAZLEMEDIER (Create Custom Attribute) ] XA > T[OK]Z 27 V v 7 LE7,

IPsec (IKEv1)

D5AT72 FORETIL—T R o —

RETIL—T Ry —, IPsec (IKEV1) V547> FO—REHSE

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] G, [Add or Edit Group Policy]>[IPsec] A 7 2 7R v 7 A %&fHT 5 &,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F



| —#egzs veN
MESIL—F KU —. IPsec (K1) 254 7> ko—E [

BMERIEETEIN—THR)—O o Rx V7 7a bai, 740y, BEx&E, —
N2 fRETEET,

* [Re-Authentication on IKE Re-key] : [Inherit] = v 7 R v 7 AN A7 TH DH5EIZ, IKE
X —OFERMTONT & ZTORBIEEA X — T NERIETT 1 E—7 M LET, 22—
Y=, 30BLUNIZZ VT oYy vE AT 208N DY £, o, KI20MTSANR
WIRRGINIZ72D . PR TTHETOMIZ, 3BETANEHRTRITTEET,

* [Allow entry of authentication credentials until SA expires] : FXEHH SA DIEKT A 7 X A I
FC, 2P TREZ VLT U ¥ L E ZOREHEANTEET,

* [IP Compression] : [Inherit] = v 7 7R v 7 AN A7 Th D412, IP Compression & 1 F—
TNVEEEFT =T M LET,

» [Perfect Forward Secrecy] : [Inherit] = v 7 &R v 7 ANA 7 THHHAIT. ERREIE
(PFS) %A F—7NVE72137 4+ B—7 /L2 LE, PFS X, $FED IPsec SA D — 7ML
D—7 Ly bk (DOF—728) PHEHINTEHLDOTRWI EEZRIELET, DFED .,
PFSTiX, MBENHLF—% BB L TH, ZIhbMoF—2E8HT5Z LIXTE R0
ZEMERESNVE T, PES N A F— T2 o TV RWEA T, TIKE SA OFLE X — 7328
WEhd &, TOWEEFIL, IPsec DT X TOR#ET —FX & at—L, IKESADI—7
Ly hOHERAZHEA LT, TOIKESAICE > TRE ST IPsec SA DEF = U T 4 %1%
FTENTELLHEMMINET, PFSEMHTH L, WBRENIKE A28 LT, EHE
IPsec |27 7 B ATXEH A, TOHGA, BWEFITH IPsec SA ZHBIZZEMH T 5 BN
HYET,

* [Store Password on ClientSystem] : 27 74 7 Kk VAT A TO/NRAT — ROREE A X —T
NEFT 4 E—=T M LET,

\)

GE) RRU—=REIIFAT N VAT LATRET S L. BERNRE
X207 4 URIPFEELET,

* [IPsec over UDP] : IPsec over UDP Offi % A X —7 LV E 72137 4 B—7 M LET,
* [IPsec over UDP Port] : IPsec over UDP T3 % UDP R— b & FEE L £ 7,

* [Tunnel Group Lock] : [Inherit] F = v 7 AR > 7 A &£ 72 I3fH [None] 23R STV WIGHE
W2, BRULEE MRV IV—T 2y 7 LET,

* [IPsec Backup Servers] : [Server Configuration] 7 1 —/V § & [Server IP Addresses] 7 4 —/L R
BT 7T 47 LET, ZHUTE T, Zh b OERHE SRV I ]9 % UDP
Ny 7T 7 =N —%f{ETEET,

* [Server Configuration] : IPsec /X 7 7 > 7 $r—"—& U THEHT 2 — —REA
varvkhk—EFRRLET, BHTEX 547 3 1E. [Keep Client Configuration] (7
7 4V ) | [Use Backup Servers Below], 33 & O [Clear Client Configuration] T3,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B mso0—FKUs—DiPsec (KEVD) 55472 FOT IR L—LIZDNT

* [Server Addresses (space delimited) ]: IPsec /N7 7 v 7 % — —D P 7 KL A %5
ELET, TD7 1 —/b RiL, [Server Configuration] TR L 72fE 7% Use Backup Servers
Below TH DG TE 9,

NETIL—T R —D IPsec (IKEv1) 7 5472 FDT IR JL—ILIZDINT

ZDOXATa Ry 7 AD [Client Access Rules] 7— 7 /WZiX, 7 74T b T 7 ®A L—)b
EAHECTERCTEES, 7I9A4T TV BANL—NEEBNTD EEITROT 4 — K
ERELET,

* [Priority] : = D /L— L OESENEN 2 2R L £ 5,

* [Action] : ZD/L—UZEESNWTT 7 ¥ A& FF A £ 7213EE L £,

* [VPN Client Type] : ZD/N—VZ#@HTLHVPNZ FA4 T vOX AT (V7 b =T £
FIN—FU=7) ZEELET, Y7 =T 2747 bOBEIE, 3T O Windows
IIAT7 NEREY Ty hEABRBEROT XA M THRELET,

« [VPNClient Version] : ZD/NL—VZHEHTHVPNI FA4 T FONN—=Va VERRELET
(B . ZOHWTHZE, 2O TA T MIEAEND Y 7 b =T 17 7 —
LU =T AA=VOH <KD VA MREENET, =2 FVIFEABEAOT XA b
T, T RTOR—Ta L —HLET,

DSATUNTOERIL—ILDES

L=V ETEELBRWEGS, ASAITTRCOERXA 7o LET, 272 L, 2—F—Nn
TI7ANE TN—T R —ICHFET DN — NV EWKTIHEERH Y £,

s TTAT LV EDRNTINON—UZH—E LIRWEE. ASAIFERm 2GR LET, HEGL—
EERTIEAIT. FIL—L G 1 DU LEETALERHY £T, FAL—ILE2ES
L2 E | ASAITT RN CTOREREHELT LET,

HF XFIITUA N KRI—FRTT, VAL RKI— FEEL— L TEEEIATTTDZ ENTEFE
7,

o JL—JL Ty FAAKRIZK L T 255 SCFOHIBENH Y 97,

IV ITAT U MNDEATERIINRN=T gy (BDHWIEFOMEE) X ELRNI T4 T b
X, nlaz A1 TE £9,

NEBTIL—T K)o —, IPsec (IKEV1) 9 5ATF 2 rDYI AT T7AT7 24—

[Add or Edit Group Policy] @ [Client Firewall] # A 7 2 7R v 7 A TlX, BIMEITEFT T L7
N—T R —IZHLTCVPN I IAT U DT 7 AT U4 — B EEITH ZENTEET,
INEDT AT U —VEERE A H TE 5 DiL, Microsoft Windows = CTEIfEL T\ 5 VPN
7 IAT Y RNETTT, BUE, N—RvxT 7747 hERIEM (Windows LISL) @Y7
N7 77472 hTHE, ZNHOBREIIFEHTE EEA,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

VPNZ S5A T ML TASAICESSE L TWA Y F— h2—Y— %, @77 AT 74—
VAT g s EBEIRTE T,

PO FVATIE, VE— 22— —DPC LIZRR—=YF NN T 7 AT T =LA A b—
NENTWET, VPNZ TA T ME, v—Hh L 77 AT U4 — L TEBRBINTNDLT 7 A
TUA—NVR)—%BEH L, ZOT7 7 AT U4 —ABETINTND I L EZHERT LD
F=H—LET, 77AT U NVOETHEIET D E, VPN 7 T4 7 > MM ASA ~D#EfF
Ry 7 LET (ZOT77 AT U4 —/ViEH A 71 = X L% Are You There (AYT) & FRIEHL
F9, VPNZ 74 7 FBEHINC Tareyouthere?] A v —TaEETHZ LICk-TT 7
AT I —INEETE=SF—FTHNLTT, ISEBERINZWGEE, VPN IA T ME, 774
T I A—IVRE T LTzTo ASA ~DOEF K T LIz R LET, ) v N — 27 EEE
MINBDOPCT 7 AT T+ —/VEMBIZRET 2HE6bHD TR, ZOFEEZEHT I,
=Y IEBOREE N AL A A TEET,

H2DTF VA TR, VPNZ FA T2 FPCONR—YF I T 7 AT 75— h i il 7 »
AT A= NR) T —%HHAT L ENBIRESNDZ LN 9, —iefle LT, X
Ty b heRV O TEERALTIN—TDYE—RPC~DA L H—Fy N NTFT 4w T %
Ty 7L ERFETFONET, ZOHFEX FURADBHLINTOWDHH, A X —F
FMEHDREANDS PC ZR#ET HDT, HRYA FORESNET, ZOT77 AT T4 —/LD
U AL, v a RY r—F 721 Central Protection Policy (CPP) & IFEIILET, ASA T
I, VPNZ A4 7 2 MIEHT 5 b7 7 4 v 7EBIL— LDy FEfElL, ZThbor—v
BT A NVZIZEEMNIT T, EOTANZ 2T 7 AT U= ARY =L LTHRELE T, ASA
XZORV =% VPN I FA T FETRELET, TOH%, VPNZ T4 7 2 MIRY o—
EOR—HN T AT A= VIEL, T TR —REAINET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Poalicies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]

J4—IJLF

e [Inherit] : 7V —F RV —=NF T4V s ITN—F RV =N FA T DT 7 AT
A —VEREERGT ONEINERDET, ZOF T a ET 7 AV FRETT, i
ETDHE, ZOXATRIRY 7 ATHDHEY ODRBRENREOEREICL - TEEXIN, 4
IS 7 L—FoRIZ7e 0 £77,

* [Client Firewall Attributes] : (I TWAHEH) EEINTWEL T 7 AT U+ —/LDH
ATRT 7 AT U= NRY =R E, 74T DT 7 AT U+ —/VEEEHEE L E
j‘o

« [Firewall Setting] : 7 7 A 7 U 4+ —/ADBFET DN E I E—BHERRLET, FET D56
WX, TDT7 7 AT U —I/VRMENE TV a b amLET, [NoFirewall] (57 41
R ZBBRTDE, ZOXATRT Ry 7 RTHDEODT 4—L RiZ, WTFhb T2
TATERVETA, ZOTN—TDa—W—2T7 747 U —/LTRi#ET DHE1T
[Firewall Required] ¥ 72 1% [Firewall Optional] 3% & % i L £ 77,

[Firewall Required] 28R L 7= H51%. 2O N—FOa—F—2EBENEESNEZT7 74T
TA—NVEERTANERDY T, HESNTEYR— NN ROT 7 A4 T U+ — A
AR=AENTELT, FATSINTWRWES, ASAITER L2 IT LIy v a v ad

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B s —F Ky s— IPsec (KEVI) 95472 bDISATU b T7 AT I4—1L

TRey7LET, ZOHEE, ASAIX, 77 A7 U4 —VEER—FH LW I &% VPN
74T MI@ImLET,

\}

GE) TN—TTT 7 AT U F—VENWEBEICTHESICIE. FO7 )L —
712 Windows VPN 7 5 A4 7 > NUSD 7 T4 T > M BFE L7
WZ EEHERLTLSEIV, JNA—THNOZDMD 7 147 K
(747 hF—FDASA 5505 #&te) T TE £ A,

DTN, ERET7AT U —/UIKIEL TR NWY F— b 2—F =B 554
I%. [Firewall Optional] % 34 L &£, Firewall Optional X E&fEHTH L, ZL—THD
TRTCOL—F—NEHTEZDHLICRVET, 77AT7 U+ MRS L TN D2 —
P—lX, 77 AT U —NEHEHTEET, 7747 U+ — N7 LTERT H2—F—IC
X, BEA v E—UNERREINET, TOREFX, —HOZ2—F—NT7 7 AT U r—%
PAR—FLTEY, thOZ2—F—=BHR— L TWRWITL—T2{ERT 5 & EITH LD
F9, 2L ZE BITRFPO I NV—TTIE, —#HOANET 7 AT U 4+ — VSRR A R E
L, BlOZ2—PF—ZFEHEL TR ERH D 7,

« [Firewall Type] : ¥ 2 A& GO HE—DT7 7 A4 T 0+ —N%&—EFRLET,
[Custom Firewall] Z 8R4~ 2% & . [CustomFirewall] D FD 7 4 — )V KB T 77 4 712720 %
T MELE T 7 AT UF—AN, EHTEL7 74T 04— LR Y —LHEALTNS
VERHVFET, RELE 7 7A T U0+ — ML, P FR— b SN 77 A4 T U4 —/L KR
Vo—FTvarPMRED 7,

* [CustomFirewall] : W AX LT 7 AT 74 —/LOXZ—ID, BILID, B L OFHAEIRTE
LET,

*[VendorID] : 2D T N—T" K L —DHAZ N T 7 AT T —VDOXU X —%IHE
LET.

e [ProductID] : 2D N—T R —HIIRET DHAZ L T 7 AT 74 —/LOR
HETNTET N ERELET,

o [Description] : (LE) HAX L T 7 AT U4 —NMIOWNTHBLET,

« [Firewall Policy] : W AZ L 77 A T 4=V R —DHA T LY —AERELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 U+ — NV KRI v —% UE— | 77
A7 74—/ (Are YouThere) (2L > TEFKT 2L HICIEE L E T, Policy defined by
remote firewall (AYT) (X, ZD 7N —TDVE—F2—HP—DT7 7 AT 7 4 —/LH,
FHDOPCIMFIET DI LEABEHRLTCWET, 20— 77 A7 U4+ —/),

VPN 7 ATV M7 7A T U4 — ) RY —%ZlHALET, ASAIL, HEI NI
T7AT IH=NNA A =S, FATLTWDERICDHR, ZOTNV—TD
VPNZ FA TV MR EERTEDL L OICLET, ESNZT7 747 U+ — A RFETS
NWTWRWEE, BRI L £, #8028, VNI IA T FR7 74
TOUF—NEIOMITLICR—I T LT, EDOT7AT VA= ABRFITINTND
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1 reamsmsL—7 Ky o— [l

ZEEMRLET, 77 AT UL INOEITHEIETHE, VPN T4 T2 ity
varEKETLET,

[Policy pushed (CPP)] : RV v —NET L7 v a2 SndEHHEELET, 204
7va v ERIRT 554 1%, [Inbound Traffic Policy] 3 & OF [Outbound Traffic Policy] Y
A k& [Manage] R ¥ 3T 7T 4 712720 £F, ASA IX, [Policy Pushed (CPP)] K
0y FE T YA RNTEREINTETANZICESTEREIND N T 7 40 v 7 EHL—
N, ZOTN—TDVPNIZ FA T MIEHLET, A=a2—TRIRTE 5014,
TITANE T ANEEEDT, ZTOASATERINTNDT 4 VETT, ASANZ
NHEDON—NE VPN TAT U ML vadT DI EICERLTLEEN, ASAT
I VPN Z 94 7 Mt LTINS DL — L EER L TERT HLENH D £
T, 72 ZxiE Ting & Tout) IZFNEI, VPN FA TV MIEETDH NI 7 14w
7L VPN IAT VIO RIEENDH T T 427 TH, VPNZ FA4 T MIr—
BNV T 7 AT UF—LbHDEEE. ASANL T v a IR vr—lin—h1r 77
AT TH—VORY) —LEELTHELET, WINIrOT7 74T 74 —/LD/L—
NTTay 7 ENET_XToXry v Ry 7E&hEd,

[Inbound Traffic Policy] : 15 h 7 7 4 v ZIZH L THHATE DL Vv a R v—%&—
BIRRLET,
[Outbound Traffic Policy] : & 7 7 4 v 71T L THEHATE L vy v a R v—%
—BRRLET,

* [Manage] : [ACL Manager] ¥ { 7R/ AHR v 7 AT R LET, ZOXATalRy
AT, 7r7®Aarim—L AR (ACL) RETEET,

4 FEREBITIL—T K1) o —

B A R VPNEERD V7 V—7 KU —Tix, hoxUV 7 7abhar, 74o0¥, BIOE:
GRELXBELE T, ZOXA TR TRy 7 ZAD% T 4 —/L KT, [Inherit] F= v 7R 7 A
BBRIRT D &, MIGTHIXREDMET 74NV~ T —T RY =L EfFTE £9, [Inherit]
X, ZOXATRIRy 7 ADRBYETXTOT 7 4V METT,

J4—IJLF

[Add Internal Group Policy] > [General] # 1 7 & 7R v 7 A2, WOBMERERENET, Z
NEDOEMIZ, SSLVPN & IPsecty v a VICHEAINET, ZO7=H. W OO BIET.
1 2DFA T Dy a NIRRIN, MOXA FIIFETRINER A,

*[Name] : 2O T N—T R —DOAHTZEE L ET, Editle0HE, 207 1 —/ RiX
B I BT,

* [Tunneling Protocols] : 2D 7 /V—7NFFr[T 5 bR 7 Fu haviazigE L Ed,
a—HF—F, BRI WD 7 r harEidaEHcEEd, ROBRERH Y 7,

* [Clientless SSL VPN] : SSL VPN (SSL/TLS ##|H3 % VPN) #7352 L #fEEL
9, ZOVPNTIL, Y7 huxoTRN—RKT =T D7 T7A47 2 MIER, Web
TV EFEHLTASA~DEXF 2TV E— T 78R N RIVBHELSIVET,
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7747 MU ASSLVPN Z i35 &, HTTPS A % —x > b A FNEFHTE
DIFENETRTOA L E2a—20b, BEDWebY A ~, Web k5T 7Y r—3i3
. NT/AD 7 7 A V3 (Web xfi&) . BT A—/L, BLORZDMD TCP X—RA 7
TV r—vaial BIEOEEY VY —RCHHICT 7B ATEDL LI £,

*[SSLVPNZ 7 A 7> L (SSL VPN Client) ] : Cisco AnyConnect VPN Client & 7213 L

%—%wa7?47yk@Aw&mmumN%yn—w®ﬁm%%ﬁbi#o
AnyConnect 7 74 7 " L TWAHEIX. 2072 ha /iR L TMUS 2B
PR—=FINDEICTHHNENRDY £,

«[IPsec IKEvI] : IP ¥ =Y F ¢ 71 hal, Psec iifibtFar7Rrm hart s

NWTEYD, VPN F RV DIEIERERT —F 7 7 F v 28t L ¥ 7, Site-to-Site (E
TY—¥YT7) B, BX U Cisco VPN 7 T4 7>~ & LAN [l D8 D i J7 T IPsec
IKEvl ZfEHTE £7,

« [IPsec IKEv2] : Secure Client!Z & » CTH AR — F & T\ £, IKEv2 Z i L 7= IPsec
ZEH3 % AnyConnect 7 7 A 7 NERITIZ, Y7 "N =T T v T T— b8, 7 T4
Ty RTuTZrA0, GUIOR—HYEB—Tary FER) EhREZvAE—Ta
Cisco Secure Desktop, SCEP 7't % I/ 7¢ K OYLiRMRE N Rt S v E 7,

o [L2TP over IPsec] : —D— XA PC R°FE /A )L PC DA RV —TF 4 F AT A TH

HEND VPN A4 7 bEFEHLTWS Y E— b =—H%—%, L2TP over IPSec (Z
FoT, XT VI PRy NI RATEXF 2T 4 T T ITATUVART T A _—
Mexry NT—T ~OEX 27 B AL CEET, L2TP I, T—FD b3
U712 PPPover UDP (AR— 1 1701) ZMEMLES, ¥X=2VU7 4 77747 R
X, IPsec BiE— NHIICERET HLERH Y 7,

«[7 4 V% — (Filter) ]1: (Network (Client) Access BH) 425772 2 hr—
UARERET DN, £RITTN—T R =Bl EZMET D080 EfELET,
T AV TEEON—IVINBRER STV ET, INHDOA—E, ASAEN L THIEL
TEho RV T T—=8 Xy NEFRTH0MEST 0%, XEXT FLA, 5887 F
VA, 7 hanz Il SWTIRELE T, VPN 7 4 L X IFHIIEEC O A H S v E
T, TV r—ar A AT arDT 73y a Al ko TEEPNTEZSIP AT 7 #ike
fock O XV ERIITEH SN EEAL, 74 NVZBLOL— IV ERET HHIECON

%, [Group Policy] # A 7 /Ry 7 AL T IZEW, ACL £ RB L ORET

‘3{‘ f) [ACL Manager] Z B < (Z1%, [Managel %7 YV v 7 L%,

Idle Timeout : [Inherit] = v 7 7R v 7 R4 72 LG, ZO/RT A—XTT A RKILVE

W& B CRELET,

OB CHEIE T 77 4 7 4 RV, BRI T LET, R/
T RIFEIE 10080 2y CTH D . T 7 /4 ME 30 5T, BN 2 EHIFRIZ T 5120
[Unlimited] & A4 (2 L £7,

* Maximum Connect Time : [Inherit] 7= > 7 R v 7 ANF 7o TWDHE, ZO/3T7 A—
Y Tl R — P — e R 2 Sy AL CRE L £ 77,
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I THRELEHBARET D L, VAT MIERAK T LET, RAMEIR 1. RRE
1435791394 53 T4, HilfR72 L OB 2 FF 713 5 1Z1X, [Unlimited] Z 4 12 LET (5
TR

Periodic Certificate Authentication Interval : FIFFBAZEZRFEDS EHARIIC T EIT S5 £ TORER]
Mk (RERIHAL)

[Inherit] = v 7 7R v 7 ANF 7T > T\ LG, B 72k B RRGE O F T bR % 5%
ETEET, FPHIL L~ 168 R T, 77 4 /L MIERI /2> T ET, EHIROMEEE
FFAl45121%, [Unlimited] Z 4 12 L £ 9,

A—A)L A—HF—DOVPNR) —BHEDETE

ATy T
ATvT2

ATvT3
ATv74

ATvT5

ZOFIATIE, BEfFO2—F—ZHET 5 HECO W THHLET, =2—F—2BMNT 51
. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] # & L, [Add]
27V v 7 LEY, FFlCOVLTIE, —fRIBEH 2 7 s Fab—a v A FEZRLT
<&,

sheH B

FIHNET, 22— =T H 7 MIF 741 b Z—7F KU 2 — DfitGrpPolicy 7> & #R A
AR LET, BERENEZ LEXT8E80F, [Inherit] Fx=v 7Ry 7 A% 4720, #HL
VMEE AT LET,

FIE

ASDM % By L, [Configuration] > [Remote AccessVPN] > [AAA/Local Users] > [Local Users)
DNEIZ IR U E T,
RETH——Z®INL, [Edit) Z#27 Vv 7 LET,
FEO~2A T, [VPNPolicy] #7 U v 7 LET,
A—HP—=DIN—=F R =2 ELET, 2=V —RY—F, ZOI7NVL—F K —bD
BEAZMALET, ZOWEEIZT 74V 8 JA—T R o—DORELMARTEHEIRESN
TWAHMDO 7 4 =V FRBHDLHE, ZOTNN—T R —THREINEBERNT 740~ 7
N—T" R v —TCHEINTBEIVELINET,
AP RNEHTED F XY vV 7 haLEEET L0, Z—F R —h Bl Ak
KT DHMEIDERELET,
H A ® [Tunneling Protocols] = v 7 Ry 7 A% A AL, IRO >V > 7 7a kairon
Thrz@E@R L E7,
*SSLVPN 7 74 7 ~&E, AnyConnect 7 7A 7 N 77V r—va DXy ua— Kk
a2 —P =P TE L LI LET, =2—WF =%, BN T4 7 F L X SSL VPN
BrfEH L Co o7 S r—vavaXyrun—RNLET, a—F =038 5700
2, BEWG U T A4 7 N 7y 77— MR HBNICITbET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B o 1—v—ownky o —REiEoRE

ATvT6

ATy T17

ATvT8

* [IPsec IKEVI] : IPEX¥ = UTF ¢ 7' bz, IPsec iZficbbXar727m hardsinnT
B9, VPN F RV DIRITHEERT —F7 7 F ¥ 284 L £ 9, Site-to-Site (7 >V —t°
7)) Bigi. BI O Cisco VPN 7 74 7 o bk & LAN [ DO#EE D J7 T IPsec IKEv] & T
TET,

* [IPsecIKEv2] : AnyConnect 7 74 7 M ZL>THAR—h S TWET, IKEV2 ZHH L
7 IPsec #1345 AnyConnect 7 74 7> M@ TIX, Y7 hov=T7 T v 77—k, 7
FAT N Ta Ty A0, GUIOR—AYVE—vay (B LR~ AE—Ta s,
Cisco Secure Desktop, SCEP 71 % /7 E DYLiRERE S TRt S v E T,

s —EHD—REIPCRLENAILPCOARL—TFT 4 T VAT ATHREEIND VPN T4 T
VREFEHAHLTWNSY E— F 22— — %, L2TPoverIPSec iC k> T, X7V w7 IP % v
M= BHETASABL O T T4 R— ¥Ry N =T ~DE X =27 2k A ML T
:\éi‘d‘o

G¥) Tu b anaEBRR Lo TeBE8IE, =T — Ay —URERINET,

ERAT2 7 4% (IPv4d £7203IPv6) ZHRET D, E2FI7NV—7 R Y o —DfEE AT
BNEIPERELET,

T A NETBEEON—IVINDRER STV ET, 2D —LE, ASAZNMLTHERE L K
YRV T T8 Ny NEFFRITANERT A0 E, BEILT RUA, ST LA, 7
0 ka3l EIZESOTRELE T, VPN 7 4 A i3Ik oA@H ShEd, 77V
= al A VAR a DTy a Nl o CRMINIZSIP AT 4 TR E D &
VI ITE S ER A,

a) T ANHEN—IVEFRTET HITIL, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Policies] > [Add/Edit] > [General] > [MoreOptions] > [Filter]
DNEIZEIN L £,

b) [Manage] #7 U v 7 LC, ACL & ACE ZiEI, k. ¥ X OHIFRTE % [ACL Manager]
A U EFRLET,

Bheon 77 AN (bR IN—=7 vy 7)) BhHLSGE. TNEMETLNE I £
FEIR L by Z—T vy 7 2T 20 E S haiEE LET,

BEon v/ 2@ R+25L, 2—F—DVE—h 77 BRI ZOIN—TFIHICHIBRENE
9, [Tunnel Group Lock] Ti&, VPNZ 74 7 > N CREINTZ I/ N—T L ZDOa—H =3 E|
DETHNTWVDEINAN—TRREENEINET =y 7 THZEICL-T, 22— —HlIREH
F9, ~HEHLTWRWES, ASA X2 — =28 TX eV E 91 LET, [Inherit] F= v 7
Ny I ANE 7 OE. 7 7 4V MElE [None] T,

[Store Password on Client System] i &% 7 /L — 7 INOLHREKT M E I hERELE T,

[Inherit] F= v 7R 7 A& F 72T 5 &, [Yes] BEXW[No] AT > a v RE BT
DET, [Yes]zZ Vw7 TDL, al Ay RATU—=RKRBITTAT > b VAT MURFEEINE
T (EFx 2V TANMERTFT2BZFNOHEF T arTY) , #llica—Y—|2/ AT —
ROANZERDD LT HITIE, NolZ2Z U7 LET (T74010) . EXa VT 1%k
KIBICHERT D720, NAT— RORFEFTAILRNZ &2 HEEL 7,
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ATvT9

ATy 710

ATy 7N

ATvT12

n—ni 1—4—nveN Ry o —EionE [

[Connection Settings] & &% E L £,

a)

b)

<)

d)

ZOa—F AT 57 7B ARRIARY o—2BET L, TO2—F—0HL\WT I &
ABEMAR Y O —Z BT B, £7203 [Inherit] F=v 7Ry 7 224 DFEFIZLEST, T
7 4 /v M [Inherit] TF, F7=. [Inherit] F= v 7Ry 7 ZANFTTDHEEDT 7 4V M
[Unrestricted] T97,

[Manage] %7 U v 27 LC, [Add TimeRange] ¥4 7 0 /Ry 7 A&f&Ed, ZOXAT
0y Ry 7 ATT 7B ARROFR Yy MEAEETE ET,

a—P—Z K DR 7 A A fEE L £, SimultancousLogins /37 A —Z (L, ZD2—
P—IHETE DIRKRFAR R 7 A U BEWRELE T, 774/ MEIX3 T, f/MAEZO
T, ZOHHERTA URENRY =Y — T 7 RAEELLET,

GE) KRB 2% E CTHIFRE L CTEBMN R WRIFHCZEOER N SN 572D, B%a
V7G4 XT3 —< L ADIKTEZBELIBENLEH Y 97,

VPN #%#t® [Maximum Connect Time] /7 B CHE L 9, I 2 THE L 2R 23R
THE, VAT AIEEREK T LET,

[Inherit] F= v 7R > 7 ANF 717> TV DG, Z0O/RT A= Tl ko —¥ —Hfe
P &2 0 AL CTHRE L E£9, f/MENT 1 20, ScRMENE 35791394 45 (4000 £5i88) T4, il
MR72 L O 2 §F 7l 5 121%, [Unlimited] 2412 LET (F 7410 8)

VPN ##5¢ D [Idle Timeout] A7 THEE L £4, ZOHMICHEGE CEET 7T 4 €T «
DI E, BT T LET,
[Inherit] F= v 7 R 7 ANRF 71270 >TWDL5E, ZONRIFA—=ZTHT A KV &AL

T NESEMNTHEELE T, &ORRIZ 1 2, RRERERIZ 10080 3 TH Y, T 7 4L b
1% 30 93T, BEREIREE A BEHI PRI 32 121X, [Unlimited] % 4 12 L E 7,

[Timeout Alerts] Z g% & L £7°,

a)

b)

[Maximum Connection Time Alert Interval] Z 5T L £,

[Inherit] = v 7 R v 7 A% F 7|2 LIcsa, [Default]) 7= v 7 R v 7 AXAEICA
W70 ET, UKD, RRERT 7 — MERIZ 30 R ESNE T, HLWEEE
ET D61, [Default] #4712 L, 1~300Dky a7 77— NiREEELET,

[Idle Alert Interval] Zf57E L £,

[Inherit] = v 7 R v 7 A% A 72 Liz8E . [Default] F= v 7 AR v 7 AXHBICA
W2 F9, ZhCkY, TA RV T T7— MERES 30 MR ESNET, HrLWEEE
ET D561, [Default] #4712 L, 1~300Dky a7 77— NiREEELET,

ZOa2—HP Ik LTHHDIPVE T RLUAZRET D861, [Dedicated IPv4 Address (Optional)]
BEIC, IPVv4 7 RL ALV TRy b ~AZ 2 AN LET,

ZDOa—YP—|ZHEHDIPv6 7 KL AZFET 5121, [Dedicated IPv6 Address (Optional)] fiE 3k
WZIPV6 7'V 7 v 7 A% ELIPV6 T RV AZATJLET, IPV6 7 L7 ¢ v 7 AE, IPv6 7 R
VANEET A7 Rry NERLET,
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ATV T13 FEEDAnyConnect 7 7 A 72 haiE LET, Ziud, A/ Tinbotr7va sk
IV I FTHIEICEVITVET, FRENELE EEXTH5E1E, [Inherit]) F= v 7Ry 7
AxF7IZL, FLWMEEZ A LET,

AT T8 FEfiar74Xal—ra AR EZEATLICE, [OK] 2270 v 7 LET,

EHmoJoJ274)0

W a 740 (hrxrn Z—7L B I D) Tidk, VPN R OEEELZ R E L E
T, ZHHOEMEIL, AnyConnect VPN 77 7 A 77 k@ AnyConnect VPN E¥ = —/L 7 T A
7 > kLA SSL VPN ##%. 3L OVIKEv] & IKEV2 DY — R/8%—F ¢ VPN 7 T4 7 > MM
HEnE7d,

AnyConnect 7 A 7V b T AT 7AIL, AL RLY

AnyConnect 7 7A 7 M G707 7 A VDAL XA TiE, AV F—T =24 ALEDT T
AT T 7R ABAMILT, T 0T 7 A8, Rk, BLOHIBRTEET, v
A VI — =R EOEREZFTIR TE L LI TINE I MBI ETEET,

* [Access Interfaces] : 77 B AZA R—=TNWIIT DA o H—T 24 AT =T LNHIERT
TET, ZOT—TNADOT 4=V R, A F—T oA ALRTF = v VR 7 ARER
S, 77 BREZFATLNE D DERELET,

o[f X —T7 A A (Interface) |7 —7 /L ® AnyConnect 7 71 7 > N BRI ET D
AVHE—=T 2 ADITT, AV HF—T 2 A ATAF—TNIITHT v haLrzt il
LEY, SSLTZ &R, IPSec 77 A, £7IFZOM S 2HATE £,

SSL #4124 % &, DTLS (Datagram Transport Layer Security) 237 7 4 /L h TA % —
T 9, DTLSIZ LV —HBod> SSL 455 THAET 2 IBAERS K Ok o f
MENRES AL, N7y MEBIEOEEZZ TP TWI T IEA LT TV r— a3 O
7 d = AN ELET,

IPsec (IKEv2) 727 ®8RX& 4N T DL, 7747 M B —ERRT 74 /L FTA

F—=T NI ET, 7 IA T M=V RICE, Y7 =T EH, 754 T b
TaZyAN, GUIOr—)E—ar (FIR) L AZ~AE— 3 Cisco
Secure Desktop, SCEP 7' & & /72 E DL AnyConnect 7 74 7 > b BEBEN & E T
WET, 77447 b —E A& L TH, AnyConnect 7 7 A 7 > b TILIKEV2
& DIEARI) 72 IPsec HEfe DIENL S VE T,

* [Device Certificate] : RSA % — % 721X ECDSA ¥ —DOBFEDGEAEAfRETE 9, 7
N ZGEEORTE (117 3—Y) 22 LT EEN,

« [Port Setting] : HTTPS 3 X UXDTLS (RAZ T4 7> FDFH) HEkDR— hF B Z R E
LET, #ive 7740, A—FRE (118X—Y) ZZRLTIEI,

* [Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to
bypass interface ACLs] 287 7 4 /L b TH N7 »>TCWET, ¥X2 VT4 77747

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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VAN, TRTDOVPN b T 7 4 w7 DA L H—T A AACL D2 LE7,
& ZE, AMBA v F—T 2 A A ACL WEBALSINT N T 7 v 7 O EFFAT L
RWEAETH, EFa2UT 4 TFI5AT ATV E—F FIAR_R—F Ry NT—7
ZEEHL, Bk "y ho@ilEF A LET, ZO7 74V NOBEZER
TEFET, A H—7 2 AACLIZVPNIR#ENR T 7 4 v 7 OB EITHOE DT
WIZIE, ZOF =z IRy 7 AeF 72 LET,

* Login Page Setting

c AP —HEOTA )T ATHI SN AERET 1 7 7 A N m T A v XD TEIRT
xXFT, TOF v IRy T AEF LRSS, T4 NEE T T AT
DefaultWebVPNGroup T,

* [Shutdown portal login page.] : =27 1A Y37 4 B—T /L DEAEIZ Web _X— T &2 KR L
i‘é‘o

» [Connection Profiles] : ¥t (Fo %V J—7) o7 v baVvERBEREZHRELFT,
« [Add/Edit] : Bt 7 e 7 7 A v (ho RV Z—7) ZBMETITHEL 7,
* [Name] : #&fic 7" 7 7 7 A )L D4 HI,
s [Aliases] : #7107 7 A )L DRII4,

* [SSL VPN Client Protocol] : SSLVPN 27 T A 7 > NIT 7 B A" G2 D50 E 5 & fi
ELET,

+ [GroupPolicy] : Z D7 7 7 A NDT 7 4 )b b I N—T KU —&FRLET,

* [Allow user to choose connection, identified by alias in the table above, at login page] : [Login]
N=UTOERT R T 7 AN (RN T N—T) A VT ADEREA X —T VT
TLHHEEIEA I LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : Z DA 72 5 T
(T, BT w7 7 A L OBER Y 1 AR 71— 7" URL 36 K OGERE DB O~ )
77V AERBELET, ASAT, HRINDEL —BT HER RO LRWEEIE. Hl
DI —Bd 287 0 7 7 A VSEIRENET, VPN Y RRA > P THRE L7 b—
ZURL %, [ L7 /=7 URL Z48ET D8/ 7T 0 7 7 A LV EMET D0, ZHON
WASA Y7 ho =7 VY —RATHERAEND TV 77 LUy AEFIAT 25 5IC0R, 20
FTarEdAAILET, IO TV asid TI7ANEFTIEA TR TWES, &
ZIZ LT E, ASAIIEER T 1 7 7 A VTHRIE LIZREHE 7 4 — L Rz, =2 RABRA
FNCEHEHT DREHED Y 4 —/V MELRAE LT, 7 n 7 7 A 12850 4 TET,

TINA RFEAEDIEE

[Specify Device Certificate] ~A1 AT 5 & | #fiaikAHlo L &2, 77447 MIRLT
ASA ZFR T HFEHEAEECE £9, ZOEMEIX, AnyConnect 7 7 A 7 v b #Hif T n T 7
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B 5700700, K—rux

ANBIONI AT ML AT 07 7 A4 LTS, Alway-on IPsec/IKEV2 72 & DHiE D
AnyConnect 7 74 7 M ERETIL, A TEHETE 27 /3 ZADGEHAFEZ ASA THIHTE %
PENRH Y ET,

ASA U U—294.1 LUK TiX, ECDSA fE#E% (AnyConnect 7 7 A 7 s &7 74T ML
Z SSL O Ji/n6 D) SSL &£, 2DV U —2RLHiE, AnyConnect 7 71 7
> | IPsec ##5iH O ECDSA GEHEZ I NV AR— hSh, RESNE LT,

FIE

ATy 1 (VPN EfiD7H) [Certificate with RSA Key] fHIK T, ROWTNNDHX A7 LT LET,

c 1OOFEHEEZRIRL T, WAFO7m baLziflL<Ts 747 v F&RRET 556, [Use
the same device certificate for SSL and IPsec IKEV2] = v 7 R v 7 A% A4 DEFICLET,
UARN Ry 7 ACHEHTEHAELRNLZY, [Managel 7 Vv 27 LT, FHT5
IDAEAEZER LY TEET,

» [Use the same device certificate for SSL and IPsec IKEv2] F = v 7/ R v 7 A% A4 712 LT, SSL
Fefot % 7213 IPSec 2t DBIME DFEHEFEZHE L £7,
AT 72 [Device Certificate] U A h R 7 A HIEHELARINL 3,

VB ZERHEN TR SN2 WAL, [Manage] R ¥ %27 ) w27 LT, ASA O ID iFH#EZ &
HLET,

ATw T3 (VPN #EkiDA) [ECDSA key] 7 « —/L RO [Certificate] T, U A ; 3R v 7 2735 ECDSA O
AEAAE A TRINT 5 2y, [Manage] 7 U >~ 27 LC, ECDSA @ ID FERIEA{ERR L £ 9,

ATvT4 [OK] %27V v r LET,

+= —P o S
EHEJOJ7A4IL, R"— FERTE
ASDM O 7 7 7 A )b ~_A L TSSLB LI ODTLS £t (VE—hF T 7 EBADHR) DR—
FEFERELET,

[%%E (Configuration) ]>['JE— F7 42t AXVPN (RemoteAccessVPN) |>[Ry kT—% (&
SA4 T2 k) 721X (Network (Client) Access) ] >[AnyConnect ¥ 54 7> hMEKE TR 77
4 )L (Connection Profiles) ]

J4—ILE

 [HTTPS Port] : HTTPS (77 7 _X—2R) SSL #kiHicA X —7 Mz T DA — b, #PHIX
1 ~ 65535 C3, 7 74/ MEIAR— K 443 T,

* [DTLS Port] : DTLS #t HIZ A *—7 /W23 % UDP A — b, #iPHIL 1 ~ 65535 T4, 7
7 )V NI — b 443 T,
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AnyConnect 7 5 A 7> M IO 77 (L. EXEMR .

AnyConnect 7 S A 7 bR ITO 774 IL, EXREMH

* [SAML ID 7' &2 /34 #— (SAML Identity Provider) ]: > > Z /%A 4> (SSO) &

Cisco Secure Client ##5¢ ® AnyConnect VPN & ¥ = — /L D FEA B 2 3% E 4 5 121%. [AnyConnect
7547 v MERiT 27 7 AL (Connection Profiles) |7 v a > TLHEM (Add) ] F 7213 [
£ (Edit) ] Z&R L EJ, [AnyConnect 7 74 7 > hMEfi 710 7 7 A L OBM/FRE (Add/Edit
Connection Profile) |> [J&A (Basic) | ¥ A 7R Z ARy 7 ANHEET,

* [Name] : [Add] D6, BN 287 0 7 7 A VOA4AFIZfRE LET, [Edit) %6, 2

D7 4 —/v RITFRETET T A,

s [Aliases] : (EE) ZoO#EHORBELE 1 DU EADN LET, AEild, A=A E=idA]

FUR TS Z LN TEET,

* [Authentication] : F8FkD F1E%Z, ROFNH 1 DR L | FHAHLE THEH T2 AAA —

N= T N—T%/ELET,

* [Method] : EHGEHERFEDOT-OO T 1 ha Rz ERL, WOty ar 24
TTCINERHAT7OICERRET 1 b 2 V3 EE S CuvE 9, AnyConnect 7 7 A
TV RSSLZIA T 7 ha Vvl IKEV2 7 947 7o ha i LT,
Ty v ar TEICEBORGEABIECE £, BHTHWEEY 1 7%, AAA, AAA
CRERAE, FEEO A, SAML, EEGEFER L OAAA, EEOFEHE, SAML &GE
B, F72IXSAML EEEGEHENLERINL 9, BTG U T, #7272 0I6E
HEZRMET 2N ERLHARH 0 £7,

* [AAA Server Group] : K2 FXZ 7 U KD AAA —N— J)L—T 28R L F
T 7 74V FOFREIZLOCAL TY, D6, ASADGEIEAEET 2 X 5 IZHEE
SNFET, BRI AN, [Manage] %7 UV v 27 LT, ZOXATalRiy 7 A0 LI
MDA Ta TRy 7 A%BEE, AAA YV —_— ZIL—FDASA T 7 4 ¥ a2 b—
VarERRLEVERT LI ENTEET,

* LOCAL LA D 7' V—7" %84R35 &, [Use LOCAL if Server Group Fails] 7 =
TRy 7 AMBIRTEDL L IR ET,

s [Use LOCAL if Server Group fails] : Authentication Server Group BMEIZ & - THE &
NI TN —TIEENIAE LT L ZIZ, LOCAL 7 —F RX—A % A X —T /LT
HEEIIA I LET,

ik

Tl

@ SAML IdP H— N—Z 38R L £ 7,

s [SAMLH—,3— (SAML Server) ] : AnyConnect 7 74 7 > k > 7Y A A §R
AEANZ Re v 722G SAML Y — _—2&IRT 57, [EE (Manage) 127 U >
7 L TSSO r—_"—=%BIML, RONTA—=ZEFRELET,

*[IDPT>7T 4T 41D (IDPEntityID) ] : SAMLIdp D=7 147 « 1D,

* [Sign In URL] : IdP |ZHA > A 9 %72 ® URL, url value |Z 4 ~ 500 LD
FHCHEELET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. AnyConnect 7 S A 7> F EHETO T 74 /L. EXEHE

+[SignOut URL] (A7 v av) 1P oW A A THEEDY XA LT M
URL, url value (% 4 ~ 500 3CFOHFPTHTE L E7,

«[BaseURL] (A 7> av) = Ra—H—%ASAIZU XA LT FT 57201,
Pr— =7 W IdP IRt S E T,

base-url 235X E ATV HHA, £ URL 1% show saml metadata O
AssertionConsumerService & SingleLogoutService J&M:D~<— 2 URL & L Tl &
ET,

base-url N E SN TNRWE, URLIZASADRA Mk KA AL A BIRGE
SNFET, & 2IE. RA MDD ssl-vpn, KAA 48 cisco.com DA
X, https://ssl-vpn.cisco.com AMfEHAINET,

base-url HARA M/ KA AL A BHERTE I N TW WAL, show saml metadata
EANNTHLEZT—RELET,

[Identity Provider Certificate] : ASA 7% SAML 7 % —3 3 > ZGET 572 H D IdP
FEEZEL RN I AMKRAV FERHELET, TTICRESNTND R T A MR
A FEBBRLET,

[Service Provider Certificate] (47> 3 >) :IdP 2% ASA (SP) DE4 K FAL
SAML 74— 3 VA MGET 5729 ASA (SP) GEHIEE T h 7 A hARA v b
ERRELET, T CICHESNTWND R T A MRS FERIRLET,

[Request Signature] : Rz > 7 X v % LT, SAMLIdP #— 3—|Zxf L Ay
LB EL JEZEIN L EJ, rsa-shal, rsa-sha256. rsa-sha384. rsa-sha512 75
BIRTEF9,

[BERBZA LT+ (Request Timeout) | : (A7 > a ) SAMLERD Y A LT
v~ (F) . #PHIZ 1 ~ 7200 T,

FEE L7284 . NotBefore & timeout-in-seconds DA 51725 NotOnOrAfter L 0 & Fu»
WAL, 2 OFREN NotOnOrAfter |25 L £,

FBELRZWEEAIZ, v 3 O NotBefore & NotOnOrAfter 25 A &h [ DO FEERIC
fERENET,

[RERY bT—D TT7 Y EAAIREGIZEDAIDPEZHERIE (Enable | DP only
accessibleoninternal network) | : W&k >y U —27 TT 7 & ZAA[RERIGEITD I
IDP Z T DL, ZOF =y IRy 7 A A T LET,

(B4 4 UBICIDPERIIZER (Request IDP reauthentication at login) ]: = 2
A VO IDPHREREE AT DI, ZOF = IRy 7 A% AT LET,

[B8w%9 X*1— (Clock-skew) ] : NotBefore 77— 3 > & NotOnOrAfter
SAML7 % —3 a v 2R TAHI/ 0y 7V AFa—, T7H)LNTlE, 72w 7 R
X o — TN T HMENHY £, T 740 MEIX 1T, #EIT 1~ 180
T,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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AnyConnect 7 54 7> M IO 77 (L. EXER .

* [SAML IDP TrustPoint] : 3> 7 /L4 >4 (SSO) #FEM D SAML IdP TrustPoint 4 4R
L\ij—o

« [IDP TrustPoint] : ASA 73 SAML 7% —3 3 V2 /iET 5720 @ 1dP iE E 4 & T

SAMLIdP T A FARA > F&EBEIR L E4,

* [SAMLR 7' A =7 A~ Y = A (SAML Login Experience) ]: 3> 7 /LA 74 (SSO)
FRREMA @ SAML 1dP TrustPoint A 384 L £ 77,

* [VPNZ Z A4 7 MiIAFH 7 Z 74 (VPN Client Embedded Browser) ] : VPN 7 7 A
7V M Web SRAEICHLAIASL T T U A H T 572D, FRAEIL VPN BE5eI 0 A
INET,

*[7 74/ hOST T 7Y (Default OS Browser) ]: VPN 7 7 A 72 ik, Web aBFEIC

VAT ADT T HN T IOV EERHLET, 20T a0k, YA oA
v (SSO) &, MAIALT T VP TIXFETTE RV WebiBFE T (EERAER E) @
PR—FEHHZLET,

SSORBREIZT 74 /L b D OS 77 U Y BRI L 581%, 7740 b7 T U aff
M9 % X 91ZAnyConnect 7 74 7 > KON T T O HF Ry r — D EGRET DB
HY FEJ, AnyConnect 7 7 A 7> "MMET 7 UH SAML /N> 77— (160%—3) %
ZHLTLLZE0,

* [SAML=— % —4, ®—% (SAML UserName Match) ] : fEBH#E D 2 —%—4, % SAML = —

4};\__

BB S ELHEITER L £,

* [Client Address Assignment] : {725 DHCP %—/— 7 547 K 7 KL A 7 —)b,
AT RIPV6 T FLA F— /L2 BIR L £,

+ [Client Address Assignment] : {7~ DHCP %—/"— 7 547 7 KL A F—)1,
74T RNIPV6 T LA 7 — )L &BR L £,

« [DHCP Servers] : f#i /3% DHCP % — N—DLAFIE 2L IP 7 KL AEZ AN LET,
s [Client Address Pools] : 7 7 A7 b 7 RLAE Y Y TTHEHT S, BIRATRERERE

BEHDIPvE T RV A F— VORI AN LET, BRI DHAMT, [Select] 227 U v 7
LT, Z2OXATalRy 7 AZERTHEA TRy 7 A&, 7 RVAT—
EFRRLEZYD, BEEMZTZVTL5Z2ENTEET, IPvd T KL A F— L &BE
“IRET D HFEOZEMICOWTIT #B3B LT EE N,

[Client IPv6 Address Pools] : 7 7 A4 7>~ 7 RLAF Y Y TTHEHT S, SEIRATHER

BRIEWHD IPv6 7 R LA F— VD4 AN LET, BIRT DE1Z, [Select] & 7

Uy 7 LT, ZOFATa Ry AZEBRTEAT el R Ry 7 A&, 7T RL XA
= NVEFRLIZY, BEEEMZTZVTH22ENTEES, IPV6T RV A F— L%
BIMNFEIIRET 2 HEOFEMCOWTE 2B L T &,

* [Default Group Policy] : T 5 7 V—7" R o —%FTIRL £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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EHmTOo274)0,

— iz VPN B |

* [Group Policy] : ZDHHE DT 7 4/ b Z)—7 RY 2 —& LTHY YK TS VPN 7

N—T R —%FBIRLET, VPN 7 L—7F KV o—i%, a—HF—fRaEMEED L
TOEAT, T/ ATHENC, £72IXRADIUS — "—THEIRF CE £, T
7 AV M DfltGrpPolicy T3, [Manage]l %7 V v 7 L THIOX A T TRy 7 A
FEHRATHE, V=T R —ar 74 X2l —va BT EZMAB ENT
TET,

* [Enable SSL VPN client protocol] : VPN #2520 SSL % A R — 7 /WZ T D5HICA 1T L

£,

[Enable IPsec (IKEv2) client protocol] : #f5t C IKEv2 Z i 5% IPsec & A % —7 /T
THHEICA T LET,

« [DNS Servers] : WY =D DNS #— =D P 7 KL ZAZ AN LET (1 DE7-13E

) .

« [WINS Servers] : 18U =@ WINS —X—D P 7 KL AZAHLET (1 >F721T

BE .

o [Domain] : T 7 ANV FD KA AL U E AT LET,

« [Find] : B L5 & LT 5 GUI 7~V £ 721X CLL 2~ > F& A L., [Next] £7=
X [Previous] 7 V v 7 L CTHMELZBAKBLET,

MR

1]

[Advanced] A == —IHH & Z DX A T RV Ry 7 ATIL, ZOHERICET 2R OFHEZ R ET

TETS

s —fREME

« 7 TAT v T RLAFRERME
IR
R AT
TATT 4 TR
o = — Rt

Y

=)

SSL VPN @itk L OV 2 Bk EtlX. SSL VPN #5717 7 A VS S E 1,

AnyConnect 7 S A 7> bR IO 774 )L, —fREMH

* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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AnyConnect 7 S A4 7> M IO 77 (L. —REH .

* [Strip the realm from username before passing it on to the AAA server]
* [Strip the group from username before passing it on to the AAA server]
* [Group Delimiter]

* [Enable Password Management] : =—%—~D/ /X2 U — RHREIFVEFNICRET 5 /3T A —4

ERETEET,

* [Notify user __ days prior to password expiration] : /XA U — R23HIREIILIZ 72 5 F TOFF
EORBERE L, ZTORKETHIOB OB 7 A HIZ ASDM 28— — (23851
HEOEELET, T 74/ MTIE, NAT— FRHIREINICARS XY 14 AR —
P ~DOBH AR L, D%, 22— —RNRRAT— RELET A ETHERERNTS L
INCHRESNTWET, HPHIT 1~ 180 HTY,

[Notify user on the day password expires] : /XA U — R2MREINIC /25 Y HIZ2—H —
ZEE L FE T,

WTHNOEFETH, BEINTIT AT — ROR#REINIC /72 & &, ASA Tld=—
P —IZ LD/ AT — ROEENAFETT, BIIEO AU — ROMRAEII T T
X, 22— —1ZFDONRAT— R TR fxu /(L TxE T,

ZDMFUZ L > THRAT— FOHIRPTIND ETOHENEDL DD TIE/RL, BN
A X =T MR DBIETTHDHE VI BICERB L TLEZE N, 2047 a &R
L8801, BELEETLILERL D 7,

* [Translate Assigned IP Address to Public IP Address] : 42, WEixr v kT —27 T, &Y

Thhier—H/VIP T RLATIERLS, VPN ETOEBEDIP 7 L RAEMHT 245460
HYET, VPNTEHER, NERy PT—2I27 7 EX$ 272010, VY Thiln—
ANVIPT RUARETIHRESNET, L, Wl —A—BL0% Y hU—7 E¥a
VT ADETDEBEOIP 7 RLACESEFER LI, n—H/VIPT RLAZERLT
ETOEBEONRTY v 7 IPT RLRAZRTHEND Y 5. ZOMEIE, PriL s r—
FELIL L ODA A —T oA ATA F—T T B LR TEET,

* [Enable the address translation on interface] : 7 R L AZHAZ A[FEIZ L, 7 KL ARER
SINDAUH—T oA AT 5 Z LN TEFEJ, outsde L AnyConnect 7 7 A 7
DT oA H =T A ATH Y, insidelIH LW bR T — T A D
A VH =T x2AATT,

)

=T 4 T ORER L OMMORIREED =D, Z OBEEN LT
TRWEGAIE., ZOBREOMEAIFHELE L 5 A,

« [Find] : % X7H & LCTHEAT 2 GUI 7L £ 721X CLI =~ > K& AL, [Next] £7=

L [Previous] 227 U v 7 L THEZHMBELET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B =6707740. s5470 r 7RLRER

EHRIJOJD74A4IL, 95472 7 RLRIEE

i 7 v 7 7 A L@ [Client Addressing] XA > TiL, TR T2 7 7 A LV THEHAT D701
BFEDA X —T 2 A AZIP T KL A F—)L&E Y ECTEF, [Client Addressing] 21 133
RCDITAT v ME T v 7 7 A4 WZHE T, IRO ASDM NAINGT 7B ATEET,

« [(%€ (Configuration) |>[VE— F7 27 AVPN (Remote Access VPN) |>[F v hT—7~
(747> ) 727X (Network (Client) Access) ]> Secure ClientAnyConnect Connection
Profiles) ]

+ [Configuration] >[Remote AccessVPN] > [Network (Client) Access] >[I Psec (IKEv1) Connection
Profiles]

« [Configuration] >[Remote AccessVPN] > [Network (Client) Access] >[I Psec (IK Ev2) Connection
Profiles]

CITRETAHT RLA F—Ld, #7077 A LD [Basic] A ' THRETE £7°,
AnyConnect 7 7 A4 7 > b #7077 A /LTI, IPv4 7 RL AT — L7217 Th< IPv6 7 KL
AT =N bEIDETHZLRTEET,

77AT T FUVAREZRET DI2F, VE—FNTI7 BRI IAT v MERT 07 7 A
)b (AnyConnect 7 7 A 7> b, IKEvl £721XIKEv2) # B X, [FEMIEXE (Advanced) 1>[7 7
A7 "7 Ry 7 (Client Addressing) | Z &R L 97,

T RVAT—=NADar 74 Falb—ra b BRRELEFERT DL, ¥AT TRy
AD [Add] F72IX [Edit] #7 UV >~ 7 LE T, [Assign Address Pools to Interface] % 7 1 7
RNy VAPHEET, ZOXATRITRy 7 ATIE, ASATRHRESNT A LV F—T AR
WZIPT FLA = &ED R THIENTEES, [Select] 227 U v 7 LET, ZDFA
Tul Ry AEFHLT, TRLATF—LDary 7 4 ¥al—ralraErLET, 7
RLVA T —=NDar 74 Xab—ra 0 BEERTDHICE, ROFIREFETLET,

CASAIZT RL A 7— L %3BIT 512iE, [Add] %72 U v~ LE7, [AddIP Pool] & A
TagRy 7 ANRRE E9,

CASADT LA F—ADar7 4 F¥al—a 2B H4 51203, [EBdit) 22V v
LET, 7—AANOT RLARFEHZTW WA IZi, [EditIP Pool] # A 7 1
Ry 7 ZAMAEET,

FERFPOLEEIXT RVA =L E2ERTEERA, [BAit) 27 U v 7 LIz EICT R
LA F—=IAMERPTho-5HE. ASDM L, =5 — Avk—U L iz, F—b
WOZDT RLAZEH L TWaEA B I —YF -4 Er2rERRLET,

¢ ASA EDOT RL AT — LV EHIRT HICIX, 7—7 A TEOTY MY AR L, [Delete]
7 Vv 7 LET,

FEHFOHEET RLA F— L EHIBRCEX A, [Delete] #7 Vv 7 Lk X7
RLR =T CTHH25E. ASDM i, =7 — Avk—U L Lbiz, 7—
NNDZEDT RLAZER L TWAER4L O —EE2FRLET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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BSsE

BHETOT7AN, 1547k 7 ELREE. BmEraEme ]

e T RVATS =N B —T x4 AZEY Y THIZIL, [Add]Z27 Y v 7 LET, [Assign

Address Pools to Interface] % A 7 1 77K v 7 ANBH & i'@ﬁo 7 RVRA T — 2 EYYThH
A B —T oA A%EIR L ET, [AddressPools] 7 4 —/L RORIZ&H % [Select] 22 V v 7
L $7. [Select Address Pools] %A 7 1 7Ry 7 ZAMAE ET, A Z—7 = A AIZHIY
BCOMEADREN B TT—=naZ TN ) v 7350 2Tl OREND 4 TF—n
ZEIR L ClAssign| 27 U7 LET, OT 4 — /L RIZT—VEID Y TO—ENRFRE
NEI, [OK]Z27 Vv 7 LT, ZIHDOT KL A 7 —/LD4Hi% [Address Pools] 7 1 —
JVRIZEYAR, 9 —E[OK] %7 Y v 7 LTED Y TChOary7 4 Xal— 325
TLET,

AU HE—T oA AZEY B THENTNAET FLA S—LEEETHITIE, FOA X —

T2 A RELTNI VI THn, A F—TxAAZREIRLTCI[Bt) %27 Vv 27 LE

9, [Assign Address Pools to Interface] ¥4 71 7R v 7 ARMEET, 7 LR F—%m
HIBRT 212X, &7 —NEE2X TN Y v 7 L, F—HKR— RO [Delete] F—% L F7,

AVHE =T 2 A RZFEOMD T 4 —)v REEHEIY BT HEAIL, [Address Pools] 7 « —/L K
DREIZH 5 [Select] 27 V 7 LET, [Select Address Pools] # 1 7 12 7R v 7 AN F
9, [Assign] 7 4 —/LV RIZIZ, A v X —T =24 ZAZEIV L THENTNET KL A T — L4
MERINET, A F—T A ATBINT 2l OREN B TT—=NEFTNVI Y v
L9, [Assign] 7 4 —/ ROT—L 80 ST —EnEHSnET, [OK] %22 Y v s L
T, ZNBHDOT R A P —/LDLREITT[AddressPools] 7 4 —/V R&FEZR L. & 9 —JF [0K]
7V w7 LTEDVYETCOar7 4 X¥alb—varizel LET,

e x> MY EHIRTDICIE, 2O N Z®RINL T [Delete] #7 U v 27 LET,

FEYSY

Whiva 7y AN, 773478 T RURIEE, BINERITRE (125 =)
BT a 7y A0, T RLA 7F— (126 =2—7)

BT a7y A, B IP 7 — L OBINE - IIREE (126 2—)

T

]

&

3

I&

BRIOI7A4IL. V5472 7 FLRIEE. BMELITES
B o a7 7 A 2T RV A F— L &E) Y4 T5IZ1E, [Advanced]> [Client Addressing] % %R

L.

[Add] & 7213 [Edit] 23R L £,

e [Interface] : 7 RV A F— L DEIN B ThA o H—T oA AEERLET, T 74/ ME

DMZ T,

* [Address Pools] : fEEL72A v X —T = A AZEIV Y THT FLA F—IL&2IEELET,
* [Select] : [Select Address Pools] # 4 70 7Ry 7 ABAEET, ZOXATaTRy 7 A

T, 2O H =T 24 RZHIV B THT LA T =& 1 DL BEIRTE 7, BN
WAL, [Assign Address Pools to Interface] %4 7 & 77K v 77 A @D [Address Pools] 7 « — /L
RIZRRESNET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. ERIOT77M4IL, TRLR =0

EHEJOJ74A4IL, TRLR T—)L

[Connection Profile] > [Advanced] @ [Select Address Pools] ¥ A 7 v 7R v 7 A2, 7747 > b
T RUAEID B THEHAATRERT RV A =D — 4, BET RLALKTT RLA, B
OV TRy bR BRERENET, TOVRA Nl TR 07 7 A Va8, Wik,
FITHIBRTE T,

* [Add] : [AddIPPool| ¥ A TR R v 7 AMPEET, ZOXATu TRy 7 AT, #L
WIP 7 RL A F— L EZRETEET,

« [Edit] : [EditIPPool] ¥ A 7 7R v 7 ZAMBAE E£T, ZOX AT v TRy 7 ATiE, BR
L7ZIP 7 RLVA F— LB ERTxET,

s [Delete] : BIR L7727 KL A F— L Z2HIBRLET, HEdah T, CHELLTEEEA,

e [Assign] : £ U FZ—T 2 A AZHIDHETHNTWNWDLT LA F— A E2FRRLET, 1
H—T oA ABINT Dl % ODRED B CF—EBX TN Y v 7 LET, [Assign] 7 4 —
VROT—)VEIY YT BRI INET,

EHETO D74 )L, M. IP T—I)LOEMFE-ITFEE

[Connection Profile] > [Advanced] @ [Add or Edit IP Pool] # 4 7 &2 7'7/R v 7 Z &AL, 7
TATY RN T RLREIDYTHOIP T RLAOFIFHZEEEZIFERETEET,

«[Name] : IP 7 KL A 7= LZEID B THNTWDLAHTIEZRELE T,

* [Starting IP Address] : 7 —/VDORAIDIP 7 RLUAZELET,

* [Ending IP Address] : 7 —/VOEHEDIP 7 KL AEEELET,

* [Subnet Mask] : 7 —/VINDT FLRAIZHEHAT 57 %y b v A7 &R L ET,

AnyConnect 7 S A4 7> bERTO 774U, BRILEM

[Connection Profile] > [Advanced] > [Authentication] % 7 C, KD 7 4 —/V RERETE LT,

» [Interface-specific Authentication Server Groups] : FEED A ¥ — 7 = A AT HFEFEYT —
N—= T N—TDENY B TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 77K v 7 A M3
EET, TOXATRITRY I ATE, A v F—T oA AP == T N—TEHE
ToHEEHIT, BIRLE— = T —T7 THRENFKE L725E1Z LOCAL 7 —#
N=ANDT =Ny T TN EINERETEET, ZOXATRTRY
7 A®D [Manage] ™% &7 V> 7325 L, [Configure AAA Server Groups] ¥ 7 a2
RNy 7 AN E £, [Interface/Server Group] 7 — 7 /WITIBIRNENFR RSN ET,

s [Delete] : IR L7zH—— F)—T %7 —T 0 LHIBRLET, ERINT, 0
ELHTEXEHA,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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AnyConnect ¥ 54 7 > MEHE IO T 7 1)L, FREEEMS .

» [Username Mapping from Certificate] : = —%—4 Z it 3 2 HikB LT P X AGEHED
T4V RERETEET,

Y

Gx) ORI LT 2 TFRARNE— RTIIR—FENEHA,

* [Pre-fill Username from Certificate] : & L7ZRERIED 7 ¢ —/L R b 2 — % —4 24
HL, ZORAVDORIHS ATV a A>T, 2—P =4/ AT — FGEB L O
AR LE T,

[Hide username from end user] : ffifHl L7z 22— —ZF= > F 22— —cFRrShEH
A/O

[Use script to choose username] : 7 3 # /VAEHEN D 22— W —4 2 ®RINT 555126 H
THAI VT N EFRELET, 7 74/ MME [None] T7,

[Add or Edit] : [Opens the Add or Edit Script Content] # A 7 &2 77K v 7 AN & | FEA
FEOA—F Oy B TIEMTHA 7 V7 heERTEET,

[Delete] : IR LA 27 U FEHIBRLET, MRINT, PVELHTEEEA,

[Use the entire DN as the username] : FEFHE @ [Distinguished Name] 7 « — /L R 2&{K %
a—HP—F L LTHEHT2GAICHEE L £,

[Specify the certificate fields to be used as the username] : = —%—ZIZfEAT 5 1 DL E
D7 4= FEEELET,

TIA= V@B L O o F Y BIEOAEIL, KOLBY TT,

Bt EE

C Country (E4) :2 XFOEAMEE, E4 22— RiX, 1SO 3166 [E4
FEICHERLL TV ET,

CN Common Name (—f%4%) : A, VAT A, ZOMOZ T 4T 4D
Hi, T AV EMEE L UIMEATEEEA,

DNQ R A A 4 EH T

EA E-mail Address (7 A—/L 7 FL- &) |

GENQ Generational Qualifier (H:AUESGT)

GN Given Name (%) .

I Initials (f =+ % /L)

L Locality (Mi4:) : #H#&ANE DL TN D T E 721 ERT,
N Zal

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B 570070 2nzaEn

JE4k EE

0 Organization (#ffk) : =tk HIA, B, &G, oMo T 47«
DA,

ou Organizational Unit (flffk—=v k) : #fk (0) WO¥ 7T 7 L—7,

SER Serial Number (U 7 /L& 5)

SN Surname (#) .

Sp State/Province (M F 72 1FHEIFIL) MRS E DL TV D IN FE 72 13 TE
JF U,

T Title (%1 kL) o

UID User Identifier (=—%—1D) ,

UPN User Principal Name (—— 7"V /2 0L4)

* [Primary Field] : =—% —2 AT H5EHEOHRAI O 7 4 —/V REBIRLET, O
EAFEE STV 584, [Secondary Field] XM S v E T,

* [Secondary Field] : [Primary Field] 235 E S AV TWRWIGAE, HT57 1 — L N4
WLET,

* [Certificate Mapping for Multi-Certificate Authentication] : 7°7 A ~ VU FBAEICfE 9 2 FEH &
DE M TEEHLET,

* [First Certificate] : ~ 3 > 35 AT LICiEE L 7 7 A ~ URGREICHEH T 55612, 20
FTvarwzs Uy LET,

* [Second Certificate] : 7 74 7 > " BRITINTm2—F —FtHEEL 7714 ~ U %G
BT AL, 20T varE s )y LET,

* [Find] : B LFHE LTHAT S GUI 7~V E 721X CLL =<2 R& A L, [Next] £7=
IL [Previous] #7 U v 7 U THRERZHMG L 9,

EHIOT7 7ML, 2RB50EH

[Connection Profile] > [Advanced] @ F @ [Secondary Authentication] % {# F3-AuiE, " HFEGEE L

THHMOND 2RBIEEHET HZ ENTEET, 2 KBIENE I iﬁo’(b\éia/\ I, =

Ra—W—ma 7 F o35 EICANREIET LT v v a2ty FANTLIRERD Y £

T, iEAEO -~V —ZOFFIAN L2 HAEDYETHEATEET, Zo¥ /T u s

T/yx@74%wh F T RBFECTRET D7 4 — /L FEBPTWETN, ZhbD7 4 —b
NI 2 RERGEIZ 2B L 7,
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THEHBGEDNA X —T N5 TV A, TR OBRMIF——A L LTHERT 5120k
D7 4 —)V REFEAENORINLET, iEHERENS BN XY 2a—HF L ERETDH L.
ﬁ%:)%477747/xi‘?Eéhtﬁ%%74~w%%\2&1~%—@M¢7~
RERREALERZ 2 D H O —W—Z 2T 5 X 5 58H SivET,

\}

GE) ?qui@tjj:/&) :L“—‘H- %kk%) 2{kmqu‘Hﬂ_‘/\“— Tn—=7 Ié):‘l: j‘é%éf%‘
FRLERIZIZ T T A~ ) 2= =LA EH S ET,

W

7N
1N

T

* [Secondary Authorization Server Group] : ¥ > % U 7 L7 v X L A3 B8R E Y — /3 —
TN—T%HEELET,

s [Server Group] : B > & U H— — AAA 7V —T7 & LTHEHAT AF8GEY—— 7
N—TZBIRUET, 774/ MEnone TF, SDI¥—"— L —TF T H L H#Y
P N— TN =TI TEERA,

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,

* [Use LOCAL if Server Group fails] : $§7& L7z ¥ —/N— L —FICEENTELE LI5S
D LOCAL T — 4 R—=A~DT 5=\ 7 ZHRELET,

s [Use primary username] : =74 > XA 7 a7 na—WF—2% | DT ERTDHEHH
ﬁi_’ L/i‘a—c

* [Attributes Server] : 77 A ~ U @YY — N—nth U F Y B — =02 B L E
‘g—O

\}

GE) ORI T 7 AN HRBAEN— =% RET D L. DR
‘H‘_/\h@ﬁﬁﬁﬁ‘{ﬁfﬁéﬂiﬁ‘o ASA | j:tjy /& ) EIL‘DLE‘ﬁ__/\_
AL ET,

* [Session Username Server] : 77 A4~V v gy a—HF—LH—"—rkh &Y
tyvar a—P—HY—N=pEEELET,

* [Interface-Specific Authorization Server Groups] : FEED A ¥ —7 = A AKX DA —
N T N—=TDE Y TeEHLET,

+ [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 7' 7R v 7 A H3BH
EET, TOXATRITRY I AT, A ¥ —T 2 A AP == T N—TEHRE
T5EEHIT, BRI —"— J N —T TEENEAE LT-HAIZ LOCAL 7—#
R=ANDT A=Wy T AT ENEIDERETEET, ZOXATrITRY
7 AD [Manage]l R ¥ %7 U v 735 &, [Configure AAA Server Groups] % A 7 & 2
AR 7 AMBE £9, [Interface/Server Group] 7 — 7 /WZRINNENRE RSN ET,

s [Delete] : BR L7=H—— Z ) —T %7 —T0nLHIBRLET, HRINT, 0
ELHTEEEA,
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* [Username Mapping from Certificate] : = —%—% 23257 O X LiEHED 7 1 —/L K%
BETEET,

s [Pre-fill Username from Certificate] : & D/S RV THEIN TWARMD 7 4 —/L RBI O
2EHOT 40—/ Kb, 2RERAECHEH S A 4RI T 25 8IcA i LET, 2
DREMEZ AT HRNC, AAA BLOGEAEORGEF R EHETLHILERH Y £5, 2
NEITHIZIE, R Y 4> RO [Basic] 7SR /VIZR Y . [Method] DAED [Both] % A4 12
LET,

« [Hide username from end user] : 2 KFRAEIZEH S H 2 — P —4 % VPN = — W — IR R
T D5 BICA I LET,

» [Fallback when a certificate is unavailable] : = ®J&:(X, [Hide username from end user] 734>
DEEICOIHERFIRETT, FEENEHAR A 72855 1%, HostScan  (BLFEIX Secure Firewall
RAF ¥ EMEINTWET) T—FEHEHLT, 2 /J/ZnLnE@:LP*‘bL A HAAT) L E
j—O

s [Password] : 2 IRFBREIZEH S5 /XA T — ROEUG A E L TIROWT 2R L
—g«o

¢ [Prompt] : =W —{ZRRATV—=RZANTLHL) Tu T aRRLET,
* [Use Primary] : 9°XC D 2 RFBFEIZ 1 IRFBFED/SA D — REFFIH L 7,
+[Use] : T _XTO2KRFEDOI@ L o H Y NRAT—FRE AN LET,
* [Specify the certificate fields to be used as the username] : —H—% & L C— ﬁ(ﬁ_é 128k
D7 4=V RERELET, B F Y 22—V =4/ AT — NRIEE 72 TR IZFEE

DL —H—LFEFANERE T O —F—4 2 HT A2, :L~47‘~%$Hu)\7‘3iaio\
vHF) 22— —LZFHAANBRETDHILELH Y 7,

« [Primary Field] : = — —£ 2T A EORI D7 4 —/L REZBEIRL £, 2D
ERFRE SN TWBEE . [Secondary Field] IF R I E T,

* [Secondary Field] : [Primary Field] 2357 S TWaWiGGE, 957 1 —/L F& %
RLUET,

BEHIDOT7 4 —NL RBIO2EZBHOTZ 4 — /L ROBMEIZIE., KO T arBH F9,

Bt E&

C Country ([E4) :2 XFOEAMEE, E4 =— Nk, ISO 3166 [E4 %
FEICHERLL TWET,

CN Common Name (—f%4) : A, ¥ AT L, ZTOMOTUT 45 4 D4
A, AV EHEE LCIIMERATE £ A,

DNQ RA A HIEHT

EA E-mail Address (5 A —/L 7 KL &) |
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B E&

GENQ Generational Qualifier (HAGEAF+)

GN Given Name (4) .

I Initials (f =3 % /L)

L Locality (H144) : #LFEANE LTV D T E 72 I1THT,

N A il

0 Organization (#lk) : =k, A, $&BH, &#EE, ZOMmOTT 4T 4
DA,

ou Organizational Unit (flifk—=v F) :#fk (0) WOV T 7 L—7,

SER Serial Number (VU 7 /LV&E5)

SN Surname (%) .

SP State/Province (M F 72 IFZARENFIL)  « FHERDNE DL T DN F 72 13 H0E
JRF IR

T Title (Z A V) o

UID User Identifier (=—¥%—1D) .

UPN User Principal Name (Z—#— 7'U Lo/ 4)

» [Use the entire DN as the username] : 5647247~ =2 kDN (RFC1779) #fH LT, 7
ZVEEAENGERR 7 = —O4ARTZ UG L E T,

« [Use script to select username] : 7 ¥ VREAEN O 2 —F—Z 23527 U 7 N &5
ELET, 574/ X [None] T9,

* [Add or Edit] : [Opens the Add or Edit Script Content] %1 7 12 77~ v 7 AN BAE . FEH
HEO2—V LDy O TIMHT A7 VT M2 ERTEET,

o [Delete] : IR LIZAZ U7 FEHIFRLET, HREINT, CVELLTEEEA,
* [Certificate Mapping for Multi-Certificate Authentication] : & % > % U GEAEIZ A 9~ 5 GER &
DOFNY [ TEEHRLET,

« [First Certificate] : ~ 3 3 F AT L72iEE L B & U BGEIERT 5 5613. 20
FFvarers)yr LET,

* [Second Certificate] : 7 74 7 > b BRIT SN o2 — P —GEHEZ I ¥V GREEIC
HEHATHEAE. Zo+TvarE sy LET,
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B avcomect 55470 FEETO T 0. REAREE

AnyConnect 7 S A4 7> bR TO 774 )L, BRBalEH

AnyConnect 7 74 7 > bk ¥t 70 7 7 A VD [F&FE (Authorization) | A 7T 2V Ry 7 A%
FEHTIE, A —T7 2 AEFORAV— =TV —T%FoRw, B, WE. E73HIBR
TAHZLENTEET, ZOXATRITRY 7 ADT—TNANDOEATIZIE, A 2 —T = A AEA
P NR—= T N—=T DAT—=ZANEKRENET, BRINDLDIX, A F—T A R%, £
BT DL let— R — 7 —T BIOER L —N— VL —T7 CREENRKE L &
TR —H)I T —=HR—=ADT =Ry I BA X—T IR 5> TNDINE H I TT,

DA DT 4 —/v RiE, AnyConnect 7 71 7 > b, IKEvl, IKEv2, BL O 7 7147k
VA SSL #fi7n 7 7 A ) CHE T,

* [Authorization Server Group] : A A[/NT A — X Z ik T 5 Al —"— 7L —T 2 fgE L E
j—O

s [Server Group] : 3 B A[H—"— F N —F % RN L EJ, 7 74+ /V bid none T
‘g—c

* [Manage] : [Configure AAA Server Group] # A 7 B V7R v 7 AR E £7,

» [Users must exist in the authorization database to connect] : =—%—25 Z O FEHEE 727
VENRGHDLGEIL, ZOFT =y IRy I AEeF NI LET,

* [Interface-specific Authorization Server Groups] : f§EDA > ¥ —7 = A AIZKT HFRAIH—
N= T N—T ORI {TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle 1 7 1 778 v 77 A3 B
EET, TOXATRI Ry 7 AT, A VX =T 2 ALY —N— T L —T%45E
FTHEEBIC, BRIV — " V—F TREENA L2541 LOCAL 7 — 4
Re=ANDT =Ny T EZFHATONEIMERETEET, ZOXA TRy
27 AD [Manage] "% %7 U > 73 % &, [Configure AAA Server Groups] % A 7 7 7
A 7 AHBE £7, [Interface/Server Group] 7 — 7 /WZRINNENRE RS NET,

o [Delete] : FER L= —— J—T % T —T B HIBRLET, EERINT, 0
ELHTEEEA,
* [Username Mapping from Certificate] : = —% —% 23257 X LViEHED 7 4 —/L K%
RETEET,

» [Use script to select username] : 7 3 ¥ LFEHEN S 2 — W —4 238N 555124 H
THAZ VT M EFRELET, 7 7 4/b MM [None] TY, FFHET 4 —/L R
=P ERIRT D A7 VT N EAERT 2 FIEICONTIE, 22 LT EEN,

* [Add or Edit] : [Opens the Add or Edit Script Content] %1 7 1@ 778 v 7 ANPA . FEH
EO2—HF LD~y B TIHEHT LA VT M EERTEET,

¢ [Delete] : IR L7=AZ U FZHIBRLET, RINT, POVELLTEEEA,

» [Use the entire DN as the username] : fIEBA £ [Distinguished Name] 7 « —/L K&k %
a—P—L L LTHAT 2GR ELET,
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» [Specify the certificate fields to be used as the username] : = —% —ZIHEET 5 1 DL E
D7 44—V REHRELET,

* [Primary Field] : =— % =2 IR T HFEAEOHRAI D7 4 —/V REZBTIRLET, Z0D
AT SN TWDH4E . [Secondary Field] XM S E 5,

* [Secondary Field] : [Primary Field] 2348/ SV CTWRWEA, fEHT 257 0 —/L Fa ik
RLET,

« [Find] : B LT E L CTHEHAT D GUI 7V E 721X CLI =~ > R& AL, [Next] £7-
1L [Previous] 27 U v 7 L CHEEZBMBLET,

AnyConnect”y SA 7> FERTO 77 ()L, BBA], A—H—LFEIRT EH-bDRY )
7 FORBEDEN
AnyConnect 7 74 7 > h® [83E (Authorization) ]XA > T [Z—W—LBRICAZ VT b &

4 (use ascript to select username) ] Z IR L, BN (Add) | E-IT[RE Edit) | RA¥ %
IV T HE ROT 44—V RBRRSINET,

A7 VT RTlE, o~y B 747 a r TlIFEREINRWERAHAOIEAEY —/L K& fE
HATxx,

)

GE)  AZ VT REERLZGEAENS 02—V —ZHEFATTY 74T > MEIEO 2 —F—£4 08
AOMNBRWEE, AnyConnect 7 74 7 > b B8O 747 b LA WebVPN (2 [RH]
(Unknown) | EFRREINFET,

* [ScriptName] : A2 U 7 NOARTEZFRE LT, BaEB L OFRADORA 7 U7 "4 IEFR LT
RTERY EFEA, T2 TRIZ U MEERL, CLIX, ZOWREELETT H7-DICH
CAZ VT hEFEHALET,

* [Select script parameters] : A2 U 7 M DOEMHE L ONEEZHBEL T,

s [Value for Username] : =—H—4 & L CTHEHT 2 B2 DNJEED Re vy 77X o U R
I (Subject DN) 76 JBMEZ IR L £,

* [No Filtering] : f8& L7 DNAREEZEHT L2 L oHEEL 7,

* [Filterby substring] : BiisA > 7 > 7 A2 (—ET 2 HA) DL FOLFHINOALE) 8 LOHE

TAYT v 7 A (RBETHXTIE) Z2EELET, 2047 a r28INT 555, M
WA T v 7 AL, BHIKIETEERA, RTA VT v 7 RAEZBAICTHET 740 ME
-1 &Y SUFHNEEN T HNE I DRBINET,

7o & 212, AR Ma—HF—0DfE% 5T DNJEED CommonName (CN) Z@ERL7- & LE
T, WOEIL, SESERREVMEEEAT L LFINEEHALTCZOMEE 7 4 NVET D
FEERLET, EOMEIT, 22—V —4 L& L TEBICERAIINDMETT,
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B anvcomect 55470 F BETO T AL, RA. 1—Y—BERRT HLHDORY Y T FOREDEM

RABAXFEIEDZToLEY Y

FRIa A Ty (BRTAVTYIR RYE
9 R

1 5 host/

6 10 user

6 -1 user

ZOEDITHOIICTATADA T v 7 ZA&FEH LT, TFHNOFED IR TF
IO %ET (ZOFEE Tuser] @ [r) ) DU M TBEIBELET,

W SLTFINCE DT 4 BV o T RGRT 256, MBRT 550 LTINOR IR b- T
WD ENKETT, ROFITIE, EHARBREEI LI Lua BXOBT AL L 27 YT |
A LET,

« 5 1 : [Regular Expression Matching] : [Regular Expression] 7 ¢ —/L RIZFERIZEH T 5 EH
KBEEZATLET, —MOREHRARBOHEFE T2 HEH S ET, [Email Address (EA))
DNED @FL 5 E TOTRCOXLTHNE T 4 NE ) 7T DI IEREREHERT D &
LET, "P@* A EzFATTE HIEHKREDO 1 >TYT, ZOHITIE, DNHEIZ
user1234@example.com 23 F LTV DHE, IERRBLOEZ DRV fEIX userl234 L7200 E
R
« 5] 2 : [Use custom script in LUA format] : #8587 4 —/V R& T3 572912, LUA 7 Rr T J
LEECRBENTEA ALY LA VT MEELET, ZOFTva v &8 RTHE. &
AL LLUAAZ VT b7 4 —/V FIZANTELE 91800 £4, A7 VT MIRO &
TR ET,

return cert.subject.cn..'/'..cert.subject.l

1202 —H—Z L LTHHATH22ODN 7 —/L K, 22— —4% (cn) BLOHIE (1
BRHEAL. 29007 4— IV FMIcAT v 2 () XFEEHBALET,

WDFIZLUA A7 V) 7 N CiE e e mitE4 LA Z R L ET,

\}

GE)  LUA T, RXFE/NLFRXPIS I ET,

R 5:EitR LA

B4 B!

cert.subject.c Country
cert.subject.cn Common Name
cert.subject.dnq DN f&ffi+
cert.subject.ea FFA—IL T RLA
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AnyConnect 7 5 A 7> k S TO 77 A L, B, 1—¥—2EBRT 50024y T ronznen [

cert.subject.genq HH-ARAE i 7
cert.subject.gn £

cert.subject.i A =¥V
cert.subject.l H4

cert.subject.n A

cert.subject.o ~ =2 T IVORERK
cert.subject.ou FHELSE BT
cert.subject.ser VT N VT NEE
cert.subject.sn H:

cert.subject.sp AT

cert.subject.t Title

cert.subject.uid a—H—1ID
cert.issuer.c Country

cert.issuer.cn Common Name
cert.issuer.dnq DN {Efifi 1
cert.issuer.ea EFEFA—IL T KL R
cert.issuer.genq HEARE A1
cert.issuer.gn 4

cert.issuer.i A= %)L
cert.issuer.] Hi4

cert.issuer.n A

cert.issuer.o ~ =2 TV DORERL
cert.issuer.ou HE ik BT
cert.issuer.ser FAT LV U T INE S
cert.issuer.sn I

cert.issuer.sp /U

cert.issuer.t Title
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B zso0o7400 79500y

cert.issuer.uid —H¥— 1D
cert.serialnumber SEE Y TLES
cert.subjectaltname.upn a—H— FY L

Fo XV IN—TF 27V F 2T 7T 4TI L TNAEXICZT—0nEL, 27U 7R
TITF 4 TR eRhoT8BEe, BHEDa L ) — I T— A v —UNERENET,

EHRJOJD7AIL, THOoOoT4 V9

[Connection Profile] > [Advanced] @ [Accounting] XA > Clid, ASA ©EOT h T 47 F
TvaraERELET,
* [Accounting Server Group] : 7 1 7 7 4 U VMR T H T TIZERE LD —/N— 7 )L—
TR ET,

* [Manage] : AAA H—/N— 7 )L—T7 % ER T & 5 [Configure AAA Server Groups] % A 7 &2 2
RNy 7 ANHEET,

EHEJOIJ7A4IL, JIL—T T4 ) F7RESIL—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] A 7 0 77K > 7 AT, U
F— b a—P—0Or I A VRFICRTREINDINFICHEL G2 D EBEEZRELET,

i a7 7 A NO X T DA4RINE, AnyConnect 7 7 A 7 R Tl [/ /V—7URL/Z NV—T7 T
4 Y 7 A (Group URL/Group Alias) ] C9",

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : i f 3~ % S-Aie% &
SINTAAE A A@MEERRET HZLITLY, 2= — a2l A XR=UDOANBL AR IE
LEd, 7 74/ MEDfltCustomization T3, HLWHAZ A B—a L ATV =7 b
ZVERRT 5121, [Manage]l #27 V v 7 LET,

+ [Enable the display of Radius Reject-Message on the login screen] : F3REDMES Sz & & iz
TA v XA T a Ry 7 A2 RADIUS-reject A v E—V 2 RKRTHIZIE, ZOF=v 7
RNy I A A AT LET,

» [Enable the display of Securld message on the login screen] : 227 A XA T a7 R v 7 AT
SecurlD A v E—VEFRRTHITIE, ZOFT =y IRy I RAEF NI LET,

* [Connection Aliases] : #&fit=A U T AL ZDAT—H X, a4 RHZZ—F —DFEED
Bt (b 7 N—"7) ZIEINTE D L) ICHHARE SN TWDHEEIE, 2—F—0
07y R=UIlHEGTA VT ANRERINET, =AU 7 A& BINEITAIBRT 51
1. [Add] £72iF [Delete] "¥ > %27 Vv 7 LET, =4 U T A&wmET DI, 7—7
NTEDZANVTRAZHZ TNV Yy 7L, 2 M ERELET, A R3—7 M > T
HAT—HZALEERT DI, T—TNVNOF =y IRy 7 At El3A 712 LE
R
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* [Group URLs] : Z/b—7 URL & ZDAT—H A, 0 A VRHZ2—F—NRED 7 )L—

TEBERTEDLVICHERLIRESINTWVWBEEAIL, 22—V —0u A =T N—
Z'URL NFERSIVET, URL ZBINE 72 XHIBRT A121E, [Add] F 721X [Delete] A% > %
7 V> LET, URLZfwE ([Bdit]) 2123, 7~7/W<J0>URL%&7/W Uy L
T MV ERELET, A X—T MRS TVDBARAT— X RAEEETH|TIE, T—T /v
NOF v 7Ry 7 At it 7z LET,

IKEVI 7O 7741

IKEv1 £t 7 0 7 7 A JUE, L2TPIPsec 7R EDFA T 4 7 VPN T4 7 > ¥ — =T 4
VPN 27 747> NOFBFERY v —%2EFRLET, IKEvI #5712 7 7 A /L1, [Configuration]

> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ~A > T
RELET,

)

* [Access Interfaces] : IPsec 77 B ATA F—TWMITHA L H—T =4 AERINLET, T

T4V b TIE, T BAFRIATHBIREI N TWER A,

+ [Connection Profiles] : BEE D IPsec #Efit DR EHF /3T A — X R A TERLET,
[Connections] 7 — 7 /WIZIE, #fA U o —%2RETHLa— KRRREINET, 1 DD L
a—RZEoT, TOERDOT 74V~ TA—T RY —pdhlanEd, La— Rz
70 b 3 VEG OB T A= NEENLTWET, T—T/MIE, ROA T LH3H Y
£75

* [Name] : IPsec IKEv1 2t DA RTE 721X IP 7 FUAZFRE L £77,

* [IPsec Enabled] : IPsec 7’7 k /L3 R—T /W72 > TWDH N E I ERLET, Z
D7 v kz/uiE, [AddorEditIPsec Remote Access Connection] @ [Basic] # A 7 & 7 7K v
JATARX—TMIZLET,

* [L2TP/IPsec Enabled] : L2TP/IPsec 7' 12 K /L3 A R —T JUZ/2 > TNDH N E D &R
LFEd, Zd7 v haid, [Addor Edit IPsec Remote Access Connection] @ [Basic] &
ATaTRY I ATAF—T M LET,

* [Authentication Server Group] : #alE # #t TE 5 —/— J L —T D4 Hi,

* [Group Policy] : Z @ IPsec #fic D 7 N—"7 RV o — D4 FT AR~ LET,

GE)

[Delete] : IR L=V —_"— TN —T%T =T ANHHIBRLET, RSN T, PHELLT

T EHEA

IPsec ) E—F 7O REHE IO T 74)L, [Basicl 2 7

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection
Profiles] > [Add/Edit] > [Basic] ® [Add or Edit IPsec Remote Access Connection Profile Basic] # A 7

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. [Add/Edit Remote Access Connections] > [Advanced] > [General]

07 Ry 7 AEFEHAT S L, L2TP-IPsec & T, IPsec IKEvl VPN 55t H o> Hif @ i & 5% i
TEFET,

s [Name] : e 7' = 7 7 A )L DA |,
« [IKE Peer Authentication] : IKE E'7 Z#E L £,

* [Pre-shared key] : &t HOFRIILA X —DELFRE L T, FaiAFX—DRKEIX
128 LT,

* [Identity Certificate] : ID GEFHENRE S 4L, BE SN TWAEETE, 1D AEEO4 |
Z®I L F 9, [Manage] : [Manage Identity Certificates] % A 7 12 778 v 7 AR & £
T, TOXAT TRy 7 AT, BN LUFEHEOFMZBN, WE, Hik, =7
AR — b, BRTEET,

* [User Authentication] : = —% —FBFECHEHTH—\—DHEREFE LT, iEM72585
THHIL [Advanced] EZ 2 a V CRRETE £7,

s [Server Group] : = —H —FBAECHEAT 29— N"— IV —TERINLET, 77 4/L
MILOCAL T9, LOCAL LS DH— 33— F)—TF %8I 5 & | [Fallback] T =
IRy I ANFEIRTEDL LR ET, == TN —T%BMNT 5I21%, [Manage]
RNEvE7 V7 LET,

« [Fallback] : 8E L7z ¥ —/N— Z L — 7 CREENEAE LEZEAIC, 22— —@GF
LOCAL #4250 & 5 hafFEL £7,
* [Client Address Assignment] : 27 7 A 7 > MNEMEOHFI Y X TIZRET 5 @EEZEE L £,

« [DHCP Servers] : fffi4% DHCP y—_X—D P 7 RLAZFELET, AKTI0H
FTCOP—N—% ZA_X—ZCRY > TBINTEX ET,

s [Client Address Pools] : FRIERIKEADT LA F— & 6 HETHELET, 7R
VA T —VEEFRT DHITIL, [Select] KX &7V w7 LET,
* [Default Group Policy] : 7 7 # /L h Z)L—"7" R > —(ZBH#T 5 BIHEEZEE L 7,

s [Group Policy] : Z D CHHAT AT 74V N FN—T KUY v—%®IRLET, 7
7 # v biZ DfltGrpPolicy T4, Z D7 —7 KR > —ICBEMIT 5 H LI —7F
R —%EFT DT, [Manage]l 27 U v 7 LT,

+ [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : = DG CTHEHT 571 b
o)L })& ii%j:)_\l L/ i —g—o

[Add/Edit Remote Access Connections] > [Advanced] > [General]

TDEATa TRy 7 AEMH LT, AAAYV— R_R—[ZETHIIZ2—F—H b LA L T —
THERETEZNEIDEREL, XRAT—REHERIA—FEZEELET,

* [Strip the realm from the username before passing it on to the AAA server] : = ——% % AAA
P _—IZET NS, LA BERNAA V) Za—F—ENORET DL A x—

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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[Add/Edit Remote Access Connections] > [Advanced] > [General] .

NETXT =7 M LET, BRI — —% O LV AMER T Z HIBRT 5 121,
[StripRealm] F = v 7 Ry 7 A% 4 A2 LET, LILLLIE. AAA GERE. #Fn], 7 ¥
YT vT) Oa—PF—ZITENTEET, VALK LTHEDRT VI T @2 T
7, UL, username@realm T3, 7= & 2L, JaneDoe@example.com T9, Z O [Strip
Realm| F = v 7 Ry 7 A% A AZT 5 & BT —F—HORIESHTTbivE T,
F 71 LI=A0E, username@realm L8 2{RIZ DWW CREEN TONE T, +—3—T
TV IFEMTTERNGRIE, ZOF v IRy 7 REeF T HLERDHY 7,

)

G

LIV AE T N—T DOl 22— —ZITBITEET, 205
AL ASA X, AAAREICKI L COZN—TH L LIV LA HICEHRTE S
NIRRT A=F R LET, ZOF T a o, =—
W —Z [@realm][<# £7-1X 1> V—T Ll F9 (B :
JaneDoe@example.com#VPNGroup) , Z DA 7T a &N LTz
BEE. V=T UIXELTHELIT Z2HHATILERS
DET, ZhiE, @B LILATIIZELTHEAESRTWEE
BVASADN @EIN—T TV IXLFIRTE RV D TY,

Kerberos L /L L3RRS T3, Kerberos L /L AD4 HiHIE L
T. Kerberos L' /b A & BHEfHIT H40 TN DNS R A A 4% KL
FTORILLET, 72& 2, =—H =2 example.com R A A I
{FET HHA121%, Kerberos L /L A% EXAMPLE.COM & %7t L
£7

ASA [Z1X, user@grouppolicy D¥ AR — MIFENTHA,
L2TP/IPsec 7 7 A 7 > MEIF D3, user@tunnelgroup %41 L7 k>
RNV ALy F T HYHR—=FLTOET,

[Strip the group from the username before passing it on to the AAA server] : == —H%—4 % AAA
P _—ICETHNS, LA (BERAA V) Ha—F—ANORET UL A R —7
NEET 48— M LET, SBRERIC 2 — =4 D7 NV—T 4 2 HIBRT HI21E, [Strip
Group| T =V 7Ry 7 A& NI LET, TDOF 7 =3 &, [Enable Group Lookup] 7~ v
I AEF AN LSRRI AESTY, TV I e L T/ N—T A ea—F—4IZiE
L. Group Lookup %A X—7/MZT 5L, ASAIX, 7V IXDOEMICH DL FaTX
Ta—P—H LML, FUOXFETXTIN—TH MR LET, R IN—TF
VXTI @, #. BELO! T, @ Group Lookup DT 7 4 /b b TF, 2—P—4<F7V I
A>T N—T DT/ N—T 2 a—F—ZIZEMLET (] JaneDoe@VPNGroup,
JaneDoe#VPNGroup <° JaneDoe! VPNGroup)

[Password Management] : AAA Y—/3—715 @ account-disabled 1 > 7 —# O _FEX|ZE
FTHNRTG A= L =P =TT D8R T — RHRGIEMCBE T 5 /8T A — X 3% E
TEET,

* [Enable notification upon password expiration to allow user to change password] : & DF = v
IRy I AZF AT DHE, RD2ODNRTA=ZPFFTEL LS £F, <
AU — FBHIREINIC 2 2 £ TOREDO BREEZRE L, £DHELZTRiOHDRr 7 A
M — P RAIT B, E ISR T — RASHIREIIC A B Y [l e

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B e s5070 7 rLRERE

BT HMEBIRTEET, T 740 BT, NRAT— RBHABEINIC/R S L0 14
HENZZ——~DBHERB L, Uk, 2—F =B AU — KEEFT5ETHEA
WATHEIICREESNTWET, #PHIZ 1~ 180 A TY,

\}

) ZoWEIZL->THRRT— ROWIENREUIND ETOHRENEDD
DT L, BENA X —TNVIZRDHIEFTTHD W) JRICESR
LTLESN, ZOF Ty a rZ&RT58551%, AbiEET
HMEENH Y T,

WTHNOEAETH, BRERINTITNAT — RBRWREILIC/Z2 572 & & ASA Tlid=—
P—IZ LD /RAT = ROEENRFFETT, BITO/NAT— KRR L THRWEA,
2P —[FFDONRNRAT—REFEALTCr A U LT D 2 ENTEET,
ZONTA—=RE, O XD IimaRE & AR — 3% RADIUS, RADIUS %fi& NT
P — X—_ LDAP H——72 ¥ D AAA — —THZITT, RADIUS F 721X LDAP
FRENERE SN TWRWES, ASA TlXZoa~y R ER S E T,

Z DOFERETIE, MS-CHAPV2 2T A0 NH Y £97,

IKEV1 75472k 7 KLRIEE

TIAT T FURREDRTEIZTTRTCOI IAT v MMER T v 7 7 A Vcdb@ct, 3
WCOWTIE, BT a7 7 A, 7747 T FLAIEE (1243%—2) 2L TLEE
v,

IKEV1 i85 02 7«4 JL, EBEE

ZDHEATa Ry 7 AL, IPsec on Remote Access 1 & O Site-to-Site b > 1)V 7 L—T7 D
BIERENET, ZOXA TRy 7 ATOREIL, ASARIEKICE-> T o7 7 7
AN (R ZA—7) [CEfanET, 1 v F—7 oA AT EICERREY—— 71—
BEHRETHICIE, [Advanced| 227 Vv 7 LET, TOXATarRy 7 ATIE, ROBHEEZH
ETEET,

» [Authentication Server Group] : LOCAL 7' /v —7" (F 7 x /v ) 72 EOF|FRIGE/RFEREY —
N T N—T %R R L E T, None HITIRFIHETT, None F721% Local LS %2 i8I
5 &, [Use LOCAL if Server Group Fails] = > 7 Ry 7 ARFHTE D L0120 9,

« [Use LOCAL if Server Group fails] : Authentication Server Group JE (2 X > THRE SN/

=T TEENEAE LTZHEIZ, LOCAL 7 —F N—=ZA~D T 4 — N/ J A X—T )b
FRIET 4 =T M LET,
[Enable Group Lookup] /R > 7 A& A4 71235 &, 22— —ZDRIHE S BREEZHE T
%9, [Enable Group Lookup] 7~ »» 77 A & [Strip Group] Dili F & A NZF D &, AAA Y —
N=TIN—=THPMMENTe2—YF —DFT = R_X—=2%HFF LR S| FRFC 2 — W —
HDINFESN T —F—ZBAET 5 &N TEET,
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IKEV1 #8507 74 )L, B0

WA DREITT XTDT TA4T > M7 v 7 7 A )WZE TS, FHMIZ OV TIE, AnyConnect
I IAT v MNERT R T 7 A0 REEEME (126 X—) 2ZRL TSV,

IKEVI O 274, FHOUT14 2T

THIT 4 TOREITTITDOT FTAT v MG a7 7 A VL@ TT, Sz T
X, Rt a7 A, ThHYT 47 (136 X—) ZBRLTLIIEEN,

IKEvl1 %570 2 7 1 JL. IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Ev1l) Connection
Profiles] > [Add/Edi] > [Advanced] > [I Psec]

* [Send certificate chain] : FEHET = — LV BIKDOEEEZA X —TNVETIET 4 B—T7 1T L
FT, ZOT 7T a iR — MEHEB LOEENOT X TO ML CAGEENE £
WET,

« [IKE Peer ID Validation] : IKE &7 ID MFEZ B350, MA LT D0, HDHWVITFEHE
WX THR—=FENTWEGRIZIET T2y 7T 50 ERLET,

* [IKEKeep Alive] : ISAKMP % — 77 74 7 £=4 V) T A F—T WML TRHRELET,
* [Disable Keep Alives] : ISAKMP ¥ — 77 74 7% A 3x—T7 NVEEZT =7 ML
£,

* [Monitor Keep Alives] : ISAKMP ¥ —77 7 A 7 E=H U v T A X —TNEIET 4
=TI LET, TOAT v a r&ERT D &, [Confidence Interval] 7 4 —/L K &
[Retry Interval] 7  —/L KR TE 5 L 212720 £77,

* [Confidence Interval] : ISAKMP ¥ —7"7 7 4 7 OEEHREEZEE LT, Z4uk. ASA
ME¥—TT I TE=L ) T RBIETHETIC, ETRT A FARERGETE 2
BE¥cd, B/h10f, BR300 T, VE—FT V7 BRIV —TDFT 7 4L M
300 BT,

* [Retry Interval] : ISAKMP & —77 74 7DV b7 A BOFHEEEfRELET, T
7 b MBI 2 BT,

* [Head end will never initiate keepalive monitoring] : 144+ ~D ASA BN¥—7T 7 A 7
F=H Y T ERB LRV E ITRELET,

IKEVI1 #7027 7 4 )L, IPsec. IKE Z23E

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Ev1) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec] > [IKE Authentication]

* [Default Mode] : =520 none, xauth, F721% hybrid 7°57 7 4 /b F OFEGEE— R &R T
TET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. IKEVI 8T 077 A )L, IPsec. V547> b VI b7 DEH

* [Interface-Specific Mode] : FRFEE— K& A VX —T7 =2 A AT LIZHRELE T,

+ [Add/Edit/Delete] : [Interface/Authentication Modes] 7 — 7 /WIZ%k LT, BR L7721 >
57 —7 I/]) A <1: it nE:E*‘ }‘ DT %Lﬂﬂ/fﬁ%/ﬁ'ﬂ‘? Li—g«

s [Interface] : ARIfTE A L H —T 2 A AERINLET, T 741 f‘@/f vHE—=TxA
A inside & outside T2, BIDA V H—T = A AL ZRE LTZHAITIE. ZD4HI
MY A NMIRRINET,

* [Authentication Mode] : EF20 none, xauth, F 721X hybrid 2> HF8FEE— R & BN T
ESr N

IKEV1 #6077 M4J)L, IPsec. 95A 7MY T MO T7DEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Evl) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h— /LI TWAHK 7 FA4 T VPN Y7 hU =
TN =W DONWTC, VIFA T "NEAT, VPNIIA T b EY gy, BEOAS A—
VURLZ—EEXRLET, VI9AT L M EATTEIZ, FNEINDITAT YT U=
TUIEYard, BEISLT, Y7 T Ty S —REF v n— 45 URL £72
IXIP 7 RLRERETEET, 7747 8T v 77—k A =X (Client Update & 1 7
0 g Ry 7 ATEHMFHAND Y £) X, ZOBREFHAL T, £ VPN Z T4 7 > FdjEy)
BRYETa s LV TEITIN TSN E 9, MU ThHIUL, A Y=V LT v 7T —
MAD=A L%, HKOY 7 b =T 2FETLTWDEY T4 7 2 MIRET 2008 5 % b
LET,

* [Client Type] : VPN 7 A4 7 b XA T %R L £ 7,
* [VPN ClientRevisions] : fFASND VPN FA4 7 b EY a > LULERELET,

s [Location URL] : L7 VPN 7 FA T N V7 "Ny =27 A A=V R F T — RTED
URLEIIIPT RLAZBBELET, XAT TRy I ARX—ADVPNTZ 74T ~D
Y6y, URL L http:// £721% https:// & W H A TY, 7747 F F— KD ASA 5505 T
I, URL & thp:// B THDHMERH D 77,

IKEv1 %%t 70 27 7 1 JL. PPP

ZDOIKEvVl #7077 A VA L TPPP #k CHRA SNDRGET 1 ha /L ks RTET DI
X, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec (IKEv1) Connection
Pmmgﬂmwmm>m@mwmﬂwm%%%i¢o

TOFATa Ry 7 A, IPsec IKEvl VE— h T VRS a 7 v A M A SN
i—a‘o

* [CHAP] : PPP #f¢ C CHAP 7' 1 h 2 /LD &2 A4 x—7 /WIZ LET,

« [MS-CHAP-V1] : PPP #f5t C MS-CHAP-V1 7' 11 h 2 /LD % A % —7 /WIZ LE£7,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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« [MS-CHAP-V2] : PPP ##t T MS-CHAP-V2 7’11 h 2L Dl A X —7 /LI L £,
« [PAP] : PPP ##i CPAP 7' 12 b /LDl % A F—T7 MZ LET,

« [EAP-PROXY] : PPP #f¢ T EAP-PROXY 7' 11 h 2L Dl % A % —7/LIZ L £7, EAP
I%. Extensible Authentication protocol (JLIRFEFEZ = k=/v) ZEHRL £,

IKEV2EHE O 7741

IKEV2 $t 7 &0 7 7 A /L ClE, Cisco Secure Client @ AnyConnect VPN & 3 = — /L% 3 5 EAP,
FEENR—Z . BXOFEFHEAEF— X—2AOWFEEEXR L E T, ASDM DX E/ SR/,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles] T,

* [AccessInterfaces] : IPsec 77 B A TA X —T MIT DAV H—T oA AZERLET, T
TANRTIER, T EAFRIMbBRE L TOWER A,

* [Bypass interface access lists for inbound VPN sessions] : %1 VPN v a v DA »F—T =
ARAT I EAYRANENRANRATLHITE, ZOF 2y IRy I AT NI LET, T—
TR —BIR2—F— R —DT 7R JRNMNITRNTDONT T 4 v 7ITHITTH
Manhx7d,

+ [Connection Profiles] : EETF D IPsec #afit DR EHF /3T A — X R TERLET,
[Connection Profiles] 7— 7 /WIZIE, #fA U o —ZRETLH L a— FRRRINET, |
OO a—RIE->T, ZOEHDOT 74N N T NA—T R =03l BlShEzd, La—
NIZiE7' e b aVEAOE T A= PNGENLTWET, T—7 /WL, ROT T LN
bV ET,

* [Name] : IPsec #e DARTE/ILIP 7 RLAZELE T,

* [IKEv2 Enabled] : A 1272 > TWAEETE, IKEV2 7’1 kI L34 R—T L7 -> T
WHZ EERLET,

« [Authentication Server Group] : FREIHE T2V —"— L —F DL EIEfRE L £7,
* [Group Policy] : Z @ IPsec #fie D 7 V—"7 RV o — D4 FiE R LET,

\}

GE)  [Delete] : IR L=V — "= N—T %7 =T ANOHIBRLET,
RIS, PCVELLTEEE A,

IPsec IKEv2 #Z%5 707 7 4 JL : [Basic] & 7

[Add or Edit IPsec Remote Access Connection Profile Basic] %1 7 &7 778 v 7 AT, IPsec IKEv2
o LEEELRE LET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B psec ke izGT0 77 4L - Basicl 7

« [Name] : ¥4 ZFFE L E T,
« [IKE Peer Authentication] : IKE £'7 Z &€ L 7,

* [Pre-shared key] : ##i HH OFFTLAF—DEZF5E L E T, FAHLA F —DHRKEIX
128 LT,

* [Enable Certificate Authentication] : 4129 % & FRGEICGEAEZMH CE 77,

* [Enable peer authentication using EAP] : 2T 5 &, BBREICEAP I CEET,
DF PRy I A AT LT ;’F 0 — G VERREICRERE AT 2 LE R &
D i‘j‘o

* [Send an EAP identity request to the client] : V&E— K 727 E A VPN 7 7 A 7 MZ EAP
REERZEETEET,

* [Mobike RRC] : Mobike RRC % A %h/MEshic L 9,

* [Enable Return Routability Check for mobike] Mobike 23 ZHZ 72 > TV 5 IKE/IPSEC
Fa T4 TV —va BT AT IV I IPT FVADEREZF =y /7§
% Return Routability % A0/ HZ LET,

» [User Authentication] : = —% —FBAECHEH T 20— —DEFEREFEE L £7°, MR
&% [Advanced] £ 7 ¥ a v TRRIETE £,

* [Server Group] : = —H—FBAECHEHT 29— "— F L —TERINLET, 774V
MZ LOCAL CT¥, LOCAL LIS DH— — F)—T%8IRT 5 & | [Fallback] F = »
IRy 7 APBRTE L5120 £7,

* [Manage] : [Configure AAA Server Group] # A 7 B VR v 7 AR & £7,
s [Fallback] : $§E L7=¥— 3— F)—T CRENKEAE LIZGAIC, 2— P —38iE
LOCAL ZfEM T 200 & 9 hEHEL £7,
* [Client Address Assignment] : 27 7 A 7 > MEMEOEI Y 4 TIZEEE T 5 BHELEE L £,

« [DHCP Servers] : /14 % DHCP #+— _—DIP 7 FLZ&ZEL X7, MATI0HB
EFTOH—N—% 2= 2 TR > TEMTE £,

* [Client Address Pools] : FRIEFRFHDT RLA F—/L & 6 il E THEL 7, [Select]
7V w735 L, [Address Pools] A 71 7R v 7 AN & £9,
« [Default Group Policy] : 7 7 # /b b Z)L—7 KU > —(CB#$ 5 B2 EE L9,

* [Group Policy] : Z D THAT 27T 74V N Z—7 R o—%#INLES, 7
7 # )V ;L DfltGrpPolicy T,

* [Manage] : [Configure Group Policies]| ¥4 7 2 /R v 7 ABRWE £, ZOXA T s
RNy 7 AT, JA—7 RV o—%BM, Wk, EIFHIBRTEET,

* [Client Protocols] : Z DG CEMAT 571 ha /L &2 &N L Ed, T 740 Tk
[Psec & L2TP over [Psec D 5 38R STV E T,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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IPsec ') E— + 79 £ RA#E#H 07 7 1 JL : [Advanced] > [IPsec] 7 7 .

* [Enable IKEv2 Protocol] : UE—k 727 A7 07 7 A VAT 5 IKEv2 7 1
MarzAf x—7 M LET, THE, BEEERLEZIA—TFY —DEMET
‘a_O

IPsec ') E— b 7Y R T 0T 7 1)L : [Advanced] > [IPsec] & 7'

IPsec (IKEv2) #f5i7 17 7 A LD [IPsec] 7 — 7 /VIZIRD 7 4 —/V R’ D £97,

* [Send certificate chain] : GElET = — > REROEFEEA F— T NVETITT 4 =T MICT
DHEICA N LET, ZOT 7 v a iliE, — FEEIFEB KORENO T X TO T
CAGEHEN G ENET,

* [IKE Peer ID Validation] : IKE ©'7 ID OF&MMEEF = v 7 Ligunn, BHET D0, HD
WITREEIC L o THR— FENTWAHEICTF = v 7 50 Ray FZ 7 U A )
LB L ET,

O —
IPsec 7= SSLVPNIEHE T O T 7 4 ILADIEBAZED < v
E>Y
ASA X, 7T A7 > PAEBERGEC X D IPsec ¥t ERE2ZET D L. RESNTWVDHRY
It CEERICESR T e 7 s AN EE D Y CTET, TORY —iF, RELIA—L A
HTx, SFHEOU 74—V K, IKEID (FA R4, IPT RL A, ¥—IDAY) . E7TIPT

RUVA, 3T 74V MMEi T 0 7 7 A VESH CTEX E7, SSLEFRDOLA. ASAITRE S
NTWBIL— LT 2R L £,

J— )V 2 5 IPsec #aft £ 721X SSLEEE DIBA . ASAIZ—H T2 HLDONAO0D £ T/L—
Mk U CREEDORBMEZFHME L £ 9, — 8T DV —ANREOND & ZDON—/ VBT
bR 0 7 7 A VEBRRICEID Y TET, —HET DL AREAONLRVEE, ASA
X, T4 OB v 7 7 AL (IPsec D54 1T DefaultRAGroup, SSL VPN DA 1T
DefaultWEBVPNGroup) Z##ElCHID M TET, 2—H—L, a7 7 A LnA x—7 L
W2 TWIUE, R—=F L XR=VIZRRIND Ray 7 Xy VA ML LZOE R TR 7 7
ANEBIRTEET, 0w T 7 7 A VOEER & 1 FRAT-BEOR L. EHENER)
MEIIM, FLTHER T 0 7 7 A VORIFREICL > TR 7,

RY =BT DREHE V=718, GEAEL =P —DOMER I N — T 2K E T D T DI
TLhEEERLET,

[Policy] XA > CHET LRI U —%HELET, BMET L — L E2RIRT 58413, [Rules]
R ANBE L TL—LEHEELET,

SfBREAERETA D 7AIL Iy T, RY o —

IPsec FEfEICHN T, RNY =2 BT DEHE S L—T713, FSEAEL—Y — DRI LV—7
ERETHEODIHERT A HEEZERLET, ZRHORY —0OREHHIX, [Configuration]

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti% & L £

» [Use the configured rules to match a certificate to a group] : [Rules] TEF L7z — /L &2 T
% i ﬂ—o

* [Use the certificate OU field to determine the group] : fff—>~=~ ~ 7+ —/L R&MEH L T,
AEAEIC BT 27— 2 IRETEET, ZOREF, 774/ b TEHAAIR>THE
j—O

* [Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] T L7= ID 2 T& £,
IKEID/Z, IP7 FL A, ¥—IDICkV, $-I3HBTIHEEESNET,

« [Use the peer IP address to determine the group] : E7 D IP 7 L AZEATE £4, Z O
ElX, T 74NV R THUACR o TVET,

* [Default to Connection Profile] : EDHFIEIZ S —H L 22> G EIERT 5, FEE—
V=DT T4V b TN—TZ@RTEET, TOREL, 774V b THUTR>TNE
T [Default)lZHDT 74N IN—T%27 )27 LT, YA V—T{LLET, &
ENNZZ N—TBDRETT, U A MNIZT —T 37204 1E, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ /N —7 % EFT D LE N H Y
£

SIBEESE T D 7A4IL Ty TDIL—IL

IPsec R IC BN T, AU P —IZ BT DFEHEI NV —T13, GEHEL—Y —DHERI V—7
ERPET DDA T 2 HEEZERLES, 7277 AV~ > 71X, [Configuration]>[Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules] CTYERK L £79°,

ZDORAL N, GEREER T e T s ANy DY A Ny B T RERERFRRINET,

RERAEMEZ IO I 7ML Ty T, SIREREIL—ILEEDIENM
B o7 s ANV ET o BT NIy T T~y T T Ty AV EERLET,
* [Map] : IROWFTIERIRL £,
* [Bxisting] : W —/VE GO DL~y T OLFTEZENL £,
o [New] : L—DF LW~y T84 EASLET,
* [Priority] : 10 ¥t AJ) LT, #ERZ 2T - 7c & T ASA B3~ v 7 &7 Hi 4 5 IH

FaEELET, ERINTWARENDOL—ALDOT 74 7344V F 4110 T,
ASA T B 2 FE T A BRI, EBAREM R BN R /NS W~y T BRI L £,

« [Mapped to Connection Profile] : LAR{IX [ > Z—7 ) LA TCW e 70 7 7 A
NEBBRLT, ZOAL— vy B 7 LET,
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RO TR T D~ v T ~DONL— N EEOE) B TEITHRVEE, ASAIZTDO~y T T
MY ZRRLET

X
Configure a certificate matching rule criterion
Rule Priority: 30
Mapped to Group: DefaultR&aGroup
Field Component Operator Yalue
Subject j I-- ‘Whole Field -- LI IEquaIs Ll I
o
0K I Cancel | Help | %
o
g% Edit Certificate Matching Rule Criterion x|
Configure a certificate matching rule criterion
Fule Priority: a0
Mapped ko Group; DefaultRAGroup
Field Component Operator Yalue
Subject ;I I—— Whole Field -- LI IEquaIs ;I ItestZDD
&
ok I Cancel | Help | -
o

i

~

HP

IL—ILEEDEN/ARE
ZOEATa Ry 7 AL, BT T A NS~ v VL T RIBER A ERES L — L U AR
ETHEDICERALET,

* [RulePriority] : (FRARHH) #EREZZ TR -7 & ZITASADN~ v 7 Z i 2 IEF,
ASA IR B 2 RN D BRIC, BIRIRME BN R b/ WY v T BRI L £ 7,

* [Mapped to Group] :  (FRRFHH) L—AR3EID L THNATWDLER T 77 7 1 /b,
e [Field] : Fmy 7 X7y UR D, dHliT 2REEDOH S 2RI L 5,

* [Subject] : REFAZEZM AT D2 —WF—F 71T AT L, CADN— MEHEOE AL,
Subject & Issuer 23[A U T,

* [Alternative Subject] : 7 ¥ = 7 MUEAILIRIZE Y . BT 5 ID ZFEHEO Y7
T/ MINA U RTEET,

o [Issuer] : REBHEZRIT L7 CA £oidtho =7 7 4 (FfExL) |

* [ExtendedKey Usage] : —E DM & L THRINTE 5, L0 mERKELRMILT L7 F
A 7 > bREHEDOYLE,

AlEBA

"

’

* [Component] :  ([Subject of Issuer] BN ENTWAGAIZOABHINET) . L— T
AT LA4 2 AR —F 2 FEROF NS F,
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DN2s—ILF

E&

Whole Field

DN 1A,

Country (C)

2 WFOEAMEEE, E4 2 — KX, 1SO 3166 [EABEFEICHEL L TV E
KR

Common Name (CN)

L= VAT L ZOMOTUT 4T 4 OA4HT. ZHUE, 1D EE
O L b BEAMEDE) LV T,

DN Qualifier (DNQ)

H7E O DN B,

E-mail Address (EA)

SEHEZAT D= —, VAT A, FEET T 4T A DEFA—
VT KL A,

Generational Qualifier
(GENQ)

Jr. Sr.. E721T 10 72 & o NERR T

Given Name (GN)

FEAEFTAE 04T (B) .

Initials (1) REREPT A Ok & 44 DFRA) D LF,
Locality (L) KRS PTET D AT,
Name (N) RERET AR #F D4 i,

Organization (O)

2tb, A, RS, e, Totho= T 47 4 DA,

Organizational Unit
(ouv)

FEEN O T T —TF

Serial Number (SER)

AEAEO Y T VE T,

Surname (SN)

AEWE AT A DL,

State/Province (S/P)

FRRDSFTET D NI,

Title (T)

AE AT £ O (Dr. 72 8) |

User ID (UID)

AEITEHT A O ID &7,

Unstructured Name
(UNAME)

unstructuredName @2 A 713, 72 =7 b O£ REiZ (L ASCII
SCFHE L THRELET,

IP Address (IP)

IP7T RLR 74—,

* [Operator] : /L —/ /L CEHT 2 EE T ZBINL £7,
* [Equals] : BEEX 7 4 —/V FMMEICTERE—ET H0LERH Y £7,
* [Contains] : BEHEH 7 4 —/V FITEPREENTNDHENRDH Y 7,
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* [Does Not Equal] : BEH4A 7 4 —/V FAMEE —E LWL I LET,
+ [Does Not Contain] : JAEE4 7 4 —/V RIEN G ENRNE DI LET,
* [Value] : 255 L5 COHRPATHEE FOAT V=7 F&ETE L £9, Extended Key Usage

BREDGE. Fuy7Z 7 U A N THEAERSNIEOWT a4 57, ok
D OID Z AN TE £, FATELZSNIATRDO LBV TT,

EIREE F—ERAOBM 0ID X3
clientauth 547 FEES 1.3.6.1.5.5.7.3.2
codesigning o— NEA4 1.3.6.1.5.5.7.33
emailprotection LERINET A — LV R# 1.3.6.1.5.5.7.3.4
ocspsigning OCSP £ 4, 1.3.6.1.5.5.7.3.9
serverauth H— N —3H3 1.3.6.1.5.5.7.3.1
timestamping BAINAE T 1.3.6.1.5.5.7.3.8

Site-to-Site IEfc O 77 1)L

[Connection Profiles] & A 7 12 77K v 77 Z1Z1&, BIfERRE 4TV 5 Site-to-Site #fit 7' 2 7 7 A
V(RN T N—T) ODRMENRFERENET, ZOXAT r TRy 7 AT L, #i
T T ANBERRNT L EESIERT AT Y IZERIRLIZD, 87w 7 7 A VBN,
BE FELITHBRELEZD T L TEET,

ASA TlX, IPv4 E£721% IPv6 @ IPsec LAN-to-LAN VPN #5%¢1% IKEv] £ 721X IKEV2 2 L T
PR—rEN, NERy hU—7 ARy P U =7 I 3NEB L O IP ~y X —% i L
THHR—FrENET,

[Site to Site Connection Profile] XA > D7 4 —JL F

* [AccessInterfaces] : f > H—T7 = A ADYE— M ET TN AL -TCT IV BATEST
NRAAAL VB =T 2 A ADT—TVNRERINET,

s [Interface] : 77 A A X—TNELIET 4 E—TNMIT DT NA AL L H—T =
1A,

* [Allow IKEv1 Access] : BT 7 /34 A2 5 IPsecIKEvl 77 B A% A 32 —T NWIZT D
BEICA I LET,

* [Allow IKEV2 Access] : E'7 7 /34 AZX 5 IPsecIKEV2 77 B A% A FX—T NWIZT D
BRI A T LET,
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« [Connection Profiles] : 7’1 7 7 A /L% BN, #RtE. EITHIBRTE 288727 7 A LD
— I NERRLET,

* [Add] : [Add IPsec Site-to-Site connection profile] %A 7 1 77K v 7 AP & £,
« [Edit] : [Edit IPsec Site-to-Site connection profile] Z 4 7 & 77K v 7 AN & 97,

* [Delete] : SR L7cBi 7 2 7 7 AV ZHIBR L £ 97, MRS T, COELL TS EE
/Uo

o [Name] : #&fc 7" = 7 7 A /L DA,

o [Interface] : B 7' 0 7 7 A VA X—T NI > TWDA LV H—T = A A,
* [Local Network] : 2—H/L v hT—ZDIP T RLAEZELET,

* [Remote Network] : YE— K Ry hT—=7DIP 7 RLAZEELET,

* [IKEv1 Enabled] : #7127 7 A /WIZx L TA F— T W72 > TWAH IKEV] 23R L
EJ e

* [IKEv2 Enabled] : #7107 7 A LTk L CTA R — T 72 5 TV D IKEV2 KR L
E3e

o [Group Policy] : ¥t 70 7 7 A VDT 7 4N ks T NA—T KR —%FKRLET,

Site-to-Site IEfE A 77 A4 )L, BIMFELITHEE

[Add or Edit IPsec Site-to-Site Connection] & - 7 1 778 v 7 A Tl&, IPsec Site-to-Site #f5¢ 2 1Fk
FRIFAEECTEET, ZOXAT IRy 7 AT, IPT FLR (IPv4 £721XIPv6) DIEE.
BERLA DIRTE, A v ¥ — 7 = A AR IKEvl ET7 B LWIKEV2 7 & a2 —F—3RFE "7
A—ZDRRE, RSNy N =7 DRRE, BIOW S L7 VT Y ZLDIEEEITHI Z &
MTEET,

\)

GE) YA MEIVPNES T 2 7 7 A VAT D256, B n 7 7 A VERE ., lEEEET
IZ¥% v 2L LET, [Apply] R ¥ /75>6§uﬁi%rénﬂ\éiﬁ/\  BEERELET,

2ODET ONER L USSR v N U — 27 BIPv4 DGHE (NEB L 091 v % —7 =1 A L
DT FUANRIPVADEE) . ASATIX, YA EidV— K/3—F 4 DET & D LAN-to-LAN
VPN #5i N iR — h & E 7,

IPv47 KL w7 EIPv6 7 KLy U U ZWNRIELTE, £33 _XTIPv6 7 RLy v v 7%
9 % LAN-to-LAN I DWW CiE, WO ET 28 ASA D4, BLOWFONEE » b
T—7 DT Ry 7 HFRN—H L THD54 (WH2 IPvd £ 7213 5725 IPve OEE)
. X2 VT 4T 7T 7 ATVPN b AR R—hSnET,

HARHNZIZ, WGTDOET R ASA DFE, RO bR v VY R—hShEd,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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* ASA ODNERA v hU—27 3 1Pvd T, AExr >y T —27 B IPv6 (NEA > ¥ —7 =4 A E
DT RLUANIPvA T, A v H—T =2 A A EDT KL AD IPv6)

* ASA ODNERA v BT —27 D3 1Pv6 T, Aixr > RU—27 B IPv4 (NEiA > ¥ —7 =4 A E
DT RLANRIPV6 T, A v H—T =2 A A DT KL A7) IPv4)

* ASA ODNERA v MU —27 D3 IPv6 T, AR v BT —27 B IPve (NERE L UMERA > & —
T2 A A EDOT KL AN IPV6)

[Basic] /XRILD T 4 —JL F

* [Peer IP Address] : IP 7 KL A (IPv4 £721XIPv6) ZFEEL., TDOT KL AEAXT 1 v
JIZTHMEIMERRETEET,

* [Connection Name] : Z D7 1 7 7 A MZHEI D BT HNIZART 2 FRE L £, Edit HEHE
DR TDT 4 —/v RITFTREMNTY, B4 3. [Peer IP Address] 7  —/L K THIE
ENDHIPT RLALREUCIZARD LR ETEET,

* [Interface] : ZDHEHETHMNT o4 0 F—T = A A2 RINL £,

* [Protected Networks] : ~ Dt CRrR#EINTWHIr—INLEBLIRVE—F Xy NU—7 %
BIREITEELET,

o [IP Address Type] : 7 RL AN IPvA 7 RLAEXIPV6 7 RLADWT N TH L0 %
BELET,

* [Local Network] : @ —/L %y NI =7 DIP 7 NLVALZRELET,

* [...] : [Browse Local Network] # A4 7 2 VAR v 7 ANMHEEST, ZOXA TRy
AT, m—=h Xy N —7 Z@RTEET,

* [Remote Network] : YE— K Ry NIV =27 DIP 7 RLAZEELET,
s [IPsec Enabling] : Z D72 7 7 A VDT NV—T KR — BIOZEDORY —THRE
Lz —%#7n FhaLzEELET,

* [Group Policy Name] : Z Ok 7 v 7 7 A WIZEH#EMS T O N TWAE T —F KR o —
ZHELET,

+ [Manage] : [Browse Remote Network] A 7 12 7/ 7/R v 7 ANRPHE E, ZOXA T s
RNy 7 ZATE, VE—F Ry MU= ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R o —CTH =57 1 b a/)L IKEvl A F—7
Mz LET,

* [Enable IKEV2] : ¥ E L7/ —7 R > —CTHF =7 0 b a2V IKEV2 A F—7
Mz LET,
* [IKEv1 Settings] % 7 : IKEvl OROFRERER L PGSR ELHE L £7,

s [Pre-sharedKey] : ~ >R/ 7 —7 OFFHA X —DEELfRE LET, Falax—
DIKRFNE 128 LFTT,
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* [Device Certificate] : 38E CHEAT 2 IDFEAENH H5E1E. TOL4RIEREELET,

* [Manage] : [Manage Identity Certificates] ¥ 1 7 2 7R v 7 ANHEEF, ZOXA 71
TRy 7 AT, TTICEESNTWDAHEDOR R, H LWGEIEOBN, R E
DFMOERTR, BROGEAEDORE L TZITHIREZIT) Z N TEET,

* [IKE Policy] : IKE 7 a2 R —H¥ /L CERAT K E(LT LT Y X A% 1 DLl EIEEL £
R

* [Manage] : [Configure IKEv1 Proposals] # A 7 7 7' /R v 7 AN E £,
* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHT LG 5LT VT Y X Aa% 120 -
BELET,
« [IKEV2 Settings] % 7 : IKEv2 DR DFRFFRER L O 5L E 4B E L £,

s [Local Pre-shared Key] : k> /v Z)—T7 OFFHAF—DOELZIEELET, Faidk
A F—DRKREIT 128 XFTT,

* [Local Device Certificate] : 38alE CHEH T 2 IDFERAENRH 25A1L. TO4RIEZfRE L
EJr RN

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
TRy 7 ATIE, T CICRE SN TWHIEHEOR R, Hr LWIEAZE OB, FEFE
DFMOFTR, BLOGEAZTORE L TZITHIREZIT O 2N TEET,

« [Remote Peer Pre-shared Key] : > R/L ZL—7 DV E— b B 7 HFHLA F—DfE %
ELET, WA —ORKED 128 XFTT,

[VE—FETHRA METHFHAIEHF— (Remote Peer Post Quantum Key) ] : Faidta

F—ORPVIZ, IKEV2 HORA & 7FFaidtEx— (PPK) 2IEETHITIE. 20D
Frxv IRy 7 A%A T UET, PPK L. 256 B v b 64 305D 16 TS T
T

PPK IFHRIEAF—ICRI TRV, IKER 2B Fa L Ea— X OWENSIE#EL £,

¢ [/SAT — RO (ShowPassword) ]: ZDF v 7Ry 7 Az 41235 L, PPK
F—NERRINET,

s [VE—FMETAHRAMETF—ID (Remote Peer Post Quantum Key Identity) ] : PPK @
ID Z48E L £T,

[Remote Peer Certiﬁcate Authentication] : Z Ot~ 1 7 7 A /LD IKEvV2 ¢ FH D FEA
Elllh nE%‘fn%Tﬁ‘é \ [AllOWCd] ’i’ﬂ“/ﬂ: Lij‘o

* [Manage] : FEPAE DR RCHHAEAE DB % %17 CT% % [Manage CA Certificates] &
AT aTNHEET,

* [RSAEA /Ny ¥ 2G0T % (Enable RSA Signature Hash) ] : RSABEA4 /N> v =2 %
BT DT, ZOF =2 IRy 7 A4 LET, RSAIIKE(LO—FETT,
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* [IKE Policy] : IKE 7’ m AR—H /L THEHT 2057 V3 ) Xo% 1 DL ERREL
‘g—O

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 77K > 7 ZA3B & £ 77,

s [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHERT LB EALT VT Y X 8% 120
BELET,

« [Select] : IKEV2 B Dk 7 0 7 7 A M T B R—PF AL ZE Y U THZ LNTED
[Select IPsec Proposals (Transform Sets)] % 4 7 2 7 7R v 7 AR & 97,
ZOERmT 0T 7 A ML, RONTA=ZHH Y £7,

o [7£# (Advanced) 1>[Z V7 h~w 7= KU (CryptoMap Entry) ], sEMIZ DOV TI,
Site-to-Site #ft 7' 1 7 7 A L, Biis~v vy 7 = FU (156 ~—2) ZZMRLTIZSW,

Site-to-Site k> RJL FIL—T

ASDM <A > @ [a&iE (Configuration) ]> [t ~fH VPN (Site-to-Site VPN) > [F£AfH
(Advanced) ]>[ k> /L7 L— (Tunnel Groups) ] Ci&, IPsec V1 MEBEHFi 707 7 1 L
(b N—7) OEMERELEYS, £/, IKE VT L a—V =BT A —X DiE
ROIKEX—TT7 747 F=F Y U TORE, BLOT 74/~ T—7 KU —D#ER
TH2ENRTEET,
« [Name] : 2D b2 Z—TZE DB CTHNTARTERE L ET, BdtHiEOLE, =
DT 4 —)V RIFFREH T,

« [IKE Authentication] : IKE &7 OFRIETH T 2 FaTLA ¥ —F K OIDFEHIEFE AT A —#
ZHEELET,

s [Pre-sharedKey] : ~ o R/ 7 A—7 OFFiHAXF—DMEEfRE LET, Frfax—
DI KEI 128 UFETT,

* [Identity Certificate] : 7L CHEM T2 IDFEHENRH 251X, TOL4RIERELET,

* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANPE T, ZOXA TR
TRy 7 ATIE, T CICHRE SN TWAREHEORR, # LWGEZEOBEN, FEE
DFFMORR, B LOGEHFEOMRE L2 ITHIBRZIT ) Z LB TEET,

* [IKE Peer ID Validation] : IKE 7 ID DANEE T = v 7 T 50 E 9 naigE L7,
7 7 % /v b i Required T3,

« [IPsec Enabling] : Z O 70 7 7 A VDI N—T R — BLOZORY —THE
L7 —%H7 e ha Lz iEE L ET,

* [Group Policy Name] : = D87 10 7 7 A VICEEM T 5N TN D T L—7 K Y v—
ZHEELET,

* [Manage] : [Browse Remote Network] 4 7 2 /7R v 7 ANRWE E7, ZOXA T s
RNy 7 ATE, VE—bF Ry FT—7 ZFINTE LT,
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* [Enable IKEv1] : fEE L=/ N —7 R o —TH—a~7 1 k2 /)L IKEvl A Fx—7
M LET,

* [Enable IKEV2] : 5 E L=/ V—7 KU v —THF—5Ha~7 0 h 2V IKEV2 & A F*—7
M LET,
* [IKEv1 Settings] % 7 : IKEvl OROFRAEXER L PSR ELEE L £7,

s [Pre-sharedKey] : F > R/ 7 —7 OFFiHAEXF—DMEERE LET, Fafax—
DI RKEN 128 UFETT,

* [Device Certificate] : 38E CHEMAT 2 IDFEAENH H5E1E. TOL4RIEZHEELET,

A\

CE) —fpoTorzryrAni, = RRA VIRV E— T 7 BAET-
IXLAN-NE D YR TE RN ENRHV FET, Frxrr I n—
TERHBITE WG EAE, T 74NV T

tunnel-group-map default-group <tunnel-group-name>

WICRESNET (77 4/ Ml DefaultRAGroup T97)

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
Ry 7 AT, TTICHRE SN TWDIEAEDFIR, B LWEEAEOBEN, FEHH
DFMOFTR, BLOGEAZFORE L TZITHIREZIT O 2N TEET,

* [IKE Policy] : IKE 7R AR —H /L THEHT LH 5T 3 ) X L% 1 DL EREL
R
* [Manage] : [Configure IKEv1 Proposals] %4 7 = 778 v 7 AN & £,
* [IPsec Proposal] : IPsec IKEvl 7' v R —H )V CHEHT AR BT VI Y X A% 1 2L E
BELET,
* [IKEv2 Settings] Z 7 : IKEv2 DR DFBFER ER L O 5L EZHRE L 7,

* [Local Pre-shared Key] : k> R/ 7 —T7 OFFiH A —DEEZEE L ET, Fardk
FX¥—DORKEL 128 LFTT,

« [Local Device Certificate] : 335E T 42 IDFEAENRH A 15, TOLARITEIREL
e

* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANRPE £, ZDOX AT R
TRy 7 AT, TCICHEINTWDHIEAEDOR R, H LWGEAFEOBEN, FEHHE
OFEMORR, B L OFEAEOME L ITHIFRZIT ) Z BT ET,

« [Remote Peer Pre-shared Key] : ~ > %)L ZL—7 D) £— kb 7 HaHGF—DEE
BELET, FAHAF—DRKREIT 128 XFTT,

* [Remote Peer Certificate Authentication] : = D7 1 7 7 A /LD IKEvV2 ##5¢ FH O FEA
TERAEA T I, [Allowed] #2412 LET,
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* [Manage] : REFHFEDORRLHBIGEH FE DB %A 51T T X % [Manage CA Certificates] %
AT ITRHEES,

* [IKE Policy] : IKE 7’ m AR —V /L CTHEHT D57 V3 ) X u8% 1 DL ERREL
—g—O

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 77K > 7 ZA3F & 97,

s [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CEHT LR 5T VT Y X 8% 12
BELET,

o [Select] : IKEV2 B Dk 7 0 7 7 A M T B R—PF AL EZE Y U THZ LENTED
[Select IPsec Proposals (Transform Sets)] 214 7 2 7 7R v 7 AR X £7,

¢ [VE—FETHRA METFATHA F— (Remote Peer Post Quantum Key) ] : SFAi3tA
F—ORDVIZ, KEV2 HORA MEFHFRHAF— (PPK) ZfEET 5123, 20

Fxv IRy 7 A%A T UET, PPKIE, 256 By b 64 3050 16 HHCCF5T
KR

PPK I3 HRTEAF—ICRI TRV, IKER 2 BFa L Ba—FOWENSEEL £,

¢ [VXAU— RDFR (ShowPassword) |: ZDF = v 7Ry 7 AxF 42T 5L, PPK
F—NERINET,

s [VE—METARA METF—ID (Remote Peer Post Quantum Key Identity) ] : PPK @
ID ZfFELET,

* [IKE Keepalive] : IKE ¥ —77 74 7 £=4 VT x—TMIL, REEZITVET,
WDJBYEDHF NG 1| DI TBIRTE £,

* [Disable Keep Alives] : IKE ¥—7"7 74 7% A X—TNVEIET 4 E—7 M LE
D

* [MonitorKeep Alives] : IKEX—7"7 74 7 =X ) T A F—TNEIEIT 4 &—

TMZLET, ZOF T a3 wERT 5H L [Confidence Interval] 7 1 —/L K & [Retry
Interval] 7 4 —/V RBFIHTEL L ST 0 77,

* [Confidence Interval] : IKE ¥ —7"7 7 A 7 OfFHEMEREEE LET, Ziud, ASA N

X—TTIAT TR T RBIBTHETIS, ETRT A RVIRREZ Mk T& 21
¥Ccd, 10, K300 T, VE—RT VBRI A—FDFT 74/ ME10
»wTd,

s [RetryInterval] : IKE¥—7"7 74 7DV b7 A MO LR ELE T, 7741

MBI 2 T,

* [Head end will never initiate keepalive monitoring] : Y1 ~D ASA WX —TT 714 7

T X T EBRB LWL IICFEEELET,
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Site-to-Site IEfc N 77 A JL. BBy T T K1)

TOEATa s Ry 7 AT, BAED Site-to-Site ks 70 7 7 A L DREENNT A—F HIEEL
i‘a‘o

* [Priority] : =BT TA AV T 4 (1~65543, | BIx@mDT 744V T 1) , IKEFXRTV
T—a Rt Ens L, rAvE—a BB TAETREORY —F_XTx
E—RMETIWZERFELET, VE—bF ETIE, —HTHRY —RBR0NLEI D, AT
LRV =T T4 F VT 4 AICHRBELET,

» [Perfect Forward Secrecy] : 7€ ® IPsec SA O F — BN OFIEEH (hOF—72 L) nHE
HENTEZBLDOTRNWI EAHFELE 9, PFSICLD, WEENXF—Z T/t LT
b, ZOXF—DHMOF—FEHTERNEIICLET, PRS2 X—T7MIIT5H L&
Diffie-Hellman Group Y A k37 7 7 ¢ 712720 £7,

« [Diffie-Hellman Group] : 2 2@ IPsec £'7 28, fHAICHAREE R L imET 5 Z &7 <
HHMEE R EH T 572D 5 ID, Group1 (768 £~ k) | Group2 (1024
By b)) . BEOGroups (1536 B ) OHNGERL 9,

s [Enable NAT-T] : Z ®D7R YU 32— NAT Traversal (NAT-T) %A 3x—7/WIZLET, T
£V IPsec BT 1T, NAT 731 A% LTY E— | 77 & A L LAN-to-LAN O [ J5 D¢
BHENLTE F7,

* [Enable Reverse Route Injection] : UE— K R RO RAKRA > MZE o THR#ES T
WDy NI =T ERANDNLN—T 47 TatRXZ, AZT 4 v 27 )b— MR HEIMIC
FASND LT L ENTEET,

* [Security Association Lifetime] : E¥ = V7 4 7Y v =—T 3> (SA) OHHZHELE
T ZONRTA=HIZEY | PsecSAF—DTA 7 XA LAOWPERMEEELE T, 74
7 B A A%, TPsec SA BHIRREIALIC 72 5 £ COFFmMMAZ R L, HLVF—LFRITY
T— T HRERHY £,

* [Time] : B¢ (hh) . 23 (mm) , B (ss) AL TSADTA 7 XA L&EFEELE
7

* [Traffic Volume] : ¥ 2/NA NEALDO T 7 4 v 7 TSATAT7HA LEERLET,
IPsec SA D HARRUINIC 2 B FTOR_M B — RF—=2DFa A MEEATILET, &
/JMEIX 100 KB, T 7 # /L MEIX 10000 KB, HRMEIX 2147483647 KB T,

* [Static Crypto Map Entry Parameters] : £°7 IP 7 R L A3 Static (ZH5E S LTV D EE 1T,
WDEBMRT A—=FZFEELET,

* [Connection Type] : #F Al S DR T =—3 = > %, bidirectional, answer-only, F7=
I % originate-only & L CHEE L £,

* [Send ID Cert. Chain] : fEHETF = — U BIEOEEFEZA F—T VI LET,

« [IKE Negotiation Mode] : SA, Main, %721 Aggressive DHF G, By N7 v 7 TH—
HRELMT HLEOE—RERELET, FIv—T 3 VOREMIMENT S
EF—RbFESINET, WBEMTEEBIR T =—2 a3 LET, Aggressive T— Rt
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BT, HT Ly b ERBARE A DR T LI ENTEETN, BES—T 4
O D IIARE SN EE A, Main E— NIEEHT, N7y b ERHREHN LR £
W, EENR=T A OIDERELET, ZOF— REILVLREENREL, T 74/
TERINTWET, [Aggressive] Z1EIN 5 & | [Diffie-Hellman Group] U A h 237 7
TATITRYET,

[Diffie-Hellman Group] : 2 -2 IPsec &7 2%, fHAIZIHREFERAIRLET D 2 &7 <
H R W2 G T 5720195 ID, Group1 (768 £ k) | Group2 (1024
vy k) . BEWRGroups (1536 v b)) OHFMNLRIN L E5,

CASIFAENEHE
CAFHAEDEHIZ, VE—F 7278 AVPN &%+ MU VPN ICEH SNUE T,

» Site-to_site DIFA : [IKE Peer Authentication] ® [Manage] 27 U v 7 9% &, [Manage CA
Certificates] Z 4 7 2 7 7R v 7 AN & £,

s UE— 77X VPN Tid, [Certificate Management] > [CA Certificates] 27 U » 7 L
EJ AN

ZOZAT TRy 7 AEEM LT, IKE BT RAETH M AIREZ CAREHED Y A hox b
Uz, For, B, WE. BILOHIERL £, [Manage CA Certificates] ¥4 7 1 77K v 7 A|Z
I, FERAEORITIE, REHEORITIT, IEAZEOFDIIR., BLXORHT—# 72, BIERE
SNTWHIEHFEDOF RN — BRI RINET,
* [Add or Edit] : [Install Certificate] %1 7 & 778 v 7 A % 7= 1% [Edit Certificate] % 1 7 12 778 v
JANRREET, INHDE AT ald Ry 7 AT, FEHEOFREREE L., iFHELZ A
VA BR=ATEET

* [Show Details] : 7 — 7 /L Ci&IRT HFEHEOFEMEHRZ R L E T,

* [Delete] : BN LZREAEZ T —7 L 6HIBRLET, MBS, RVELLTEEY
/\Jo

Site-to-Site #E#E O T 7 A )L, FIBAEDA VX b—)L
IOEATa IRy 7 AEFRA LT, HLOCATERELZ A X b= LET, KOWVTAH
DHETIHERAEFELRSE TEET,
CGEAETZ A NEBRLTCT 7 ANANLA A =V LET,

« FRTBAE SO PEM JEROFFAET XA N2 20X AT Ry 7 ANOR v 7 A2k
DAHTET,

« [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) DA FEE L £7, fEIE
PF—EADT KA 1%, Windows Server 2003 7 7 X U THEITSE 7, SCEP 71 k2L
DY R—F 2L, ZNICEV RO —FBIMOFE Ry NT—7 T/3( A
%, AEAEAIS TEET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



— iz VPN B |

. Cisco Secure Client 1 A — > AnyConnect VPN £ 1 —)L

* [SCEP URL: http://] : SCEP fF#D ¥ 7 > m— Kt URL Z45E L £,
* [Retry Period] : SCEP 7 = U — [ D MIZERGBIGM 2 08 CHREL £,
* [Retry Count] : U T A O KRFAEEELFHRE L X7,

* [More Options] : [Configure Options for CA Certificate] % A 7 12 7' 7R v 7 AN & £,

ZDOXAT TRy 7 ZAEEH LT, 2O Psec VE— K 77 & REEHED CA FEHEDTFFIC
BT 23MAfELET, ZOXAMTRIRy J RCEENDLFAT 0T Ry 7 AL,
[Revocation Check], [CRL Retrieval Policy], [CRL Retrieval Method], [OCSP Rules], ¥ X
[Advanced] T,

[Revocation Check] % A 7 v 778 v 7 A1, CAGFIZERMERICET 21 MA R ET 5729012
FEHLES,
e F T ar REATKY | KRB OWCGEREE T = 7T EI N ERELE
7, [Do not check certificates for revocation] & 72 1% [Check Certificates for revocation] % @R L
\i—a—(}

* [Revocation Methods area] : K&hF = v 7 I 5 575 (CRL £721X OCSP) . BL UM%
NoOHEEFERTDIEFZRECEET, W —FEREm o FEesE~RcE F
R

Cisco Secure Client £ A — < M AnyConnect VPN £ 1 —

JL

[(%E (Configuration) ]>[VE— F7 27 AVPN (Remote Access VPN) ]>[x*v hU—7 (7
FAT7 ) 727 A (Network (Client) Access) ]>[AnyConnect 7 A 7> Y 7 =7

(Client Software) ] ~<A >IZ, ASDM TiXiE S 4172 AnyConnect 7 74 7 ' M A —V N —&
FRINET,

[AnyConnect 7 7 A 7 > b A A—< (AnyConnect Client Image) | 7 —7 /L : ASDM TaXiE 4L
Ty r =V T 7 ANPREIRENET, ASARYE—FPCICA A=V aF v ru— T 5IA
FFamETEET,

« GENN (Add) ]:[AnyConnect”Z 7 A 7> hA A— DB (Add AnyConnect Client Image) ]
HATaT Ry I ANFRENET, TOXATRITRY 7 ATIE, 77 vvaAEIN
DT 7 ANET TAT VARV T 7 ANELTHRELLZY, 77 v a2 AEING,
IIAT VM A—TELTHRET DI 7ANESRLIZY CTXET, £, 77 A%
B—H) arCa—En6T77yva ARV vy IR —RT52 L TEET,

o [{&#: (Replace) ]: [AnyConnect” 74 7 ¥ hA A—T DiEH: (ReplaceImage) |4 1 7 1
TRy I APRTRINET, ZOXATRIRY I ATIE, 7792 AEINDT 7 A
N TAT A A=V ELTHELT, [SSLVPNY 747 hA A— (SSL VPN
ClientImage) | 7— 7NV TR LT-A A—V L EBRTEET, /o, 77 A VEa—D)L
AN T Ty va AEVILT vy IR —RTH5ZLHTEET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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Cisco Secure Client 1 A — > AnyConnect VPN £ 1 —)L .

e [Delete] : 7—TNMMHA A=V EHIBRLET, A A—TVFHIBRLTH, Ny br—2 77

AT T T o adbEIRENER A,

* [Move Up] 3 £ Tf [Move Down] : ERFIE FRFAIZMEMH LT, ASABUE—RKPCIZZ T

AT A A=VEE 0= RTBIEFZEELES, T—INVO—FLICHDHA A—
VERINCAZ 7 ue—FRLET, 207D, HLEILKHEHATEANL—FT 4 T VAT A
THHINDGA A=V & LICBETL20ER’H Y 77,

Cisco Secure Client £ X —<°® AnyConnect VPN € 1 —)L., BII/E#:

TDONAUTIE, ASA 7T vV a2 AEY EOT A NDLEIEIEELT, FOT7 7 AV E
AnyConnect 7 7A 7> hA A=V L TCGEMLEZY , 77— MCT TIZRREH SN TN DA A —
VEBMTAHIENTEET, o, BHTAETrANET T v a AR YNLBRRLIEYD,
B—) AL a— N7 7 ANET v TR —RLEDTH5Z L TEET,

* [Flash SVC Image] : SSLVPN 7 7 A4 7 > b A A=V L LCa#EBT 5, 77 v a AEY

NOZ 7 A VEFRELET,

 [BrowseFlash] : 77 v ¥ a2 AFEVIZEMINTNDETRXTDT 71 /LA TE 5 [Browse

Flash Dialog] # 4 7 0 /Ry 7 AR RLET,

* [Upload] : [UploadImage] ¥ A 7 0 7/ AR v 7 ANFREINET, ZOXA TR T Ry 7 AT

X, 29A TV A A=V LTHRETD 77 AN EZa—AAPCHLT v 7 u— RTX
iﬁ‘o

* [Regular expression to match user-agent] : ASA 73, 7 7 UL I {17 User-Agent 374

COBRASITHERTACFIEEELET, AN N —F—0FE. ZOMEEFERA LT
FBNA TN, 2D A B CE £T, 7T UPILASAICERT D & 2, HTTP
~~ H—|Z User-Agent X751 & & FE T, ASA NLFHNEZIE L, ZOLFHRNT I

NOAA—=VHICRESNTZRE T HE MO ITAT U RN AA=VIET A NS

T, —E LA A—UREEbicF e — REnEd,

Cisco Secure Client £ * —<® AnyConnect VPN € 21— )L, 1 A —PD7 vy 7A—FK

TORLUTIE, v— AN A Ea—2FERdeXa2 T AT TIAT UV ADT T v a AE
VKM EINTUWA, AnyComnect 7 AT b A A=V L LClREIT D7 7 A VDR %R
ECTEET, B—IN ara—FFhi3eXa T TTI9A4AT U ADT T2 AE]Y
MmH, WAl T 57 7 A NESHTEET,

s [LocalFilePath] : = —/L 2 B a—Z M TS, SSLVPNZ FA4 T~ A A—

DELTHIIT L7 7 A NVOLAHTERRELET,

« [Browse Local Files] : [Select File Path] % 7 0 /AR v 7 ANFRENET, ZOX AT 1

TRy 7 AT, a—h) arbBa—F FOTRTOT A NVEERL, 7I9A4T 2k
A A=V LTHMNT D77 ANERIRTEET,

* [Flash File System Path] : EX =2 U7 4 77 I7A TV ADT7 T va AEVITHEMHINT

WA, SSLVPN 7 A4 T b A A= LTHMNT D7 7 A VOLRTIZIRE L £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. AnyConnect 7 54 7> cMER T 54 SAML /Xy 5 — 2

* [Browse Flash] : [Browse Flash] # 4 7 2 7Ry 7 AMBRINET, ZOXA TRy
JATI, BXa VT4 TTITATVADT Ty a AEVITEHINTNDTRTO
TrANERRL, VIAT UM A A=V ELTHEBTH7 7 A NVEBIRTEET,

s [Upload File] : 77 A VD7 v 7a— R&BBELET,

AnyConnect 7 54 7 > FVER T S50 SAML /Xy iy — 2

[(%E (Configuration) ]>[7 7 AVPNOHIEE (Remote Access VPN) |>[F> NT—7 (7 7
A7) 7 Z7&A (Network (Client) Access) ]> >[AnyConnect/}55~7 7 74 (AnyConnect
External Browser) ]~ »1Z{%, AnyConnect 7 7 A 7 >k SAML ¥ > Z /L H% A A (SSO)
FOREICE T % AnyConnect 7 74 7> M AN T Z YRy r—UR—EERRINET,

AnyConnect 7 74 7 > M M7 T OH Ry r—T 4 A—2 0 ASDM CTRIE SNTAINBT 7 ¥
PR =T 7 AN ERRILET,

« GBS (Add) ]: [AnyConnect 7 7 A 7 v MNTTZ 7 H A A —TDiEM (Add AnyConnect
External Browser Image) | %A 7 0 VR 7 ANERINET, ZOXATa TRy T A
T, 779V arAEINOT 7 A NEINI N r—V A A=V T 7 A LE LTIRELL
D, 779 va BN, AMET TN —U 77 AV E L TRETD 7 7 A V%
S0 CTEET,

o [[&Z# %2 (Replace) |:[AnyConnect 7 7 A 7 v NNTT Z YRy r—UOE & iz
(Replace AnyConnect External Browser Package) | %A 7 2 7Ry 7 ANERINET, Z
T 7Ty v arEYNDT 7 ANEINBT T UY Ry r—2 L LTIREL T, BEF
DN =TT 7 ANEBESWMAD ZENTEET,

« [HIER (Delete) |: M7 T U Ny =T 7 A N T —TANOHIBRLES, A A=Y
ZHIFRL T, Ny =Y 77 A MET7 T vy anbillRShEE A,

s [EIZBE) (Move Up) | B L[ FIZBE) (Move Down) |: ERFIE FRAIZMEHL T,
ASARYE— K PCIIANBT T U Ry r—hk Xy — RTDIAFAEELET,

[AnyConnect 7 S 4 7 > FHVER TS 9HSAML/N Yy r— T A A—2 BhI/EE#:% (AnyConnect
Client External Browser SAML Package Images, Add/Replace) ]

TDORLUTIE, ASA 7T 93 aAEY FOT7 7 A NVDAFIEIEELT, FOT7 7 AV %
AnyConnect 7 7 A4 7 NN T T UH Ny =T A A= LTEIMLEY, T—7 T
TICHRH SN TWDA ATV EBEBRLIZDVT D ENTEES, o, T2 7 7410587
Fya AFYMNLBRE LY, o—h) ara— b7 7 AN ET v 7u—RLEY
THZEHLTEET,

* [AnyConnect 7 7 A 7 > MMHBT 7 743> r— (AnyConnect Client External Browser
Package) ]: N7 T U Ry r—D A A=V ELTHNT 277 v v 2 AEIRNOT7 7
ANVERELET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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AnyConnect 7 5 1 7 > VPN 5 DEXE .

[7T v aDBM (BrowseFlash) |: 77 v a2 AF Y EOTRTCOT 7 A VEBRTX

B5[7T vy a2®BM (BrowseFlash) | A 70T HR Yy 7 ANRERINET,

[Ty 7u—FK (Upload) ]:[f A—Y DT »7ur—1FK (Uploadlmage) | XA T TRy

ARFRENFET, ZOXATa Ry 7 ATIE, M TS OFERr—I 4 A= L
TEETATZ7ANET—HLPCINET v a— RTXxEF,

[AnyConnect 7 S 4 7> BT SOHSAMLSN Y S —S A A= A A—CD 7y TO—FK
(AnyConnect External Browser SAML Package Images, Upload Image) 1]

TORA LTI, =N aArvBa—4FER3deXa2 VT 4T TIAT UV ADT T v o AT

VKIS TUWS, AnyConnect 7 7 A 7 b A A= L LTHBIT 57 7 A VDA EF

ECEET, n—HNV AL Ea—FERFEXa VT4 TTIATVADT Ty a AEY

Mo, BT L7 7 ANEBZRTEET,

s[B—HNT7 7 AN/ A (Local File Path) |: m— /L a s Ea—X TS Tn5, 4+

T TP =V A=V LTCHIT D7 7 A VDL ZRELET,

s [m—HNT 7 A NDHIR (BrowseLocalFiles) ]: [7 7 A /L3 A D& (SelectFile Path) ]

HATOaTRy I ANEREINET, TOXAT TRy ATHEH, a—hLara—
B EDFTRTDT 7 A NERRL, BT T THF Ry r—e D A= L LCHAIT 57 7
A NERIRTEET,

[T7TFvaTZ A NDY AT LN (Flash File System Path) | : EX = U T 477747

VADT Ty a AE VIS TND, AT T Ry =T A= LR
THT 7 ANDLAHIERELET,

[7T7 v aDBM (BrowseFlash) ]:[7 7 v =2 D5 M (BrowseFlash) [ %A 7 v 277Ky

JAMFRINET, TOXATRIT Ry 7 ATIE, ¥F2 VT 4T T IAT L ADT
TV a AEVITEHESNTWDETRTO T 7 A VEERL, BT TPy r— A
A= L LTHAT D7 7 A NV ERIRTE 7,

[Z7ANDT v 7 r—FK (UploadFile) 1: 77 A NDT v 7 u— REfthLET,

AnyConnect 7 5 1 7 > FVPN 5 D% E
AnyConnect 7 54 7 > MEHRDTEEIE L HIFNEIER

tyiar b= UDHREEIR

ASA 73 AnyConnect 7 7 A 7 > /6D VPN # ER A BFET D &, X =2 U 7 4 Z5@fbd
LDty yary h—=2 Ry T4 T MIRENET, AnyConnect4.9 (MR1) LA, ASA
& AnyConnect 7 7 A 7> MiE, By var b—2 00X a V7 42tk TH5A D= L%
HPAR—FLET, b—2EF2UT &2V HR—FLTWARVWAnyConnect 7 74 7 > h/3—

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. AnyConnect 7 5S4 7> k 7O 71 LORTE

arhbOEERITEAEAET A LI ICDAPL— L ARECXET, DAPAEMHL Ty g
V=2 DX )T 4 BHERT D (237 —) EZERLTITEE N,

AnyConnect 7 S A 7> b 7RI 74 ILDEKRE

ASA X, T_T® AnyConnect 7 7 A 7 > b = —H —{(2 7 = — LT AnyConnect 7 7 A 7
N Ta T ANVERRT L0, 22— DI NN—T R IS TRMT S LI ICHET
FET, @BE, 22— —F, A A =L EHTWD AnyConnect 7 7 A 7> h Y 22— /LT
LD IFAT o TR T s ANERLET, a—F—IZEBEOT 07 7 A L a2E) 4T
HIELTEET, LT HEOEHTTERT 22—V =123, #EOT 0T 7 A Vs
BIZRDZERHYET, —HMOT 77 ANVERE (SBLRE) 1E, 7 o—rUb LYV THE
AL ET, ZOMOREIL, FFEOKRA MIFEATHY, BIRINTZARR ML R
D ET,

AnyConnect 7 7 A4 7 N7 7 7 A )VOIERLE BB, BLO T4 7 > MMERROFIHE OFEM
\Z2WWTIE, [AnyConnect VPN Client Administrator Guidel]] Z#Z M L T 723\,

74T a7 A niE, [RE (Configuration] > [V E— 7 27 £ AVPN (Remote Access
VPN) 1>[*y hTU—27 (V74T k) 77EA (Network (Client) Access) ]>[AnyConnect
74T Tr 77 A (Profile) | THELET,

GEI/A A — 1 (Add/Import) ] : [AnyConnect 7 A 7> h7 a7 7 A /LDiBEM (Add
AnyConnect Profiles] # A 7 v /Ry 7 ANFRINET, TOXA TRy 7 ATl 7
T aAEYVNOT 7 AN ET BT 7 A NVELTHRELEY, 77 v a AT Y ERBLT
TaT7rANE LTHRET D7 7 ANVERBF LY TEET, £/, 7y A vEn—Aary
Ea—Znb77yva AERVIZT vy 7e—RT52 L TEET,

s [7'm 77 A N4 (Profile Name) |: Z/V—77K U I —® AnyConnect 7 5 A 7 > b 7'1
T ANERELET,

* [Profile Usage] : S HNCIER SNz L &7 a7 7 A MZEI 0 4 ToHN- A’ (VPN, * v
ND—2 7782 %=V %, WebtFX=2UT 1, ISERZF ¥, AMP A % —7 7,
Fy MU — 7 WRMEE Y = —/1, Umbrella Roaming Security, F 7213 E VPN k> % /L)
ZFRLET, ASDM S, XML 7 7 A LV CTHRESNT-HAREZRE L 20WEE, Fay
Zy URARNDBERFRRICRY . A& A 72 FECTERINTE £,

* [Profile Location] : ASA D7 T v a AEVNDT a7 7 A4V 7 7 A N~D/RAEREL
FT, ZOT7 7 ANABFELRWVNGES, ASAIXTT a7 7 ALV T o L— MZHESWTT 7
ANVEERR L ET,

* [Group Policy] : 7R 77 A NDITN—T R —%BELET, 7077 AL,
AnyConnect 7 7 A 7 b L2 HICZDOITNA—TRY =B L TWDHZ—HF—FZ T
= RINET,

[t (Bdit) 1:[SSLVPNZ 51 7> k7077 A L Ok (Edit SSL VPN Client Profiles) ]
U4 RUBRERSNET, 2OV RUTIE, v 77 A4 /MWIEEN TV % AnyConnect
AT N BRRORELZERETEET,

[T RAKR—k (Export) ]

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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AnyComnect 5 SA 7> b b5 74 v oIz T B4y bo—s7 FLzzosk |

s [Device Profile Path] : 727 7 A )V 77 A VDN ABI N7 7 A V4 EFRRLET,

e [LocalPath] : /SR L7 7y A NAEBEL T T 7 ANV T 7 ANV ETZT AR—MLET,
«[Browse Local] : B—H /L F/NA X T 7 A )V AT LEBRTHITIE, a2z )y L
T4 FoaziRBLET,

[Delete] : 7—7 A7 a7 7 A VERIBRLET, 70774V EHIRLTH, XML 7 7 A
MIT7 T v anbHRSERA,

[AnyConnect 7 7 A 7 > 7' 7 7 A4 /L (AnyConnect Profiles) ] 7 —7/V : AnyConnect 77 7 A
Ty 77y AN LTRESNIZ XML 7 7 A VEFRLET,

AnyConnecty SA 72 b bS5 T74 v DI THRY FT—UF7 LR

EIRDFRR

Xy NT—27 T RURAZE#H (NAT) ZFEITT 2D K912 ASA #3%7E L7=%E1%,. AnyConnect 7
TFAT b, WEBR Y b —2  BIUDMZ O3 VY —ANMHAEICER A G TEL XD
W2, UE—RFT7 27 A AnyConnect 7 74 7 N T 7 4 v 7 BEBWORNBINCT HMERH
Y E£7, AnyConnect 7 7A T > s 8T 7 4 v 7 BEHOXGIMNITE 72 & AnyConnect 7
TAT VP BIOMOMBREY YV —ARBETE Y £7,

(TAT 7 47 4 NAT) ( INAT %BR] & BFEHINTND) ICLD T RLAEZHBIZEH#
TEET, ZNICK VBRI NAT BEESNE T, TAT T 47 4 NAT X207 R
AT =), TRVAT—=N W TRy N7 FF 2000 7%y hU—27 M THEHT
xFET,

ZOFEIEL FlCHDEY U= FEROPORORED Ry T —27 7P/ MEITT
AT T 4T 4 NAT 2% ET D HEEZRLTCWET, £i5H1E, Engineering VPN 7 K L &
7 —), SalessVPN 7 KL A 7F—/L v hTU—ZWHN, DMZ %> hU—7 BLOA ¥ —
Fv N TY, TAT T 47 4 NAT ZETIEZNEI, NAT BHIS 1 DHEE T,

RKEVWNI AT rDTATUTAT 4 NATEERET B2y FI—9 FRLRA T RLyP Uy

Xy FIT—=0FET7 LA
J—L

XY bI—=UBFLIET LA
T—IL&

7 KL REE

Nt > T —7

inside-network

10.50.50.0 - 10.50.50.255

Engineering VPN 7 K L A 7' —
v

Engineering-VPN

10.60.60.1 - 10.60.60.254

Sales VPN 7 K L A — /L

Sales-VPN

10.70.70.1 - 10.70.70.254

DMZ % v hU—7

DMZ-network

192.168.1.0 - 192.168.1.255

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B anvcomect 55472k 5T v oIERHT BRY FI—H T KLAZHRORE

FIE

ATvF1 ASDM (21 7 A > L. [Configuration] > [Firewall] > [NAT Rules] (28 L £,

AT w72 Engineering VPN 7 KL A2 7 —/)L DR A h#3 Sales VPN 7 R LA F— )L DR A M TE 5
£ 5. NAT HiHIZERk L E 3, ASA 23 Unified NAT 77— 7 /L OMOBIAI L Y & 5612 Z o FH|
R 5 £ 512, [NAT Rules] 1 > T, [Add]>[Add NAT Rule Before "Network Object" NAT
rules] IZB#E) L £,

G¥) NAT v— U by 7 X7 o HFR TR B Lo — A blRICEH S VET,
ASAIZ X D W=’y FVERED NAT AN —84 2% & Fn bl EFEmieT
bIEH A, ASA 28 NAT BRI % B & - CIAFaZe NAT A~ L7enwX 9,
Unified NAT 7 — 7 /LD SEBRIZ i & [E A O NAT Al ZELES 5 Z LN EE T,

2:[Add NAT Rule] ¥4 7R Ry o X

B= Add NAT Rule

Match Criteria: Original Packet

Source Interface: -- By | Destination Interface: ' Any - v%
Source Address: ?Engineering-'v‘PN B' Destination Address: ESaIes-‘v‘PN E]:
Service: !an\,n' BI

Action: Translated Packet

Source MAT Type: ,_SEatn: b
I L =l L I - il
Source Address: [ Criginal -- E]l Destination Address: |- Ciriginal -- [I]
Eall thratinh to intetfare PaT s |__ e L |
Fall throwgh to interface PAT Service: I Criginal E]
Options
Enable rule

Direction: IBnth

Descripkion: | |

[ QK H Cancel ” Help ]

240512

a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/V FEFHELE T,
* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 7 A 7R % > % 7 ) v 7 L. Engineering VPN 7 R
VA T—N%ERRTRy NI—7 7 V=7 FafELET, 797 h A7 %
7 RUAD[Range]l & LTEHRLET, BEIT FLA F T ALb—Ta v b—LdE
ML NTL &,

» [Destination Address:] [Destination Address] 77 7V XA R ¥ %27 V>~ L, Sales VPN 7
RLVRA P NaRT Ry NU—7 7V 27 bEERLET, A7 V=7 b 24T

. ASDM 7% 3 : Cisco Secure Firewall ASA > 1) —XVPNASDM 718 2> 7 4 X¥alL—i 3> HA K
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AnyConnect 7 S A 7> b b5 7490w T B4y bT—0F7 RLRAZEBRDO KR .

7 FLAD[Range] L LTEZELET, HE)Z RLA R AL—3 g b—/UE
BN LN TLEEW,

B3:VPN7 FLR T—LDFRy cT—9 FT Yy FOERL

B= Add Metwork Object

Marmne: iEngineering-VPl‘]

Type: ; Range W .

End Address: |10,60,60,254

|
|
Start Addre... 10.60.60.1 |
|
|

Description: EEngineering WPM address pool

.

NAT

[] Add automatic Address Translation Rules

I [al'4 ][ Zancel H_ Help ]

245513

b) [Action Translated Packet] =V 7 C, IRD 7 4 — /L REHELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

c) [Options] =V 7T, DT 4 —/V RERELET,
* [Enable rule] A4 12 LET,
* [Translate DNS replies that match this rule] 4 7123 57>, ZICLTBEE T,

* [Direction:] Both

* [Description:] HAIOFH A2 AT L E T,

d [OK]%27 U v LET,
e) [Applyl 27 V7 LET,

CLI D] :

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B anvcomect 55470k 5T v oIEHT BRY FT—5 T FLAZHEORE

ATvT3

ATv74

ATy TH

f) [Send] %7 V27 LET,

ASA BANAT ZFEITLTCWDH L XIZ, [A L VPN 7 —/LND 2 DOKRA MPREWZEHETE 5
oz, FREFERDLDOHRA RSB VPN b R TA V¥ —Fy MIERHTE D L 512,
[Enable traffic between two or more hosts connected to the same interface] 7'+ a > & A Fr— 7 /V|Z
THLERHY £9, ZNEITHIZIE. ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] % & L £ 7, [Interface] /X% /LD F @ [Enable traffic between two or more
hosts connected to the same interface] 4 (2 LT, [Apply] &7 U v 27 LE,

CLI O :

same-security-traffic permit inter-interface

Engineering VPN 7 K L' 2 7*— /LD 7R A k7% Engineering VPN 7 R L' 2 77—/ )L DAD R A ~MZ
FERETE D L9 NAT HHIAERL L £97, ERETHIAIZ/ER L7z & & L RBRIC Z ORI A 1F
% L ¥9, 7272 L. [Match criteria: Original Packet] = U 7 C. Engineering VPN 7 K L A 7' — /L
HEETT LSO S DOT KL AL LTHRELET,

Engineering VPN UE— h 778X 7 747 b3 TNE) Xy NU—ZIZBETE S L9
NAT BHIZ B LET, ZOBRAIBMLOBRIE Y 08I0l S D K 92, [NAT Rules] A
> C. [Add] > [Add NAT Rule Before "Network Object" NAT rules] Z &R L £ 7,

a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFRELE T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VX RZ %7 Vw7 L, Nty NU—2 %
FIT Ry NU—0 A7V FEERLET, 7V N XA TET FLAD
[Network] & LCERELET, HEIT FLA N T AL —va v b—/LTEMLZRN
TLIEEWY,

* [Destination Address:] [Destination Address] 77 7 X AR ¥ > % 7 U > 7 L. Engineering
VPN7 RL AR F—=Va2RT Ry NT—7 77 FEEBRLET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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AnyConnect 7 S A 7> b b5 7490w T B4y bT—0F7 RLRAZEBRDO KR .

4:inside-network 7 - DB

B= Add Metwork Object

Marne: iinside-network |

Type: ' Tekiwork, W !

IP Address:  |10,50,50.0 |

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

249511

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REHRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

¢) [Options] =U T T, ROTZ 44—/ FERELET,
* [Enable rule] A4 12 LET,
* [Translate DNS replies that match this rule] 4 723 57>, ZZICLTBEE T,
* [Direction:] Both

* [Description:] HLHIOFL A2 AT L E T,

d) [OK]Z27 U v LET,
e) [Applyl 27 V> 7 LET,

CLI D15

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B anvcomect 55470k 5T v oIEHT BRY FT—5 T FLAZHEORE

ATV T6 RTYTEDOHEINES TH LWHIHIZERK L. Engineering VPN 7 K L A 7' —/L & DMZ & »
NU = HOHHRDT AT T 4T 4 NAT @ ELEY, DMZ ARy U —2 Zk[EE7 KL
A Engineering VPN 7 KL A F— v Z5ie7 RL AL LT L £,

AT v T #H LWNAT HH|Z1ERL L. Engineering VPN 7 R L A 7 — /L3 b R TA X —F v b
T 7 BATEDEIICLET, ZOHE. TAT VT 47 4 NATIHMER L EHA, #E5C
T RVAETFAN= | T RUAMBA LS —F oy b =T 4 L 7 WHERT FLAILLES
B0 TY, ZORAIZERT 2ICIE, ROFMHENET,
a) ZOBANMUOKAIL Y I S5 K 51T, [NAT Rules] < > T, [Add] > [Add

NAT Rule Before "Network Object" NAT rules] Z %R L £ 7,

b) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L RZREL ET,

* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] = U 7 @ [Source Address] T
[outside] ZBIRT H &, Z D7 ¢ —/L RICHBIMIZ loutside] BATTSHET,

» [Source Address] : [Source Address] 77 7 X AR ¥ > %~ U » 7 L. Engineering VPN 7
RLRA =N aRT Ry NUV—0 A7 V=7 FEBRIRLET,

* [Destination Address:] Any

c) [Action Translated Packet] =V 7 C, IRD 7 4 —/L REFHELET,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 WV X RZ %7 Y 2 LT, outside £ > ¥ —
Tz A AEERLET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7 C, KDV 4 —/L RZHFELET,
* [Enable rule] #4112 LET,
* [Translate DNS replies that match this rule] 4712352y, Tl LT X ET,
« [Direction:] Both
* [Description:] BRI DRI Z AT) L £,
o) [OK]%#72V vz LET,
) [Applyl 227 V27 LET,
CLI O

nat (any,outside) source dynamic Engineering-VPN interface

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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B

X JE

5: Unified NAT 7— 7 JL

AnyConnect 7 5 4 7 >  HostScan .

File Wiew Tools ‘Wizards

Window  Help

Look For: |

@] Home Q}% Configuration @ Mnnitnring| LS Save @ Refresh | c Back \_‘:]

2=

any
| = "Metwork Object” NAT (Rule &)

7 Site-to-Site YPM

£ management outside = asdm_cuma @ any Tk 5443
outside manage... @@ any Bl zzz2z2 Tk 5443

&._.' Trend Micro Content Security

b
Q} Device Management =

. oo o]

AcC

Firewall o B X Configuration > Firewall > NAT Rules
= eles & . G Edit T Delete 4+ ¥ % [ - Q Find 2 Diagram &7 Packet Tra
----- Q, Service Policy Rules Match Criteria: Original Packet
Eﬁ ;E:riuf; Source Intf  Dest Intf | Source Destination Service
_____ & B A 1 Any Ay 1,@- Engineering-¥FH dﬁ‘ Sales-YPH @ any
¥EL n) Filtering Servers Ay Ay @B Sales-vPN B8 Engineering-¥PM @@ any
Threat Detection 2 Any Arvy mf Engineering-¥PM @B Enginesring-wWPM @@ any
Ay Any :ﬁ!u Engineering-¥PM _1_;‘:,5 Engineering-vPM @@ any
- e 3 Any Arey B8 inside-network B Engineering-¥PN & any
kﬁ) Device Setup Ay Ay @ Engineering-¥PH  mf inside-network @@ any
g_ Firawall 4 Any Any P DMZ-network B Engineering-¥PN & any
7}5 3 Ay Ay af Enginesring-wPN @l DMZ-network @ any
o, Pemote Access VPN ﬂ.n-.-' ﬂz Engineering-¥PM L

Configuration changes saved successfully,

Hs Active docs 15

(=

AT w 78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b

ATvT9

J—27  DMZ Ay NU—7 BIOA &2 —Fy MIEFET D XD ITRE LIZZIZ, Sales
VPN7 RL R T —=ZOWCTR L7 BB A Z M0 IRTVLERHY ET, TAT 747 4
NAT Z{EfH L C, Sales VPN 7 KL A 7—)L T 7 v 73, Sales VPN 7 KL A 7' —/)L
Wity hU—2  DMZ %y hU—27 BIOA ¥ —F vy MOFR Y NU—2 7 KL A%
ORI D L HITLET,

ASA @ [File] * = = — T [Save Running Configuration to Flash] Z3& L, 717 > 7 17 1 NAT
HAIZ =L £,

AnyConnect 7 5 4 7 >  HostScan

AnyConnect 77 74 7 > | HostScan (BL{EIX Cisco Secure Firewall /8 A F v L FEEINL TV ET)
2L Y. Secure Client) IR A MIA VA=A ENTWELTRXL—T 4 VT VAT A, <)L
T TR, T7AT O —NADKY 7 T il &£, ZOFEMIL. Cisco Secure
Firewall /N 2 F ¥ /HostScan 7 7' ) r— g VIZ Ko TIEENE T, RATF ¥ TEAA L NT
IX. A R Secure Firewall 78 A 5+ /HostScan 734 > A h— /L ENTWDHMLENRH D £77,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. HostScan/Secure Firewall 78 X F ¥ DHTIR &4

ASDM UILIZEITH U, HostScan 2312 — K LTV 55415 HostScan 23 M X #1E 9, Secure
Firewall R A F ¥R — KZi 5 &, Secure Firewall ‘J‘X:‘f'ﬂﬁf)’}iﬁﬂ%éﬂi'ﬁ“o EITLTWD
NV g N K> TARINTRR Y 97,

HostScan/Secure Firewall 78 X F v D RIE &

AnyConnect 7 7 A 7 > b % Secure Firewall Posture/HostScan & ¥ = —/L & & 12 32 (21X
BIKTHRD L 972 ASA 2 R—FK > MK TT,

* ASA 84

* ASDM 6.4

SCEP ZR:FHERE 21 4~ 5 121%. Secure Firewall Posture/HostScan % A > 2 b —/L4 B LB &
D E7,

Secure Firewall Posture/HostScan D1 > A h— /L TCHR— N ENBAFRVL—TFT 4 VT AT AT
DWW TIL,  [Supported VPN Platforms, Cisco ASA Series] ZZ&f LT Z &V,

AnyConnect 7 5 4 7 > kHostScan/Secure Firewall RXF v DS54 >
A

Secure Firewall 78 2 F % /HostScan O 7 A & o AZM IR DO L FB 0 T,
« JEAI) 72 HostScan/Secure Firewall 78 2 5+ M AnyConnect 7 7 A 7 > b OF|A (Apex) .

 {&15121%. Advanced Endpoint Assessment 7 A & > A DS MLEE T,

HostScan /\ v 5 —

HostScan /X 77— % ASA IZA X R7 a v /3w /- —3 hostscan-version.pkg & L CTr— R
THZENRTEET, ZO7 74 MTIL, HostScan Y 7 b7 =7 & & H1Z, HostScan 7 A 7 7
VJEBIOYR—FRPEFENLTHET,

HostScan/Secure Firewall KX Fv DA X F—ILET=IE
O N >
TvITTL—Fk

ZOFNETIEL. ASDM ZfEfH L T. HostScan/Secure Firewall R AF ¥ /Ny r—T% A A h—

WNERIZT v 77 —FKL, AN LET, ASDM UL IZERITH Y . HostScan 282 — K&

TUW 5 4A 13 HostScan 28 s 31 E 4, Secure Firewall R AF vy 3im— K& 5 &, Secure
Firewall RAF ¥ NI NF T, FEITLTWEINR—=T 9 Sk TARNTEZARY 17,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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| —meears veN s

HostScan/Secure Firewall RAF v DA VA C—ILEEEFET v TSI L—F .

1R BHHIIZ

\}

ATy T

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17
ATFvT8

GE)

HostScan /3X—3 3 V43 x LARID D 4.6 x AT v 77 L — R L L H & LTWABIBA., LIRTC
feST UT-BETE D AV/AS/FW DAP AR Y 2 —RB LN LUA 22 U 7 F 39 _T HostScan 4.6.x DL
CIEABMTHDLEWVI FHEIERTIHI T T — A v —UNEREINET,

REZE WIS SEDLTZOICETTIMLERS DT XA BT FIENGFELET, ZOFIAT
X, 2OXA TRy 7 2% LT, ZOREZRTT DAIIC HostScan 4.4.x & A#IZ72 %
KOICREEBITLET, ZOFIAEZFIEL, [AnyConnect 7 7 A 7 > b HostScan 4.3.x to
4.6.x Migration Guide] TFEfiZ2 FIEZ ML T &, DF D, BITT 521X ASDM DAP
DORY 2 —_—=VITBE LT, HHMED 720 AV/ASFW B 8 L CTREICHIBR L Th b,

LUA A7 U7 Nt L, EXMIHOLERH D £,

FIE

W= 3 55 L T4, secure-firewall-posture-version-k9.pkg 7 7 A /L& 2 > B 2 —
2l ra—RLET, =TV a3 4x DEA, 7 7 A /VIL hostscan_version-k9.pkg T,
ASDM % BATC [E&%%E (Configuration) 1>[JE— k7% 2 AXVPN (RemoteAccessVPN) ] >
[Cisco SecureFirewall 7R A F + (Posture(for SecureFirewall)) [>[/RRAF ¥4 A — (Posture
Image) | Z#ER L FE9F, HostScan 4x N— 3 V' EHEH L TWAESE, SRAIX[ERE
(Configuration) 1>[JE&— k7% £XVPN (RemoteAccessVPN) ]>[SecureDesktop Manager]
>[RRA FRF¥ 24 A— (Hodt ScanImage) ] 12720 £,
[7v7m—FK (Upload) 1 %27 V v 27 LT, HostScan/Secure Firewall I8 A F ¥ /X Fr— D 2
E—&arEa—H00b ASA D KT A 7% 5 | 21TV E T,
[f A=Y DT v 77— (UploadImage) | ¥ A 7 2Ry 7 ZAT[r—ANT7ANLDOSBH
(Browse Local Files) |%#7 U v 7 LT, @—#/L 2t =—4# L® HostScan/Secure Firewall 7~
AF XN\ r—V R LET,
JelF E# v — R L7z hostscan_version-k9.pkg 7 7 A /b, F721%
secure-firewall-posture-version-k9.pkg 7 7 1 /L &R L, [[BIN (Select) 127 VU v 7 LET,
[B—H LT 7 A AR (Local File Path) |7 4 —/ R&E [7TviaT AL AT MXR
(Flash File System Path) ] 7  —/L R T&R L7277 7 A /LD, A%, HostScan/Secure Firewall
Ry r—=VDT v 7T a— REONRAZKBLTNET, ASAITEBED 7 F v a RIA TR
HHGEX. DT T v a RF 47 %59 & 91T [Flash File System Path] & e T& £ 97,
[UploadFile] %7 U v 7 LET, ASDMIZL - T, 77 A VDab—RN7 T v 1— RiZia
EENET, HREAT O ITRy 7 AL, 77 ANVNT Ty allEFICF Y yn—Rahiz
ZENRREINET,
[OK1 %27 U v 7 LET,
[7v7a—KLizA A=Y O (Use Uploaded Image) 1 44 72/ C[OK] %227 Vv 7 L
T, BEDOA A— L LTT v 7 m— K L7 HostScan/Secure Firewall IR A T v /X r— 7 7
ANEERLET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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. HostScan/Secure Firewall RAF v D7 >4 VX k—JL

ATvT9

ATy 710
2TFv TN

[HostScan% £ %h{t. (Enable HostScan) | £721% [(RA T v A A — % FH%{t (Enable Posture
Image) | A N> TWRWEAIFA T LET,

[Applyl 27 U v 7 LET,
[File] # == —7>5 [Save Running Configuration To Flash] % &R L ¥ 9,

HostScan/Secure Firewall RAF v+ D7 4 X F—JL

HostScan/Secure Firewall R AT ¥ /X r—T% T A VA M—/LT 5L, ASDMA v Z—7 =
AA OB 2—0bHIBRENET, ZIZL Y., HostScan/Secure Firewall 78 A F ¥ 23402 72 -
TWAHHAETH ASA 12 X D HostScan/Secure Firewall 78 2 F ¢ /8w - — U D B AN EIRE S U E
9, HostScan/Secure Firewall R AF ¥ %7 > A A fh—/L L T%. HostScan/Secure Firewall 78
AF XXy —ET7 T v a RIAThbHIBRESNER A,

FIE

AFwv 71 ASDM T, [%ZE (Configuration) 1>[") E— 74 XAVPN (Remote AccessVPN) ]>[RR

F ¥ (SecureFirewall) (Posture(for SecureFirewall)) ]>[RAF ¥4 *— (Posture
Image) ] (Z#E)L T, Secure Firewall RAF ¥ %7 A A h—/LLE T, AnyConnect /N—
Va v AxEMHEH L TWT, HostScan 27 A v & b —/L¢4 53413, [BRE (Configuration) ]
>[V)E— ;7Y EAVPN (RemoteAccessVPN) ]>[SecureDesktop Manager] > [{RX kX &+
A A— (Host Scan Image) | (2R8I L £,

ATw T2 [Uninstall] 7 U v 7 L, HERDIZDIZ [Yes] 7 Vw7 LET,
ATw 73 [Uninstall] 27 VU v 7 LE9,

HFI—THR1) o—~D AnyConnect 7 514 7 > + H#EEE
Ta—I)LDOEY YT

WDOTFNET, AnyConnect 7 74 7 > N HEEEE Y = — L &V N—T R U o —% Bl £,
VPN 2—H—73% ASA (ZHEfe 95 & &2, ASA X245 D AnyConnect 7 7 A 7 > b HEHEE
Ca—NETU REA L ha v Ea—ZIcF T ra—RLTA YA =L LET,

1R BHHIIZ

ASAlZa AL, ZFm—Lary7 4 Fal—aryre—REHBLEST, Ju—3L o
V7 4 F¥ 2 b— g E— KT, ASA [T hostname(config) 7’1 > 7 hEF R LET,
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JI—TFR1) o—~®D AnyConnect 7 54 7> h BEEE S 1 —ILDEIY LT .

FIE

ATV Xy "NI—7 I T7AT 2 N TI7RAHORNERI NV—T KU >o—%BMLET,
group-policy name internal
1 -
hostname (config) # group-policy PostureModuleGroup internal

ATYT2 HLWIA—T R v—%fRELET, ZOa~vr FEANLE®RIZ, JVv—7 K v— =
V74 X2 lb—T gy F— ROF 17 b hostname(config-group-policy# 23R xS E T,
group-policy name attributes

il -
hostname (config) # group-policy PostureModuleGroup attributes

ATY T3 I —7 K —webvpn 2> 7 4 Fab—varE—RefALET, Z0a~vr REAN
L7213, WITRT ASA O a7 ERFR ARSI E T, hostname(config-group-webvpn)#
webvpn

ATV T4 TA—THNOFTRTOL—F—(Z AnyConnect 7 714 7 > M EREE Y 2 — A3 ¥ U m— KX
noEorc, IA—7R ) —EFELET,
anyconnect modules value AnyConnect & = — /L 4

anyconnect module =~ > K@ value 21X, IROMED 1 DLLEERET D N TE 7, Bk
DEYV 2= VERET L2HEIE, LD~ TREY 97,

fi& AnyConnect & & 1 —)L/i#RESR

dart AnyConnect DART (W& LN LAR— kY —1)

vpngina AnyConnect SBL (12 7' A L Hijo> fL &)

RAF ¥ Secure Firewall 78 A2 F v /HostScan

nam AnyConnect x> h U —2 T/ A v Fx—T %

none I N—7 R = 53T D AnyConnect ¥ = — /L & Bl

TOHGEIHENLET,

profileMgmt AnyConnect & # b > %/l VPN
i -

hostname (config-group-webvpn) # anyconnect modules value websecurity,telemetry,posture

EVa— D1 OFYIBRT AT, RELEVWEY 2 — VOEE T EIEE Lo~y REFHE
BLET, 21T, 20a~vr RiZWebtFal) T4 EV2—L2HIBRLET,
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— iz VPN B |

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

Fffar 74 Xal—vark 7Ty va AEVICRIFELET,

FHLlnary 74 Xab—ya URERICT T vya ARVICRFEINS L, [OK] &0 D Ay
T—UNRARIN, WITRTASADT v 7 MRFRRZHVET, hostname(config-group-webvpn)#

write memory

HostScan/Secure Firewall 7R X F v B &E & $i

HostScan/Secure Firewall RAF ¥ N RARA V ha v Ba—2MWERAF ¥y 7 LTyl
FINE L7-t%1L, HREEHT DI, ¥4 F7Iv 7 778 ARY U —0DFE., Lua D
DFERREDY 7Vl NEEBETLIVLERNH Y 7,

LD Ny 7 OFEHIIOWTIX,  [Cisco Adaptive Security Device Manager Configuration
Guides] 2L T 7EEW, F£72, AnyConnect 7 74 7 > b T® HostScan/Secure Firewall
RAT ¥ OEHEDOFEMIZ OV TIX,  [Cisco Secure Client (including AnyConnect) Administrator
Guide] #ZML T2V,

Secure Client V') 21— 3 >

XTI TAT U ML EERBOBBIRHCREORIR L EHEL A v F—F Y FOBREI B
HLET, BXa2T7 7 T7A47 2 MIXY CiscolronPort S & —AWeb X2 T 4T 7T A
TUARTEX 2T I TAT U NeAX Y U TE, JIATV NEEEDHD Y 7 bU = 7RO
Y7 A D OMERIE#ELET, 7747 M, CiscolronPort S &V — X Web £ = U

TA T TITAT o ARERA X —T V2> T D INERBNCHER L E T,

\}

GE)

ZOREICIE, BEX =27 27 74 7 b Secure Client 7 A & > A #AR— kA 4249 % Cisco IronPort
Web tE¥ 2T AT FIAT L ADY J—ARKETYT, £/, ¥X20F 427547

HEEZ AR — h 9% AnyConnect 7 74 7> b U U —ZANRMITF, AnyConnect 3.1 LARFEIZ
DOREZ Y R—F L TWERE A,

X7 BV T4 VU a—arEEET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] DJIEIZEIR L F 7,
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| —#zeaz vPN

B

X JE

6 : [Mobile User Security] 7 4 > K™

Secure Client V') 2 —2 3 > .

é’] Hame G‘c.:? Configuration D Monitaring | a Save @ Refresh | o Back J ‘ 'j Help | l CISCO
Remote Access ¥PN R Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J
""" ? Intrudu;tmll'l &, 1 The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco
Metwork (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites,
AnyConnect Connection Profiles
& - AnyConnect CustomizationLocalization Service Access Control
[T AnyConnect Clint Profile Specify the addresses of the hosts/networks From where WSAs can communicate with this security
- AnyConnect Client Settings appliance.
i} Dynamic Access Policies
{1 Group Policies % add| @ o | [
IPsec(IKEvl) Connection Prafiles e 1P address Mask
F\ddress Assignment
Advanced
Chentless S5L YPN Access
AdafLocal Users
Host Scan Image
| Secure Desktop Manager
t Certificate Management. e
&3 Lepicebehn Service Setup
gﬁ Firewall [ Enable Mobile User Security Service
gg Remate Access YPH
: [] Change Passward
8{! Site-ta-Site VPN
‘,:‘é:] Trend Micro Content Security
o |, Device Management
> e
&} active  docs 15 & 12/20/10 5:24:50 PM UTC

* [Service Access Control] :

L/jzj‘o
* [Add] : %
&£,
* [Edit] :
&£,

* [Delete] :
Ao

* [Enable Mobile User Security Service] :
TINZT D& ASA ~DEHERFIZ WSAIZ K > TEA SN D SR T — REANT D

£

VERH D F9, WSA BIEIE LR WIS, AT —# A1 disabled
P—EREA X—TNMZTDEE. T—EADODEDOR— EFEMEATD

* [Service Port] :

BER Lo 2 7 — 7 Vi bHIBR L E T, MERaShT, LVE

WSA DIBEIL LR DR A FEITFR Yy U —2 7 RLAZHEE

LU 72854t D [Add MUS Access Control Configuration] # A 7 & 77K v 7 A M

BRI L 728261 O [Edit MUS Access Control Configuration] Z 4 7 & 778 v 7 A8

LHbTEEE

VPN 2N Lm0 547 v h&OEELBRE L F9,

720 £,

MERRELET, A— FO#FPHIT 1 ~ 65535 T, BHI AT ALY WSAIZ7oEY 3
ST ENTINT AEE B ESEHZLERHY T, T 744 ME 11999 T,

* [Change Password] :

* [WSA Access Password] :
NZfaE L £,

WSA 7 7 EBRA RRAU— REBETXET,

ASA & WSA DHEOFFECTHE L R p G —7 Ly b 2RRAT—
ZONRAT— R, BHIURATACEY WSAICT oY a = &N

7R ANAT — R E—HIEAMERH D F9,
ELTZRAT—REFANLET,

* [Confirm Password] : &

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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[ Add or Edit MUS Access Control

* [Show WSA Sessions] : ASA IZHt S 472 WSA D& v v UIFREFRTE 7, #Hs
NTW5D (Fizid#Ek Sniz) WSA OFRA NPT KL AR L OB N4 A 71 s
Ry 7 AZRESNET,

Add or Edit MUS Access Control

[(%E (Configuration) ]1>[VE— F7 7 AVPN (Remote Access VPN) |>[x* v hU—7 (7

FA T ) 77 A (Network (Client) Access) |>[EF=aT7EE VT4V Va—ay
(Secure Mobility Solution) ] ™ F® [MUS 7 7 & A OB E 72 13#4E (Add or Edit MUS

Access Control) | %A 7 v 2/ 7R v 7 AT, AnyConnect 7 71 7 >k ® Mobile User Security
MUS) 77t 2%2HELET,

s [Interface Name] : Ry 77X YA MEFEH LT, BINMELEREL TWDHA ¥ —
T oA AL BEIRL £,

* [IP Address] : IPv4 7 RLUAE /(X IPv6 7 KL A& AN TE £,
eMask] : Fry 77Xy URXAMNEMHLT, 4O~ AT7 ZRIRLET,

AnyConnect 7 SA 7V FDHRATARXEO—D)E—
vav
AnyConnect VPN 77 7 A 7 > F ®AnyConnect VPN £V 2 — /v EZ W AX <A A LT, UE— |
a—P—|Z, DDA A—TERRTEET, [AnyComnect 7 74 T ROH AL <A X/v—

7174 X (AnyConnect Client Customization/Localization) | D7 ¢ —/L RZ&HHTIIX, RO HZ
ATDORNARZ~A REINTZT 7ANEA L R— T DHIENTETET,

* Resources : AnyConnect 7 74 7> hOER SN/ GUI 74 22>,

* Binary : AnyConnect 7 74 7> b 4 VA M—FIZRODLFATHRET 7 1 /b, ZHUTIL,
GUI 77 ANVDIEN, VPN TA T M 7TardrA, AU, ZOMDI TA47T
VNI ANBEERET,

« Script : AnyConnect 7 74 7 > b 73 VPN 45§t 2 WL T DATE 72T RICFATT A7 VT
]\O

« GUI Text and Messages : AnyConnect 7 7 A 7 > "MEHT 2524 bLE X vE—,

« Customized Installer : 7 A4 72 bDA LA M—=NVEEFTTDH T AT 4 —54,

s Localized Ingtaller : 7547 N CHEHINDIEEEELEETH N T VAT +— 24,
KEATa T TIIRDOT 7 a v wEZTTEET,

e[ A—="F (Import) 1227V v273%&, [AnyConnect 7 7 A 7 hDHAZ <A XFT
Yz h%&A R — bk (Import AnyConnect Client Customization Objects) ] 4 4 7 1 7 A3
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AnyConnect 7 5S4 7> k DhR4T4 Xea—hyt—vav, yy—2 |}

HLES, ZOXATRTTE, A7V heLTAVR— D7 7 A VEIRETE
\i‘g_(]

e [=27 AAR—1 (Export) 1227 Vv 7 35&, [AnyConnect 7 74T KD AL <A XF
7Yz Nz AFR— bk (Export Customization Objects) 1 %4 7 ZNiEE#LF94, =
DHEALTaTTE, A7V hELTZI AR T D77 A NVERETEET,

*[Delete] 27 Vw7 425&, BRLIEAT V=7 FBHIBRSIVET,

N

GE) ORI AT a T AN BT— RTIEYAR—FEShEE A,

AnyConnect 7 S A 7> b DARZATAXEO—A)E—3 0, V)
\J_X

AVR= T OHAZ LA K= DT 7 A N41E, AnyConnect 7 7 A 7 >~ GUI Tl
MEND7 7 AN E =B LTV LRERHY £¥, ZHIETARL—T 4 VTV AT AL -
TH2Y | Mac ¥ LU Linux TIEXRICF &/PCFREA S VET, 72& 21X, Windows 7 7 A
Ty MO I EEEWZ DI, ME O % company logopng & L CA AR — b
THLERHDET, BIOT77ANVAHTA AR —T5E, AnyConnect 7 7 AT A A
F=Z3tDarR - raZLELEHA, L, MEDETY 7 AL EER LT GUI
EHNABA RTDHEEE, TEOFATTZ 7 ANPOATRED T 7 ANVLHDY Y —A T 7 A )L &I
NHFTZEnTEEd,

AA=T "I —AT 7y A)E LT (72L& 2L, company logo.bmp) 1 AR — b D55, ¥
R—=F LA A=VIE, RCT7 7 ANVAEMBEHLTHOA A=V %A U FR— N5 E T,
AnyConnect 7 7 A4 7 K B AX <A ALET, 7=& %L, company logo.bmp & /7 A X I A
A—VIEIWMA T, ZOA A=V zHlRT 256, L7 7 A VAZHHAL TR LOA A—
Y (FlFmnovAaunId A A=) EAUR—FTDHET, FIA TV MIZOA A=Y
DFRIRZ ke L E7,

AnyConnect? S A4 7 FDHREATAXEOA—h)E— 30, NA
FIERSGY TR

AnyConnect 7 S A 7>V b HRARAE—av/a—h)E— 30, N4 F 1)

Windows, Linux, F72iXMac (PowerPC £721T Intel X—R) 2B =2—X DA, AnyConnect
2747 MAPLEHERT2MABD Y AT FERETEES, 27747 bONNALF Y
TrANEBEEHZ DI EI12X 5T, AnyConnect 7 74 7 > b GUI F & O AnyConnect 7 7 A
T hCLI ZEEHAET,

[Import] A4 717 D7 4 —)L RIFKRD LY TT,
* Name & X #i 2 5 AnyConnect 7 7 A 7 b 77 A VDA HiIZ AT LET,
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B avcomect 5547k ohRATARED—HUE—VaY, GUFHR REAvE—S

e Platform 7 7 A VEFEITTH0S 7T v b7+ —LBERLET,

*Sdectafile 7 7 A VA4IZ, A VA= FFTD7 7 A NVDOAFTERCICT 202I3H ) £
}\/o

AnyConnect ¥ S A 7>V b HRAIRAE—L 3 y/A—hYE—ar, RU9YTh

27 V7 NORERBLIOAZ VT NOHIBREHEOFEMIZ OV TIEL,  [AnyConnect VPN module
of Cisco Secure Client Administrators Guidel] ZZM L T 72 & Wy,

[Import] #4717 D7 4 —)L RIFRO L FBY TT,

*Name: 27 V7 bOA4FTZ AN LET, ARNIITELWERFZHBEL T ZIW, f:
myscript.bat.

«Script Type: 227 U NaFATTHH 4 I 7 &2FTRLET,

ASATT7 7 ANEART YT NE L THAITED L 912, AnyConnect 7 747 > M iZk -
T, V7 4 w7 Ascripts. &7 V7 4~ 7 A OnConnect F 7= 1% OnDisconnect 73— H"—
D7 7 ANIBINSNET, 7747 bBRERT DL, ASAIE, VE—Farta—
2 LG —y h T4 L7 MV AZ VT heF T ra— RLET, ZOE,
scripts. 'L 7 ¢ v 7 2 HIFR 41, OnConnect % 72 1% OnDisconnect 7° L/ 7 PV
DOFEFERY FT, =& 21X, myscriptbat A7 U 7 h & A AR— b L7254, ASA BT
A7 U 7 N scripts OnConnect_myscript.bat & 72 ) £9°, UE— K 23 I: 2—% T
A7 J 7 ~E OnConnect_myscript.bat & 720 £,

27 U7 SOEITOEEMEZMERT 72012, T_XTDOASA TRILAZ U 7 & REEET
HIEVICERELET, A7 VT M2 EEEITEBRT 2561, BAX—Ta 0 LR 4R
EHHAL, 22— =087 D AREEDO H 5T X TO ASA IZEHRA S V7 N &2EID 4T
F, 22—V =PRI HE. HLVWAZ VT MIEVFECLIOAZ ) F RN EEX S
nET,

e Platform : 77 AV EFEITTH0S 7Ty b7+ —LEBIRLE T,

» Select afile: 77 A VAL, A7 VT MK LTHRELZA4RIERICTHIMLETIHY F
A,

ASDMIZE > TTZ 7 ANBY —RA T 7 A )VnbA AR — K &4, [Name] ([Zxf L THE L72#HT
LWAARTMER SV E

AnyConnect 7 SA 7> b DHREFIAXEO0—A)¥— 3>, GUI
TEXFAREAYE—D

T 7 4 N OEWT — TNV ERET S0, FEH LT —7 V&1 LT, AnyConnect 7
FTAT LV FGUUZEREINDTFA A v E—VEERTEXET, ZDO~31 i, [Language
Localization] <A > & Al UHREZ FiH £, KV ®ERFIHEEII OV TIL, [Configuration] >
[Remote Access VPN] > [Language Localization] {28 L ¥ 7,
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AnyConnect 7 5S4 7> k DHREIA XEO—HJHE—Lav, hRETA RS VR =5 +5227+—4 ||

Y =S DIEE DR AATINZ T, ZONA EL[A] A FZ & BIOR %
Zi 2.7 [Template] =V 723 H Y £7,

Add : [Add| R HF > %227 ) v 7 $TDHET 740 hOERT —T O a e —NE &, BEHERE L
FORGETHZENTEET, RIF7V 7 ANVOSELZINL, 77 A LVADTF A NOSFE
BCRETHZENTEET,

BT —TNDA Y=V HBNAZ A ZXT D56, msgid TEE LRV T ZE VY, msgstr
NOT XA NEEHELET,

FUT L= NDOEBEIEELET, T 7L — MIF vy v 2 AF Y NOEWRT — 7 LI
D, BELEANNGEET, 79 UVFOEEAS T v a v E RO S DR ZHEH LT
I, ez, PEEOT T NVEERT HEZICIEZFHL T LA, IEICX-
Tk sns zh LW OMREZM A L £,

[Template] €5 > 3 >
« T U7 L— MNERE R L TT 7 4V NORGEEWT —7 /T 7 AT HIZIE, [Template]

Vv LET,

« T 7 4V NOYGEEMT —T N aFoR L, REIE U TRET I, [View| 227 Y v
LET,

« T 7 A NORFELEBRT — T NV D A —E TR TIRAT HITIE, [Export]Z 2 U > 7
L/iﬁ‘o

AnyConnect? S A 72 FDHREITAXEO—H)E— 30, AR
AIARXENIZA VA =5 FT VR TH+—LA

B LTEMME D N T v AT =2, VATV M AV A =T Fu T L& L CTRHA
952 &1L 5T, AnyConnect 7 747 K GUI Z KIBICH A~ A AT HZ ENTEET
(Windows D&) . F T AT 4 —L% ASAICA VR—bT2HE, AV A —F Tl T L
PHEHALCEMINLET,

NI A7 —20wEMAEE L TERIRTEX 500% Windows 7217 T3, F T A7 4+ —LDEE
FZ D\ TIE,  [Cisco Secure Client Administration Guidel] ZZ ML TL 72 &,

AnyConnect7 5 A 72 bDHREZIA4RXEO—H)E— 3>, O—
WA XENF=A VA M—=F FSURTH—LA

NIV ART 4 —L%HERALT, 7947 P AVAN—T T0 7T AIRKRINDAvE—
VERRTEET, FIUVATF—AILEoTA VAN L=V a VRNERSNETA, ok
Fa2 T4 BAMSLIIE L LEREAL, TNED R T VAT F—ATIEA VA M—JEEET
DEREN, 7747 b GUI BmEiFER S EE A,
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. AnyConnect 7 54 7> b h X3 LEH

AnyConnect 7 514 7> k h XA LEM

71 A H LJEPEIL AnyConnect 7 7 A 772 M IZEE Sdv, LTFIORT X9 REEZ R ET D729
WA SNET, DAZABHICIZZ A T AR EOMERH Y £, FANIER LTI AL
LEMIE, FAFI 07 T RBARY =L N—T R —DOlGFTHERAENET, Zh
5DOHAH KBEMEOEREIZOWTIL,  [Configure Secure Client Custom Attributes in an Internal
Group Policyl] 2 L T 72 & W, 2HOSEIERHRO N A X KM@k ERE L OGE
LT,

* DSCPPreservationAllowed :  (DSCP DfRFZAIL) ZDONAY LgttzREd 5 &,
Windows F 721X Mac DA XL —F 4 > 7 VAT A 7T v N7 % — AT DTLS #ki D
Differentiated Services Code Point (DSCP) 2l S nE 4, Zo@EaiH+Ts L, T3
AL, BIEOFELZZITR0TWNT 7 oy 7 AERNEAA T U, ERIEA AT Sz b
TI4 I~ —T T TT U MY U REROE AW ET S22 LN TEET, FHMC
SW T, [Cisco Secure Client Administration Guide] @ [Enable DSCP Preservation] 7
varEZBLTIEIN,

fEIX True £721% False T3, 7 7 4/ b ClEX, AnyConnect 7 71 7 > | |% DSCP DLRAF
EEITLET (True) o FEHTT HICIE, ~y Ry RTH ALY L@ETEEZ false (ZRXE
L. Bz gL £9,

DeferredUpdateAllowed & 7= & DeferredUpdateAllowed_ComplianceModule :  (ASA TH
O 2 FM) ZNDDIAZ LBWERHRESILTWDHEEIC, 7747 NOEH
DRIMAFTREIZ 72 D & AnyConnect 7 T A 7 & MMIH & 34T 2 0 EW 3 2 )& 22— % —
WCFhRL XA T a & E4, FEMIOWVWTIE, [Cisco Secure Client Administration
Guidell @ [Enable AnyConnect 77 7 A 7 > | Deferred Upgrade| %7213 [Configure Deferred
Updateonan ASA] #ZM L T3y,

fEIX True £ 721X False T3, True %A, BT OIEMN G20 £9, HHOUER
% (False) OFA. TilOREITEH SN E T,

+ DeferredUpdateMinimumVersion_ComplianceM odule & 7= (&
DeferredUpdateMinimumVersion : B ZEH TEX 5 L D12 572D A A h—/b
TAHINENRD DI/ — 3 D AnyConnect 7 7 A 7 2 K,

L xxx T, T 74/ ;£ 0.0.0 TY,

» DeferredUpdateDismissTimeout : B HTDIEM 2 FER T 5 4 A 7 1 7 RFoR ST
5. BHEIWIZPAL 2 £ TCOME, THOLEMEZHERT 244 T I BERINDGE
WZOHEH I ET,

EIX0—300 0 Cd, 74/ ME150 T,

« DeferredUpdateDismissResponse : DeferredUpdateDismissTimeout D FAERFIZFEITT 5
TIvaly,

fEIX defer GEH]) F7-1ELupdate (BEH) TI, 7 74/ b update TY,
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AnyConnect 7 51 7 > + H R 5 LIEM .

« dynamic-split-exclude-domains<fg &> <k A A4 D) X k> F1=I&

dynamic-split-include-domains<@4&>< kAL VDY R +>: (XA FIv T X7 Y v |k
oo T7afGMb) ZOHAZ LBMEEZERT 22 L1280, M RIVORELIZIT,
BRABNDDNS RAAL VZIZFESWTENINZ AT Y v "BRIV N R ) T %4TH Z LR T
& F£79. dynamic-split-exclude-domains ZiEBf19 %5 Z £ IZL Y, VPN k& RILDINRD 7 T
AT NMKDT IV BANKERT T RERITI Web —ERXEZ AT TEET, FHMIC
DU TCIE, [Cisco Secure Client Administration Guide] @ [About Dynamic Split Tunneling)
ESRLTLLES N,

EOREMA X, AETEDOARTZIEE TE £, 72L& 2L, anyconnect-custom-data
dynamic-split-exclude-domains excludedomains webex.com, ciscospark.com @ X 5 IZ L £,

managementTunnelAllAllowed : (%2 VPN ko L2 FHML) —HF—2BAtA L7= % v
R —ZBEICEBE LN L DI FF VPN b RUTERNTH H720) A7V v b
WE R T ORENT 7 4V hTRETT,

I true L7213 false T, ZOEWEZ A ——F 1 R T 558185, BEA LEOW T %
truelCRELET, TOXIIIKRETDHE, MGTDIP 7'v h 2/LOFRIED tunnel-all,
split-exclude, split-include, F 7=1% bypass DT DA, AnyConnect 7 7 A 7 > b I
BH 2N OBUIERE T,

Usel ocal ProfileAsAlternative : Cisco Secure Firewall ASA C Cisco Secure Client 7' 12 7 7 A
Jv (IH4 X AnyConnect) Za%ERTIZ, 77 A7 /3 KT (SCCM, MDM, SecureX
Cloud Management 72 E i L C) F'v 7 7 A L&A T 556 1E.

UseLocal ProfileAsAlternative 77 2 % L@ CE £, ZONAZ LEHERET D
LI TAT U MIRELE TV 77 VI RIZ@EEOT 74 hTIE R u—nv (T4
A7 1) @ Cisco Secure Client 712 7 7 A L&A L4, FFMlcH>WTIEL, 7 FI=

v — a3 F7A4 K@ [Predeploying Cisco Secure Client] Z#ZH L T 72 &0,

a—Anra7rANEFEHE LYy a OMENLIE, 1) UseLocalProfileAsAlternative 73

AR ESNTVDEHE, BLU2)ASAZL—F R o —Tua7 7 A ARRESNT
WIRWERIZOHFEELE T, ZOWAZ LFEEZRE L, ASAD T NV—TRY 2 —HiRk
725 Cisco Secure Client 7’12 7 7 A VA JTICR LTV HIBR LT LaWgGE, 74— R

U o —THERL X 3177 Cisco Secure Client 7' 1 7 7 A VW3R S, B A X2 LBIEDOFREN

A IND B CHEASNET,

20 AR
& : true/false

no-dhcp-server-route : (/X7 Y v 7 DHCP #—/3—/L— RN DOFE) T DOHAX LEMEIZ X
¥ . Tunnel All Network 235X E SV TV ST —H/VDHCP N7 7 4 v 732 VT T
FARNTHND X D270 F£9, AnyConnect 7 7 A 7 > b &, AnyConnect 7 7 A 7 > k
DEEREFIZ 7 — A1 )L DHCP Y — R — | ED /L — R EZBML, AA RO LAN T X
TR T 4 V2 Bl LC, DHCP b7 7« v 7 %FR< 4% — hOFT_TO
N T4y ETay 7 LET, FEMIZIOWTIL,  [Cisco Secure Client Administration
Guide] @ [Set PublicDHCP Server Route] &7 g VA& L TS0,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B orsecvensSa7o TRy

VX true £ 7213 false TI, b o RAFENLIRED/XT Y w7 DHCP H—/3— jL— MERK %
IREINNTWDELENH

i} 572912, no-dhcp-server-route 77 A X NJRMENTFAE L, true [ZFRE

D iﬁ—o
(7 3y OB Z SR — h 5 X 5 IZ Linux Z3%7E) [Tunnel
HESNTODERIETY 7 1 v Ok

* circumvent-host-filtering :
Network List Below] 232 7'V v b b1 U 7 I
Linux #f%E LET, FEMIZONTIE, 7%y bORS E

4 - Nl N RS W s N Al
A= T 572D Linux DFRE (93 X—) 2L T 7E30,

fEIX true E 7215 false TH, true IZREL 7,
(Linux?®#) AnyConnect 7 7 A 7 > bk (&, Split-Include ¥ 7213

* tunnel-from-any-source :
Split-Exclude k> R/AVE— ROMLEDKEELT RLVAZFFOTy NEFAILET, VM
A AL AETIE Docker AT FNOFR Yy MU =07 7B AEFFATEET,

\}

GE)  VM/Docker THEAEIN DRy hU—271d, WO b RANLER

NTHLERH D FT,
e perapp : E/3A LT /314 A (Android F 7213 Apple i0S DA) LOREDT Y r— =
[ Cisco Secure Client Administration

&y PTVPNERAEH S ES, FEC OV TR,
Guide] @ [Create Per App Custom Attributes| =7 3 S L TS0,

BEERETHEIL. R —Y—nnd BASEM ERAZ 2 — L CZ ZICAE 0 17T 1

S EOEZBEML £,
123 %121, [Configuration] > [RemoteAccessVPN] > [Network

INHOMREOHHZ & HIC5%ES
(Client) Access] > [Group Polices] > A == —T, ERFKHNAZ LRBHEDIZE AL ELFFED T

N—T" R Y = ZBEA T D BERH Y FT,

==

AX AL

IPsecVPN UV S A7 VYT 07T

\)
VPN Y SA 72 FETAEHEKRP T, Y R— AR TLTWET, VPN FA4 T RO
[ZOWNWTIE, ASAR—T 3 921232 ASDM DO~ == 7 )L EHM L T 72 &V, AnyConnect

GE)
Y XaT TV T A IV TAT U MITYTIL—FTBIEEHELET,

Zone Labs Integrity Server
[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced]> [IPsec]> [Zone

Labs Integrity Server] /X% /L ClZ, Zone Labs Integrity Server # %7 — 95 &£ 512 ASA & E
TEET, 2O ==L, F'ITA X=Xy NI—T T IV ERATDHIVE—bF 7 T7A4T
Xt S U7 Integrity System &V H AT LD

FCEF2VT 4 R —%@EMT 5T
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Zone Labs Integrity Server .

T, FEMNTIE, ASAR T 7 AT U A — P —N—ZxT 57 TA T FPCOTF Y
L L CHERE L, Integrity 7 74 7 > b & Integrity % —/N—F] THE/2 T TO Integrity [EH %
ULr—LET,

\}

GE)

BEOV ) =20 X2V T 4 77747 2 ATERFERIZ 1 B0 Integrity Y—/3—D &3
AR—=FEINTWETN, 2=V — A ¥ —T7 A ATIHEKS B D Integrity Y— 3 — DK E N
PR—FENTWET, 77T 4 7R — " —ZEENREAE LTZHA1E. ASA L THID Integrity

P—R—%HREL T, Z7I9AT L FVPNE YT g VML LT EEN,

* [Server IP address] : Integrity h—/N—®D P 7 RLAZ A LET, Ry MEx 10 EEZME
HALET,

«[Add] : B LW — 3—1P 7 K L A% Integrity V" —/3—D VU A MIBMLET, ZOKRHZ
Ui, ServerIP 7 KL A 74— /L RIZT RLABR AN END ET 7T 4 712720 %9,

* [Delete] : #E4R L 7= W —/3—% Integrity —/3—D U XA F S HIBRL £97,

* [Move Up] : B4R L 7= — N—% Integrity —/"—D YV A NNTLIZBEH LEST, ZOHR
ZAE, VA MY == 1 B EFET 25T TE £,

* [Move Down] : &R L 7= % —/3—% Integrity h—/S—D U A NNTFICBEILET, 2D
REAL, VA MY —=N"=0 1 BUFET 2GR THEATE£7,

* [Server Port] : 77 7 « 772 Integrity —/3—% U v A 925 ASA DR— "NEFE AT L
FT, ZDO7 4 —/L KX, Integrity Server ® U A MZH— =372 &t 1 HLULEAFTE
THGAICETEATEET, 7740 b AR— FESIL 5054, #iPHIE 10 ~ 10000 T,
ZD7 4 —/v RIL, Integrity Server U A NIZH— =3 FET DGA ST TE £
R

* [Interface] : 77 7 4 7 72 Integrity h—/3— & BET 5 ASA A v ¥ —T7 = A4 A& BRIN L F
T, DA U H—T oA A% A== —|L, Integrity Server U A N NIZH — N—3MFET D
el R TE £,

* [Fail Timeout] : ASA X7 7 7 4 772 Integrity r— N—|ZE[FETEX RN LEEHESTHET
DRI A AN LET, 7740 M 10 T, #PAIX, 5~20 TY,

* [SSL Certificate Port] : SSLFRFECHHT 5 ASA DR — 2 ELET, T 74/ hDFR—
kX 80 T,

* [Enable SSL Authentication] : ASAIZ LD U E—K 7747 F® SSLGEWEDFRGEE A
X—=TMZTDEEICAH AT LET, T 74NV RTIE, 7747 2 hSSL#EREIET « &—
T o TWET,

* [Close connection on timeout] : & A A7 7 NRFIZ ASA & Integrity Y—/N— [ DO A & T
TOHGEICA T LET, 7740 M T, HERsHERr S ET,

s [Apply] : B E % FIT L TV D ASA IZ Integrity v —/ S— DR EEEH L £7,
* [Reset] : F 7258 H S LTV 7220 Integrity Vr— S — DR EDEE 2 HIFR L £,
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B osexus—omm

ISE R') & —DiEF

Cisco Identity Services Engine (ISE) 1%, ¥¥ =2 U7 4 RNU U —FHBIOHIE 7 v b7 +—
LATT, A, VAV LA, VPNEEGOT 72 ZHllit vX 2V T 4 avFIA4T A% H
Bk, o7 LET, CiscoISE (XFIZ, Cisco TrustSec LiHLEL TEFX =T 77 A &
AN T 7R RERMEL EAFET AL AFFHIAL (BYOD) A =77 4 7 AP HR— b
L, EHARY >—%@HT 272D S E T,

ISE Change of Authorization (CoA) H&HEIX. FRRE. #8°], BLOT U T 47 (AAA) B
varogtkt, v ioa VST WE?“%UM);UJ A LERMLET, AAA D—
P—FlFa—F— V=T ORI > —%EHTT5H L, ISENDH ASA ~CoA /™7 v N EHE
EELUGREZBELE L, LAY U—Z2@HATEET, 410 T4V RAF ¥ EMAA >
L (IPEP) 1. ASAIZ K > THEN. &N VPN v g T /A ar ba—L J Ak
(ACL) Z#HT24EIH 0 A,

ISE RV o —DFEMilL, RO VPN 7 FA T b THR—FENTWET,
* [PSec

 AnyConnect 7 714 7 > |
* L2TP/IPSec

VAT A T7a—IROLEEBY T,
1. = R a2—3%—72 VPN 8 2 Bk L7,

2. ASAX, ISEIZKI L Ca—Y—%FEL., X v MU~ ~DRET 7 B A%+ 52—
PF— ACL 2T HL Y £,

3. THUUT AU TR A =N ISEWCEREEN., By a B EnET,

4, RAF ¥ TEARXALIBNACTZ—Y v FEISERITHEB I TONET, 2071k R,
ASA [TEEI T,

5. ISENCoAD R — T vz ZRALTASAICRY) P —DOEFEZEREF LET, 21
Wk, Xy NU—0 TR AMEREEDDHH Lna—%— ACL 23#kB S E 3,

\}

GE) %D CoA BHia L, #D T A 7 % A LFUTBMOR Y 2 —2fiN ASA IZ BRI TH
NHEENRHY 97,

ISEEFRIZE R DERTE

ISEFR AR 2R ET H121%. ISERADIUS r— —&&Teh—_— T —T B L, U E—
k7 7% A VPN 3 m7m774w(byﬁw)f%@%—ﬂ~7w—f%ﬁﬁbi#o
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ATy

isexazEnss

FIE

ISE #—/3—® RADIUS AAA r—— L —T %R TELET,

ROFMT, FNROBEERLTVET, BEIISLCT, Z =T OMOBRELZRETE %
o K OBGEITIT, FEAEDR Y NI =2 LTIT 74V FRENH Y £7, RADIUS
AAA == TN =T DFREDFEMIC OV T, SRR ary 7 4 Falb—var A Fx
ZRLTIZSN,

a)  [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % i
RLUET,

b)  [AAA Server Group] FHIL T, [Add] %27 V v 7 LE T,

c) [Server Group] 7 « —/V RIZZ V—7" D4R A LET,

d)  [Protocol] K w7 &> U X NHi RADIUS $h—/N— ¥ 4 T &N L 7,

e) [Enable interim accounting update] & [Update Interval] 2384k L, RADIUS Hfi]7 7 > T 4
VIEBA U RNEMRNCAERESND XD LET,

ISEiX. ASAZREDNAST A AMBZET LT AT 47 La— RIZESNT,
TIT 4Ty a DT 4 V7 N ERFLET, 2L, By a BT 7747
ThdrEVWIEIM (THIT AT Ay E—VFERIIRAF Y bToPFrvay) &
SHEIZE Lo 28A . ISEIZT — 2 RXR—2AnbZ Dty a Dl a— REdIiL
FT, HFRERFFHOFEW VPN BN HIBR S eV L 2123212, T XToT7 7747
v a I OWTISEICEMMICHE T Ao v T 4 VA v —VEEETD &
AN, IN—TEHRELET,

INOOEHEFET HMRE RN AR TEET, 7 7 4/0 MI24FEH T, HBE
T DT 1~ 120 TT,

f)  [Enable dynamic authorization] % 3R L %9,

ZOF T a k. AAA — 33— ZL—F 0 RADIUS O&EH9EE R (ISE #F A28 5
CoA) #—ER%ZAF—TMILET, VPN b FATH— = F =T ZHRAT 5
& %95 RADIUS H—/3— 7 /L— 778 CoA AT B ER S 4L, ASAILISE 2 H 0
CoA R Y o — BN~ h &Y v 2> LET, BIOR— N &MY 5 & 510 ISE 4—
N=NHEESNTHRWVRY . R—F (1700) Z2ZEF LW TL &0, FRh7#PHIX
1024 ~ 65535 T,

g)  FSFEIZ ISE Z i L7254 1E. [Use authorization only mode] % Z&R L ¥ 97,

DX T aE, A= N —TERANEHT D L FIZ, RADIUS 7 7 & AEK
AvE—U0R, AAA P —_R—HIZREINTWVAH AT — RFHFRUIK LT, A
) BERE LU THEIND ZLZRLTWET, RADIUS — "—D3@E/ AT — K&
BETHE, FONRAT— RFEHINET,

7m& 2IE, PRERC Z DY — " — N —FTla e FEEHEA AT A0, BAEH
EF—REFEHLET, VPN h RV TORAET AT T 4 T OF—N— T )—
TS B AREERH D05 T,

hy [OK]%ZZ27 Vw27 LT, == TN —T%REFLET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



— iz VPN B |
B osesazzons

i) P—— T —T %I U725, [Servers in the Selected Group] Y A K C[Add] &7 U v
2 L. ISERADIUS #—"—% 7 /L—FITBIML £,

F—BHEZU TR LET, LBEISUT, tMORERIZT 74V b EFETE E T,
* [Interface Name] : ISE %r—/"—|ZE[FET H720ODA L F—T = A A,
s [Server Name or IP Address] : ISE #—/X—DHR A M4 E/ILIP 7 FLX,
o (fEE) [Server SecretKey] : #fi a5k 5% —, F—%&E LRV E | HEFIT
FofbsnEEAL (FL—rTFZAL) , ZOF—13 127 LFFE TOFEF) OHE
RS AL, KICFENLFORBBH Y | RADIUS H—/3— EDOF— L [H LEIC 7Y
7,

i) [OK] &2 V> 27 LT, ==& L —TITBEMLET,
== T N—TIZHID ISE —"—ZBML £,

ATYv T2 VE—KTI7EAVPN CISEV—N— 7N —T%MHT 572010, FET 07 74 V& HH

L/i—a—o

LIFOFNEE, ISEBIHOREAS T > a NZOHFESE LET, HIEMNZRY E— K727 EAVPN

EAERLT D121, 2oMoA T v a VA RETLILERHY £, VE—KF 77 EZXVPNOD

FEEZONWTIE, ZO~=2 TV OMOEFTOFBICHE> T EEW,

a) [&%%E (Configuration) 1>[JE— F7%Y £AVPN (Remote AccessVPN) ]>[Fy kD —
9 (U347 k) 7YX (Network (Client) Access) | [AnyConnect 7 5 A 7 > | HE#R
70774 JL (Connection Profiles) | ZE4R L £,

b) [Connection Profiles] 7—7 /L C, a7 7 A N EBINELITHELET,

¢) [Basic] X—T T, @IEHFRZHE L ET

« WFEIC ISE —"—Z M T 585513, [Authentication] > [Method] (2%t L T [AAA]
ZER L, KIZISE AAA —"— 7 L—T %R L £ 7,

« FAIHIZDIRISE Y —"— TNV —T %R ET D56 1%, BIORFES R ([Certificate] 72
E) R LET,

d) [Advanced] > [Authorization] ~—3"C. [Authorization Server Group] {Zxf L C ISE #—/3—
TN—THBIRLET,

e) [Advanced] > [Accounting] ~<—"C, ISE %—/X— J L —7 23R L 9,

) [OK]%Z27 Uy LCERARFLET,
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i

VPNDIP7 FL X

cIP 7 RLREIDYTHRY > —DFFE (187 ~X—)

e —HNLIPT FL A F—LORE (189 <—2)

« DHCP 7 R LU AREDKE (192 <—)

e —H) 2—HP—~DIPT RLADEY YT (193 X—)

IP7 KFLREIYHETHRY) O—DEHRTE

ASATIZ. VE—RT I BRAIZSAT U MIIPT RLAZEID Y TAHRBIZ, kD 1O ED
FREFHTEET, BHOT FLAE DY THRERET DL, ASAIZIP 7 RLARED
MBETEA TV arZBRBFLET, T 74/ FTHH, T_XTOHFNRA RX—T W72 > T
F9,

* [Use authentication server] : =—%—HNL THNBFRIE, BRI, T AT T 4 7 H—r3—=h
57 RLAZTUGLET, IPT R L ADPRE SR — A — %A L T\ 5541,
ZOHFREFERTHZ EEBEIDLET, AAA P — 3—[%, [Configuration]>[AAA Setup]
RAVTRETEET, ZOHKEILIPvE BEIOIPve OFEID ¥ THRY —IZfEf T &

R

« [Use DHCP] : DHCP #—/S—/Mn 5 IP 7 RL A%/ L £4, DHCP 2079 25413,

DHCP % —N—%RETHMENH Y £, £/, DHCPH— —THH AR/ IPT KL
ADHPA G ERT HMLENH Y £9, DHCP ZEH T 5554 1%, [Configuration] > [Remote
Access VPN] > [DHCP Server] XA > CH—_"—%FHELET, ZOHEILIPvE OEID Y
TRY =i TE £,

* [Use aninternal address pool] : WEBHIIZERE S 72T R LA 7 —LE, I bk ENE 7 T
RLA 7= EY S THATY, ZOHEZEMNT 5561, [Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Address Pools] <
AV TIPT RVA T —NERELET, ZOHEIXIPvEEB I OIPV6 DEID 4 THRY > —
WA TE £,

* [Allow the reuse of an IP address so many minutes after it is released] : [P 7 KL A7 KL
AT =MIRENTRIS, IPT FUAZHAMT 2 E TORMEHEEL T, BIiE
2T 2 2 L2k IPT FLARTSICHEID B TIND Z EITE > THAET

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



VWNOIP7 FLZ |
B rrevzavactivaone

HBREENR 7 7 A T U —NVTHELRWNWEHICTEET, 774V TR, ZhUTTF =
7 ENFERHA, DFV, ASAITRIERFZE L A, BIERHEZHEET 2551
Ty IRy I AT T \ETva%ﬁﬁbﬁfféiﬁmﬁﬁ%l~%mD
FHCHRELET, ZOREERIT, PV EIDV Y TRY —CHEHATE £9,

WONWTNPOFTREFEA LT, IPTRLRAZVE—NT 78R 7747 MIEY BT
FHiEERELET,

P7RFLREIYLETATL I >DETE

FIE

R T 71 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy] Z3R L £,
ATw T2 [IPv4dPolicy] =U 7 C, 7 RLAREID Y THREA I L TEMIT S0, A 712 L TEHDIZ
LEd, ROGEZ, 774V FTHIT > THET,
* [Use Authentication server]: IP 7 N L 2 Z 23 2 72 DIZFRE LIZFBRE, FFRl, 7T T 4
Y7 (AAA) V== TEHLIITLET,

« [UseDHCP:IP 7 R LA Z MU T D 1-DITRELTFAFT Iy I RA a7 4Fab—
vay 7ua kha) (DHCP) h—"—%HHTEHL5ICLET,

* [Use internal address pools] : ASA TaxE SNz —A/N T RV A F— LR ELHHTE 5
Lol LET,

[Use internal address pools] Z BT 2546, IPv4d 7 RV ABK S Lictk, DT KL AD
FHHIHAZA0CTE 9, You canspecify a range of minutes from 0-480 after which the IP v4 address
can be reused.

AT w T3 [IPv6Policy] =U 7 C, 7 RLREN U THREA L TEMTT S0, A7 L TESIC
LET, ROFEZ, T 74V N THBIZ/>TOET,

* [Use Authentication server]: IP 7 R L 2 Z 232 72 D IZ5%E LZ38GE, #FRl. 7D T 4
Y7 (AAA) V= n—ZfHTEHLIICLET,

* [Use internal address pools] : ASA TEXE SN/ —H/V T RLVA F— AR EXHEHTES
Lol LET,

ATy T4 [Applyl 27 U v 7 LET,
ATy TS5 [OK]Z7 V7 LET,

ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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7rLzayscrzozs |

7 FLREIY STHADERT

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy] DJEIZERIN L FE 7,

O—AJIPT7 FLR T—ILDEKE

VPN UE— b 727 A b RWUIxELTIPVE 721X IPv6 7 R LA T — L& RRET HITIE,
ASDM % P&, [Configuration] > [Remote Access VPN] > [Network (Client) Access] >

[Address Management] > [Address Pools] > [Add/Edit IP Pool] ZE&4R L 9, 7 KL A 7 — /L Z&Hl
B9 5I2i%, ASDM %[ %, [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [Address Management] > [Address Pools] Z @R L £3, HIRT 27 FL A F— /2@ L,
[Delete] #7 V 27 LET,

ASA 1T, B OB 7T 7 7 A IVET-IZ o T—FICHEASNTT R R F— L& fifi
HALES, 7 NVORERFIZFEETYT, 7 n 7 7 ANVERIT I V—T R —I2EED
T RUVA T—NERETDHE, ASAITEBNMESHEZIECER O —VEEAL £,

O—ANTRWTT Xy hOT RLRAEEID B TEHEHAIL, TDOXH Mty hU—7 HADL—

NOBIMNEZIZ DL, 373y NOFEREZHYT AT — L E2BINTHZ EaBEIDL
F9,

O—AJLNIPMT7 KLR T—ILDOEE

ATvT1

[IP Pool] =V 7IZiE, RESNZT FL A F—W, ARIZ LI, TRENRDIP T FL A%
PH (7= & 21E, 10.10.147.100 ~10.10.147.177) & & HIZEREINE T, T—ABFE LNV
A U TIFZETT, ASAIL, VA MIRRENDIAFECTCINOOT =V EHEHLET, &Y
DT —=NVNOT RUANTRTEID LY Tond &, ROT—LOT RUARNEH S, LUTFH
HRIZABE = ET,

0—H VTR TRy hOT RLAZE DU THEHIL. ZOLHI> Ry NU—7 HD)L—
NOBIMNEZBIZDE 9, 373y NOFEREZHYT AT — L E2BINTAHZ EaBEIDL
F9,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools] %3 L %7,
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B c-rrre7 Lz T-rome

ATv T2 IPvd 7 KL AZBINIT 5121, [Add] >[IPv4 Addresspool]l 227 U v 27 L£7, BEfFOT KL

A T —=NVERETHIZIE, TRVA =)L 5—7 T, [Edit)| 227V v 7 LE7,

AT w73 [AAd/EditIP Pool] A 7 7Ry 7 AT, IROEREAITLET,

* [Pool Name] : 7 R LA F—/LDA4FTZATILET, K64 LFEHBETEET,

« [Starting Address] : X E SN2 ENTND T — /L CTHARRERRAIDIP 7 RL A &R LE
7, 72 & 21310.10.147.100 D L 51T, Ry MEE 10 R EZLEH L £7,

* [Ending Address] : fX/E SN2 ENEND T — )L THEMATREREE D IP 7 R AZ/R L%
T, 72 21310.10.147.177 O X D12, Fy MI&E 10 #EEELAHEN L X7,

* [Subnet Mask] : ZDIP 7 RLANEE TV 7%y hE2EELET,

ATY T4 [Applyl 227 U v 7 LET,
ATy 75 [OK] &7 Vv 7 LET,

O—AJIP6 7 KLR 7—ILDETE

ATvT1

[IP Pool] =V 7IZiE, RESNZT RL A F—/LN, ARIZ &I, BBIP 7 FLA#ME, 7
RLAF VLT 4 w7 A, P—=IVICRETEDLT LA L L bICERENET, T— RN FE
LaWgE, = U 72 TT, ASAX, VAR MIERRENDIEFETCINLDO T — Va2 HEHLE
To MAIDOT—NVNOT RUARTRTEDYTONDLE, ROT—NLOT RUABRHEHE
. UITREBRIZAB S E T,

O—ANTRWTT Xy hOT RLRAEEID B TEHEEAIE, TOXHxy hU—7 HADL—
NOBIINES DX, Y73y hOBEREHYUT L7V E2EBNTDHI L2880 L
F9,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools] iR L %7,

ATY T2 IPv6 7 RL A &BIT5I2i%, [Add] >[IPv6 Addresspool]l #7 V v 7 LEd, BEFDOT KL

A F—IVERETHICE, T RLVA =L T —T AT, [Edit) 227V v 7 LET,

AT v 73 [Add/EditIP Pool] # A 72 /R v 7 AT, IROIEHRE AT LET,

« [Name] : REINZET FL A F— VD4R ZERLET,
[Starting IP Address] : X E S AL7c 7 — /L THHFIRERERAIDOIP 7 RLAEZ AN LET, 7o
& zIE, 2001:DB8::1 & 720 £97,

o [Prefix Length] : IP 7 KL A L7 4 w7 AE&E Yy NI TANILET, 7=&xI1E, 32
IZCIDRFFR TR ERLET, L7 4 v 7 ARIE, IPT RVARERT LS —10H
Txy NEERLET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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ATv74
ATy T5

Ir—7 Ky o—~nns7 kLR T—Lo#iy st [

* [Number of Addresses] : B4R IP 7 R L ANGAE D, T —IZH D IPV6 7 KL ADE % fi
Eb\ijqo

[Applyl 27 U v 7 LET,
[OK] %27V v 7 LET,

TIW—TRKIY—~DREB7 FLR T—ILDEIY KT

ATy I

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

[Add or Edit Group Policy] %A 7 & 77K v 7 AT, BMEZIIHE L TWDINEH Ry hT—7
(VFAT U R) TIRBAIN—T R —DF KLAT—)L ~hoxU 7 7abal,
TANE PR E, BLOY—AN—%2{ETEET, ZOXATRIRY I ADET 4 —)v
RC, [Inherit] F = v 7 AR v 7 Z&EIRT H & | XIS T LR EDMHEET 74V~ T —T R
V=L RS TE LT, [Inherit] I, ZOX AT a TRy I ADBEETXTOT 7 4 /L MET
7T

RNV —F R —TIPv4 & IPV6 i DT RLARY —Z2RETEET, AL L—
TR —IZHEFTDNR—=TaDIPT RLARRESINTWEEA, IPVEITRESINT-7 T
AT MEIIPVAT RLU A, IPVOICRESNTZZ T4 T MIIPv6 7 KL AZRIG L, IPv4 T
RLVAELIPV6 T RV AWM FIZERESNTZY TAT 2 MIIPvd 7 RLU AL IPv6 7 R LAl 5%
BELET,

FIE

ASDM % fif Ff L C ASA IZ#%#¢ L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] % %R L F 77,

HLWIN—T RY o—%AET D00, WHT LA =LV 2R ETLINV—T R v—%
fERZ L. [Edit) 22 Y v 7 LET,

[General attributes] << >/ (% [group policy] # A 7 1 7 C, 7 7 4/ F TR TWET,

[Address Pools] 7 4 —/V K& LT, ZDOZNV—F R —DIPv4 7 KL A F— /)L ZfRE
LET, [Select] Z#7 Vv 7 L, IPv4 7 KL A F— L& BIMEFIIRELET,

[IPv6 Address Pools] 7 4 —/V R&EH LT, 27— KU —IZfEH$ 5 IPv6e 7 KL A
T VERELET, [Select] 7 Vv 7 L, IPV6 7 KL A F— L& BIlE-IdmEL £,

[OK] %27V v 7 LET,
[Applyl 27 U v 7 LET,
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VWNOIP7 ELZ |

B ouer 7 kL riEEOTE

DHCP 7 KL RIEEDETE

ATy T

ATy T2

DHCP #fHH L CVPN 7 547> FhOT RLAZE VY YT AHIZ1E,. £ DHCP —~—_ B
X O Z D DHCP H—/S—CEA ARE/RIP 7 KL ADFPHE R ET HLENH Y £, TDk,
P70 7 7 A NVHEALTCDHCP P —N—Z ER LET, /o, A7V a & LT, 4ol
a7y ANERIFa—P—RICBEET O N —T R Y —WNIZ, DHCP % hU—7
Aa—THERTEET,

WORFITIL, firstgroup & WD) L ETOEE Y 2 7 7 A /WIZ, 172.33.44.19 @ DHCP —/—%iE
FLTWET, ZOFITIX, remotegroup & V9 7 /L—7 7R Y > —|Z%F LT, 10.100.10.1 D
DHCP X NV —27 Z2a—7HER L TWET, (remotegroup & 9 7 /L—7 7R I —(3,
firstgroup & WO Bt 7 0 7 7 A VICBHEM T O TWET) . Xy NI —F Za—TEER
L7aW5& . DHCP —"—37 FL 2 P =V ORENAIC T — A NER L TIP 7 KL 2% E
DUTET, REDVETOT FLARRESNLET, 7= ANIRICHEEINET,

4R8O HREIIC

IPvd 7 RLAZFEHLT, 79472 7 FLAZEY Y CTA DHCP — "—% iR cx F
¥, F£¥/2. DHCPA 7' v g Vida—P—IliEINT, 2— =37 FLRE DY CoLik%
FELET,

FIE

DHCP H—R"—%EELE T,

DHCP — "—%fi ] L TIPv6 7 KL A% AnyConnect 7 74 7> M IZHI VM THZ LI T
FHA,

a) [$X%E (Configuration) ]>[JE— F7%2 £XVPN (RemoteAccessVPN) ]>[H v kT —
7 (U547 k) 7O 1A (Network (Client) Access) > >[7 KL REIY X T (Address
Assignment) 1>[EIY Z TR — (Assignment Policy) ] TDHCP A AN »> CTnb =
LERERLET,

b) [XE (Configuration) ]>[YJ)E— 7% tAVPN (RemoteAccessVPN) ]| >[DHCPH—
/N\— (DHCP Server) | #i&R L C, DHCP —"—%ZREL £ 7,

Pifi 707 7 A L CDHCP h—"—%EFK L ET,

a) [§%%E (Configuration) 1>[Y)E— 72 AVPN (RemoteAccessVPN) ]>[Ry kT —
9 (347> k) 7UERX (Network (Client) Access) > AnyConnectConnection Profiles) ]
Vi D= S I

b) [Connection Profiles] =V 7 C [Add] £ 7L [Edit] #27 U v 27 LET,

) ¥iTu T ANDREY Y —T, [Basicl #7 U v 7 LET,

d) [Client Address Assignment] =U 7 C, 77 A4 7> MIIP7 KL AZE D Y TH=DIZMHEH
§ 2% DHCP H— S—=D IPvd 7 RLZ&Z AJLET, 7o& zid, 172334419 LH5E L £
7

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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a—hn1—F—~nP7 ELOEY LT [

ATw 73 DHCP Aa—T%EFRT DH720IC, #i7 a7 7 A VICEEMN T SN V—T R > — %R

H£LET,

a) [EX%E (Configuration) 1>[Y)E— k7% AXVPN (RemoteAccessVPN) |>[+v kT —
9 (95472 k) 72EA (Network (Client) Access) |>[Z IL— TR 1) &— (Group
Policies) | Zi®R L £7,

b) WETLIIN—T K)o —%ZTNr )7 LET,

c) WEYVU—T., [Server] 7 VU v 7 LET,

d) FXRHIZZ U w2 LT, [MoreOptions] =V 7 ZHrKFRL E T,

e) [DHCPA=— 7Dk (DHCP Scope Inherit) ] %4 7|2 L C, DHCP A2 —7%E&H L F
R

i 707 7 A NLDT KL AT —/LZ DHCP ¥ — _"—Z % L7z#4 . DHCP A 2 — 7%
ZDITN—T DT =T L7 Ry &R L £, DHCP ——(ZiL, £D A
=TI Lo THIENDRCY TRy FNOT RLALBRESINTWAHOIMLERHY F

T, Ra—TwFHT L L. ZORED ZNL—FITE T S DHCP — "—TEFEINT
WABT RLARAT—= LDV Ty @R T £9,

X hU—0 Z2a—7%2E&HELBRWEES,. DHCP —X— X7 FL A2 7—)LOREIEIC
T NHNERLTIP 7 FLAZE DB TET, REVHBTOT FLAREONDE T,
T NNBITHRE I NET,

Aa—FEREETAHICE. A0 TF— L ERUCY T2y b EICHY . FOTF—LNITIEAR
VWIL—F ¢ U AIRER T RLAZ A LET, DHCPY——|L, ZDOIPT RLANET
HZH TRy FEHBIL, ZOT—ANEDIPT KL AZE D YCTET,

N—T 4 T OHBTARERGAITFEIC, A VX —T 2 ADIPT RLAEMHTLZ &
LR 4, 72 20E. 7128 10.100.10.2 ~ 10.100.10.254 T, A V' H—T = A AT
R 1 223 10.100.10.1/24 DA, DHCP A =—7 L LT 10.100.10.1 ZfifH L £4, x> b
U — 7 G IEA LW T 728V, DHCPIZIPVA 7 R LU AFREICORER T Z ENT
XFT, BIRLET RLARA U E—T A AT RLATIZRAWSES, Aa—77 FL X
DART 4 v 7 V— NEAERT HUERH D £7,

f) [OK]Z27 VU vZ7 LET,
g) [Apply] 7V v/ LET,

O—AILA—HF—A~ADIPF7FLADEIYHT

TN—TR)—%EATHE It —hva—F—Th o hEFEL, £7- AnyConnect
24T N BEERET DL TEET, IPT FLADMOD Y — RZREENRFEA LTS
BT, INHD—F—T T "R T =y 7 T 50T, GHFII XExT Y
TATEET,
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B orraiv—orrrizonysc

ATy T
ATvT2
ATvT3

RTv74

ATy Th

ATvT6

1R AR
2— P —Z BN E 2 IIMRET 512X, [Configuration] > [Remote Access VPN]>[AAA/Local Users]
> [Local Users] DJEIZER L, [Add] £72X [Edit) 227V v 7 LET,

7 7 4V FClE, [EditUser Account] i DF%E Z & 2 [Inherit] T = v 7 R > 7 A4 785
TWET, 2F0, 2—F =T B MNX, T 74V K~ Z—7 KV > — DflitGrpPolicy D%
DREDEZARKEKT D E NS Z & TT,

BRENEE A — =T 4 FTDH5A1L, [Inherit] F= v 7Ry 7 A%4 7120, HLWEE
ANTLET, ROFEMARFIETIZIP 7 FLADOREICOWTHHALET, REDTEEREEM
WZONWTEr =L 22— =D VPNRY —BIEORE (1133—) 2L T 7ZIN,

FIE

ASDM % 45 L. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
DN IR U E T,

RETHa2—P—ZER L, [Bdit] 22V >»7 LET,

FED~A T, [VPNPolicy] #27 U v 7 L%,

ZOa—YP =X L THEHADIPVE 7 LR EZFRET 5961, [Dedicated IPv4 Address (Optional)]
TEH T, IPvd 7 RL ALY TRy h~AZ7 2 AN LET,

ZOa—F—IZHHD IPv6 7 R L A& FET 511, [Dedicated IPv6 Address (Optional)] fEEK
WZIPV6 7'V 7 v 7 A% FLIPV6 T RLAZ AT LET, IPV6 7L 7 ¢ v 7 AL, IPv6 7 R
VANERET 27 %y hERLET,

[Applyl 27 U v 7 LTERNELZF T2 74 Fab—ra VIRFELET,
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LTIV 7oA KR) O—

COETIE, FATIvI TI7RAR) —2RETDHHEEZHHL X7,
cHAF I TIEARY—IZTONT (195 2—2)
HATFT IV TIEARY—DIFTA LA (197 =)
cBAF 2T TIREARY —DOFE (198 <—)
* DAP @ AAA BMHEIRIEEDRTE (202 X—)
*DAP D RiRA v MNEM@RIGEEORE (206 ~—)
« LUA Z{# ] L 72 DAP ([Z8B1F 5B DAP EIREHEDER (221 _—)
*DAP 77 v A LFFA[R Y v —BIEDFRE (228 ~—)
« DAP Z#ffi [ L7z SAML #FEDOREE (232 =X—)
*DAP L —ADIFT (234 _—)
« DAP Ofi (235 <—72)

BAFIVvO THOEAERYSO—[ZDNT

VPN 77— b7 = A (FE 72 BREECEVME L £7°, x4 D VPN #2521, BHBEICER NS A >~
Moy FRE. HBEANOK 22— =D 3 SEFhe—, BIUOEELEXF=2U T4 L
APULNRRBRDBVE—F T 7 RBRA YA bbOa A i EEOERN BT 5 Al RerEn
HYFET, VPNERETOZ—V—FBA DX AT T, AXT 4 v T IREEDF v 8T —27 TOFR
WA AT X0 B0 EHETT,

ASA TlIFAFTI v 77 AKRY— (DAP) IZk-T, b0 S F & F B 5Tk
TOHRAMELRETEET, Y4T30 7 778 A R —iF, BED2—P— o RL
Flia—V— kv va  CBHEMNTE - EOT 7R ar ba— L EMEERE L CERL
FT, INODREMEICEY, BEOIN—T A NN— IR KRR X2 VT o
ORJEIZHLES, DFED, ASATIE, ERLIARY U—IlHKSE, FFEDOEY 3 »~D
T I AMENRFED 2 —VP =I5 SN E T, ASA X, ——3BE L 7S T, DAP L
TO— R DBEMEEFEIREZITENTHZ LIk > TDAP 4/ LET, DAP L 22— R,
UE—RTNRARADTY RAFA Y b X2 U7 4 ERBLOREES N2 —F —D AAAFF
BHICHESOWTOBIRENE T, BIRENZDAP L a— RNiE, 2—H— oL Eidty s
ViCEAESNET,
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FAF2v o 7oA RYL— |

DAP VAT AL, HEEMLBELTAROALKR—R L "BH Y 7,

cDAPEIRa L 74X a2l —T a3y 77 By a U HESHPIZDAP Lo — REER L
THEATH7-OIC ASAMEAT 5, RENRTTRENTZTHF AN 77 A4/, ASA EITHRAF
ENET, ASDMAEZFEHL T, ZOT77ANVEER LY, XML T —4 T ASA I

Ty 7r—RKL77Z) TxET, DAPEIR

RET FAMNT., 22— —DBET BT RTO

BHENTHEH SN TWET, ZUTid, AAABM, =2 FARA U MEH, BXOxRy U —
27 ACL & Web Z A4 7 ACLD7 4V % iR— hfigik, URLOU A & LTRESNTZT

JRARY =R ERHY ET,

e DfltAccess R U ¥ —

WIZDAPH~ VU — T —TNDEEO= N) T, 7744V T+«

INTF0, T7ANV KT IZEARY —DT 7 AR V—BIEEZRETEETA, AAA

BPEET T FARA V NEHEITZEENTE LT, ZUOLDORMEITRETE EEA,
DfltAccessPolicy IZHIfR CE £ A, Flo, P~V — T —TLDOREOZ MU IZ/->T
WHRENH D ET,

SERIZ SV T,

['Dynamic Access Deployment Guide]
(https://supportforums.cisco.com/docs/DOC-1369) % ZHE L T 72 &\,

DAP [ZLBYE—F 70X 7O FIALEELUVRAF ¥

DY R— b

ASA 1. BHENRE LIZRAF v

&Y — L

MY =V EHERA LT RRA v b X2 )T 4 B

A LET, ZORAF ¥ MY —i2iE, Secure Firewall R AF ¥ £ 2 —)L, ST L7
HostScan/Secure Firewall I8 A F v /3y 77— BIONAC REENFT T,

WDFEIZ, DAP XY R—FLTWAEEVE—FT27®A 70 ban, 2oL THREHEREZ
RAF ¥y —, BEIOREFEDOY — T L THREESN A E#RA R LET,
H1R— &35 1) |Secure Firewall 75 | Secure Firewall 7 | NAC CiscoNAC 7 75
E—FT7O9ER | AF¥YED2—IIL| RFXED 21— AT VR
Jakan RRA b X%+ > |Hostscan/\y /7 —
nNyhr—=o o
Secure Firewall 7 | Secure Firewall 7~
AF ¥ AF ¥
T ANMER, V| T THRIKS |[NAC AT —4 A |VLAN % A 7' &
VAR F—D | L=V F N | BIET VLAN ID %X
B, 77 at | 7747 74+—
A FXL—F 4 | VT Ny =T O
VT VAT A | REIRT
S
IPsec VPN X X B X
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| 547390 702K L—

DAP(zk % E—k 7o RN~ 2 [

HiR— k&t B | Secure Firewall 7% | Secure Firewall 7< | NAC CiscoNAC 7 75
E—FT79ER | AF¥YED2—IL| RFX¥ED 21— AT7R
7akan KRR b X¥ > |Hostscan/\y 4o —
nNyhr—=o o
Secure Firewall 7 | Secure Firewall 7
RF v RF v
Cisco AnyConnect | %}/ PO PO P
VPN
74T LA |G PSS X x
(77 7 _—
A) SSL VPN
PIX 77 b A/ L—| X x x x
Fa¥xy (KA
F v fHMmIX AN
)

DAPIZ k5! E—

7O EREREDY—T VR

RO —r o AN, BFHER R ) £ — b 77 B A e SIS e OMEEZ R LET,

1
2.

BAFTZIYY
N

VE—h 7547 M2 VPN #5523 £ 9,

ASA I, T &N 7= NAC fiE & HostScan/Secure Firewall /R A F v 2 L TR AF v 2F
iz 21T L FET,

ASA T, AAAZN L TCa—Y—%FFEL £7, AAA Y ——F, =—F—0BAEED
i@]\/ij‘o

ASA 1T AAA ZRFATEMEEZ FDE v 3 @A L. VPN M RV EFESL LE T,

ASA 1T, AAARTIERE v a v ORAF ¥ iHHIEFHRICESNOTDAP L o — FA®IR
L/i—a—o

ASA [T3#IR L7 DAP L =2— RS DAP BIEZERN L, TOEH S N-EMED DAP R Y
=2 F9,

ASAIZFDODAPRY > —%E v a @A LET,

TOEBAR)O—DI4EURX

6=

ZOREREIE. A 1 — FEESEHERED Ve 7 LTI TE £ A,
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B srsvr 798z %0—0mE

HAFT Iy 777 EARY — (DAP) IZIE, IROWTNIND T A & ABRKLETT,
* AnyConnect Apex : X T? DAP HEEZHEH T 554,
» AnyConnect Plus : XL —7 4 VTV AT ABI VARV —TFT 4 V7V AT NERIZ
AnyConnect 7 7 A4 7 > h ONX—V a3 F = v 7 HHH,
BErEY Y
DAP ~® AnyConnect 7 74 7k = RARA > FEMEDEM (209 ~—)

BAFTIVY) FTIOEAKR)O—DEE

1R BRI

o FRIZFRHEHK DR WREY . DAP =2 KA v M@t 4 R E T D i, HostScan/Secure Firewall
RAF v %A AN VTHLERHD T,

* HostScan 4.3.x 7> 5 HostScan 4.6 x LARRIC T » 77 L— KT 238581%. 7 v 77 L— RDHi
(2. BEAFD AV/IAS/FW = RaRA BB RIS 208 AMFW =2 RARA > MEMEIS
BATTDMERDHY ET, 777 — FEBIXOBITOZERRFIRIC OV TR,

[ AnyConnect HostScan 4.3.x to 4.6.x Migration Guide] ZZH L T 72 &\,

« Java Web Start ¥ = U 7 1 ORJED 7=, 7 /31 AT webvpn N—ZA DR EZHEHT 55
BlE. RE LML RERT Y RARA  MEMHEICANITE W E3d Y £, ZOE
ERRRT HITIE, ASDMT AY 7 77V r—arw#EHT 50, £t lavat =
U7 ¢ OFSE LT AEA BIE# O URL ZB00 L £ 7,

e T AN, TutA, LIYRARIDZY RRA LV NEEERETAENC. 77 A, T
T2, LR MY OHAHostScan/Secure Firewall I8 2 F ¥ @BIEA R ET HHLERH Y £97,
FIEIZ SV T, ASDM NGl 7Ze UL EimIZBE L, [~V (Help) 127V v 27 LT
<TEEW,

« DAP %, ASCI XFDHVIR—FENET,

FIE

ATv 71 ASDM Zi#E L, [&FE (Configuration) 1>[JE— ;7Y 2XVPN (RemoteAccessVPN) ]>
[y kT—H (US54 TF7> k) 71X (Network (Client) Access) | >[#4FT I v o979+
A7R1) & — (Dynamic Access Policies) | %R L £,
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| 54+svs 702Ky~

g4+39s 702Ky —0%E [

Gx) [Add]. [Edit], 3 X O [Delete] 77 ¥ = > @ FIZ [Incompatible] 77 & a LR X L8
FKRENDHEIE, T A7 7 U O LY BEFDAP A Y 2 — (HostScan4.3.x
VIR 28 U CER) & B 72 < 7po723—Y 3 > (4.6.x L) (2 HostScan
BT T TL—RLEIELTWET, T A LBTFIEEZFTLC, RELHE
JESHDHMERDH Y FT,
[Incompatible] 7 7 3 a > KR SN HYG 1%, HostScan D7 » 77 L — R34k

S, REOBITHLEIT /R -72Z LR LTWET, BEMARFIRIC OV TR,
[ AnyConnect Hostscan 4.3.x to 4.6.x Migration Guide] #Z M L T 72X\,

ATFYT2 BEONLN T 2 TREEFIZINN—VF N T AT I+ =D RERA Y NEWEEE D AT

ATvT3

ATy T4

ATy TH
ATvT6

ATy F1

I, XA O BT < O [EE (configuration) ] ) /7 Vv LET, ZOYTX
IO OBERERZ T TIZA F— 7 /WMIZ L TV AEAICIIFR RS NERT A,

RIEFRHFDDAP DY A v aFERLET,
T =T ZIFRD 7 4 —)v RBREREINET,
* [ACL Priority] : DAP L' 2 — RO 7 I A4 4V T 4 £ R LET,

ASA 1L, BE DO DAP L a— R)nb %y hU—2 ACL & Web # A 7 ACL #4795 & %
2, ZOfEEM A L CACL 2 mBEACIERAHT LE T, ASAIE, & ENOT T4 T ¢
BENOER MILOTI7A4AF )T 4 FHOIEICL a2 — FEWR, KK FMLOTI7A4 4V 7 4 %
T—=TNO—FTFIEHELET, BFEEBRKREIWIIETITAF T AoDBENZ EE2BRLE
I, 2z, ENR4DODAP La—RiHMENRN 2D L a—RELDEEWTIA4 4T 4 %
FOZ LI ET, 7I9A4FV T 11L, FERITOWANEZITITEERA,

* [Name] : DAP L 22— RO4 R #F R LE T,

* [Network ACLList] : v > a VCHHIND 7 74 7 U+ —/LACLOARTZR R LET,
* [Web-Type ACL List] : &> = IZiMH 415 SSL VPN ACL D4 RTZ R R LET,

« [Description] : DAP L' 21— RO HEYZFHH L £7°,

[Add] £721X [Edit) 227 UV v 7 LT, XA F v 7 TR R —0BMNEZITRHE (200
N—=) BFITLET,

[Applyl 7 U v 2 L C DAP ZEZHTFLE T,
[Find] 7 4 —/V REHHAL T, ¥4Iy 7 772 KY >— (DAP) #HFELET,

_®74~wbmwﬂﬁ%%#ﬁé& DAPT— 7 )V D47 4 —)bv KOLEEEE S O LR
N, I3 EINET, VANV RKI—RE2ERT 5L, BBEHNILN Y £,

7= & 21X, [Find] 7 4« —/V RIZ Tsal)] E AT LA, Sales &) 4HID DAP & 13—
HLFETN, Wholesalers &) 4HITD DAP & 13— ﬁ(biﬂi‘/u [Find] 7 « —/L FIZ *sal
EANNTBHE, T—T/LHND sales F721F Wholesalers D H b, KANZHIL L= DK
HEES,

HAF I TI7EAR) D —OFT AL Q02—2) #FTL TRELHRALET,
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FAF2v o 7oA RYL— |

B 5 rz00 7o Ky v—nBmEr3EE

FALFZvYy

ATy T

ATy T2

ATvT3

ATy T4

TOEAR)O—DEME-IZIHFSE

FIE

ASDM % j2#E) L, [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7=1%
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add] %721 [Edit] Z8&R L 9,

ZDEAT Iy I TI7RARY =040 (WMH) EHH (F7vary) 2ZANLET,
* [Policy Name] I%, 4 ~ 32 SLFOLFH|T, AX—AIEHTEXEHA,
* DAP @ [Description] 7 4 —/L RIZ1X 80 LFFE TANTEET,

[ACL Priority] 7 4 —/V R T, ZDXAFI v TI AR —DT T4V T 4 #REL
ij‘o

X2 VT4 TTIAT VAL, ZCCRELEEFTT 7 8A R o—Z#ALET, &
MRENEETTA AV T 41 3m< 20 £9, AMEOHMIT 0~ 2147483647 T, 77
v MEIZ 0 TT

Z D DAP OBEPILELFRE L T,

a) [SelectionCriteria] <A > ® Ka v 7FXZ 7 A K (FL72L) T, 2—HF—RZDHA
T TIRARY) V—EHEHT DT, TRTOY RRA v M@ Ew-TZ &
WMz T, ZZTHRESIND AAABHEOWT A (JANY]) F£72159 T (JALL]) »
WL RD 00, £k b—URE (INONE]) THLONEERNL 7,

HETLHI L FVIIHFTENEE A, AAA BHERoT  RARA o M@ 28 EE 32 DAP
La—RERETHE, La— FRRITRTOBIREELWMZLTNDZ LR DDT,
ASAITFIWCFD L a— REBIRLET,

b) [AAA Attributes] 7 4 —/L KD [Add] 721X [Edit] Z#27 U v 7 LT, DAP ® AAA JE MR
HEHEORE (202 2—2) ZEITLET,

c) [Endpoint Attributes] fEJ C [Add] £721X [Edit] %7 V v 27 LT, DAP D> KR4 > N
PEEREEHEDO R E (206 2—) ZFEITLET,

d) [Advanced] 7 4 —/V K% 27 U > 7 LT, #unique 176%F(T LT, ZOMEEZHHIT HIC
%, Lua 7177 I U SEEOHGRDBLEETT,

« [AND/OR] : FEARM/2EINL—L L ZZ CTANTHmBEA L oREERLET,
DED, TTICREINTVD AAA)E@:J%JIU\I/ RARA > MEMICH LW EiEE
BT D00, FREFEFNOREFHADBEICEZSRZILO0ERELET, 774
JL M i% AND T,

[Logical Expressions] : ZHEND X A T DT RRA > NEMEDA A K o 2%
RETEET, LV AAA BB T 1T R A v FERIENE (B 0ixzo
W) 2E#RTH 7V —IBROLUATFA 2 AN LET, ASDMiZ, ZZTAS
ENTZTHFANERGEE T, 7% A2 DAPXML 7 7 A M a B —3 5721 T,
WLERIE ASA I Ko TiThodL, T RREZ UTEFE S N E T,
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220 ASARBIT DAPXML 77 A LE A wif— b & UT o 2K—+ [}

dapxml 7 7 A VDA LR — T T AR — MIDOWTIE, 220 ASA [#T DAP XML
TrANEAYR— FBLURT 7 AR—F (201 ~—¥) 2L TSN,

ATV TS ZODAP DT 7B R/FHFRIEY —EBEEELET,

ZITEHRETHIEMMEZ. BEO—Y— A —TF FNoRATA—TF . BEIORF 7 4Lk
DITN—T La—RezEaw, AAAVAT LAORAELZ FEXLET, DAP 7 7 R & HFAIR
Vo —EEoiE (228 2—) ZBRLTLLIFEN,

ATv7T6 [OK] &7 V7 LET,

2 DD ASAFBITDAPXML 7 7 A ILEA U R— B LU I I RR—

ASADFEAFT I v TI7EARY — (DAP) HEIL, ASADT T v a A€ kO dapxml
EWVNID T A NVIHREENE T, 2D 7 7 A ML, DAPRY O —ORINBHENSENTNE
j—O

\}

GE)  dapxm 7 7 A VET T AR— I\LT%E%L (xmIfEXZF > TWDIEE) | FEA AR —KML
TRETZLIITEETN, REICHEVNHD L. ASDM 28 DAP L o — RO Z{& (-4 5 7]
MRS D720, +HICHEB LT ZEN, HRO Z 002 #8ET S CLIIZH Y /A,

WROFNEZFEHL T, 250 ASAB Tdapxml 7 7 A V& AV AR—FBLORZ 7 AR—KMLZE
D

FINETIX, ASA#1 725 dapxml 7 7 A V&7 AR — bk L, ASA#2IZA > R— 3 5%
LET,

ASDM % L7= ASA TDO 7 7 A WILBRIZ D Tik,  [Cisco ASA Series General Operations
ASDM Configuration Guide] @ [Managing Files)] @IEZ S L T Z IV,

FIE

ATYF1 ASA#2 O dapxm 7 7 A V&7 VT LET,
a) ASA#2 OFETE L dapxml 24O tip F 7213 fip V— " —ITRF L E T,
b) ASA#2 @O ASDM % #& T L £,
G¥) ASDM T >[Y—IJL (Tools) >[Ny 2 7 v TDKRE (BackUp
Configurations) ]>[DAP &% (DAP Configurations) |47+ a »#H L T,
dapxm 7 7 A W RAFTH 2 &b TEET,

ASA#2 7T v a AEY LD dapxm 7 7 A VOLFTIEER EIITHIRT 22 L TEE
—éqo
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B srzvr70exKus—072t

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

ASA#2 2~ R7a 7 K~ C, clear configure dynamic-access-policy-record =2~ > K& AT L
T, DAP L 2— ROWEREHIBRL £,

dapxml 7 7 AV ASA#L 7 T v v apbE I AR— L, ASAHR2 7 T v allf vR— kL
ij‘o

dynamic-access-policy-record =1~ > KZ{#HH L T, ASA#2 D ASA#1 "5 D DAP L 21— Rt
MY ZRELET,

ASA#2 T, dynamic-access-policy-config activate =~ > Rzl L T DAP ZHM L£7,
GE) ASA#2 O ASDM ZfHfLE) L T, DAPREEZT 7/ 7T 4 72T 52 &b TE X,

ASA#2 T ASDM #HE# LE 7,
HLWDAP AR Y o —IL ASA#2 THRESNET,

BAFTIVI TOERRIO—DTRE

ATy

ATy T2

ZORA VT, BABMEEONT E45ET 5 2 LICk > T, TS ATRESNS DAP L
TRy FSREBINENE I NET A PTEET,

FIE

BIEOT ZFRET HI2IE. [AAA Attribute] 77— 7 /L & [Endpoint Attribute] 7 — 7 /L2 B
(T BT [Add/Edit) R & 2 L £,

[AAVEdit) RZ > &7V v 75 ERRINDF AT 171X, [Add/Edit AAA Attributes] ¥ « &
K7 & [Add/Edit Endpoint Attributes] %A 7 2 77K v 7 AZFRINDZA T a 72l Ting
7

[Test] Z"Z > %27 Uo7 LET,

FNRAALEDODAP Y TV AT AE, KL a— FOAAAB IO RARA v MR EM: 2 35
THEXIL, INOLDEEZSR L E T, FERIL. [Test Results] FEIKICER R SV E T,

DAP O AAA B EIREEDETE

DAP I AAA—E R ZME LET, HESN TV IRAIEMEOE v MIR LI TWET I,
LD DRI K> TAAA TSN DR ATBIEL N TE £, AAABMEIL, CiscoAAA
JEVEPESJE 2y S E T 50>, ASA 73 RADIUS %7213 LDAP — =555 9 20 @t —X
MHIEETEET, ASAIL, =— W —D AAAGRAIEH & > v a U ORAF v FH0E RICHE
SWTDAP L a— R&EIR L ET, ASAL., ZOFRICESOTERDDAP L 22— R &R
TX, T oD b a— REEK L TDAP B EMEEEMRL ET,
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I
pap o ana EitREE0EE [

FIE

DAP L 22— ROOBIRFEAE L LT AAA B ET 5121, [Add/Edit AAA Attributes] & 1 7 12
TRy 7 AT, i3 % Cisco, LDAP, F£7¢ iRADIUS)E@% XELET, ZHbDEMIT
ANTHEITH LT =) £721F N=] OVWTFNNICHRETEET, K% DAP L 2— | L;QTET
HE7e AAA BHEOEUCHITRIZH D T8 A, AAABMHOFERIZOWTIX, AAABEDOER (205
N—=V) ZZRLTLIEIN,

[AAA Attributes Type] : K> 7H > U R &M LT, Cisco, LDAP, %7213 RADIUS J&
PEABIRL £,

* [Cisco] : AAA BEEET VIR FEIN TN D 2—Y —BalEEE2 S L E7, DAP L a—
RO AAARRBENEIC, b 02— =R REO/MURY 78y NEEETEET,
ROBHENZENET,

s [Group Policy] : VPN —H— & v o g VIBEAMT LN TWAE 7 —T R o —4
ZRLET, BX2 VT4 T IAT L ATa—RVCHKET S0, IETF 7 7 %
(25) J@Pt& LT RADIUS/LDAP 75 3%(F L9, &K 64 LFTY,

s [Assigned IP Address] : R Y > —IZfRETHIPvd 7 RLAZ AT LET,
* [Assigned IPv6 Address] : 7R U > —IZFEET D IPv6 7 RLAZ A LET,
+ [ConnectionProfile] : = %7 ¥ a > X b U 7 DI N—T4, K64 LTFTT,

s [Username] : WL SN 7c 2 — W —Da—W—%4, K64 XFTT, v—HLBGE,
RADIUS F8ZE. LDAPFGEOWTNMNE, F2ITZ OMOFRFES A 7 (RSA/SDI, NT
Domain 72 EOWF NN EEH L CWAEAICEA S E T,

c[=1=]: BELWEELL AR

« [LDAP] : LDAP 7 74 7> hME, =—H—D AAA & v ¥ a VZEEfHT b7 —#
f\“~xc:e§>é¢&‘f®z‘w’?4 7 LDAP JGEBMHAEDO T /77 LET, LDAPZ 747
VT, ZELEEOSEREEEZ T — 2 X—RACEXIAL T T, ZOLARIOEKG O RYE
T R_RCEFEEINET, 2=V —La—FRLIL—7 La— RO 5N LDAP H—/3—
MHFpAIAEND E, ZOVFTIVARRETIHENRHY £7, =—F— L a— REHEn
BRAONCFAIATEN, Z—7 La— Rl bEicEbanEd,

Active Directory 7 /V—"7 A L N—3y YR — T 572012, AAALDAP 7 74T

I Ti%., LDAP memberOf JGZ& JBMEIT X 2 KR 7250 BE 3T o4 £ T, AD memberOf J& %
X, ADRNDZ/V—7 L a— RO DN XFFZHE L ET, Zv—7O4RTNE, DN T
FINDIAD CNETY, LDAP 7 7 A 7 b Tlik, DN UFHIN D Z—T 4 &t L

T, AAA memberOf Bt L L THM L, IRERBMET —# ~<X— X2 LDAP memberOf J&1%: &
LTRM L ET, LDAPJSE A v —NITIBINO memberOf BN FEET HHEES. T
LORBRMENS T N—TZ 0N &, 7510 AAAmemberOf EBME L FEE ST, Z—T74
W~ TR BN LFHINERSNET, ZOXFINIISERBET — 2 X—ANTHE
FInET,
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X E

LDAP fRGF/FRA[—/N—=~D VPN VE— K T B AXA ®v 3 VNRD 3 DD Active
Directory 7 /L—"" (memberOf #12%) OWFNnEIETHAIL, ROMEY L7 £,

cn=Engineering,ou=People,dc=company,dc=com
cn=Employees,ou=People,dc=company,dc=com
cn=EastCoastast,ou=People,dc=company,dc=com

ASA IX. Engineering, Employees, EastCoast ™ 3 ->® Active Directory 7/ /L— 7 ZJLEE L &
T TNHDOTN—TFIE, aaaldap DFFFEHEL L TED L) A GOETHHEH T
i ‘j‘o

LDAP EIEIZ, DAP L 22— RNO @S & RMEE O T THER S T\WE 9, LDAP B
AL, HESTZHED MERH Y . RIF, DMCFEEXBILET, 72L& 2iE, AD —3—n
HR & LTGROV IZ, LDAP & D Department # f5E L7244, DAP L 2— K

X DRMEREICE ST —HLERA,

GE) [Value] 7 « — /v RIZBEEOEZ ADNT 2121, Elany () 27V 3IxL
LTERLES, WRIChHlZRLET,

eng;sale; cn=Audgen VPN,ou=USERS,0=0AG

[RADIUS] : RADIUS 7 7 A 7 > M, =—HF—D AAA L v v a VIZBEMIT b7 —
B R—=2 DT XTDFRA T 4 7 RADIUSIGE BRI DOLT 2 %17 L £9, RADIUS 7
FA TV M, TR ZNEFCREREE T — A R CEXIALE T, TOLEIO%
ORI T RTHEREINET, 2—F— La— BRI V—7 La— RomFn
RADIUS — =LA TG, 2O F U ARRAET HAREERH Y 7,
a—H— La— FNEEDERIICHAAEN, ZV—7 La—REEL b FEICERESn
7,

RADIUS 1%, DAP L' a2 — FRNDOEMNEE L BHEO T THER I TWET,

6:3) RADIUS J&PEIZ5U T, DAP (3 Attribute ID = 4096 + RADIUS ID & 58 L %
j‘o

WA R L E T,

RADIUS & [Access Hours] @ RadiusID (X1 TH Y., L7221 -> T DAP EM:
1% 4096 +1=4097 & 720 £,

RADIUS J&M: Member Of] @ RadiusID % 146 TH Y. L7223 -> T DAP B
E1E 4096 + 146 =4242 L 720 £9,
LDAP 3 J UV RADIUS BYEICIE, IRDEDRH D £7,
* [Attribute ID] : BYED A RI/FH, K 64 LFTT,
s [Value] : J@H4 (LDAP) F7-i13%kfli (RADIUS) .
[Value] 7 « — /b RICEEOEZ AT 5121, BEIavy () 27V IX L LTHE

A LEJ, #l: eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG

c[=1=]: BEELVESELL AR
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Active Directory ' JL— 7 D ER 1% .

* LDAP (21X, [Get AD Groups] A% > 23 £4LE T, Active Directory 7 /L— 7 OHfF (205
N—=) ZSZRLTIEEN,

Active Directory 7/ )L— 7T D EF

Active Directory % —/X—(2 7 = U —%FAT L, TDOA » THIHAIHEZR AD 7 /v — 7 IV G
DELZENTEET, ZOMRRIL. LDAP 2 L T\ 5% Active Directory ¥—/3—721F T
AENFET, ZORF U iE, Active Directory LDAP $—/3—(Zxt LT, 2—WF—NET 57
N—T7DU A K (memberOf ¥2¢) OWEDLEEEITLET, ZOTNA—FIEFREMHEH L,
BAFTI v TIERARY U—0 AAA BPIEEZIEE L 7,

AD 7' V—1%, Nv 2 7Z 2 KT CLI ® how-ad-groups =~ > R&fif9 % Z & T LDAP
P R=nOEEEINET, ASA BV — —DIREZFFOT 7 4+ /v MR 10 0 TF,
aaa-server IR A b 27 ¥ 2 L—31 3 F— T group-search-timeout =~ > R&fH L.
Rl 2 c&E £,

[Edit AAA Server] ~X~ > C Group Base DN ZZ % L, Active Directory /g O H1 THe s 2 BAR4
HULNNVEEFRTEET, 2OV 42 RUTIE, ASARY —N—DISE ORI b AT T &
F9, IO OEEEZ R E T 521X, [Configuration] >[Remote Access VPN]>[AAA/Local Users]
> [AAA Server Groups] > [Edit AAA Server] Z34R L £7°,

\)

(GF)  ActiveDirectory —/X—IZZH D 7 )V— T RIFET HE5EIE. —N—=DIEE T » MIED
HZEDOTELT—HEDHIRIZHES T, BfF L7 AD 7 V—7 DU X b (F721% show
ad-groups 2~ ROHF) UV EED LN ZE0nH Y 9, ZOMEEZERET HITE,. 7«
NWERREE AL, = =N T TN —TEERD LTS,

[AD Server Group] : AD 7 /L —7 Z G35 AAA H— 3 — 7L — T D4,

[FilterBy] : #RSND T N—THEWMO T IO, IN—T4E X T N—T /O % BT
LET,

[Group Name] : H—/N—2 LGS 172 AD 7 v—7 DY A K,

AAA RTEDTE

WDFIZ, DAP THEHTE 5 AAARIUBMADERZ R LET, BMEA 7 0 —/L RiZ, LUA
X CORBIES DN FEZ R L TE Y, [Add/Edit Dynamic Access Policy] ~A > D
[Advanced] ¥ 7 > 2 » CHEA L £,
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BAF3v o 7o ARy — |
B orr oz pks s rEERREEORE

B4 |BlER EExT |fE A MY |EREA
7 VAO} PN
&
Ao aaa.cisco.grouppolicy | AAA string 64 ASA FoO L —TF Ry —
4. F7-1% RADIUS/LDAP
B —/X—71 5 IETF-CLass (25)
BEE L TEEIN I —
7RI —4
aaa.cisco.ipaddress | AAA number |- TNV RYFRIVVVPN Y FA4 T v
MZHEIDETHNZIPT R
A (IPsec, L2TP/IPsec, SSL
VPN Anyconnect <& = — /L)
aaa.cisco.tunnelgroup | AAA string 04 i oe 774 (b xb
TN—"T) ORI
aaa.cisco.username | AAA string 64 I SN —Y— D4R
(v — 7 )VRRRERFE AT Z s
LTV D 5EICEM)
LDAP  |aaa.ldap.<label> LDAP |string 128 LDAP J&MEfE~T
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BM:AE~27

DAPD I FiRA Y FEEHEIREEDRTE

T RRA L MBMEICIE, = RBRA U N VAT ABE, RAF Y iHlifE R, BLOT 7Y
= a AT HERNE TN TWET, ASAIL, By a VHENIRRIZ DY RARA v NEE
DEAZBINAER L, By v a BT O TWET —F RX—=R(ZEND D RMEZ IR
LEd, £DAP L 22— RIZiE, ASADNE v a VDO DAP L o — REEIRT 572D 7=
HNH LT RiRA » MERBENSIEESN TV ET, ASAIL, BRESNTWDHEMEEZ T
i/~ DAP L 2 — R721F 28R L £ 9,

458 SRS

*DAP L a— ROBIREAEL L T RARA U MNEMEARETLHZ &L, XA T390 T
JHARY —OFE (1982—) O ORERTat AD—ETT, DAP OEHR KL
WL LTy RRA » NEMEZERET DI, ZOFIAEZHERLET,

c TV RARA U FEEOFMIOV T, T2y FRA  PEMEOER Q17—) | &
ZHLTIZSN,
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| 547390 702K L—
DAP DTy K4 v FEHEREE0RE |

e AFVHEHMD< /L7 =2 THHK, BLXOS—=YF N T AT 05—V 70T T L%
HostScan/Secure Firewall IR AF ¥ N F = v 7§25 FIEOZFEMIZIOWTIL, DAP L~ /L U =
THEBLIOR=Y TN T AT Or—)L Tl T7h 2165—) 2BRLTLLES
AN

FIE

ATYv T [Add] £/2F[Edit) 227 Y v 7 LT, IROWTHRLDOT Y KA v Mgtk 2RI L LB
muEd,

HHAATDTY RRA 2 MEWEDOA VAL AR TS £9, % DAP L a— NITRE
FIRER T RARA » MRMEORIZHIRITSH » £E A,

*DAP ~D~ /LT = TXIRT Y RiRA v MNaMEOE (208 ~<—)

*DAP ~DT 7V r— 3 VgtEoBMm (208 ~2—3)

« DAP ~® AnyConnect 7 74 7 > b =2 KBRA > FEMEOEMN (209 <—)
*DAP ~D7 7 A )b =¥ RARA v MNEEDBIN (210 *—)

* DAP ~DT /A A = RARA v M@tk 211 ~—)

* DAP ~®D NAC = RARA v MNatoBm (212 X—)

*DAP ~DA XL —F 4 7 VAT AT RRA v MNEthoBin (212 <—)
*DAP ~D/X—=VF ) T 7 AT 74—/ =2 RKRA v MEMEOBEM (213 2X—)
*DAP ~DRY v— = R A » MNEMEDBIM (214 X—2)

*DAP ~D7mt A = RiRA o NEEDIBI (214 X—)

*DAP ~DL YA LY = RARA v MEMOBEM (214 *—)

* DAP ~DOEHGEAEZFIEEM DB (215 <X—)

AT T2 FHC—FTLDAPRY > —%fFELET,

INHDZY RRA LV M@ Z A T, 2=V —RHDoF AT DA L AZ L ADT T

ZFRFFOX DI DAP AR Y o —THERT 2 (Matchall=AND, T 7 #/L ) O, F2iFxZzns

DA AL A% 1 DTEFRHO X D IC¥KRT % (Match Any = OR) D7»ZRE L £,

a) [LogicalOp] Z#727 VU v 7 LET,

b) TV RKRA > NEtEDZ A4 72 LIz, [MatchAny] (77 #/L k) F 7213 [Match All] % 341
LET,

c) [OK]Z27 Vw7 LET,

ATFYT3 FAFI v TI7EBARN) —OBEMELITRE (200 2—2) IZR-TLEE,
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B ore~oxmzRET ke FEEDER

DAP ADTIILI T T7XERIY FRA » MEMDIEM

ATy T
ATy T2

ATvT3
ATy T4
ATy TH

ATvT6

ATy 717

ATvT8

DAP ~D7 7

RATwT1
ATvT2
ATvT3
ATv74

1R BRI

HostScan 4.3.x 7» 5 HostScan 4.6.x LAMRIZ T v 77 L— RT 5881, 7 v 77 L— RO,
BEAFD AV/IAS/FW o RRA o b B RIS 5 0F AMFW =2 RARA > MEMEICBATT 2
VERHYET, T — RBLUBITOREEZRFIAZOWTIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 723\,

FIE

[Endpoint Attribute Type] U A k R 7 2T [Anti-Malware] Z#R L £7,

W) 7278 % U [Installed] & 7213 [Not Installed] 22 U » 27 LT, R LI RARA > MNEME &
ZIUCATRET D 1EHf 7 ([Name]/[Operation]/[Value] 10> FD 7 4 —/L K) %A A h—)LT %
D, FIFA VARV LR EIRELET,

UTNWEA L AXY EBNERITBGOLELLIZTEINERELET,
[Vendor] U A kAR > 7 AT, TARMKEDO~NLT = T RRXH—D4HTE T ) v 7 LET,

[Product Description] &= v 7 Ry 7 A% AN LT, TAMTEHZX X —O8ImA4 % Y A b
Ny 7 ANBEIRLET,

[Version] F = v 7Ry 7 A% A LT, #1E7 1 —/L K% [Version] U A b ARy 7 ATk
RUZHE A= g VERFIZELY (5) L HLLRWY (19 . Xo/hasny (<, ko ksn
(>) . LT («=) , £RILUE =) HRELET,
UARN Ry Z ATERRLIENA—T g SN2 x BN TWEEE (ZEXE3x) X, ZoxzE
K7 ) ) —AFFSTEIBRZET (L 2iF35) .

[Last Update] F = v 7Ry 7 A& AN LET, EOEHNOOHBREZREELET, HHr
., ZITANLIEREEY R (KD E7320, #L (B]) ETT205ETEE
j—O

[OK] %227 U v 7 LET,

Jr—< a3 U REREDEM
FIE

[Endpoint Attribute Type] Y A k 78w 7 A C [Application] Z E&R L £ 7,

[Client Type] DHRIEZ 4 —/L T, [=] (BELW) F0E =] ELL 2 2R L E1,
[Clienttype] U A h R 7 AT, TAMHEDY T— s T 7V ABGOX A TEEE L E T,
[OK] %227 U w7 LET,
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DAP ~ AnyConnect 2 51 7> k T K1 > rEHDEM [

DAP ~® AnyConnect 7 54 7> b TV FiRk4 > MEHEDENM

ATvT1

ATy T2

ATvT3

ATvT4

AnyConnect 7 74 7> h =2 KA v MNatk (534 VAR AF ¥ £721% AnyConnect 7 A1 7
T 4 7 4 JLiERERE (ACIDex) & HIEILAL5) 1%, AnyConnect VPN 7 7 A 7 > k@ AnyConnect
Ww%vl~wﬁAMwﬁ%%w%$%Ezét R SNET, FATIv s T 78R
RV —TiE, 2=V —DFECINEDOZ L RARA » MEtEREH S ET,

ENRANKAF v BHEZZAT IV TI7EBAR) —ITHBRIATE, = RiRA V RIZ
HostScan/Secure Firewall RAF ¥ Ny RARA > M VA =L EN TR THEATE
F9,

—EBDENA VR AT v B, B AL AT AL A ETHEIT LTV S AnyConnect 7 T4 7 2
MIDOBEREL £, ZOMDENANVRZAF ¥ JEMEE, AT AL ZETETLTND
AnyConnect 7 7 A 7> k& AnyConnect 7 A 7 N T A v 77547 b ETHEITLT
V% AnyConnect 7 7 A 7 > N DO HIZBEH L E 9,

1R BRI

ENANVRATF ¥ ZIEHT 5121, AnyConnect 7 7 A 7> k Mobile 7 A £ A & AnyConnect
277472 b Premium 74 B AN ASAIZA VA R— LI TWABLERLD T, Zhb
DITA VL RAEA A N—LT HE¥IL. DAPEMERS JOMOBEFO T KR A > RIS
SNTHR—=FINTVDENAIL TNAADDAP RV —%ilH T E4, Zhudld, £
NANTNRAAPED Y E— K T 7R AOHFNELITHESHREENET,

FIE

[=Y RARA » NEtE# A~ (Endpoint Attribute Type) ] Y A k7R v 7 AT AnyConnect 7 7 A
Tk BERLET,

[ FAT > 3=V a3 (Client Version) | F =y 7Ry 7 A%&FAZLT, FLW (5
FLLI7Z2W (=) . Ko/hEwn (), KO REW () UT (=) | FE3UE =) %
BEZ 4 — VR TEBIRL TS, [Z 747> h3—T 3 (Client Version) ] 7 4 —/L KT
AnyConnect 7 7 A 7> b=V a VB SEFRELET,

D7 A=V REfTLE BENANVT AL R EFEFLL T Ly ML) o7 74T
F =V a VEFHETE D1E0, TAZ by TIRT VT by T TARALADT TAT b =
VarbiHiTE £,

[Platform] = v 7 R v 7 A% AL T, FELW (=) EEFELIRY (=) ZEIET ¢ —
U RCEIR LT 6, [Platform] Y A b Ry 7 ATHRL—TFT 4 VT VAT AEEIRLE T,

D74 —=NVREERTHE, BN T AL R HEFEFESFY T Ly e E) OoF L —
TAVT VAT LEFHITCTE DIEN, TAI hyTITRT T vy TARALADE XL —T ¢
VI VATALFMETEET, STy b — L EBRIRT L L, BNMOEET +— L R THD
[Device Type] & [Device Unique ID] 23 FH ATHEIZ 72 0 97,

[Platform Version] &= v 7 AR v 7 A% AL T, FELW (=) | FELI 2w (=) . LH/h
SV (<), KV KREW (), BT (=) . FRIEBLE =) ZEET 4 — /L RTEIRL T
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B orvr~oo7q0 T pReL rEMEDEMD

ATy TH

ATvT6

ATy 17

ATvT8

26 [Platform Version] 7 4 —/V R CARVL—F 4 V7 VAT LA NR—V a3 U FFERELE
j‘o

ER T2 DAP L a— RIZZOREMELEEND L HI2T5120F., BiIOFETT Ty F 7 4+ —2A
HMLTHREL T EIN,

[Platform] F = v 7 R v 7 A% A A LT2E 1, [Device Type] T = v 7Ry 7 A% F T
LZEMTEET, FLW (3 FLEFFELIARWY (=) ZEET7 4 — L FTEIRLTHD,
F 34 A% [Device Type] 7 4 —/L R TEIRTEMAN L ET,

PR—=RNINDET A ZTHDHIZH 0D BT [DeviceType] 7 4 —/L RO Y A MIERR S
TWRWEATX, [DeviceType] 7 4 —/L RIZANNTEE T, T30 A2 A THEREAFT D&
bR/ F1EIZ, AnyConnect 7 74 7 > b &Y RikA ¥ MIA A F—/L LT ASA (285t
L. DAP FL—RA%F(T79 252 &L TT, DAP F L—ADFERDHT,
endpoint.anyconnect.devicetype D % BT £3, Z DfE% [Device Type] 7 4 —/V RIZA )T
LB DH Y FT,

[Platform] = v 7 7R v 7 A& A N L& 1%, [Device Unique ID] F = v 7 Ry 7 A& 4
T H2ENRTEET, FLW (5 FRIFFELIRY (=) ZEME7 4 —/V FTEIRL TR
5, T AO—FE®D ID % [Device Unique ID] 7 4 —/L RIZ AT LET,

[Device Unique ID] IZ & > Tl % DT 3o ARRFIS LD DT, FFEDE/NA IV T 34 ZTHF
TEHER) O —ZRETEET, T ZADO—FEDOID ZEAETHI2IE, FDOF /31 2% ASA T
Bt L C DAP b L— A& 31T L. endpoint.anyconnect.deviceuniqueid D% 7-o1F % B0
HY FI, ZOfE% [Device Unique ID] 7 4 —/L RIZANTHLERH Y £,

[Platform] % 4 2 L7235 1%. [MAC Addresses Pool] 7 4 —/L KIZ MAC 7 R L A& BT
£, FLW 3 FEFFELIARY (=) Z28EY 4 =V FTERLTNL, MACT FLX
EHRELET, EMACT RLVAD T 4+ —~< v MEXX-XX-XX-XX-XX-XX CHDH T ENMLETT,
X [T 16 #HLF (0~9, A~F, £izika~1f) T, MACT FLARiX, 128 LD
ZEHAN—ATREDILERH Y £7°,

MAC 7 RLZIZ L 5> T2 DT AT LBRKFISND DT, FFEDT NA AWK T HRY v—
ERETEET, VAT LADOMACT FLAZEET HITIE, TDT /31 A% ASA IZHHE L
TDAP k L—RA %317 L. endpoint.anyconnect.macaddress Dfi% Ko 2 LR H Y £3,
Z OfiZz [MAC Address Pool] 7 o —/V RIZANIT 20BN H Y £,

[OK1 %227 U v o LET,

DAP DT 74 )L TV FiRA > FEHDIENM

1R & BHEIIZ

T ATy RIRA M@ ERET DHNS, EDT 7 A V& A% ¥ 7§ % )% [HostScan/Secure
Firewall 7K A F % (HostScan/Secure Firewall Posture) 1 7V 4 > KV CE&HZ L £,
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DAP A 734 2 T Fq v rEHEDEM [

HostScan 73— 3 > 4x DA, ASDM T [3%/& (Configuration) 1>[Y E— k7 7 & AVPN
(Remote Access VPN) ] > [Secure Desktop Manager] > [HostScan] % 3R L &9, Secure Firewall
INAF ¥ /3= 3 5x DEE . ASDM T [ & (Configuration) 1>[VE— k7 27 & AVPN
(Remote Access VPN) ]>[R AT+ (Secure Firewall/])  (Posture (for Secure Firewall)) ]> [~
AF ¥ % E (Posture Settings) | Z 3R L £,

FIE

AT w71 [Endpoint Attribute Type] U A b 78 v 7 AT [File] Z##4R L £,

AT w T2 [Exists] & [Does notexist] DA 7L a > RA Tk, BIRLIZx2 RRA > MEhk & Zhicht
b9 % &A1 ([Exists]/[Doesnotexist] R ¥ D FIZdH D7 4 —/V K) DIFETDHLENH D H
EOMITG LT, N T5b0EERLET,

ATw 73 [EndpointID] U A h Ry 7 AT, AF ¥ U HROT 7 AL = FUIZELNTZY RARA Vb
D&% Ry 77Xy JRAMPLERLET,
7 7 A NVOIERA [Endpoint ID] U A b R v 7 AD FlZFrENET,

AT 74 [LastUpdate] = v 7 Ry 7 A% AN LThH, EHHLLOBEBZEEDHEL Y L/
(<) EREWV () DELLEFRMNET O EERIEZ7 +— VW RTERLET, EFHENLOH

& [days] 7 4 —/V FIZAILET,

AT Y FE [Checksum]|F = v 7Ry 7 ZAZF L Thb, TARGR T 7 ANDF = v 7 AMMEL%EL
W (=) FREFELIRY (1=2) OELLESEMEETLINEERIET +—/V R TEIRLET,

AT w76 [Compute CRC32 Checksum] %7 U v 7§25 &, TAMIROT 7 A NDF = v 7% LMENG
HEhET,

ATvT1 [OK] %7 Uy 7 LET,

DAP ADTINAR T FRA 2 FEMEDIEN

FIE

AT w71 [Endpoint Attribute Type] Y A b 7R v 7 AT [Device] Zi®R L F7,

AT w72 [HostName]|F = v 7Ry 7 A% A AL Thb, TAMHRTANAL ZADHEA M EELY (=)
FREFFELLRY (=) OELLEFMETINERIET 4 — /L RTEBIRLE T, EREMH N
AA % (FQDN) Tid7al, Iy Ea—ZOKRA OB M LET,

ATv T3 [MACaddress] = v 7Ry 7 AeA A LT, TAMIROXY NU—7 A2 —T =
AAN—=FDOMACT RLALZEL W (=) FHIEHELLRY (=) OELLE2KMET D0
EEEZ 4 — VR TERLET, 1 2O FUIZHDEMACT RLAE I DETTE, 7K
VADT 4= MEXXXXXXXXXXXX CThHDH T ENMETT, x 1% 16 EECFTT,
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B orr~onac Ty ps L FEEDEMD

ATvT4

ATy TH

ATvT6

ATy 17

ATy T8

[BIOS Serial Number] = v 7 iR v 7 A% A N2 LT b, T A FREROT /3A 2D BIOS 3V
TAFEGFEELY (2) FRIFELLRY (12 OELLEEEETINERIEZ 4 — /L R T
BRLUET, BT +—~ v M, WEEEFEATT, 74—~y MEHIIH Y £HA,
[TCP/UDP Port Number] = v 7R v 7 A% F A2 LT, TAMAERDOY A= ZRRED
TCPAR— R EFHELW (=5) FHEFELL W (1=) OELLEFMETLINERIEY 4+ —/L K
TEIRLET,

TCP/UDP =2 >R AR 7 ATk, 7 A h&f5 (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . =+
721X UDP (IPv6) ) DOAR— FOFEREHA TR L7, EHOR— 2T X T 554513, DAP
OfE DT RiRA v MO/ — L Z WL OIMER L., TNEFUCIHEOR— FEfEELE
j‘o

[Version of Secure Desktop (CSD)] F = > 7/ iRy 7 A& F L Thb, = RiRvA o b ETHE
1T S 4V %HostScan/Secure Firewall IR A F ¢ £ A — D=2 3 U EHELWY (5) EFFHELIR
W (1=) OELLERIEET DD EBRIET +— /L RTEBIRL E7,

[Version of Endpoint Assessment] 5= v 7 7R v 7 A% AN LTHL, TA MKROT L RAKRA
YR T7EARX R (OPSWAT) OARA—V g LELY (5) F2FELIRY (=) 0LbHH
B ET DM ERIET 4 — /L RCTERIRL 77,

[OK] %2V v LET,

DAP ~MD NAC T FRA > FEMDIEM

ATy I
ATvT2

ATvT3

FIE

[Endpoint Attribute Type] U A ~ AR 7 2T [NAC] Z &R L 9,

[Posture Status] = v V7 R v 7 A% A N LTHh B, ACSIZE > TRESNDARAT ¥ Fh—7
YIFFIEFELY (=) FEFFELIRY (15) OELLERMFLT I RIET 1 —V T
BIRLET, RAF ¥ h—72 305 F% [Posture Status] 7F A b R 7 AT AN LET,

[OK1 %227 U7 LET,

DAP ADARL—T 42T DRTL IV ERRAY FEHDEM

&M
ATy T2

FIE

[Endpoint Attribute Type] U A ~ 7R 77 AT [Operating System] Z 38R L £ 7,

[OS Version] F = v 7Ry 7 A% A A2 L THhb, [0S Version] Y A~ ARy 7 A TRET HA

R —F 4 7 VAT A (Windows, Mac, E7/2iF Linux) EEFELW (=) FIEELLI W
(=) OELLEFRMEETOIDEEIET 4 — L RTRIRLET,
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ATvT3

ATy T4

DAP ~AD/S—YFIL T 7 A7+ — T kR4 > rEoEn [

[0S Update] = v 7 R 7 A% AL THh 6B, [0S Update] 7F A kAR 7 ZIZATIT 5
Windows, Mac, F721F Linux 22X —F 4 7 VAT LADY—ER RNy LELW (=) £
TIFELL W (=) OELLEFEGETHINERIET 4+ —V RTEIRLET,

[OK] %227 U v 7 LET,

DAP AD/IN—YFIL T7AT704—IL T2 FiRkA4 > FEHEDIENM

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

1R BRI

HostScan 4.3.x 75 HostScan 4.6.x ARRIC T v 7 7 L— KT 28BE1%. 7T v 77 L— FOHIIZ,
BEFED AV/AS/FW = RiRA > N EMEZ RIS T 2R AMFW = RARA > MEHEICBITT 5
MENHY ET, T v 77— FBLOBITOZERRFIRICOWTIEL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guide] &M L T 7ZE0,

FIE

[Endpoint Attribute Type] U A k 7R > 2 A C [Operating System] % 3% L F 9,

W) 7278 # U [Installed] & 7213 [Not Installed] 22 V » 27 LT, SR LI RARA > MNEME &

ZIUCATRET D 1E4f 7 ([Name]/[Operation]/[Valud] 51O F D7 4 —/V K) A A R—/LT 5

D ETIFA VA M= LR ERELET,

[Vendor] U A b Ry 7 AT, TARIARONR—=YF IV T3 AT 74— XUE—DLHi% 7

Vw27 LET,

[Product Description] = v 7R v 7 A% A NI LT, T AT HRU X —DELZ U A b

Ry 7 ANHERLET,

[Version] F= v 7Ry 7 A A LT, #1E7 4 —/V K% [Version] U A b ARy 7 ATk

RUTERE A= g FFIZELY (5 FLIR2Y (15) | I/ (9 Ko kEw
) L UTF (<= . 3B E =) ICiRELET,

[Version] Y A b iRy 7 ATEIRLIZ A=V g VZx BV TWAEE (7821 3x) 1%, 2

D x HZBARPRY ) —AF S TEESBAET (L& Z21T3.5) .

[Last Update] F = v 7 ARy 7 A% AN LET, HKEOEHNLLOBBEEFRELET, B
., ZZTANLTEEREE Y R (<) 3473250, E#L ([P]) FATT25052HETEE
b@‘o

[OK] &2 U v 27 LET,
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FAF2v o 7oA RYL— |
B o ~okyo—zo pRe L rEMEDEMD

DAP AR — T RikA4 > FEMHDIEM

FIE

AT w71 [Endpoint Attribute Type] V) A b 7R~ 7 AT [Policy] Z 4R L £,

AT w72 [Location] F= v 7R v 7 A% A2 LTh 5, Cisco Secure Desktop Microsoft Windows 12 47—
var a7 rANEELY () FFELIRY (12) OELLERMELT L0 EEE
7 4 —)V R CEIR L E T, Cisco Secure Desktop Microsoft Windows 27— 3 > 7F'ma 7 7 A )b
SCF-81 % [Location] 7F A K ARy 7 AIZ AN LET,

ATy T3 [OK]ZZ7 Vv 7 LET,

DAP AD7ALRA T KiRkA4 2 FEMEDEN

4r & H RIS

T ATy RRA U NEEZRET DHIIC, EOTrt A% A% v 3 %)% Cisco Secure
Desktop @ [HostScan/Secure FirewallA&X 2 F %  (HostScan/Secure Firewall Posture) |V« > K7 T
EFZLET,

FIE

AT 71 [Endpoint Attribute Type] Y A k R 7 AT [Process] & He4R L 7,

AT w72 [Exists] £72i% [Doesnotexist] DR F o Ti, TR L= RARA > MEtk s 2N ET 51E
fifi7- ([Exists]/[Doesnotexist]) N¥ > D FIZH DT 4 — IV K) BDHEETDILENHDNE S DIZ
IGUT, %4 ToH80%27 Yy LET,

ATw 73 [EndpointID] U A h Ry 7 AT, AF ¥ U HEOTY RAFRA Y MIDZ RKay 7 X7 U AR
MOIEIRL E7,

TV RRA LMD P AERDY AN Ry 7 AD FICFHERINET,
ATy T4 [OK] &7V v 7 LET,

DAPADL R MY TV RKRA Y NEHEDIEM

LA RY = RiRA V MEMED A% v 0% Windows XL —F 4 ' F A7 KO A
ENFET,
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ATy I
ATvT2

ATvT3

ATvT4

ATy TH
ATvT6
ATy 717

ATvT8

pAP ~ouimERiIRtnen [

1R BHHIIZ

LYRARY I REA Y MBI RET BHIC, EOLVRA MY X5 AX T o0
[HostScan/Secure Firewall 78 2 F % (HostScan/Secure Firewall Posture) | 7 4 > R U TEHK L £
ﬁAO

FIE

[Endpoint Attribute Type] U A k 7R 27 A C [Registry] Z 3R L £,

[Exists] & 721 [Does not exist] DR X > Tk, LI A U =2 RilRA v Mgtk & 2R+
% Efff ([Exists]/[Doesnotexist] R X D FIZH DT 4 —/L K) BDEFEETILERHDLNE D
MSLCT, #4702 v LET,

[EndpointID] Y A s Ry 7 AT, AF ¥ GO LIA MY = FUIZFELWT Y RRA
FNIDZ Koy 72y A RNLERLET,

LY A N U OFEHD [Endpoint ID] U Ak ARy 7 AD FIZFREINET,

[Valuel F = v 7/ Ry 7 R AN LT, BIEZ7 44—V RTELWY (5 £EFELIRY
(1=) ZB/RLFET,

BAIO [Value]l U A b By 7 2T, LA MU F—3% dword 73 FEFINEHEE L E T,

2 OH® [Value] IEY A Ry 7 R, AX ¥ U {IHBDOL I AN F—DfEE AN LET,

AXy VBRIV VAN = ) ORLFENPILFOENWEETHI2E, T2y IRy 7 R
EAACLET, MBRHIK LT LN TFEEBTHI00E, Fov IRy 7 A4 7121 TL
7230,

[OK] %7 Vw27 LET,

DAP ~ DR GIBAE REER £ M E N

ATy T

ATy T2

ATy T3

ZAE LA OV TR ERRE SN — L TBITE B L5 ICATENEEA V7 v 7 2k
TEET, THOORIRE T ¢ — FIZESO T, BEERITE 7 % 721257 5 DAP L—
NEBETEET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [Dynamic Access Palicies]
> [Add Endpoint Attribute] DJIEIZBEI L £,

[Endpoint Attribute Type] & L C K1 v 7% 7 A = = —® [Multiple Certificate Authentication] %
FIRL £,

VB L TIROWT NN ETILTT R TERELET,
* Subject Name
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B oorr iy TRES LT A=Y F L T4 TIF—L OIS A

ATvT4

* Subject Alternate Name

* Serial Number

FEFEA R T %7 7 4L FO[None] DE FEIZ L TWTND A T 05 OFEHFE L FFAIT 2 52,
2= —DHBELITY DB EFFATH I IR L ET, [User] F721% [Machine] % 3R
T 5856, EHEDOILORA NT2ZANTHLENRHY £9, ZOFRIEZ, v harTr 74
T ML TEEINET,

DAP LWLz PREELUVN—VYFIL T7AT7o4—)LTATS

Ls

X2 VT 4 TTITAT AL, 22— =B, REFHD AAA BB L= RARA
MNEMEIC =T 2L AICDAP R o—2 A LET, 7V al A ity 2 — LB L)

HostScan/Secure Firewall 8 A F ¥ i, REFA T NRA v MNeolFResex2 074077
TAT VAL, DAP U7V A7 ATIE, TOHERICESHTENL DRMEMHEIZ—KT 5
DAP L 22— RA&ESIRLE T,

TN 2T HRBILON—=Y TV T 7 AT U= ATl 7 LDIFZEALE (TXTTHEARL)
X, 77747 AF vy v EYAR—FLTWET, 2F0, ZNoOT 0l T AIAETY FER
THY., WIZEMEL CWWEJ, HostScan/Secure Firewall R AF v, = RRA v M7 s
TEABA VA R—ILENTNENE I D, BEREOT BT T ARAE Y EERINE S
KOEHIZLTF=v 7 LET,

A VA=A ENTNWDET O T TEANT 7T 4 T AF Y &2V R—F LARWEgEA,
HostScan/Secure Firewall 8N A F v 1ZZEDY 7 N =T OFEEZLR— M LE T, DAP &
TLE, O T T LERET DHDAP La— REZERLET,

A UARN—NENTWDET BT TEANT VT AT Ay B R—FLTEY, 207 R
TITETT I T AT AX Y DA R —T 72> T 554, HostScan/Secure Firewall 78
AFXIEEDY T N 2T OFEELVAR—NLET, ZOEEL, X2 VT4 T7I4
TR, EDOT 0T T LEIEET H DAP L a— AR L £,

A VAR NEINTWET AT TEANT I T4 T AF Y 2 R—FLTEBY, 2071
TITNTT IT 4T A% NI > TV 54A . HostScan/Secure Firewall 78 2 5 %
XZEDOY 7 MU =T OFELZERHLET, EX2 VT4 7T IAT AL, 20T 0 s
LEFEETHDAP La— REZBIRLETA, SHIZ, 7RI TLNRAL A R—=LIT
WAHEETEH, DAPICBAT 22 HOERNE 415 debugtrace 2~ RO IZIZ T v
7T DDFENREINFER A,
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\)

((¥£)  HostScan4.3.x 7% HostScan 4.6.x LIFEIZT v 77 L— KT 545481%, 7 v 77 L— ROHIC,
BEAFD AV/AS/FW = RARA o N EMEE RIS T 2R AMFW = RARA o MEHEICBATT 5
VERHVET, Ty 77— FBLOBITOREE2RTFIAEIC OV TiE,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guide] #Z ML T 7230,

S 4o \ oo 2

IVRRAY FEHEDES
RIZ, DAP CHERTE 2= Rl A » M&IREMEZ R L £ 7, [Attribute Name] 7 1 —/L R,
LUA BN CoK @A DA k%7 LTH D | [Dynamic Access Policy Selection Criteria] <2

A @ [Advanced] ST L £ 3, label Z280%, 77V r—var TrA 4, Tak
A, ERFVVARNY) 2 MU ARLET,

24T | EBHEA EET | {E ANYTT |G
DEAE
<)L =7 |endpoint.am["label"].exists | Host  |true — VU =T RER T 1
o SenSae 77 BHAFHET B
Firewall
endpoint.am["labe"].version | 78 A string 32 Version
endpoint.am|["labd"].description 7 string 128 SOENE Sy AL
i
endpointam"label"]lastupdte sty — Y TR
EEHLTHHOR
] (7))
Personal endpoint.pfw["label"].exists | Host true — IR—=IVF N T AT
Firewall SenSaure U — I BET S
Firewall
A
F¥
endpoint.pfw["labd"].version string string Version
endpointpfiw]"labd"].description string 128 R—=IF N T AT
U 4 — /L D

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

B - oo rBrozEs

F4F2v 9 7oA KYv— |

BtEs 147

Bit4

ARy
NDEXE

Bl

AnyConnect

(HoSenSeue
Firewall &~
AF v I
%)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

AnyConnect 7 714 7T
YhoAR=Tay

string

AnyConnect 7 7 A T
VIR A A F—)L
SNTHLHARL—
T AT VAT b

version

64

AnyConnect 7 74 7
VIR A A R—L
SNTVLHARL—
TAT VAT LD
N—= g

string

64

AnyConnect 7 7 A 7
VRN A A R—)b
SNTWVBENSA L
FRAADEA T

64

AnyConnect 7 7 A 7
Y EBRA A=V
SNTWNDHENA L
TR ZAD—EDID

string

AnyConnect 7 7 A 7
VWA A =L
SNTNDT /A A
D MACT RV A,

74—~ M
XX-XX-XX-XX-XX-XX C
HHZEPKET
3. xIFALR 161
BLFTY,

T r—
va

endpoint.application.

clienttype

77

var

string

74T~ ZA

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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v s rER0ER [

BtEs 47 |EBiER ARYY |EREA

DERRE

bl
il
dl
ot

>/, A |endpoint.device. hostname | — > | |string 64 AR RO,
WA FQDN Tidd v £
N A

endpoint.device. MAC string — oy NT— A
H—T A AH—F
DMACT FL &,
IRelok0 N Nt
X MAC 7 RV A%
1 72T

A —~v b
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1% 16 HEHCSLFT
7

endpoint.device.id string 64 BIOS > U 7 L&
e BT A —~ v
ME, ROEEEEA
Ty, A=~ b
BEIHY FHEA

endpoint.device.port string — U A= 7AREED
TCP " — b
1EfRZ &2 1 >0
R— P EERTEE
‘@—

1 ~ 65535 O&PH O
B

endpoint.device. string 64 EITEND
protection_version HostScan/Secure
Firewall 78 2 F ¥ A
A=V DNV g v

endpoint.device. string 64 Endpoint Assessment
protection_extension (OPSWAT) D /—
Vay
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B - oo rBrozEs

BHES1 T |EBHEL EER |fE ARYUT | GHA
DEREK
~7 5% AL |endpoint.file["label"].exists true — 77 A NVBIFET D
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — T 7 A IVDERILITE
lastmodified FENTHH ORI
e (B))
endpoint.file["label"]. g — 77 A I)L® CRC32
crc.32 Ny
NAC endpoint.nac.status NAC |string — a— P —ERTAT —
ZARXARN) T
#4~21L— | endpoint.os.version string 32 FR—F 4 T
TSI AT A
AT A - -
endpoint.os.servicepack et — Windows D% — B %
N T
AU I — |endpoint.policy.location string 64
(Policy)
“at A endpoint. true — Tat ANGFET S
process["label"].exists
endpoint. string 255 Fat AN T )L
process["label"].path
Registry endpoint. dword string | — dword
registry["label"].type
endpoint. string 255 LA RN =Y
registry["label"].value DIl
VLAN endoint.vlan.type CNA |string — VLAN Z A 7 -
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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LUA £ L1 DAP =514 Ziama 0AP R0 Em [

LUAZ{ER L1=DAPIZE [+ 51EMD DAP FEIREZEDER

TR a T, AAA £ FARA VMBI OER T IEICOWTEA L £
To THNEAITHICIE, LUAICET 2 EERARSMLETT, LUA DT 17T v 7 OFEHE
I OWTIL, http://www.lua.org/manual/5.1/manual.html %2 2/ L T 7280,

[Advanced] 7 4 —/L FIZ, AAA 7213 RARA v MBRGABBHE 2 F T H X0 LUA 7
XA REANLET, ASDM T, ZZCANENTZTHF A NEFGEEET . 7% A % DAP &~
Ui— 77 A MIabt =351 TT, AHEIT ASA 2L > Tirbi, T ReEZ s CidaEE &
nEd,

ZoFTva it EOBRICHD AAA BL O RRA v b O JEMERER CHE ol g7 S 1
VS OERIERE R BINT 2 5BICER T, 728 23, BESNEEEOWF o &imT-7,
TNTEWZT, FRIT0TH G S0 AAA BHEZHHT 5 X 910 ASA 2% ETE £
T, TV RKRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAMEEDOT Y RARA > M@ EFEHTE 5 L9127 5121, LUA Tt Zeame=
ZERL., 22 TEOXEANTHHLERH Y £,

DY 7 L3 TiE, LUA EVAL RAEROFEM E 2R L £,
« LUA EVAL X ZEl 282 (221 =*—)
« DAP EVAL X ffl (226 ~=—)

« BN LUA B3%r (223 ~=—2)

LUAEVAL X Z1EfLT 18X
)

(GE)  [Advanced] E— REMHTLZMLERSLGHIL. 707 7 L EEHENICKRFET 5 2 LN A[EEIC
0. BHiRICR A0, TEAEITEVALREZFHAT A2 2880 L7,

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA JEM: F 7213 Cisco Secure Desktop 7> HiE L7z @M, BIHEOEFRIC
DT, ¥ RS PEMEOER (217 =) 2ZRL TS
AN
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B tostscanas (B UZHLIE) & & U Secure Firewall KR F /S—< 3 > 50 LUA FIE

<comparison> ROLFFIONT A (BB LE)
“EQ” L
“NE” E PR
“LT” Xo/phEn
“GT” L REWN
“LE” P
“GE” Ll kb
<value> IR CHE . B & i Dl % 5 T 3075
<type> WOLFHNONT D (B LEE)
“string” KILF, NCF2 KBTS O Lk
RICF-, /NS5 KR L 72 WSO 0 bk
“integer” KB LT SCFHIE 2 BBl 28
“hex” 16 R 2 T2 BB ELE CL 16 AR D LT % 16 15K
(Z A
“version” XYZ A (X, Y. ZI3HTF) ON—T 3 E g

HostScan 4.6 (X UZNLUE) & K U Secure Firewall 7R X F % /\—
o3 >50 LUA FE

'ANY' D0 A JLAXZE (endpointam) FALUA XV 1) T+ (REEHF
7+)

RO LUA A7 VT NE[MHEH LT, '"ANY' O 7 A )L AR/~ % — (endpoint.am) % fiEqd
LET, B2 EEEFOMBICET 2720, BEREASIN2H5AR3H 0 £3, ROB
%, 30 H (2592000 F) & Fidk) LINIZFAT SN b D & T REEH O FEEZRLTHET,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.activescan, "EQ", "ok", "string")and EVAL (v.lastupdate, "LT", "2592000",
"integer"))
then
return true
end
end
return false
end) ()
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ANY' D=V F L T7 479+ —LAWARS U T |

'ANY' D/N—VFIL T7A T 2+—ILEHLWA RS ) Tk

ROLUAZZ V7 ML T, 'ANY' D7 7 A 7 0 —/V#lin/~ 2 % — (endpoint.pfw) %
RBLET,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok", "string")) then
return true
end
end
return false
end) ()

BN LUA B3k

BAFIv I TI7EAR) —TEEL TV DSE, —BOERECHERFRENLEE Sh
HIENRBEZDNET, o&ZiF BUFIZREWHIO DAP Z il L2 1UE 7R 672 WiE 2R &
D i‘a—(}

* CheckAndMsg I, DAP A2 —/L 3 % K D TR EATHEZ: LUA BB T, FffFIcE S & =2—
P= Aot —VEERLET,

A= b (OU) Felda—F—FT7 V7 FOMOBEED L,

« A BRI S T2 7N —T RIS L OBt b D5 E. VANV R — FOMMANLE
WD EBHY FET,

ASDM @ [DAP] ~24 >IN D [Advanced] ¥ 7 3 3 > T LUA #BER AR L. = OZzdkik % 5
TXFET,
DAP CheckAndMsg F8%k

ASA %, LUA CheckAndMsg Bi%% & ¢e DAP L 22— RN &, ZHUS X » TERSK T
T ORI DGO, 22— =2 A v —V%FRLET,

CheckAndMsg B OAESCILL T D@ ) T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg BIEX D VERFRIZIE, L FORICHER LT 7Z &0,
* CheckAndMsg [E, RHIOGIHE LTESNIEEZIRL ET,

« SCFHNE A L2 < 7eWiGA . EVAL B E RO E L THEH LT 7ZEWn, &
2Bl E R LET,

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg")
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CheckandMsg (% EVAL B OFERZIK L, ¥X 2V T 4 T I7A4 T 2 A XZOREREH
ALT, DAPL a— REBEBRTRENEINEHILE T, L oa— FOUEIR Sz fbs,
H—IFx—varihholzfh, ¥X2 VT4 T 7747 AL A v —V%FR
]\/i—é—o

0U R—XDEEE DI

DAP %, #HEET LDAP — =L IND B0 R EFH & £d, DAP hL—2RD
HTH B 2SI 50, debugdap b L—AZFITL T EE WY,

LDAP #—"—(Za—HP—DBEHS (DN) ik LET, Ziud, 74 L2 RO EDH
FCa—P—F TV MRS LINEEBRICORLET, 22X, =2—F—D DN R
CN=Example User, OU=Admins, dc=cisco, dc=com T» HHE, T D2 —H—|L
OU=Admins,dc=cisco,dc=com |ZfFEL ET, TXTOEFHEENZDOOU (F72iF, 2L~
UTDar7F) WIHET 258, UTo Lo, ZOEBC—HT omillalcsE
R

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false
end) ()

ZOFITIX, string find B CEMERBLAFEH TE T, Z OLFH% distinguishedName 7 1 —

WV ROBRBIZT I —F HI2E, XTFNORKIZS #HEHALET,

TI—T A R—y TOHI

AD I NV—T A R—=2 T ORE = BEDTOIZ, BRI ELERTEET, 2—F—

DEBOITN—T DAL NR—=ToHDHIENREZLNDT-D, DAP IE LDAP H— =225 D

BraRNOR A DT N Y ~EEFTLET, UTFE2ETT DI, SERERES LI T,
e memberOf 7 o —/L R& | & LTHERT 2 (22— =01 207 V=772 IR L
TWDH%E)

s IKINT=T—H ) Ttable] Z A 7 ThH%GE. RENTZZENEIO memberOf 7 ¢ —/L K
B IR UALVERT B,

FOEOIZFEIR L, TAMLEBEEZUTFIORLET, Z0FITHEH, =2—F—»n lstu) THK
DOANTNIID I N—T DAL N—ThHEE. ZTODAPIC—EKLET,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
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for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

79t REBDH

VNI TR T O T T ABFELBRNGEDT 7 A ST 572012, OB EFEHT
XFET, F—IFx—La B ETTHEODOT 7 a yBRRESNTWHDAP THEHALET,

assert (
function ()
for k,v in pairs(endpoint.am) do

if (EVAL(v.exists, "EQ”, "true", "string")) then
return false

end
end
return CheckAndMsg(true, "Please install antimalware software before connecting.",
nil)
end) ()

YN =T XRT 0 T T AR a——=R3n AL L) ETHE DAPIFIRDO A vE—Y
EFRRLET,

Please install antimalware software before connecting.

< ILFEEERZE BRI DI
DAP /v —)L CEEOFEAEFGEZMFEH L T, VAL RI—FRITEDOCN 2 EETEE T,

2 ODRI BFREER (abe.cisco.com & xyz.cisco.com 72 &) (L -T2 oD B~ NIRRT
SN2 oD ELZRE LI-HA. DAP/L—/LITIE. F81T# CN 3 * cisco.com F 7- 13 cisco.com
To HBHOFEEFRIED SR LE T,

WO EZMH L T, 22—V —BX O~ OFEHEIZT A /L K- — K issuer_cn cisco.com %
i L CEEED DAP L — /L2 EFRTE £,

assert (
function ()
if ((string.find(endpoint.cert[l].issuer.cn[0], "cisco.com") ~= nil) and
(string.find(endpoint.cert[2].issuer.cn[0], "cisco.com") ~= nil)) then
return true;
end
return false;
end) ()

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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DAP EVAL =X 0 41

FAF2v o 7oA RYL— |

LUA CinEl N2 1ER T 2561, ROFIZSZIZ LTI,

B 1

Windows 10 =2 R7RA > (BVAL (endpoint on TEQY . Hindows 107 "string™))
enapoint.os.version, ’ 1ndadows s STring

FLUA F =7

CLIENTLESS % 721X CVC
AT NEATIT—EK
TEHMNE I DO RIRA
VRNLUATF =v 7,

(EVAL (endpoint.application.clienttype, ”EQ”, "CLIENTLESS") or
EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

RSSOV EYS iy A=/
7 2\ Symantec Enterprise
Protection 73— —® PC
WA VA R—LENTND
MEI DD RABA b
LUAF =y 7, £ A F—
LEITOVRWGEIEA >
t—UERRLET,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec]
Endpoint Protection","string"),"Symantec Endpoint Protection
was not found on your computer", nil))

McAfee Endpoint Protection
N—=T =3 1005 10.5.3
BEONR—=Y 3 106 LI
Aoz FRA > b LUA
Fxv7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version") or
EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))

McAfee ¥ /L7 = 7 kIR E
FENEE 10 B (864000
) NICEF S nne
IMDT RiRA > FLUA
F v T, BHBLERY
BlIA v E—EERLE
7

(CheckAndMsg (EVAL (endpoint .am[""1637"] . lastupdate, "GI", "864000", "integer") , "Update
needed! Please wait for McAfee to load the latest dat file.",
nil))

debug dap trace T
erdpoint..os.windows hot Fix [ "KB23414"]
= "true"; MR I NTZRIZ
FREDR Y 8T 4 v 7 AN
HLINEIIPDF =T,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"], "NE", "true"),
"The required hotfix is not installed on your PC.",nil))

T TFRETOTSLDF VI EAVvE—SDRTE

N2 TRRY 7 b 2Tk, = Fa—P—0lEICRONWTEBEETE AL A v
Y —UERETEET, T7Z7BANHFTEINTEZES. ASATR—Z /L X—T D DAP FHli 7 1
T ATERINIZTRTORA v E—V%2FoRLET, 727 BARES SN 5E. ASAIL T4 —
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| 54+svs 702Ky~
DAP EVAL =X 0 451 .

Sx—var] WEOFEKLEZRST2TRTORA =% DAP OIEL T, 77 7% on
TA v R=VIZR R LET,

WOBNL, Z O¥EEE % L T Symantec Endpoint Protection D A7 — % A% F = v 7§ 5 Fik
ERLET,

1. KO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2A > @ [Advanced] 7 « —/V R
RSO ITE9 (Al 2 —EHRHZ 27 ) v 7 LT, 74—V RERBELET) .

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint
Protection","string") and EVAL (endpoint.am["538"].activescan, "NE", "ok","string")
"Symantec Endpoint Protection is disabled. You must enable before being granted
access", nil))

2. [AIC [Advanced] 7 + —/V R T, [OR]RX %7 U w7 LET,

3. T ® [Access Attributes] 727 > a > O —F/E D [Action] ¥ 7 C, [Terminate] 7 U v 7 L E
j—o

4. Symantec Endpoint Protection 731 > A b —/L I TN D H DD 72> TV D PC B2
LET, ESNDIMBRIL, BRI ahd, 2—F—ICROA v =Y NRRIN
5E0H HOTY,  [Symantec Endpoint Protection is disabled. You must enable before being
granted access] o

T I TPRETOAOSSLE2BULERBLEEEDFI VY

Z OfFITHE, Symantec F721E McAfee D~V = THRIK T 0 7T ARGFHETEZNE I I, F
7o, UANVARERN2H (172,800 ) UINOHLDOTHLNE I D afER LET, E&RN2 H
PUERELTCHDEHA, ASAITEy v avz2KTL, AvE—VEEERY V7 2F R LE
T TOXARTEZTTHIE, ROFIMEEZFEITLET,

1. KO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2 > @ [Advanced] 7 1 —/V R

WZRED AT £,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

Protection","string") and EVAL (endpoint.am["538"].lastupdate, "GT","172800", "integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run

LiveUpdate before being granted access", nil)) or

(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint

Security", "string") and EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"),
"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your

McAfee Virus Definitions before being granted access", nil))

2. [A U [Advanced] 7 4+ —/V R C, [AND]| %7 U v 7 L%,

3. T ® [Access Attributes] £ 7 > 2 DO —F&/E D [Action] % 7 T, [Terminate] 27 V v 7 L ¥
j—o

4. Symantec £721L McAfee D~V T = TR 7 0 7T LinA VA F—L S TEY, N—
Varin2 AL ERIO O THS PC o HHEEREL 7,

FER L LT, EIIFFT ST, —Y—I|Z Tvirus definitions are out of date] &V 9 X v
t—UREREINDZERTFHIEINET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



BAF3v o 7o ARy — |
B orr 7o exesasy o —EroRE

DAP 7/ £ R £ AR Y S —RBIEDRTE
BHETHI) I LT, ZTHNDT 4 — 1V RERELET,

FIE

ATV T FREOHRE 21T v ¥ a U S DR B & FEET 5 121E, [Action] # 7 AR L
3

«[Continue] : (F7 A/ b) By a A7 7vA R v —@tEadEAL £,

* [Quarantine] : BEZMEHT 5 &, VPNREH T TIZ M RV ZHELL TWARED Y 7
A7 v MERIRTE ET, ASAIL. IR & ACLAZ & v v a T L CHIBRET & 71—
TEEHLET, TOHEIIRDLDIE, BIRSHIZDAP La— FTY, =2 RRA MR
FHH CERSINTOVDLRY O—IZHILL TV WG TYH, 22—V — 13— 21277
AL TBETEXETE, 2—F—ICHIRAZNToNET, BEEKE, 2—F—13THFERT
TET, TOFERICEID, HILWARRTF Yy TR bEEIShET, 207 8RR
VNCEKTAE, BREINET, ZORTA—XEHEHTHITIE, AnyConnect £ F =
TEEY T 4 BEREA AR — K LT 5 AnyConnect 7 7 A4 7> b U U —ZANUETT,

* [Terminate] : &> 3 » & T LET,

¢ [UserMessage] : 2O DAP L 2— FRBINENDH & ZIZ, R—F N "—VIZRKRTHTF
AR AvtE—=VEANLET, &R0 LFEANTEES, 2—F— X vt—I03
OO —T L L TCEREINET, 22—V =Nl A 9TD5L, AvE—TEF3EEEL
THBErELET, $fED DAP L a— FRERINL, ZENUZ2—F— A v E—UN
HLLA, 2= — A v b—UNTRTERREINET,

URL R°Z DOEDIALZT H A N EGH 5 LR TEET, ZOHAIE, IELVWHTIML
2T EWHTOINERHY ET, Fl T R_RToOar NI XiE, THEHO~ LY = 7 xR
VIR =T DT v L— RREEIZONT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> Z &M L T 72 &),

AT w72 [Network ACL Filters] # 7 %R L, ZDODAP L a— RIZHEHSNS Ry U —27 ACL ik
L,:.E_’[/iﬁ—o

DAP @ ACL IZ1%, FFA— NV ERIFEGLV— L EEODL I ENTEETE, MFEE05 2
EIXTEERE A, ACLIZFFRIV—/V EHEELV— VOl R E ENTHDHEE . ASAILED ACL
PHEGRLET,

* [Network ACL] K v 7Z 7> JZ K : ZODAP L a— RGBT %, T CICREFH
DF vy NU—27 ACL 23R L £9, ACL(ZIE, Frl— L HEHEL—LVOEEDOMAE
bEEEETCEET, ZO7 4=/ RiL, IPABIOIPv6 v NU—7 T 7 4T D
TIRAN—NEERTEDHA ACL Z YR —FLTWET,

* [Manage] : %> U —72 ACL ZiBJl, Rk, BLOHIRT 2L =127V v 7 LET,
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LTIV THOERAKRYI—

DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

* [Network ACL] U Ak : ZTODAP L a— RKDF* v hU—27 ACL 3FE/RINET,

*[Add] : FuyF XYy U NTE®IRLZ% Y hU—2 ACL 24510 [Network ACLs] U

A }\ QLLJJI] é*‘djﬁ—g«o

*[Delete] : 7 Vw7 F5L, BRAERINTND Ry T —27 ACL ) [Network ACLs] V A
FAGHIBRESET, ASA 225 ACL ZHIBRT 511X, £7 DAP L a2— RinHZ£0D ACL
ZHIBRT D ERH Y T,

AT 73 [Web-Type ACL Filters (clientless)] % 7‘\783%?)_&' L. ZODAP La— R|{ZEH I 5 Web ¥ 1 7
ACLZRELE T, DAP D ACLIZIE, FAEI3EGLV AT E2EDL N TEET,
ACL \-nq:j‘/l/‘—/l/&fl:ﬁr/l/‘—/l/@ﬁjiﬁiaii}’bf‘/‘éﬁm\ ASAZZD ACL #HE L £,

» [Web-Type ACL] ke v 7 &> URX K : Z0ODAP L 2— RIGEMT 5, EFAD

Web-type ACL Z 3R L £9°, ACL (Zi, #FrL—/L LG —VOEREOMA R DOE %
BETEET,

* [Manage] : Web % A 7" ACL #iB80, fate. HIfRT 2L &7V v 7 LET,

* [Web-Type ACL] U A k : Z® DAP L =2— R Web-type ACL N FE /RSN ET,

*[Add] : Fe vy 7 X7 U A NTE®EIRL Web ¥4 7 ACL 23451f|0> [Web-Type ACLs] U

AT w74 [Fun

Z MZBimEhET,

«[Delete] : 7 U v 274 5L, Web-type ACL D 1 DA [Web-Type ACLs] U 2 h xS HIRE
£9, ASA 7D ACL ZHIBRT 521X, £ DAP L 2— Kb E D ACL ZHIBRd 5 48
N0 ET,

ctions] ¥ 7EEIRL, 77 AN Y —R_R—x N LTT 7 HTTP 77X, BX

O'DAP La— RO URL = hY ZRELET,

* [File Server Browsing] : 7 7 A /b % — _R—F =3 HEGWED CIFS 7 7 UV v Tk A4 X —T

WNETTF 4= LET,

7 Z 7 XZiX, NBNS (A X — 7 F W E£7-13 WINS) NMIETY, NBNS IZ[EENZ
LA, NBNS 3% E S TCWRWEAIEL, DNS A L9, CIFS 77 v Xi#
ECTIT. EBEAYR—FENTHERE A,

« [File Server Entry] : R—4% /)L X—=T Ta—H—R17 7 £ )L — =D RRB LA RTE A

NTEDLEICTDIMEIDERELET, A X =T MR TNDLYE, F—F L ~—
T AN == NI O ReUREESINE T, =—F—IL. Windows 7 7 A
IWASDIRAZEBERATITEET, 22— —F, 774 ra2F v ru—R, fEE. Bk,

LAEE, BIOBETEET, 72, 77 AABLOT7 AV EEEBNTHIEHTEE
4, 1 A HEZR Windows Y —/X—TCa—H— 77 v R L THAEZRETIHLEL H
DET, Xy NT—ZOFEHIZ Lo TE, 2—F =BT 7 A N ~DT 7 & AFNIGRIEE %
TFTAVERHAZELHY £7,

« [HTTPProxy] : 7 7 A4 7> h~OHTTP 7 7L v k X OlskiclEE L Ed, 207

ook, W a7 Y ERICT T 5T 7 2 m Y — (Java, ActiveX, Flash 72 &)
WX LTCTEHEHTYT, 20o7uxiicioT, BXFa2 VT4 T I9A4T o AOEHAZ Rk L
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FAF2v o 7oA RYL— |

B orr 7o exesasy o —EroRE

ATy TH

BN, w7V 7 EERECEET, kI e X Uik, BB 7 v oy
TrXxy arya4Xal—varyEERE LT, T3TOHTTP 3 L O HTTPS R 247 L
WwWraxvarZ 4 Xal—valVZA L7 hLET, HTTP7 7Ly h 7 e¥% T
IZ. HTML, CSS. JavaScript, VBScript, ActiveX, JavaZ2 &', & A ETXTDI T4 7
YIMUT 7 e =B AR—= R EnTWET, PAR— I TWD T T U Microsoft
Internet Explorer 721} T4,

¢ [URL Entry] : R—# /)L _X— Ca—H# — N HTTP/HTTPS URL # AJJ TX 5 X H512T 5 M
EIODERELET, ZOBENA X—T MR >TVDHA, 2—P—|ZURL = b
U Ry T RZIWeb 7 RLAZ AN TEET,

SSLVPN i HH LTt T XTCOYA FEDBERILT L XTI L 1INnE 8
Ao SSLVPN I, %%y hU—7 EDYE—F 2—HP—DPCRY—7 AT —3 3 & ASA
EDOMDOT — 2O EX 2T 4 ZRFETHHDOTT, Lied->T, —%—7 HTTPS LA
D Web U Y —RA (L% —Fy b ERPHNERY NU—2 EIZHDHY VY —R) IZT7 7 AT
LA, ARED ASA S BIO Web — "—F TOMBEITEXF 27 TEH Y THA,

754 7F7 v LA VPN TIE, ASAIZ=Y R 2—HF—D Web 75 7 H# & Z—4 >~ |~ Web
P—R=LDMOTr X & UTHIEL £7, = —%—72% SSL kit Web h— " —ZH 5
ELASA TR AT R AL L, =D SSLIEAEEZRMIEL £, = K 22— —
TR RENTZAFAZELZZE LW, IFAELZTHE L THiFT 22 3T 8
Ae SSLVPN OHUEDFEETIL, RG> T25EAZEZ R T D5 A b & OWE 3] S
NFEHA, o, ASAIFEHETE 5 CAREEORHGEL FEITLERA, 20D, 2 —F—
I%. SSL %I Web H— "= LIB(ET HHIIZ, £DOH— =T KV R S NTREE L 24T
THZLIITEEHA,

22— —DA v H—Fy b T EAZHIRT SIZ1E, [Disable for the URL Entry] 7 4 —/L %
BIRLET, Zhicky, SSLVPN2—H—NT T 47 LA VPN EHETIZ Web 3—7 ¢
YTCERWVWESIZLET,

*[Unchanged] : (F 74/ 1K) 27V wr35& Zokyva il@EiansdZr—7 K
U—mbOENMER S ET,

* [Enable/Disable] : #§FE%Z A R —T WACT 20T 4 B—TWICT D0 EHELET,

« [Auto-start] : 7V v 745 L HTTP 70 F U NA X —T7 TR0 . Zh b OMEREIC B[S
FHENET Ly FADAP L a— RIZX > CHEIMIZEEI+2 L 512720 £9°,

[Port Forwarding Lists] # 7 Z3®R L, 2—¥— ¥ v 3 DR — Mkl A b E2RELET,

N— MEEIZ L 7V =T AV £— b 2—HF—1%, BEAOREE TCP/IP N — b THEET 5~
FATV MYP—=N=T TV r—va T 7 EATEET, VE—ba—F—jF m—1
PCICA VA M—=NENTITAT N T TV =2 a v ZffiLT, 2077V r—vavw
ZYR—FTB)E— =N ZLZRIIT 7 ERATEET, VA2 TiX, Windows Terminal
Services, Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, I3 d:ON Lotus Notes
IZOWNWTTARLTWET, ZOMOD TCP X—ADT 7Y r—ya v O—MbliET 5 L%
ADLDNETH, YAATETAPLTHE A,

G¥) AN— MEEIZ, —H#D SSL/TLS N—2 3  TIIfEHATE 1A
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

FE R—bEE (T AV r—2ar778R) BIOT VX NVGEREEL R — 572
DIZ, VE— b 22— (2 Sun Microsystems Java 7 > % A LABREE (JRE) A
VAR=AINTND I EEHRLET,

* [Port Forwarding] : Z @ DAP L 22— RNIZHH &5 AR — Mk U A hOF 72 g &3 IR
LET, 207 14— ROZDOMDEM: L, [Port Forwarding] % [Enable] & 72 13 [Auto-start]
WCRRE LTEG AT A 2 =T 720 £97,

*[Unchanged] : 7 V v 7 35&, BUENETa LT X alb—a UL HIBRSNET,
* [Enable/Disable] : R — Mgk Z A R—T T DT 4 B—TMITI0ERELET,

s [Auto-start] : 7 U v 7 35 &R — MNRENRA R—T /72D DAP L 22— ROR— Mgk
U A MIBEMT N oAR— MEET 7Ly "R EEICRET 5 X 912720 £7,

« [Port Forwarding List] K2 >~ 7% 7> J A k : DAP L 22— R|ZIBINT 5, REFHDR—
MRk Y 2 2 BRIR L ET,

o [New..] : HHIOAR— MREV A MEFRETHEZICI7 Y v 7 LET,
« [PortForwarding Lists] (7-UL72 L) :DAP L 22— RDR— Mk U A A FRENET,

*[Add]: 7V w7 $ 5L, FryZZyr YR MTER LR — Mk ) 2 QA RIOR—
MRk Y 2 MaBmshEd,

e[Delete] : 7 VU w745 E, BIRENTNWDAR— sk U A MR — sk U A RS HIER
SNET, ASANGLAR— MEXEY X M EHIFRTHIZIE, EFTDAPLa— RN ZFDY R
NEHIERTDLENRH D F9,
AT w76 [Bookmarks] ¥ 7 &N L, $FED2—Y— v a9 URLDT v/ ~—7 2RELET,

s [Enable bookmarks] : 7 V v 7§25 LA X—T /R VET, ZOF =y IRy T ANRS
TOEEIX, BHROR—HN RXR=VIIT v I~ — 7 I FERRINE A,

* [Bookmark] K2 7% 7> U A K :DAP L a— RZIBINT 5, REFALADT v I ~—7

ERLET,
«[Manage.] : 7 v 7 ~—2%iBM, A1 VR — K, =7 AKR—b, HIERTLHEXIZZY v
L\iﬁ—o

« [Bookmarks] (7-~L72L) : ZODAP L2— R®DO URL U X hAFRENET,

c[Add>>]: 7 U v F5E, RryF AT YA RTERLET v 7 ~—2 2351100 URL
BRI BEm S ET,

e[Delete] : 7 Vw7 3hHL, BRENTWET v 7 ~—2RNURL U A MEENOHIREN
FT, ASANSL T v I ~—7 ZHIBRTHICIE, FTDAP La— Kb ZEFDT v r~—7
ZHIBRT DMERH Y 7,

AT 9T 1 [Access Method] # 7 &R L, #Fra[T 2V E—h 77 BADX A TEHFELET,
* [Unchanged] : BIfEDO UV E— bk 77 A H XA S EH L ET,
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B orrzemLE samL s DR

ATvT8

ATvT9

DAP % {% F

« AnyConnect ¥ 54 7 > I : Cisco Secure Client AnyConnect VPN 27 7 A 7 > k@ AnyConnect
VPN & ¥ = — /LA L THRed %

« [Web-Portal] : 77 5 A 7> b LA VPN THfi L £,

« Both-default-Web-Portal : 7 7 A 7> s L A £ 721X AnyConnect 7 7 A 7 > k&4 L CHERE
LET, 774NV MIZTAT Y NLVATY,

« Both-default-AnyConnect 7 S A4 7> & : 7 747 F LA E 21T AnyConnect 7 7 A 7
NE2Jr L CHEREL £ 97, AnyConnect 7 7 A4 7 2 FDT 74V MNMITZ T4 T hLATT,

[AnyConnect 7 S A4 7> R Z 7 %R L. Always-on VPN 7 T VD AT —H AZ38IR L £7°,

+ Always-On VPN for AnyConnect 7 7 7 > bk : AnyConnect 7 7 A 7> N —E X777
A JVIND Always-on VPN 7 7 V3R TE & RELIZT D0, T 4 B—7/WIZT 57>, AnyConnect
7IAT b TR T ANVBELENT D0 RELET,

TG A =R EHHTHIZIE, CiscoWeb X2 VT 4 TTT7A4A T ADY U —AN,
Cisco Secure 77 7 A 7 > b ® AnyConnect VPN EV = — /UZxf L CEFXF =27 EEY T 1 Y
Va—valry I4k v 7% R—FLTWARENRHY £3, F£7-. AnyConnect 7
FTATU ROV Y —=AR, [XaT7 TV T 4 VYVa—ar] OFEEZTFR—NL
TWAHHMELH Y 9, FEMIC OV TiX,  [Cisco AnyConnect VPN Client Administrator
Guide] &ML T 7230,

[AnyConnect 7 4 7 > b 71 A% L@ (AnyConnect Client Custom Attributes) | 4 7 % iR
L. EBHELDOHNAZ LBMEEZFRRLT, ZORY —ICEEMTET, £/2. HRZ LB
EERL TN, TNUOEIORY V—IZFEMITH I L b TEET,

A AL NJEPEE AnyConnect 7 7 A 7 2 MZEE S, 7 v 77 L— ROIEH 2 & ORRE & i
ETDHEDICHHINET, v AXLBEICIIY A T EARIMNEOERHY £9, TREED
A THERLILE, ZOZA TOAFMTEOEA 1 DL EERTE £, Bl L TRIE
T HEAE DAL NEHEOFEMIZOW T, #H L TWb AnyConnect 7 7 A4 72 b U U —2X
@ [Cisco Secure Client Administrator Guide] # &ML T< 72 X0y,

HAZ LEMEIX, [RE (Configuration) ]>[V E— F7 2 A VPN (Remote Access VPN) ]>
[Fy NU—2 (54T b)) 727 EA (Network (Client) Access) 1> [ffAllE%E (Advanced) ]
> [AnyConnect 7 7 A 7 > b B A% LJ&EPE (Custom Attributes) ] 35 X O [AnyConnect 7 74 7
v b AL LNEMEA (Custom Attribute Names) | CHANZER TEE T, FANER LI A
HAEME, XA TIv I TI78AFRY =T N—T KR —OliFCEASNET,

L 7= SAML FEEEDEXTE

A5 — 3 — (RADIUS F 721X LDAP) (2477 L CRBn @2 iS4 5 Z & 72 <, DAP = M
LTSAMLBRBABIONITNL—TRY v —DBIREZRETETET,
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&

ATy T2

pAP £ L7- samL 2iEniE I}

SAML ID 7't /3 Z—|%, L7V — 3 LMz CRAEMZ B ETL L) ICRETE F
T, ASA D SAML #—E & Fuf ZF— a R —x 2 I, SAML 79— 3 U &2MER L,
ZELETYH— a VICESWTRAERIZINAN—FRY o —DORIR AT ET, 7H—3 3
VgL, ASDM TiRE S M7= DAP LV— LA L CARBL S E T,

TN—TRY —J@MiL, B4 dsco_group policy Z T2 SHERH Y £, ZOEMEIE
RESH TS DAPICIKIELER A, 7277 L, DAP RRESNTWDLEIL, DAPRY o—
D—EpE L THEHTEET,

TI—TR) o—0&ER

cisco_group_policy & V5 A HTOBIENZAE S5 & kT Dl % 5 L THEkE group-policy
DERENFET,

BRI ESND &, BED Y —ANE T A—TRY —ERREE S L. F O RS D
ST, HEFIEA DA% 72 group-policy MERL L E T,

ZELIEIIN—TRY =GR ElALGDEDLE, ROV T IAREZLNET,

SAML BBETRELEVIL—TR) o— RRBPRESNTLELRA

ZOVFVFTIE, ARRIN—TRY —iF, BEIBMOBEIECRO X 5 ICRESET,
1. SAML BHETHRES N7 NV—TRY v—,

2. PRI N—TTRESNLZITN—TRY —,

3. TI7ANEDODITNA—=TRY —,

SAML BBSETRIELIZVIL—TRY o— RBENFESATOET

ZOVF VAT, AR IN—TRY v—id, BEIENOBRIETHRD L5 ICHRESIET,
1 FFAEME TR SN/ =T R Y v—,

2. 2=V =T N—TRY v—  AHET DHE, AP — "= LRENTMEEHEHA L E T,
3. 22—V —=FN—TKY —: SAML BHETEINTMEEHEH L £,

4. MRV ITN—TTHREINZIN—TRY —,

5. T74NVRDITNVL—TRY T—,
FIE

ASDM T, [ERE (Configuration) 1>[!")E—+rF7% X VPN (RemoteAccessVPN) ] >
[y bT—D (US54F2 k) 7Y R (Network (Client) Access) |>[FA4 T I I T7o+&
AR1) & — (DynamicAccessPolicies) 1>[# 4+ 3 v /R —DiBMARSE (Add/Edit Dynamic
Access Policy) &R L £,

AAA JEMEOIRINGER T, B (Add) 1227V v 7 LET,

a) [AAAJEMEY A7 (AAA Attribute Type) | K 7" Z 7 2 b [SAML] #8IRL £7,
b) EMEIDE LT memberOf Zf8E L £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



B ore rL—z0xs

ATv73
ATvT4

DAP ~L—

ATy T

ATy T2

ATvT3

FAF2v o 7oA RYL— |

c) memberOf BIEDEEZ AT 55, AD h—N"—7 N —TREHEIN T LG [ADY
N—T DS (Get AD Group) %7 U v 7 LT,

BN AD — =T NV —T % ET HITi1E, [RE (Configuration) ] >[VE—+rF7 9t
AVPN (Remote AccessVPN) |>[AAA/B—#)L1—H— (AAA/Local Users) | >[AAA
H—/N—%5)L—TF (AAA Server Groups) [IZBEIL £,

TN—TRY) o —FPEEE2HERT DI, LEIZSC T, [RC DAP R Y > —F 72135
DDAP R U —CIROFTELZEIRLET,

« [AAAEMES 14 7 (AAA Attribute Type) ] : SAML
« [JBM: ID (Attribute ID) ]: cisco_group_policy

s [ME (Value) ]: ZV—7 R v —4

[OK]1 &7 Vw7 LET,
[OK] %27 VU w27 LT, DAPRYU > —%REFELET,

=/ 4=
ADELT
DAP b L—REF(TT DL, T_RTCOEGRELT /SA AD DAP = R4 v MEMENRFE RS
nE7,

FIE

SSH #— I J /L6 ASA Ica 74 U CHME EXEC B— RZEBIE L £7°,
ASA O¥HE EXEC £— FTIE, #REND 727 M hostname# &720 97,

DAPT Ry T A X —TWILET, Tvi g OFT_RTODAP BN F—IF v 0 K
TICFRRINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547f2falb2c3d4e5f6g7h81950£fa03£f75";

({E#&) DAP ML —ROWMAEMRBET HITIE, a2~ ROMNEV AT A v 7IZk) £,
ASA TORF > FOFMIZ OV TIL, [Cisco ASA Series General Operations ASDM Configuration
Guide] @ [ConfigureLogging] =&ML T XV,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 3> J 4 XaL—>a>r HA F
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par il [l

DAP 051

*DAP i L=y hU—27 UV —2DEE (235 21—)
« DAP Z{#i /Tl L7~ WebVPN ACL O3 (235 =—2)

*DAPI|Z LD CSD F = v 7 i@l LAY —Dif (236 ~—)

DAP ZfERLf-y FrT—0 VY —ADER

ZoHNE, 2= —F I N—T DRy NU—F VY —REERTDHHEE LT, #4147
v TIEARY —EFRET DHHEEZRLTWET, Trusted VPN_Access & 9 A HTD
DAP 7R U > —{%, Cisco Secure Client 27 7 A 7> kLA VPN 7 7 & A & AnyConnect VPN &
Va— N7 7 AT LET, Untrusted VPN Access & WO A FIDORY o —E, 77347~
RV AVPN 77 2 AT EFFAILET,

FIE

AT w71 ASDM T, [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] (28 L £ 7,

ATV T2 ZERY—DORDBEMEEZRELET,

B Trusted_VPN_Access Untrusted_VPN_Access

Endpoint Attribute Type Policy EHETX % T E 72\

Endpoint Attribute Process ieexplore.exe —

Advanced Endpoint Assessment AntiVirus= McAfee Attribute

CSD Location FHETES FETE 0

L DAP member Of Engineering, Managers N H—

ACL Web-Type ACL

TR AnyConnect ¥ 54 7 > k |Web Portal
BRLO Web R—% )L

DAP % {1 FH L 7= WebVPN ACL & FH

DAP Ti%. Network ACLs (IPsec 33X TN AnyConnect 7 7 A4 7> ks ®iE) . URL U A b, B
X W Functions &, 778 AR v—RBMOY 72y heE#EBEHCEET, /A—7 &K

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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B orricszcsnFrvsommeRy L —oER

&

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

Vo—NEHESNANNFT—F72ZAT Y v b horrb U A R O, BEEH TEEEA,

[Add/Edit Dynamic Access Policy] ~2 > ® [Access Policy Attributes] % 71213, DAP 2 E#5i# H

SNDLBIEDFERIRA = a—PNRRINET,

Active Directory/LDAP |%, Z—H#'— 7 L—T KV — Ao RN—v oy T ra—HF—x N D
'memberOf| B E L TRFLE T, AD 7 L—T7 D2 —H— (memberOf) = ASA N E

# 7 Web % A 7" ACL %@ 3 % Engineering & 725 X 912, DAP #EFEL £,

FIE

ASDM T, [Add AAA Attributes] <1 128 L £7 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .

AAA BMEZ A 7L LTI, Fry 7 &Y U A R&H LT [LDAP] Zi&#R L £7,

[Attribute ID] 7 4 —/L RIZ, ZZITRENDHEHBY TmemberOf] & AN LET, KILFL/NIIL

FORXRBNIEZE T,

[Value] 7 4 —/L R T, Fuy 7 ¥y A &AL T[E] 2@RL, BEO~7 4 —/L FIC
[Engineering] & AJJLET,

~A{ > D [Access Policy Attributes] fE3k T, [Web-Type ACL Filters] ¥ 7% 7 U v 7 L7,

[Web-Type ACL] K &7 X NZEH LT, AD 7 /b—7" (memberOf) = Engineering
Da—HP—IZHHT D ACL Z##IR L E£7,

DAP[Z X5 CSD Fx vy DigklER) o—DEA

ATy T

ATy T2
ATvT3

ZOHITIX, —F =2 2 DDOFE AD/LDAP 7 /L—7" (Engineering 33 & U Employees) & 1
ODORFE ASA b IV TNV—T BT H a2 F = v 735 DAP Z1ERR L £, D%,

ACL o —HW—|ZH#EH L7,

DAP M ENHACLICLY, VY —Z2~DT7 7 2A&HELET, ZH5DACLIZ. ASA
DIN—T KR —TEHZEINDEDACL IV bEEESNET, £/ ASA L, A7 VY v b
oY) AR, 23F— DNS72 &, DAP TEFE £ 721 LH1#E S 7AW BEFE T O AAA
TN—T R —ffE— LB EEA L ET,

FIE

ASDM T, [Add AAA Attributes] < 2% #E) L £7 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute])
AAA X A 7L LTiE, Fey 7 &y VA REMH L T[LDAP] #E{R L £,

[AttributeID] 7 ¢ —/L RIZ, ZZIRSN5 EHBY TmemberOf] & AN LET, KXFELENL
FORBNIEE T,
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ATvT4

ATy TH

ATvT6

ATy 717
ATvT8

ATvT9

DAP £fEAL Ty ay b= ontxay 74 28RT5 ||

[Value] 7 4 —/V FC, Fry 7 Xy JXMEERLTI[=] 28R L, o7 ¢ —/L FIiZ
[Engineering] & AJJLET,

[Attribute ID] 7 ¢ —/L RIZ, ZZIRSN5 EHBY TmemberOf] & AN LET, KIXFL/NL
FORBNIEE T,

[Value] 7 4 —/V R C, Ry Xy URANEMHLT[=] Z&RL, o7 4 —L R
[Employees] & AJJLET,

AAA BIMEZ A 7L LTI, Fry ¥ U MEEH LT [Cisco] ZBR L £7,

[Tunnel] 7 V—7" ARy 7 ZA%A4 2L, Ry 7 Xy VA RNEFEHLTE]Z#RL, BEo
Rey7FZo U RNTHEtle hopn Zv—>7 #Hfh) vo—) Z8RLET,

[Access Policy Attributes] 3% ™ [Network ACL Filters] % 7 C, RiD AT v 7 TEF: L 72 DAP }&

Wi/ — P —ICH#EHT 5 ACL &R L £,

DAP E{EFH LTtysarbk— 7/0)"2#'1')7_’( %EEWUT%)

ATy T

ASA 73AnyConnect 7 74 7 2 R 25D VPN it B R AFGET H &, ASA Tty a v h—
I T4 T MZIELE9, AnyConnect4.9 (MR1) LA, ASA & AnyConnect 7 7 A 7
YhME By var b= DX VT 4 2T OA = ALY R—FLET,
AnyConnect 7 7A 7 "3ty v a s b= OtXxa VT 42K —bT5L9512, DAP
ERETDOLENHY 7,

DAP Z x> FaRA v M@tEsE & —fcMA L, LUARXRZ V7 R2fALT, b= EFa
U7 4 ZHaR— bk LTWeWAnyConnect 7 7 A 7 "= a2 U b O AT S L E
7

FIE

ASDM TiX, [EX%E (Configuration) ]>[")E— k74X VPN (RemoteAccessVPN) ]>
[RYy bD—H (U5A4F 2 k) 791X (Network (Client) Access) > [F4FT Iy o979+
AR — (DynamicAccessPolicies) |>[# 4 F 2 v IR O—DEM/ARE (Add/Edit Dynamic
Access Policy) ]Zi&IR L £,
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B orvrzemLctyvavr—s bRy T ERETS

Add Dynamic Access Policy

PalicyMame: |dap_ac_token_security_check -
Description: ACL Priority: |0
Selection Criteria
Define the AAA and endpoint attributes used to select this access policy. A policyis used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.
User has ANY of the following AAA Attributes values.., and the following endpoint attributes are satisfied.
AAA Attribute Operation/Value Add Endpoint ID Name/Operation/Value Add
Edit dienttype = AnyConnect Edit
Delete Delete
Logical Op.
Advanced ®
(@ao (or
Logical Expressions:
({typelendpoint.anyconnect session_token_security)~="string" or EV AL{endpoint.anyconnect.session_token_security, NE","true”,"string"))
Guide
AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting WPM authorization policyis an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).
Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions
Action: O Continue O Quarantine @ Terminate 0
Specify the message that will be displayed when this record is selected.
Connection Rejected - AnyConnect client version not supporhed|
User Message:
v
£ >

ATv T2 = RRA » MNEMEOBIRGEE T, B (Add) 15227V v 7 LET,
a) [T RARA > MEVEX A7 (Endpoint Attribute Type) | Ke v 7 X 0T, [7T7V r—
v = (Application) | ZEIR L E T,

[Z7TA47 > 247 (ClientType) ] C. %5 =) HEFZERL, Fry 7 XU rinG
AnyConnect 7 7 A4 7 > M &2 BN L £7°,

c) [OK]Z27 Vw7 LET,

AT w73 [Advanced GEMIEXE) ] DEBRIEHELRE L E7,
a) [AND] B T 28R L F7,
b) WERX BN

b)

(type (endpoint.anyconnect.session token security)~="string" or
EVAL (endpoint.anyconnect.session token security,"NE","true","string"))

. ASDM 7% 3 : Cisco Secure Firewall ASA > 1) —XVPNASDM 718 2> 7 4 X¥alL—i 3> HA K
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DAP £fEAL Ty ay b= ontxay 74 28RT5 ||

ATY T4 [727 3 (Action) |HEI T, [T (Terminate) ] 2R L 9,
RT9TS A7 varpa—Y—Rob—U%BIML, [OK]Z27 V7 LET,
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EF A —)L TAX

%f~/v7mﬂe/% RETHE, VE—NETA—NHEEZ Y T 147 ML A SSLVPN O
a—P—PIETEFET, 22—V =B A= TeXURETEF AL By a U E2R
17125, BFA—NIZTIAT L IBSSL 7 haLZFEHA LT R RV EHSLLET,

BEFA—N TR Fu baIROLEY TT,

(0]

POP3S

POP3S X, 7947 FLASSLVPN B3V KR— T 2FEFA /L 7TaFTD1DTI, 'T
TNV EITIE, BX 2 VT4 T IAT U ANRR—1995%2 1) v A L, A— 995 F7=1%
ESToAR— ~ & OB HEIRIZHF T S vE 3, POP3 7 - d, SSL#Eki7-! T%%@T"~
FCRFATLET, SSL b FIVMESL S 1721412 POP3 7' 12 h 2 UABRMG &, §RAEDM T
*4, POP3S 1F. B A—NZEHAOTa ha L Td,

IMAP4S

IMAP4S X, 747> L ASSLVPN RV R— T BHEF AL TrFD1>TT, T
THNETIE, X207 4 T T I9AT U ANRKT—1993 %Y v A L, &— 993 F7/=1H%
JE ST — b & OGN HBMICFHF TS E T, IMAP4S 7' u % 0%, SSL k72220
AR—FTFHFAILET, SSL b RV SFLT-FRITIMAPAS 7' 1 ks L3RG S 4L, FRAEDS
TOET, IMAP4S IE, BT A—NZEHOT 2 haLTT,

SMTPS

SMTPS i, 7947 hLASSLVPN 3V R —FTBEF A= 7TrFTD1DOTT, T

TANEITIE, BX2 VT 4 TTITAT U ARKR—1988% U v AL, A~"— k988 F/midik
EINTZAR—FEOEENBEBIICEF T INET, SMTPS 0%, SSL k-T2 D
R— N THFFAILET, SSL b RV I 12 SMTPS 7' 12 b =L Billh S 4, #RREAS
fThEd, SMTPS |Z, EFA— ik EHOT e h=2/LTCT,

cEF AL TOXFTORE (242 =)

« AAA —R— T —TDORE (242 =—)

cEBF AN TR EFERATHAL o F—T = ADE] (244 RX—)
BT A= XL ORIAORE (245 2—)

o X Y— —DFkA] (246 X—7)
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BFA—)LFoxy |
B =7 Jox 08z

T UIXDORE (247 X—)
BEFXA—)L TOXTLDEE

BFA—IL TEXLDES

ﬁ%f—w7m%/%%mbfm~ﬁw&)%—k®ﬁﬁ#% ETA—INICT 7 ®8AT A
a—H—iL, BFA—NTOTTLT, a—ATI7EA[AE)E— T 7 EARIIH A
OD?E%)‘ —/I/ T S PNETY,

'FF’%)(“—/V7H§’(/‘IZ//EI /VC:L‘—‘H_ b)uunméhéxlé‘gz})%@i‘a‘

AAA H—/\— J IL—TDHEFE
FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [AAA] &R L £,

ATw T2 @2 Z 7 ([POP3S]. [IMAP4S]. F721% [SMTPS]) #IEIR L T AAA V— — 1 —T7 %
HAT, b0ty a  iElATET 740 OV —F R o—2RELE T,

* [AAA server groups] : [AAA Server Groups] /¥ /L ([Configuration] > [Features] > [Properties]
>[AAA Setup] >[AAA Server Groups]) ([ZBEIT25AIC7 Y v 7 LET, ZZTiE, AAA
Y= N— TN =T BME T ITRETE LT,

* [group policies] : [Group Policy] #¥%& /L ([Configuration] > [Features] > [VPN] > [General] >
[Group Policy]) (2R8I 2551227V v 7 LET, ZI Tk, Zv—7 KU r—ziENE
ToIFmETE £,

* [Authentication Server Group] : = —W —FEFEH OFRFES —/N— Z—T Z @I L 7,
T A F T, BRRE— AN RRE SN TWERT A, AAA ZBGEHF & L TERE L?ZfE'
121 ([Configuration] > [Features AAA] > [VPN] > [E-Mail Proxy] [Authentication] /¥R
) L AAA Y= AR—EREL T ZTER LWL HICREREC R L £7,

* [Authorization Server Group] : =— % —BA[ [ OFRA[H— 33— 7 )L—T %I L £7,
T A R TIE, B AN RNRESNTOVER A,

* [Accounting Server Group] : L—W— T AT 4 LV ITHOT IO T 4 T H—— T
N—=TZBRLES, 774NV TR, TAVT 4 7 == PNREINTNEYE
}\/o

« [Default Group Policy] : AAA %3 CLASSID B4 iR S 22 WA I 2 —F —IZH T % 71—
TR —BRLET, RST, 4~ 15 LFOEKTFTT, 774NV FOTN—T K
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U —MEEE

MTEEEA,

* [Authorization Settings] :

ENTWARNES

ASA DFRFT D=

aa—ri— s —70EE

<>, CLASSID BFEFEL72 WA, ASA Xty v a V&

kAT o 2 — L OEERELET, IO

%mi FOZVEFREL A U CEREE L. LDAP £7-/XRADIUS A # VB L+ 52—

qj_

¢ [Primary DN Field] :

BHISNET,

* [Use the entire DN as the username] :

» [Specify individual DN fields as the username] : = — % —3& "]

AT OREE A 2T 2 5HE IR L £,

I EDDN 7 4 —/)L R

EHETDHAICERIRLET,
[DN] 7 4 =V NI, T4~V Evh XV D2 0% ERTEET, =& 21X, EA

ERRLCGAICE, 2 —%—

’ﬂi’%}‘—/l/'/?]\yx J:O/Cwuuﬁéhij_ John

Doe &9 —fix4 (CN) & Johndoe@msco comEWVWIEBEFA—NLT RLAEZFFO L—

‘U‘ ﬂ;’( John Doe % 7213 johndoe & L CTRAGES AV E W A, 113 johndoe@cisco.com &
PRESNDMERH Y £, EAB LV O IR L7255, John Doe I3

Johndoe@msco com ¥ X O Cisco Systems, Inc. & U CERRES D MLENRH D £,

BATHICHRET LT IA~UDN 74— /L REERLET, T

7 &V M [CN]T*Jr A7 a I, ROBONEENET,

DN +1—JLF EE

Country (C) 2 LFOEAME, E4 72— i, IS0 3166 E44BEFEIZHEML L Ty s
iR

Common Name (CN) |[z—H— T RT AL ZOMOTUT 47 ¢ DAH, ZiE, ID R

O L RbEAMEOED) UL T,

DN Qualifier (DNQ)

K2 D DN B,

E-mail Address (EA)

EAEASFAET S 2—Y—, VAT A, TR UT 4T 4 DE
VT KL A,

Generational Qualifier
(GENQ)

Jr. St.. F7IE I 72 ¥ oA ER T,

Given Name (GN)

AEAEFTAE 0L (B) .

Initials (1)

AEMAEFTA & OIE & 4 ORI DT

Locality (L)

FLAEDSFITE S 2 T HTAL,

Name (N)

REFEFTAH D4,

Organization (O)

Stk HfE, ¥, e, ToMo= T 4T 4 DL4F,

Organizational Unit
(ou)

FFEN DY T T —TF

Serial Number (SER)

FEAED Y T K S,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .
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EFA—LTaxy |

DN2«—JLF

ik

Surname (SN)

A ERTAT A Ok,

State/Province (S/P)

FAE DS FITE S 2 INROIR,

Title (T)

AEAEHTAE O (Dr. 72 &) .

User ID (UID)

AEAEATAE O ID #F 5,

* [Secondary DN Field] :

(AFvay) RATHICRET 2B XUDN T 4 —/V R

BIRLET, 7740 MI[OU] TF, A7 v a2, EitoRIGEHIATWDS
HOFTRTUTMA T, [None] BV £F, ZiuL, Bh XY 74— L REHEL

TEWEAIGRIR L E T,

BFA—IILTOXLHFFERATEZA2—T 4 ADEF

[Email Proxy Access] [ CiZ, T A—/L 70XV EHRETIHA LV H—T oA Anikp]T&
9, BErA—NLTEXFUE, HADOA 0 F—T 2 A ATREBIOwRETETET, £/, 1
DDA U HE—T 2 A ATEF AN TaF v EREBLORETIUL, ZORELZTXTOA
VH—T 2 A RHEATEET, BHEAOA LV H =T 2 ARY T A U H—T = A RTHKL
TEFA—N TR IR ETEEEA,

FIE

AT w71 [Configuration] > [VPN] > [E-Mail Proxy] >[Access] Z &ML T, /4 —7 =A ATA F—7
MZI o TWNWBEFA— N Tuxd v ERRrLET,

e [Interface] : HRESNTNETRTDOA VX —T = ADLFIEFERLET,

« [POP3S Enabled] : Z DA > % —7 = A ATPOP3S 31 F—TF/NnE HnzrLET,

* [IMAP4s Enabled] : DA > ¥ —7 = A ATIMAP4S A X —T N E I nErmLET,

* [SMTPS Enabled] : DA > Z—7 = A AT SMTPS 31 X —T/LinE d naERLET,

ATwT2 [EBdit]| #27 Vv 7 L, WHERINTWELA X =T oA ADEFA =)L T X VRELET

L/i‘g—o
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ESQL)L__”/jjTJjFi/a)muﬂfd)ﬁmHﬂ

%%){*‘/V TaxiOHA ST L \—wunEjiJc% Ebi—gq

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Authentication] =& L £,
AT T2 EROBEGETRN LRI TE EF,

« [AAA] : AAAFRGEZ MEICT 2B AICEIRLET, 2047 a 2T 5121%, AAA
Y= N—ZRETLHLERHY ET, 2—F—F, ==V —%, F—— BILU X

J—RKEANLET, 2= =L, VPN 22—V L LE A —L 2—F—LZOMW 5% A
NTHRERDY ET, TDOLE, ANOZ—F—ZRRR D552, VPNAT U 2
ZIZE-oTREIY £,

[Certificate] : REEFRAEZ MHIZT D5 GITIEIR L £7,

(¥) HAEDASA Y 7 b =7 VU —2ATiL, sFAERGRIBETFA—/L 7Tax iz
st L CHERE L £ 8 A,

SEAESRGE AT A, 2 — P —1%, ASADNSSL 2T —3 g VIFIZHREFTE %
§E%%%ﬁo“(b‘%’>z§7ﬁgb@iff SMTPS 7OE£?7T \ ?E%%EE;:E%DE ®ntunEj3
KELTEATEET, FOMODEFA—)L 7 ax > TIR2EEORIE TN MLIETY,

FERAERRGEICIE. TXTRLC CA 2 B3RITE N7 3 FEOERAENMLETT,
- ASA @ CA ZFHE,
-7 5472 PC D CA FFAAE,

-7 74T FPC D Web 77 UHREAE, EAGEHAEEZIE Web 77 UV REHE L LI
N E9,

[Piggyback HTTPS] : B°¥—/ 3w 7 BGEA MABEIC T AL AR L 7,

ZORFEAF— AL, 22— =BT TIZZ T4 T FLASSLVPN v g VAT L
TWAZEaMEELET, 2=V —ITEF AN 22—V LT E A LET, X
U — RIIARETT, 2—%— i\wwn~% KL BT A— N 2— P — LD E AT
THMERHY ET, TOLE, A VO2—F—LNERDGEIZIET, VPNAT U I ¥
WL > TREIY £,

IMAP (%, A2 —F = Lo THIRS N WE KDty v a U EARLETH, 22—
P =LK L CHFRENTWAREET 74 o a8 A, mmpt/yay@ﬁﬁ
CORKEEBEZ, 74T b LA SSL VPN B O AR N - HEI121X,. FD
Ba—PF =D LV AL TE EH A, UTOMIRIH Y 7,

SMTPS &+ A —/id, OB XN 7 2FEHLET, TEAEDSMTP ¥— 33—
N, =P —Na A T2 LEFTLTNRNEZHTT,
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B oo 5—i—omn

EFA—LTaxy |

GE) IMAP i, [ARf2—HF I Lo THIR S e WDt v v a v E2 AR L F
TR, =PI L THAINTWDIRFE 7 A OB EB A FEA,
IM@?/VEV@ﬁﬁ’@%kﬁ%%i\7?47VFVX$%WW%%@
AR OIN TS EITIE, EOB2—F =D LW 2 . TE EH A,
LLUR DR D 8 1 iﬁ“o

- a—PF—[ZIMAP T S ) =2 a VAR T LTCASA LDy v a &7 )T
LThb, HLWZ FA4 7 kLA SSL VPN #i 2 HESL T& 5.,

-EEE D IMAP o —F— D[RR 7 L E & <> ([Configuration] > [Features]
> [VPN] > [General] > [Group Policy] > [Edit Group Policy] > [General]) ,

BT AN T RF O HTTPS/ EF— Ry VRBALE T 4 B —T M T 5,

* [Mailhost] : (SMTPS D #) A—/LiR A NBFEA MBEIZT DA IR L £97, Nmmk

IMAP4S [T A — /LR A NGEE FATT D72, ZDOA T 3 if, SMIPS DIGAIZT
FERRENET, ZORGELTATHE, 2=V —DEF A —/La—P—4, #~A~ %i
OIRA T — RABRMBETT,

A% H—I—DH A

Z @ [Default Server] N*ﬂ/“(‘é‘i ASA DT F L —"—ZflHl L, EFA—L T rFIZ
KLTT 74N b == F—h, BLOFERE Y v a VHIRERETHZENTEE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Default Servers] &M L £,
RT9T2 RO7 4 — NV REFRELET,

* [Name or IP Address] : 7 7 4/ NOEF A —)L T ¥ —/—ODNSA F/ZILIPT K

VAEANTILET,
* [Port] : ASA 23 %%~w7m%/%774/7%)/2/¢5T~%$5%Aﬁbi
o BRIE ST — MIHT 28RS BB AT SN E T, EFA—/L e it

SSL#EfE2 T &2 2 @T*‘ NCFFATLE T, SSL b RIAVDFE S NI 12 I 1 A **11/7 =
3?‘/75‘%%&'&%“ ptun Z)\’be“ij—

T 7 )V FOREIFRO LB T,
« 995 (POP3S DL
+ 993 (IMAP4S OEA)

+ 988 (SMTPS DIEE)
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* [Enable non-authenticated session limit] : FEFRFEE T A —/V 7 XL v a O EH|R

THEAIEIRLET, BT ERATOE Yy a VORIRERETE, ZhiCk-T

DOS WEBEABE LT, Lty g s, a&ﬁéhtﬁ%ﬂﬁﬁ%ﬁzék ASA Db
WIERRGEEE LA 46 T L E 3, FERAEE A TAAE L2 WA, b i WG & T
LET, ZhiC iOTm£ﬁ$@ﬁ//a/ﬂ%Tﬁé ki%@iﬁh

B A=V T X UERICIEL, 3 ODRENRH Y T,

CHHLUZE A — AR SN D &, [RREES LTV W IREBIZZR Y £7,
 ZOEER TR IND &, [FREET) REBIZRY £,

« ASA DR ARAET D & [RRGES A IRRBIZZ2 0 £,

N —

X AE

TONRFATIE, BFA—N TaXFVGECHEHAT 22— —£/A T =R T U I X LH¥—
N—=FIJIXERELET,

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Delimiters] Z& M L £,
ATVT2 ROT7 41—V RERELET,

» [Username/Password Delimiter] VPN 22— —Z LB A=) 2—HP =L XY 572D

TUIXERIRLET, %f~w7m%/fmmmw%ﬁﬁfé%é\kiowm
2—P—Z BT AN 2P —ZRRRDGHICHW O — A& FEHLET, &

A= FuXxy kyvavica s roT5HE ’a“ I, =PIl F Oz —F—%4% AT
L, SZCRELETIVIXTRYID ET, £/, EFA—NY—N"—LHLANLET,

GE) AT MLV ASSLVPNEFA—/L FaFxy a—HF—D /AU — KT
VIFELTHHEINTWALFE2EHDDLZ EIXTEEEA,

[Server Delimiter] : L—H —% LET A —/L —N"—LE XY H7-DDT Y I X ERINL
F9, TOTUIZE VPNAT U I X LTINS T 28 ERHY £3, EFA—L T
oy vavicun A rTr550E, 22— —47 4 — NV RiZa—%—4 & ——
DS AN LET,

t?:itf VPNAT UV IZLLT2HL, —"—=FVIFL L TC@azEHT25
BIE, BFA—NL T UREHTES AV TR Thilun s 45L&
Vpn_username.e-mall_usemame@server LV TCa—F—LHE AT LET,
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« VPN #5575 7 OEERL (249 ~—3)
« VPN #EF OB (249 =—2)

VPN #5075 7 DER

ASA @ VPN 87 — 4 % 7T 7N F-I3F RN TERT DL, ROBHEESZR L TLZ
él/\o

[Monitor IPsec Tunnels]

[Monitoring] > [VPN] > [VPN Connection Graphs] >[I PSec Tunnelg]

FRRL, =T AR — M ETITER O AT D IPsec b RN FATDT T 7 T =T NEE
ELET,

[Monitor Sessions]
[Monitoring] > [VPN] > [VPN Connection Graphs] > [Sessions]

TR, =T AR— MNELIZEIRIOMEREZITO VPN a v XA TDT T 7T —T V%
BELEd,

VPN #f&t D EZ 1R

BEDY)ET— 77 A, £ LAN BT v a v OFEMR AT A —F B L OWEHE# A &
AT AR, ROBEESEL TS TEIVN, NI A—F LFEFHERIZ, By ara bhanr
ko TRV E4, £72, HEHERT —7 VORI, BIR LT RO X A A2k - TR
DET, FFEMT—T7 2L, FRFNROt Yy v a VOBENRT A —ZNTRTCERINE
7

[Monitor Session] 7 1 > K™
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
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ASA D VPNt v ¥ a ViteHEREZFR R LET, ZOXAL D 2FHOT —T LVORNRIL
[Filter By] U A h DEIRIZ L - THERARY £,

\}

CE)  BEHFL, 77747 REBOZ—F—$E FL—A L, MEERAHRTEHL TR &
Lice A48V 2B ERICET D Z L, Fifla— -/ Tx5L512, RbE
WefRIIET 77 4 77y v a 37 A4 BVIRIETH S L AR EShET (BEIMICe /473
£9) . ZHhOOMEHERICIL, show vpn-sessiondb CLI =~ > RE2EH L TT 72452
& FF ([ [Cisco ASA Command Reference Guide] D)7z ) UV —R] 25K L L 72
W)

* [All Remote Access]

ZOTF—TNOENY)E—FTIEA (IPsec V7 N7V =27 BLONN—RU =7 75447
V) NI T4 ZICEETAZ EERLET,

* [Username/Connection Profile] : ‘&> v a v Da—H—HF o idn /A 4, BLOEET
a7y A ( b :/Z\\/I/ 7\‘/1/"—‘70) Tbi?— 7747 MR &C?“/ﬁ’ﬂéﬁﬁ%%ﬁ
HLTWDHEA, 71—V RIZFHEAED Subject CN F 7213 Subject OU NFE/R SN FE T,

» [Group Policy Connection Profile] : v a @D bR FJA—F R —Fh a7 7
ANDBEREINET,

« [Assigned IP Address/Public IP Address] : 2Dt v ar DU E—F 7T T2 MIEID Y

ToNTWAETTA_—hK ([EDETHRZ) ) IPT RLAZRLET, Ziux W
W FEIE MR IP T RLVRAESEEN, 72947 MNETTAX—hK Xy hT—7
FoOFRANELTCERRENET, /2, ZOVE—F T2 B8R BT a DI IA4T
FONRTY w7 IPT RLABLERLET, XT Vw7 IPT7 RLAE, B IPT R
ZEHIEHENRET, @E., ZHITISPICL > TIZ IA4 T MZEID S CTHORET, ZDOT
RLRIZED, 2747 NI, X7V 7 X2y NI —27 EORANE LTHRETHZ &
MARE & 72 0 £,

« [Ping] : ICMP ping (PacketInternetGroper) /X7 v hZEEFE LT, X NI —27 O x 7T
Z R LET, BEERICIE, ASA TR S 727 A M IZ ICMP Echo Request A v &2— 3 % %
BFELET, SR MBBEIFEAERE AL, EchoReply A v E— UK S i, ASAIZT A kL
7oA A FD4FRTE T Success A vE—TUEFRL, SHICEREZEXEEFE L TOLINEEX
FET 2% CORBRBOGERLET, MONOHEHBTY AT ACRETERWVWEES (KA
FRE T LTS, AARTICMP BFATEI N TR, b— EARRRE I LTV,
HFRIL—2BRE T LTS, F*y NT—IRE D EIFEHEL T 57 L) | ASAT
X, T A K LA A R4 RIS S U7 [Error] B A E R S E T,

u%wmﬂ-mﬁ??Ffét/yay@74w&)Vﬁ’@i%ﬁ%@ﬁbi# --All
Sessions-- LAF 2380 L 72354, [Logout Byl U A NOEMDA v 7 ANT 77 4 712721
F 9, fEIZ Protocol forLogoutBy EBRIRULIZGE, Ry 7 ANRY XA NMIEDY, ar Ty
N 74n B2 LTHERT 27 m hal 24 72RIRCEET, OV A NDOT 741 1
X IPsec T¥, Protocol AN DIEZ IR L7-551E. ZOR v 7 AZ#@d7ems A1+
LVENDHY F£T,
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[729T747VPNEY23>DE=41) >4 (Monitor Active VPN AnyConnect Sessions) ]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessiong]

2=P—H IPT RLVAL T RLASA T EFAT ) 7T RLATY — hani
AnyConnect 7 7 A 7 N By a v EaRRLET,

[Monitor VPN Session Details]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions] > [Details]

BRL7cEyvaroar7Fal—rva URE, faHEm,. BLOAT— MEREERRL
£75
* [NAC Result and Posture Token]

ASDM Tif, ASAIZX Y FU—27 T RKIvvary ary ba—IRNREINTWLIHAICD
Iy ZDOHT DMENRERRSINET,

* [Accepted] : ACSIFIEFIZUE— K RAMDRAF ¥ ZRGEELE LT,

* [Rejected] : ACS 1LV E— F iR A FDRAF ¥ ORFERICELRLE LT,

* [Exempted] : ASA IZFRE SR AT ¥ BEERFR Y A M- T, VE—h AR MIKRR
F ¥ BEEE RSN TV ET,

* [Non-Responsive] : Y &— k 75 A ;I EAPoUDP Hello A v —IZIEE LERHATLT,
« [Hold-off] : 7R 2 F v MFEICHL D) L7=%% . ASA & UE— bk &2 kD EAPoUDP {3 23 i
ZF LT,
* [N/A] : VPNNAC Z v —7 R Y o —Zftv, VE—F FAMDNACIET 4 =TI &
naTnEd,
* [Unknown] : N A F ¥ AL HEFTH T,
RAF ¥ h—72 0%, Access Control Server Cax & FIRE72 T HCTFHI T, ACS IXIfHiE kD
TZOIZASAWCARAF ¥ b= v &Fyrn— KL, VAT AE=XY 7 LAR—K 7

Ny 7 BROw X7 %238 L ET, NACResult (T#E < —fRAVRF AT v b—2 T,
Healthy, Checkup, Quarantine, Infected % 7z{% Unknown T,

[Session Details] XA > D [Details] ¥ 721X, WRDOH T LABERINET,

«[ID]: By v aiiFAF I v IIZED B TonZ—EDID, IDIE, By g ~DASA
DALT T AL LTHEEELET, ZOA Ty RAEERALT, By VT 5E
WAEMERB L OFR R LUET,

«[Type] : Ev > a D& A7, IKE, IPsec £721% NAC,

» [Local Addr., Subnet Mask, Protocol, Port, Remote Addr., Subnet Mask, Protocol, and Port] : SZ[5
O (v—HN) ETOMFIZEN Y TONTNAET RLARER—FNEANFL—T 4T D
TeDIZZDOETIZEHY Y THNTNDT RLRER— R,
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e [Encryption] : 2Dy a y THEHLTWLT =K7Y XA EHLTWHE

) .

« [Assigned IP Address and Public IP Address] : 2Dt v a> DU E—k ETIZEH Y S TH

NTWELETITAR=FIPT RLAZRLET, WEEITEAEIP 7 R LR & HIE T,
FHOLETHENTVWDHIPT RLAILK-T, VE—FETET 74X~k xv hU—7 L
WZHDEIICRZET, 2BHO7 4 — L FIZiX, 2ok yvaro)E—harbBa—
ZDONTY w7 IPT RUANRERRINET, SMBIP T RU A& BIETIL, #@H, N7
Uy Z7IP7 RLARIZISPICE o TYE—FarPa—ZIZEYYTHNET, 2RIk
T, VE—harvbta—XFI"T7YVy 7 Xy NU—TDORA N LTHEETEET,

s [Other] : & v ¥ a NZBEHERMIT SN TWDEZDMOEM,

WOBMIZ, IKER vy ar, IPsectyiar, BLONACEy v VZHEHINET,
* [Revalidation Time Interval] : F%E) L72& R A F ¥ MRAEFIC L L S5 flR #B%%) .

+ [Time Until Next Revalidation] : &% DR AT v i uEuiVT DBRE Lo 7558130 T,
FLIA DAL, Revalidation Time Interval & . IEHIZ5E T L7ZERTD R A 7‘ Y ERN D
OB & @?‘ET KR

* [Status Query Time Interval] : fH) L7 AR AF ¥ REEE T2 IZAT —F X 7 =) —DIRE &I

DAT—H A7) —DIFE L OMICHFRINDERE () . AT7—4 A7) —
ERTORAF v HEGRLABEICAR A D TRAF ¥ BNEAL L7208 9 D EHERT 572912, ASA
DY F—h KA MIRITTHERTT,

* [EAPoUDP Session Age] : &Ik L7 AR AT v MRFED> D% L 7= 03K,

[Hold Off Time Remaining] : % DA A F ¥ RAED ) L2551 0 T4, Znlisto
BlE. WREIORAF ¥ iERFITE TCOPHTT,

* [Posture Token] : Access Control Server Ca¥ i FIREZ2 EH L T4, ACS IXTHFHRIEHED 7= DI

ASAICARAF ¥ h—r v %&Fyrua— L, YATLAE=ZV T LR—b, Ty
7. BRI BB LUET, —RIRARAF ¥ h—2 &, Healthy, Checkup.,
Quarantine, Infected, ¥ 7213 Unknown T,

* [Redirect URL] : RAF Y RRAEET21X7 74 7 v MU AEIER KDL £, ACSITEY v 3
VHOT A RY —F ASAICHF U a— RLET, Redirect URLIL, 727 AR
=AM u—RKOA T a O~ TT, ASAIX, VE— b FAMDOTTO HTTP
(FF— 1 80) TRk & HTTPS (AR— b 443) ZR% Redirect URL (FET H%E) 12U XA
V7 hLET, T7E8A KXY —IZ Redirect URL W& N TWARWEA, ASA XU E—
kAR AR50 HTTP R HTTPS EskA U 44 L7 F LEH A,

Redirect URL %, IPsec T a UM ET T80, RAF v HRIENEITINDETHER)
T9, ACSIX, #7225 Redirect URL 238 £415 %>, Redirect URL 23 & 20 HT LW T 7
AR —F T — RFLET,

[More] : ZORF L ZMLT, By a0 XV IV —T % BRGEEE T2 IIEN L L E
j—O

ACL # 712i%, By a i—H L7 ACEDNEEND ACL NERENET,
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[Monitor Cluster Loads]
[Monitoring] > [VPN] > [VPN Statistics] > [Cluster L oads]

VPN 0 — RNRZ v 7 7T ZAZNOY— =[BT DBUED N T 7 1 v 7 ORI E
FRLET, == RT TRFDO—ETHRWVIGE, ZOV— =2 VPN B— RKNXF
7 I FARIZBIMLTOWRWEEIRZ DIHEBRA v —VBRERINET,

[Monitor Crypto Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Crypto Statistics]

ASATEUET 77 ¢ Tipga—P—LEFRE Y v a VORKSHEHEREAR T LET, 7—7
DEATIER, 1 DORFHEHEREZ L L £,

[Monitor Compression Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Compression Statistics]

ASATEBUET 77 4 7Tl —Y—LERE L v v a VOEMTEHERER T LETS, 7—7
DEATIE, 1 DOEMERFERE R L ET,

[Monitor Encryption Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Encryption Statistics]

ASATHBUET /7 4 T lpa—HP—LE#RE Ly v a VIMEH L TV DT =257 v X
LaFRLET, T NOETIE, 1 DO GET NV TY) AL 4 A4 TR LET,

[Monitor Global IKE/IPsec Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Global |KE/IPSec Statistics]

ASA CHUET 77 4 Tl —W—LEFHEE v v a O F a— 30 IKE/IPsec FiatE & &R
LET, T—7AOEITIE. 1 DDV a— LHEHEREYFELET,
[Monitor NAC Session Summary]
TITF 4T RBERYy NU—2 T RIvvaryaryio— vy iarrdrErLET,
* [Active NAC Sessions] : IR AF ¥ RALD K G D Y T — b © 7T 5 — A 72 HEEHE

s [Cumulative NAC Sessions] : ZIER AT ¥ MAEDOX R, TR ORI 72 ) T—
N BT D R 2R ARG e

* [Accepted] : N AT ¥ MRFEIZALEN L, Access Control Server IZ L > TT7 7 A KU »—nh
2N T O,

* [Rejected] : IR AT ¥ KRFEIZ L L. Access Control Server (X > C7 7 A KR v—nh
2N o T2 ET DK,

+ [Exempted] : ASA Ti%E X217z [Posture Validation Exception] U A x> h U L —E LT
WDT2D, RAF ¥ RED R RITIL > TVIRWE T D,
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* [Non-responsive] : Extensible Authentication Protocol (EAP) over UDP D7~ A F ¥ fRAEZE K 2
JIRELRWET O, CTA BRFATINTWARVWET X, ZOERITGELEEA, ASA
DALy T A X2l —=2a NI ITIAT L FLARAKRRA f\%"j“l‘ FLTWBEA. Access
Control Server 1%, 774 7 FL A KA MIBEEMTOINTWET 7R R J —%
NODOETDASAIZF Y a—RLEd, 2947 ML A KRR Y R—FLTWAR
WA, ASAIEINAC T 7 40 b RY o —%HE 0 B TET,

* [Hold-off] : "N A F ¥ BRFEAS KLY L 721412, ASA 23 EAPoUDPIEIE &2~ 7- BT D%, NAC
Hold Timer J& ([Configuration] > [VPN] > [NAC]) 1Z. Z DX A T DA X2 F EIROK A
F v FREERAT & O OFRIERFR] 2 ) E L E 7,

« [N/A] : VPN NAC 7 /v —7 R U 2 —IZHE> T NAC BN 72 > TV D ET DXL,

* [Revalidate All] : t°70)j”xﬁwi7t FEV B TOHENTWET 78RR v— (Fourpo—

RENZACL) WEEINTEAICZ Vv 7 LET, ZORX %27V v 7 35E, ASA
Kiof%ﬁéﬂéT“T®NN}E//a/@ﬁbwﬁ PR AT ¥ REEDBRLA S 4L E
T, TORZ L EZI VI THETEEYy 3 IR L THENE TR AF v RFEEEID
BTHNTWAET ZERARY —iF, HTLOVRRAF v NI £ 721380 5 £ THZ)
DEFELERVET, FAFXYREENLRBEINTWDIEY v a U ilid, ZORX %27
Uo7 LTHEETIH FHA,

-UmmmAm:E?@fﬂ%%itiﬂ@%f%hfﬁé?&txf)7~(ﬁﬁym~
FENTACL) BDEEIN, ByiailHoYETconTnbd ) y—R% 7 ) 73548
K?U?ﬁbi?o_@T5/%?J/7?53MMALiOT£ﬂéM5?“T@MW
Yty alrORAF Y REECTHEH &5, EAPOUDP 7 Y v m— g v EED Y THhhi
TIEARY —PNR—=U &, HTLWESRFEORAT ¥ REEDBMG S E T, FRAET
WZIENAC DT 74V FO ACL BERNE 725720, By va a0k T 5 L =2—%—
FT T4 v TICEBETABANDHY £, RAFYRIANLGHBREN TSy v g i
. ZORX U E 7V v 7 LTHREILY A,

[Monitor Protocol Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Protocol Statistics]

ASA CHRET 7/ T 4 72— —LEHE vy v a v BMEAL WA halzR R LE
T, T NADOEITIL. 1 oD Ta haL FATERLET,

[Monitor VLAN Mapping Sessions]

AT DL 7 —7 IR Y 3 —@ Restrict Access to VLAN /3T A —Z OfE CH|BIE -, HH
VLAN IZEI D ¥ THNTWHAEy va v BaERRLET, ASAIZTTRCTONT 74 v %R
EEN7- VLAN [ZfizE L,
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* SSL #%7E (255 ~<—7)

WOGFOWT I T SSL B E AR L E 7,
* [Configuration] > [Device Management] > [Advanced] > [SSL Settings]
* [Configuration] > [Remote Access VPN] > [Advanced] > [SSL Settings]

ASA %, Secure Sockets Layer (SSL) 't k =1/l & Transport Layer Security (TLS) % L C.
ASDM, 77 747 R ASSLVPN, VPN, BLOT7 ZUHFR—2DF vy arotxaT
A v —UmiEEFERLET, F72. DTLS i Secure Client DRI A £ 4, [SSL
Settings] A > TlX, 7 IF7A T > b &P —=_"—=DSSLAA—=V g VBILUR ST /LT X L%
RETEET, Fo, LANCHRE LT N T A RRA V NEFFEDA X —7 = A AT LT-
0, BEEMTONTE RN TANRA U FORNA U H =T 2 ADT =N 8T A RKA
VEERELLEDVTLHZEHTEET,

)

GE)

UU—293 (2) TiEL, SSLV3IFFEIEINTWET, BIFEDOT 7 4 /L M [any] Tix7e < [tlsvl]
T9, [any] F— VU — RiFFEL S FE L7z, [any]. [sslv3] 7213 [sslv3-only] 238K L7354
REFZTANONETNEERFRTREINET, [OK]Z27 U v 7 U THEEZHITLET, ASA
DIRDAY % — VY —ATE, ZNHDOF—T— KT ASA MOHHIBRINET,

N—3294 (1) TiX, SSLv3 F—U— RiZT T ASA ZTEMNHHIBESINTEY ., SSLv3
DY R— L2 ASA O HIEREIE L7z, SSLv3 A 2— 7 M7 > TWAEEATE, SSLv3 4
FrarvERELZav Yy RInb 7 — MEL T —0NFRENFET, ASAIET 74/ FDTLSvI
IR £79,

Citrix E/NA /L L — NI TLS 1.1/1.2 72 R aviE AR —E L TWRWAEEERH Y £7, A
BIEIZ OV T,
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

EBRBLTLLIEE N,
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B ossizx

J4—JL K

ssLEE |

* [Server SSL Version] : ASA 234 —/"— L U TEIET D & =i 5. &/ SSL/TLS 7
o hagl R=VgrE Ry AT VA RMSIEELET,

Wb
(Any)

SSLv2 7 Z 4 7> b ®Dhello &3 iF AL, HBEOHKEHF NN~ ar2rIo—h
LET,

SSL V3

SSILv2 7 A4 72 h® hello &5 1F AL, SSLv3 (L) ZxrIdv=— kL FE
‘ﬂ—o

TLSV1

SSLv2 7 74 7> h® hello #5F AdL, TLSvl (L) #xradv=—hLFE
?—O

TLSV11

SSLv2 7 74 7> h® hello 5%} Afv, TLSvl.l (LK) 22> =—hLFE
T,

TLSV1.2

SSLv2 7 Z A4 7 b ® hello 33 Adv, TLSv12 (L) #x3v=— R LZE
—a—o

TLSV13

SSLv2 7 74 7> h® hello 5 F Afv, TLSv1.3 (L) #xa=—hLFE
7,

DTLSv1

DTLSvl 7 54 7 > b ® hello #51F Atu, DTLSvl (LIfg) Zxradvx—— kL
iba‘o

DTLS1.2

DTLSv1.2 7 A4 7> h® hello 517 Atv, DTLSv1.2 (LIf) #x a3 =— b
L\ijqo

\}

(G¥)  DTLS O% & L HiL. Cisco Secure Client ##5t > AnyConnect VPN
Client [ZDAHEH SN ET,

DTLS & [R% 0L ED TLS N—Ya A LT, TLS vy a v
ZDTLS o var bREURCEF2TICTAMLERH Y £

9, DTLSV1.2 (%, TLSV12 8L TLSVI2 #H KR —rLFET,
T NTHOTLS X"— =3 VI DILS 1 LLETH S 728, DTLS] TffF

MATEET,

TLSV1.3 121, Cisco Secure Client /X—3° 5 > 5.0 LA L EE T,

* [ClientSSL Version] : ASANZ A4 7> h& LTCEMET S & XIZHHT 5. &/ SSL/TLS
TahralRi—=YarE Ry Ay DA MBIEELEYS, SSLZITA T hua—
Uzt LC DTLS 1345 AT

A waWR
(Any)

SSLv3 7 Z A4 7 v h®DhelloZXE L. SSLv3 (L) #xdv=—hLET,

SSL V3

SSLv3 27 A4 7> F®hello &g L, SSLv3 (L) #xav=—hLFET,
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\}

sstze [

TLS V1 TLSV1 7 94 7> F®Dhello #%/E L, TLSvl (LIF) #xrasx——kLET,

TLSV1.1 TLSV1.1 7 Z A7 > F® hello Z#%{F L, TLSvl.l (LIf) ZxavxT—hLZE
j—O

TLSV1.2 TLSv1.2 7 54 7> h® hello #3%fF L, TLSv1.2 (BAF%) Z#xavx=— kL E
7,

TLSV1.3 TLSv1.3 7 54 7> h® hello #3%f5 L, TLSvl.3 (BAF%R) Z#xravxz—hL E
j—o

« [Diffie-Hellmann group to be used with SSL] : a2 v 7' X7 U R Rind J— 7 %R L

£, EAATEEZR A7 Y 3 X, [Groupl] (768 B > MfaxHE) . [Group2] (1024 & b
#axHE) . [Group5] (1536 £ > MifaxHE) . [Groupl4] (2048 B> MfkHE, 224 &> F 3
BALED) . B IO [Group24] (2048 £ v MaxHE, 256 ¥ FEELAE) TI, T 7 AL
MiE X [Group2] T,

« [ECDH group to be used with SSL] : K v 7 X272 U A DL I —T 28RN L E9, ff

HIRTREZ2 A 7" a3 &, [Groupl9] (256 >~ k EC) . [Group20] (384 £~ M EC) . B &
WY [Group21] (521 > k EC) T9, 7 7 4 /L MHIL [Group19] T,

GE)

RN e b BV D1 ECDSA B 53 L OV DHE 5T,

s [Encryption] : R —F 325 3—Va> X2 UT 4 LUL, BLOSSL K S{E7 1=

U X L%FRELE T, [Configure Cipher Algorithms/Custom String] % A 7 12 7' 7R »v 7 A ZAffi
MLTTF—7 NV 2 N ZEREITELET 520X, [Edit) #27 U v 27 LET, SSLKE
DEX2VT 4 LAULERERL, [OK] 227U v LET,

« [Cipher Version] : ASA TH/R— h &}, SSLEEGICH A SIS~V a v &2 —&

FoRLET,

* [Cipher Security Level] : ASA TH AR — h S, SSLESMEA SN 5ExF =2V 7 4

L E—BRRLET, ROWTNUNLOF T v a 2R ET,
[9_TC (All) ]:NULL-SHA # & 7T X CORESH,
[ (Low) ]:NULL-SHA #Bi< ¢ _XToORK 5,

[Medium] : NULL-SHA, DES-CBC-SHA. RC4-MD5 (ZH3F 7 4L b TF) |
RC4-SHA. ¥ LY DES-CBC3-SHA # R < T _T Ol 5,

[% (High) ]: SHA-2 W55 %3 5 AES-256 DA% G i, TLS N—Ta 128X
OTLS N—=V 3 1.3 THAR— RSN TWARESICOAEH S vET,

[#7 A% 2 (Custom) |: [F55T7 /02U XA/ AH LT (Cipher Algorithms/Custom
String) 1Ry 7 ATHET S 1 DU O SR EET, ZOF 7T a Tl
OpenSSL 5 LA 2 L CHE B A A — P &2t ilcE T £,
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* [Cipher Algorithms/Custom String] : ASA TH AR — k &1, SSL il S D=
TAY XLk —EFRRLET, OpenSSL & 4 DK 5 OFEHIZ OV TI,
https://www.openssl.org/docs/manmaster/man1/ciphers.htmlz 2 L T < 72 &0,

ASA X, P AR— SN TS OB %, TLSV1.3/TLSv1.2 DA TH AR —

FENTWBES AR, TLSvI.1, TLSv1.2, F7/IETLSvI.2 THHR— F TR
BE R DIEICHEE L £,

KOS RN R—FEHTWET,

* [Server Name Indication (SNI)] : KA A £ L ZD KA A NS Z 2B ELET,
[Add/Edit Server Name Indication (SNI)] A4 7 2 /AR v 7 A%EH L THA > H—T =4 A
DRAALLRDNTABNKRA Y M ERELIIEET ST, [Add] F721E [Edit] 227 U v

7 LET,

ESE AR TLSv1.1/DTLS |TLSV1.2/DTLSV
Vi1 1.2

AES128-GCM-SHA256 AT 4 I
AES128-SHA 10 U
AES128-SHA256 A U
AES256-GCM-SHA384 A U
AES256-SHA 10 U
AES256-SHA256 A U
DERS-CBC-SHA AT 4 NS
DES-CBC-SHA EUR EN
DHE-RSA-AES128-GCM-SHA256 AT 4 I
DHE-RSA-AES128-SHA 10 I
DHE-RSA-AES128-SHA256 AT 4 I
DHE-RSA-AES256-GCM-SHA384 no 1
DHE-RSA-AES256-SHA s U
ECDHE-ECDSA-AES128-GCM-SHA256 | |\ v % U
ECDHE-ECDSA-AES128-SHA256 VYN Z U
ECDHE-ECDSA-AES256-GCM-SHA384 | |\ v % U
ECDHE-ECDSA-AES256-SHA384 VYN Z U
ECDHE-RSA-AES128-GCM-SHA256 | 31> U
ECDHE-RSA-AES128-SHA256 VYN Z U
ECDHE-RSA-AES256-GCM-SHA384 |, v % U
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| ssLaz

sstze [

BESEAR TLSv1.1/DTLS |TLSV1.2/DTLSV
Vi 1.2
ECDHE-RSA-AES256-SHA384 V2 TR
NULL-SHA AYAY-4 AV
RC4-MD5 AV Ay
RC4-SHA AV AVAY-4

\)

G¥)  DTLS1.2 h > %/VIETLSvL.3 TEIfEL =923, DTLS1.2 1%L TLSv1.3
ez AR—hLTCWERA, DILSL2 M pmbilid, aR— bk
SN TWDEROELREDOE OISR EIRI N ET,

s [Specify domain] : FAA & AT LET,

* [Select trustpoint to associate with domain] : K22 v 7Z 7 U ARG T A RARA
AR L £,

* [Certificates] : %A > % —7 = A AD SSL @GEIZEH T 2FEFE ATV 4 TE 7, [Select
SSL Certificate] ¥4 7 2 VR v 7 A=A L TEA L F—T =2A AD N T A RKA L b &
EFREIIEESTHIE, [Edit) 227 Y v 7 LET,

s [Primary Enrolled Certificate] : = DA > ¥ —7 = A AOFEHEIZHEHTSH h T A FRA
Y hEERLET,

* [Load Balancing Enrolled Certificate] : VPN 22— R /37 L o 0 FRGRE STV D EE
FEETHEHT 2 F 7 A MARA » FERIRL £,

[Fallback Certificate] : AIEFAESBHHTHT L TWRNA VU H —T = f ATHHT Z5EAE
ZBINL E9, [None] #IRT 25 L. ASAIXT 7 4/L b D RSA F— X7 L AElE %
LET,

[Forced Certification Authentication Timeout] : fEBAERIFENZ A L7 U b2 £ TOHE %
RELET,

* [Apply] : EHENEZRF L E T,
*[Reset] : ZENEEZIDIE L, SSL XT A —X ZLRNCER LI-EICV By FLET,
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RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T = A ZTONT (261 2—)

BN RN A H =T 2 ADFEERIHE (262 X—)
« VTI b > FVDIERL (264 ~—2)

AR R RN A U H—T oA ADOREREEIE (269 ~—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
N =R L TCERTDIVENSHY T, T8 AT L2k K 1024 O VTI ZB#ESIF 5 Z &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

o267 X—2) ML T ZIN,
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B serotnqos—ors20xEsE

REF O RILSAVEZ—T A RADZEEEIE

AVTFXRAME—REYSREY VY
c TN E— RTEIFR—FENTWNET,
c JTGRAAZ YU TIFYAR—FEINnERF A,

T7AT74—ILE—F
N—T v R E—ROLTYFR— b INET,

IPv6 DY 7R—
«IPv6 7 RLABFRE SN VII R ETE £,
sVTL D F o FNVIEETL E b U RNVERILEOW FIZIPV6 7 RV AZFRETEET,

e XTI IP A=V 3 &N L VIIIP (£7213NE %y hU—27 TP X—V 3 0) DR
DA EDLERFR— SN THET,

* [Pv6 over IPv6
* [Pv4 over IPv6
* [Pv4 over IPv4
* [Pv6 over IPv4

e XNV DORETB IO E LTHER—FEN5DIE, HAIPV6 T KL A2 T,
* VTI TiZ IPv6 BGP IV — I TWEH A,

o NURNWERERTA Vv H —T =2 A AL IPV6 T RLAZRETEET, hrr Rz KR
A PELTHERATAT RLRAEZEETEET, HELRWEA, T 74/L T, U A
FNOEHID IPV6 72— LT RLAN MRV RRA b ELTHERASINET,

s N FNVE—RZEIPV6 & LTHRETEET, HELLESLA. VIIZ/MLTIPV6 FT7 7 1 v
T MRV T TEET, 2L, H—VIIO b RE— RiZ IPv4 £ 7213 IPv6 DN
TN £,

—REVEERERDETEEE

¢ VI IZ IPsec E— ROAL THEABETT, ASA TGRE MR ERTTHZ LTV R—
FEILTWERA,

o N RNA U E—T A AEERTSH NT T 4 v 71Tl BGPV— FEIFEL— MR
fERTZEnTEET,
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REFRLLAVE—TIAR
FEr L 1va—T420xEFE |

s VTI O MTU 1%, ML A A v XA — T =24 AU THEBWICRESNET, 727
L. VIIZEGNZ LT~ % TR, o ¥ — 7 = A MTU B2 F L7=841%. 5 L\ MTU
REZFHT LD VII 2B L TOHLHEANCT ILEND Y 3,

o TNA RTIEIHRAK 1024 O VT 2R ETEET, VIIREZHET AL, ROSEBEL
TLIEENY,

snameif ' 7 A U H—T 2 A A EOH T, T AIRETE D VTIOREZEXHL
i—é—o

e IR—=hF ¥ RIDA L NR—f L H—T =2 A nameif # X ETHZ LT TE EH A,
Lo Ty FURIVBITEBRD ALV R—=FF ¥ b A o H—T = A ZADOKIET
WL, ZDORAN—A U H—T = ZADHUTHD L EE A,

« Ty N T F—LNN04EEBZ DA v H—T 2 A AP R—FLTVWAEETH,
VTI DEIIXED T T > N7 4 — L TEATREZR VLAN OFUZHIR S E T, 72L& %
IX. 500 D VLAN ZH R —F LTWAHETLOEAS. AL 500 225 IE S
TeWBRA B —T 2 A ADEE I EIT 2 £7,

cVIHZIKED A=V g3 vl BEOV2ESR—FLTEY., ML OEETE5E5EDM
TOF —HEZ(EIZ IPsec ZHHAL F9,

* NAT @M+ 2 L E) b 556, IKE B L OESP /37w ME, UDP ~v & —IZh 7L
Y40 2

qmﬁQXMmm@f%;)747//:~ya/&ﬁ Mo RZNVNOT—% T 7 4y
JIWCBR 72 < . RIS — DA T ET, kv, VI R /UEEI

T o7 LIEIRRBIZ R Y £9,

e NUFNTA—FZ1T. ETHAHD IKEVI £/ IKEV2 HAIE#RE L TEETALD

E—EHTHMENRDH Y FT,

e A FE b XN T N—TFDIKEV] TiX, F RNV OFEIEST RN T O ZNVEEHETH D5
B POIFERERETRAT Ly T E— REFHTALICREENTWAEA. IPT
KL AN DL ZHEHATEET,

Sy FICREENDET T RLAE VII D b VSN R DE. VIIREL
e~y POREER UYWEA L X —T oA AHIFEIELZENTEET,

VTIRRHED N T 7 4 v 7 #HHT 72, VIIA VX —T = A AT 7B AL— V%A
TAHZENTEET,

« ICMP ping I%, VTI A > X —7 = A AR THHR—FENFET,

¢ IKEV2 Y"1 Rl VPN b U RILDET T34 A IKEV2 fREERNA 0 — REEE LTS
B ASAIZT ARA ALEDIKEV2 b RNV EMSLTE S A, ASANET TS ALD
VPN k> RV EFENLT DI, BT 7 /34 AT config-exchange B3R % M2 3 5 M EEHN
HYFET,
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RErRRLA22—Tz4R |

FIAILEERE
e F 74V MTIE, VIIREDO T 7 4 v 71, +_XTHEE{LENET,

VTl A LV H—T 2 A ADT 7 F NV EFDEF2UT 4 L-ULZ0TT, BFxa2UT 4 L~L
ERETHZ LT TEET AL

VTI ko RILDERK

VTI b RV ERET HITIE, PPsec 7A=Y (FTF A7 r—Ah%vy b)) ZEKRLET,
IPsec 7 12 7R— ﬁ‘/v%iﬁﬁ'@ﬁ‘é IPsec 71 7 7 A )VEAVERR L7=1% T, IPsec 727 7 A L %ZFF>D
VIIA v H—T7 = A AZER LET, UE— hETIZIE, AU IPsec 7 1 AR —H /L3 L U IPsec
T T ANNRTA—HERELET, SARITVT—Taif, TXCD MRV IRNT A—
ANERESIND BB LET,

\ )

G¥)

3, ROEBENRREAEL £,

VPNBLIOVTI FA A COmFIZE L, MBS % —7 = A X T BGP BBERIfR 2 Fi-D ASA

AHE =T 2 A ANNAF 2 JIZE O TREEOEEN N H—Shd b, WA X —T7 <
AZTONL— NI, FLWT 75 4 7T & O BGP BERRAHEL SN AT THIR S

F., ZOEEZ. BEVIIA X —T oA ZTIFES LER A,

VTIRREDO N7 7 4 > 7 ZHHT 5720, VIIA X —7 = A AT 72 AHI#EY A b %5 H
THIEMNMTEET, Psec P RAMBFEEINDITXTONT » MIxF LT, ACL THIE
JTA VE =T 2 A RALGHA VF—T 2 A AT =y 7HTIZFFAITHICIE, ZTu—ray
7 4 ¥ =2 L — 3 > F&— KT sysopt connection permit-vpn 2~ > K& AL E T,

ACLZF = v 78 FIZASA Z BT 5 IPsec T 7 4 v 7 A X —T NI THZHDRD 2
v REfHTEET,

hostname(config)# sysopt connection per mit-vpn

WA v H =T 2 ZAEVTIA L E =T 2 A ADEF 2 VT 4 L-ULRB 0 DEFE, VIIA
2 —7 2 A AZACLDNEH STV T, same-security-traffic 23X E S AL TV 2T U e » b
LEHEA,

ZOMRERRTET AT, Fe— L ar T X2 Lb—3 3 F— FTintra-interface2| % %
fBELT samesecunty traffic 2~ REFATLET,

FIE

AT 1 IPsec 7uih—H¥L (FT A7 —5 Y b)) ZBIMLET,
ATv T2 IPsec 7277 A/NEBMLUET,
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IPsec 7OR—FL (F5oRT4—Lty b) oim [

ATw T3 VII o mAZBINLET,

IPsec 7AR—5I)L (FS2URTH—L Ty k) DEN

N AT —bTy bMI, VIIN o RZAVND T 7 4w 7 BT H-OINETT, Zh
X, VPBNINDO N5 7 4 v I 2 R#ET A0t X=2)F 4 Fr halt7iral) A0k vy
FTHY, IPsec 7R 77 A NNLDO—E L LTHHBEINET,

48 H RIS

o VITIZBEEA T 572 IKE | v ¥ a U AFREET DICiE, FaiF S —F HIZEEHEOWT
NEFHTEET, IKEV2 Tid, FENFRREE R E F—2MEAH T £9, IKEv] & IKEV2
DODELLYE, VINHEHTA o p A —7 O TFICHRi A — 2R ETALERH Y
7,

« IKEv] Zff ] L7ZREEAN—ZADRBREICIE, A == —F THEHSND F T A FARA b
ERETLOMLENHY £7, VAR XIZOWTL, tunnel-group 2~ KT R T A MR
A b%a&ﬁﬁézgﬁ% DEF, IKEV2TIE, /A =V —H L L AR XD FIZON
T, REEICMHEHT 25 T A hARA > N % tunnel-group 2~ R CHRETDHDLERH D £7,

FIE

AT w71 [Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)] % 2R L
S5
ATFYT2 ¥X2 074 7YvT—a U EELT 572 IKEv] £7213 IKEV2 2% E L £ 7,

« IKEvl #3RE L E T,

a) [IKEvl IPsec Proposals (Transform Sets)] /X% /L C[Add] #27 UV v 7 LET,
b) [Set Name] Z AS) L ET,

¢) [Tunnel] F= v 7Ry 7 AL, T 74/ FOBROEFIZLET,

d) [ESP Encryption] 35 & OF [ESP Authentication] % 3&4R L £ 9,

&) [OK]Z2 U w2 LET,

«IKEV2 #RELE7,
a) [IKEv2 IPsec Proposals] /X k/L C[Add| %27 UV v 7 LET,
b) [Name] & [Encryption] Z A5 L E7,

¢) [Integrity Hash] Z3#R L 9,
d) [OK] %7V w27 LET,
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. IPsec 707 7 4 JLOEM

IPsec 7O 7 74 JLMDIEN

&
ATw T2

ATvT3
ATvT4

ATvTh

ATvT6

ATy T17

IPsec 712 7 7 A JVIZIX. FOBBID IPsec 2R —YFILFEFIT N T AT 54—y M
WCHHDVERYEX 2T 4 7a balBIOT7T LI ZAREGEENLTWEST, 22k, 2
SOY A MH VTIVPN 7 ORI TE F o 7 2 B E S ARHRE S NE T,

FIE

[Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)] z 3&4R L
£,

[IPsec Profile] /S ®/LC[Add] 227 U v 7 LET,

[Name] (2 IPsec 72 7 7 A V24 &E AN LET,

[IKE v1 IPsec Proposal] ¥ 7213 [IKE v2 IPsec Proposal] {2, IPsec 7’1 7 7 A /LD 7= DOIZ/ERKT 5

IKE vl IPsec 7 2R —H /L E 7L IKE v2 [Psec 7R AR—H /a2 AT LEd, IKEvl h T R
7 —25b vy MELITIKEV2 IPsec 7 2R —H L DWW A RBIR T £,

VTI RV D—lia VAR Z & L TOHLEESE D MEDNH L5E1E. [Responder only]
Frv IRy Ak F AT LET,

sVTL F o RNV D—iiik VAR X E L TOREMETALIICRETEET, LARVAD
BB, PRV EITF—FERE BB L A

CIKEV2 T AEE. EXa2UT 4 T Y= arDIA4 72 A LHMIX. A=
T—HfDIPsec 72 77 ANDTATHEAMELIY KRELLEELET, 2H5THZ & T,
A =2 —HAITCOEFRF—FERIMEE S, b7 v REMEZNE T,

e A =2 —ZOF—FHERORENFADES, VAR EDOBLOE— RE2EER LT
SA DFESL 2 F AN T DB h, VAR FDHDEGDIPsec 7 A 7 X A Ml Z BEHAMRIC LT
HWIROIN # B &E £,

(fEE) [Enable security association lifetime] = v 7 R v 7 A% F 2 LT, ¥Fx=2V7 4 7
Vyvxz—a ryO¥EOEEFONAS FBLIOHTAHLET,

(f£&) [PFS Settings] 7= v 7 R v 7 A% 412 LT, #E72 Diffie-Hellman 7' /L — 7 % &R
LET,

Perfect Forward Secrecy (PFS) %, Bf S b SN7T-ERZHIZX L, —BEDE Yy v ay F—%4K
LET, 2O—EOEyvar¥—Ickh, KL, &oEsbrbRiESnET, PFS%E
RET HITIE, PFS v ay =% BRI % Diffie-Hellman ¥ —3&H 7 /L3 Y
ALEEIRNTAHAVLERHY £, F—EBHTLIY XAL, IPsectExFa)T 4TV — 3
¥ (SA) ¥—ZAEKLET, K7 N—7 T, BRDLVA XOEEMEH S VET, RN
REWZEEX 2V T o b E T, RN R < 72 Y £9°, Diffie-Hellman 27 /L —
X, MAFOET T—HILMENH Y £7,

THUCED X —IRET NI Y X LAOBEPFHELINET, ASAIZZOT /AU X A%fE
HLT, B — o F—2EHLET,
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il va—7z4zoEm [

ATvT8 (%) [Enablesendingcertificate] == v 7 78 v 7 A% A N2 LT, VTI b > RV D BRI
T 2FEAELZERT D PSR MRS AR L 3, LEIZIE LT, [Chain] = »
IRy R A AT LET,

ATv79 [OK]%2Z7Vvr LET,
AT 710 [IPsec Proposals (Transform Sets)] A > /X3 /LC[Apply] &7 V v 27 LET,
AT 71 [Preview CLI Commands] # 1 7 227 AR > 7 AT, [Send] %7 U v/ LET,

VTl A 8 —2J x4 ADEN

HLUWVTIA v & —7 = A Z&AERE LT VTL b U RV EZHESLT D121, ROFEEZETLE
-éAO

)

CE)  T727T7 47 RPIFNANOA—ZPMERTERNEEIT 7z T v 7 LIRBIC RO
B, IP SLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] ZZM L T 72& W,

FIE

AT w71 [Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DIEIZEIN L F 9,
AT w72 [Add] > [VTI Interface] DIEIZEIR L £ 5, [Add VTl Interface] 7 1 & KRBT RINE T,
AT w73 [General] # 7 CIRDFNEEFEITL £,
a) VTIIDZASLET, PHIZ 0~ 10413 T, KN 10413 D VTI A > Z —7 = A AW
R—hZNFET,
b) [Interface Name] Z# AJJ L E 7,
c) [ & —7=xAADHMLE (Enable Interface) | F = v 7 Ry 7 ARF N2> TNDH T
LEMERRLET,
d) [XAE=%V 7 (PathMonitoring) | K> 7% 7 U A K5 [IPv4] £ 7213 [IPv6] &
BIRL, ET7OIPT RLAZATLET,
e) [ZA B (Cost) |ZANLET, FHETE HHMIT 1 ~ 65535 T,
AZ NI BEOVIIHITE T 7 4 v 7 2B 08T 272D OEEIAML 2R E L3, &
H/INSWES RS EVEBEIAIZ R ) 7,
f) IPT7 RLADHRE :
[7 KL R (Address) [ A7 v arv Ry w70y 7 LT, IPT RLAEHF TRy bR
ERELET,
F7iT
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B v s—ozrz0Em

ATvT4

ATy T5
ATvT6
ATy 71

RErRRLA22—Tz4R |

[7>F 3=k (Unnumbered) |47 avRZ a7y 7 L, [IPT 3=k (IP
Unnumbered) | K v 747 VA MNHA U H—T oA AZEIRLT, TDIPT KL A
EERALET, VAMDPOA—T Ry I A Z—T oA AFIIWHEA VX —T = 2%

BT 2D &N TEET,

[Z£M0 (Advanced) | % 7 CROEIEEZFEIT L £,
a) [Destination IP] (ZAJJ L E T,

b) [BfEA ¥ —7 A A (SourceInterface) | R v FH 7 U A MWL, MU RVEE

A B =T 2 A AEERLET,

N—=T Ny I A F—=T oA AFKINTWEA =T 2 A AZERTHZ LB TEET,

c) [IPsec’h Y > —IZk D b /L L%# (Tunnel Protection with IPsec Policy) ] 7 4 —/L K C,

IPsec AR U o —ZRIRL £97,

d) [Tunnel Protection with IPsec Profile] 7 1 —/L KT, IPsec 7’2 7 7 A /L& # IR L F7,
e) [Ensure the Enable Tunnel Mode IPv4 IPsec] = v 7R v 7 A% 4 I LET,

[OK] %2 Vw27 LET,
[Interfaces] /XK /LT [Applyl &7 UV v 7 LET,

[Preview CLI Commands] # A 7 2 7R 7 AT, [Send] 7 U v 7 LET,
BH SNIERENTAAEIND EL FHILOWVTINA U H—T 2 AD Y A MIFRENET,

ZOH LW VTLIE, IPsec A k] VPN OFERRICHH T £97,

1

ASA & 10S F N4 ZDORID VTI k&b (IKEv2 & H) D E 5]

ASAT]

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prfsha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256
protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254
tunnel source interface [asa-source-nameif]
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tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco

!

crypto ikev2 enable [asa-interface-name]

I0S O

!

crypto ikev2 proposal asa-vti

encryption aes-gem-256

prf sha512

group 21

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

RERORILABZ—T A4 ADBEREIEFE

1 ) 1) — | BERETR R
S

a—H ko ID |917(1) | ASA 1E, ASA 723 NAT OFFH%ICHEELD IPsec b > /L% FfH | Cisco Umbrella Secure
DY R— | Internet Gateway (SIG) |Z#iC&H L HI1CT D, —EDOR—A/L h 2V ID &4
R—=FLTWET, B—HVIDIE, TXTDO L0 7a—sL 1D TERL,
IKEV2 ho RV ZEIC—EDID R ET AT INET,
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B meroriso8—zq2088EE

HaE

iy

yy—
S

HEEEHR

ABT 4w 7 VNTITD
IPv6 OV — |k

9.16(1)

ASAIZ. BN A v B —T 2 AR (VII) OFETIPV6 T RL 2% HHR— KL
TWVET,

VTI bV RNVERETTA U H—T = A ATiE, PRIV KRS R ELTHATS
LOIWERETEDIPVO T FLAZRETEXET, M RAEELA VF—T =1 AT
BHDOIPV6 T RLANRDLGEIL. HHTH57 FLAEZIRETEET, HHELRWE
éﬁ\UXb@%@@?%ﬁm%NWTvaﬁ?7ﬁwkfﬁméhi¢o

hy%w%%F X, IPvd 720X IPv6 OWTHINTT, 72720, bRV ET 7T 4

2T D121, VIIT TRESNTWDLIPT RLAZA T LERICTHIVLERH D F
TO IPv6 7 R AL, VIID o RAKETA v F—T = A AFET2I1E b RIVBEA
VH—T 2 RAIZEIN B TCHENTEET,

FTNA AT 1024
EOVTIA v F—T =
A ADHR— K

9.16(1)

FONA ANTRIETE D VII OF RIS, 100 E7>5 1024 EicHEMLE LT,

7Ty N7 — LN IR4EEBZ DA A —T 2 A AP R—F L TWHEATSH,
VTI DEUFZED T T » N7 4 — L TIIEATHEZR VLAN OFUZHIR S ET, =& %
X, ASA 5510 1% 100 fE D> VLAN % %7K — kL TWDH7=8, ko r Vi 100 5%
ESNTEA 2 —T = A ADBAEBINT-HIT 720 £,

BV S LT 7e L

VTI TDDHCP Y L —
Y S— DY |

9.14(1)

ASAIE, A ¥ — 7I4X%%ﬁ¢éDmmuv~%—ﬂ~&bfvn4y&—7l
AAZRETHZ L EAREIZLET,

DHCP U L—IZ VTI A v ¥ —T = A AZIRETEDH LI
7=

[Configuration] > [Device M anagement] > [DHCP] > [DHCP Relay] > [DHCP Relay
Interface Servers)

ROBHENPELSNEL

VTI T® IKEv2, FiEH]
EAR—AREE, BELO
ACL O AHR— |

9.8(1)

B sH AF—T x4 A (VTD) (%, BGP (F#) VTD) ZHHR—FT5L9IC
eV ELE, A RTRY F— RN TXA TV T ¢ E— KT, IKEV2 %ff
HTEET, IPsec 7277 A NI TAMRA LV FERETHZ EITED ., FEHE
NR—2AOFFEEEHTEET, 7o, ANWNTF T4 w75 T74NE )V TT5
access-group 2~ REMEH LT, VII L CTr 78X VA NE@EHAT52 &b TEE
7

/LT TGN
F L7,
[%%E (Configuration) ]>[¥4 FREVPN (Site-to-SiteVPN) ]>[5# (Advanced) ]>

[Psec7BR—HIL (FS 2R T+—Ltv k) (IPsecProposals(Transform Sets)) |>
[IPsecFO 774 JL (IPsecProfile) ]>[3&M0 (Add) ]

FEIARNR—ZZWIAED T A MRA » FEBIRT A4 T a R EASH
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HEBES 1) 1) — | BETER
z
A2 2 —(97.(1) |ASA DS, REB R RN A v Z—T A& (VI EFEHINAH LWGHERA ¥ —7 =

7 xzA A (VII) O
R—k

A Ao THfbEnNE Lz, VINIET ~D VPN b R EET-OICEH S E
T, TAUE, F RNV OBKERICER STV D IPsec 0 7 7 A L EFIH LIz —
F _X—ZD VPN ZHHR—FLET, VIIZFEHATLZ LIk, B~y 70
TI7EAVARNERELTA VI —T oA Ry BT THI ENAREIZRY E
7

ROBEAEASHLE LT,

[%%E (Configuration) ]>[¥4 FREVPN (Site-to-SiteVPN) ]>[3#8 (Advanced) ]>
[Psec7BR—HIL (FS5 VR TH+—L+tv k) (IPsecProposals(Transform Sets)) |>
[IPsec7O 7 7 4 )L (IPsec Profile) ]

[E%% (Configuration) ]>[% 4 FREIVPN (Siteto-SiteVPN) ]>[3#f (Advanced) 1>
[IPsec7AR—HIL (FT VR T+—L+tv ) (IPsecProposals(Transform Sets)) ]>
[IPsec7B 774 )L (IPsecProfile) 1>[:BA0 (Add) 1> [IPsec7BR 77 4 JLDIEN
(Add I Psec Profile) ]

[E%%E (Configuration) |>[T/\1 XDt v b7 v T (DeviceSetup) >[4 4 —T =
14 RADEFEE (InterfaceSettings) >[4 2 —7 x4 X (Interfaces) ]>[EM (Add) ]>
[VTI4 23— 4 X (VTl Interface) ]

[%%E (Configuration) ]>[T/S1 ADtv b7 v 7 (DeviceSetup) >[4 4 —T
4 ANHKE (InterfaceSettings) >[4 2 —7 4 X (Interfaces) |>[BH (Add) ]>
[VTIA B —T x4 R (VTl Interface) | >[£f% (General) ]

[%% (Configuration) 1>[T/3 RD+Ev 7 v 7 (DeviceSetup) >[4 42 —T

A4 ADEHE (InterfaceSettings) >[4 % —TJ =4 X (Interfaces) |>[EA (Add) ]>
[VTI/4 32— 4R (VT Interface) |>[E¥#8 (Advanced) ]
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VPN )45V E8 AAA H—/N\—DERE

« SN AAA H— =2 DT (273 X—Y)

« SN AAA B —R—%AEHT DO A KT A4 (274 ~—2)

« EHGEHERGEORE (274 2—)

* Active Directory/LDAP VPN U &— | 7 7 £ ZAFFa[Of| (275 ~—)

SER AAA H—/N\—[ZD(\T

Z D ASA X, #MT O LDAP., RADIUS., TACACS+ W — _"—Zffif LT, ASA DFREE, &7,

THOT 47 (AAA) ZHHR— b THLIICRETEET, IMNBAAA F— 1 —1F, RE
SINTT 7R LR AEA L ET, MR — =2 T 5 L DI ASA R ET DA
2. Y2 ASAFFRIBIME AR E L COMTAAA Y —R—%2 B E L. TNUHORMEOY 71 v b

MORFEDT 7 AFF A 2l 2 O —H —|ZEHI 0 Y THRLERDH Y 7,

HAIEHEDOR) O—EROEE
ASA X, a2—V =R EM (2—V—HER LT — =R E LN 5) % VPN #51c
BWHT AN DD FEEZYR—F L TWET, ASAZEEL T, ROWVTND/L
bt hoa—V—EhEErIfE T ET,

cASADEAFI v T EARNY T — (DAP)

« 4158 RADIUS F 721 LDAP #2FER L O] — 3 — (B X OF D))

e ASA DT N—T R I—
ASANTRTCO Y —ANLEMNEZZET L L. b oEMEFHMI S TEN S, 2—F—
AU o—ICEAINET, BEOR TEZEN D 5546, DAP BIENEILINET,

ASA IFRDNEF CEMZ#EA L £,

1. ASA E®ODAPJEME : X—T 2 8.0Q) TEASNTZZOEMET, Mo EOREMELD L#E
TENFET, DAPNTT v/ ~—27 F£/FXURL U A R &R ELEZHAIL. Zv—7 R
V—TEREINTNWDS T v/ ~—7URL Y A ML bEEINET,
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B ssans——2ERT2BOHA FSA

2. AAA 'H‘%/\%J:O):L“*'B‘ El\i :L“"]j‘ pmn mu T7§ Ekyjj—é CE ‘B‘%/\“‘Z))E" O)E
ERRINET, ZHL6DOBMAE. ASA DT —H /L AAA T —F X— 2 T4 D2 —F —
ICHRESNTWBENE (ASDM O2—H— T A b)) EREILARANVEIICLTLEE
A%

3. ASATCREINTWVWBZNL—T R ¥ — : RADIUS Y — "— 5 2 —%—|Z% L TRADIUS
CLASS J& £ IETF-Class-25 (OU=group-policy) OB IR 723545, ASAIZE D2 —H—
ZRICARIO V=R —IZREL, ZTOIN—T R —DREMED S B, P—r—
MHRS NN D& LET,

LDAP ¥ —R—TiL, fLFEDOBEBU L ZHERA L Ty a v DI NV—TF R) o —%RETE
F9. ASA RITEEINT- LDAP Bt~ v 712X - T, LDAP B2 Cisco J@ 1
IETF-Radius-Class |Z~ v B> 7 & E 1,

4. BT m 774 (CLITIE [ R 70— ) LIFERET) ICX-oTHY YU THR
e IN—T K — BT 0 T 7 A I, BEROFRERENE EIL TV DT, Ak
A=Y —IZ#EHEINDT 74NV DT N—T R o—NEFENTWET, ASA T8
HLTWETRTCO2—Y =T, BN DT NV—TIZFBLET, 2O/ N—7 T,
DAP, H—N"—Mnbi RSN a2 —F—E, 2—F—ZEV LY TonNTWnDH I L—T K

ZixeWEEnRit s E T,

5. ASA CEIW Y CToHbni=T 74NV DI )NV—7 K — (DtGrpPolicy) : ¥ AT LADT
7 3V NEPEX, DAP, a—H—@E, I —7 R o—, HET e 7 7 A LV TRELT
WAHIEA SR L E 7,

5 ER AAA H—N\—F AT EEDHA K514

B

SEBE

ASA IZ, BED ID Tid/e < B4 I E ST LDAP B4 /A L4, RADIUS B, 4
A CIEAa< BB ID Ik CGEAsnET,

ASDM /X— 3 7.0 D LDAP B 121X, ¢VPN3000 7'V 7 v 7 ANEENTWEJ, ASDM
N—T g T1UBETIE., 207V 7 0 v 7 AFHIBRESATHET,

LDAP J&:i%. RADIUS DE(ZFH STV 5 RADIUS BEDY 7€~ F T,

RETDERTE

AnyConnect 7 7 A4 7> N SSL 7 AT v ha)V L IKEv2 7 A4 7> v 7 ko) aff
HALT, By a r TEICEBORGEARFETCEX L0120 Lz, T2k xiX, v~V 5
HFOFATIPFFED CA L —HT DL TT A ABBRENPLIFEENTET A ATHDH T L
EHEGRTEET,

BEGEAEA TV 2 v &2HAT 5 L, FEHEZE Uz~ vy b a— P[5 OFEH &G 7
BlI27 0 ET, ZOF T arnpiTiiuE. M TR — HFOLDOIEAEFIELITH = &
BTEEEA,
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| VPN D488 AAA H—R—DEE
Active Directory/LDAP VPN ) E— k 7 ¥ £ REFa] Dl .

\)

GE)  BEEOMEHERECIE~ Y VR E L 2 — Y —fEE (Fhid2 20—V —GE#E) BuLE
ThoHed, ZORETIL AnyConnect 77 7 1 7 b Start Before Logon (SBL) % ffi i T %
A,

mm

A—PF—ZDHEFAN T 4 —/L R TlE, 2OHD (:L*"*JLL‘) SERHED 7 ¢ — L RAfiEAT L,
AAA B L UGFIAEZRGERE OB CLIBED AAAFRFEICERT5 2 &3 TxFEd, 7T A4~V
LB ) DO SGFOFEMANOZ—F—41X, W7 ITAT 2 MPbRELIZ22HD (22—
P—) FEAENLREINE T,

9.14(1) LARE, ASA Ti, BEGEAERGEZHE L, Bl 72I3dFalic e — Y —Z OFRIA T
FTa EEHATDGAIC. T4 51—‘5‘ %iin\szJ HEY =W EEET D
FEAEEZEE T 9, FEMIC OV TIX, AnyConnect 7 74 7> MNERi 0 7 7 A )V, F8FE
B (126 ~—2) 2L TIEEW,

%Eéﬁnﬂ:‘% EA}EHET i 2’)@nﬂ£%£ﬁ)ubuméhi‘a— 77/])7/ }‘75 ’5 'f;:u LT_ZOEOD (:l‘—‘
P—) FEHEIT, FRIANB L OGEHER RO 22— —H DT T4~V BLIPEH F ) 22—
P—RI K DT RS CT,

SAML |2 & 5 HBGEHERE bR ETE £7,

BEGEHEGETIL, £ OEFRITEREET 2 72O SN ZFEED 7 4 — /L RIZHES W
TARY /"&Eé’?? I EMTEET, %Ei&nﬁfﬁ HEIGEHIZ 2 94TV FhbEfE LT —
P—B L~ U OFEHFIIDAP IZr— REh, GEAED 7 4 —/L RIZESWTRY v —%
WETDHIENTEET, BEHAAITE2HFTELITERT 2L — 1 %5 TET% LHEITHEAT
Ry T8 ARY— (DAP) MM L CHEEGEAERIEABMT 5121%, [TASA VPN
ASDM Configuration Guidel] D)7V UV —A D [Add Mult|pIeCert|f|cateAuthent|cationto DAP|
LU TLTEEN,

Active Directory/LDAPVPN ') E— & 7 & X a[ D45

Z OIATIL, Microsoft Active Directory h—/S—%Z i H L TV % ASA Tiliikds K ORI %
TLHODOFEOFZRLET, ST 2HAITROEBY TT,

e 2 —HF— R—2DBHEORY > —uEH (276 2—)

e
i}

« AnyConnect 7 7 A 7 N N FRNVDAEZT 47 1P T RLAEID Y TOmEMH (277 ~—
)

e A XYNA VR ETIIIEET 72 A0mEA (279 <X—)

o 11 7 A L WfE & Time-of-Day /L—/L DM (281 ~=2—3)

ZDOMDFEFNZDUNTIL, Cisco.com (ZHDHRDT 7 =H)v ) — b SR L TIZE W,
+ [FASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login]
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B =+ ~—zomtorys—am

A—H—RN—XDEEDRY) L —EA

ZOBITIE, 22—V =T OGN — & FKR LT, HEHEDO LDAP B ZBEM O X —[Ef
BN (VSA) 1o~y B 745 5EE 1 DL ED LDAP @M% 1 DLl Ed Cisco LDAP J@ 12
~ v BT T 5 HEEZRLUET, IPsec VPN 27 74 7 2 b X°AnyConnect 7 7 A 7 Rl &
DO F A T bEAINET,

AD LDAP #—/3— T

BRE SN a—Y—IZfli 5 N — % H 7T 512X, [General] # 7 D

[Office] 7 4 —/V REFEHLTANFT—FTFAMEASILET, ZO7 14— FTIL,
physicalDeliveryOfficeName &\ 9 £ ili D @AM L £ 9, ASA T, physicalDeliveryOfficeName
% Cisco J&: Bannerl |2~ v B 7T @M~ v 72/ER L £ T,

FRAERF, ASA [ W —/ 3= physicalDeliveryOfficeName Ol & Hifs: L., & D% Cisco B
Bannerl |IZv v B 7 L Ca—H =l F—Z2FK R LET,

FIE

AT TN a—W—Z%427 1V 27 LT, [Properties] ¥ 1 7 12 7R > 7 AD [General] ¥ 7 % B &, AD/LDAP
J&ME physicalDeliveryOfficeName % {# 19~ % [Office] 7 4 —/L NI/ — TF A &2 AN L F

j—O

Userl Properties llﬂ

£# Aclive Direclory Users and Computers T

|5 Ble action  Yew MWindow Heb

e B@E e XEFIB R 00 EY

[+ Saved Gueries
=9 democisco.com
B Buitin
e ,__I Computers
[ Domain Controllers
B[] ForeigriSecurityPrincpals
2 Users

B

=) Active Dicectory Lisers and Computer | Users 31 objaces

TerminalServicss Profle | ©OM+ | Exchange Ganeral
E-malAddiesses | ExchangeFeatwes |  Ewchange Advanced
Member OF | Digkin | Erwiorment | Sessiors | Femote contiol
Genersl | Addecs | Account | Fiofle | Telephones | Diganization

6

Eirst name; iLlseﬂ Initls; |

rd

Last nars: |

Digplay name: [Uzart

Description: |
Office: |"Weicome to LDAP'] .*_

Telephone rumber. | Dithe..

E-mail [

Wab page: | Othes...

[ ok | coced | doob | W |

‘Mame | Type
DnslipdatePr... Security Grol
Domain Admins  Security Grou

ﬁonmain Com..., Security Grou

m[)nmain Cont... Securiby Grou
Domain Guests  Sacurity Grou
Diomain Users Security Grou
Enterprise A...  Security Grou

!ﬁExchanue Do... Security Grow

mExchangs En... Security Groug
Group Policy ... Security Grou
Guest User
HelpServices.,.  Security Grou

s wes Security Grou

£ 1wze_FoC User

€ IWaAM_PDC  User
Marketing Securiby Grou
RAS and A5 .., Security Grou
Sales Security 5rou

€5 schema fdmns  Security Grou

fysuPPORT 38.., User

mTulnutChnls Securiby & o

7 Usert User

EHWINS Users  Security Group ..,

ATw T2 ASA TLDAP B~ 72/ERK L E7,

Members who have visw-,., 4

330370
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| VPN D488 AAA H—R—DEE

ATvT3

ATy T4

AnyConnect &
ThHE A

ATy I

AnyConnect 7 S A7 b bV RILDRET 4y IPT7 FLAEY B TOERA .

Banner &\ 95 < v 7 & ERL L, AD/LDAP J&1: physicalDeliveryOfficeName % Cisco J&": Bannerl
vy BT LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

LDAP Bt~ v 7% AAA B — — | BEfT T £,

AAA H—3— 7‘/1/“‘70MS_LDAP DFEARI01TI2DAAA Y —N—FKA a7 ¥ 21—
vay ®— K&t L. LIRifER L7z @it~ ~ 7 Banner % BSEfH T £97,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

NF—OuHAET AN LET,

FAT b FORILDARET A4V IPT FLAEIY S

ZOBIE, TPsec 7 7 A T2 RSSLVPN Y A T 2 "R ED TV N RV 7 T4 T 2 M
AEnxd,

AHT 42 AnyConnect 7 7 A 7 > s AZT v 7 IPEIV Y TEEMT 51X, AnyConnect
JT7AT v ha—P—Webl ZAXT 4 v 7 IPT RLAZZETHLIICHRELT, TDOT

KL A% ADLDAP $— =D [# A Y /LA > (Dialin) | ¥ 7T D[AXT 4 7IPT KL ADE|
V24T (Assign Static IP Address) | 7 4 —/L' K (Z® 7 4 —/L KT msRADIUSFramedIPAddress
BEHENERHIND) ICAH L, ZOEME%E Cisco JE&1 IETF-Radius-Framed-IP-Address {2+ v &

YT L RN~y TR L ET,

SREERFIZ, ASA IV — =725 msRADIUSFramedIPAddress D& HifF L. % DfE % Cisco J&
1 IETF-Radius-Framed-IP-Address (2~ > B> 7 LT, Userl ICAXT 4 v 7T RLAZELFE
7,

FIE

a—YP—H &7 Y v LT, [Properties] ¥ A 7 1 7R v 7 A0 [Dial-in] ¥ 7 Z B &, [Assign
Static IP Address] 7= v 7 Ry 7 A& 42 LT, 10.1.12 EWHIPT RLAEZ AN LET,
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B Anvcomect 55472 b FURLORET 4 v Y IPT RLREIY L TOEA

ATy T2

ATvT3

ATv74

£ asctre User 2]

ﬂ Administrator Lser - -
EECBIT Publishers — Temminal Services Profle I COM+ I Exchange General
mDHCF Belrniristrators Secul E-mail Addresses [ Exchange Features [ Exchange Advanced
DHCP Usars Secy  Beneral | Address | Account | Profile | Telephones | Diganization
DrisAdrins Secu  MemberOf  DisHn | Enviorment | Sessions | Remote contiol
Fid Dnstodatepraxy 52Ul Remote Access Pemmission [Diakin or WPN) .
thmain Bdriiins Secul
Domain Computers Secul " Allow access
Domain Controlers Secul " Deny access
ﬁDumain Guests Secul : et
Domain Lisars sl % [Contiol access thiough Femote Access Policy
Enterprise Admins Secul :
Exchange Domain Servers Secul L Weriy Cafler-D: I
Exchange Enterprise Servers Secu [ Callback Options
Group Policy Creator Owners Secul = Na Callback

Tt i ™ Set by Caller [Routing and Remote Access Service only)

BEHMHEE0a5E

Group2 Secul
Guest User  Always Callback toc |
HelpSeryicesGroup SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
£} 1usk_POC Lser ;
3 1wam_PDC User |1 Appb Static Foutes
EM’“H““ Secu | Define routes to ensble for this Diskin
RAS and 1AS Servers Secul connection.
EESdes Secul
ESthema Adrnins Secul
SUPPORT_366945a0 User ITI Cancel R s |
mTei'letChents Secul -
ﬂ Useri User
E VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 Liser
[ﬁwm Usiers Security Group ... Members who have view-...

MIZRT LDAP 2> 7 4 Xal—v g D@t~y 75 ER LET,
[Static Address] 7 « —/L KT &2 AD JE1: msRADIUSFramedIPAddress % Cisco J& '
IETF-Radius-Framed-IP-Address IZ~ v ¥ 7 L £,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

LDAP @M~ v 7% AAA Y — " — T £ 7,
AAA H—/N— 7 L—7 MS_LDAP O A K 10.1.1.2 IZk L TAAA #—/S— KAk a7 ¢
Falb—rarE—FEMAL, 1B LTZRIME~ v 7 static_address % BEAT 1T £ 7,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > RIS AAA ZFEET D K I ITRESNTWDHINE I 0 a R T 5
72D, a7 4 X2l —a Dl EERLET,

. ASDM 7% 3 : Cisco Secure Firewall ASA > 1) —XVPNASDM 718 2> 7 4 X¥alL—i 3> HA K
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| VPN D488 AAA H—R—DEE

ATy TH

ATvT6

g4 x4 vaEtiEE7 o 20EA |

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ASA & AnyConnect 7 7 A 7 N L O A ML LET, V— "—TREIIL, ASA L~V v
By ENTEIPT RLAZ2—F—REZETLH L 2B LET,

show vpn-sessiondb svc =~ RZEH LTy a v oiffiaRrL, BI04 Tonizr K
VAR LETS

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index ¢ 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

FANILA VHERIFIFEE TV £ ADERA

ZOBITIE, =Pl Lo THAIIND bRV 7 7a harzEET 5 LDAPEME~ v
7' a2 B LE T, [Dialin] ¥ 7 OFFR] T 7 B A LESRT 7B AOFE % Cisco @M
Tunneling-Protocol {2~ > B> 7 LET, ZOREMEITIKROE Yy M~y FflE2Y R —FLET,

[ foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 7747 L ASSL

32 SSLZ 747 b : AnyConnect 7 74 7k £721% SSLVPN
J7A4T b

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec IZ[AIFFICIZH H— F SHEXA, 2O, [E4 & 8 13H

A E 720 £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



VPN D588 ARA H—\—0EE |
B s vrromasrrEsT o 20ER

1) w1 EBE,

ZoBEMEEMH LT, 71 k210 [Allow Access] (TRUE) % 721% [Deny Access] (FALSE)
DEMEEER L, 22—V —NT 7 B2 EFFAIND HEEZEHALET,

BAXNA HFRT 7 AEIHES T 7  A0@EMAICET 2 omofliconTik, 77 =
J1/v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example] ZZH L T 7230,

FIE

ATy TN 22— —% %427 Y v 27 LT, [Properties] ¥+ 7 177K AD [Dial-in] ¥ 7 %, [Allow
Access| A7 v a v REVE 7 Vw7 LET,

20

Teminal Services Profile I COM+ l Exchange General
E-mail Addresses I Exchange Features | Exchange Advanced
General | Address | Account f Profile ] Telephones | Organization
Member Of  Diakin | Enviorment | Sessions | Remote control

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

" Deny access

L= TS SR

" Control access through Remote Access Policy

[ Werify CallerD:
—Callback Options
& NoLCallback

" Set by Caller [Routing and Remote Access Service only]
" Always Calback to: |

I~ Assign a Static IP Address | _
1~ Apply Static Routes .

Define routes to enable for this Dial-in

Static Houtes .. |

connection.
GE) [Control access through the Remote Access Policy] 47" 3 » #i® IR L 7=85613. ¥ —
N=PHAEASE ST, I S D HERRIL ASA ONER 7 V—7 R Y o —REICE
DSWTHRESNET,

AT T2 IPsec & AnyConnect 7 7 A 7> k OfiF OB Z#FFal 45— 5T, 7747 h L ASSL #
e tER T R~ v T EER L E 7,

. ASDM 7% 3 : Cisco Secure Firewall ASA > 1) —XVPNASDM 718 2> 7 4 X¥alL—i 3> HA K
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| VPN D488 AAA H—R—DEE

ATvT3

ATv74

0474 2 B8 & Time-of-Day JL— )L D& .

a) ~ 7 tunneling protocols Z1Ek L 97,

hostname (config) # ldap attribute-map tunneling protocols

b) [Allow Access] i% & T 415 AD J& M msNPAllowDialin % Cisco J&4 Tunneling-Protocols
W~ 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

) ¥y EAZBMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP Bt~ v 7% AAA H— —CBEfHT £,

a) AAAY—/"— 7 )L—7MS LDAP CH A 10.1.12 D AAAY—/R— KA F a7 ¥z
L—yay E— RERBLET,
hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) fERK L7-J&M:~ v 7 tunneling_protocols % BEHfH i) £ 7,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TINRE LT EBVITHEET D2 L AR LET,

TT7A4AT v MUVASSLEEA L TR AZRA T T, 22— —I20F, T I TORWEERE A D
S RPN EEHRORMOFIRN THAL Z LN @IMmEINET, IPsec 7 747 v FOBEGILRI L £
T, ZhiE, B~y o TIPsec i bRk 7 7Fa halRlHFEaEns=d T4,

04 # > B & Time-of-Day JL— /LD E A

&

WOBITIE, 7747 FLUASSL 2—%— (J2E 2IZTEP R AR =R F—) [TFxy hT—
T~DT 7B AR THRRE AR EL CHEAT D HFiEERLET,

AD Y—/3— EC, [Office] 7 4 —/V REHFEHL T/ X— M —DLFIZANLET, ZO7 14—
Jb RCIE, physicalDeliveryOfficeName JEM:AMEH S E T, RIZ, ASA TR~ v 72 1FAk
L. ZDJEM% Cisco JBYE Access-Hours (2~ v B> 7 LET, FBAERFIZ, ASA X
physicalDeliveryOfficeName DAE % HfS L C Access-Hours {[Z¥ v B> 7 LET,

FIE

L—HF— %@ LT, [Properties] #4727 U v 7 L. [General] ¥ 7 %% £7,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 718 2> J 4 XalL—>a>r HA K .



VPN D588 ARA H—\—0EE |

B oo mra e Time-of-Day L—L0iEF

2 Active Di [ =101 %
e T Rt
|<h Bie  pction  Wiew Window Hel | | | | - |
| g p— 1 Member Of Dialin Ervironmeant Season: Remabe control R |
= i | #
= |EE|£ " X & ‘El@lbmh? Temnal Services Frohle | COM« Exchange Genaral
qﬁ .flftru'e Directory Lsers and Compuber | Users 33 obijects E-mail Addiezses Exchange Features E=change Advanced
= (] Soved Queries N Genersl | Addess | Accourt | Profle | Telsphenes | Diganization 5|
= iﬁi m’i:’"zm Dioenin Adming
)l i
Bi- (3 Computsts Dtrnn!n Computers g Lzer]
- 2 Domain Controlers
H-(=2] Deomain Cantrallers o i SLses
[#- 1 ForsignSecuricyPrincipals B
2 Domain Users Eust name: [Usent Inkials: [
Entuprise»‘\d'rlns
€T Exchange Doman Servers Last name: |
mEx:hanua Enterprise Sarvers
€71 Group Policy Creator Owners Digplay name: [Usen
Guest D 1
HedpSa ricesaroup |
s wes Difics: [Paner
£ sk _poC
£ twam_poc
€TIRAs ard 185 Servers Telephone number. | Othet
mSchema Adimins
SUPPORT_38E945aD E-mai: JUml'l@dEmn:i::n.:nm
TelnetChents
e Wieh page: | O |
E users
E WPH_User _Group
£ web1
q | 3 €W users T Barly I “e | =

ATv T2 B~y TEERLET,
JEME~ ~ 7 access_hours Z {ERK L, [Office] 7+ —/V R CHH S5 AD B
physicalDeliveryOfficeName % Cisco J&E Access-Hours (2~ > B> 7 L ET,

hostname (config)# ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

ATwv 73 LDAP Bt~ v 7% AAA H— S —CBHf I £,
AAA H—/N— Z)L—T" MS LDAP DR A K 10.1.1.2 12X LT AAA Y —_—FAf a7 ¢
Fal—arE—RNERHBL, (ERLTEM%E~ >~ 7 access hours & B £ 7,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

ATy T4 BAEIT Y — S —CFF Al SRR A2 ROE L 37,
N—= b= T 7 v AR 2 A H D&M H OFRT 9 KBRS RFICREL £

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00

33037
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