B il - E et

show n ~ show o

* show nac-policy (2 ~X—73")

* show nameif (4 ~X—73)

s show nat (6 ~X—73)

* show nat divert-table (9 ~X—2)

» show nat pool (11 ~<—73")

* show nat proxy-arp (15 ~X—1)

» show ntp associations (17 ~X—73")

« show ntp status (21 ~X—3)

s shownve (23 ~X—)

* show object (27 ~<X—7)

* show object-group (28 ~—73)

* show ospf (31 ~X—7)

» show ospf border-routers (33 ~X—73")

» show ospf database (34 ~X—7)

» show ospfevents (38 ~X—1)

* show ospf flood-list (40 ~<—13)

» show ospfinterface (42 ~<—73")

* show ospf neighbor (44 ~X—737)

* show ospfnsf (46 ~X—3)

» show ospfrequest-list (47 ~<—73)

» show ospf retransmission-list (48 ~X—1)
* show ospfrib (50 ~<—73°)

« show ospf statistics (51 ~X—1)

* show ospf summary-address (53 ~X—73")
* show ospf traffic (54 ~X—3)

» show ospf virtual-links (56 ~X—13)

show n ~ show o .



. show nac-policy

show n ~ show o |

show nac-policy

NAC R Y > — D R OFH B LR N —FRY > —IZxfT B NACKY > —DE| Y ¥ T%

FoRT BHITIE. K#HE EXEC &— R T show nac-policy =~ > RafiH L £,

show nac-policy [ nac-policy-name ]

BX DA

aAvU R TFI4ILE

AUk E—F

nac-policy-name  ({LE) EARILOF R &R FT DR DONACK Y v —4,

AT E LR WEAIL, T X TONACRY > —4NEFNFNOFMEHERE & H 12 CLIIZ—

RERRINET,

WDOFIZ, a~r REATITEHE—RERLET,

AV RE— | D747 94— ILE—F tXxa)F4a TFFR b

N
=Tk | FIVRART |V T)L <ILF
Lok
AVTXRAE ([VRTLA
FitE EXEC o it o 5 — _ s s

avy FERE

3l

JU— EERE
A

802) Zoa~wrRRBMENELE,

WRIZ, frameworkl 3 X O framework2 & WS A RHITDO NAC R Y > —DF —Z DOl Z R L
\iﬁqo

ciscoasa (config) # show nac-policy
nac-policy frameworkl nac-framework

applied session count = 0

applied group-policy count = 2

group-policy list: GroupPolicy?2 GroupPolicyl
nac-policy framework2 nac-framework is not in use.

ZNACHKY >—D 1171, &Ei& ¥ A7 (nac-framework) Z/RLET, H~Y T —
MEDITN—T KR —IZbEDETHRTWARWESIE, CLIORY > — XA 7D
BElZ lisnotinuse] &9 7T F A MBRERINET, TNLUNE, DT L—T K
DRI T — # 23 CLIIC R R S E T, 2 10-11Z, shownac-policy =~ > KD
74—V ROEHERLET,

. show n ~ show o



I show n ~ show o

show nac-policy .

%+ 1:show nac-policy A< > FD 7 4 —JL K

T4—ILF

EIUII:I

BA

applied session count Z D ASA N NAC RV > —ZMH L7- VPN & v > a >0 B,

applied group-policy count | = > ASA N NAC R Y > —Z WA L= —FRY 2 —0 B,

group-policy list NACRU > —NED LB THNTNE T IL—F R —D U A b,
ZOEE, INA—T R —OFEHRRIZE > TZ DU R MIFRR
SNBMEIDIIRED FHA, NACKRY 0 —DFEfTa 7 4 Fa
L—2a DI N—TR) —IZEDETHERTWDAEAIF. 20
UANMIITN—T R r—RNERINET,

BEav2F clear nac-policy NAC KU > —H RO FERHE#AE U b LET,
show vpn-session.db NAC OfER%ZETe, VPN v v a v OEREFRRLET,

show vpn-session_summary.db | [PSec, Cisco WebVPN, 35 L UXNAC D&t v 5 v O A Fox
LET,

show n ~ show o .



. show nameif

show n ~ show o |

show nameif

nameif =~ REFH L TRESNTWEHA VX —T = A AL B FrT 5%, FiME EXEC
F— RT shownameif =~ R&EFEHLET,

show nameif [ physical_interface [ .subinterface ] | mapped_name| zone ]

BX DA

mapped_name ({f-7%) allocateinterfacem~ > RZFEHA L Ty B F4Z2E D Y

TlHE, vV FaryTHF A ME— R CTEFOLRIZEELET,

physical_interface ({EH) (> #—7 =4 ZID (gigabit ethernetO/1 72 &) ZFE L

F7., AMEIZHONTIE, interface 2~ FZZML T E S0,

BT B —T A A (TR #HEY T A v Z—T = A A%7T 1 ~ 4294967293 DFE %
BELET,

zone (FFay) VY=o LERELET,

AR R FI4ILE

AT R E—F

AV B =T 2 A AZBELRWVES, ASA X T_RTOA v H—T =2 AL EBF R LET,

ROFIZ, A~ P ANNTELHE—FaxRLET,

AU EE— | T7AT7 74— ILE—F tXa)TF4aVTEREL
k
=Tk | FSVRART |YUT)L RILF
Lok
AVTHFRE (VAT A
¥5#E EXEC o s o 5 o« S o s _

avwy FERE

J)— EERE
S

70(1)  Zoawr RPREMSRELE,

93(R2) zone F—U—FRBMENELT,

EREDAARZA

3l

< NVFarTx A ME— FT, dlocate-interface =~ REZEHALTA v #—7 =24 A 1D %
<o BT LESAE, TO~y BT ATar TR A MR TRETEET, Zoav R

OHFITIX, Interface 7 7 AII~ v B T A DB P RINE T,

wIZ. shownamelf =< RO HHIZERLET,

ciscoasa# show nameif

Interface Name Security

. show n ~ show o



| show n ~ show o
show nameif .

GigabitEthernet0/0 outside 0
GigabitEthernet0/1 inside 100
GigabitEthernet0/2 test2 50

show nameif zone =~ > RiZ oW Cid, ROENEZSRL TS 7ZE,

ciscoasa# show nameif zone

Interface Name zone-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

BEa< R avw ok E5EA
allocate-interface A H =T 2 A ABLOH T A v H—T 2 A%k Fa )T ay

THRAMIED B TET,

interface A E—T oA RAEBRE L. AV F—Tx2AA AT 4 Fal—3
v E— FERBLET,

nameif A B —T oA AL EHRELFT,

show interfaceipbrief | (L % —T7 24 ZDIP T FL AL AT —H 25 FE R LET,

show n ~ show o .



show n ~ show o |

. show nat

show nat
NAT RV & —O#EFHE A R T HI121%, F#HE EXEC E— R T shownat 2~ RAMEH L E
T
show nat [ interfacename ] [ ip_addr [ mask ] | { object | object-group } name ] [ trandated [
interfacename ] { ip_addr [ mask ] | { object | object-group } name } ] [ detail ]

BX DA

AR TIAIbE

ATV K E—F

detail (EE) A7 V=7 b 74—V FOBNGEMILEEZ GO 9,

interface name () FETA VX —T 2 AEEELET,

ip_addr [ mask ] (A7 a) PTRLABIOY 732y h~RA7 BRELET,

object name EE) *y NI —20 AT V=2 bEREIY—ERAFT V=2 FEIEE

LET,

object-group name ({£E) *v hU—2 A7V =V N I —TERELET,

trandated (AFTvay) BHINZRATA—FE2HELET,

T 74N FOBERERSH D EH A,

WDFEIZ, a~vr REANTELE—RERLET,

ARV KRE— | T7AT7 24— ILE—F X2 TF4aVTEFRXEb
k
=Ty bk | FSVART |V TL TILTF
Lk
AVTHFRAL | VAT L
¢ EXEC o b o 5 o b o R —

av Y FNERE

Ju— EEAE
S

83(1) Zoa~rRFRBMEHELE,

9.0(1) IPv6 bT 7 4 v 7 DY R—b, BLOIPv4 & IPv6 B OEHNBMENF LT,

FEALEDHA KS4> shownat =<2 R LT, NAT AN Y > —OFEITHFRREFR R LET, detail A7 =

il

F—U—FREHEHALT, A7 V=7 bEIEEL, A7 V=7 MaxERLET, Bk L Y
27 4— )LV REFEH LT, shownat =~ RHEAZHIETAZ LR TEXET,

Wiz, shownat 2~ ROHOEIEZRLET,

. show n ~ show o



show n ~ show o

show nat .

ciscoasa# show nat
Manual NAT Policies (Section 1)
1 (any) to (any) source dynamic S S' destination static D' D
translate hits = 0, untranslate hits = 0

Auto NAT Policies (Section 2)
1 (inside) to (outside) source dynamic A 2.2.2.2
translate hits = 0, untranslate hits = 0

Manual NAT Policies (Section 3)

1 (any) to (any) source dynamic C C' destination static B' B service R R'
translate hits = 0, untranslate hits = 0

ciscoasa# show nat detail

Manual NAT Policies (Section 1)

1 (any) to (any) source dynamic S S' destination static D' D
translate hits = 0, untranslate hits = 0
Source - Real: 1.1.1.2/32, Mapped: 2.2.2.3/32
Destination - Real: 10.10.10.0/24, Mapped: 20.20.20.0/24

Auto NAT Policies (Section 2)

1 (inside) to (outside) source dynamic A 2.2.2.2
translate hits = 0, untranslate hits = 0
Source - Real: 1.1.1.1/32, Mapped: 2.2.2.2/32

Manual NAT Policies (Section 3)
1 (any) to (any) source dynamic C C' destination static B' B service R R'
translate hits = 0, untranslate hits = 0
Source - Real: 11.11.11.10-11.11.11.11, Mapped: 192.168.10.10/32
Destination - Real: 192.168.1.0/24, Mapped: 10.75.1.0/24
Service - Real: tcp source eq 10 destination eq ftp-data , Mapped: tcp source eq

100 destination eg 200

IPv6 & IPv4 DE]T? show nat detail ==~ > RO H#HIZ =L E1,

ciscoasa# show nat detail

1 (in) to (outside) source dynamic inside nw outside map destination static inside map
any

translate hits = 0, untranslate hits = 0

Source - Origin: 2001::/96, Translated: 192.168.102.200-192.168.102.210

Destination - Origin: 2001::/96, Translated: 0.0.0.0/0

NR=Va 916 UETIZ, EZ7 a0, VAT ANE LS EET D720 0EER
VAT LEFED NAT L— /LR ENET, TSI, nlp_int_tap 72 EDONERA >~
B —T A ADN—AIRENET, ZHOHDL—E, OT_XTHOL—1L LD
BhREsnET, B2 a 00— AV EBMELEFARTLZ LT TEERA,

ciscoasa(config)# show nat detail

Manual NAT Policies Implicit (Section 0)

1 (nlp int tap) to (inside) source dynamic nlp client 0 0.0.0.0 17proto53 intf3 interface
destination static nlp client 0 ipv4 2 nlp client 0 ipv4 2 service nlp client 0 17svec53 1
nlp client 0 17svcb3 1

translate hits = 0, untranslate hits = 0
Source - Origin: 169.254.1.2/32, Translated: 10.99.11.7/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Origin: udp destination eq domain , Translated: udp destination eqg domain
2 (nlp_int tap) to (inside) source dynamic nlp client 0 intf3 interface

translate hits = 0, untranslate hits = 0

Source - Origin: 169.254.1.2/32, Translated: 10.99.11.7/24
3 (nlp_int tap) to (inside) source dynamic nlp client 0 ipvé6 :: 17proto53 intf3 interface

show n ~ show o .



. show nat

show n ~ show o |

ipvé destination static nlp client 0 ipvé 4 nlp client 0 ipvé 4 service

nlp client 0 17svc53_3 nlp client 0 17svc53 3
translate hits = 0, untranslate hits = 0
Source - Origin: £d00:0:0:1::2/128, Translated:

Destination - Origin: ::/0, Translated: ::/0
Service - Origin: udp destination eqg domain , Translated: udp destination eg domain
BMEa~v2 R av YR EEA

clear nat counters |[NAT R > — o227 V7 LET,

T AALEOT RLAEFHMLET,

nat MDA LG =T 2 A A LD D~y THERT FRUAZERT D, A7 —

. show n ~ show o



| show n ~ show o

show nat divert-table .

show nat divert-table

NAT F [T — 7 VO E R A2 R d 5120, HitE EXEC “&— K T show nat divert-table ==~
VREMEALET,

show nat divert-table [ ipv6 ] [ interface name ]

BX DA

AU R TFI4ILE

O R E—F

ipv6 (A7 ay) FERF—TADIPv6 = N 2FrLET,
interface (FFvay) BELEZETA X —T A ACHIERELET,
name

77 4V FOBIEREIZH Y EE A,

ROKIZ, a3~ P ANNTELHE—FaRLET,

k
=Tk FSURRT |V <ILF
Lok
AVTERL |VART LA
¢t EXEC o R o 5 o R o R —

avy FERE

FRLEDHA KS1 Y

il

JU— EERR
A

842) oo~ s FRBMENZELE

show nat divert-table =~ > R L C, NAT iF[Rl7 — 7V OEITRERBLAZFOR L E T, FH
T—TINDIPv6 T b BZFRT DI, ipv6e ATy arF—U—RFEEHLET, FED
FIETLA VB —T = A AD NAT ERT —T7 V& FK/RT HIZIE, interface 723 v F—TU—
NEFERHLET,

KIZ. show nat divert-table =~ > FOHAHIZ R L F1,

ciscoasa# show nat divert-table
Divert Table
1id=0xadl521b8, domain=twice-nat section=1 ignore=no
type=none, hits=0, flags=0x9, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0
dst ip/id=10.86.119.255, mask=255.255.255.255, port=0-0
input ifc=outside, output ifc=NP Identity Ifc
id=0xadl523a8, domain=twice-nat section=1 ignore=no
type=none, hits=0, flags=0x9, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0
dst ip/id=10.86.116.0, mask=255.255.255.255, port=0-0

show n ~ show o .



show n ~ show o |
. show nat divert-table

input_ifc=outside, output ifc=NP Identity Ifc
1d=0xadl865c0, domain=twice-nat section=1 ignore=no

type=none, hits=0, flags=0x9, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0

dst ip/id=192.168.255.255, mask=255.255.255.255, port=0-0

input ifc=amallio-wizard, output ifc=NP Identity Ifc
1d=0xadl867b0, domain=twice-nat section=1 ignore=no

type=none, hits=0, flags=0x9, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0

dst ip/id=192.168.0.0, mask=255.255.255.255, port=0-0

input ifc=amallio-wizard, output ifc=NP Identity Ifc
1d=0xad257bf8, domain=twice-nat section=1 ignore=no

type=none, hits=0, flags=0x9, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0

dst ip/id=172.27.48.255, mask=255.255.255.255, port=0-0

input_ifc=folink, output ifc=NP Identity Ifc
1id=0xad257db8, domain=twice-nat section=1 ignore=no

type=none, hits=0, flags=0x9, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0

dst ip/id=172.27.48.0, mask=255.255.255.255, port=0-0

input_ifc=folink, output ifc=NP Identity Ifc

iZ. show nat divert ipvé =~ > KO Al Z R L £,

ciscoasa# show nat divert ipvé

Divert Table

id=0xcb9%ea518, domain=divert-route

type=static, hits=0, flags=0x21, protocol=0

src ip/id=2001::/ffff:ffff:ffff:ffff:£fEF:f£Fff::, port=0-0
dst ip/id=2001::/ffff:ffff:ffff:ffff:ffff:ffff::, port=0-0
input ifc=in, output ifc=outside

id=0xcf24d4b8, domain=divert-route

type=static, hits=0, flags=0x20, protocol=0

src ip/id=::/::, port=0-0

dst ip/id=2222::/ffff:ffff:ffff:ffff:ffff:ffff::, port=0-0
input ifc=in, output ifc=mgmt

BEav> R avw R £BA
clear nat NAT RV > — oo 2% 7 U7 LET,
counters
nat BDOA L H =T 2 A ALICHD~Yy TERT RLVRAICERT D, 4 F—

T2 A LEOT RUAZHALET,

show nat NAT RV 2 —DFEITRERBAFZ R LET,

. show n ~ show o




| show n ~ show o

show nat pool
NAT 7 — /L O flIRI &2 £/RT 5 121%, $54E EXEC £— KT shownat pool =< > RZEHHA L

ijﬂo

show nat pool [ interfaceif name [ ip address ] | ip address ] [ detail ]

show nat pool cluster [ summary |interface if name [ ip address ] | ip address ]

show nat pool .

BXDEREA

AU RTIFIE

aAvU R E—F

cluster [ summary ]

(A7 a) ASA YV T AR U INA X—TNLDOE, A—F— =

= "R I TS 2=y F~DPAT 7 FLADHIEDE Y BT %
FRLET,

(9158LK) 7 ZAZNO2=y MAIZBIT LR — Ty 7 O
FoRTHIZIE, summary ¥—7U— RK&&HET,

interface if _name

BELIEA VA —T oA ADT— T HFREHIBLET, (E

H) ip ¥F—U—Faa0ns e, KReEHITHIRTEET,

ip address

FHRE PAT 77— A NBIEELEZIP T RLAIZHIB L £1,

detail

JIAFNOR— T vy 7 OFERRRE SHRICETEREFRLE
T, TOF—U—FKiEZ, 2=y b7 T RAZ AL NR—DFHRIZDOIHRFKR
cluster ¥ —U—R& kAT LI TEEEA,

éhi‘j_o

ZOa<w R, TN IRENRDHY AL

ROEIZ, a~ FE2ANTELHE—FanLET,

ARV KE— |T7A47 24— ILE—F X2 T4 0TFRb
X
=Ty K FSUART (VUL TILF
LYk
AVTERE | VAT LA
b EXEC o % o Xfhia o Xfhia o Xfhia —
avy FERE Jjy— ZEHAR

2
83(1) oo~ RFRNBEMENE LT,
84(3) HANEEINT, JEEPAT DFHT FLANREREIND X720 F L7, PAT

OIS, flat F—7— F& includereserve ¥— 7 — ROFHICIE U TER S

F L7

show n ~ show o .



. show nat pool

EREDHA FS14 Y

3l

show n ~ show o |

Jy— EEAE

90(1) Pv6 hTF 74w I DY R—KE, PATT RLAZADOFTEE2=Y FBLORY 7T v
Ta=y MIRTHBEDE Y Y TERTIZOO cduster F—T7— FABEMENE
L7,

9.15(1) interface., ip. detail ., BEL UV summary ¥—7U— RNBENESvE Lz,

NAT 7—/ViE, ~ v B 7 &nz7na b=a/VIP 7 KL A/R— M Z & ITER SN £ 7,
(9.15 Kiifi) 7 #/v FOFR— ML, 1 — 511, 512 — 1023, BIL V1024 — 65535 T,
nat =~ RTPAT 7—/LICxf LT flat F¥—VU— RE2EMAT2 &, &EENED . &I K
xRV ET,

(9.15 LIK) 9.15 LIM:, R— FEEHHIZT 74/ FT7 T v FThHY . LBZSE U TTPRE R
A=k (1—1023) 27— NVICEHDLLENTEET, 7 ITRXIENTZV AT LDEE.
PAT 7=V, S12DAR—b DT 0w 7T TAX AR |IHBEINET,

£ NAT 77—V, EIHEH IR, D2 EH 10 0MIGFEELET, 10 0o rR—n1 R
Ao A4<—i%, clear xlate TEHiZ 7 VT THLXy LI NET,

KIZ, show running-config object network =~ RIZ X > TEREND, ¥ AT I v
2 PAT b— /U2 K > TYERL S 4172 NAT 7 — L OBl &~ L E T,

ciscoasa(config) # show running-config object network
object network myhost
host 10.10.10.10
nat (pppoe2,inside) dynamic 10.76.11.25
ciscoasa# show
nat pool
TCP inside, address 10.76.11.25, range 1-511, allocated O
TCP inside, address 10.76.11.25, range 512-1023, allocated O
TCP inside, address 10.76.11.25, range 1024-65535, allocated 1

(9.15 AJi5) WIZ, PAT 7 —/Z flat 47> a %2 L7=54 @ show nat pool =
~ v FOHAHIZ 7 LET, incdudereserve ¥—U— RAFRE LRV E ., 2 DOHIPH
DRENFET, RN FOFMAIE, 1024 K DOEEFEITLAR— FBFE CA— Mw vy BT
SNTWDEEIFEHESNET,

ciscoasa# show

nat pool
ICMP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated 2
TCP PAT pool dynamic-pat, address 172.16.2.200, range 1-1024, allocated 0
TCP PAT pool dynamic-pat, address 172.16.2.200, range 1024-65535, allocated 2
UDP PAT pool dynamic-pat, address 172.16.2.200, range 1-1024, allocated 0
UDP PAT pool dynamic-pat, address 172.16.2.200, range 1024-65535, allocated 2

(9.15 Rii) Wi, PAT 7 —/WiZ flatincludereserve 47> a U & LT-BE& D
show nat pool =~ > RO IR LET,

ciscoasa# show
nat pool

. show n ~ show o



| show n ~ show o

show nat pool .

ICMP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated 2
TCP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated 2
UDP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated 2

(9.15 K¥i) Wi, PAT 7—/LiZ extended flatincludereserve 47> 5 2 L
7256 @ shownatpool 2~ > ROz R L ES, BELRBHEIIN v a CHENT
7 RLATY, ZHOIIIEIE PAT 1T SN A58 T RL 2T,

ICMP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated O

ICMP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.99), range 1-65535, allocated

2

TCP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.100), range 1-65535, allocated
1

UDP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.100), range 1-65535, allocated
1

TCP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated O

ICMP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.100), range 1-65535, allocated
1

TCP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.99), range 1-65535, allocated 2

UDP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated O

O.15L%) woBlix, 7av el dTha=y NeTduy ORI T v T a=y
cNagEie, 77 AZNOR— 78 v 7 ONH (R— MEHZRT) &2 O R
R L TWET,

ciscoasa# show nat pool cluster

IP outside a:src map a 174.0.1.20
[1536 — 2047], owner A, backup B
[8192 - 8703], owner A, backup B
[4089 - 4600], owner B, backup A
[11243 - 11754], owner B, backup A
IP outside a:src map a 174.0.1.21
[1536 — 2047], owner A, backup B
[8192 - 8703], owner A, backup B
[4089 - 4600], owner B, backup A
[11243 - 11754], owner B, backup A
IP outside b:src map b 174.0.1.22
[6656 - 7167], owner A, backup B
[13312 - 13823], owner A, backup B
[20480 - 20991], owner B, backup A
[58368 - 58879], owner B, backup A
IP outside b:src map b 174.0.1.23
[46592 - 47103], owner A, backup B
[52224 - 52735], owner A, backup B
[62976 - 63487], owner B, backup A

(915 LIFE) RofliZ, 7 5 AZNTO T —VEY B TOMELRL TWET,

ciscoasa# show nat pool cluster summary

port-blocks count display order: total, unit-A, unit-B, unit-C, unit-D
IP outside a:src map a, 174.0.1.20 (128 - 32/32/32/32)
IP outside a:src map a, 174.0.1.21 (128 - 36/32/32/28)
IP outside b:src map b, 174.0.1.22 (128 - 31/32/32/33)
(9.15 LIRE) RDBlL, 7 T A FNDOT =BT % PAT 7' — /L O 72 iR B 2
ARLTWET,

show n ~ show o .



. show nat pool

ciscoasa# show nat pool detail

TCP PAT pool outside a, address 174.0.1.1
range 1536-2047, allocated 56
range 8192-8703, allocated 16
UDP PAT pool outside a, address 174.0.1.1
range 1536-2047, allocated 12
range 8192-8703, allocated 25

TCP PAT pool outside b, address 174.0.2.1

allocated 39
allocated 9
UDP PAT pool outside b, address 174.

range 47104-47615,
range 62464-62975,

range 47104-47615,
range 62464-62975,

0.2.1

allocated 35
allocated 27

show n ~ show o |

(9.15 LIF&E) RoPBlE, Ea—ZEEDT A A LOREDA v F—T7 = A AZBRE
T5HEEZRLTWET,

ciscoasa# show nat pool

interface outside b ip 174.0.2.1

TCP PAT pool outside b, address 174.0.2.1, range 1-511, allocated O
TCP PAT pool outside b, address 174.0.2.1, range 512-1023, allocated 12
TCP PAT pool outside b, address 174.0.2.1, range 1024-65535, allocated 48
UDP PAT pool outside b, address 174.0.2.1, range 1-511, allocated 6
UDP PAT pool outside b, address 174.0.2.1, range 512-1023, allocated 8
UDP PAT pool outside b, address 174.0.2.1, range 1024-65535, allocated 62
BEav R avy |8
~
nat BOA =T 2 A RICHD~ Y TERT RLRICERT D, A X —T AR
o7 FUREHHILET,
show nat | NAT 7R U > —OftiHE#R A TR L ET,

. show n ~ show o



| show n ~ show o
show nat proxy-arp .

show nat proxy-arp

NAT 71 %+ ARP 7 — 7 V& KT HICIE, Rt EXEC “E— KT show nat proxy-arp =~ >
REfALET,

show nat proxy-arp [ ipv6 ] [ interface name ]

EX DA ipv6 (F7vay) PaFT ARPT—7ADIPv6 = FY 2FRELET,
interface (FFvay) BELEEELA VX —T oA AT HERELET,
name

ATV R FI4IAN T AN FOBESEIZH Y EHE AL

ARV KE—F RORIZ, a~y FEANTELE-FRERLET,

ARV EKE— | TF7AT7 2+ —ILE—F EFa)F4aAVTFEREb

K

=Tk FSURRT |V <ILF
LYk
IVTHFRAL | VATLA

¢t EXEC o 5 o %S o R o R —
av Yy FERE Jyy— EERE

2

84(2) oo~ RFRBMENELE,

FEEEDHA KS4 > NAT 7m X ARP 7 — 7L OETHRFRH 2 FK T 5(21%, show nat proxy-arp =2~ > F&ff
HALET, 7BXF T ARP 7T —7 /LD IPv6 = b U ZFRT DT, ipv6e 47T arFdF—U—
REfHLET, HEDREFEILA L H—T = ADNAT 7’2F L ARP 7 — 7 V& RT 5T
X, interface &7 a3 v F—U— R&EERA L £,

i W1z, show nat proxy-arp =2~ > RO IHIZ R L ET,

ciscoasa# show nat proxy-arp
Nat Proxy-arp Table
1id=0x00007£5558bbbfc0, ip/id=10.10.1.134, mask=255.255.255.255 ifc=test2
config: (inside) to (test2) source dynamic inside v6 outside v4 pat destination
static inside_v6_nat any
1d=0x00007£5558bbbfc0, ip/id=10.10.1.135, mask=255.255.255.255 ifc=test2
config: (inside) to (test2) source dynamic inside v6 outside v4 pat destination
static inside_v6_nat any
1d=0x00007£55595ad2c0, ip/id=10.86.118.2, mask=255.255.255.255 ifc=inside
config: (inside) to (test2) source dynamic inside v6 interface dns
id=0x00007£5559424e80, ip/id=10.100.10.1, mask=255.255.255.255 ifc=NP Identity Ifc

show n ~ show o .



show n ~ show o |

. show nat proxy-arp

config: (any) to (any) source dynamic src network pat-pool mapped-pat-pool
1d=0x00007£5559424e80, ip/1id=10.100.10.2, mask=255.255.255.255 ifc=NP Identity Ifc
config: (any) to (any) source dynamic src network pat-pool mapped-pat-pool
1d=0x00007£5544785700, ip/id=10.7.17.2, mask=255.255.255.254 ifc=NP Identity Ifc
config: (any) to (any) source static test2 10.3.3.0

1d=0x00007£554c4ae740, ip/id=10.1.1.1, mask=255.255.255.255 ifc=NP Identity Ifc

EEav> R av ok HoL:L
clear nat NAT RV > — oo 2% 7 U7 LET,
counters
nat MDA L E =T 2 A A LD DH~Yy THEBRT RLVAIZERT D, 45—

T A A FEOT RLAZFHBLET,

show nat NAT R U > —DF TR ZFR LET,

. show n ~ show o




| show n ~ show o
show ntp associations .

show ntp associations

NTP 7 Vv x— 3 UAMEREFRRT HIZIE, =—¥— EXEC “E— KT show ntp associations =
~U REEEHLET,

show ntp associations [ detail ]

BXDEREA deal  ((LF) &7 Vv —ya rOBEMERERRLET,

ATV RFEIHIN T 7ANNOEBERHEIZH Y A,

avUkFE—F ROKIZ, a~r FeANTELE—NERLET,
ARV KRE— | TF7AT 74— ILE—F tF¥aT4a3THFRE
R
N=Tyk | rIVRART |V T)L QILF
Lyt
AVTERE VAT LA
A * S * S S| - St
EXEC
avy RERE J)— ZEERNE
2

70(1) Zoawr RREBNERELE,

BRALOAA Fo4s HADHIIZOWTI, Thl) 2BBL T EEW,

2 &IZ. show ntp associations =~ > ROl 2R LET,
ciscoasa> show ntp associations
address ref clock st when poll reach delay offset disp
~172.31.32.2 172.31.32.1 5 29 1024 377 4.2 -8.59 1.6
+~192.168.13.33 192.168.1.111 3 69 128 377 4.1 3.48 2.3
*~192.168.13.57 192.168.1.111 3 32 128 377 7.9 11.18 3.6
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

#1020, £ 74— /L FOMBEEZRLET,

show n ~ show o .



. show ntp associations

1

show n ~ show o |

% 2: show ntp associations D7 4 —)L K

TJ4—ILF BEL]
(FRITOITIRCT) | R TOITHHIZIE, IROLTFD 1 DEITENLU EFRRSNET,
K ZOETIZRMIL TWET,
cH: ZOETICH LU TURERB L T ET,
ot BT EFEIAIRR 2 B L TBIRE TV E T,
oo BT RRPUEM T,
L ETMAZT 4y ZITHESHTWETR, AL TWERE
oo
address NTPE T D7 KL A,
ref clock ET7DV 77 LA Tuay DT RLA,
st v DJE,
when ET DB NTP 3T v B3R S TH B DR,
poll A=V TR (B .
reach 7 OFFEAREE Oy N A NY )
delay ET7ETCOTUR R v TEBIE (R VR
offset =L 7y 7T HEET 7 ay s O (2 V)
disp 4y B

o

I, show ntp associations detail =~ > KO H IH &~ L E9,

ciscoasa> show ntp associations detail
172.23.56.249 configured, our master, sane, valid, stratum 4

ref ID 172.23.56.225,

time c0212639.2ecfc9e0 (20:19:05.182 UTC Fri Feb 22 2002)

our mode client, peer mode server, our poll intvl 128, peer poll intvl 128
root delay 38.04 msec, root disp 9.55, reach 177, sync dist 156.021

delay 4.47 msec, offset -0.2403 msec, dispersion 125.21

precision 2**19, version 3

org time c02128a9.731£f127b

:29:29.449 UTC Fri Feb 22 2002)

(20
rcv time c02128a9.73c1954b (20:29:29.452 UTC Fri Feb 22 2002)
(20

xmt time c02128a9.6b3f729%e

filtdelay = 4.47
filtoffset = -0.24
filterror = 0.02

:29:29.418 UTC Fri Feb 22 2002)

4.58 4.97 5.63 4.79 5.52 5.87 0.00
-0.36 -0.37 0.30 -0.17 0.57 -0.74 0.00
0.99 1.71 2.69 3.66 4.64 5.62 16000.0

#1032, 74—/ FOBBAEZRLET,

. show n ~ show o



| show n ~ show o

show ntp associations .

% 3:show ntp associations detail D 7 1« — )L K

T4—ILF

BLL]

IP-address configured

HF—_— (7)) OIPT RL A,

(AT —H& R)

« our_master : ASA 32 DO E Tk L THBIL TWET,
s selected : BT IXEARIREZe RS & L TR SN TV ET,
« candidate : 7 23 EIER T,

ssane : BT DN EAELMET = v 7 B NNALE LT,
einsane : B 7 NEAREEEMETF = v 7 THRILE L,

(A 2htE)

evalid : ET7REREIZANTHD L ARSI TWET,

einvalid : E7RFRIZEZTH L & RSN TWET,

eleap add : BT, 92 9BPMAEIND &2 7TV 7L
TWET,

eleap-sub : BT, S5 9BMNBREINDZLEVTFY L TL
TWET,

stratum

T O,

(V77 LA ET)

unsynced : BT, O EDO~ b RSN THER AL
refID : 7 DR GR LD~ DT FLA,

time

BTN~ AE—OZE LTI A DAL T,

our mode client

VTR MR RE— R, B (7947 8 TY,

peer mode server

S RO BT D —

our poll intvl

ETNCKT DR — Y 7Tk,

peer poll intvl

BT NS OR—Y IR,

root delay S— N ADRRNZI ST BIE (B BT A T Z 51 ORZR)
root disp JL— Rk ~D XA DSy

reach ET OFREARENE @Oy N AR )

sync dist 7 O [F] IR,

delay ET7ETOTTR MY w TR,

show n ~ show o .



. show ntp associations

show n ~ show o |

T4—ILF Bl
offset Ja sy JIHERR T Jav s O 7y b,
dispersion v Jay 7 DG
precision B 7ay 7 ORE (~LY)
version 7 MEH O NTP N—3 9 KB
org time BRGSO X A DAR VT,
rev time TERDR A DLAR T,
xmt time EEHOI A LARZ T,
filtdelay KV TNDT TR M) v TBIE (R V)
filtoffset YTy 7y b (V)
filterror K TNV OEEDOHEE,
MEav2 R av YR A
ntp authenticate NTP #iE% A 2 —7 Mz LET,
ntp NTP H— =L AT 572012, B b Sh iRl — 2R E L £,
authentication-key
ntp server NTP —"—Z45E L £ T,
ntp trusted-key NTP = _—Z X B3G5 7 v FCTHEMT 57200, ASADF—ID
HEELET,
show ntp status NIP 7 V3o —3 gV DATF—H A RKRFLET,

. show n ~ show o



| show n ~ show o

show ntp status

ENTP 7 Vo x—3 g VDAT—H A% RRT HIZ1E, =—%— EXEC *£— KT show ntp
status 2~ RZEHA L £7,

B DEREA

AU R TIFIE

AR E—F

show ntp status

ZDa<wr RiZ

show ntp status .

FOEEZITF—U—FId Y £HA,

T 7 4 v N OEWERMEIZSH W FH AL

ROEIZ, a~ F2ANTELHE—FarnLET,

ARV KRE— | T7AT7I4—ILE—F tFaYT4a30TFRE
X
=Ty K FSUART (VUL TILF
LYk

aAVTEXEREM | VRTLA
P . KHIE - KHIE - KHIE — - KHIE
EXEC

avy FEE J)y— ZETERNE

2
70(1) Zoawr RRENMENELA,

EREDAARZA4 Y

3l

HA OB DT,

] 22L&,

RIZ, show ntp status =~ > RO Iz R L £,

ciscoasa> show ntp status

Clock is synchronized, stratum 5, reference is 172.23.56.249

nominal freqg is 99.9984 Hz, actual freq is 100.0266 Hz, precision is 2**6
reference time is c02128a9.73cl1954b (20:29:29.452 UTC Fri Feb 22 2002)
clock offset is -0.2403 msec, root delay is 42.51 msec

root dispersion is 135.01 msec, peer dispersion is 125.21 msec

F10-412, 74—V ROFHERLET,

% 4:show ntp status D7 4 —)L K

TJ4—ILF

Bl

Clock

s synchronized : ASA 23 NTP $— 3—{Zxf L CRI#IL TV ET,

« unsynchronized : ASA 3 NTP H— S—(Zxf L CTRIM L T\ EH
Ao

show n ~ show o .



. show ntp status

show n ~ show o |

J4—IL K | FH
stratum TDVATFADNIP A KT X A,
U7 7 LA | ASA DFRMIXISRIZ/ D NTP — =D 7T KL X,

nominal freq

VAT A N—RT =T 7 a7 OAFRENRE,

actual freq

VAT A N—RT T 7ay 7 ORIERB L

precision

TDVAT DT a7 OREE (~LvY)

reference time

V77V ABADAR T,

clock offset |[AHIINIZETICHTHVAT LA 7By 7 OF 7y b,
root delay J—h 70y 7 ETONRATH > 1B R,
root dispersion | jL— k /XX D4y,
peer FH SN T O45E,
dispersion
EEa<U R avUFR A

ntp authenticate

NTP FBREZ A F—7 M LET,

ntp

authentication-key

NTP - — =L AT 57201, B efb SN 7GliE% —%

B

ixX AE

Lij—o

ntp server

NTP % — _—%4HE L ET,

ntp trusted-key

ZRELET,

NTP H— "= L DR8N » B THAT %7250, ASADF—ID

show ntp associations| ASA AT 5TV D NTP —"—%FR L £7,

. show n ~ show o




| show n ~ show o

show nve .

show nve
NVEA v H =T 2 ZADIRT A=K AT —H AL OMEHEREZ FRT HI121E. FiHEEXEC
F— RTshownve 2~ RZHHLE£7,
shownve [ 1] [ summary ]

X DA 1 (X7 ar) NVEA VAZ U AZBELET, 2L, #Ii21 TT,

AR R TFIAILE

AR E—F

ummay (47 a) NVEA U Z—T =2 ADAT—H A NVEA U F—T = A ADY
#%I1ZH D VNI OB LU S 472 VTEP O DA A2 KR LET,

T 7 x /v N OEBERLHEIZH Y AL

ROFIZ, a~ P ANNTELHE—FERLET,

ARV EE— | T7AT 24 —ILE—F tXaYTF4aVTERbE
k
=Tk | FSVRART |V T)L RILF
L2k
AVTHFRAL | VAT LA
¥ EXEC o Xt o Xt o SIS o i _

avy FERE

EREDAARZM4

3l

Jy— EEAE
7S

94(1) Zoa~wr RFiRBIEnE L,

917(1) ASARIE 7 T A ZHIFY 7 €7 7 NA—FOH BN ENE L7-, Geneve I 7
‘AL BEMENE L,

ZOa<wy RiE NVEA U H—T 2 ADNRT A —H AT —H A BILOHHERE F ¥
V7 A B —T A A (EETA L E—T A R) DAT—H A, ZDONVE % VXLAN VTEP
ELTHATS VNL 2B NZZ D NVE A U H—7 = A AZBEfHT 5T\ b BT VTEP
IP7 RLAZERRLET,

shownvel =< RIZOWTiE, RO IESR LT E &,

ciscoasa(config) # show nve 1

nve 1, source-interface "inside" is up

IP address 15.1.2.1, subnet mask 255.255.255.0
Encapsulation: vxlan

Encapsulated traffic statistics:

6701004 packets input, 3196266002 bytes
6700897 packets output, 3437418084 bytes

show n ~ show o .



show n ~ show o |

. show nve

1 packets dropped

Number of configured static peer VTEPs: 0
Number of discovered peer VTEPs: 1

Discovered peer VTEPs:

IP address 15.1.2.3

Number of VNIs attached to nve 1: 2

VNIs attached:

vni 2: segment-id 5002, mcast-group 239.1.2.3
vni 1: segment-id 5001, mcast-group 239.1.2.3

WRIZ, ASARAR 7 7 A Z\Z%fT % shownvel =~ RO 2R L ET,

ciscoasa(config)# show nve 1
nve 1, source-interface "vtep-ifc" is up (nve-only cluster is ON)
IP address 10.0.0.1, subnet mask 255.255.255.0
Encapsulation: vxlan
Encapsulated traffic statistics:

14310839 packets input, 2609747129 bytes

14475972 packets output, 3145279720 bytes

0 packets dropped

Number of configured static peer VTEPs: 0
Configured static peer group: cluster

Configured static peer group VTEPs:
IP address 10.0.0.4 MAC address 000c.295e.38ae (learned)
IP address 10.0.0.3 MAC address 000c.2905.0050 (learned)
IP address 10.0.0.2 MAC address 000c.2926.8a03 (learned)

Number of discovered peer VTEPs: 3

Discovered peer VTEPs:
IP address 10.0.0.4
IP address 10.0.0.3
IP address 10.0.0.2

Number of VNIs attached to nve 1: 1
VNIs attached:

vni 1: segment-id 1, mcast-group none

RIZ. ASA {48 Geneve £ v X —7 = A AZxfd 5 shownvel 2~ FOH D RL
N

ciscoasa# show nve 1
nve 1, source-interface "outside" is up (nve-only cluster is OFF)
IP address 10.0.1.11, subnet mask 255.255.255.0
Encapsulation: geneve
Encapsulated traffic statistics:
1107 packets input, 84557 bytes
83 packets output, 39784 bytes
0 packets dropped
Number of configured static peer VTEPs: O
Configured static peer group: N/A
Number of discovered peer VTEPs: O
Number of VNIs attached to nve 1: 1
VNIs attached:
vni 1l: segment-id none, aws-proxy on, mcast-group none
NVE aws-proxy channel is on.

show nve 1 summary 2~ RiZDOWTIEL, RO NESL TS 7ZI0,

ciscoasa# show nve 1 summary

nve 1, source-interface "inside" is up
Encapsulation: vxlan

Number of configured static peer VTEPs: 0

. show n ~ show o



| show n ~ show o

show nve .

Number of discovered peer VTEPs: 1
Default multicast group: 239.1.2.3
Number of VNIs attached to nve 1: 2

BEEavT R avw Uk Bz

debug vxlan VXLAN F T 7 4 w7 %F Xy 7 LET,

default-mcast-group | VTEP {5 TEA » 4 — 7 = A AZBIHA 1T 5TV 5T TD VNI
AVH =T 2 A ADT 7 NV MOV LFFx X I —TEREL

F7,

encapsulation vxlan NVE A A X A% VXLAN 7 72 /ALIZERE L E T,

inspect vxlan FEYE VXLAN ~ v # — R ACHFIA IS L S &%,

interface vni VXLAN # X2 7O VNI A > Z—7 = A ZA%/ERR L £,

mcast-group VNIA v H—=T 2 AD<NVTFFx AN ZTV—T T KL RAEHE
LET,

nve Ty NI =R RIRA b AV AZ U AZRELE T,

nve-only VXLANEETTA v X —7 = A ANXNVEHATHLHZ L 2IEELE
¥

peer ip 7 VIEP D IP 7 KL 2 &2 FE)THEEL 7,

segment-id VNI A > HZ—T x4 ZADVXLAN £ 7 A R ID 23 E L£7,

show arp vtep-mapping | JE—hk 7 AL b RAAL LIZHDHIPT LA & U E— |k VIEP
IP7 RVAHDOVNIA VX2 —T A AZF ¥ v = IN7-MACT
NLA&EFRLET,

show interface vni VNIA U H—T 2 ADINT A —H  AT—H A BIOKIHER
LTV ERTWAAL U E—T oA A (REISNTWALEES)
DAT—H A I NIEEAMT BN TWANVE S v X —T = A

ArFRRLET,
show mac-address-table | J & — | VTEPIP 7 F L A3@E 7z VNI A 4 —7 = A A L
vtep-mapping DA Y2E%ET—7 L MACT RLAT—T L) 2#FRLET,
show nve NVEA VB —T 2 A ADNRT A =4 AT —H A BILOWEIER

EX Y VT A —T AR EEFETHA LV F—T A R) DAT—
H A, ZDONVE % VXLANVTEP & L T2 VNI, 26N 2
DNVE A & —7 = A AZRE#fFIT 5N TWHET VIEPIP 7 K
LVAZRRLET,

show n ~ show o .



. show nve

show n ~ show o |

avy kR

B

show vni vlan-mapping

VNIEZ A RID &, VLANA V2 —T oA ZAFT2IT N T AR
Ty NE—FROYBEA A —T 2 ADO~ v T2 FERLE
—a—o

sour ce-inter face

VTEP 55761 v Z—T = A AEHBELET,

vtep-nve

VNI A ¥ —T A A% VIEPEE LA v ¥ — 7 = A AZBHHESHT
ij‘o

vxlan port

VXLANUDP "— hZRELET, 7 74/L FTiX, VTEP #5750
A =T A AZUDP R — b 4789 ~D VXLAN T 7 4 v 7 &
ZFANET,

. show n ~ show o



| show n ~ show o

show object

show object .

By b AT RRIPT RLARYE, Fy hU—IH—ER 37V x7 MCHETHIEHREER
T A%, FrHE EXEC £— KT show object =2~ > R&H L 7,

show object

[ id object_name |

networ k-service [ detail ] ]

BX DA

ARV ETIAIE

id name

(A Fvay) nTo47T =7 FOAHT, KILFE/NCFR RG]

ShEd, &zl
A,

lobject-name] 1% [Object-Name| & —F L E

networ k-service[ detail ]

(FFvay) $R_RTCOXy hT—I P —ERAF TV FEFRR

LET, 777 PAUAR=ICHEMTON TS Fy v adh
721IP 7 FLAZFERT DL, detail ¥—T— FE2EHET,

NI A=ZEELRWGE.

TRTOAT V=7 MRRRINET,

avY kK E—FK WDOFRIZ, a2 FEANTEAE—FREZRLET,
ARVEE— |T7ATI4—ILE—F £XAYF4AVFER R
R
W—=T9k | FSVART | SUTL <ILF
Lok
AVTHERAR | VRTL
avy FERE yy—x TERE
217(1) Ioavy FEEASLELE,
£l

RIZ, partner-web & WO ARFIOA TV =7 MR T H6%x LET, hitent (B v
HU ) OEEIL, BEn A 7Y M—B UEEEEZ R L TOET,

FP2130-2# show object id partner-web
object network-service "partner-web"

subnet 10.100.10.0 255.255.255.0 tcp eqg https

(hitcnt=0)

EEav> R

avw vk |k
clear FT 2 vy NI EZ YT LET,
object

show n ~ show o .



. show object-group

show object-group

F T2 NIN—=TDEALTNFy NI =7 £ Ry N =7 P —E A THIERICAT
Vxl NN —TERBLIOEEE v T R EERTHICIE, K EXEC £ — R T show
object-group =2~ > R&H L 7,

show n ~ show o |

show object-group [ network | protocol | security | service | icmp-type |id object_group_name ]

show object-group network-service [ group name [ network-service-member member_name
[ dnsdomain_name 1] [ detail ]

B Dk

AR R FIAILE

aAvU R E—F

detail

Xy N =P —E2AF TV MZOWT, 727 bR
N—IZBEHEMT N TWNDEFy v 2SN IP T RLAEZFER
LET,

dns domain_name

(AFvav) ZEAN—ZHELERY NU—7F—ER
FTV 27 MZONWT, ZDRA U R—DRFED KA A R %
R L E£9, B, example.com,

icmp-type

EE) ICMP 2 A 7 OAT V=V N T —"F,

id object_group _name

A Fvay) A7V N ITNA—THL4FTTHELET,

networ k

(ATvar) Fy hO—2 5L TDFT V=0 b,

networ k-service
[group_name ]

(FFvay) 2y NI—IH—ERF TP b, TV
N EBELCH—OF 7 V=7 MIIEBREHIETX E4,

networ k-service-member
member_name

(AFvay) AuisRELIERXYy NI—IH—ERAFT Vs
MZOWT, ZOFT V7 FOEED A L _R—|ZIEREZHIE L
i‘j‘o

protocol UEE) Ya bhanZA47oxr7ocs s Jv—"7,
security (AFvar) ¥Xa VT 444 TFDAET V=7 b,
service EE) b—EREATDOF TPk,

77 4N FOEERLEIZH Y EE A,

ROKIZ, A~ P ANNTELHE—FaRLET,

. show n ~ show o



| show n ~ show o
show object-group .

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b
K
=Ty F kSURRT |V 5)L < ILTF
L b
AVTHFRL | VRTLA
e EXEC o 5 o %S o b o Rl —
av Yy FER Jyy— EERE
2

83(1) Zoa~wr RNBIENEL,

9.17(1)  network-servicex—7U — R LB AT XA =2 NBINENE LT,

& WIZ, TAnet] EVOAFOF Y NT—2 TV h I A—F e Dl E %
kY%, show object-group =~ > ROHAFIEZRLET,

ciscoasa# show object-group id Anet

Object-group network Anet (hitcnt=10)
Description OBJ SEARCH ALG APPLIED
network-object 1.1.1.0 255.255.255.0 (hitcnt=4)
network-object 2.2.2.0 255.255.255.0 (hitcnt=6)

RIZ, P—ERXZN—T1ZFT D 1FH AR "9 %, showobject-group =~ RO H
N ERLET,

ciscoasa (config)# show object-group service
object-group service B-Serobj
description its a service group
service-object tcp eq bgp
object-group protocol C-grp-proto
protocol-object ospf

Wiz, 7'a ha i AE#R AR T 5H, show object-group =~ > RO il %
RLUET,

ciscoasa (config)# show object-group protocol
object-group protocol C-grp-proto
protocol-object ospf

WIZ, Xy NT—IH—ERAAFT V=2 heZDby MUY NeRRTHHE7RL
£9, Fv b= %= A ZL—7ID (nsg-id) . 77V 47— 21D (app-id) .
bid 72 EOBFEOFR|FIINEDA T v 7 ZAFEFTHY , WBHEHL THhENETA,

ciscoasa (config)# show object-group network-service FMC_NSG_4294969442
object-group network-service FMC NSG 4294969442 (nsg-id 512/1)
network-service-member "Facebook" dynamic

description Facebook is a social networking service.

app-id 629

domain connect.facebook.net (bid=214491) ip (hitcnt=0)

domain facebook.com (bid=370809) ip (hitcnt=0)

show n ~ show o .



show n ~ show o |
. show object-group

domain fbcdn.net (bid=490321) ip (hitcnt=0)

domain fbcdn-photos-a.akamaihd.net (bid=548791) ip (hitcnt=0)
domain fbcdn-photos-e-a.akamaihd.net (bid=681143) ip (hitcnt=0)
domain fbcdn-photos-b-a.akamaihd.net (bid=840741) ip (hitcnt=0)
domain fbstatic-a.akamaihd.net (bid=1014669) ip (hitcnt=0)
domain fbexternal-a.akamaihd.net (bid=1098051) ip (hitcnt=0)
domain fbcdn-profile-a.akamaihd.net (bid=1217875) ip (hitcnt=0)
domain fbcdn-creative-a.akamaihd.net (bid=1379985) ip (hitcnt=0)
domain channel.facebook.com (bid=1524617) ip (hitcnt=0)

domain fbcdn-dragon-a.akamaihd.net (bid=1683343) ip (hitcnt=0)
domain contentcache-a.akamaihd.net (bid=1782703) ip (hitcnt=0)
domain facebook.net (bid=1868733) ip (hitcnt=0)
network-service-member "Google+ Videos" dynamic

description Video sharing among Google+ community.

app-id 2881

domain plus.google.com (bid=2068293) ip (hitcnt=0)
network-service-member "Instagram" dynamic

description Mobile phone photo sharing.

app-id 1233

domain instagram.com (bid=2176667) ip (hitcnt=0)
network-service-member "LinkedIn" dynamic

description Career oriented social networking.

app-id 713
domain linkedin.com (bid=2317259) ip (hitcnt=0)
>
BEav R avw YR B
clear FT 2 NTV—=T Dy NI R YT LET,

obj ect-group

show accesslist | _THT7 /&R YA b, BELET 7 A VA= b BEOE v
NI MNERTLET,

show object Iy NT—=I =R ATV by b U Y hERRLET,

. show n ~ show o




| show n ~ show o

show ospf

show ospf .

OSPF/V—7 1 v 7 7t AT 5 — G @A R T 51T, Kb EXEC & — R T show ospf
a<wr REFEHRALET,

show ospf [ pid [ area_id ] ]

BX DA

AR TIHIE

aAvU R E—F

aeaid (f£3&) OSPF7 KL AHFICBIESH T S TWAHZ Y 7 DID,

pid (&) OSPF mt& Zd ID,

pid ZF5E L2AWEAIL., TXCTD OSPF Ve An—EE I E T,

ROFIZ, a~ F2ANTELHF—FarLET,

&
W—=FTYF | FIVARRT [T ZILF
Lk
AVTHFAM | VATA
FHE EXEC o S5 . R . —

avY RERE

Jy— EERR
S

7.0(1) Zoavry R BEMShE L,

9.0(1) vNF A TFHANE— ROV R— B BEINSE LT,

FRLEDHA KSA Y

il

pid ZHET DL, FRELTN—T 17 Tt AOEROABREENET,

Iz, showospf 2~ FOH B E R LET, T I TiEX, BFEDOSPF/L—TF 17
Trt AT —RERE R T OB E R L TVET,

ciscoasa# show ospf 5

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x 0

Number of opagque AS LSA 0. Checksum Sum 0x 0

Number of DCbitless external and opaque AS LSA 0O

Number of DoNotAge external and opaque AS LSA 0

Number of areas in this router is 0. 0 normal 0 stub O nssa
External flood list length 0

show n ~ show o .



. show ospf

show n ~ show o |

WIZ, showospf =~ > RO EZRLET, ZZTiL, §XTDOSPF/L—T 1
77t AT L - BIERERTT 50 E R L TOVET,

ciscoasa# show ospf

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x 0

Number of opaque AS LSA 0. Checksum Sum 0Ox 0

Number of DCbitless external and opaque AS LSA O

Number of DoNotAge external and opaque AS LSA 0

Number of areas in this router is 0. 0 normal 0 stub O nssa
External flood list length 0

Routing Process "ospf 12" with ID 172.23.59.232 and Domain ID 0.0.0.12
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x 0

Number of opaque AS LSA 0. Checksum Sum 0Ox 0

Number of DCbitless external and opaque AS LSA O

Number of DoNotAge external and opaque AS LSA 0

Number of areas in this router is 0. 0 normal 0 stub O nssa
External flood list length 0

=L

ospf BRELET,

router OSPFV—F 4 v T A X —T NI L, Fa—/)LOSPFIV—T 4 T RXT A —H

. show n ~ show o



| show n ~ show o
show ospf border-routers .

show ospf border-routers

ABR B L NASBR 2T HWNE OSPF v—T 7 T —T7 )V =2 M 2R RT5HI121%, Fite
EXEC “&— KT show ospf border-routers =~ > K& H L £9°,

show ospf border-routers

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY K E—F WOFIZ, a~vr FEANTELE— Fa2RLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE

K

W=TFTyF | FSVRRT (DU T)L JILF
LYk
AVTHFRAR | VRTL

R EXEC o« i — o Xt o X —
avy FERE Jy— FEAHAE

3

7.01)  Zoawr R™EMEHELE,

9.0(1) =AFarFXArE—FROYVR—FRBMENE L,

Bl &IZ. ospf border-routers =~ > RO B Z R L ET,

ciscoasa# show ospf border-routers

OSPF Process 109 internal Routing Table

Codes: 1 - Intra-area route, I - Inter-area route

i 192.168.97.53 [10] via 192.168.1.53, fifth, ABR, Area 0, SPF 20

i1 192.168.103.51 [10] via 192.168.96.51, outside, ASBR, Area 192.168.12.0, SPF 14

1 192.168.103.52 [10] via 192.168.96.51, outside, ABR/ASBR, Area 192.168.12.0, SPF 14

BEa<T R T

router OSPFV—TF 4 v T A X —T NI L, ZFa—/N)LOSPFIL—T 4 T RT A —H
ospf RRELET,

show n ~ show o .



. show ospf database

show ospf database

show n ~ show o |

ASA E®DOSPF bR B U7 —H _N— XM SN TV B E FRond 5121E. F7iE EXEC E—
K -C show ospf database =~ > K& H L F9°,

show ospf [ pid [ area_id ]] database [ router | network | summary | asbr-summary | external |
nssa-external ] [ Isid ] [ internal ] [ self-originate | adv-router addr ]
show ospf [ pid [ area_id ] ] database database-summary

X NN addr

(EE) W—F DT FL A,

adv-router

(EE) 7 RANZ A ST —4,

area id

({EE) OSPF 7 KL A&FFICEEAT T o TCWB ) 7o ID,

asbr-summary

({EE) ASBR UV A hOEHNEZFRLET,

database

T RN=AE e R LET,

database-summary

EE) T—FRX=ARKDOEK Y X b E2FRRLET,

external

UEE) HELI-BEV AT LONEONL— 2R LET,

internal

(ER) FEELBHEY AT ANED/L— |,

Isid

(f£&) LSAID,

networ k

(EE) *y hU—2IZBT 5 0SPF 7 — 4 X—AfF#RE R R LET,

nssa-external

({ERE) #MEBD Not-So-Stubby Area U A F & F/R L £,

pid

(L&) OSPF Yut&x® ID,

router

(EE) V—FZFRKRLET,

self-originate

EE) fBEL-HHEY AT AT AEREE R LET,

summary

{EE) VA MOEHNERRLET,

ATV R FI4NN T ANV NOBEEREITH Y A,

AT RE—FK WOFRIZ, a~v REANTEHE—RERLET,

. show n ~ show o



| show n ~ show o

show ospf database .

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b
K
=Ty k FSURRT (DU < ILF
L b
AVTFFRE | VRTL
¥FHE EXEC . % — . s —

avy FERE

JU— EERR
A

7.01)  Zoawr RREMEhELE.

9.0(1) ~AFaALrTFHFARNE— ROV R—FIFRBEMENE L,

FEREDHA K54V

1

OSPE /L —F 4 VA D show =T~ Fit. ASA FCHEE— Rl T& £9, OSPF [
HD show =<2 REFEHTAIZIE, OSPF2> 7 4 ¥ al—ar E— RThAHLETHY
F A,

Iz, show ospf database =2~ > RO B ZR L £,

ciscoasa# show ospf database

OSPF Router with ID(192.168.1.11) (Process ID 1)
Router Link States (Area 0)

Link ID ADV Router Age Seg# Checksum Link count

192.168.1.8 192.168.1.8 1381 0x8000010D 0xEF60 2

192.168.1.11 192.168.1.11 1460 0x800002FE 0xEB3D 4
192.168.1.12 192.168.1.12 2027 0x80000090 0x875D 3
192.168.1.27 192.168.1.27 1323 0x800001D6 O0xl2cc 3

Net Link States (Area 0)
Link ID ADV Router Age Seg# Checksum
172.16.1.27 192.168.1.27 1323 0x8000005B 0xA8EE
172.17.1.11 192.168.1.11 1461 0x8000005B 0x7AC

Type-10 Opaque Link Area Link States (Area 0)
Link ID ADV Router Age Seg# Checksum Opaque ID

10.0.0.0 192.168.1.11 1461 0x800002C8 0x8483 0
10.0.0.0 192.168.1.12 2027 0x80000080 0xF858 0
10.0.0.0 192.168.1.27 1323 0x800001BC 0x919B 0
10.0.0.1 192.168.1.11 1461 0x8000005E 0x5B43 1

KIZ. show ospf database asbr-summary =~ > ROHFHZR L ET,

ciscoasa# show ospf database asbr-summary

OSPF Router with ID(192.168.239.66) (Process ID 300)
Summary ASB Link States(Area 0.0.0.0)

Routing Bit Set on this LSA

LS age: 1463

Options: (No TOS-capability)

LS Type: Summary Links (AS Boundary Router)

Link State ID: 172.16.245.1 (AS Boundary Router address)
Advertising Router: 172.16.241.5

LS Seqg Number: 80000072

Checksum: 0x3548

Length: 28

show n ~ show o .



. show ospf database

Network Mask: 0.0.0.0
TOS: 0 Metric: 1

Wiz, show ospf databaserouter =1~ RO B 2R L £,

ciscoasa# show ospf database router

OSPF Router with 1d(192.168.239.66) (Process ID 300)
Router Link States(Area 0.0.0.0)

Routing Bit Set on this LSA

LS age: 1176

Options: (No TOS-capability)

LS Type: Router Links

Link State ID: 10.187.21.6

Advertising Router: 10.187.21.6

LS Seqg Number: 80002CF6

Checksum: 0x73B7

Length: 120

AS Boundary Router

Number of Links: 8

Link connected to: another Router (point-to-point)
(link ID) Neighboring Router ID: 10.187.21.5

(Link Data) Router Interface address: 10.187.21.6
Number of TOS metrics: O

TOS 0 Metrics: 2

WIZ, show ospf database network =~ > ROHFFIZ R L £,

ciscoasa# show ospf database network

OSPF Router with 1d(192.168.239.66) (Process ID 300)
Displaying Net Link States(Area 0.0.0.0)

LS age: 1367

Options: (No TOS-capability)

LS Type: Network Links

Link State ID: 10.187.1.3 (address of Designated Router)
Advertising Router: 192.168.239.66

LS Seqg Number: 800000E7

Checksum: 0x1229

Length: 52

Network Mask: 255.255.255.0

Attached Router: 192.168.239.66

Attached Router: 10.187.241.5

Attached Router: 10.187.1.1

Attached Router: 10.187.54.5

Attached Router: 10.187.1.5

Iz, show ospf database summary =~ > ROHFFIE R L ET,

ciscoasa# show ospf database summary

OSPF Router with 1d(192.168.239.66) (Process ID 300)
Displaying Summary Net Link States (Area 0.0.0.0)

LS age: 1401

Options: (No TOS-capability)

LS Type: Summary Links (Network)

Link State ID: 10.187.240.0 (summary Network Number)
Advertising Router: 10.187.241.5

LS Seqg Number: 80000072

Checksum: Ox84FF

Length: 28

Network Mask: 255.255.255.0 TOS: 0 Metric: 1

IZ, show ospf database external =~ > KOHAFIZ /R L £,

. show n ~ show o

show n ~ show o |



| show n ~ show o

show ospf database .

ciscoasa# show ospf database external
OSPF Router with 1d(192.168.239.66) (Autonomous system 300)
Displaying AS External Link States
LS age: 280
Options: (No TOS-capability)
LS Type: AS External Link
Link State ID: 172.16.0.0 (External Network Number)
Advertising Router: 10.187.70.6
LS Seq Number: 80000AFD
Checksum: O0xC3A
Length: 36
Network Mask: 255.255.0.0
Metric Type: 2 (Larger than any link state path)
TOS: 0
Metric: 1
Forward Address: 0.0.0.0
External Route Tag: 0O

avwvk  |ERBH

router ospf |QSPF/L—F 4 > 7% A X —T 2L, 72— N)LOSPE/L—F (> 7 /8T A —
BEFBELET,

show n ~ show o .



show n ~ show o |
. show ospf events

show ospf events

OSPF NHkA > MEWZ R RT D121, =—W— EXEC &— RN E 721345 EXEC E— KT
show ospf events =~ > R&H L 97,

show ospf [ process id ] events [ type ]

EX DA pocessid (A7 ar) m—HATEVYLETHN, [FEDOEDEK THLHWNEID 215 L
9, ZOIDIX, OSPF/L—TF 4 > 7 7a®ANA X —T I > TWAIFEHIT,
EHEED L TOHNDLEFTT,

type (FFvay) BrTEIARXVENEZALSTDOY RS, XA 7% 12 EEEELRW
LT RTOALRIBERINET, ROZATTT4NEZ Y T TEET,

e generic : —fiXAY7ZR A Xk,

sinterface : 1 v % —7 = A ZIRRELEALA XU b,
*lsa: LSA 5 A~ B LU LSA kA R by,
* neighbor : A /N—REEZA LA < |,

sreverse : WDJEFTA N b &2 FIR,

crib : L= ZIEFRAN—ADHEF A R b HIERA XU b BROBEEAA N
Ro

espf : SPFDOARAT Y a—1 7 A4 B KO SPF Ef7A4 X b,

ATVERFIFILR T IANNOBECHEITH Y EH A,

avv Rk E—F ROKIZ, a7 REANTEDLE—RNERLET,
ARV RFE— | T7AT7I24+—ILE—F XT3 TFRE
X
IL—TvF FSUART (VT TILF
Lk
AVTEFRE [ VRATLA
i EXEC o KFE — o %S .« 55 —
=== RIS « Kbt SR |
EXEC
avy FRERE J)— ZEERNE
A

7.0(1) Zoavwr RBRBMESE LR,

. show n ~ show o



| show n ~ show o

3l

show ospf events .

Jy— EEAE

A

9.0(1) ~AFaLrTFHARNE— ROV R—FIFREMENE L,

Iz, show ospf events =~ > RO 1l 2R LT,

ciscoasa# show ospf events
OSPF Router with ID (192.168.77.1) (Process ID 5)
1 Apr 27 16:33:23.556: RIB Redist, dest 0.0.0.0, mask 0.0.0.0, Up
2 Apr 27 16:33:23.556: Rescanning RIB: 0x00x0
3 Apr 27 16:33:23.556: Service Redist scan: 0x00x0

BEa<T R

border-routers

av R SRER
show ospf OSPF L —F 4 v Fat AT _XRTCOHRELFERLET,
show ospf T TERL—% (ABR) &HEY AT LAERL—4% (ASBR) ~OD

N OSPF L —F (> 7 T =7V =2 ) 2 FRFLET,

show n ~ show o .



. show ospf flood-list

show n ~ show o |

show ospf flood-list

AVHE—T 2 AREN LT T T T 4 T ENDOEFHEL TS OSPFLSA D U A k &FKoRr
T BHI2I%, FHE EXEC *£— KT show ospf flood-list =~ > RZEHA L 7,

show ospf flood-list interface_name

B DEREA

AR R FIHILE

aAvU R E—F

interface name A N—1EREFIRTHA L H—T = A ADLH,

77 4V FOBIEREIZH D EE A,

WDFRIZ, a2 REANTELE—RERLET,

k
=Tk FSURRT |V <ILF
LYk
AVTHERE | VAT LA
¥#HE EXEC S I — . - —

avy FERE

FEREDHA KS4 Y

3l

J)— EERE
R

7.0(1) Zoavy R BEMShE L,

9.0(1) =ALFarFXZAFE—ROYVR—FIFBBMENE L,

OSPF )V —F ¢ > 7B D show =~ > RiE, ASA FCHEEE— N CHEHTX £+, OSPF R
D show =<2 REFEHATHICIE, OSPF 2> 7 4 X al—v gy F— R ThHhALETHY =
A,

Wiz, show ospf flood-list ==~ > RO B 2R L £7,

ciscoasa# show ospf flood-list outside
Interface outside, Queue length 20
Link state flooding due in 12 msec

Type LS ID ADV RTR Seq NO Age Checksum
5 10.2.195.0 192.168.0.163 0x80000009 0 0xFB61
5 10.1.192.0 192.168.0.163 0x80000009 0 0x2938
5 10.2.194.0 192.168.0.163 0x80000009 0 0x757
5 10.1.193.0 192.168.0.163 0x80000009 0 0x1E42
5 10.2.193.0 192.168.0.163 0x80000009 0 0x124D
5 10.1.194.0 192.168.0.163 0x80000009 0 0x134C

. show n ~ show o



| show n ~ show o

show ospf flood-list .

EEav> R

av Y K |5
router OSPFN—F 4 > T A F—T N L., 70— N)LOSPFV—TF 4 L 7 /RF A —H
ospf RHRELET,

show n ~ show o .



. show ospf interface

show n ~ show o |

show ospf interface

OSPF B DA > X — 7 = A Al A FRT 5I121E, 5 EXEC £ — R show ospf interface
a~vy REHLET,

show ospf interface [ interface_name ]

BX DA

aAvU R TFI4ILE

interface name  ({-&) OSPFREDEMZ FRT 5 A L F—7 = A ADLHT,

77 AV N OEIERIEIL S D FE A

WDOFIZ, a~r REANTEDHE—RERLET,

AR EE—F
&
=Ty k FSURRT (DU <ILF
LYk
AVTHERE | VAT L
¥FHE EXEC o kit — o KPS o %I —
avy RERE )— ZEEASE

FEREDHA K4

3l

A

7.01)  Zoawr RREMERELE,

9.0(1) =i FarFxzxhE— ROV R— N BEHNSNE LT,

interface_name S| A FEEETITHEH T2 &, T XTOA ¥ —7 = A 2D OSPF fHF@AER
EnEd,

Iz, show ospf interface =~ > RO B 2R L £,

ciscoasa# show ospf interface outside
out is up, line protocol is up
Internet Address 10.0.3.4 mask 255.255.255.0, Area O
Process ID 2, Router ID 10.0.3.4, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10 msec, Dead 1, Wait 1,
Hello due in 5 msec
Wait time before Designated router selection 0:00:11
Index 1/1, flood queue length 0
Next 0x00000000(0)/0x00000000 (0)
Last flood scan length is 0, maximum is O
Last flood scan time is 0 msec, maximum is 0 msec

Retransmit 5

. show n ~ show o




| show n ~ show o

show ospf interface .

Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor (s)

EEav> R

avy |EBA
k
interface| f v ¥ —7 2 A a2 T 4 X2l —T g F— REEBELET,

show n ~ show o .



. show ospf neighbor

show ospf neighbor

A B —Tx2A AT LD OSPF A N—IF# A FK 7T 2121, F#kE EXEC £— R T show ospf

neighbor =~ > RZEH L £,

show ospf neighbor [ detail | interface_name [ nbr_router_id ] ]

BX DA

AR R TFIAILE

AR R E—F

detail (EE) fRELIEA—2ICET 23R ERE R LET,
interface name  ({1&) A N—1EMEERTHA ¥ —T = A4 AD4T,
nbr_router_id  ({1-7&) XA X— L—XD)L—Z ID,

T 7 X/ FOEBERLEIZDH U AL

ROKIZ, a3~ P ANNTELHE—FaxRLET,

show n ~ show o |

JVDF%— 7747@T_»%_P t$lU$4:>§$ZF
K
=Tk FSUART |2V T)L TILF
LYk
AVTHFRRAS | VAT LA
Kt EXEC « b — . s R —

avy FERE

3l

Jy— EERE

R
70(1) Zoowr RRBEMEnE L,
9.0(1) =nAFarTXAME—FROYVR—FRBIMESNE L,

I, show ospf neighbor =1~ > ROl R LES, 22T, A v —7 = A

A Z LD OSPF A N~ AE LR~ T 50 2R L TWVET,

ciscoasa# show ospf neighbor outside
Neighbor 192.168.5.2, interface address 10.225.200.28
In the area 0 via interface outside
Neighbor priority is 1, State is FULL, 6 state changes
DR is 10.225.200.28 BDR is 10.225.200.30
Options is 0x42
Dead timer due in 00:00:36
Neighbor is up for 00:09:46
Index 1/1, retransmission queue length 0, number of retransmission 1
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 1, maximum is 1
Last retransmission scan time is 0 msec, maximum is 0 msec

. show n ~ show o




| show n ~ show o

show ospf neighbor .

Wiz, show ospf neighbor detail =t~ > ROMAGIZ R LET, HiE STz OSPF KA
N—OFEE R AR R T D HIEEZRLET,

ciscoasa# show ospf neighbor detail
Neighbor 25.1.1.60, interface address 15.1.1.60
In the area 0 via interface inside
Neighbor priority is 1, State is FULL, 46 state changes
DR is 15.1.1.62 BDR is 15.1.1.60
Options is 0x12 in Hello (E-bit, L-bit)
Options is 0x52 in DBD (E-bit, L-bit, O-bit)
LLS Options is Oxl (LR), last OOB-Resync 00:03:07 ago
Dead timer due in 0:00:24
Neighbor is up for 01:42:15
Index 5/5, retransmission queue length 0, number of retransmission 0
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 0, maximum is O
Last retransmission scan time is 0 msec, maximum is 0 msec

av >k |ERBA

neighbor |7 — R¥ v A b xv U — 7 |[THAHERIT S OSPF LV —X % E L £,
router OSPFIN—F 4 v T hA 3 —T N L, 7 a— N )LOSPFIV—F 4 L T RF XA —X
ospf RRELET,

show n ~ show o .



. show ospf nsf

show ospf nsf

OSPFv2 B> NSF ff#t 2 £~ HI21%, FHE EXEC *£— KT show ospf nsf ==~ > N4 ffi

B DEREA

AR TIAIE

ATV R E—F

LE7,

show ospf nsf

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N OB SH D EH A,

WDOFEIZ, a~vr REANTELE—FRERLET,

show n ~ show o |

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
K
W=TFTyk | FSVRRT (DU T)L TILF
LYk
AVTFEFRE [YRTL
¥HE EXEC o s — e . —

avy NERE

3l

Ju— EEAE

A

9.3(1)

Doy RPMBEMENE L,

Iz, show ospf nsf =~ > ROl Z R L £,

ciscoasa# show ospf nsf
Routing Process "ospf 10"

Non-Stop Forwarding enabled
Clustering is not configured in spanned etherchannel mode

IETF NSF helper support enabled
Cisco NSF helper support enabled
OSPF restart state is
Handle 1, Router ID 25.1.1.60, checkpoint Router ID 0.0.0.0

Config wait timer interval 10,
Dbase wait timer interval 120,

timer not running
timer not running

BEEav> R

av Y K |ERBEA

nsfcisco | NSF %[jts/L—Z @ Cisco NSF & A F—7 iz L £,

router OSPFIL—T 4 v T A 3 —TMZ L, Za—/N)LOSPFV—F 4 T XT A—X
opf | ARELET

. show n ~ show o




| show n ~ show o
show ospf request-list .

show ospf request-list

N—FIC L5 TERENZTRTOLSA DY A M FRRT HI2IE. ¥k EXEC £— K T show
ospf request-list =~ > RZEHA L %7,

show ospf request-list nbr_router_id interface_name

X DERA interface name x { N—{ER A ETTAHAL L F —T A ADLHT, ZDA L H—T = A AN
=B LS5 TERENTZTRTOLSADY X MEFRRLET,

nbr_router_id A N\— =X ON—2 1D, TORAN=NHA—ZIZE o TERSIZT
RTHOLSADY A M EFRLET,

ARV R FI4NAL  T AN FOBEREIZH Y EE A,

ROFIZ, a~ FEANTELHET—FarnLET,

AR E—F
ARV ERE— | TF7ATI4—ILE—F XT3 THFRE
K
W—Tyk | FSUART |[SVTL < ILF
LYk
AVTHFAM | VATA
Frke EXEC o XIS — o XIS o XIS —
2% FEE yy— EEAR
A
7.0(1)  Zoawr RRBNShE LK,
9.0(1) =LFarTHFAME—RFROVR—FRBMENE LT,
Bl IZ. show ospf request-list =~ > KO AHIE R L £9,
ciscoasa# show ospf request-list 192.168.1.12 inside
OSPF Router with ID (192.168.1.11) (Process ID 1)
Neighbor 192.168.1.12, interface inside address 172.16.1.12
Type LS ID ADV RTR Seqg NO Age Checksum
1 192.168.1.12 192.168.1.12 0x8000020D 8 0x6572
EZEav2 R avUFR L]
show ospf HEEEHHL TVAETXTOLSADY 2 hEFRRLET,
retransmission-list

show n ~ show o .



show n ~ show o |

. show ospf retransmission-list

show ospf retransmission-list

BEEINDIOEFHEL TWDTXTOLSA DU A MEFRT 5121, FiME EXEC £— KT
show ospf retransmission-list =~ > K& H L F9,

show ospf retransmission-list nbr_router_id interface_name

B DEREA

AU R TIHIE

ATV R E—FR

interface name A N—1EREFIRTHA L H—T = A ADLH,

nbr_router_id A X— jL— & D L—F 1D,

T 7 4V F OEBHEEIZH D FH AL

ROFIZ, a~v P AN TELE—RERLET,

K
L—FT v K kS ARTF 9)7» <IILF
Lk
AVFERE | VRTL
FiHE EXEC o S — . R s

avy FNERE

FRLEDHA KS14 Y

3l

Jy— EEAE
A

70(1) Zoawr RRBINENE L,

9.0(1) =iAFarFX*AbE—ROYVR—FRBMENE L,

OSPE /L —F (v 7B D show =~ > RlX. ASA FCHHEET— RTHEFTX £9, OSPFRIE
D show 2= REFEHATAIZIE, OSPF a7 4 Xal—Y gy BT— R ThHALETHY F
A,

nbr_router_id 5| A fRET D L. ZDOXAN—D, HBEEFEINDIOZFHEL TNDLTTO
LSA DU A MPRRREINET,

interface name 5|1 A8 ETH L, ZDA X —T = AD, FEESNHLOEHELTND
TRTOLSA DY A MBERINET,

KIZ, showospfretransmission-list =~ > FOfFZ 7~ LES, BITIiX, nbr_router_id 5|
$0013192.168.1.11 T, if_name 5|43 outside T,

ciscoasa# show ospf retransmission-list 192.168.1.11 outside
OSPF Router with ID (192.168.1.12) (Process ID 1)
Neighbor 192.168.1.11, interface outside address 172.16.1.11

. show n ~ show o



| show n ~ show o

Link state retransmission due in 3764 msec,

Type LS ID

1 192.168.1.12

ADV RTR
192.168.1.12

Seqg NO
0x80000210

Age
0

show ospf retransmission-list .

Queue length 2

Checksum
0xB196

EEav> R

avw Uk SRER
show ospf =B L5 TERENTEZTRTOLSADY 2 F&2FRLET,
request-list

show n ~ show o .



. show ospf rib

show n ~ show o |

show ospf rib

OSPF /L—Z [E#~_—A (RIB) %#F/~T D21, FiHE EXEC ©— KT showospfrib =~ > K
EHEALET,

show ospf [ pid [ area_id 1] rib [ network prefix [ network_mask ] | detail | redistribution [
network _prefix [ network _mask ] | detail ] ]

BXDEREA

a2V RE—F

area_id (fE&) OSPF 7 KL Z#iHICEEAHT S TWAHT U 7D 1D,

pid (&) OSPF 7mt 2M ID,

network_prefix [ (FFvay) BrRTHIL—EZDRy NT—2 FLT7 497 ABL

network_mask | CA 7y arTvA7, RichlzRLUET,

10.100.10.1

10.100.10.0 255.255.255.0
detail (A7 a ) RIBICBET DG REFRLET,
redistribution (A7 ay) FERAEREERLET, Xy FU—2F L7 1y

A b~ A7 BRET DD, redistribution F— U — FD#% AT detail
X—U—REBETHIELTEET,

ROKIZ, A~ R ANNTELHE—FaxRLET,

ARVEE— | T7ATI74—ILE—F EXAYF4AVFER R
k
W—Tyk | FSUART | OVTL <ILF
L2k
AVTERE | VAT LA
e EXEC o« S — . s —

avy FERE

J)— EERE

70(1)  Zoa~wr RRBEmMESRELE,

9.0(1) =ALFarFXFZAhE—FROYVR—FIBBMENE L,

. show n ~ show o



| show n ~ show o

show ospf statistics .

show ospf statistics

X F X E 72 OSPF fiatEs a2 Fornd 5121%. = —¥—EXEC &— FE 721345 EXEC E— KT
show ospf statistics =~ R&fH L £,

show ospf [ process id ] statistics [ detail ]

BX DA

ARV KR TIAILb

aAvU R E—F

detail (FFav) MUH— KA NEETeifil7e SPFIEMAIEE L £,

process id (A7 gr) v—HLTEVYTHN, EEDOIEOEETHHNE ID Z46E
LET, ZDOIDIE. OSPFL—F 4 7 Tt ANRA F—T VTl oTW\WDHE
Ao, BEHEE DY THENDEEZTTT,

77 A0 S OBIERIEIL D D F A

ROFIZ, a~ P ANNTELHE—F2RLET,

ARV EE— |TF7AT 94 —ILE—F ELYFoAVFER R
k
=Ty k | FSVART |DVTL < ILF
Ly bk

AVTHXRAE | VRATLA
Kt EXEC « b — . S . —
T o 3fhis - o Xt hta o I _
EXEC

av Y RERE

FEREDAA RS>

3l

JU— EERE
S

7.01)  Zoawr RREMERELE.

90(1) =L FarTHRAME—RFROVR—IFRBEMENE L,

SPF RFEITEIN-EE., KK, BLOHME2ERT DI, Zoa<wr FeERALET,

IZ. show ospf statistics =2~ > RO AR L £9,

ciscoasa# show ospf 10 statistics detail

Area 10: SPF algorithm executed 6 times

SPF 1 executed 04:36:56 ago, SPF type Full
SPF calculation time (in msec):

SPT Prefix D-Int Sum D-Sum Ext D-Ext Total
0 0 0 0 0 0 00

RIB manipulation time (in msec):

RIB Update RIB Delete

show n ~ show o .



. show ospf statistics

0

show n ~ show o |

0

LSIDs processed R:1 N:0 Prefix:0 SN:0 SA:0 X7:0

Change record R L
LSAs changed 2

Changed LSAs. Recorded is Advertising Router, LSID and LS type:
49.100.168.192/0(R) 49.100.168.192/2(L)
SPF 2 executed 04:35:50 ago, SPF type Full

SPF calculation time (in msec):
SPT Prefix D-Int Sum D-Sum Ext D-Ext Total
0 0 0 0 0 0 00
RIB manipulation time (in msec):
RIB Update RIB Delete
0 0

LSIDs processed R:2 N:1 Prefix:0 SN:0 SA:0 X7:0

Change record R N L
LSAs changed 5

Changed LSAs. Recorded
50.100.168.192/0(R) 50.

50.100.168.192/2(N)

is Advertising Router, LSID and LS type:
100.168.192/2 (L) 49.100.168.192/0(R) 50.100.168.192/0 (R)

BEEav R avw U R

Bl

show ospf

OSPF L—F 4 7 7Tt A0+ RTOBRELTFE R LET,

show ospf border-routers

T U TERLV—% (ABR) L HEVAT AERL—% (ASBR) ~
ORNEFOSPFLV—F 4> 7 T—T L = N 2R RLET,

. show n ~ show o



| show n ~ show o
show ospf summary-address .

show ospf summary-address

OSPF 7 HEAZK L THRESNTZTRTCOY~Y —7T R ABEAAERDOY A &R RT D
(21X, H§#E EXEC & — K C show ospf summary-address =~ > K& L £,

show ospf summary-address

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY R E—R ROFIZ, A~ FEANTELE—FERLET,

aAYVKRE— | T7AT94—ILE—F XT3 TFXE
k
L—Tv F FSURRT |V T)L < ILF
LYk
AVTHFRM | VAT A

F#HE EXEC o 3fhis — o 3fhis o 3fhis —
avy RER Jy— ZTHERAR

R

7.01)  Zoawr R™EMEHELE,

9.0(1) ~AFarsFXAFET—RFOYR—FRBMSNELE,
B &IZ. show ospf summary-address 2~ > RO B Z R LET, ZOflE, IDAS

THDHOSPF 7t 22k LT~ —7 RLARRESINDLEN, T _CHOV~< Y —
7 RUAHEAMEFERO U A M E2FRTHHEEZRLTOVET,

ciscoasa# show ospf 5 summary-address

OSPF Process 2, Summary-address
10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag O
10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag 10

BEa< R avy kR 5 EA
summary-address| OSPF DK T R L A &2 ER% L E 5,

show n ~ show o .



. show ospf traffic

show n ~ show o |

show ospf traffic

BX DA

AR R TFI4ILbE

aAvU R E—F

BFED OSPE A  AH L AL » CHPE GEEEITZE) SNy hOSESEhaA
TOV A NERRT HIZIL, FiHE EXEC ©— KT show ospf traffic 2~ > REMFHALET, =
Davwy REFEHTLE, TR TEANCTHI el WEINLIZIESERIATD
OSPF /N7 > hDAF v ray NG TEET, KEIINTZ2 DD OSPF A L AX AN
HHHA . show ospftraffic 2~ Rif, HA L AZ L ADTuwAID & E B, MDA
AL ADIREHEHRAEF R L E T, F7=. show ospf process idtraffic 2~ REMEH LT, &~
YINA VAL ADREHERMERRTH LB TEET,

show ospf traffic
Zoa<wy RZFSIEELEFF—U—FEH D A,
77 4V P OEEREIZH Y FE A

ROKIZ, A~ P ANNTELHE—F2RLET,

ARVKE— | T7AT7 24 —ILE—F EELYFoAVFER R
K
W—Ty bk | FSVART | OVT L T ILF
Ly bk
AVTFERL |VRT L
Kt EXEC o« b — . . —

avy FERE

FEREDAA RS2

il

Jy— EEAE
A

9.01) Zoa~rRFRBMENELE,

oavwry REFERATDLIE, TR TERENCTDH L, MWBENL X EIERFATD
OSPF N7 > DA Ty 7Fvay hERGTEET, RESNIZ2 DD OSPF A A Z AR
HHEE. showospftraffic =~ N, HA LV AX L ADT R AID & & B, MDA
AL ADFHEREF /R LET, F7-. show ospf process idtraffic =~ FafEH LT, &
YINA VAL ADREHERERTTHI LB TEET,

Iz, show ospf traffic =~ RO A2~ L ET,

ciscoasa# show ospf traffic
OSPF statistics (Process ID 70):
Rcvd: 244 total, 0 checksum errors
234 hello, 4 database desc, 1 link state req
3 link state updates, 2 link state acks
Sent: 485 total

. show n ~ show o



| show n ~ show o

472 hello, 7 database desc, 1 link state req
3 link state updates, 2 link state acks

show ospf traffic .

EEav> R

avw Uk SRER
show ospf OSPE{RARY > 7 D/RT A —H2 LBEDIRIER TR L £,
virtual-links

show n ~ show o .



. show ospf virtual-links

show ospf virtual-links

OSPF (AR Y > 7 D/RT A —4 L BIFEDIRIE R FoRvT 5 I121E. K5 EXEC £ — K C show ospf
virtual-links =~ > R&HH L E9,

B DEREA

AU R TIFIE

AR E—F

show ospf virtual-links

ZOawy FIESIBEELITF—V—NEH Y A,

T 7 4 v N OEMERMEIZH W TR AL

ROEIZ, a~ FEANTEHEF—FanLET,

show n ~ show o |

AT RE— | T7A4T7 94— ILE—F X2 F4aUTFHFRE
X
W—=Ty R | FIUART |[VUTL ZILF
LYk

AVTFFRE [VRTL

FiHE EXEC o %t — o Xfhis o %fhis —
av Y FERE Jy— FERE

2
70(1)  Zoawr RBBMSHE LR,

il

9.0(1)

“NFaLTHFARNE— ROV R—BEMNMENE L,

Iz, show ospf virtual-links =~ > RO I E R L £,

ciscoasa# show ospf virtual-links

Virtual Link to router 192.168.101.2 is up
Transit area 0.0.0.1, via interface Ethernet0, Cost of using 10
Transmit Delay is 1 sec, State POINT TO POINT
Timer intervals configured, Hello 10, Dead 4
Hello due in 0:00:08

Adjacency State FULL

0, Wwait 40,

BEaTYR

a<w > R EEA
area OSPFIRAB Y v 7 Z#EF L E7,
virtual-link

. show n ~ show o

Retransmit 5




BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



