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*Host i #——DIP 7 KL AT,

cversion L, T v T OREFIHEMEND SNMP D=2 5 o TY,

 community |, BHEECY—N—lZEFEENDLIIa=T 4 AT T TT,

« notification-type I%, XEEND N7 v T DF A 7 TT,

RO/ &, Bila~<> FE2EH LT =N ESD 7 v TEROBEZHIET 5
VR DGR DY £7,

SNMP OFEEIZSOWTIE, RESH LT IEEV,

+ [Cisco I0S Network Management Command Reference] @ [snmp-server community| =2~ >~
RIE XL O Tsnmp-server host] =<2 K,

+ [Cisco I0S Configuration Fundamentals Configuration Guide, Release 12.2] @ [Configuring
SNMP Support] OIEF LN [ist of notification-type values]

HT 270 2L = N—/]TIPSec ho RV 7 DFLEZFE L TWDHH5E. IPSecidH
HIER O Syslog Z %R —F L72WWD T, IPSec bR VU > 7 OEERZIZIT, ZNHDT /A A
MH Y= _—TEFIND Syslog Z%ZfF L7 b Z LIZERLTLESW, 7272 L, IPSec
IZSNMP + 7 v 7 &Y R—bLET, TNODXATDOT /A A7) SNMP i@ % 5| & i &
B3 212iF, ¥—/3—IZSNMP N7 v 752 EGETDHEICT A RAEHET HHLERD Y
e

Network TimeProtocol (NTP) (X, X~ FU—ZHNDTRTOT /A AL H—_R—TIELL
R ENAZMLERHY T, ZoFIiE BEEOTRTOV—"—RNEENET, L& 2iT,

DRy 7T FNMFEHTDHVE—RNFIP Y — = BH L HY N TXATEVT 4 H—
N— T3 TR T, F—FTxA, VMware vCenter & ESX DFAR~ 72 E0RH Y
3

P—=N—=DA VAR =BT 7 ANV BEI NI XY DONTP —"—%fEELET, F
7o, Ontpserver a2 REEH LT, A A M—LZIZNTP —_—D U 2 R &ZiBIE T
IETT 52 TEXET, GEICOVTIE, TCLI ok T 2% ik B3 X O [Command
Reference Guide ] @ ntp server =2~ > NICEHT2HAZZM L T &V, % NTP H— 13— L
LCRHETHILIITEETAL WP T4 T M LTOMERELET)

. Prime Infrastructure 4—/\—D v b7 v F


http://www.cisco.com/c/en/us/td/docs/ios/netmgmt/command/reference/nm_book/nm_17.html#wp1111898
http://www.cisco.com/c/en/us/td/docs/ios/netmgmt/command/reference/nm_book/nm_20.html#wp1094451
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gz o7—5 v—2ouE ]

F v b — 7 2RO NTP R OF B CRENBAE LG E., CTRERMERIEAET 2 ATt
DdHFET, Xy NI =TV RLREEOERITEMO R Y NT—7 T —% T 7 F ¥ AT RHIH
DOMETHY ., ZOHA ROFEMHSATT, ZO My 7 OFRICHONTIL, A3 AV A B
~—/3— [Network Time Protocol: Best Practices] 72 E&#ZM L T 72 &0,

RiEfTE DT—3 V—ADHKRTE

Assurance f§FED 7 A L U A B BT 25 AL, BEVWOR Y NI~ S X —T = AL P —
B A% Assurance W E=H —TEXBLVIZFRA VANV ZRATEZET LTEBLERHY
T4, TNHDXRTIZONWTIE, [V AR—FENAEEDOT—F VY —R ] ZBRLTLTEE
/AN

BR— FSNBSRIEDT—F V—X

RFEfT & TlE, =27 AR—FENT=TF—F VY —RX (F1:Assurance : VAR — FENBHTF—X
V—A TNRAA, BIORXY 7 b7 X—=Yar W) 2FHALTEXYy hT—7 T8 R
NHEDOT—FENETIHLERDY 9, ZORIZIE, KV —RZOWT, ZOEXDT s 2
RN—=h eV R—= b TDHT A AL T—HET I AR— T H72OICT /A A ETEHEL TV
2L B2 Cisco 10S, £7/I1ZZ DD Y 7 b =27 Dg/h—T g UHAVREN TV E
7

#1:Assurance : VY R— hENBT—H V—A, TRA A, BIRY T by T N=T g
EHALT, Ry U= TRARLEZNHDOY 7 by TR, THEASKST—% V—X
DHATIZHIELTWDZ EZHERLET, HRBEISLT, N—Ru=zT7RV 7 NV T %
TyTTL—=RLET, "B, RSNTWELEY T FU =T "=V a UE, R/ ThHZ eI
HEELTLEES Y, MLY 7 Y27 £721E CiscolOS DY UV —R h LA v HNTHIUE, LI
PDIEBEDON—T 3 v T NA A LETHEITTEET,

X512, [SNMP OFE] THAINTWAD I I, BSNMP 2H L CF—F ZINETE
HEIOBETINENGLIEELHY £,

REET—2 V—ADEHRTE

A UABN—ITHENC, WOBIRSNTND YR — MRROTNA AN, EET—X, T
TV r—arF—2 BIORT4—~v L A F— 2% [THRETX2 L5102 0ERH Y
F9, Flo, Xy NI 2KIChTe > TRZ & B O #RE —BSE 20 ERH Y £9, K
DERIZ, ZOVEEEITO HIEOTA KT 2R LET,
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% 1: Assurance : Y7 R— b SNBT—8 Y—RX, TNA R, BLVY T bz T7 N—=3>

TINA X2 4 |NetFlow ZH7R— |HR— b Z4 % NetFlow | NetFlow D% E
7 (Device | k¥ %Ciscol0S!) | THYRKR—k 24T
Type) J—X
Catalyst 15.0(1)SE TCP 3L O'UDP k7 [Cisco Prime Infrastructure User Guide] @ [Configure
3T0X3360-X | o« cxrgp| TA VY NetFlow on Catalyst 3000, 4000, and 6000 Family of Switches)
BB T g — DOHEZZBLTLIE S,
Fr iy b B
Oy hT—7
P—ERET 2—
v % i,
' 15.0(HEX TCPHLNUDP h7 |TCPHBLOUDP F7 7 1 v 7 i+ 5icix, [Cisco
Catalyst 3850 T4y, FREET |Prime Infrastructure User Guide] @ [Configure NetFlow on
% Catalyst 3000, 4000, and 6000 Family of Switches] DIH % i
LTL7Z&EY,
FREETAERET HITE, ZOCLIT 7 L— &l
MLET,
[%%E (Configuration) 1>[7>FL— bk (Templates) ]>
[#EEH L UT4 / 0P — (Features& Technologies) | >
[CLI 7> FL— bt (CLI Templates) | >[YRATL T T
L— k -CLI (System Templates- CLI) ] >[Medianet -
PerfMon]
Catalyst 4500 |15.0(1)XO 3L [TCPBELOVUDP 7 |TCP B LUNUDP b7 7 ¢ v 7 % ET HI2IE,  [Cisco
15.0(2) 74 w7, &AL BT |Prime Infrastructure User Guide] @ [Configure NetFlow on

j_.

Catalyst 3000, 4000, and 6000 Family of Switches] DIH % i
LTLEENY,

TR EETFERETHICIE. ZOCLIT L — h&ff
HALET,

[E%%E (Configuration) ]1>[7>FL— bk (Templates) ]>
(#EEH LU TY / O P— (Features& Technologies) ] >
[CLI 7> FL—k (CLI Templates) ] >[YRTFL TV
L— bk -CLI (System Templates- CLI) ] >[Medianet -
PerfMon]

. Prime Infrastructure —/A\—D+t v b7 v 7


http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-user-guide-list.html
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girr—5 v—20zz |

TINA RBZA
~ (Device
Type)

NetFlow %4 /H—
k9 % Ciscol0S ')
J—Xx

H7R— k &t 5 NetFlow
IHARKR—rBA4T

NetFlow D& E

Catalyst 6500

SG 15.1(1) SY

TCP XL OYUDP 7
T4vI, GEEET
j—.

TCP BL'UDP 77 1 v 7 ZRET LIT1E.  [Cisco
Prime Infrastructure User Guide] @ [Configure NetFlow on
Catalyst 3000, 4000, and 6000 Family of Switches| (DIH % %R
LTLEEENY,

TR EETAERETHIE., ZOCLIT 7L — M &fE
HALET,

[E%%E (Configuration) 1>[7>FL— bk (Templates) ]>
(#EEH LU TY / B P— (Features& Technologies) | >
[CLI 7> FL— b (CLI Templates) | > [V RTFL T T
L— bk -CLI (System Templates- CLI) ] >[Medianet -
PerfMon]

ISR

15.13) T

TCP BLOYUDP k7
T4vI, BEEET
7

TCPBLOUDP FF 7 4 v 7 ZFHET HITIL,
T — M LET,

[en.-'-

X (Configuration) 1>[7>FL— bk (Templates) ] >
[EEH L UT4 / 0P — (Features& Technologies) ] >
[CLI 7> FL— bt (CLI Templates) | >[YRTL T T
L— bk -CLI (System Templates-CLI) |>[+c5 71495
HEHEROUNE (Collecting Traffic Statistics) ]

BHREEETAEHRETDHITE., ZOCLIT 7 L— h&fE
ALET,

[E%%E (Configuration) 1>[7>FL— bk (Templates) ]>
[#EEH L UT4 / OY— (Features& Technologies) | >
[CLI T>FL—k (CLI Templates) > [V ATL TVT
L— bk -CLI (System Templates- CLI) ]>[Medianet -
PerfMon]

Z® CLI

ISR G2

152() T B LW
15.1(4)M

TCP B3 L OYUDP ~F
T4 T, TTr—
PRI GIEASER
TRLETA

TCP, UDP, B XU ART #&%EJ 2121%,  [Cisco Prime
Infrastructure User Guide] @ [Configure NetFlow on ISR
Devices] DHAZZHL T ZS WV,

TR EETFERETHICIE. ZOCLIT 7L — h&ff
HALET,

[E%%E (Configuration) ]1>[7> 7L — bk (Templates) ]>
[MEEHS L UVT4 / 0P — (Features& Technologies) >
[CLI 77 L—hk (CLI Templates) | > [V RTL TVT
L— bk -CLI (System Templates- CLI) ] >[Medianet -
PerfMon]
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T34 A% 4 |NetFlow % H1HR—
7 (Device | k3 % Ciscol0S ')
Type) 1)—X

H7R— b &t 3 NetFlow
IHRKR—+rBA4T

NetFlow D& E

ISR G2 15.2(4) M2 LAFKE .,
15.3(1)T LARE

TCP 5 L O'UDP ~
Tu4 T T r—
voa VIREREE, S
=

TCP, UDP, 3 XOVART ##% €3 51Zi%, [Cisco Prime
Infrastructure User Guide] @ TImprove Application Performance
With Application Visibility and Control | O &% &H L CT<L 72
é 1/ \O

ASR 15.3(1)S1 LU

ISR G3 15.3(2)S LI

TCP B L T'UDP k7
T4 T, T r—
Toa VSRR, B
& B4, HTTP URL
AR

Medianet NetFlow O & %11t

Cisco C Medianet 7 —# ZF|H T 5 L5129 5121F, *y hT—7 T4 ATROIEES
THMERHY £,

o« THIR— F 3N TV D EARN 25 EHEHRIZ OV T MedianetNetFlow 7 — % = 7 AKR— h &

AN

TLET,

» Medianet NetFlow 7 — 4% % $— "B L OFR— MI=7 AR—rLFET,

WOHID LSRR EAMHEHL T,

* flow record type performance-monitor PerfMonRecord

* match ipv4 protocol

* match ipv4 source address

* match ipv4 destination address

* match transport source-port

* match transport destination-port

23, MIE7R Medianet 7 —Z ZEUST 5 L I LET,

* collect application media bytes counter

* collect application media bytes rate

* collect application media packets counter

* collect application media packets rate

* collect application media event

* collect interface input

* collect counter bytes
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Medianet NetFlow D& %h1t .

* collect counter packets

* collect routing forwarding-status

» collect transport packets expected counter
* collect transport packets lost counter

* collect transport packets lost rate

* collect transport round-trip-time

» collect transport event packet-loss counter
* collect transport rtp jitter mean

* collect transport rtp jitter minimum

* collect transport rtp jitter maximum

* collect timestamp interval

* collect ipv4 dscp

* collect ipv4 ttl

* collect ipv4 source mask

* collect ipv4 destination mask

* collect monitor event

+ flow monitor type performance-monitor PerfMon
» record PerfMonRecord

* exporter PerfMonExporter

* flow exporter PerfMonExporter

* destination PrInIP

* source Loopback0

* transport udp PilnPort

* transport udp PilnPort

* class class-default

* | Enter flow monitor configuration mode.
* flow monitor PerfMon

* | Enter RTP monitor metric configuration mode.
* monitor metric rtp

* |Specifies the minimum number of sequential packets required to identify a stream as being an RTP
flow

* min-sequential 2
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B netFlow & Flexible NetFlow & #1E

* | Specifies the maximum number of dropouts allowed when sampling RTP video-monitoring metrics.
» max-dropout 2

» max-reorder 4

+ | Enter [P-CBR monitor metric configuration mode

* monitor metric ip-cbr

+ | Rate for monitoring the metrics (1 packet per sec)

» rate layer3 packet 1

* interface interfacename

* service-policy type performance-monitor input PerfMonPolicy

* service-policy type performance-monitor output PerfMonPolicy
ZOBRERITIE, ROBEHENMER SN THET,
sPrinlP %X, ¥ —DIP 7 RLATT,

* PilnPort i%, ¥ —/3—2% Medianet 7— 4% % U v A L CWAH UDP R— hTT (F7 /b
F 1 9991) o

- interfacename X, Medianet NetFlow 7 —# Z 45 ED PrinlP IZEE L TWAH A v F—T = A
ADZEITT (GigabitEthernet0/0 <> fastethernet 0/1 72 &)

Medianet % E DFEMIZDOUWTiL. [Medianet Reference Guidel] &M L T 7280,

NetFlow & Flexible NetFlow D& %11t

TNetFlow 7 —# ZFHTEX 2 X 51T 2I12F,. Fy bT—7 T34 ATROIEEEIT H ME
N FET,
e E=H—FTEHA L H—T A AT NetFlow A 12— 7 /LT LE T,

* NetFlow 57— # % Y —_"—BIOFR—hxzs AR —HrLET,

N—37 9 2.1 TiL. X Flexible NetFlow O/ 3— g3 25 & 9 %7K — K LFEJ, NetFlow 1L,
DT —HIWNENG LR DEMEA L H—T 2 A A L TENETNENCT DHLERHY £, @
W, IhbiE, A=V Ry h A E—T 2 ADWANA U E—T = A ZATT, T,
A H =T 2 A RAZORFEAEINET, VLANB LW b 2 01Z%F LTt NetFlow 2 H 20129
HZVBNTIH Y FE A, WA v HZ—T = A Z ETNetFlow Z 82021, #0 b BEIIC
EOLIVET,

WD a~< RuEfff LT, CiscolOS 5314 A T NetFlow & A % —7 /W LET,

* Device(config)# interface interfaceName

» Device(config)# ip route-cache flow = = C. interfaceName (%, NetFlow AT DA > & —
T x A ADLHITT (fastethernet <X° fastethernet0/1 72 &)
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v kD—s@HFES1—L (NAM) 2ERTS [

NetFlow%?‘/*‘/l'X“G‘/l'* TN LT, =7 AR—X B E LT NetFlow T —# % 2T
FAMBERHDET, =7 AR—Z[IRDODa~v RCRETEET,

* Device(config)# ip flow-export version 5

* Device(config)# ip flow-export destination PrInIP PilnPort

* Device(config)# ip flow-export source interfaceName Z Z C,

s PrinlP 1%, ¥ —"—DIPT7 KL AT,

« PilnPort i, Y — 323 NetFlow T — X % U v A L TCWA UDP &~A— FTY, (T 7V
RE 9991 TF)

e interfaceName (%, NetFlow 7 — % Z$EDPrinlPICEE L TCWAH A v X —T = A ADL R
T9, ZHUZEY, NetFlow =7 AR—h T—X 7T LhDO—F L LT, EELA L H—
T2 AADIPT FLUARN ICEEINRET,

[Al U/L— X ZH$8 D NetFlow T2 AR—H ZRET HHAE. 26D HH 1 DTN +—n
W2 AR—=FTBHLICLET, RURERICZI AFR— B AFR—FNEC/L—F
BB HDEEIT. TR TA2ENNH Y £,

NetFlow 237 /3 A TENWEL TWD Z & 2GR 5121%, Roa~y R LET,
* Device# show ip flow export
* Devicet# show ip flow export
* Device# show ip cache flow

* Device# show ip cache verbose flow
NetFlow B EDFEMHIC OV TIZ, kEZRLTIZS0,
* Cisco IOS Switching Services Configuration Guide, Release 12.2
* Flexible NetFlow Configuration Guide, Cisco 10S Release 15. IM&T

* Catalyst 6500/6000 Switches NetFlow Configuration and Troubleshooting

2y RID—HEFED2—)L (NAM) ZEBT 5

Ay FU—Z7HNTNAM ZHEUICRET 2LENH Y 7, FFMICONTIE, UTE2ZRLT
STEEW,

+ [Cisco Network Analysis Module Software 5.1 User Guidel] : AT U A3 EH I N TH
V. 77 FHNTONAM OEFAR WAN Fi{b i o NAM OEARE, SEIER b
By 7 o TWET,

[Cisco Network Analysis Module Deployment Guide] : [Places in the Network Where NAMs
Are Deployed] DIEZSMHL T 23V,
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NAM N EENEA I NIUE, A A b — VRN HE B IMOEZEIZH Y £ A, Cisco Prime
AMZHH L THREHAETT 558, HENAMICH L THTTP 77 ®BX 7 L7 v Lax AT
THULERHD FT,

I, KORNEMZRRESTA V¥ —T7 oA AZEH L TNAM Z2RE L ET, £D72H, NAM
M5 D NetFlow 77— % DEET 7 AR— &2 PR —F L TWEHA, NetFlow 7 —% & T A
R—=F L TWBT A AL, ZD NetFlow 7 — ¥ % NAM fRH TIE72 <, 12 %i&xf k
THLENSHY £9, NAM NS (ZNetFlow T — X N/ AR— &5 &, F—XDOEMEN
BAELET,

Performance Agent D H%h1t

BT TV r—2 g RT3 =< AT —HENETEBE L5127 5121, CiscolOSmace (Hl
B, B YY) F—U—FREEAL T, 7790 F 4T 4 ADONV—HF BT T p—=
VA ZT—Vxr b (PA) T—HF Ju— V—RAEHRELET,

7=& z0E, CiscolOS 7 m— )L a7 4 Xal—v gy T—RTROa~y REFEHLT,
PA 71— T AR—=H & L—H FIZRELET,

* Router (config)# flow exporter mace-export
* Router (config)# destination 172.30.104.128

* Router (config)# transport udp 9991

RO I pa~  FEFEHALT, 7a—MRWLr—F&2@mds57 7)) r—yaro7a—1L
a— REHRELET,

* Router (config)# flow record type mace mace-record

* Router (config)# collect application name

Router (config)# collect art all = = “C application name (X, [N&ETLH 70— T —X &2 FFO7 7V
=3 a YOARITT, PA7R— E=X— XA TEFET HITIT

* Router (config)# flow monitor type mace mace-monitor
* Router (config)# record mace-record

* Router (config)# exporter mace-export

RGELID N T T 4w 7 BWETHITE, ROL I Ra~vwr REFEHLET,
* Router (config)# access-list 100 permit tcp any host 10.0.0.1 eq 80

* Router (config)# class-map match-any mace-traffic
* Router (config)# match access-group 100

PARY V— o7 %R EL, PA T 7 4 v 7 B ELWE=H —ZHRIET D2, kD=~
Y REHEALET,

* Router (config)# policy-map type mace mace_global
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KyFnsoz -1 |j

* Router (config)# class mace-traffic

* Router (config)# flow monitor mace-monitor

HR%IZ, WAN A Z—7 = A ETPAXANCLET,
* Router (config)# interface Serial0/0/0
* Router (config)# mace enable

Performance Agent D% E DFEAMIZ DUV TIX,  [Cisco Performance Agent Deployment Guide] % %
RLTSIZEN,

INYTFDA R =)L

T T L— KRR R—FENTWABLULET ONR—Vg & BEIFA7-010, XyFoAg
VA RN—ANUBEZRARBRENDLY FET, BIEFO OR—V gy F R—T 5 3, CLI
2~ K show version & show application THERTE £9°,

BILORZEOLRIOBEOF/NN—T 3 NZDNT, BARDLFA U N Ny TF 77 A ARSI
£, BEFOVAT LDONR=V a ATHISE L, BTLWWA—=Y g X7 v 77 b= R SR
B X F T 7 ANDIHEL T a2 — KL TA VA M=V LET, @Ry TE2HLOT DI
X, 77 7% T Cisco Download Software + &7 — % # B & £,

Ny Faf YA P=LVT DN, $="=DF 7V F URT RV F T 7 AV’ —
TOMERDY T, Z<O2—FE, Ny TF Ty A NVEETu—I NV FIP b—NIHX T
a— KL, ZI0b U ARY MICat—F3 200 LEETWET, £2, ROWTIHD
HETH, 774NV DYV RY R VIR F Tr A Vv eabt —T&EET,

s cdrom : Z—# /LD CD-ROM K74 7 (GEAELY B H)
edisk : B—H LD N— K F ¢ A7 fEIK

o ftp : FTP #— &l L TV % URL

« http : HTTP % — &l L T\ % URL (GEAH v )
e https : HTTPS #— " ZfffH LT\ % URL (FeAHLY )
e nfs : NFS #— 2] L TV % URL

o sftp : SFTP — " ZAfiH L T\ % URL

e tftp : TFTP % — 3%/ L T\ % URL

ATy TN ZHERORENO =1 )Y =12, @WURFA b Ry Faesvrm—FLET,
a) 7 7 U T Cisco Download Software 7" &7 — % Z K x L, [ (Products) [>[7 77 RV AT LEH
(Cloud and Systems Management) |>[/L—7 4 > 73 LA A v FEE (Routing and Switching
Management) |>[% > bV —Z7&H Y J 2 —3 3 (Network Management Solutions) ] 3% L £,
by BEFEHL TV HDICHRBIEWWSA—V a0 Z@RIRLET,
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c) [Prime Infrastructure /X 7 (Prime Infrastructure Patches) 1% 7 U v 7 LC, ®LDOZF D/ — 3 V(T
AR Xy T DY A MR LET,

d) MERZENyTFORT[F Ve —FK (Download) 1227 Vv 7 L, a7 M- TTZ 7 A NVEH
vrua—RLET,

P—N—bpav NI A =T oA Ay varEHEET (CLINGERT D HIEEZSR) |

Aoyoa—RLieRyF 7740 ETF 740 oa—hL VRS MY IZavr—LEd, RICHZRLE
7,

admin# copy source path/defaultRepo
ZZT,
esource (X, X u—RULIENyTF 77 A NVDGFTELFITT,
epathiL, 774/t —HV Ny 77 v 7 VARY ~YU  (defaultRepo) ~D5EE/NATE
(f5] : /localdisk) o

Ny F A A= THITE, REFATLET,
admin# patch install patchFile Repositoryname
ZZ T,
« patchFile [, /localdisk/defaultRepo |2 2 E'— L 72/X>vF 7 7 A L DLAFITT,

* Repositoryname LV 7R b U O£ #HITTT,

5] : admin# patch install test.tar.gz defaultRepo
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