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* Cisco EPN Manager V—/N\— O ORH#E (4 ~—)

* Cisco EPN Manager %—/X—& @ SSH & v ¥ 3 » OffEsr. (17 ~—7)

o —/X—TO NTP DFRE (18 X—)

« Cisco EPN Manager 7' 12 & 3 H— R—DFHE (19 <X—)

« SMTP &1 A —/L H—"—DFE (19 ~—2)

o % —/3—"T® FTP/TFTP/SFTP #— bt A DH %L (20 ~—)

cn Ay NF— (BT OREFH) OIEK (22 X—)

* Cisco EPN Manager D% 1F & FiLE) (23 ~=X—)

EHRZAT — ROEHE (23 X—Y)

« VAT NGRS v aR— REMHEH LT, CiscoEPNManager h—/3S—D~ LA a7
N7 F—x A, BIOAPIKGR 2 TF =y 752 (26 ~—2)

s Cisco EPN Manager $—/N— D/ 7 p—< U ZADWE (27 <X—)

e 3y hI—TF—Ah (VU 7HER) OFRE (28—)

XY MU= N T T4 T T A NIRRT LI 0DIP T 78 A Y A FOERETZITE
(29 R—)
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e VAAYR—F VI ZARDT 74V bORE (33 X—)
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NI T T DERE=L—) T (343—Y)

Cisco EPN Manager Y —/\— D DK~

BUEDH — N—§fl], I—F L N—=Va v FAX—T 4T VAT A ~N— U =T IEH#
72 £ @ Cisco EPN Manager —/3— DO piFH 2 £~ 4 2121E, LFTOFIEZEHN L £,
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. Cisco EPN Manager 7K X FZDEE

ATw 72 [BE (Overview) (¥ 7 %27V v 7 LET,
ATV T3 XyvaR—KROEEIHD [V AT LEHR (SystemInformation) (%7 Y v 7 LT, [ AT AR (System
Information) ] 7 4 —/V R&REE L £,

Cisco EPN Manager 7R X FRNDZEE

Cisco EPN Manager T, #—/3—~DA VA M —/VFIZRA MDA RO LT 7 b
NEREINFT, SEFIFERHMBICLY ., Cisco EPN Manager — /X — 2R E SN2 HR A M
EMDGFTIZERE SNTHR A M OB TAR—BENBET L2 BB £, ZOMEIX, Cisco
EPN Manager % f§1 > A h—/L L2 THH—"—THRRA M EER TR T ET, K
DFMEAEETLET,
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GE) Rz k> TiE, FAMEEET L72%IZ7 7 A4 )V tnsnames.ora & listener.ora CHAA M
DELIHEN TN ERBY 9, IhEBET 51213, 1E£%2BRBT 201K OT
JIf2 3447 L £ 9,

1L T4~V =Nl W F VY= N=TROT 7 A NDNy 7T v T 2fER L ET,
* /base/product/12.1.0/dbhome _1/network/admin/tnsnames.ora

* /base/product/12.1.0/dbhome _1/network/admin/listener.ora

* /opt/oracle/templates/netcaxmp_prod.rsp

2. BRANGEETL LR, 30Oy T w777 ANEFEHALT, HILEELEZAA B
N END LT R TCORA ML ERELET,

3. Oracle U A —% Fifd#) L 7 (Cisco EPN Manager 734 7 > L T\ 535412 Cisco EPN
Manager D FFEEIN VLI T, A7 v 72 2 FTTEH55%R<) .

AT w71 Cisco EPN Manager ¥—/X— & ® CLI & v ¥ 2 > %Bi &, configureterminal € — RFZBAtA L £9°,
[CLIEH DOl 2L TS,
AT T2 kOavwr REALET,
Cisco EPN Manager Server/admin (config)#hosthame newHostName
newHostName (21X, Cisco EPN Manager % —/3—(ZE|V Y THHRA M EFRELE T,
AT 73 nesstop BL W nesstart =~ > K& LT, Cisco EPN Manager % —/3—% Fii#) L 9,
ATy T4 SSL P —N—iEAEMCRESNTNDRA M e LET,
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B v —OE&k
I



| 4——oEHH
cuzmnis

e IRA NEI AT, AT v 2 THELEARA ML TEH LW SSL — N—ZEEEER L. £ >
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EHEL, a~vr R IA A4 =72 A (CLI) #H T Cisco EPN Manager —/3—(Z#%

it T& F£7, Cisco EPN Manager CLIfRH COAT 7 B Aw[gE/Ra~v 2 R& 7T rntv A& FTT

HBEIE. CLIT 7 B ZAMENRLETYT, Zhbidid, Y—_"—DE#HB L OMEIE, 27 —% X
DWFBREZATH) A~ G ENET,

b8 BEIIC
FNEZ BRI DRNZ, ROKFEMHRL TIZSVY,
c ZDY—NR—F I T T ITAT LV ANDCLIT 7 ¥ AR FFo TV HEHL— P —Da—

P—1ID L RAT—=RKBRbproTWND I &, ARMIZERIESNTWARWVWRYD . T XTOE
o —H—ZIZ CLI 7 VB AR G2 bIvE T,

s Cisco EPN Manager % —/X—® P 7 RV A EIEHR R AR DLNr-TNDH T &,

ATV T1 SSHZ AT "L, n—h <~ oDavwy R4 SSHE v a v Z2BihT %70, Cisco
EPN Manager ODM)FLT 77 A4 7 U AE T2 T 774 7V AOFH 3 v Y — Vi L E 7,

ATV T2 F4TLHHETr A LET, GUIZ 94T v bEFRALTWDEE  CLIT 7 B AEEZFFOT 77 «
7&%@%@HMAMmHWMm%a%—A—@ETbvxitifxb%%ﬂﬁbiﬁo%@&f\@
WERWGLET, a~vr RIA 7747 bERIFEYy a2 LT 584 [localhost]# ssh
username@IPHost D L 9 72~ REFEH L Tr 7 A > LET, username |LH—/3—~D CLI 7 7 & AH
% FF-> Cisco EPN Manager & #l# ¢ = —4— ID ¢, IPHost I Cisco EPN Manager % —/X—%£ 72137 7 F A
TUADIPT RVAELIIEAMMTY, aryY—nLaFHLTWEEHA  BHEA—V L2 ANT5
TeoO7a 7 IRERRINET, 2=V —HZ AN LET,

Cisco EPN Manager (Z XV, AJ) LTZEBE ID O/NRA T — REZHRINET,

RATY T3 FHEID XAT— REAJLET, Cisco EPNManager (ZL > TRDO L H7pa~wr K 7a 7 MRFRIN
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ATy T8 a~vr FeANT 57D configureterminal €— RZBIAT 20BN H H5A1X, Va7 hTlkoa~
Y REANLET,

Cisco EPN Manager Server/admin#conﬁguretGTﬂin&

a=ava 75 cisco EPN Manager Server/admin# ﬁ)E)ClSCO EPN_Manager Server/admin/conf# CEDY F
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Cisco EPN Manager Y —/\—DIEH DR #E

FT—4% X2 YT 4D, Cisco EPN Manager IZ, EHED AR —KF 51k 720 & Public Key
Infrastructure (PKI) Z#fiH L CEEHOT—FZHELLET, A ¥ —%>y N ET, Zhb
OT 7 ) a V=BT DEMERESES 2 &N TE E 9, Cisco EPN Manager X, R D#EE M
TR ENDT — X whi b LET,

s Web h—/3— & Web 7 7 A 7 > KH]
*CL1 7 54 7> b & Cisco EPN Manager CLI 3 = /b A ¥ —7 = A Aff] (SSH THLEE)

* Cisco EPN Manager, AAA DL H 72T AT A, BLUYNHEA hL—T /]

Web th—/3—& Web 7 74 7 > MEOIBIE L RiET H121%, HTTPS A h =X LD—f & LT
FAIAFEN D AT —IE AL — X2 LET, ZD7DIZiE, Cisco EPN Manager Web
P—=R—ONAF—ZAER L., TNET—_—IRFEL T, WebZ T4 7 hEHFTHHE
N FET, T, EEPKIGEHEDO A D= AL EMH L CHEITEET, TOAH=XA
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* Cisco EPN Manager, AAA 72 E DT AT A BLUINTA b L — Y ORI OB A R#ET D
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Web  —/\—DEGERETHSHTIPS DY TV T

HTTPS #ETIX, ABF—M b7 VT AL EMH L AR SN — "= F =B L O —
N F—% L TAERSNEET = —aEAEMEA S ES, Zh b0 EIL. Cisco
EPN Manager Web H— N—|Ziifl S E T, FEAEOARFIEIZL - TE, 77 7508 Web
PR TR T LT & I D OFEHELEE T L 97 94T b 7T U HICH
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« SNES CA : ANES CAMERRIZ, W@FITAERICT AT T 47+
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« NHBCA : RN OFEREAR Y — N —2H L E3 (B4
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L= =R T D Z ENLEITRDGEN
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CA E&RFH Web —/N\—EAZDERE K ER

WD ME Y 7 TIE, CA BN EFEHAEFED LIS LU Cisco EPN Manager Web H—/3—~ D
MBEZOWTHH L ET, FIEIEL, HA ZEH L7EANE 5, BEOHA 2/ L72E
ADEETHA Z B IP T FLAL L BITEA LT L0 E ) NS CTHETRRY £,
= B EOPHCAGEREZ 7 7 U P £ 7L 0S DFEHER b TICA Y A R —AT 25K 2—
PR T2 LNV ERGENRH Y T, THBLBENE D 0T, Mo IT EELE 2
ABLTLES, FHIZOWTIE, 77 7 H/0S EHH A F 712 CA BAN & — REAE L
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H— D TR &
|



B crzat=web vy — i —sImBEOER

e A A |

RS 147

FIEDHE

HA 72 L DE A

HA 72 LOEADEE, IRD M v 7 OFBICHE> T, FERAEL R
L., Web¥— =21 R —FL, Web¥— _—%FEHE) L CIEAE
AT OILERH Y T,

1. CA BAfTE Web h— R_R—FEBEDER (6 X—)

2. CABA4fHE Web — _R—FEAEDO A VAR — MBS LA : HA
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AR TP 7 R L A A
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VASAAPEL YN

AR TP 2 L2V HABADS S, 794~ b7 ¥—
N ZEBIOFEAF LR L, FH— YRR EZ A R —
FEOMERD Y T, AEAFEZEN T DI — N — 2 T
LY ElE. FREDIAFF CHES T2 LB H Y £, REOFIRIZS
W, RO PE Yy 7 Z2ZRLTIIZEN,

1. CAZEANE Web — "—iEEDZR (6 ~—7)

2. CA ZBAfHE Web h— "—3EBED A VAR — ML OWH (AR
IP7 FLUAZEMH LRV HA OEES) (10 ~2—)
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BT A
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BT HZLICL > THAZHRELET, RIEOFINEIZ OV T,
WD My 7 2SR TITZE0,

1. CA ZB4fHE Web — —ZEBHEOE R, 1 AR— b, #H (K
MHIP 7 FLAZMER L7 HA ©4) (12 2—)

2. TIA=Y ==L v R FY ——[ D HA ORETE

CA E £ {+E Web Y —/\—FEBAEDEXR

JRBAEREE T 5 CAZB4 & Web r— N—FFHEZ TR T 5 121F. ROFNEIZHENFE T,
WO L T 2SI OFEEFEHAT 2L ENH D 5,
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CAEZ % Web — —iEBEOER [
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GE)  EHEBETHA L{UAEIP 7 RLRAZMEH L TV AEEIE. CA BLNE Web V— —ZEIHE
DR, AR —b, #@H (AP 7 L A& L7Z HA OB5)  (123—) OFIEE
ERHLET,

1R8O BRI

THEHO~T L TSCPRAERITHY ., T RTCOFERN— FRENTNWAZ L 2R LET,
N, =R DOBTT 7 A N 2 —F 57 DITMETT,

AT w71 Cisco EPN Manager % —/N\—DOFEEZ A TR (CSR) 77 A VEARLET,
a) Cisco EPN Manager CLI admin == —+*— & L C Cisco EPN Manager —/X—|Za /4 » L £ 7,

b) UUFOa~v s REANLT, 7740 DOy 7 v 7 YAKRY MY (defaultRepo) 12 CSR 7 7 A /L%
ERLET,

ncs key genkey -newdn -csr CertName.csr repository defaultRepo

CertName I3EE DL I T,

AT w72 Cisco EPN Manager —/N—/nHa—H)L v I CSR 7 7 A Va2 —LET,
a) Cisco EPN Manager CLI admin ==—+*— & L C Cisco EPN Manager h—/X—|Za /4 » L £ 7,
b) Cisco EPN Manager —/N\—h b o —H)L v NI 7 7 A Vv Eab—LET, RIHEZRLET,

scp /localdisk/defaultRepo/CertName.csr clientUserName@QclientIP:/destinationFolder
ATY T3 EEORFEBITCSR 7 7 A Va2 EFELET,

GE)  FEEH D CSR 7 7 A V& AR L TE(E L7z121E. [F U Cisco EPN Manager #—/S—"THr L\ F—
AT HBRICgenkey 2~ REMEH LARWTLSEE W, AR LTSS, BAMEEHEY 74
NEA L R—FLEHELIEEEIZ, 77 A& Cisco EPN Manager $—/3— D[ THF—28—
LWl T =B ELET,

CA L. TV X INEBLFTXFHAES CertFilenamecer & WIHLRTID 1 DD T 7 A )VET-ITEH T 7 A LD
vy FELTEELET,

ATy 74 (AP T RLUAZMH L2V HA JBHERE) B2 ) = N"—TZOFEEEV KL T,

RDBERY

CAMNOREAEFEZZE LIHAE, fEEFEZ A AR — ML TEA LET, BAREIZISLC T,
RONTNDDOFNEZHEH L £,

o CA BT & Web P —N—FFAED A U AR—FEBXOWEH : HA 2L (8 X—)

o CA BAFTE Web V— R—3FEHED A VAR— FBIOWEM (KBEIP 7 FLUAZFERA LA
VWHA O5E) (10 2—)
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CA ZE&{TE Web —/N\—GIBAED A R— FELUEA - HAZZ L

IO Ry TiE, HA 26 H U722V EBHERBEIC CA B4 & Web Hh— N—FEAEA A R —
FLCH#EHT 2 HECOWTHALET,

1R BHHEIIZ

« CA BEANMEIEAENLETY, EAELZITIMD £ TR, RIRTFIRITET TS EHE
/\/o

e —H)L <~ ETSCP WA/ TWT, BET LT _XTOR— FRHNTNSZ
CEMERLET, ZOLHIho TV RITIIL, b= N"—L D TT7 7 A VB a Y —T%
FH A,

ATYT1 CAPS 1 ODCER 77 A NVIETEZ TS TWAEAIE, AT v 7 21C#Rr TS, HED (Fo—)
FEEZZITE > TV A GEEIE, 2o OFEREL#ES (R LTI 2OCER 77 A /M LET, 3
D77 AN (SSL H— "—FEHET 7 AL, Fl CAREHEY 7 A /L, BELUL— b CA Y — 3 —FEHE
TrAN) BRI T,
Q) TEANZF 4 ZEMEHLT, SR 300HEZ 7 A LEBREZET, HILWVWIDDT7 7 AL
W2, RO LI ICGEHZEONEZ L BIEICAE Y i £9, SSL — S—FEBE, i CAFEHE, B
FOUL— FCAY— —GEHE, EEITIETRTHIBRLE T, ROX > 7 7 A ABERSET (7
BICT 57 DFEHEONFITE I TWET) |

----BEGIN CERTIFICATE-----
Your SSL Server Cert Contents

b) ZOH LT 7 A LT CertFilenamecer FERDOH LWARTZ 1T TR L E T,

ATwF2 v—Jv -~ )5 Cisco EPN Manager —/X—D Ny 77 7 VRY NUICCER 7 7 A Vv xa— L&
D
a) Cisco EPN Manager CLI admin =-—+— & L T Cisco EPN Manager #—/3—{Znr 71 » L £ 7,
by 7rANER—N < BETG L, Cisco EPN Manager —/X—®DF 7 4Lk Ny 77 7 UK
¥ b VU (defaultRepo) (22 B — 1L F7,

scp clientUserName@clientIP:/FullPathToCERfile [/localdisk/defaultRepo

AT w73 Cisco EPN Manager CLI admin =—#—& L CCER 7 7 A V%A V' KR— b LE T,

ncs key importsignedcert CertFilename.cer repository RepoName

AT T4 ZOFEHEET 77 4 72T D72, Cisco EPN Manager % L&) L £9°, Cisco EPN Manager M5 1E & Ff
EHE) 23 ~—) ZZRLTIEIV,
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WA VA=A T DI, 2—F—IHRRTIHLERH Y £3, Gz VWL, 777
P/OSEHEHA R TIZ CA BAAF & L — FAEE L PRGEAEZBINT S (15 2—=) 258
LTL &Y,

CAELZHE Web H—/N\—SIBHEZENAS R— FHXUEARA  HAL L

IO Ry 7 T, HA 25 L2V EBBIBEEIC CA B4 T & Web YV — R—FEHEELZ A R —
FNLUTCHEHAT 2 HFECOWTHALE T,

18 BRI
« CA BANM EFEAENLETY, FEHFELZZITNS £ T, RIORTFIRITET TS EE
Aoe

e — )L v BT SCP WA >TWT, BET 5T _XTOR—FRENTWSE Z
CERMERLET, 20X ho T ARITIUE, V==L DT 7 ANV B O —T&
FH A,

ATYT1 CADDH 1 DODCER 7 7 A VT EZ TR TWAEAIE, AT v 7 2IclERrET, HEO (Fo—)
REAEEZZIT IS TWAGEEIL. 2 b0t EL S @) LT12OCER 77 A /M LET, 32
D77 A (SSL —"—3EHET 7 AL, T CARGEHEZ 7 AL, BLU/L— k CA ——FEHE
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2 RO XD IGEHEONEZ EDIEICALE Y £ £9, SSL — S—iEH#E, ] CAGEHE, B
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--—--BEGIN CERTIFICATE-----
Your SSL Server Cert Contents

b) ZDH LT 7 A LT CertFilename.cer TR DH L WA RTZ 1T TERIFL £,

ATwF2 va—h <25 Cisco EPN Manager —/X—D /N 77 » 7 VRY hVIZCER 7 7 A V& a2 —LE
T

a) Cisco EPN Manager CLI admin ==—+*— & L C Cisco EPN Manager h—/X—|Za 74 » L7,
b) 7rANER—H) LR L, Cisco EPN Manager —/3S—DF 7 /L h N 77 v 7 UK
¥ U (defaultRepo) (22— L FET,

scp clientUserName@clientIP:/FullPathToCERfile /localdisk/defaultRepo

AT w73 Cisco EPN Manager CLI admin ==—#%—% L CTCER 7 7 f V& A > R— hLET,
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ncs key importsignedcert CertFilename.cer repository RepoName
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) (23 ~—) ML TS,

RDBRY

JERBAREEIC L > T, /v— b CAGERE L il CAREHELZ 7 7 U E72I1X 0S FEHFEA b7
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BRTTMN, 794~ ==Lt FY ==l TCRIEZFET LR TN 57
WEW D AR Y 9,
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D7 7 AN (SSLY——FEAE T 7 AL, PRI CAFEAEY 7 4 L, BELO— N CAH— —GEH
EI7 7 AN) BT E9,
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-—-—-BEGIN CERTIFICATE-----
Your SSL Server Cert Contents

2. ZOH LT 7 A LT CertFilename.cer TG D ET L WA RT AT TIRIEL £,

b) Cisco EPN Manager CLI & #l—+H— & LT A <~ VU Cisco EPN Manager % —/3—|Za /4 » L7,
c) Bm—H/ <= b CER 77 A /L &G LT, Cisco EPN Manager —/X—DF 7 /L k RN 77T
7 UARY bV (defaultRepo) (2 bE—LET,

scp clientUserName@clientIP:/fullPathToCERfile /localdisk/defaultRepo

v HY) = R—TLEHDOFINEEITNET,
vHho XY Y= =T, CER 77 A V&AL KR —FLET,
a) Cisco EPN Manager CLI BBl —H—& L Tr /A L, ¥—"—zfFIk LI,

ncs stop

b) EHLHY PN MEIE LTINS T & AR LE T,
c) CER77ANEALHR—NLET,

ncs key importsignedcert CertFilename.cer repository RepoName

Gx) AT o SIBETLHETIE, B FY b= N"—2FHEH LRV T ZEN,

774 <Y B—N"—T, CER 77 A V& A FR—MLET,
a) Cisco EPN Manager CLI ¥l —%—& L Trs A L, $—_"—%FIELET,

ncs stop

b) 7I7A~Y b= R=MELELTWDZ L EMERLET,
¢) CER77ANVEA LR —MLET,

ncs key importsignedcert CertFilename.cer repository RepoName

G¥) AT v L OIWIBETLHIETIE, 794~V b—N"—%2FHEH LRV TIZE,

A =N =T, ROa<x REFATLET,

a) nesstart 2~ R&EEITLTH—"—Z2FHiEE L £,

by BEAUHY b= R=PHEE L L EHERELET,

¢) nesstatus A~ R&EFEITL, BAH L HY —=N—DHART—Z AN [BAZINRTTA~ I LD
Bl & v E L7z (Secondary Lost Primary) | THDH Z L &R L E T,

TIA <Y =" —T, ROa~vr FeFETLET,

a) nesstart 2~ REETLTH—"—%FiEE L7,

by 7IA~Y b= _"—NHEEB LI AR LET,

y—n—orEtLEs I



. CAZEA{TE Web —/N\—FIHEDER, 1 viR— b+, @A REIP7 FLXZERL-HADES)

ATy T17

e A A |

c) nesstatus 2~ REFEITL T, ~NAE=H— T ALZOMOT e 2ARNHRALTWLZ L

R L ET

TIA<Y P—NR—TITRTCOTav2ARlBH L6, o ZFY ==L T T (<) J—R—D[H]
THABENHBIIZ NI V—ENET (Fh, BEINTWAETF A=/ T RLRIZE T A —LDEE
ENFET) . HEHA B&RidadsE., ZocaeTLET,

TIA<) ==L Hh K h—"—Tncshastatus =2~ > REFEITL, WOV — 33— HA A
T—H AR LET, RBPFBREINET,

T4 ==X [ ST A~ T 277 17 (Primary Active) ] T,
e H Y = N—DARREIL [BH X VU R (Secondary Syncing) ] T,

RDBERY

JRBAREEIC L > T, /v— b CAGERE L il CARERELZ 7 7 U £ 721X OS GEEFEA b7
WA VA =N T DL, 22— —IlHRTHLERDY £3, FEHIICO VTR, 777
H/OS [FHHA b T2 CA BA & v— MEAZE L FRGEAEZEBMT 5 (15 X—) 22K
LTLZ&EWN,

CA E &= Web H—/\—FFBAZNER, 41 V/R— ., &R (REIP7 FLRAZFERALI-HADIEHE)

ATy I

BABIP 7 L RZFEH LIenA T_XAZ YT o BEEZFEHL TCWDELATYH, i EEZ
RTDZVENRH DT 1 EZT T, CANLIEHEEZZ TR -72b, 774~ —n—L
ALY ROl HFICEDFR CiEAEEZ A VA M— LV LET, ZOHRN, IPT RLX
A L7V HA B E OFEWTT, IP 7 FLUAZMMH L2V HA BB T, 2 DOFEAEE
KEITH> T, —FHOMNHEEZ S T4~ ==l A =L, b —FHD (Fixd) it
HELEDZY = R"—ZA VA =V LET,

IRARIP 35 L OVHA OFFHIC W TIE, RESHMLTL7ZEV, HA TORABIP 7 KLy
7 Off A
1R BRI

RO~ TSCP AN THY . T R_RTOEER— FRBAWTND Z & 2R LET,
L, = R—=L DT AN T a T BTN ETT,

1DOOCSR7 7 ANBIORMEX—%2 774~ ==L h o ZY —N"—HIER L ET, WE
F—H WS D=/ ST Y A b=/ L, CSR 7 7 A MEALE ORI LET. ROFITIHE,
Linux Copenssl ZHH LT, ZNHDT 7 A VEAERT D HEEZHH L TWET,

a)

TIFNEIDNY I T T VR R TCSR 7 7 A /VEAEKRLET,

openssl req -newkey rsa:2048 -nodes -keyout ServerKeyFileName -out CSRFileName -config
opensslCSRconfigFileName

GIE- QBN

B —oEEEEER
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| 4——oEHH

ATy T2

ATvT3

CAB& & Web o —/ \—SHBOER. 1 i— b, BA (REIP7FLREEALEHAOSS) [

* ServerKeyFileName X, BB X — 7 7 A MRS 5 7 7 4 V4 TT,

« CSRFileName |%, CAIZEET 2 CSRER 7 7 A M T 57 7 A L4 TT,

» openss CSReonfigFileName I, CSR 7 7 A V&A% 5 7o DI L7z openssl 5% ENH £ D
77 A NDAHETTY,

b) TX¥ARN =T 4 ZEEH LT, openssl RENDZEND 7 7 A /L ((a) D openss CSReonfigFileName)
ZiME L. DX D RNFIZLET,

[req]
distinguished name = req distinguished name
req_extensions = v3_req

[reg _distinguished name]

countryName = Country

countryName default = US
stateOrProvinceName = State
stateOrProvinceName default = CA
localityName = City

localityName default = San Jose
organizationName = Organization
organizationName default = Cisco Systems
organizationalUnitName = Organizational Unit
organizationalUnitName default = CSG
commonName = Common Name

commonName default = example.cisco.com
commonName max = 64
[ v3_req ]

# Extensions to add to a certificate request
basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt names

[alt names]
DNS.1 = example.cisco.com

DNS.2 = example-pri.cisco.com
DNS.3 = example-sec.cisco.com
IP.1 = 209.165.200.224
IP.2 = 209.165.200.225
IP.3 = 209.165.200.226

ZOBITIE, RO L HIZ2D £,

« RABTIP 7 R L A(X209.165.200.224 ¢, FQDN (% example.cisco.com T3, FQDN (&, DNS #—
NI bHENET,

« 7T A4~ == IP T L A% 209.165.200.225 T, ZDHRA M4lE example-pri T
9, Jetc/hosts B L NZEDMDAR A NARET 7 A NWIZ, TOHRA MNEZDLLERH Y £,

e HZY = N—=DIP T KL A1X209.165.200.226 T, = DK A M4 1T example-sec T,

EEOFGERIZCSR 7 7 A VEFELET, CAX, T VX NVELN EFEHES CertFilename.cer &9
ZHID1ODT 7 ANVERIFTER 77 A Dy hELTEELET,

CAMB 12D CER 7 7 A VETEZ TR TWAEGIE, A7 v 7 4 1R ES, #EO (Fx—
V) REAEEZZTM- TV S HAE. ZbORRAELZS (Ei) LTI 2O CER 77 A /M LE

y—n—orEtLEs I



e A A |

. CAZEA{TE Web —/N\—FIHEDER, 1 viR— b+, @A REIP7 FLXZERL-HADES)

ATvT4

ATy Th
ATvT6

ATy 17

ATvT8

ATvT9

T, 3OO T7 7 A (SSL b —"—FEET 7 A v, ] CAREAE T 7 4L, BLTUIL— K CA ¥—

N—FEET 7 A V) ZZITHRY £7,

) THXAPN T4 X EEHLT, ZTWM-7=300HHETZ A LV EBHEET, HILWV1HSD7 7 A
ST, WD LD IGEAEONEZ L DIEIZAE D 5 F 97, SSL¥— N—3EE, i CARER =,
BLOW— R CAV— —FEHE, ZZATTIETXCHIBRLET, ROX > 27 7 A ABERSNET
(RIZT 272 OFEHEONFITEA SN TV ET) |

———-BEGIN CERTIFICATE-----—
Your SSL Server Cert Contents

b) ZDOH LT 7 A LT CertFilename.cer IO L WA T2 11T TRIFL 3,
TI7A< Y Y—=_"—=T, CER7 7 A NaEY—""—LDRNy 777 VR FJICab—LET,
a) Cisco EPN Manager CLI admin =-—%#*— & L T Cisco EPN Manager h—/3—|Zn 71 » L £ 7,
b) RN LN TFANERELT, =" —=DFT T4 s Ny T T URT Y
(defaultRepo) (2= —L £,
CH Y Y= —=TEROFIAZHEY KL ET,
7' Z A4~V H—s3—"T, Cisco EPN Manager CLI admin =—#%—& L CHAZEZHIFR L £,
ncs ha remove
ncshastatus #5217 L T HA B EDHIBRENTVWD Z L 2R L T D, IROAT v FICH#A T 72E
VY,
GX)  HADRE Y Y TOLEIE, TOFUREHAELZ FE CHIRRT 2 L ENH 0 9, FHMIZ OV T,
EEORIED TOFU =7 — Dk 2 Z L T EEW,

TIA=Y) ==L FY $—_"—DW T, CER 77 A /L&A R —FLET,

ncs key importkey ServerKeyFileNameCertFilename.cer repository RepoName

TIAY ==l o F) =N FHEHLET, T~ ==L h o FY H—r—
EELEHARNT L LTRESNTWARWD, IEFITEETIEH Y £ A, Cisco EPN Manager D15 11 &
BE#E 23 =) 2ZRLTESN,

GE) V== EE#H LG E.  (f R — MRERRD L X DI/ ATS) i L7ZiEHHF
T ANTIE R Bo TlAx DREAFEL A UAR— b L7caighnd v £3, 2 ORIEZ iR
FT2IE. GELW) HiE SN ET 7 A V2l LT AR — MREZ# ViR L T2
S0,

T =Y ==t H XY —_"—Tnesstatus 2~ REZEITL, MO —_R—D AT —#
AR LET,

B —oEEEEER
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| 4——oEHH

J5 94108 MR 712 CABE &L — MIBEL prEHEzENT 5 ]

ATV BhZY) p—=N—%2T T4~ = _"—ICHAHIZBRLET, 774~ ==L h ¥V

P—R—f D HA OFREHEEZR L T EE0,

RDEZRY

BRIREICL > T, /b— N CAGEFAEL FH CAFEREZ 7 7 UV £721L OSFEHEAR v 7
WA VA= NT BN, 2P —IZHERTHILERH Y £, i VT, 797
F/OS fEHEHA N 712 CA BT & — FEAEE PRIGEAEZEMT 2 (153—) 22K
LTLEEN,

77 U W/OSIERA N T CABAST & v — FREE & PRIGEHE L2 BN 5

2—HPF—=NTZ Y £ 0S DFEHEA ST CA Lb— FEEBHE L R CA FEHEZ A A
=T MBER D D00 E ) NEMEMO IT FEE IR L ET, aEHEOA VA F—L3H
IR TIEAENR A VA b= ST RRneE | 22— —DT7 T UFICT 7 UFNEH I
TWARWNWZ 2R TN RRINET,

TIUBDLATRON=V a & o TR, LUFOFIADHNE S 35D Fe 70 % nIREVED &
nET,
18 HHIIZ

Internet Explorer 7 7 U FICFEHEZ BT 256, 7 747 b v U OFBEMHERD B
2720 £7,

AT F1 Firefox D7 7 UV TiX, ROFNEICH/KE- T, fEHEEZ A AR—FLET,

ATy T2

a)

b)

<)
d)

e)
f)

[Y—IL (Tools) |>[# 7 a > (Options) |DIEIZER L, EMDOAT > a b [ (Advanced) ]
70w LET,

T4 Ry EEIZHD Y A RD [REBAE (Certificates) | %27 U v 7 LTh o, [REAEEZFR (View
Certificates) ] %7 Vv 27 LET, ZOEEICEI-T, 77050 GEHE~FX—Y v (Certificate
Manager) | ¥ A 7 a7 Ry 7 ANRHEET,

[FEBE~ % — % (CertificateManager) | ¥ A 7 1 7R v 7 AT, [Bil/R (Authorities) | ¥ 7 &7 VU v
I UL, XATa T OFHIZHD [ >AR—F (Import) |27 U2 LET,

[.7 7ANVEEBIRL T ZEW (SelectFile..) (¥ A 7w/ Ry 7 AT, CABAFE L — FNEHET 7
ANEZML, [BA< (Open) 1227V v27 LET,

TrANEAL A= N LET,

CA BAFEPRFEHAE Y 7 A MZDONT, A VA= FPIEEZEEDIRLET,

Internet Explorer 77 7 ¥ Tl&. Microsoft DFFHE~ R — v V— L& LT, FEHEEL A VR —bF L%
T ZOY—NAVEHBEAT LIS, 22— T4 T v N v OFBEHERB 2T TR0 EH A,

a)
b)

<)

Windows 7 Ci, [AZ#— b (Start) 127 U7 LET,
BT %A b R 7 AT Tcertmgrmsc] & AJJ L. Enter ¥—Z L £,
REBFERDOT 0 7T DT A 2% ) vy 7325 E Microsoft AEHE~ R — ¥ N EH) L £,

y—n—orEtLEs I
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e A A |

B wres v—i— k—rozE

d)

2)

FEEY X — Y % O GUI OLERIOFT, [[EHE I 4L7z/v— FREBIEEES (Trusted Root Certification
Authorities) ] Zi®IR L £ 7,

[FEFAE (Certificates) | &4 27 U w7 L, [TRTDARXY (All Taks) ] >[4 >R—k (Import) ] %
HEIRLET,

[RIZ (Next) |27 UwZ L, CABAFEL—FNEAETZ A LESRL, A F—FLET,
CABAFMEHRGEHEY 7 A MZONWTA VAR — M FIRZ#EEVIRLET, 72720, iEAEEL A VR —
N 2EAIOTFIESEL LT [FTRFEAEMES (Intermediate Certification Authorities) ] Z &R L £,

\}

GE)  CABAFMEIEHENA VA =L ENTWRWEE ., Cisco EPN Manager 147 7 — b &£/ L

£75

HTTPS 4 —/\— R— FDZEE

%L DT NA ZATHE[FHD U L—IZ HTTPS 2MEMA S5 729, Cisco EPN Manager Tl
HTTPS 7237 7 /v h CHBZ 72> TWET (HTTP I& Cisco EPN Manager Tffi f S /g7
O, 774V TR /2o THET) o MBS C T, ROFHAZHE > THTTPS H—/3—
DAR— hEEHETEET,

ATy 71 [EE (Adminigration) ]>[F&E (Settings) 1>[2 AT LKE (System Settings) | &R LT 6, [—HE
(General) |>[H¥—/3— (Server) 1 Z&#INLET,
AT v T2 [HTTPS] HIICH LR — MESZ AT L, [RfF (Save) 1227V v 27 LT,

AT w73 Cisco EPN Manager % Fffe® L, ZH 23 H L £9, Cisco EPN Manager Of% 1F & fi#E) (23 <—) %
ZRLTESN,

AEBAE DARELE

TLSHTTPS ##i D X 5972 X a7 b T oW 7 v a VO 22— —F8GE GEHES—RDR
FERHENNC /> TV BEA) Tk, CiscoEPNMIFAT T 4 T 4 M HAFHEEZZE L ET,
Cisco EPNM |E 24 & OFEE A MGE L CREZEOES M LEENEOITAEE DT AT T 4T 4
BRI HMENH Y £4, EHEORGSREICEL Y, 2—F—iIho= T 1T 4 1 H%ZE
U7oREE A RRET 2 HikE Sl cE 5,

FEAEORFENEHA IND &, o= T 47 0 M H%AE LIZFEEX, 2 OFEHEM Cisco
EPNM IZ L > TRE SN TWDEERER (CA) BEL L TWAHEEAIZOH, CiscoEPNM (2 X -
TZIFANLNET, FEHANTIX, 22— —2MEE TE 5 CAGEHELHFFCE 25T
T, BAMEXHEHAETF = — U NMEEA R T HOWTIOD CA FEHENL— R TRWVIES . K
FIES R Q=3

B v —OE&k
I



| 4——oEHH
gz r7ozz |

EHER FT7TDEE

AP IEEA FTHOFHTE 5 CA ZEBTE £ ¥, Cisco EPNM (%, SEZEREMH
ART, 2F V., pubnet, system, devicemgmt, 355 Nuser izl L F 7,

epubnet : N7 U v I Ry hU—=TNOP—N"— |8 LIZ L 2 T— FARRX M BRE
L7ciEEOBGREFTICEN S E T,

esystem : Ry FU—ZNDV AT LTHERELTZE XY E— M AT L BEAE LIZFEN
EOBFEFIZHER SN ET,

« devicemgmt : BRI R T /A A7) 5525 LIfE EOREETICEH S E T,

cuser : L — W —FEAEDOKGEIMEN SN ET GEAZFEN—ZADEREL AT/ > T DY

) .

ZHEA N T 2 EHS 5 CLI
I, BHEA N T 2EMHT 50 ENS CLLZRLET,
fEHHA R T A~D CAFEHEDA Vili—F (17 =)
[EHHA R T TO CAFEHEDER R (17 =)

fEHHA R T B O CA GFHEDOHI: (17 ~<—)

fFHA R 7 ~D CAFEHED A AR — |
WIZ, BEA FTICCAGENEHEEZ A VAR— T Da~vr RERLET,
ncs certvalidation trusted-ca-store importcacert alias <ALIAS> repository
<Repository-name><certificate-file> truststore {devicemgmt | pubnet |
system | user}

FHA b7 TO CAGEHEDORR
WIZ, BEA FT7 TCAREAEFEZ R~ T Ha~vr e LET,
ncs certvalidation trusted-ca-store listcacerts truststore {devicemgmt
| pubnet | system | user}

BHEA BT H 5D CA FEFIEOHIER
W, A PTG CAGEHFEZHIRT 23~ FaRLET,

ncs certvalidation trusted-ca-store deletecacert alias <ALIAS> truststore
{devicemgmt | pubnet | system | user}

Cisco EPN Manager —/\—& D SSH v < 3 > DFEIL

P R TS D & &I, admin 2 —H— L L CSSHAEMHLTr 74 LT,  (GEM
WZoWTE, 22— — A v ¥ =T R 22—V =247 BLOZLLOROESEEZ SR
LTLEEEWY)

y—n—orEtLEs I


bk_cisco_epnm_6_1_0_user_and_administrator_guide_GA_chapter25.pdf#nameddest=unique_925

Y—N—QEHEEEEHR |
B »——<onron:

ATwF1 SSH v 3 %#BA&, Cisco EPN Manager admin = —#%—&t L Tur /A LE7,
e AT U R TAUMNBIRO L DI AT LET, server-ip I3 Cisco EPN Manager T,

ssh admin server-ip

*SSHZ7 A7 h&BAl&, admin & LA LET,

GE) =—W—d, SSHEZIFZPUTTY ICEH T 2H LT AT ZLAEER LTI AX A ATE
HEITDELT,

ATw T2 admin RAV—FEZANLET, o7 bRk X HICELET,

(admin)

BHA—F—=DITTELHRMEDY R F2Fnd 51203, e 7 R T2 AN LET,

admin 2> 7 4 ¥l — g FB— REEBT L. ROa<w REATILET (Fa 7 ok
EELTLIEEY)

(admin) configure terminal
(confiqg)

H—/\—TO® NTP Di%E

Network Time Protocol (NTP) (X, % v b7 —27 NDOFTXTDF /A A & Cisco EPN Manager
P—=_—TELLFAHINDIUERDHY £9, Ry bT—27 2RO NTP [[H] & B CREE N
4 L72355 . Cisco EPN Manager C 5 725 KR AET HATREMED H Y £9°, ZHUTIL, Cisco
EPN Manager /N> 7 7 v 71 AT 2EED Y £ — k FTP H—/X—_ &4 % VU Cisco EPN
Manager /& A] i — 3 —72 & 9T D Cisco EPN Manager B#E — X—NEFE N FE T,

Cisco EPN Manager —/3—®D A > A h—/VEHIT 7 4V P B LD & U O NTP H—/3—
ZIEELET, F72. Cisco EPN Manager ® ntp server 2~ > REFEHAL T, 1 R h—t%
IZNTP H—"—D VU A N BMELIFELETHZ L TEET,

N

CE)  Cisco EPN Manager [ NTP #—/3—& L TRHETE £ A, NTP 7 74 7 b & LTIEITHERE
LET, HRKSBDONTIP F—"—2RETEET,

AT w71 Cisco EPN Manager h— \—|[ZEFHE2—YP—L L Tr7/ (L, avr74Xalb—rar T— &tk
L ¥7, Cisco EPN Manager #—/3— L ® SSHE v v a3 O (17 X—) 2L T,

ATV T2 ROFEOWTINOa~y REERLT, NTP — S —2RELET,

B —oEEEEER



| 4——oEHH

Cisco

&

ATy T2
ATvT3

RTv74

ATy T5
ATvT6

Cisco EPN Manager 7 0 &3 H—/\—®DH%E .

FHREES I TWRWNTP — =Dty v T v 7T OHA

ntp server ntp-server-IP
FBREFE 72 NTP B — =Dk v b7 v T OHE -
ntp server ntp-server-IP ntp-key-id ntp-type password
ZZ T,
e ntpserver IP (X, Cisco EPN Manager #—/N—(Z7 1 v 7 [A#| #2325 — =D P 7 F L X E 72l
RAMLTY
* ntp-key-id (%, FRAEH A NTP H—/3—D MD5 ¥ — ID MD5 ¥ —C7,
entptype (d, FL—rF Iy aoWnTANITEZ R TEET,

« password (X NTPv4 $—/X—@D MD5 'L —> 7% A h /XA TU— R TY,

EPN Manager 7' 0 %3 H—/\—DKE

Y—N—DT7aF b, FOr—NNRBE—— FEINTWDIEHEE) O ax v 2R E
T 500, ROFNEHENET, Fy hU—T A F—%y bORBOEF22UT 4 RNYT L
LC7a%y h—N—%{lHTI5E68, WOFIEIKE->TT X 2RETILERSY £
7,

[BI¥ (Administration) ] > [E&%E (Settings) | > [ AT LEEE (System Settings) | Zi&R L, [—H%
(General) [>[7H o> LERTE (Account Settings) | 23R L 9,

[Fuaxy (Proxy) | #7%27 Vv 7 LET,

[7'm¥x D%t (Enable Proxy) 1T = v 7Ry 7 A% A4 2L, Cisco.com [ZHFE L TF ¥ & LT

e 2 — " —IZBT 2 EERE AT LET,

[FRFE7 & % (Authentication Proxy) | F = v 7Ry 7 A& AL, Xy h—nR—Da—W—4 L

INAT—R&E AN LET,

(BT A & (Test Connectivity) | %227 U v 7 LT, 7RX ¥ h—"—CHEHRTEZDHI L 2R LET,

[R17 (Save) 1227 Vv 27 LET,

SMTP EF A — )L H—/\—DETE

Cisco EPN Manager C (77 —.A, Ya7, LiR— R eED) ETA—/VBHOREZFEEIC
THITIE, VAT LAEHEILITT7A~) SMTP E T A—/V H—_—% (F7-, T&EhiFtd
YHEVEFA—N YR —t) RETDHLERHY £7,

y—n—orEtLEs I



Y —DEEE LR |
B »——<orearese 5 —E 2 0EMIE

ATy 71 [EE (Adminigration) ]>[ERE (Settings) |>[2 AT LERE (System Settings) ] ##INL, KIZ[A—IL
&@H (Mail and Notification) ] >[4 —JL H—/\—8&%E (Mail Server Configuration) ] Z &R L £,

AT9F2 [FFA~Y SMTP #—~3— (Primary SMTP Server) ] C. Cisco EPN Manager 23M# 3 58 1 A —/L H—
N—=|ZEHEDHE T, [AA NP (Hostname/IP) ], [ —H%—4 (UserName) ], [/3AT— R (Password) ].
BLO[RAT— ROMEER (Confirm Password) |1 7 4 —/V RKIZA LE 9, YWY ——DIP T KL A%
AL, 774~V SMTP h——DHRA b EAT LET,

GE)  EIPT KL A% [HRA R44/IP (Hostname/IP) 17 4 —/V RICANTHZ LT3 TEEHA, Tz,
IP7 RLA%Za— R AT U ORICRET S Z LIXTEEEA,

AT9 T3 (FFvarv) [BhH YU SMTPH—,3— (Secondary SMTP Server) | Cla] U4~ 4 —/V RICAH LET,
SMTP #—/"—Da—HP—4 LRZAT — ],

ATy T8 [EEHER L U%(E%E (Sender and Receivers) ] T, Cisco EPN Manager DIEX% 72 A —/L 7 KL 2% AJ L&
ﬁ‘o

AT9TE ETLEDL, [RIF (Save) 1227V v 7 LET,

H#—/A—T O FIP/TFTP/SFTP 4 — E X DAL

FTP/TFTP/SFTPIE, T /A AFEBLIOY 7 bV =T A A=Y 7 7 A VOEFEHOT-0IZ, ¥ —
N T NA ZADWTT 7 A NVEEETHENTERNESNET, £/, Zhbo7m hal
X, AATHMEEAREICBN T, B F U =Rl T 7 A N EERET D7D b SN
F9., INHOh—ERIX, BEILT 7440 FTEDTZR > TWET, FIPS £— KT Cisco
EPNManager & 1 ' A h—/L L7c6, ZHHIET 740 R TECRD £, ZOXX—T%
BHLTINLOY—ERAEFHITT 5 &, Cisco EPN Manager |3 FIPS (2L L 72 < 72 0 &
T

SFTPIZ. X2 U T 4 TIRESNI-N—V a3 0 D7 7 A NMEEYF—E AT, 574/ KT
INBERASNET, FTPIX, X =2V 7 4 THRESNTWRNT 7 A JVERET — B R N—
Ya Ty, TFTPIL, X2 U7 4 THRESNL TV W, Hiffileh—E A R—T 9 - TF,
FTP £ 721X TFTP O Wzl 512id, —"—0 BRI — A2 /b T 203
N E9,

FTP/TFTP/SFTP N AU — RAZZEH+ 521X, FIP 22— % — RATU— ROEH (23 2—) %
SR L TLEEN,

AT 1 FTP, TFTP, F7-1% SFTP % — "—%{EH 3 % X 5 |2 Cisco EPN Manager % % /& L £ 7,
a) [BI (Administration) ]>[H#—/\— (Servers) |>[TFTP/FTP/SFTP #—/\— (TFTP/FTP/SFTP
Servers) | Z#EIRNL £ 7,
b) [Z~ 2 ROER (Selectacommand) | K> 7 # v U R KH 6 [TFTP/FTP/SFTP Hr—/S—DiB N
(Add TFTP/FTP/SFTP Server) | iR L. [B#) (Go) %7 UV >y 7 LET,

B —oEEEEER



| ¥—n—DEEMELHER

ATy T2

ATvT3

$—1—<o FPFPsFP 4—E 2 oaHt [

s [U—/N—4 A T (Server Type) | kv 7 XU A Kb, [FTPl, [TFTP], [SFTP]. F£f=I&
[T (All) | ZBIRNLET,

. ‘U‘*—‘/\\*‘@:L*‘-Ij:%ﬁ;%%% %]\jj Ljﬁj«o

e h—=N—DIPT RLAZ AT LET,

c) [f&fF (Save) 127 U7 LET,

FTP 7213 TFTP % 9 554 121%, Cisco EPN Manager ¥ — X—CZ a0 L £7,

a) [EX (Administration) 1> [E%E (Settings) 1> [P AT LERKE (System Settings) | Z3IR L, [—#%
(General) ]>[H—/\— (Server) | #&RL £,

b) [FTP] £/ [TFTP] =V 7IZBEIL £,

c) [f%#h (Enable) 127V 7 LET,

d) [R#E (Save) 127V v 7 LET,

Cisco EPN Manager % FHIEH) L, % 2/ L £, Cisco EPN Manager O IF & FEH) (23 ~—2) %
BRLT S,

y—n—orEtLEs I



H—N—OEFHEHERE |
B oy ir— mvqroarsm onm

\)

GE) [ TA T8 U7 % E (High Availability setup) ] Tlx, FTP £/ (X TFTP —E 2N F
ARV —=R=THEDNI R > TWEHEEIL, "M T ATV T 4 ZRETHANZEL HY
P—=N—=THHAMITDILERDHY T, UL, a7 Fab—Ta 77 A NEiHREE
L, ZRZEHAT 27D —"—Z2H{HE#FHTLH2 LT, B F V) —_"—TFEHTETT
HLERDHY £,

BB P S CEIFT B BB DB AT v T ERITR LET,
BB UH Y Y —/R—=TFTP £/IL TFTP G T HI2IE, WO KT LET,
L KOT ST gk
/opt/CSCOlumos/conf/rfm/classes/com/cisco/packaging/PortResources.xml 7 7 A VT

B4 Ttruel IZEXELET,
* <entry key="FtpEnable">true</entry>

* <entry key="TftpEnable">true</entry>
2. Cisco EPN Manager ¥ 7 > # U — _R—ZFHEd) L £9,

BB Y Y — =T FTP £721% TFTP ZJZH2 T H121F, ROFIEEFEITLET,

1. RkOTa T %
/opt/CSCOlumos/conf/rfm/classes/com/cisco/packaging/PortResources.xml 7 7 AL T

fiti Malse) IZR%E L ET
* <entry key="FtpEnable">false</entry>
* <entry key="TftpEnable">false</entry>

2. Cisco EPN Manager © 1 > % U $— N—ZFLE#) L £,

OJA 2 n\F— (A4 VDREFIR) DIERK

FTRTCOZ—PF IR L Tr T A URICRTRTIA v E—UREL5E81E, v/ A o OmESF
HAER LET, TFAMIGUIZIA T uald A4y X=yours A4y 74— RKEINR
U— R 74—V RO FIZERINET,

ATy 71 [EE (Administration) ] >[F&E (Settings) | > [ R T LKRE (System Settings) | Z#ER L, [—H%
(General) 1>[AJ 4 >DHREEE (Login Disclaimer) ] Z 3R L £,

AT T2 un /A OREFHET XA M AN (F13RE) LET,
GE)  gIrFIER s E T,

B v —OE&k
I



| ¥——DEHEH MK
Cisco EPN Manager D{Z 1t & HitE) .

ERITT IS ET,

Cisco EPN Manager D=1k & FHi2 &)

Cisco EPN Manager® i, VY 7 N =7 O7 v 77 L— K, vl 77 A VORELHL, X% =27
R FREDNSF T VIR— 7 7 A VOEME, —EARHBREDOLRE, LDAPRED
R O% e Sz, FEE L TY, CiscoEPNManager h—/N—%1{&1E9 25 & T _XCH2—
-ty arBETLET,

Y= N—=%AE LT HITIE, ==L DCLLlEy v a &N T, UFEASLET,

ncs stop

P N—ZFEETHI10F, ==L DCLIEy v a VEHWT, UFEANLET,

EENRAD—FDOEHE

FIP 1—4— /{27 — FOZEE

Cisco EPN Manager Cld, FTP Zffl L TV ——2T7 78R F 572012, ID & LT ftp-user
EEMALET, BEMREZRF O >Z—F—X, FTP NAUV— REAERTXET,

AT w71 admin =—+— & L T Cisco EPN Manager ¥—/X—{(Z1 7 A > L %9, Cisco EPN Manager #—/3— & ¢ SSH
Yo va Ot (17 3—Y)
AT w72 Cisco EPN Manager %—/3—® FTP /AU — RZZEHF 5|21, RDOLHIICAHLET,

ncs password ftpuser username password password

1

(admin) ncs password ftpuser ftp-user password FTPUserPassword
Initializing...

Updating FTP password.

This may take a few minutes.

Successfully updated location ftpuser

WebGUI JL— k 2—H— /SR —KDZLEHE

Cisco EPN Manager |[Z)L— k ID ZfH L C, Web GUI ~D/L— k 7 7 & AHED W EL 72 Re Rl 7
BAT e FATLES

y—n—orEtLEs I



Y—N—QEHEEEEHR |
B re775 7 2088820 roBE

1R BHHEIIZ

Web GUI /L— bk 22— — R T — REEFTBHI21F, BED/NRRAT — REH > TWAH LN
HFES,

AT 71 Jb— bk 2—#—& LT Cisco EPN Manager & H CLIIZ = 7' > LES (BB CLI OFEMC SV TR, 22—
P X =T f R a—HF— A TEBRLTIEIN) ,
ATY T2 koa<wr RE AN LET (newpassword L5 LV Web GUI /b— k /SA T — R T9)
ncs password root password newpassword
GE) AT HHLVWARRT = RIE, BAEDO/NSRAT — RRY —ZHE ) BERH D £9, GOV T
%, m—ﬁwmﬁ@tw@&m—ﬂwﬂxv—hf)/~ DFEESH LTI IEE,

1

ncs password root password NewWebGUIRootPassword
Password updated for web root password

RET7 TSATUOADEEE /)R T— RKDMEIE

Z® hE > 7 TiL, Cisco EPN Manager A8~ > (Bl4 OVA) OEFEL/ AT — RK&EIE LT
Uty Mo hEZHHLET,
F L& BHHII
WORMNHT-SINTWD Z 2R LET,
« Cisco EPN Manager h—/X—|ZkIT 2887 7 & X,
e VT NI =T DONR—V 3 NI A VA RV ISOA A=V DAt —,
» VMware vSphere 7 7 A 72 b ~DT 7 A L vSphere f X RY | FT—HA LT B
FOAT V27 hOERE~DT 7 A, ZDOXIRT 78 ANROEEIL. VMware &

HEIZBHWEDOELZEVY, vSphere 7 7 A 72 b)b ESX ICEHET 7 A LN TL
EEW,

AT 71 Cisco EPN Manager OVA #—/3—"T, VMware vSphere 77 7 1 7 > h Z i) L £,
ATYT2 ROLHIZ, OVAIE~ v EOT—H A RTIZA VA M= ISOA A=V % T v 7r—RLET,
a) vSphere £ > X [ U T, [Datastores| =7 U v 7 L%,
b) [Objects]| # 7T, 77 A NET v 7 u—RTEH7—XANT ZBBRLET,
¢) Navigatetothedatastorefilebrowser 74 2> %227 U v 27 LET,
d) MEIZSLU T, [Createanewfolder] 74 2> %27 U w7 LTH LW T X EERLET,
e) fERL7e7 +NFEZIRT D0, BEFO 7 4+ /0 F %8I LT, [UploadaFile] 74 2> %27V v LE
R

B —oEEEEER
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ATvT3

ATy T4

ATy TH

wE7 IS4 7 2ngRE 27— Foag [

[7 T4 7> MrET 7' A (Client Integration Access Control) | Z A 7 v 7 Ry 7 ANRFRINT
5. [Alow] 227 U w7 LCT T 7 A b A —F 4 VT VAT ATV BATESLLHITL,
TrANDT T a— RIZHERET,

fy B—A) arbta—FT ISO77ANVERELT, £EDOT7ANVET v 7 u—RKLET,
g T—HANT I7ANTIUYEEHRLT, TyTa—FShit7 7/ Va2 —RKERLET,

ISOAf A=V NRT—HARNTIZT v r—FRENtb, WOEHZ, TNET 74NV DT —K 4 A=

WZLEJ,

a) VMwarevSphere 7 74 7 > M &M LT, BEAWAHDOVA %42 Y 2 LT Power >Shut down guest
IR L ET,

b) [Edit] [Settings] [>] [Hardware] # %R L CH 5, [CD/DVD] [drive] [1] Z &R L £ 7,

¢) [Device Type] C [Datastore|SO File] ZE&4R L T/ 5, [Browse] R¥ U ZH LT, T—X A MTIZ
Ty 7a—RLEISOA A=Y 77 A NVEEIRLET,

d) [Device] [Status,] C [Connect] [at] [power] [on] ZE&4R L 97,

e) [Options] % 7%~ U 27 LT [Boot Options] Zi#®X L £ 7, [Force BIOS Setup] C. Next timeVM
boots, force entry into BIOS setup Screen IR L £3°, ZHUc kD, B~ 2 HEBTH &, K
<D BIOS 72 b7 — MRHE S L E T,

f) OK%&27Vws LET,

g) VMware vSphere 77 7 A 7> N C, EAKEHD OVA %477 Y v 2 LT Power >Power On %% L
D

hy BIOSt v "7 v 7 A=a—TT 4 ZAD T — MEFZHET 547> a2 %L T, DVD/ICDROM
r—HFLICBELET,

ROFNUAE> T, P—N"—FEEFEZAT—REZ )ty NLET,

a) BIOSEEZMRTFL T, BIOSty b7 v A=a—%& T LET, A~ UNISOA A—=U 05
T—htL, 7= AT varol R RERINET,

b) F—A—FLE=F—%MHLTOVAIZT 7 EALTWAEAIEI, a~vr FIArEidary—
WA TT 7B ALTWAEAEIZ4E2 AJILET, vSphere 7 7 A 72 MMIZ, BHEFL—F—L DY X
MRAFRINET,

) NAU—RZVEy M A2EHE -V —LORBICRRINTEFEZEZ AT LET,

d HLWRRAU—FKEZANL, 2[BHOANTENZHERLET,

e) YEANL, BHEARFELTY 7 —FLET,

) A~ WY 7 —RL7zb, vSphere 7 A4 T hEMHALT, CD7A 2> %27 U v L, [Disconnect
ISO image] z##IR L £ 7,

HLWEBNARY — Raffio T /A LET,

y—n—orEtLEs I



Y—N—OEFEHEEHK |
. VRATLEMRS v aR— KEEBAL T, Cisco EPN Manager ¥ —/A—DAJLR, 3T, R"IT74—< VR, BEUAPIFHEF I vIT S

SRATLERE v aR— K&#EAL T, Cisco EPN
Manager —/N\—DANJLR, 3T, WNTH+—IT X,
HLUVAPIEZF VOIS

VAT WNEMR L v 2R — KX, Cisco EPN Manager —/N— D% E & /X7 4 —~< 2 A |ZEHT
HIEMARME L ET, ¥y v af®R—RIT7 78 X452, [BE (Administration) >[5 v
2 a/R—F (Dashboards) |>[Y AT LERA v a/R— K (SystemMonitoring Dashboard) ]
FRRLET (2= —IDDNRZDOF v v aR—RIZT 7 EATHODOEHEHRE Fi> T
WARENRH Y £F) . [ME (Overview) | ¥ 7°[/37 #—~ A (Performance) ]% 72
IRENDH v alby NeAZ~<A AT HITIF, FAERDT v alby NeH v af—
RIZENT HIZF# S = FIEICE > TS0,

[Dashboerd] | £ BR
27
B=E Ny 7T v TBIXOT—%HZET a7, Cisco EPN Manager > A7 A 7 T — A,

BLOY——=CPU, T4 A7, A%V OMARIHG. ZOFHRETF =y 7
D 7o hll % ORI FEE TE £,

Y—R— T AL, T—=FNR=TVa X —T (T VAT A, N—FT=x
TR EZFRTHI2E, vy aR— ROk ECHD [V AT LEH (System
Information) |27 Vv 7 LT, TOEREEL 74—V REB&EFET,

M (Overview) | ¥ vy aR— Kb X vialby M BMEIZHIBRETE £
‘g—o

NTH— |P—_—=Dsyslog & N7 v 7, BIOAHS, X7 4 —~ > & (Performance) ]
SIS oy valh—Rpb, ZO7—XORLDEMMEZHRELZD, ¥yialby b
ZBEMMEITHIBR L2 TEET,

[EEE s[RI (Health) 1: VAT AT T7—A, FATHOTa 708, v/ ALz
(Admin) ] 2—HF =¥, BLOT —FX—ADMERRRO S, JRIEFHRO B2 50
ME R ECE 7,

* [API ~/L' A (APIHealth) ]: 3XTOD APIH—E R L & HIZZNE DIRERE
Mktit e —BERLE T,

o [—E RO (Service Details) ]: FFE€E DV —EADHKE UnEH T~ b
LEFRMER) . 7 TIA T BTV Da— N (VAT MIIPT KL A
THMNENET) . Tz /T2 —ERAEERTEET,

B —oEEEEER
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Cisco EPN Manager 4+ —/\—®D /N7 —I VU ADHE .

Cisco EPN Manager 4 —/\—D/N T+ —<I U ADHE
* OVA "j-/llxa)ﬁﬁwu (27 /\OH\:/)
o T —HRX—ADEME (27 X—)
Y —N—DT 4 AV FEIZHAT HMEOEH (27 X—)

OVA 'U"f X@EE aics

Cisco EPN Manager 78, ZFIHD L AT L Y YV —A F/2idA A =L L7 OVA DA X
ICHERE SN DT NA RIA v B —T =24 A7 =D 80% L LEEH L TV DIHEE. 74—

~ R EEN

CEEBENRSAREERSH D ET, A VA= =2 TV THRESNTNS T A
AAVE—=T A A, BLOTr— L a— FOHEREEZ OVA BBX THRWI L 2R L
FT, INDOHEREIL, FHFEINTVDHE OVA A AOKRKIETT, FHY v 2R — R
TINOLEMRTEET (VAT LEMRY v 2R — F&fEM LT, Cisco EPN Manager —
”—@“WX VaTd, R7F—v A, BLOWAPI#REEZT v 795 26 —) &

) . BAEOMBEISHLT 512F, ¥—"—DOF 1 A7 FEICHT HMEOEH 27 —)
%5%L’C<7’:éb\o

F—RR—XDEHa

ATv 71 admin 2—HF—& LT H——rn s 4 LET, Cisco EPN Manager —/3—& D SSH & v ¥ = > Dff
(17 =)

ATYT2 ROa<w REANLT, 77V r—v gy 5F—2_R—2%FEMLET,

(admin) # ncs cleanup

AT T3 Tur T IRERENTEL, T4 =T 7V =0T v F T a kL [Yes] Z@IR L £,

Y—N—DT 4 RV BEICEHT HHEDNDEE

Cisco EPN Manager |, H—_—0O7F7 4 A7 FEND 72 d L, WOLEWVETTY 7—L4%
FYAT—LFET,

2 60% DFEHARTA Yy — T IF—2%&E NI H—T5
c65% DERARTIZ VT 4 BNV T T—2% ) H—13%
T3 — R NEZELEEAIE. KOT 73 a a2 F 752 L 2RE LTI,

« F—HR=ZOEHE (27 =) OBBIES T, BEDOT — & ~N— A Gk & i L E
7T

y—n—orEtLEs I



e A A |

B <oro—95—1 vk omx

s NI Ty TEu— URY R VICRETSHEE. VE— R Ay T v T VRV b
VOBAZBRILTLEIV, INFSR—ZXDJE—K URISN)DOBRE] BB LT
TZEW,

« T DOWELHEDHRIEST, Xy NT—=7 AR M) RNTp—v A L
A=k, ZOMD I T AT — & OLRFFHIM 28 L £ 7,

s T A AV REEZBIMLET, VMwareOVAT 7 / b U—% M3 UL, fHEICBEFEO Y —
N=DT A AV KRBT LN TEET, VBT « A7 FBEIET 55813, Cisco
EPN Manager —/3—% ¥ v b ¥ 7 LT 5, VMware f5 €D FIAZ T3 D LEHN
BV ET, AT TS TAT AL BT 5 & Cisco EPN Manager [ZIEM & 727 4 A
I RBEEZABMICHHLET (F—2DONELHEEZSZR) |

«1 LUV ED OVA D RAM, 7 4 AV, BLOT vty O/ NEZRTZ T H L
PRty N7 v FLET, BEOVAT LEZNNY 7T v 7 LT, VRO LULD
P—_— FOfAE~ 2 I LET,

2y bID=0F—L (JUUEN) DFRE

&

ATy T2

ATvT3

Cisco EPN Manager Cl&, JLEMZMRFTH72OICNIC F—I v 7 &2k T& 7, itk
D, 12ODIPT RLVAZRDO 1 DO X —T = A RTHEK256 DYWL X —T = A A
ERA U RTEET, TR WTRDDA v Z—T = A ZANRE T LISA T b B h il
ENRNWZEEBEWRLET, A v —T A ATIE, BHOA X —T = A AEE FELT
TXET,

)

G¥)  F—=3I70%, NBIIZfEA &35 Eth 0/Gigabitethernet 0 78— k TlI VAR — b S EH A,

Cisco EPN Manager CLI ¥ #H 2 — % — & L TH— 3—|{Zm 7 A L £ ¥, Cisco EPN Manager —/3— &
D SSH & v arOfEsr (17—2) 2ZRLTIEE,
Ay 7 4 Xal—varyEB—REBLET,

configure terminal
config#

BEA LA —T A AEREL TS, a7 4F¥al—ar F— REKTLET,

config# interface interfaceName

config-InterfaceName# ip addressIP addresssubnet mask
config-InterfaceName# member interfacel
config-InterfaceName# member interfacel
config-InterfaceName# exit

config# exit

ZZ T,
s interfaceName 1213, FaHRA v X —7 = A ZADLFH] (Team0 72 ) ZIEEL £1,

B —oEEEEER
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ATy T4

AYRT—I RS T4V ETANARES B0 IP 7o 2R YR rotRERGEE [

« IP_address, subnet mask(Zix, FPEA L H—T oA RAZEIV Y THIPT RLREYT Xy hv AT %
fRELET,

. interfacel, interface2 (213, FREEA > ¥ — 7 = A RIZNA » KT WA X —T = A ADL4TH
(GigabitEthernet 1, GigabitEthernet 2 72 &) Zf5E L £ 7,

FEA H—T A ADVERE MR L T,

show interface interfaceName

Y ET—=D 3749 0FT4ANEZNETLH=HDIP
TOECRA)A MDERFELIZIER

ATy I

ATy T2

ATv7T3

Cisco EPN Manager (X, default &9 A RTOFEFERE SNTZT 74/ NPT 7 2R Y A N %A
FFLET, 20U R MIEFETEEEAN, NICICEID Y TEY, B0 Y TEMERTD &N
TXET,

HLWIPT 7 EAY A REEMRTH0EF LT, Cisco EPN Manager ~D AJJ %~ kT —7 k
T4y T T A NAMBTEET, T 740 NOBEETIE, IPT 7R Y A N CTH/RIVIZH
ESINTHWRWRY, Xy NU—F F I T7 4o 737wy 7 3EdT, HriLWIP T 78R
A MRS 212E, ROFIREFATLET,

Cisco EPN Manager CLI & #lH = —H— & L CH——|cr 741 > L £, Cisco EPN Manager H—/3— &
DSSH v = voffst. (17°—) 2BBLTLE I,
a7 4 Fa2lb—ary ET— RERBLET,

configure terminal
config#

A= BIOTe halOBFRAIBEELTCIP T 7RV A NEER LTS, a7 4 Fal— gy
ET—REKTLET,

config-InterfaceName# ip access-list listname
config-ACL-listname# permit protocoll portl
config-ACL-listname# permit protocol2 port2
config-ACL-listname# exit

config# exit

I T,
e listname : HFT LW IP 77 AU A FDOAH] (test acl 72 &)
epermit: Ry NU—V NI T 4w I EN—T 47T HcHDT r kAl lR— FOFHREZBNT S

o< R,

G¥) A= 2ERTHREOHEORY NUV—2 8T 7 4w V%7 vy 7T 551X, permit 2+
RD no JTEZEH L £7,

y—n—orEtLEs I



Y A—OEEEE R |
B sz 2~or7reryz OBy ST

AT T4 4. 5 ULLERENTZIP T 7 EBAY R MEFRT AT, ROa~y REFEHLET,

show running-config

AB3—TTAZANDIPT7 IR ARDEIYET

IPT77H®AYANEA L Z—T x4 AZEND Y THIZE, ROFNEIZENEST, T8RS
N—7" (U AR) T TIINICIZEID B THENTWDEHEAICH LWL DEZEY 4TS L. Cisco
EPN Manager (IZ X > THWWU A RBFLWY R MIEESHZ L ET,

| &

BEE RBRDHIALE—T A RIRERDZT 7 A) A MRS HICE, A0 F—T7 A ATEIDY
TOHNTWAIP T RLANFEL Ry hU—27 £33 7%y MIARWZ & 2R L E 1,

AT w71 Cisco EPN Manager CLI HBEEZ = —H — & L CH— "=l /1 > L £, Cisco EPN Manager #—/3— &
DSSH Y v a oy (17 3—) 2R LTLIEEN,

ARFYT2 ar7 4 ¥X¥al—ay T— REBEGELET,

configure terminal
config#

ATFYT3 3 A H—T A RIIPTZEAY A NEEY Y TET,

config# interface interfaceName
config-InterfaceName# ip access-group acl name in
config-InterfaceName# exit

config# exit

ZZ7T.
- interfaceName : A > % —7 = A A D4R,
«ip access-group ! IP 7V ERAVRNEA L F—T oA RBEMTDHavr R,
cacl name: A U H —T7 = A AZEIN YU CTHIPT /AU A b,
cin : ZEOYE,

GE) BlEESTIE. ZOFROHZEPTR— S TWET,

ATYTE 4T 7 EAVZAIRT AL ZZED G THATWDENE D NEiER L ET,

show running-config

B v —OE&k
I
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YA LOBEERT——mE NP +5 v TomR ]

il

config# interface GigabitEthernet 0
config-GigabitEthernet-0# ip access-group test acl

RATFLDBEBEFERTH—/N\—RHNEESNMP S5 v TD{FE

H

Cisco EPN Manager (%, ¥ AT A 2R —3% 2 MR DIBER 2R Z 73 PNES SNMP b
Ty TEAERLET, ZhIZIE, N— RV =7 arR— hOEE, N TXAF7EVT ¢
KEOEN, NI T v AT —=FARENGENET, BEENT v L, BEEZITRED
BAERmHEIND ETITERSN, 27V TV 7 vT v 3, BENMEESND EAKE
9, TCA (CPU, AEV, T4 A7 DO@mWEMRICET S FT7 v 77 E) TIE LEWEz
BxbE N7y TIPERSIVET,

P — N—=DNE SNMP k7 v 7 D547 ) A MZ2WTIL, [Cisco Evolved Programmable
Network Manager DR — b x5t 7 7 — 2] ICEL#k &4V TUWE 7, Cisco EPN Manager [ i 5151
FDOR—=M162IC N T v THFELET, ZOR— MIBRETIEIARAZ v A X TEEH A,

UTD My 7 OHBICHE->T, ThOD Ty TEDAZ~A XL, BELIZY TE X
j—o

e = R—DHNEESNMP F T v FOH AL~ A ZABLINENT v POl (31 X—)

« = N—=EESNMP b7 v T H F T T LT a— D (32—)

H—/IN\—DREFSNMP cS5Y TOHREIITAXE LV Sy TDERE

ATy T

ATy T2

N7y TOBEREEIL (TCA DHE) LEWEZFES 52 LT, h— =D SNMP
NI TN AR~ AXTEET, o, M7y T eEMNMUAMET LI b TEES, Y—
N—DNHELSNMP 7~ 71%,  [Cisco Evolved Programmable Network TR — k ST 5 7
7 —2Ah] THERBTEET,

N\

(3¥£)  Cisco EPN Manager (% SNMPv2 il %1% SNMPv3 i@ 1615 L £/ A,

[EH (Administration) ]>[5%%E (Settings) |> [V R TLERE (System Settings) | IR L, [7T—LH
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