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. SNMPv3 % i L 7= Cisco EPN Manager & 7/34 XD EED#RIL

AN R NT T 4wl ZOZA—TF, SNMPRRHTTPZ: EOIRIANT v k2L
AL CEHRT A AEREEITRETHIEHRNT 7 4 v 7 THRSNET,
SSH . SNMPV3 72 &7 a ha Lz H LT, 2O NI 74 v 7 2f#TEET, 20
N7 7 4 v Wb T DT OICETT HHEN D HERE FIROFIIZOWTIE,  [SNMPv3
Z ¥ L 7= Cisco EPN Manager & 7 /31 A Di@fE Db 25 L T 7E 30,

s BT VAT AMOKEFBCD ST T 4T 0 ZDJN—TE, Cisco EPN Manager &, 4
HRRRREY —/3— (TLS-EAPIZ & o TfRi#) L SMTP A —/L #—/3— (TLSIZ L » THi#)
BREODMDOEIFESERYR—F VAT LAMO N T 7 4 v 7 TSN ET, Hi#ETHILE
NHDHT TV r—varyra hals LT, BAesiEsib7a havpMERSnE 7,
—HOT TV r—ar Ta hald, BB EPAHAAEN TV LIS ELH Y T,

cHARBDO T 74~ ) ==L U F ) == OKEFRADNT T 4T ZD
TN—TE, 774~ E—RE&EAD XY E—RFTFETLTWD 2HD Cisco EPN
Manager h— _X—fD N7 7 4 v 7 TR SN ET, & —1—F, b9 —FDHV— 13—
DIEFMEZER L, HTTPS TIRESN TV AR AN L TTF —FXR—R L 20D 7 7
ANDaLrT Y ORI RS £,

SNMPv3 % {$ FH L 7= Cisco EPN Manager & 7 /34 XD &EIEDR1L

SNMPV3iZ, SNMPV2 LY %= U7 B EERE VT 2 F 2L T, T3 2N SNMPV3 %
PR — kLT DAL, SNMPv3 Zffi ] L C Cisco EPN Manager —/"\— L @535 L 51
TNA AR ELET, WOFNET, FHLWT A ZAZEBMT 5 & XIZSNMPV3ZIEET 5 )7
EIZOWTHBI L TWET,

FINA AD HMIZOWTIX, UTF
BNAE  |SNMPV3 2i5ET 4% EFSBLTLESL,

1ODFT N ([T /34 ZDiEN (AddDevice) | ¥ A 7 a7 Ry 7 X | FENZL DT /34 AD
A ZADEM | T, [SNMPZ 11,37 ¢ (SNMPProperties) | ~<— I8 B0 GIT S A & &
gL, [N—Y=ar (Vasions) | Key 7 Z o URAN AT EEET A AV

N5 [v3] ZER LT, U —Xx)
BEEHOT N |CSV 77 ANERETHEEE, ROLIITADLE |CSV 77 A ZHHAL
A ZADEM | T, 72T A ADA IR—
(—F&A >~ k

* [SNMP/3—2 5 > (SNMPVersion) 1% C3% A/

A=) LET

* [snmpv3_user_name], [snmpv3_auth type].
[snmpv3_auth password]. [snmpv3_privacy type]l. ¥
O [snmpv3_privacy_password] 4551123 ) 22 i
AT LET,
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TINARD FHMCOLTIH. T
EBMAE |SNMPV3 Z18E Y 5 A% ESRLTCEEE,

F U AN NT 4 AH Y &E (Discovery Settings) | 4 A 70 7Ry | H AR~ A XENiz
YE[MHL |7 AT, [Z7 VT v Y /LORRE (Credential Settings) 1 |7+ AN FRETO
EEOT | =) 7ICBEI L, [SNMPV3 7 LT o v b (SNMPV3 |5 ¢ A8 D347
NAZDIE |Credentids) |27V v 7 LET, [HidmsEa2 v 7L
n T T AT VLT vy LEBIMLET,

48 HHEIIZ

SNMPV3 2R — 9 5F%y hT—2 T34 2T, (HMAC-SHA-96 7 K Dbl 7z =V
F 4 TNAITY XLEFEHLT) SNMPV3DSEINC/AR>TWA Z L 2R LE T,

CLI % L -5\ EREREED R TE

a2—HF—=Th v N NRRAT— REEHT 521X, RADIUSSC TACACSH 72 KDt F = 7 7238
AEZ 0k 2V S RO U £ — }\nLuEﬁ‘“—/\*—%ﬁﬂﬂ?é LEHELET, DLFTOF
NEIZHE > CREREZRRET 2 Z L ITMMA T, SMBRRGEN ¥ —I2HfE LT, T oot x 2V
T A BEREZMNEDRETIZE N,

GE) wm—Hh ) a—YP—EEa AT Z LI LA, T 74V ORATY— R R —% 5k
RPN ?ﬁﬂﬁ?‘é%%?ﬁ‘?@éﬁlk I D> %*'JUTLT<7L_§K/\ 0 — B IVERGED T2 6O D 7 —s3 )L 2R
AT — KRR —DOFRTEEZRL T EIN,

A AAA Y — R —Z i L C——%F83E7 5 L 9 12 Cisco EPN Manager # 3% € L £ 77,
P—N—ZHEIL, WebGUI ZFH LT, a~V RIA f X —T =1 A (CLI) ZfEH
LTHIT2FEd, VE— b 22—V —f8GF% GUI TRETDHAIL. IMTRGEOREEZSR L
TLEE,

CLI 2 L CHAMITRRRE A R E T D121, RO TFIMEIZHEVF 3, EPNM (L CLI 2/ L 7= TACACS+
DERED I %R — b

AT w71 Cisco EPN Manager —/X— & D SSH & v ¥ 3 VO OMBICHE> T, I~ K A4 2L T,
Cisco EPN Manager ice 7 A > L7,

ATFYT2 a7 4 F¥al—aryE— REBEBLET,
XTJjo:'} /k@:?/]“%ﬂjjbfﬂ‘ TR AE TACACSH —N—% & v N7 o Li—g—

aaa authentication tacacs+ server tacacslP key plain shared-secret

ZZ T,
e tacacsIP (X7 7 7 ¢ 772 TACACS+ —"—D IP7 KL AT,

o shared-secret 1% 7 7 5 ¢ 772 TACACS+ — X—D 7 L — T F X hOLFE T,
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B o —ror—=x8x0— rsEicsiT 5 ssH @ik

AT T4 RoOa<r REANLT, BHEHERZF 2 —V—%2/ERK LET, 20—V — L, BiORT v 7T
ELEY— =2 ko> THIFESNE 7,

user nane usernane password renote role adnmin [email emaillD]

ZZ T,
s username (L —H%— ID DAHITT,
e password (F L —HF—DF L —2 T F A FD/NAT — R TT,

eemallD |z —HP—DA—L T RLATT (FF>ay) .

TI— I A—R INRT— FIRE(ZxI9 5 SSH D3&1L

IRAT — R _X—=2Z2D SSH kL7 v— b 7 4 — AE % L CHESs Thd 5728, Cisco EPN
Manager DA > A h— %12, AR SN TWDHABF—0D % 17 (PubkeyAcceptedK ey Types)
DOWTNMNIEI B2 5 Z & 2 BED LE 9, Cisco EPN Manager TR STV 5 AR F—
D4 A7 (PubkeyAcceptedKeyTypes) DU A MIKRD LBV TY,

* ecdsa-sha2-nistp256-cert-vOl@openssh.com
* ecdsa-sha2-nistp384-cert-v01@openssh.com
* ecdsa-sha2-nistp521-cert-vO1l@openssh.com
* ssh-ed25519-cert-v01@openssh.com

* ssh-rsa-cert-v01@openssh.com

* ecdsa-sha2-nistp256

* ecdsa-sha2-nistp384

* ecdsa-sha2-nistp521

* ssh-ed25519

IV DITIE, ROFINEZFEITLET,

ATv 71 LinuxCLI FHlE 22— —L L Tul AL, Y= WITZ7EALET,
RTY T2 BHEO—Y—ZHERLET,
# whoam

RO AIZ, Linukb— k 2—HF—Ti3 2 <, LInkEBRE L2 —F—ThH DL 27 THERH Y 7,

AT 73 CiscoEPN Manager EHLE = — ' — DA%, AR I TWHARF— % 1 7 (PubkeyAcceptedKey Types)
DNFTEMA L, 2048 £ bLLEDOIRE 2 F>Y —L (puTTYgen 72 &) &AL THF— <7 & SSH
LEFHN A L £
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ATy T4

ATy T5

ATvT6

T— k74 —R RRT— FRxd 5 ssH ot |

7L Z2iE, RO L2 ed25519 A L T —Z2 AR LET,

$ ssh-keygen -t ed25519 -N ""

SSH SCFHNFIRD X 512720 14,

ssh-ed25519 AAAAC3Nza... ...... root @ ocal host . | ocal dorai n

EVh REXF—ZT7 7 A MEELET, TENE, XRAT7VL—X%EH L TR 5L SN2 TR
LTCL7EE, £/, RRAT L —XZFILIZEWNTL &0,

authorized_keys 7 7 A /L Z{ERk L., 727 7 & AHEFR % Cisco EPN Manager & ¥ = —H —|ZH| D M4 CTF
R
a BHEL—YV—DFR—LT 4L M)T, ssh7 4 L7 MUEERL, ZOFT 4 L7 R OFEALIY |
FHEIRAL, BLOETOMERLERE 22— —DHITEHID B TET,
# cd ~
# nkdir .ssh
# chnod 700 ~/.ssh
by HEBINTx— 77 ANVEERLET,
# cd .ssh
# vi authorized_keys
c) A7 w7 3 TIERK L7= SSH 3551 % authorized keys 7 7 A M2 a B — L THED fHT, 7 7 A V&2 {RTF
LET,
d) authorized keys” 7 A L DFEHIY | BEIAL, BLOEITORRE EHZE 2 —F —DHIZE 0 YT E
R

# chnod go= ~/.ssh/authorized_keys
# chnmod u=rwx ~/.ssh/authorized_keys

€) authorized kekys 7 7 A VAR T 7 & AMEEEI D YTl Z L 2R LET,

#1s -al

FEROMINIKD X 91220 £7,

total 6

dr wx- - - - - - . 2 admin gadm n 1024 May 10 00: 25

dr wx- - - --- . 6 admin gadmin 1024 May 10 00: 24

ST WX------ .1 admin gadm n 398 May 10 00: 25 authori zed_keys

ZOHITIE, Linuk BFEE 2 —Y —|Xadnin EWILAREITTT

bash ¥ = /LD — h 2 —F =2V BE X F T,
# sudo -
sshd_config 7 7 A V&= H L E 7,

a letc/ssh7 4 L7 v UIZ&H D sshd_config 7 7 A VDBED NN~V g L EEDNR—V g ab—LFE
j—O

# cp /etc/ssh/sshd_config /etc/ssh/sshd_config.orig

b) vi =7 ¢ Z|Z sshd_config 7 7 A V& BHE £,

# vi [etc/ssh/sshd_config
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0 ROF—LEDOTEZALET,

Prot ocol 2

MaxAut hTries 3

Passwor dAut hent i cati on no

Per mi t Root Logi n no

Aut henti cati onMet hods publ i ckey
PubkeyAut henti cation yes

BEE

7 7 4/ h® sshd_config 7 7 A /L TlL, 2 HDF—LEOT O—HRBEIZHEE ST
LZERBHYET, ZOHAEIE. ROWVTNNEITOET,

« FREOMEE B LARVEEEELET,
BEFOX—LEONT 23 A bT T L, BILWTICRE = B U Z4RELET,

ZIOTHILET, F—LEOXT OBEESPEGES I ENTE ET,

d 77ANVERFLET,
ATvFT1 sshdx ) m—RLET,

# systentt!l reload sshd. service

IE

sshd [ZFEE) L 72V TL 72 &V, ARROFRETFINEOWF NN @ T8, sshd 2 FiE B L
AL, SSHIZT 78R TE 7272 3, BUUEOSSH L v v 3 VIHEFF SN A7, sshd &
Uu—RT255B™E50ICRZETT WERMEEEZITZHL2ICLET) |

SSHERGEDHRATE T LE L, BREDHRI Lz 2 L 2MRT 5101k, BEFOSSHE v v a v 2RV E
FILLT (IEEETZLERSLHEIMHAT) « ZOFIEOAT v 7 3 TR LI — L /S
TL—REFEHLTH LV SSHE Yy v g V2 £,

NTP D5&1k

Network Time Protocol (NTP) (%, —/3—d A} & B O HEH 2305 L E4, NTP TOR|
R A2 FAT9 572912, Cisco EPN Managerh— —% 3% ET 52 L2 BEIOLET, *v b
U — 7 2RO NTP [ OB H CREENREAE LA, BE RN RAET D REMELNDH Y £
T, Xy U= FGRSE OB IO R Y NT—2 T —%T 7 F v 2 G K#AORE T
HY, ZOHA FOFHI T, ZOFE Y 7 OFFMICONTIE, AT KT A k28—
['Network Time Protocol: Best Practices)] 7z E 22 L TL 72 &0y,

ROFUITEBE LTSSV,

‘NTPZEHT D&, EX =2l T 4 REFICEHET LEENBET HAEEMENH D720, NTP
N— g 4 (NTPv4) Z{#ffl LT Cisco EPN Manager #-—/3—® NTPHFEZ ik 35 &%
N £9, F£7-. Cisco EPN Manager I3 NTPv4 121X NTPV3 & Dk 5 Bt & 5 7-
., NTPv3 b AR —F L TWET,

» Cisco EPN Manager (213 K 5B D NTP—_"—2 R ETEXET,

. Cisco EPN Manager ¥ 21 ') 7 «
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Cisco EPN Manager 4 —/N\—TONIP Dt F7 v 7 .

Cisco EPN Manager +—/A\—TONTP Dty b7y 7

Network Time Protocol (NTP) ZfEH L T, NTP¥#—_—%2 T 5 —"—L Ry hU—F
TNAA LD vy 7 ZRMT 521X, 9 CiscoEPN Manager LIZNTPZ2® Y b7 v 795
MERH Y EF, TOFATHIEIZOWTL, = 3—=TONTPDOFHE 22 L T3,

u:L.\nIE é ;haf" NTP @E%ﬁ@’ﬁﬁ?ﬂﬂ:

ROFMRZFETL, RIESNTENTPOEFZ Y N T v 7 LET,

AT w71 Cisco EPN Manager #—/3— L D SSH & v & a VO OFRIZE-> T, a2~ R I &AL T,
Cisco EPN Manager (21 7 A > L £,

ATFwT2 a7 4 F¥al—vary ET— REBBLET,

ATYT3 ROa~vy e AL TOMENTPVA —"—%t Y 87 v S LET,

ntp server serverlP ntp-key-id ntp-type password
ZZT,
e serverlP 1%, EHT2FFENTPVA — =D IP 7 R L AT,
o ntp-key-id /%, NTPv4 #—/3—d MD5 ¥— ID T,
entptypeld, T —rEIFI Ny a2 DOWNTRNICTH I ENTEET,
e password | NTPv4 #h—/3—® MD5 'L —> 7% Ak /SATU— K TT,

I 2R LET,
ntp server 209.165.202.128 20 plain myPass123

FiX
ntp server 209.165.202.128 20 hash nmyPass123

ATV T4 ROTAMEEITLT, NTPRAENELKEELTWD Z & 2R LET,
a NTPEFOFHMAMHE LET,

show run

b) NTPI[FIDOFEMIZ R L 77,

show ntp
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B vsc—xossz b L— v——nE

NFS A—ZXDHNERR b L—Y H—/IN\—DEEE

Cisco EPN Manager £ ¥ 71 |

NFS H— _—{X, Rl T—% v 77 v 7DE . Cisco EPN Manager DA A~ — /L CHNH
A ML=V L THERATEET, NFSIZITMHAIALDEF 2 U T 4 BV D T, NFSH—/3—
HEEXaTIZTHOICROEX 2 T 4 %K ETELHRYZEETIVNERDD £77,

o NFSH— R—DHNIIT7 7 A T U4 —VEFKELET, FEMITIEINEITHITIE, NFSH
SFESERRET 7ANVTHATIR— I EEEL, 774 T VA —LOFRETINLD

R—MeiELET,

e R—hr v R—=%FHLET, NFSH—"—T, BEDIPT KL A%Z&Te NFS b7 W

7 varyDHFFALET,

o JEYL L72 DNSHTRH OB EZS IZIE, NFSZMMT 2 & &iC (RAA A4 TIERL) IP

T RLVADHRIEEL £,

s THNK DT AR— N ERET HERC, letc/exports 7 7 A /L C [root_squash] 47> =

AL ET,

o Jetclexports 7 7 A LV ERET HERC, [EX 2T (secure) | A7 v a &AL ET,

NI T T AT =0 T AN —2 TNV FHRETHEEIC, nosuid 47> 3 b

noexec mount 7> a &AL E7,

N\

(B RT—=VU T THNVFERET DI LIFRATELY £HA,

cARNL—U T3 NAE (BLEOF T arODART—I0 T THAK) WX LT, 774
T 7 AFFAME [755] (TR TO2—P—ITHARY B L OEZIALR LML) Z&RE
L. userid[65534] (3 AT LHEMRZ > TR —H— [nobody]) ZATE & & L Tk

L\iﬁ—o

e SSH £7-1F SSLITLSOWFNnEZ ML TNFS o7 4w 7 & hox Vo7 LET, SSH
DL, 22— P AL TIE7 < RSA F—_— X DI HH L FE T,

NFSRX—ZADA F L—YDOREEEDT-DIZIE, ZNHOXKD L ODOIRIIHHL RN TL 72

VY, EERIT. RIICADE CRERAEOMAELEEFETL LT, £/2. 20U X
MIMRENR L DTN EICHEBE L TLEEN, A ML=V bT 5 &3, mr~r
DEEEZERTHT-DOIT, FENCLINUX VAT AEHEB L NEX 2 U F ¢ HFEZ LRIz

WTHRT L Z x| LEd,

EEEI—H—DER

BHE -V —2ET 21213, ROFIRZFEITLET,

ATv 71 LinuxCLI FHEFE 22— —L L Tul AL, Y=WIT7EALET,
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csoL 7otz [

ATYT2 koa~vry FEANLT, 22— —%ERLET,
RICH 2~ L ETS
adm n(confi g)# username xyzabc password plain Text1234 rol e network-adni n
TNENDOFPFITRD LBV TT,
exyzabc 21X, MERa—F—HEHRETEET,
splain Text1234 21, 7L —VTF A MDONRRAT— RERETEET,
enetwork-adnmin (ZiX, =—¥F—ZHV Y ToNTcr—LERETEET,
T 74/ R TR, RETDHNRAT— RIZIL6 LFUEORBFEZEZOLMENH Y £3, KLFL/NLF

MENZNLLFL LSBT, NAT— RN Za—F—2Eidcsco L WO HFEZEHL 2 LT TEEE
g WNAU—=PFRRY —%ZEH LT, ROMIRME TRELFZEZDLZENTEET,

¢ NAU— PP ZHEIAFTHENLTHDEGIE. FEXTDO % N—t R ., (Ir=) (< (b
D) > (Riev) (| A7) HEHTEET, fil: [Test123% 1 .

RO BIAR) 2 GERIFE) )\ (NRy I 7 XT v i) [ (IET 7R R) R SRAT—
K7 4=V FTEYR—-FESNTWEEA,

 ZOMDFFHILT # (hNya) (* (TAZYRY) (o (Fny) 2E) F CESUAFTHES
WA TE T,

CSDL 7O+ X

Cisco EPN Manager OF¥I%, v A3 EX 277 A 7% 4 7L (CSDL) 7'u & A IZHEHL
LTWET, T, fREA VA=A DEF2 )T 4 2A LESED7202, B G R
FCTOMMEEESRE LT ET, Cisco EPN Manager O RLELEREHE, e D RKUEICx4 5
X2 VT OBAPD L E2—S, MRV T 0 V=T A NHEEFEHLTT
A MEET, S HIT, Cisco EPN Manager [34MBDOEF = U 7 4 HHFERER AT A hOH Y
FlzkoTrvra—&nEd, (CiscoEPNManager DFH DT A 7H A 7 LD—fk L LTD)
X2 VT A BEORERFIEOBMRHIZONWTIE, [vVAaotvX= U7 ¢ MERLE T e )

DAADEF2) T oBEEBRTIOER
Klfa & MEgatEIcid, BEN AT DE L ZAaRNERLIZbDD2O0DF A THREH D F9°,
CiscoEPN Manager IZ DWW T A aMZ N HIZ ED K HITRHL L TW DI HOW Tt L £,
BENRDIT-RMEMBEMT

1. Cisco Technical Assistance Center (TAC) #fliff] L TR — B A ERE{T>7-1%. Cisco
TAC | % Cisco Defect and Enhancement Tracking System (CDETS) [fEE L R— h&BI< Z &2
TELPAR—F F—2o (MBS CTERRD) Ly —2&2fE £,

Cisco EPN Manager %21 1) 7 « .
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Cisco EPN Manager £ ¥ 71 |

2. VAIIKMaEFHME L, & D XKKa)s Cisco EPN Manager (It x =2 U7 4 LD U A7 & 672
SIMEIPEHWRLET, ZOXKEAEXF 2V T IV A7 2L E0THAe, Y ATX
Messte & LT L £, 2N DOGE. v AEKME Y 7 N =7 O O K&

LCHWET,
3. RaATIE, KOWTUNEETLET,

e X 2 U T 1 OMEFIMEIZ DOV TIX, A =3 Cisco Product Security Incident Response
Team (PSIRT) (25 L. CiscoPSIRT A R 7 A NZHEHL L T-AEIE T = 75 L % [
7 LT CiscoPSIRT 87 T A 7 v h~DOEEFPEDBHR & N F ORUF D f5 % WL ¢

xH LI LET,
e KMaDBE., VANIZTOEKREZHML, BET0 7720 ) ) —RAE RV a—
L LET,

DAOANFER LI-RIMEEMEEY

Cisco EPN Manager /83— g » OIRGERE T H 25 14ER], 3 A 221X TACS % 72 1% Cisco.com
Web 1 h &l U CHRESNTEERRART X2 T 0 LOWEEHEICHT DT EIE, AV
TFA VY= KSR, FlI Ny TFEEELET,

TR WNGREIL, Cisco EPN Manager (21 7' A 3 572 D 2 BERERRGE Y v R A ik

7, CiscoEPN Manager I3, mmw37mb:w%ﬁmbtoxwms#wﬂ%%m@nw%w
D HFRFEE YR — L CWEJ, CiscoACSIE, M7 — & ~_—2 & L TRSA SecurlD #—
N AR—FLTWET,

THFERAET., 22— —O PIN & EBNIE S X727 RSA SecurlD k— 27 > D 2 BeBEO FREE THE
BRENFT, 2—F—2RPINEEBICIELWR—7 v a—RE2AST5 &, FBAENERENL,
2 —4F—|% Cisco EPN Manager ~D 1 7' A U BNEFa] & E T,

Cisco EPN Manager C_EXRPBIA AT 5O DAMHRSEH
« Cisco EPN Manager : /X—< = > 3.0.1 LA
BT A ANSH D Cisco ACS H—/3— 1 /N—T 3 1 Bx
cHWIRT A ANHDH RSA P—— =T384

eRSA V5 AT NV —)b: ffin—3 v

Cisco EPN Manager TO —ERZFID AL

Cisco EPN Manager C EHEFHIALZ AT DL, ROZ A7 HFATLET,
o THIFEFBGEMIT D RSA —N"—DFHTE (21 —)
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—sxziacorsat— —ozz |

* RSA #—/3— L Cisco ACS — R— D[R (22 <—)
* Cisco ACS #—/3—|27 514 7 > h & LT Cisco EPN Manager 1B/ % (24 ~<—2)

» Cisco EPN Manager C? RADIUS — S —DFEf OB (24 ~<—)

“ERTELMA T D RSA H—/\—DEHTE

Cisco Secure ACS 1%, #7F —Z _X—2 & LT RSA SecurlD H— _"—%HR— K LTWET,

RSA SecurlD O "EHFFGEIL, 22— —OFENEHFES (PIN) &, A La— K7 L3y X
WZESWTHEWETO b—2 v a— REAKT 5, [ERlI8eEk S 172 RSA SecurlD ~— 7 >
ﬂ%ﬁiéhi%

Bip B h—r a— RREERE GEFIX30E/-1360W L) THEKRENET, RSA SecurlD
Y= _R—T%, Z O)gjﬁfjfcﬁnunﬁj*‘ 1*75)1‘%&57%&?‘ %RSA SecurlD h—7 > i.ﬁ/cg’?)
n., EED F I ATTEDSNTR kD h—7 OfEETHITAZ LT TEET A,

CiscoACS5x #—/3—% RADIUS 7' 1 | /L& 4 L 72 RSA SecurlD H—/N—38GE & fi5 T X
£

#giuunm@f_&bl: RSA H— X —%F ﬁzj—é 1x. /K@$X?%3éﬁbiﬁ‘
*RSA #—"—~Da—HF =Dl (21 <—2)

*RSA = N—TDO2—W—~D h =27 > DEIY YT (22~—)

RSA H—/N\—~AD1—H—MNIEM

ATy T

ATy T2

ATvT3

ATvT4

RSA #—"—(Ca—F—ZBMNT 51213, ROFIAEZFITLET,

X2 U7 2V —L T, [ID (Identity) ]1>[21—H— (Users) 1> [##RiEM (AddNew) 1227V v 7

LET,

[EELHI4 (Administrative Control) 1227 >3 > C, [¥x =2V 7 4 KA A (Security Domain) | K v~

H7 A RN, [VAT L RAA L (SystemDomain) | #ER L £,

[ =P —DHAFKE (UserBasics) | 27 a T, ROFEEETLET,

a (A7var) 4 (FrstName) | 74—/ FiZ, 2—HF—DH a2 AN LET, 255 LFLTFICT 54
DI WES

by 7= r) [ KArxr—2A (MiddeName) | 7 4 —/V RiZ, 2—HF—DI KL x—2% AL E
9, 255 LTI T M ERH Y 77,

¢ [ (LastName) | 71—V RiZ, =—H—DlE A LET, 255 LFLLFICTH2HERNH D 7,

d [Z—¥%—ID (UserIlD) 17 4 —/V RiZ, 2—HF—D2—HF—IDEAHLET, =—F—IDIL48 T
UTIZT 208l RH £,

[/SAT—R (Password) 1 &2 v 2> T, WOFIEEZFITLET,

a [/$AT7—F (Password) 17 4 —/V RIZ, 2—HF—D/AT—K&ZAHLET, Zhid, =—F—D7
AT T AT A4 V—ANRAT— KT,

Cisco EPN Manager %21 1) 7 « .



Cisco EPN Manager 71 1) 7 o« |
B rsav—i—cori—v—~ot—somysT

b) [/SAU— RO (Confirm Password) | 7« —/L RiZ, [/XA T — K (Password) | 7 4 —/L RIZAJ)
LIe"AT—=RE AT LET,
RTw TS [7Th vy MEH (Account Information) 1 &7 v a2 > T, ROFIEZETLET,

a [7Hhvr hoOBl (AccountStarts) | KRy 74D UARARNT, 2—HF—DT AV NeT 7T 4712
THHMERAEZRIRLET, ALY —E, B—HIN VAT AN L > TRESILET,

by [7H D FOFLRHIR (AccountExpires) | Fu >y 7 AU AT, 22— —D7 U7 FHHIERY)
AU D BAT EREZ 28I 20, EIFADHIRR L TT AT FERELET, A4 LY —0%,
B—H)V Y AT ARGNC L > TRESNE T,

ATy T6 [fR1F (Save) |27V w7 LET,

RSA H—/\—TDA1—H—A~ADr—22DNE|IYHT
}\_7 \/%%IJD %’lfé &\ %0) }\—7 yﬂ)¢%ﬁml_ﬁ—ﬁlfﬁ@{ﬂ‘cf %hij—o }‘_7 \/%—f
2— P ZE D Y THITIE, ROFNEZFATLET,
15 H B HEIIC

=7 v ZEYYCEHA—YP =012, RRAV—N—ZT 7T 4 T lpa—Y—L a— RBN(EE
THZ MR LET,

ATYF1 £Fa2UF432Y—)LT, [ID (ldentity) 1> >[2—H— (Users) ] > [BAFEDEE (ManageExisting) ]
7y LET,

RT9T2 RRET4— NV REFEHALT, h—27 v Z2HDETHa—F—ZMBLET,

ATV T3 REENS, b= v OEIVY T Rba—Y—%27) v LET,

ATy T8 avTXF AR A=a—0 [SecurlD F—7 > (SecurlD Token) ] ® FC, [BIMOENY 4T (Assign More) ]
270y LET,

AT9 TS5 [2—H—|ZHV YT (AssignToUsers) | X— VO AIRE/Z2RSASecurlD h—27 > DY A ki, [7 U —
DSecurelDY 7 b =7 h—2 > (Free SecurelD Software Token) | F = v 7 Ry 7 A& 42 LET,

ATy 76 [EYHT (Assign) |27V v 7 LET,

RSA H—/\— & Cisco ACS H—/\— D [REIHA

RSA #—/—¢& Cisco ACS —"—%Z R HI12iL, WOX AT T LET,
e RSA —_—TOERET 7 A VDK (233—)

* CiscO ACS #— X—T® RSA #—_—DFHE (232—)
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RsA 4 —i—coBET7 A LoER [

RSA H—/N\—THDHRET 7M1 ILDER
ZDOFIATIX, RSA SecurlD — R"—FHENBIE=—V oz heary 7 4 Falb—Tay
T 7 ANEERT D HECOWTEHALET, BiEm—Y = ME, RAAT—HRX—R|ZT 7
T RATDHMEREFFOTNA A, VY7 =T, FREFVT—ERAD RAAL R — AP —s3—
(DNS) 4L IPT7T FLATY, arv74F¥al—yar 774 /U20F,. RSA hAR B Y Li@aE
IZOWTCHRER LET, CiscoACS — \—DRTENEEE T T T 57O E 7 sdeonf.rec 7 7
ANEART DT, WOFNEIZENET, /EWVFET,

AT T1 RAEX=2UT a2V —L T, [FUHER (Access) |>>[FRBSET— x> kb (Authentication Agents) ]>
[#FFREM (Add New) | DIEICKEEN L £,

RATY T2 [HHFEET—Y = OB (Add New Authentication Agent) ] 7 + > KU T, BT 5% =—Y x> b
? [RA R4 (Hostname) 1 & [IP7 FL A (IPAddress) | #E#& L £,

AT w73 [Authentication Agent Attributes] 7 .+ > K7 C, [Agent Type] % [Standard Agent] & L TEFR L £7,

AT 74 [Access] > [Authentication Agents] > [Generate Configuration File] |28 L C sdconf. rec 7 7 A /L& 4% L.
[Generate Configuration File] %7 V v 7 L ¥, [Maximum Retries] & [Maximum Time Between Each Retry] (2
ONWTIE, TV MEEFHALET,

AT w75 [DownloadNow] #27 U v 7 LCar 74 Xal—yary 7y NaFyra—RLET, BEICHERNE
REINTZH, [SavetoDisk]| %27 Vv 7 LT, ZIP7 7 A DOr—)Va bt —2RfFLET, zip7 7 A/MIZ
1%, EBEORETH S sdeonf.rec 7 7 A LN EENTOVET,

Cisco ACS H—/\—T® RSA H—/\—DHTE

ZOFIETIE, sdeonfrec =7 4 Fal—v gy 77 ANERE L, Cisco ACS —/3—(Z
PEETHHECOWTEHAL £,

1R BHEIIZ
RSA #—/X—TC sdconfrec 7 7 A WV &E AR LT Z & 2R L £,

AT w71 CiscoSecure ACS /N\— 3 > 5x 1Y —/LC, [UsersAnd |dentity Stores] > [External | dentity Stores] >
[RSA SecurID Token Servers] (C#E) L. [Create]l 7 U v 27 L £,

AT9FT2 RA YV —"—DL4HTEZATI L, RA —_"—hb5 X7 m— K&z sdeonfrec 7 7 A V2B L E7,

ATV T3 T A NVERRLT[EE (Submit) 1227V v 7 LET,

AT w74 [AccessPolicies]| > [ldentity] >[Sdlect] (B E) L CTRSA —_—%2~ v EL 7L, F=v 7Ry 7 2D [Single
result Selection] #7412 L £, [Identity Source] 7 4 —/L R C, RSA — —D A Fi%4 3R L, [Select] &
70 w7 LET,

RATY 5 FRAEERAERIET H L HICRADIUS Y T4 T2 RT3 A% E L £, [Usersand Identity Stores] >
[External Identity Stores] > [RADIUS Identity Servers| I &) L £ 77,

Cisco EPN Manager %21 1) 7 « .
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B ciscoacs 4—/3—124 51 7> k& LT Cisco EPN Manager %38M% 3

AT w76 [Generd] ¥ 7T, RSA RADIUSID #— —D4Hi% AJ LE$, [Primary Server] fEig ¢ F ¢, [Hostname
AAA]. [Shared Secret]. [Authentication port]. [Server Timeout], [ConnectionAttempts] D47  —/L KiZH—
N—DFME AN LET,

Cisco ACS H—/\—I[29 54 7> k & L T Cisco EPN Manager %38/09"
%

ATy 1 EHa—H—L LT CiscoACSIZu /A LET,

AT T2 EROYA FAA=05, [y bT—2 1JY—X (Network Resources) |> >[$#y b T—4 T/INA R
(Network Devices) |1 > [y bT—9 FNARE LT AAA U 54 F > b (Network Devicesand AAA
Clients) | DJIEIZER L £,

ATV T3 [y hU—2 T34 % (Network Devices) | ~— T [{Eik (Create) | %27V v 7 LET,
AT w74 Cisco EPN Manager % —/3—DT A A4 L IPT RLAEZ A LET,
ATFw TS PBAEA T a L LT[RADIUS] #R L, HHMEE AN LET,

Z QA L, Cisco EPN Manager T Cisco ACS H—/3—% RADIUS Hh—"— L L TIEML7Z & ZITA
N LT3R &

ﬂ\f*ﬁﬁ—éi 5 K Li‘j—o
ATw 76 [FEIE (Submit) 1227V v LET,

Cisco EPN Manager T RADIUS H-—/\— DD BN

Cisco EPN Manager C Cisco ACS —N— #2381 L, RADIUS E— RZEET 5121,
ROFINAZAET L £,

» Cisco EPN Manager ~® RADIUS % 721X TACACS+ #—/3— DBl

» Cisco EPN Manager #—/X— T RADIUS % 721X TACACS+ £ — R ET D

“EXRFIHOT—Y 70—
Cisco EPN Manager — GV — 27 70 —DOFEZ L FIR L £,

1. Cisco EPN Manager ~D & #D 1 74 Tlix, RSA h—N"—TEZRIN-E— R
(user-defined-pin & 7= % pin-generated-by-system) (ZZSW T, =2 —HF =R 2 T L
N HEADPIN ERINET, 2 —H—IERSASecurlD 7 74 7> h Y —/LTZ D
PIN # A 7] LT RSA SecurelD h—7 U Z4AEK L £,

. Cisco EPN Manager ¥ 21 ') 7 «
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I Cisco EPN Manager % ') 7 «

—zxrEn7—770— [

Cisco EPN Manager a2 77 A - _X—C, 2—H—[Fa—H%—4 L RSA SecurelD h—72
(AT v 71 TERLELD) ZANLET,

Cisco EPN Manager 1, RADIUS 7' & k=1L %4 L T Cisco ACS Hr— 3 — | —H—4 b
b= v OFME G n 7 A VEREFELET,

Cisco ACS —/3—|d, RSA h——lZu /A v EREEHEELET,

RSA Hr—R—|Fa—HP—DFEMAZ LI L., Cisco ACS ——2%t L CIEERW o —H—#
AEEMERR L ET,

CiscOACS #— "— 3, RESNTWIHREETr 7 7 AVt a—HF—2HEL, 2—¥—
73 Cisco EPN Manager (2 7' A > C& A5 X5 L%,

Cisco EPN Manager %21 1) 7 « .
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