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e Cisco EPN Manager 2.0.4
e Linux CLI
. Cisco EPN Manager

Cisco EPN Manager 2.0.4

Cisco EPN Manager Cisco EPN Manager 2.0.4
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e Cisco EPN Manager 2.0.x = Cisco EPN Manager 2.0 X Cisco EPN Manager 2.0.1 = Cisco
EPN Manager 2.0 1

e Cisco EPN Manager 2.0.x.x = X Cisco EPN Manager 2.0
X Cisco EPN Manager 2.0.1.1 = Cisco EPN Manager 2.0 MP1 with PP 1
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Web GUI
[Cisco EPN Manager About Cisco EPN Manager ]
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Cisco EPN Manager

1. Cisco EPN Manager 2.0
Guide

2. Cisco EPN Manager 2.0 PP2
Notes

a. Cisco EPN Manager 2.0.4

a. Cisco EPN Manager 2.0.2
Installation Guide

b. Cisco EPN Manager 2.0.4

Cisco EPN Manager 2.0 Installation

Cisco EPN Manager 2.0 Release

Cisco EPN Manager 2.0.2

Cisco EPN Manager 1.2.x

1. Cisco EPN Manager 2.0
Installation Guide

2. Cisco EPN Manager 2.0 PP2
Notes

a. Cisco EPN Manager 2.0.4

a. Cisco EPN Manager 2.0.2
Installation Guide

b. Cisco EPN Manager 2.0.4

Cisco EPN Manager 2.0

Cisco EPN Manager 2.0 Release

Cisco EPN Manager 2.0.2

Cisco EPN Manager 2.0 with
PP2 (2.0.0.2)

1. Cisco EPN Manager 2.0.4

1. Cisco EPN Manager 2.0.2
Installation Guide

2. Cisco EPN Manager 2.0.4

Cisco EPN Manager 2.0.2

Cisco EPN Manager 2.0.1 with
PP1 (2.0.1.1)

1. Cisco EPN Manager 2.0.4

1. Cisco EPN Manager 2.0.2
Installation Guide
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Linux CLI

Linux CLI
CLI

i/Eiscu EPM Manager client shell]

Linux CLI
Linux CLI 2
esh
mmrn:!?
Cisco EPN Manager
Admin CLI shell
("admin” user)
canfig
command 4
/ exit or end shell
v command

Cisco EPM Manager
Config CLI shell
("config” user)

Linux CLI
Linux CLI

{in remote 55H client)

exit

™
\ v command
O

command ™

Cisco EPN Manager CLI

Linux CLI shell
{"admin”

Lirux CLI sheall

) ("root” user)
sudo -

command r
/

S

command

user)

:

Linux CLI

Cisco Evolved Programmable Network Manager User and Administrator Guide

Linux CLI
Administrator Guide

Cisco Evolved Programmable Network Manager User and

1 Linux CLI

a. Cisco EPN Manager SSH

b. Cisco EPN Manager CLI
shell

Enter shell access password:

c. Linux CLI
sudo -1i
Linux CLI
whomai
2
a. Linux CLI

exit

Cisco EPN Manager CLI

Linux CLI

password

Linux CLI
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Linux CLI
b. Linux CLI
exit

Cisco EPN Manager CLI

Linux CLI Cisco Evolved Programmable Network Manager User and
Administrator Guide

Cisco EPN Manager

e SCP FTP SFTP
Cisco EPN Manager 2.0
Installation Guide

Cisco EPN Manager

1 Cisco EPN Manager SSH Cisco EPN Manager CLI

2 Linux CLI Linux CLI

3 Cisco EPN Manager SCP FTP SFTP
scp

scp clientUsername@clientlP:/fullpath-to-file-on-client /server-directory

e clientUsername

e clientlP IP
« fullpath-to-file-on-client

e server-directory

/temp myfile Cisco EPN
Manager /localdisk/defaultRepo

scp joesmith@123.456.789.101:/temp/myfile /localdisk/defaultRepo

4 Linux CLI Linux CLI
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3 HA Cisco EPN Manager 2.0.4

HA Cisco EPN Manager 2.0.4
1. Cisco EPN Manager 2.0.4
2. Cisco EPN Manager 2.0.4
3. Cisco EPN Manager 2.0.4
4 NTP
5

MY

HA

HA

AAA
Administrator Guide

Cisco EPN Manager 2.0.4 User and

Cisco EPN Manager 2.0.4

Cisco EPN Manager 2.0.4
. Cisco EPN Manager

e navigation_Converged.json
e /tmp
Cisco EPN Manager

Cisco EPN Manager
Administrator Guide

Cisco EPN Manager 2.0.4

1.

Administrator Guide
2. VM VM
VM HA

Cisco Evolved Programmable Network Manager User and

Cisco EPN Manager

Cisco Evolved Programmable Network Manager User and
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VM

HA

1 Cisco EPN Manager
ncs stop

2 VM VM
3 Cisco EPN Manager

ncs start
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VM HA

1 HA HA

2 Cisco EPN Manager CLI Cisco
EPN Manager

ncs stop

3 VM VM

4 Cisco EPN Manager

ncs start

navigation_Converged.json

Y
Cisco EPN Manager 2.0.1 Cisco EPN Manager 2.0.2 Cisco EPN Manager 2.0.4
Web GUI Cisco EPN Manager 2.0.4
Y
Cisco EPN Manager
e SSH Linux CLI Cisco EPN Manager Linux CLI
. 1
cp /opt/CSCOlumos/compliance_enable/disable/navigation_Converged.json.previous
/opt/CSCOlumos/compliance_enable/disable/navigation_Converged.json
No file found
DY
Cisco EPN Manager 2.0.4
1 [ Administration ] > [ Settings 1> [ System Settings ] > [ General 1> [ Server ]

[ Global Idle Timeout ] [
Logout all idle users ]
2 [ Save ]

3 Web GUI [ My Preferences ]
[ User Idle Timeout ] [ Logout idle user ]



4 [ Save ]

5 Cisco EPN Manager
/tmp
Linux CLI tmp 1.8 GB
df -h /tmp
/tmp
e /tmp/upload*.tmp
e /tmp/oradmp/*
Cisco EPN Manager 2.0.4 HA
Cisco EPN Manager 2.0.4 HA
Cisco EPN Manager 2.0.4 ubf Cisco EPN
Manager
ubf
e Cisco.com
1 Cisco EPN Manager 2.0.4
2 ubf
a. Cisco.com
b. cepnm2.0-mp4-buildxxxx.ubf
c.
3 Cisco EPN Manager Web GUI
4 Cisco EPN Manager ubf
a. [ Administration ]> [ Licenses
and Software Update ]> [ Software Update ]
b. [ Upload ]
c. [ Upload Update ] [ Browse ] 2
d. [OK]

Cisco EPN Manager 2.0.4 [ Files ]




Cisco EPN Manager 2.0.4 HA

Cisco EPN Manager 2.0.4 HA
1 Cisco EPN Manager 2.0 2
a. Web GUI [Cisco EPN Manager
About Cisco EPN Manager ]
b. [ View Installed Updates ]
c. EPN Manager 2.0.0

Cisco EPN Manager 2.0 Release Notes
Cisco EPN Manager 2.0.4

2 [ Administration ]> [ Licenses and Software
Update 1> [ Software Update ]
3 [ Software Update ] EPN Manager 2.0.4
[ Install ]
4 [ Yes ]
~
[ Yes ]
[ Installed ] Cisco EPN Manager

Cisco EPN Manager Web GUI
5 Cisco EPN Manager

a. Cisco EPN Manager SSH Cisco EPN Manager CLI
b. ncs status Matlab NMS SAM DA
Cisco EPN Manager
6 Cisco EPN Manager Web GUI 400 |
Software Update ] [ Installed ]
a. [ Administration ] > [ Licenses and Software
Update 1> [ Software Update ]
b. EPN Manager 400 [ Updates ] [ Installed ]
cepnm2.0-mp4-build431.ubf [ Files ]
[ In Use ] [ Yes ]
NTP
)
HA
HA Cisco
EPN Manager 2.0.4 HA 3
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NTP

hwclock NTP
HA
1 Linux CLI Linux CLI
2 NTP NTP
a. ntpd

service ntpd status
ntpd (pid 3290) is running...

b. ntpd pid 3290

service ntpd start

a
c. NTP NTP

ntpstat

synchronised to NTP server (10.116.133.175) at stratum 3
time correct to within 62 ms
polling server every 1024 s

NTP ntpstat
10

3 NTP
hwclock --systohc --debug

hwclock from util-linux-ng 2.17.2

Using /dev interface to clock.

Last drift adjustment done at 1470117750 seconds after 1969

Last calibration done at 1470117750 seconds after 1969

Hardware clock is on local time

Assuming hardware clock is kept in local time.

Waiting for clock tick...

...got clock tick

Time read from Hardware Clock: 2016/08/02 16:03:30

Hw clock time : 2016/08/02 16:03:30 = 1470117810 seconds since 1969
1470117810.500000 is close enough to 1470117810.500000 (0.000000 < 0.001000)
Set RTC to 1470117810 (1470117810 + 0; refsystime = 1470117810.000000)
Setting Hardware Clock to 16:03:30 = 1470117810 seconds since 1969

ioctl (RTC_SET_TIME) was successful.

Not adjusting drift factor because it has been less than a day since the last
calibration.



4 NTP
echo "hwclock is: $(hwclock --show)" ; echo "linux clock is: $(date)";
2
Hwclock is: Tue 26 Jul 2016 06:11:40 PM AEST -0.391028 seconds
linux clock is: Tue Jul 26 18:11:40 AEST 2016
5
a.
b.
C. Cisco EPN Manager 2.0.4 HA
6 Linux CLI Cisco EPN Manager
a. Linux CLI Linux CLI
exit
b. Cisco EPN Manager CLI
exit
c. Cisco EPN Manager
ncs stop
ncs start
Cisco EPN Manager 2.0.4
Cisco EPN Manager 2.0.4 Cisco EPN Manager
Cisco EPN Manager
1 [ Monitor ]> [ Network Devices ]
2 [ Sync ]
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Cisco EPN Manager 2.0.4

HA Cisco EPN Manager 2.0.4
1. HA
2. HA
3. Cisco EPN Manager 2.0.4 HA
4, Cisco EPN Manager 2.0.4 HA
5. NTP
6.
~
AAA Cisco EPN Manager 2.0.4 User and
Administrator Guide
HA
HA
1. Cisco EPN Manager 2.0.4
2.
30 90
1 Linux CLI Linux CLI
2 /opt/CSCOlumos/tomcatSWUpdate/webapps/ROOT/WEB-INF/ web.xml
cp/opt/CSCOlumos/tomcatSWUpdate/webapps/ROOT/WEB-INF/web.xml/opt/CSCOlumos/tomcatSWUp
date/webapps/ROOT/WEB-INF/web.xml.orig
3 web.xml /opt/CSCOlumos/tomcatSWUpdate/webapps/ROOT/WEB-INF/web.xml
<session-timeout>30</session-timeout>
4 90
<session-timeout>90</session-timeout>
5 Cisco EPN Manager CLI
ncs stop
ncs start
6

ncs status
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HA

e HA
1 Cisco EPN Manager 2.0.4
2 Cisco EPN Manager Web GUI
3 [ Administration ]> [ Settings 1> [ High Availability ]
4 [HA HA Configuration ]
5 [ 1]
6 [ Configuration Mode ] [HA HA Not

Configured ]

Cisco EPN Manager 2.0.4 HA Cisco EPN Manager 2.0.4
Cisco EPN Manager 2.0.4 HA
< HA
1 HA HA
2 Cisco EPN Manager 2.0.4 ubf Cisco EPN
Manager 2.0.4 HA

3 Cisco EPN Manager 2.0.4 ubf

a URL HM Web
https://serverlP:8082
serverlP IP
b. [ Login ]
c. [ Health Monitor ] [ Software Update ]
[ Secondary Server Software Update ]
d. [ Login ]
e. [ Upload ] ubf [OK]
Cisco EPN Manager 2.0.4 [ Files ]
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Cisco EPN Manager 2.0.4 HA
Cisco EPN Manager 2.0.4

Cisco EPN Manager 2.0.4
HA

. 1
1n -sf /usr/share/zoneinfo/$(grep “clock /storedconfig/active/startup-config | cut -4 " "
-f 3) /etc/localtime

1 Cisco EPN Manager 2.0 2
a. Web GUI [Cisco EPN Manager
About Cisco EPN Manager ]
b. [ View Installed Updates ]
c. EPN Manager 2.0.0

Cisco EPN Manager 2.0 Release Notes
Cisco EPN Manager 2.0.4

2 Cisco EPN Manager 2.0.4 HA Cisco EPN
Manager 2.0.4

Web GUI
3 Cisco EPN Manager 2.0 2
a. Web GUI [Cisco EPN Manager
About Cisco EPN Manager ]
b. [ View Installed Updates ]
c. EPN Manager 2.0.0

Cisco EPN Manager 2.0 Release Notes
Cisco EPN Manager 2.0.4

4 Cisco EPN Manager 2.0.4

a. URL HM Web

https://serverlP:8082
serverlP IP
b. [ Login ]
c. [ Health Monitor ] [ Software Update ]
[ Secondary Server Software Update ]
d. [ Login ]
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e. [ Software Update ] EPN Manager 2.0.4
[ Install ]
f. [ Yes ]
[ Installed ]
a. SSH Cisco EPN Manager CLI
b. ncs status Matlab NMS SAM DA
Cisco EPN Manager
c. Web GUI [HM Web]
URL
https://serverlP:8082
serverlP IP
- [ Login ]
- [ Health Monitor ] [ Software Update ]
[ Secondary Server Software Update ]
- [ Login ]
- [ Files ] cepnm2.0-mp4-build431.ubf [ In Use ]
[ Yes ]
NTP
NTP
Cisco EPN Manager CLI
ncs stop
ncs start
ncs status
HA [

Primary Active ]

Enable Virtual IP ]

a.
- Cisco EPN Manager Web GUI
- [ Administration ] > [
High Availability ]
- [HA HA Configuration ]
Cisco EPN Manager HA
- HA IP
[ IP
IP
- Save ]
- [HA HA Enabled ]
b HA
- [HA HA Status ]
-1 Current State Mode ]

[

Settings 1> [

IP

Primary Active ]



10 HA [ Secondary Syncing ]
a. URL HM Web
https://serverlP:8082
serverlP IP
b. Login ]
c. [ Current State Mode ] [ Secondary Syncing ]
5 Geo
Geo Geo
Geo GUI EPN
Manager Mapbox URL
HA HA Geo
e Geo
e Cisco EPN Manager Geo
DY
Geo
Geo
Geo
1. Cisco EPN Manager Geo
2. Cisco EPN Manager Geo
3. Cisco EPN Manager
4, Geo
Cisco EPN Manager Geo

e Geo

Guide FTP
» SCP

Cisco Evolved Programmable Network Manager User and Administrator

Cisco EPN Manager 2.0 Installation Guide

Cisco EPN Manager

Geo
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Geo
a. Cisco.com
b. [ All Releases ] >[2.0] > [2.0.1]

N

2.01

C. [ Download ]

Cisco EPN Manager

Cisco EPN Manager /localdisk/defaultRepo  Geo
Geo /temp
Linux CLI Cisco EPN Manager

/localdisk/defaultRepo

scp joesmith@123.456.789.101:/temp/Russia_GeoMap_ CEPNM_2_0_1l-bundle.tar.gz
/localdisk/defaultRepo

Cisco EPN Manager Geo Geo
Cisco EPN Manager Geo
Geo /opt/CSCOIlumos/resources/offline_geo
Linux CLI [etc/fstab
Linux CLI
[etc/fstab

201
Cisco EPN Manager SSH Cisco EPN Manager CLI
/localdisk/defaultRepo Geo

application install filename defaultRepo

filename  /localdisk/defaultRepo Geo Cisco EPN Manager
Geo

application install Russia_GeoMap CEPNM 2 0_l-bundle.tar.gz defaultRepo
Save the current ADE-0S running configuration? (yes/no) [yes] ? Yes


https://software.cisco.com/download/release.html?mdfid=286306446&flowid=79803&softwareid=286285133&release=2.0.2&relind=AVAILABLE&rellifecycle=&reltype=latest

Please ensure you have a backup of the system before proceeding.

Proceed with the application install ? (yes/no) [yes] ? Yes

Cisco EPN Manager
Geo Cisco EPN Manager

Cisco EPN Manager

[ Administration ]> [ Settings 1> [ System Settings ] [ Maps ]>[
Network Topology ]
[Geo Enable Geo Maps ]
[ Map Provider ] [ Installed Map
Resources ]
[ Save ]
Cisco EPN Manager
Geo Geo
Geo
Geo Geo
GUI
geoMaps /opt/CSCOIlumos/resources/offline_geo
Is/opt/CSCOlumos/resources/offline_geo
geoMaps
GUI
a. Cisco EPN Manager Web GUI
b. [ Maps 1> Topology Maps 1> [
Network Topology ]
c. Geo [ Geographical Map ]
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Cisco EPN Manager

Geo

Cisco EPN Manager

Geo

1 Cisco EPN Manager
Geo

2 Cisco EPN Manager
Geo

3 Cisco EPN Manager
Geo

5 Geo

Geo
Geo
Geo

Cisco EPN Manager

Geo

6 Cisco EPN Manager

Y

Cisco EPN Manager 2.0.4

Cisco EPN Manager

Cisco EPN Manager 2.0.4

Cisco EPN Manager 2.0.4

Cisco EPN Manager

s VM

HA

HA

VM

HA

Cisco EPN Manager

1 Cisco EPN Manager

2
Guide

Cisco Evolved Programmable Network Manager User and Administrator

20


http://www.cisco.com/c/en/us/support/cloud-systems-management/evolved-programmable-network-epn-manager/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/evolved-programmable-network-epn-manager/products-user-guide-list.html

HA

1 Cisco EPN Manager

2 Cisco Evolved Programmable Network Manager User
and Administrator Guide

3 HA

Cisco Evolved Programmable Network Manager User and Administrator Guide

VM

VM VM
Cisco EPN Manager HA HA
HA

1 VM
2 VM
3 VM
4 Cisco EPN Manager

ncs start

HA

1 VM
2 VM
3 VM
4 Cisco EPN Manager

ncs start
5 HA

Cisco Evolved Programmable Network Manager User and Administrator Guide

v

Cisco EPN Manager 2.0
Cisco Evolved Programmable Network Manager 2.0 Documentation Overview

N

Cisco.com
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