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e Acct-Delay-Time (41) : AAA D

* Acct-Input-Octets (42) : AAA 25
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* Acct-Session-Id (44) : AAA 5
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* Acct-Input-Packets (47) : AAA D
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* Acct-Delay-Time (41) : AAA 725
* Event-Timestamp (55) : AAA 225
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* Acct-Delay-Time (41) : AAA D
o Acct-Terminate-Cause (49) : AAA D
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FIEDHE
1. enable
2. configure terminal
3. Router(config)# aaa accounting network default /ist-name} {start-stop | stop-only | wait-start |
none group groupname
4. Router(config)# vpdn enable
5. Router(config)# vpdn tunnel accounting network /ist-name
6. Router(config)# vpdn session accounting network /ist-name
FIRD
AR NFEERETI V3 Y E:9)
AT 71 |enable K¢t EXEC E— F& A R —7 /T LET,
i : e NAT—REANLET (FERINTEHE) .

Router> enable

X Fw 72 | configure terminal Jua—)L a7 4 Xalb—3gr FT— RE2BG
15“ : L/i‘g—o

Router# configure terminal

R 7 3 | Router(config)# aaa accounting network default 2w NU—T ThooT 4 o T2 L F9,
list-name} {start-stop | stop-only | wait-start | none .
group groupname edefault : 774 /V hDORy NT—27 T T
5l T AT DHRY A MDPRESIL, A F—
: T2 A A ETEDBIMOT I T 4 v TRRGE
LA I2> TORWERIE, 774/ F T,
fil Xy NT—=T T AT T 4 VTR ENIRD F
7o
il -

vpdn session accounting network =~ > R & 72 (% vpdn
tunnel accounting network =~ > K73 default /7Y
I AMIV 7 ERNTWDLEE, T3TO MR
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Router (config) # aaa accounting network ml
start-stop group radius

s list-name : aaa accounting 1~ > R CTEFEK I
7= list-name 1%, VPDN =~ R TEZI LT
list-name L Rl—THDHMENRH Y £, £9 T
BWGE TAT T 4 U IR AELER A,

ATvT4

Router(config)# vpdn enable
il -

Router (config) # vpdn enable

N—F EDNN—F %)V FTA,X—=F XA YNLT >
T Xy NU—=F U T EAEMMILT, v—Fllu—h
T —HNR—=R L) E— MR — N YT 55
A) EChURVERERBETHEIICHRLE

7

ATy Th

Router(config)# vpdn tunnel accounting network
list-name

1 -

Router (config)# vpdn tunnel accounting network ml]

Tunnel-Start, Tunnel-Stop, 33 & UF Tunnel-Reject 7 7
DT 4y La—REFHIILET,

e list-name : list-name ¥, aaa accounting =1~ >~
RCEFR ST list-name & —F L TV HHLEEN
HYET, £HOTRWEE, Xy NTU—=T T
T4 IR AELER A

ATvT6

Router(config)# vpdn session accounting network
list-name

1

Router (config)# vpdn session accounting network
ml

Tunnel-Link-Start, Tunnel-Link-Stop, X T
Tunnel-Link-Reject 7 4 7 > 7 4 7 L a— R&EH%)
ZLET,

s list-name : list-name ¥, aaa accounting =~ >~
N CEF Sz list-name & —E L TV BMLEEN
HYVET, THOTRVGEER, Xy FNI—=I T
DT 4 TIIRELEEA,

RDEZE
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=]

ExEERLET,
FIEDHE
1. enable
2. Router# show accounting
3. Router# show vpdn [session] [tunnel]
FIED M
ARV FERET7IV3 Y By
AT v 71 |enable F¥iHE EXEC E— RZA RX—7 M LET,
I e NAT—REANLET (FEREINEHE) .
Router> enable
R 7 2 | Router# show accounting Xy NT—2 b TCT T 4 7T 7y FafgEAd R
il - YRERRLT, THUYT 47 H—_"ETO
T —HHERA X MNREOFRIUEE R L E T,
Router# show accounting
AT 7 3 | Router# show vpdn [session] [tunnel] VPDN NODT 77 4 772 1L2TP b & A vt —
Bl DHBIFC BT D e R LET,
ssession : TXTDT VT 4 T2 F U RILD A
1 - FoHA Y —EFRLET,
etunnel : 3 XTCOT 7T 4 772 L2TP b 3L
1 - T EREY~ Y — BN TR LET,
fi

Router# show vpdn session

RADIUS FRIL T HDOUT 42T DETEH

LAC ETORADIUS FoRIL T HYOUT 4 T DEREH

wopix, b La— K& tnnellink 78 VT 7 L a— K% RADIUS H— N2k
ET5E9CL2TP 778X a2ty FL—% (LAC) 2RETHHEEZRLTVET,
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aaa new-model

|

!

aaa authentication ppp default group radius
aaa authorization network default local

aaa accounting network ml start-stop group radius
aaa accounting network m2 stop-only group radius
aaa session-id common

enable secret 5 $1$IDjH$iL7puCjalRM1yOM.JAeuf/
enable password lab

|

username ISP LAC password 0 tunnelpass

|

!

resource-pool disable

|

!

ip subnet-zero

ip cef

no ip domain-lookup

ip host dirt 172.16.1.129

|

vpdn enable

vpdn tunnel accounting network ml

vpdn session accounting network ml

vpdn search-order domain dnis

|

vpdn-group 1
request-dialin
protocol 12tp
domain cisco.com
initiate-to ip 10.1.26.71
local name ISP_LAC
|
mta receive maximum-recipients 0
|
interface GigabitEthernet0/0/0
ip address 10.1.27.74 255.255.255.0
no ip mroute-cache
duplex half
speed auto
no cdp enable
|
interface FastEthernet0/0/1
no ip address
no ip mroute-cache
shutdown
duplex auto
speed auto
no cdp enable
|
ip default-gateway 10.1.27.254
ip classless
ip route 0.0.0.0 0.0.0.0 10.1.27.254
no ip http server
ip pim bidir-enable
|
no cdp run
|
|

radius-server host 172.19.192.26 auth-port 1645 acct-port 1646 key radl23

radius-server retransmit 3
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call rsvp-sync
|

LNS ETORADIUS FoRILTHOUT 4T DEEER

WO, Fr )b La— K& tunnel-link 7 v T ¢ 7 L a— K% RADIUS $— |2 1%
ET2LE2IC1L2TP *y hU—2 H—N (LNS) #RETDHHEERLTHET,

aaa new-model
|
!
aaa accounting network ml start-stop group radius
aaa accounting network m2 stop-only group radius
aaa session-id common
enable secret 5 $1$ftf.SwE6QS5Yv6hmQiwlL9pizPCgl
|
username ENT LNS password 0 tunnelpass
username userl@cisco.com password 0 lab
username user2@cisco.com password 0 lab
spe 1/0 1/7
firmware location system:/ucode/mica port firmware
spe 2/0 2/9
firmware location system:/ucode/mica port firmware
|
!
resource-pool disable
clock timezone est 2
|
ip subnet-zero
no ip domain-lookup
ip host CALLGEN-SECURITY-V2 172.24.80.28 10.47.0.0
ip host dirt 172.16.1.129
|
vpdn enable
vpdn tunnel accounting network ml
vpdn session accounting network ml
|
vpdn-group 1
accept-dialin
protocol 12tp
virtual-template 1
terminate-from hostname ISP _LAC
local name ENT LNS
|
mta receive maximum-recipients 0
|
interface Loopback0
ip address 192.168.70.101 255.255.255.0
|

interface Loopbackl
ip address 192.168.80.101 255.255.255.0
|

interface FastEthernet0/0/0

ip address 10.1.26.71 255.255.255.0

no ip mroute-cache

no cdp enable

|

interface Virtual-Templatel

ip unnumbered LoopbackO

peer default ip address pool vpdn-pooll
ppp authentication chap
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interface Virtual-Template2

ip unnumbered Loopbackl

peer default ip address pool vpdn-pool2
ppp authentication chap

|

interface FastEthernet0/0/1
no ip address
no ip mroute-cache
shutdown
duplex auto
speed auto
no cdp enable
|
ip local pool vpdn-pooll 192.168.70.1 192.168.70.100
ip local pool vpdn-pool2 192.168.80.1 192.168.80.100
ip default-gateway 10.1.26.254
ip classless
ip route 0.0.0.0 0.0.0.0 10.1.26.254
ip route 10.90.1.2 255.255.255.255 10.1.26.254
no ip http server
ip pim bidir-enable
|
no cdp run
|
radius-server host 172.19.192.80 auth-port 1645 acct-port 1646 key radl23
radius-server retransmit 3
call rsvp-sync

ZTDDSEER

WODIET, RFC-2867 RADIUS b RV T H DT 4 TICETA2BEBEE BN L ET,

BERE YZaTFILEA ML

RADIUS &% [ Cisco I0S XE Security Configuration Guide: Securing User Services
, Release 2] @ TRADIUS Attributes Overview and RADIUS IETF
Attributes |

VPDN [ Cisco I0S XE VPDN Configuration Guide , Release 2]

X NU—27 7Y T 4| [CiscolOS XE Security Configuration Guide: Securing User Services

N4 , Release 2] @ [Configuring Accounting]

a<w R [ Cisco I0S Security Command Reference]

+ [Cisco I0S VPDN Command Reference]
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FERRLTWET, ZOMEEIT, BTk RNR2WRY , ZRLUEO—#EDOY 7 vy =7 U Y —
ATHYHR—FINET,

TI 9 R T A —LOYR—=FBLOV AT YT T 2T A A—TVOPR— MIETHHERE
FisR9 2 IZI%. Cisco Feature Navigator i ] L £ 3", Cisco Feature Navigator |27 27 & 2§ % |2
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,

£ 2:RFC-2867 RADIUS 2 IV 7 A VT 4 V7 DHERERR

HEEER J1y—=x A LE

RFC-2867 Cisco IOS  |RFC-2867 RADIUS b RV T AT 4 71, 6 DDOH L
RADIUS I | XERelease | \\RADIUS 7 H WL T 47 A4 THEALTHET, Zh
Ty |2 BOYATIE, TAYLT 4 T ERB2—F F—E At FE
TAT D (BEIR) L#bDD (BT) OFBLAERL TWANERT,

RADIUS 7 # 7 7 14 v 7 JBPED Acct-Status-Type (J&E 40)
LRI SN E T,

Fiz, ZOMREX, 2—VICELDVPDNE Yy g X2 b
DRIFTINY a—T 4T HIET D208 LWMRIET 7 A
R—= K FAYNVT v 7 3y hU—2 (VPDN) a2~ RZEEA
LTCWET,

Z OFEREIL. Cisco I0S XE Release 2.1 T Cisco ASR 1000 > U —
ATV =gy —E X L—F|ZEAINE L,

WD~y RPEAEZIFETEINE LT, aaa accounting,
vpdn session accounting network, vpdn tunnel accounting network
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