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AAA DNIS EHZFEIDERTE
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DNIS F51E, I —/LOFREMICEF 2 ) T 4 F— NCEBSREShET, 3=/ AAA L
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FIEDHRE
1. enable
2. configure terminal
3. aaa preauthorization
4. group {radius | tacacs+ |server-group}
5. dnis [password string]
6. end
F IR D 48
ARV KRFERRETY Y =[]
AT 71 |enable ¥t EXEC E— R& A XA —7/LIZLE T,
il - e NMAT—REANLET (FERINTHA) .
Device> enable
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DNIS (<5< A H—n s —TnEROEE ]

AU RFERETIVa Y

B8

R+ = 2 | configure terminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEh
L\i‘jﬁo

R 3 | aaa preauthorization

1

Device (config) # aaa preauthorization

AAA FHHRRGE= 7 4 F 2 b—ta v F— N&
HmLUET,

AT 4 |group {radius | tacacs+ |server-group}

1 -

Device (config-preauth) # group radius

({EE) AAAFRFEEERICHEAT 28X =2 T ¢
P NEER L ET,

« 57 4/ M RADIUS T1,

R w75 |dnis [password string]
Bl

Device (config-preauth) # dnis password dnispass

DNIS #f#H U CHERGRRREE A R—7 /M L, 3
(Z)ts U C Access-Request /X7 MZEHAT B2 D —
REfRELET,

A7 w76 |end
1 -

Device (config-preauth) # end

AAA FRIHIF 2 7 4 Fal— g F— Rak
T L. $# EXEC E— FICEY 7,

DNIS [ZED< AAAH—/NN FI)IL—T DB IRDETE

P — R T —F D DNIS IZHE SN TEHTED AAA YV — N T —TF2EINT L LT, 2%

FETHIZIE. DNISw Y B 7%

LFET, DNISEFZHEHL CH—"TN—T% 7 )L —

THER BT T LI, RDOZ AT ZFITLET,

FIEDHE
1. enable
2. configure terminal
3. aaa dnis map enable
4.
5.
6.
server-group-name
7. exit

aaa dnis map dnis-number authentication ppp group server-group-name
aaa dnis map dnis-number authorization network group server-group-name
aaa dnis map dnis-number accounting network [none | start-stop | stop-only] group

el FA D AAA Dialed Number Information Service (DNIS) < 7 .



B ovscz2s<ammy—n o L—JogiRozE

S48 A AAA Dialed Number Information Service (DNIS) < |

FE D
ARV KRFERRETI a3 Y B

AT 71 |enable FEHE EXEC E— R&Z A R—7 /LI LE T,
fl e NMATU—REANLET (FEREINEHS) .
Device> enable

Z 5w 72 | configure terminal Jau—N)L a7 4 Xal—ay T— REBHG
1 - LET.
Device# configure terminal

A 7 3 |aaa dnis map enable DNIS ¥ v B 7 & A X —T VI LET,
1 -
Device (config) # aaa dnis map enable

R 7 4 |aaadnis map dnis-number authentication ppp group | DNIS FH 5 A EFHIF LD AAA Y — R T L —F12< v
server-group-name v 7 LET, 2O —NNT—TOH— L,
1 AECHE S E T
Device (config) # aaa dnis map 7777 authentication
ppp group sgl

R 75 |aaa dnis map dnis-number authorization network |DNIS®E =% EFFE LD AAA Y — N T )L—Fl<
group server-group-name B LET, 2OV =D — N R
fi AR S ET,
Device (config)# aaa dnis map 7777 authorization
network group sgl

R 76 |aaadnis map dnis-number accounting network [none | DNIS F 5 & E3HIF LD AAA Y — R T L —F12< v
| start-stop | stop-only] group server-group-name L LET, 2O —R I N—F O — N, T
fil AT 4TI ENET,
Device (config) # aaa dnis map 8888 accounting
network stop-only group sg2

25w 77| exit Ja— ) a7 4 X al—raryET— RekT
i - L. ¥#H EXEC E— FIZER Y £,

Device (config) # exit
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IWETEEOE T |

AAA SERIEBREDERE

FIEDHE
1. enable
2. configure terminal
3. aaa preauthorization
4. group server-group
5. clid [if-avail | required] [accept-stop] [password string]
6. ctype [if-avail | required] [accept-stop] [password string]
7. dnis [if-avail | required] [accept-stop] [password string]
8. dnis bypass dnis-group-name
9. end
=3 k2t
AR RERERTIVa Y BHY
AT 71 |enable ¥t EXEC £ — F& A X —7 MICLE T,
i) : e NAU—REANLET (FERENTZHS)
Device> enable
Z 5w 72 | configure terminal Ja—N)L a7 4 Fal—ay T— REHLG
fi LET
Device# configure terminal
A7 7 3 |aaa preauthorization AAA FHIFGEZ 7 4 F a2 b—a v E— R&H
15'] : ﬁé\ L/ i j‘o
Device (config)# aaa preauthorization
AT 74 |group server-group HHTFRFEICEE A 5 AAARADIUS —/N ZL—7
15'] : %?Eﬁbi‘g—o
Device (config-preauth) # group sg2
R T 75 |clid [if-avail | required] [accept-stop] [password string] | CLID H& =12 FSW T, 2 — VA HFEGEELE T,
fi
Device (config-preauth) # clid required
25y 76 | ctype [if-avail | required] [accept-stop] [password | =—L # 4 F|ZHSNT, a— % HHTRAE L E

string] +,
{5
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ARV RFEEETIII Y B8
Device (config-preauth) # ctype required
Z 5w 717 |dnis [if-avail | required] [accept-stop] [password string] | DNIS & 22 ST, 2 — LA HRTRELET,

1

Device (config-preauth) # dnis required

ATvT8

dnis bypass dnis-group-name

1 -

Device (config-preauth) # dnis bypass groupl

HAFREEZ /S A /XA ¢ 5 DNIS H 5D 7 )L—7F &4
L’:.E_’[/i—é—o

ATvT9

end

1

Device (config-preauth) # end

ARy 74 X2 —TaryE— REKT L,
et EXEC £— RICEY £,

F— K

RAI—DNEKRTE

RADIUS #— " FRGEE R £ 7 13 FRREREE R IS SE TE R TRl a— bz fFal £
EETD2EICH—F A ~—2RET DITIL, &®&X7%¥ﬁbi¢
FIEDHE
1. enable
2. configure terminal
3. interface t#ype number
4. isdn guard-timer milliseconds [on-expiry {accept | reject}]
5. call guard-timer milliseconds [on-expiry {accept | reject}]
6. end
F D 48
ARV KRFERETI Va3 Y =[]
AT 71 |enable ¥t EXEC £ — R& A X —7/LIZLET,
il - e NMAT—REANLET (FERINTHA) .
Device> enable
AT 72 |configure terminal Jua—\) a7 4 Xal—vay ET— NaeBllg
15“ : L/i—a—o
Device# configure terminal
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#ar Ao aaaoNs < v FoiEs ]

AU RFERETIVa Y

B8

R 7 3 |interface type number AR =T xR T4 Fal— gy F—R
Bl EBAIE LT,
Device (config) # interface serial 1/0/0:23
AT 4 |isdn guard-timer milliseconds [on-expiry {accept| |RADIUS H— SPHEFFEERICGETE RN T=
reject;] A T — LB FFA £ 72 ILEE T& 5 ISDN H— |
i - IA~—HRELET,
Device (config-if) # isdn guard-timer 8000 on-expiry|
reject
R 75 | call guard-timer milliseconds [on-expiry {accept | RADIUS H— SN HFERIEE R A X 2o T2
reject}] BT VB R IR G TE B CAS H— I
1 IA~—HRELET,
Device (config-if) # call guard-timer 2000 on-expiry
accept
AT w76 |end A H—=Tx2AfAaAr T 4Fal—ar T—FR
B - EHET L. FiME EXEC £— FIZREY £,

Device (config-if)# end

EFal A AAADNIS < v T DERTEHI

5] : DNIS ITE D < AAA H—/\N F J)L— T DEIR

WIZ, BFED AAA —E R ZRMT 572012,

BIRT 5012 R LET,

! This command enables AAA.

aaa new-model
|

DNIS (253 T RADIUS H—/\ 7 )L —7 %

! The following set of commands configures the RADIUS attributes for each server

! that will be associated
radius-server host 172.16.0.1
radius-server host 172.17.0.1
radius-server host 172.18.0.1
radius-server host 172.19.0.1
radius-server host 172.20.0.1

! with it.

aaa group server radius sgl
server 172.16.0.1
server 172.17.0.1

! The following commands define the sg2

with one of the defined server groups.
auth-port
auth-port
auth-port
auth-port
auth-port
! The following commands define the sgl

ciscol
cisco2
cisco3
cisco4d
ciscob
associate servers

1645
1645
1645

1646
1646
1646

acct-port
acct-port
acct-port
1645 acct-port 1646
1645 acct-port 1646
RADIUS server group

key
key
key
key
key
and

RADIUS server group and associate a server
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! with it.
aaa group server radius sg2
server 172.18.0.1
! The following commands define the sg3 RADIUS server group and associate a server
! with it.
aaa group server radius sg3
server 172.19.0.1
! The following commands define the default-group RADIUS server group and associate
! a server with it.
aaa group server radius default-group
server 172.20.0.1
! The next set of commands configures default-group RADIUS server group parameters.
aaa authentication ppp default group default-group
aaa accounting network default start-stop group default-group
|
! The next set of commands enables DNIS mapping and maps DNIS numbers to the defined
! RADIUS server groups. In this configuration, all PPP connection requests using
! DNIS 7777 are sent to the sgl server group. The accounting records for these
! connections (specifically, start-stop records) are handled by the sg2 server group.
! Calls with a DNIS of 8888 use server group sg3 for authentication and server group
! default-group for accounting. Calls with a DNIS of 9999 use server group
! default-group for authentication and server group sg3 for accounting records
! (stop records only). All other calls with DNIS other than the ones defined use the
! server group default-group for both authentication and stop-start accounting records.
aaa dnis map enable
aaa dnis map 7777 authentication ppp group sgl
aaa dnis map 7777 accounting network start-stop group sg2
aaa dnis map 8888 authentication ppp group sg3
aaa dnis map 9999 accounting network stop-only group sg3

5] - AAA SRR

WIZ, FRTFAEIC DNIS HE#HEET D Mk EE R~ LET,

aaa preauthentication
group radius
dnis required

WIZ, FRIFEAEIZDNIS %5 & CLID F = Ot F &2 AT 2% EDHI %2~ LET, DNIS FHAilid
SEMSEICFIT SN, WRIZ CLID HRIEREENETEINE T,

aaa preauthentication
group radius

dnis required

clid required

KIZ,  Tdnis-groupl] &\ 9 DNIS Z /L—7IZHEE I TN S 2 DD DNIS HH A RE, 37
TD DNIS HFFICOWTHAGREEZ EITT D2 L2 MET 20 E2 R LET,

aaa preauthentication

group radius

dnis required

dnis bypass dnis-groupl
dialer dnis group dnis-groupl
number 12345

number 12346

KIZ, DNIS FHRIFRAEZ M T 5 AAA REDOHI 2R L ET,
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aaa new-model

aaa authentication login CONSOLE none

aaa authentication login RADIUS LIST group radius

aaa authentication login TAC_PLUS group tacacs+ enable

aaa authentication login V.120 none

aaa authentication enable default enable group tacacs+

aaa authentication ppp RADIUS LIST if-needed group radius

aaa authorization exec RADIUS LIST group radius if-authenticated
aaa authorization exec V.120 none

aaa authorization network default group radius if-authenticated

aaa authorization network RADIUS LIST if-authenticated group radius
aaa authorization network V.120 group radius if-authenticated

aaa accounting suppress null-username

aaa accounting exec default start-stop group radius

aaa accounting commands 0 default start-stop group radius

aaa accounting network default start-stop group radius

aaa accounting connection default start-stop group radius

aaa accounting system default start-stop group radius

aaa preauthentication

dnis password Cisco-DNIS

aaa nas port extended

|

radius-server configure-nas

radius-server host 10.0.0.0 auth-port 1645 acct-port 1646 non-standard
radius-server host 10.255.255.255 auth-port 1645 acct-port 1646 non-standard
radius-server retransmit 2

radius-server deadtime 1

radius-server attribute nas-port format c

radius-server unique-ident 18

radius-server key MyKey

G¥) %ﬁ”muuﬁ% H/:E—g—é I%¥. RADIUS #—/3T %%H'Jmuuﬁ7 277 A/VER ﬁiﬂ‘g—ézgﬁ‘% D%
ﬁ—o

5 : ISDNE LU CASDH— bk 2147 —

Wiz, 8,000 X VRMIZCRTEEIN/ZISDN H— K A4 ~—OFl &R LEd, FRERGEERICH L
TRADIUS = SNEE LARWEE, XA ~—0HBUINIC R 72856, a—/WIEEESNnE
j‘o

interface serial 1/0/0:23

isdn guard-timer 8000 on-expiry reject
aaa preauthentication

group radius

dnis required

WIZ, 20,000 X VRMIZERTE SNZCAS H— K X A4 ~—DFlZ R L E9, FRipiEERIZH L
TRADIUS = RIEE L72WEFE, A ~—0NHRUNICR 7256, =2—EFr S E
7,

controller T1 O

framing esf

clock source line primary
linecode b8zs
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dsO-group O timeslots 1-24 type e&m-fgb dtmf dnis
cas—custom 0
call guard-timer 20000 on-expiry accept
aaa preauthentication
group radius
dnis required

ZTDDSEER

ESPER= Y
BEEIEE T=aTFILERAL L
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+ [Cisco 108 Security Command Reference: Commands S to Z]

AAA [ Authentication, Authorization, and Accounting Configuration Guide )
(Securing User Services Configuration Library ®—)
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